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1 Introduction

The entire cryptographic community has been waiting until last October for
the outcome of the SHA-3 competition1. Among the finalists, Grøstl [13] is a
surviving proposal designed by P. Gauravaram et al. It is based on AES trans-
formations and outputs 256 or 512 bits of hash according to the Grøstl-256/512
version.

During the second round, Grøstl has attracted a significant amount of crypt-
analysis. For example, T. Peyrin presented rebound distinguishers against full
version of the compression function Grøstl-256 [20]. This is one of the main rea-
sons that forced the Grøstl designers to modify the parameters of Grøstl for the
SHA-3 round 3. In the remainder of this paper, we refer to this last version as
Grøstl v3 whereas the previous version is called Grøstl v2. Results against the
compression function of Grøstl-256 v3 include a semi-free-start collision against
6 rounds that uses 2180 computations [22], a pseudo preimage against 8 rounds
that uses 2507.32 computations [21], a rebound distinguisher against 10 rounds
that uses 2392 computations [14], and an integral distinguisher against 11 rounds
that requires 2953 computations [18]. In this paper, we improve this last distin-
guisher leading to an integral distinguisher on 11 rounds of the compression
function of Grøstl-512 v3 with a complexity of 2913 computations.
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ANR-11-INS-011.
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This paper is organized as follows: Section 2 introduces related work, notations
of the paper and the description of Grøstl-512; Section 3 describes the integral
distinguisher against Grøstl-512 v3 reduced to 11 rounds and finally Section 4
concludes this paper.

2 Related Work and Notations

2.1 Integral Attacks

Integral cryptanalysis was first introduced against the Square block cipher in the
original paper [6] in the unknown key setting to retrieve information on some
key bytes. Then, it was applied to AES in the original submission paper [7,8].
The original integral property on AES was extended by one round by Ferguson
et al. in [10].

After those first attacks, many ciphers especially the ones that use a SPN
structure have been studied with regard to this kind of distinguishers. Among
all the integral cryptanalyses proposed in the literature, we could cite the at-
tacks against SAFER [2], CRYPTON [9] and more recently on PRESENT [5].
The different Rijndael versions (Rijndael-192 and Rijndael-256) have also been
attacked using integral properties [15,11]. Other contributions also analyze the
general framework of Integral cryptanalysis and especially focus on the condi-
tions that a block cipher must fulfill to be attacked using this method [17,3].
In [17], L. Knudsen and D. Wagner analyze integral cryptanalysis as a dual to
differential attacks particularly applicable to block ciphers with bijective com-
ponents. A first-order integral cryptanalysis considers a particular collection of
m words in the plaintexts and ciphertexts that differ on a particular component.
The aim of this attack is thus to predict the values in the sums (i.e. the integral)
of the chosen words after a certain number of rounds of encryption. The same
authors also generalize this approach to higher-order integrals: the original set
to consider becomes a set of md vectors which differ in d components and where
the sum of this set is predictable after a certain number of rounds. The sum of
this set is called a d-th order integral.

More recently, in [16] Integral cryptanalysis has been proposed in the new
model called known key settings where the key is known to the attacker. In
the same settings, compression functions of hash functions could also be an-
alyzed and some distinguishers have been proposed against SHA-3 candidates
also using integral properties. Consider for instance integral distinguishers on
the compression functions of Hamsi-256 [1,19] and Keccak [4].

2.2 Notations

In the remainder of this paper, we use the consistent notations introduced in
[17] and extend them for expressing word-oriented integral attacks. For a d-th
order integral, we have:
• The symbol ‘C’ (for “Constant”) in the i-th entry, means that the values of
all the i-th words in the collection of texts are equal.
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• The symbol ‘P ’ (for “Permutation”) means that all words in the collection
of texts are different.

• The symbol ‘?’ means that the sum of words cannot be predicted.
• The symbol ‘P d’ corresponds to the components that participate in a d-th
order integral, i.e. if a word can take m different values then Pd means that
in the integral, the particular word takes all values exactly md−1 times.

• The symbol ‘0’ means that the sum of all values is zero.

2.3 Description of the Grøstl-512 Hash Function

Grøstl [12] is a SHA-3 candidate designed by Guaravaram et al., notably Grøstl-
256 outputs hash values of lengths 224 and 256 bits whereas Grøstl-512 outputs
hash values of lengths 384 or 512 bits. We focus on Grøstl-512. It is an iterated
hash function with a compression function built from two distinct permutations
P and Q. A t-block message (after padding) (M1, · · · ,Mt) is hashed by comput-
ing successive chaining values Hi using the compression function f(Hi−1,Mi)
and then applying the output transformation g(Ht) as follows:

H0 = IV

Hi = f(Hi−1,Mi) = Hi−1 ⊕ P (Hi−1 ⊕Mi)⊕Q(Mi) for 1 ≤ i ≤ t

h = g(Ht) = trunc(Ht ⊕ P (Ht))

where trunc(·) denotes the function that truncate its input by returning only
the last 384 (or 512) bits.

The two permutations P and Q are constructed using the wide trail strategy,
their design is very similar to AES with a fixed key input. Both permutations
of the compression function of Grøstl-512 act on a 1024-bit state represented
as a 8 × 16 matrix of bytes and have 14 rounds. The round transformations of
Grøstl-512 are the following ones:

– AddRoundConstant (AC) adds a round-dependent constant to the state of
P and Q.

– SubBytes (SB) is the non-linear layer that applies the AES Sbox to each
byte of the state.

– ShiftBytes (ShB) rotates the bytes of row j in the following way: 0 for j = 1,
1 for j = 2, · · · 6 for j = 7 and 11 for j = 8 for the P permutation and the
shifted values are 1, 3, 5, 11, 0, 2, 4, 6 for the Q permutation.

– MixBytes (MB) is the linear diffusion layer where each column of the state
is multiplied by a constant matrix B.

Note that the differences between Grøstl-512 v2 and the new version of Grøstl-
512, Grøstl-512 v3 are localized in the two transformations AddRoundConstant
and ShiftBytes.
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3 Description of the 11-Round Distinguisher of the
Grøstl-512 v3 Compression Function

3.1 The Divide-and-Conquer Method to Find Integral Properties

In [18], the authors propose a divide-and-conquer method to efficiently find in-
tegral properties on several rounds of an AES-like cipher or hash function. Their
method works as follows: first, find some integral properties that sum to 0 be-
fore the last MixColumns (or MixBytes) operation. Then, combine several in-
tegral properties that sum together to 0 on a complete column and apply the
MixColumns (or MixBytes) operation to fulfill the integral property. One thus
obtain finally an integral property on a complete number of rounds.

3.2 Integral Properties for P and Q in the Forward Direction

We apply this method to the case of Grøstl-512 v3 and we find, for P and Q, the
integral properties for 3.5 rounds shown in Fig. 1. In fact, we find the following
integral properties with two active bytes for P :

– when the two active bytes are in position (0,0) and (1,1), then after 3.5
rounds, the bytes on three shifted columns have their sum equal to 0. This
property also holds for two active bytes at positions (3,0) and (4,1); (5,0) and
(6,1); (0,1) and (5,6); (7,1) and (0,6); (7,0) and (1,6). All those properties
lead to three zero-sum shifted columns.

and the following integral properties with two active bytes for Q:

– when the two active bytes are in position (0,0) and (5,1), then after 3.5
rounds, the bytes on three shifted columns have their sum equal to 0. This
property also holds for two active bytes at positions (1,0) and (6,1); (2,0)
and (7,1); (4,0) and (0,1); (3,0) and (0,6); (3,1) and (4,6); (4,1) and (2,6).
All those properties lead to three zero-sum shifted columns.

Thus, we can combine those two bytes 3.5-round integral properties to mount
integral properties on 4 rounds with respectively 12 active bytes for P and 14
active bytes for Q using the divide-and-conquer method of [18]. The deduced
integral properties for P and Q are shown in Fig. 2. We are hence able to
distinguish P and Q from random permutations using respectively 296 and 2112

chosen texts that sum to 0 at byte level on three particular columns (i.e. on 192
bits) after four applications of the round function of P (respectively Q). This
distinguisher has a complexity equal to 296 cipher operations for P and 2112

cipher operations for Q.
Following the work of [15], we extended by two rounds at the beginning those

4-round integral properties using first a 24-th order integral property and second
a 104-th order integral property as shown on Fig 3. We were able to distinguish
P and Q from random permutations using 2832 chosen texts that sum to 0 at
byte level on three particular columns (i.e. on 192 bits) after six applications of
the round function of P (respectively Q). This distinguisher has a complexity
equal to 2832 cipher operations.
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Fig. 1. The 3.5-round P integral property with 2 active bytes on the left and the
3.5-round Q integral property with 2 active bytes on the right
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Fig. 2. The 4-round P integral property with 12 active bytes on the left and the 4-round
Q integral property with 14 active bytes on the right

3.3 Integral Properties for P and Q in the Backward Direction

Let us now analyze which integral properties exist for the backward direction.
We use the backward integral property already described in [19], a 2nd order
integral property on 3 backward rounds presented in Fig. 4.

This property leads to a distinguisher on 3 backward rounds where the sums
taken at byte level over all the inputs on the three shifted columns marked in
blue in Fig. 4 are equal to 0. It requires 216 chosen texts to work and has a
complexity equal to 216 cipher operations. This property could be extended by
first one round and second two backward rounds at the beginning using a 80th
order integral property as shown on Fig. 5. This leads to an integral distinguisher
that uses 2640 chosen texts with a complexity equal to 2640 cipher operations to
test if the sums taken at byte level over 3 × 8 × 8 = 192 bits are equal to 0 or
not.
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Fig. 3. The two added rounds of the integral property with 104 active bytes, for P on
the left and Q on the right
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Fig. 5. The two added rounds of the P integral property with 80 active bytes on the
left and the two added rounds of the Q integral property with 80 active bytes on the
right

3.4 Distinguisher on 11 Rounds of the Compression Function of
Grøstl-512 v3

We combined those two properties (in the backward and in the forward direc-
tions) starting from both the middle of P and the middle of Q to build a struc-
tural property on the compression function of Grøstl-512 when 11 rounds are
considered (see Fig. 6). For the permutation P , start from the middle with 2912

middletexts with 114 active bytes (the other are taken equal to a constant) then,
go backward on five rounds to obtain inputs that sum to 0 on 3 shifted columns
and go forward on 6 rounds to obtain outputs that sum to 0 on 3 columns.
Do the same for the permutation Q. Using Q, get the 2912 corresponding Mt

messages. Using those messages and the inputs of P , compute the corresponding
2912 Ht−1 values. Those 2912 values also verify that their sums taken over all
2912 values on 6 bytes are equal to 0 (due to the linearity of the XOR operation
and considering the intersection of all 0-sum bytes). Considering the knowledge
of Ht−1, of the outputs of P and of the outputs of Q, the corresponding Ht

values are such that the sums taken over all the 2912 values on the intersection
of the 6 common bytes (for the backward direction) and of the 3 columns (for
the forward direction) are equal to 0. In other words, the sum taken over all the
2912 outputs of the compression function is null at 4 byte positions whereas the
corresponding inputs Ht−1 and Mt have 0-sum on 6 bytes (see Fig. 7).

Thus, we have exhibited a structural property of the Grøstl-512 compression
function when P and Q are limited to 11 rounds. The computational cost of this
property is about 2913 cipher operations with modest memory requirements to
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Fig. 6. Complete property on 11 rounds of P (on the left) and of Q (on the right)
starting from the middle with a 114th order integral property
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Fig. 7. Position of the 6 zero-sum bytes for Ht−1 and Mt (left), and the 4 zero-sum
bytes for Ht (right)

find some 0-sums at particular positions (4 bytes at the output of the compression
function and 6 bytes at the input). This new structural property improves the
one described in [18] that reaches 11 rounds also with a complexity equal to 2953

cipher operations.

Table 1. Summary of distinguishers against the compression function of Grøstl-512 v3

Nb rounds Type of Attack Time Memory Source
6 Semi-free-start Collision 2180 264 [22]
8 Pseudo Preimage 2507.32 2507 [21]
10 Rebound Distinguisher 2392 264 [14]
11 Integral Distinguisher 2953 small [18]
11 Integral Distinguisher 2913 small this paper



58 M. Minier and G. Thomas

4 Conclusion

In this paper, we have improved the integral properties exhibited on the com-
pression function of Grøstl-512 v3 presented in [18]. Table 1 sums up the main
distinghuishers against the compression function of Grøstl-512 v3.
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