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Abstract. Keystroke dynamics is the process of identifying individual users on 
the basis of their distinctive typing rhythms. Most current approaches implicitly 
assume that individual typing behavior has high consistency as well as high dis-
criminatory ability, both of which underpin the power of the technique. Howev-
er, no earlier work has been done to quantify or measure the consistency of  
typing behavior. This study aims to investigate the consistency of users’ typing 
behavior in keystroke dynamics. We obtain a keystroke benchmark dataset, 
propose a consistency measurement model, develop an evaluation methodolo-
gy, and conduct three studies. We first quantify the consistency of users’  
behavior in repeatedly typing a password, observing that a typical user’s typing 
behavior would become consistent over time, and changes in her typing would 
diminish. We then measure the consistency of keystroke timing features, find-
ing that the combination of all features has the best consistency and smallest 
fluctuation. We finally examine the effect of consistency on keystroke-
biometric systems, observing that the authentication performance gets better as 
the user’s typing behavior becomes more consistent.  
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1 Introduction 

Keystroke dynamics is the analysis of individual typing behavior for use as a biome-
tric identifier. Current research largely uses the timing latencies, which are extracted 
from typing behavior between key-down and key-up events, to discriminate legitimate 
users from impostors. Its prerequisite is the high discriminability and consistency of 
users’ typing behavior.  

It has been established that users’ typing behavior is a form of perceptual-motor 
skill acquisition, and the gradual improvement of a repeated activity [1]. Most com-
puter users have the experience of being required to use a new password or type a 
certain paragraph repeatedly. At the beginning, the typing behavior for the new text 
(either a password or a paragraph) appears to be clumsy, but by time it becomes easy 
and quick, and to the end it would become consistent and fluent [15].  

In the field of keystroke biometrics, the typing behavior is used to discriminate us-
ers, so the influence of gradual skill acquisition may be an issue. However, most cur-
rent approaches implicitly assume the timing latencies have high consistency as well 
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as high discriminatory power. Moreover, due to lack of consistency measure and 
benchmark dataset, no earlier studies have been done to investigate the consistency of 
users’ typing behavior. 

2 Background and Related Work 

Keystroke dynamics is the procedure of measuring and assessing users’ typing 
behavior. Since Forsen et al. [3] first investigated in 1977 whether the way of users 
typing their names could be used to distinguish a legitimate user from an impostor, 
several usages for keystroke dynamics have been proposed. There are really two 
usages of interest for this biometric: static analysis (e.g., verification at login time) 
and continuous analysis (e.g., verification throughout the use of a computer). Most 
static analysis approaches use fixed-text models [4], [5], [6], [7], [8], in which they 
use the same static piece of text (e.g., password), to identify users. In these 
approaches, the length of the required text varies between different studies, and 
usually the use of a long text [5], [6] could lead to a better performance. Recent work 
has explored free-text models for continuous verification [9], [10], in which users’ 
keystroke activities are monitored and analyzed during their routine computing 
activities, and have shown good potential if observing sufficient period of data.  

In terms of consistency considerations, there are only few efforts of implicitly ex-
ploring consistency in keystroke dynamics, by investigating the effect of enrollment 
sample size on detection results or the use of updating strategies for performance 
improvement. Bartmann et al. [13] examined the authentication results at different 
amount of enrollment data, and they observed that the results get better with more 
amounts of enrolment data. Kang et al. [14] showed that the authentication results get 
improved when they continually retrain the classifier with recent typing data. 

3 Problem and Approach 

In this work, our goal is to investigate the consistency of users’ typing behavior in 
keystroke dynamics, in part to assess the effect of the consistency on keystroke-
biometric systems. To achieve this goal, we obtain a benchmark dataset, propose a 
consistency measurement model, develop evaluation methodology, and conduct three 
studies. Specifically, we lay out a set of three questions to guide our investigation: 

1. How is the consistency of a user’s behavior in typing a password? 
2. How is the consistency of the keystroke timing features? 
3. Does the consistency affect the accuracy of keystroke-biometric system?  

Each question concerns a different facet of the consistency of users’ typing beha-
vior in keystroke dynamics. We conduct three studies to answer these questions. In 
Sections 4–6, we describe the three studies in more detail. 
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4 Study1: Consistency and Tying a Password 

In this study, we measure and quantify the consistency of a user’s behavior and its 
change in repeatedly typing a password. The purpose of Study 1 is to answer the 
question: how is the consistency of a user’s behavior in typing a password? 

4.1 Study 1: Method 

4.1.1   Collecting Data 
We used an existing dataset that has been published and shared in our previous study 
[12]. The data were obtained when 51 users typed the same 10-character password 
400 times each. The 400 passwords were typed in 8 sessions of 50 passwords each, 
with the sessions all occurring on different days. The password was .tie5Roanl.  

The reasons for the dataset enabling our study of the consistency of keystroke dy-
namics are that (a) the data set is generated by 51 users, (b) the password is novel, and 
(c) it is typed many times by each user.  

4.1.2   Extracting Features 
We extracted keystroke timing features from key-down and key-up events. Usually 
three types of features are used: (1) the latency between keydown events in a digram 
(keydown-keydown time); (2) the latency between keyup and keydown events in a 
digram (keyup-keydown time), and (3) the length of time that a key is pressed (hold 
time). For each repetition of the password, we extracted 31 timing features: 10 
keydown-keydown times, 10 keyup-keydown times, and 11 hold times.  

4.1.3   Proposing a Consistency Measurement Model 
We developed a simple and effective consistency measure, based on Gini Mean Dif-
ference (GMD) [2]. Since direct use of timing features could not accurately reflect the 
overall picture of a user’s typing behavior, here we employed distance-based metric to 
compute the consistency. We used cosine distance to calculate the distance between 
each feature sample and a reference sample, and then used this distance to represent 
the feature sample. We chose cosine distance instead of commonly used Euclidean 
distance due to its generalized applicability of measuring the similarity of two sam-
ples with result between 0 and 1. We next calculated the mean of the absolute differ-
ence between all possible pairs of the distances as the consistency measurement. We 
defined the consistency measurement of the typing behavior for user k as: 
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where the DMi is the distance measure associated with timing features, and n is the 
number of feature samples of that user. This measurement is a real value which is 
zero if the data are identical, and increases as the data become more diverse. 
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4.1.4   Measuring the Consistency 
For a given user, we first computed the distance measurement between each of her 
feature samples and a reference sample. The procedure is as follow: 

Step 1: Generate the reference sample using a one vector due to its simplicity. 
Step 2: Compute the pairwise distance between each feature sample and the reference 
sample by using cosine distance. 

Then given the distance metrics from a reference sample, we could easily obtain 
the consistency measurements across difference sessions. The procedure is as follow: 
Step 1: Compute the consistency measurement of all distance samples in one session 
from a user by using the proposed consistency model. 
Step 2: Repeat Step 1 for all reaming sessions of that user. 
Step 3: Repeat the above procedure and calculate the average consistency measure-
ments for all 51 users in each of 8 sessions. 

4.2 Study 1: Results 

Figure 1 shows a plot of the average consistency measurements and the standard 
deviations of users’ typing behavior in different sessions over all 51 users. The figure 
reveals that the consistency measurement improves greatly within first three sessions, 
but after the fourth session, only small fluctuations with error range are apparent. 
These results suggest a typical user would become consistent when repeatedly typing 
a password, and the changes in her typing diminish after a number of repetitions.  
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Fig. 1. Consistency measurement over different sessions. Error bars represent the standard 
deviation in the consistency measurements of all 51 users. 

The above results show a user would provide better consistency on her typing with 
more repetitions in an average manner. But in many evaluations, an individual user 
may also provide poor consistency in her typing behavior. This poor consistency may 
have an effect on keystroke timing features, as will be explored in Study 2. 

5 Study 2: Consistency and Keystroke Timing Features 

When users’ typing behavior becomes consistent, the keystroke timing features must 
change. Here we conduct a study to answer the question: how is the consistency of the 
keystroke timing features? 
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5.1 Study 2: Method 

We generated all combinations of keystroke timing features, and used the consistency 
measurement model to evaluate the consistency of each feature combination. 

5.1.1   Deriving Feature Combinations 
Current researchers typically used three kinds of time interval as keystroke features: 
keydown-keydown time (KDD), keyup-keydown time (KUD), and hold time (KH). 
Here we derived seven combinations of the individual timing features. They are: (1) 
three individual keystroke features (KDD, KUD, and KH); (2) three two-component 
feature combination (KDD and KUD, KDD and KH, KUD and KH); (3) one three-
component feature combination.  

5.1.2   Measuring Consistency of Each Feature Combination 
We employed the consistency measurement model to calculate the consistency on 
each of seven feature combinations in different data sessions. We first computed the 
consistency measurement of each feature combination in one session overall all users. 
Then we calculated the metric for all other sessions.  

5.2 Study 2: Results 

Figure 2 depicts the consistency measurements of different feature combinations over 
different data sessions.  
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Fig. 2. Consistency measurements of seven feature combinations across different data sessions. 
This figure shows the change and comparison of consistency for three individual features, three 
two-component feature combinations, and one three-component feature combination. 

The results from Figure 2 show that nearly the consistency of all the feature com-
binations (with the exception of KDD feature) gets better when the users type more 
repetitions of the password. Specifically, the combination of all three individual fea-
tures holds best consistency and smallest fluctuation. Moreover, we observe that the 
consistency of the KUD time and its change are much better and more stable than 
other two individual features. These results confirm the earlier logic [4], [5] that using 
multiple features would lead to better overall performance, and are consistent with the 
previous results [5] which showed the discriminability of each feature combination. 
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The above results show the consistency of keystroke timing features will improve 
with more repetitions. But if a biometric system is trained with inconsistent feature 
samples, it may lead to a poor performance. Thus the consistency may have an influ-
ence on the accuracy of keystroke-biometric systems, as will be explored in Study 3. 

6 Study 3: Consistency and Biometric-System Accuracy 

Having shown that the keystroke timing features get more consistent with more repe-
titions of password, it is natural to investigate whether the consistency manifests in 
the error rates of keystroke-biometric systems. The purpose of Study 3 is to answer 
the question: does the consistency affect the accuracy of keystroke-biometric systems? 

6.1 Study 3: Method 

We first develop a keystroke-authentication system. We then examine the 
authentication accuracy at different levels of consistency. 

6.1.1   Keystroke-Authentication System 
We implemented the keystroke-authentication system which was proposed by Araujo 
et al. [11]. The reason is that this approach had the top performance in a field of 
approaches evaluated in our previous work [12]. The system was divided into two 
phase: an enrollment phase and an authentication phase. In the enrollment phase, a 
training dataset composed by several repetitions of the password from a legitimate 
user is used to build a profile of the user. Then, the mean vector and mean absolute 
deviation of each feature are calculated. In the authentication phase, a test sample is 
presented to the system and compared with the profile. The system produces a 
classification score indicating whether the test sample is similar to the profile or 
different from the profile.  

6.1.2   Training and Testing Procedure 
We started by designating one of 51 users as the legitimate user, and the rest as 
impostors. We trained and tested the authentication system as follows: 

Step 1: we run the enrollment phase of the system on the feature vectors from one 
session’s password data (50 repetitions) typed by the legitimate user.  
Step 2: we run the authentication phase of the system on the feature vectors from 
another session’s password data (50 repetitions) typed by the legitimate user, to test 
its ability to classify the legitimate user. 
Step 3: the evaluation procedures of above two steps (Step 1 and Step 2) can be per-
formed by any two of the eight sessions’ data. To examine the effect of consistency 
on performance, we first used Session 1 as the training session and Session 2 as the 
testing session for the legitimate user. We then used Session 2 and session 3 as the 
training and testing sessions respectively. We continued in this way until Session 7 
and Session 8 were used as the training and testing sessions for the legitimate user. 
Step 4: we run the authentication phase of the system on the feature vectors from the 
first session’s password data typed by each of the 50 impostors, to test its ability to 
classify the impostors.  
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This process was then repeated, designating each of the other users as the legiti-
mate user in turn. 

6.1.3   Calculating Authentication Performance 
To convert the classification scores of legitimate users and impostors into aggregate 
measures of classifier performance, we computed false-acceptance rate (FAR) and 
false-rejection rate (FRR). We brought FAR and FRR together to generate an ROC 
curve, and we also set the threshold for the classification scores to make the FAR 
equal with FRR, for presenting the equal-error rate (EER). 

6.2 Study 3: Results 

Figure 3 show the ROC curves for different training and testing data sessions from 
legitimate user, which represents different levels of consistency.  
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Fig. 3. ROC curves for different training and testing data sessions from legitimate user. The 
inside panel details the points of ROC curves at the left corner. 

We can obtain that the EER of the evaluation, which uses the training and testing 
sessions of Session 1 and 2 from the legitimate user, is 14.27%, and the corresponding 
ROC curve is worse than other 6 evaluations. When using the training and testing 
sessions from the legitimate user with more repetitions (like Session 3 and 4), the 
EER reduces to 10.29% and the corresponding ROC curve obviously gets improved. 
Along with the results (obtained in Study 1 and Study 2) that users’ typing behavior 
would become more consistent with more repetitions of the password, we could draw 
a conclusion that the authentication accuracy gets better as the user’s typing becomes 
more consistent with more repetitions of the password. 

7 Conclusion and Future Work 

The goal of this work is to investigate the consistency of users’ typing behavior in 
keystroke dynamics, in part to assess the effect of the consistency on keystroke-
biometric systems. Experimental results show: (1) a typical user’s typing behavior 
would become consistent over time and the changes in her typing would diminish; (2) 
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the use of all features has the best consistency and smallest fluctuation; (3) the 
authentication accuracy gets better as users’ typing behavior becomes more 
consistent. 
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