Chapter 8 ®
Resilience of Future Internet Check for
Communications

Over the last 40 years, we have been observing a gradual evolution of the Internet
from an academic network toward a widespread commercial architecture. Indeed,
the classic Internet, designed in the 1970s by Vinton G. Cerf and Robert E. Kahn
[14] as a network of networks, evolved from its predecessor—the ARPANET
academic network connecting computing sites at universities across the USA [43].

The Internet was originally meant to be a computer communication network of
datagram orientation only (i.e., mainly for conservative data traffic usage). After-
ward, it has been progressively adapted to meet the evolving diverse expectations of
end users concerning services and daily use applications to enhance the quality of
life [9]. In particular, owing to the observed convergence of telecommunications,
media, and information technology, the Internet is now becoming an integrated
system enabling accessing, distributing, processing, storing, and managing the
content [60].

However, the main architectural changes to the Internet architecture have been
mostly the “last minute” fixes/updates, while important modifications have recently
become practically infeasible [61]. Besides, the conventional Internet has already
reached its limits where even minor improvements do not have much chance to
succeed. Therefore, a comprehensive Internet transformation from a simple “host-
to-host” packet exchange environment toward a complex networking paradigm built
around the content and end users instead of network nodes is inevitable [55].
Following [60], major challenges driving the research efforts toward the Internet
of the future include:

— Identification of a large set of network nodes

— Scalability and efficiency of network and mobility management
— Quality of Service

— Security

— Resilience

— Energy efficiency
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Since, without doubt, future knowledge society will be built on the Internet
communications base, any limitations referring to the efficiency of the Internet
must be defeated. Otherwise, end users may not be able to fully benefit from
several emerging technologies, e.g., advanced wireless/mobile communications,
broadband optical networking, huge storage capacity, or innovative techniques,
including sensors and energy sources [60].

All these demands have driven the research community to design the respective
Future Internet (FI) solutions within various research activities intensively sup-
ported in the last decade, for instance, by the European Commission [25], National
Science Foundation (NSF) in the USA [52], and others. As a result, one/two Future
Internet Assemblies [53] have been organized every year since 2008 to discuss the
outcomes of numerous ongoing FI research projects, as well as to summarize their
achievements in the respective FIA books (see, for instance, [6, 23, 67]).

Apart from the European activities in this area, including, e.g., 4WARD [63],
FIRE [27], GEANT2 [30], or IIP [29], there have also been other important
initiatives from the USA (e.g., FIA [28], FIND [52, 54], GENI [34], MobilityFirst
[48], or NDN [49]), Japan (e.g., AKARI [3]), and China (e.g., CERNET [15]).

It is worth noting that there is no standardized/publicly accepted definition for the
Future Internet. Instead, it is mainly described by a set of relevant capabilities not
existing in the classic Internet architecture. As discussed in [6, 23, 24, 55, 56, 61],
the list of desired functionalities of the Future Internet architecture includes the
following:

— Content-oriented networking (CON) being an opposite solution to the conven-
tional host-to-host information delivery, as the primary utilization of the Internet
visibly evolves into data/content distribution. A widely observable trend is to
design the architecture of the Future Internet “around people” instead of around
machines [55], implying the need to update the IP layer to provision content
distribution and making information (rather than conventional IP addresses) the
primary search goal.

— Cloud computing/communications. Combining data centers and computation
possibilities into the cloud to form a “computing utility” available over the
Internet is seen as an efficient solution to provide the global-scale resource and
computation capabilities.

— Novel Human—computer interaction (HCI) techniques driven by the availability
of cheap sensor technology that may soon revolutionize the way humans interact
with computers (i.e., via human gestures, as well as displays integrated with
objects of everyday use).

— Real-time access to huge-scale multimedia content (known as the Big Data
paradigm), e.g., to 3D and cognitive content, virtual, and augmented world.

— Users acting as service providers, e.g., selling photos, or operating as stream
broadcasters. Other examples include inter-vehicular communications (as dis-
cussed in Chap. 10 of this book), where a system installed in a vehicle may
automatically inform other vehicles about accidents, ice on the road, etc.
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— Personalized services including individualized (or context-aware) search results,
person-(group-)oriented services targeting specific interest groups.

— Mobility-centric orientation enabling ubiquitous access to information anytime
and anywhere. Due to the observed shift from stationary (PC-based) computing
to mobile computing, as well as the convergence of heterogeneous networks,
mobility is one of the key functionalities of the Future Internet. It should be thus
considered as a norm, rather than an exception.

— Interconnection of devices, sensors, etc. (known as the Internet of Things—IoT
concept) into networks of diverse physical objects, such as vehicles, mobile
phones, etc.

— Networks programmability offered by virtualized Software-Defined Networks
with network control functions being directly programmable and decoupled from
forwarding [62, 73].

— Security mechanisms forming an inherent part of the FI architecture (as opposed
to functioning as an additional overlay in the classic Internet), which is justified
from both technical and economic reasons.

— Energy efficiency. The gradual growth of Internet traffic volume increases energy
consumption by networking equipment to accommodate the demands. One of the
solutions to save energy may be switching off the devices or putting them into
sleep mode in inactive periods.

— Availability and disruption tolerance. The Internet is currently viewed as an
important element of critical infrastructure (similar to, e.g., fresh water supplies
or power grids). Therefore, the architecture of the Future Internet should also
be resistant to disruptions of any kind, providing an alternate means for content
distribution/processing in the face of failures and guaranteeing fast recovery of
affected network elements.

Another classification of FI main research areas from [60] is presented in
Fig.8.1. In particular, issues of Future Internet resilience are included in areas #2
(Future Internet modeling, analysis, and design) and #3 (Future Internet network
architectures), respectively.

To support these functionalities, one of the possible ways proposed by the
research community is the so-called clean-slate concept, in which applying certain
solutions may be done under the assumption that other parts of the architecture
remain unchanged [26, 55]. Therefore, deploying a number of clean-slate solutions
may not necessarily lead to a new architecture of the Internet. Besides, redesign
of the Internet architecture should utilize the best practices from the past and be
evolvable and flexible to accommodate future demands [55].

In the clean-slate paradigm, there are practically no restrictions on the architec-
tural design of the Future Internet. However, since today’s Internet connects billions
of nodes and supports millions of applications, even though the new architecture
is expected to be revolutionary, its application should be done on an evolutionary
basis. In particular, “new technology” nodes should be able to communicate over
the existing infrastructure. Researchers are convinced that the Future Internet must
be designed dynamically and modularly, allowing for further adaptive changes [9].
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Fig. 8.1 Future Internet research areas in relation to their goals from [60]

In the remaining part of this chapter, we will discuss in detail the key research
topics and requirements for the FI architecture (Sect. 8.1), present our solutions to
network resource provisioning necessary to provide network resilience (Sect. 8.2),
and describe in Sect. 8.3 three proposals to improve the resilience of content-
oriented FI networking. The chapter is summarized in Sect. 8.4.

8.1 Key Research Topics and Requirements for the Future
Internet Architecture

Considering the architectural requirements of the Future Internet, a distinction
between providers of a network infrastructure (i.e., physical resources) and
providers of network services becomes apparent. It justifies the need for virtual
networks (VNs) implementation. Such a scheme allowing for leasing physical
network resources (e.g., node processing power, link capacity, etc.) to deploy the
end-to-end services, as well as having a certain control on the usage of these
leased resources (being one of the main foundations of virtual local area networks
(VLAN:Ss), virtual private networks (VPNs), or overlay networks [18]), has now
evolved concerning the Future Internet architecture into the virtualization scheme
[11, 68].

Following [64], network virtualization benefits from decoupling the single
role of common Internet service providers (ISPs) into two independent entities:
infrastructure providers (InPs) managing the physical infrastructure of networks
and service providers (SPs) offering the end-to-end services via virtual networks
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Fig. 8.2 Example network virtualization environment (NVE) with virtual network VN1 created
on top of InP1 and InP2 resources and VN2 additionally implementing partial parent-child
relationship with VN1

created and managed by them based on aggregating resources from multiple InPs.!
In such a virtualized networking scheme, the set of multiple heterogeneous network
architectures owned by different service providers that can be utilized to form
a virtual network by the InP is often referred to as the network virtualization
environment (NVE) [18], as presented in Fig. 8.2.

A virtual network is the basic entity in any NVE. It consists of virtual nodes
(hosted on a given physical node) linked together by virtual links typically provided
by paths in the physical network utilizing the respective resources from the physical
layer (mainly link capacities and processing power of transit physical nodes).
Therefore, end users can benefit in the NVE from multiple virtual networks
managed by different SPs for a number of services.

Following [18], network virtualization implies:

— Coexistence of many virtual networks of different SPs utilizing physical
resources from at least one InP [7]

— Inheritance allowing child VNs to inherit the architectural attributes of their
parent VNs [43]

UIn general, the idea of identifying the separate roles of InPs and SPs is not new (it has been
proposed for the information society paradigm before).
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— Recursion being a parent-child relationship for virtual networks (see Fig. 8.2)
creating the VN hierarchy (i.e., VNs built on top of other VNs), often referred to
as nesting [45]

— Revisitation enabling hosting multiple virtual nodes from a given VN by a single
physical node [64]

Network virtualization leading to transformation into logical networks built
on top of the existing physical network infrastructure can be thus viewed as an
evolved form of the overlay networking concept. Like the original idea of overlays,
deploying new network virtualization environments does not require changes to the
underlying physical network once it is set up to support network virtualization [18].
Therefore, virtualization is expected to be a scalable scheme that offers relatively
easy and inexpensive means to configure communication environments for end-to-
end services.

A proper evaluation of Future Internet solutions requires utilization of large-
scale testbeds [55]. However, several ongoing (and completed) projects related to
FI architectures use either small testbeds (e.g., of a national scale), multiple hetero-
geneous testbeds (e.g., multiple testbeds with differentiated schemes deployed), or
simply infrastructure of the classic Internet, as well as testbeds of previous research
project not related to FI architectures.

In a network virtualization environment, a proper reservation of physical network
resources is necessary for provisioning end-to-end services by service providers to
meet the stringent Quality of Service requirements. As such, it is also essential to
support resilient routing (for instance, by efficient reservation of network resources
for alternate paths establishment) in the face of differentiated challenges and should
be considered an essential part of any Future Internet architecture.

Therefore, in Sect. 8.2, we will highlight the concept of network resource
provisioning for virtualization environments proposed in the example framework
of one of the major European research projects on Future Internet architecture by
researchers from Polish technical universities and research centers in 2010-2013,
called Future Internet Engineering [29]. In particular, solutions to the network
resource provisioning problem implemented in “System IIP”—the core part of
the designed FI architecture—allow for automatic reservation of physical network
resources for coexisting virtual networks of differentiated transmission types.

The respective network resource provisioning module we implemented for
System IIP includes three Integer Linear Programming models introduced to obtain
the optimal solutions to the respective network resource provisioning problems.
This module, being an important part of the management system, is to be utilized
periodically to update the resource provisioning solutions to respond to changes in
end-to-end demands over time.



8.2 Network Resource Provisioning Concepts in the “System IIP” Future. .. 207

8.2 Network Resource Provisioning Concepts in the
“System IIP”’ Future Internet Architecture

Among several completed and ongoing projects related to the Future Internet
architecture design, the Polish initiative called Future Internet Engineering resulted
in the four-layer architecture of the so-called System IIP, comprising in the bottom-
up order: L1—pbhysical infrastructure layer, L2—virtualization layer, L3—Parallel
Internets layer, and L4—rvirtual networks layer [12, 13]. This architecture, char-
acterized by the ability to adjust its properties based on the required transmission
scheme, was designed to provide the coexistence of differentiated types of Parallel
Internets (PIs) within one physical infrastructure, including IPv6 with Quality of
Service (IPv6_QoS), Content-Aware Network (CAN), and Data Stream Switching
(DSS), as shown in Fig. 8.3.

In this section, we focus on the Future Internet resource provisioning issues,
particularly concerning architectural aspects of the L1/L2 resource provisioning
module we implemented in the System IIP architecture. Allocation of requested
resources is provided here periodically in a static way. Therefore, before each
consecutive update of the network resource provisioning solution, a traffic matrix
is prepared in advance. Additional constraints (e.g., on link propagation delay
concerning given PIs) may also be introduced.

The objective of the network resource provisioning module is to assign elemen-
tary resources (such as link capacity or node processing power) to three investigated
Parallel Internets and to the management system enabling virtualization of nodes
and links [16, 20]. The following three schemes aimed at providing the optimal
solution to the respective Linear Programming (LP) problems were implemented in
the System IIP architecture, as described in [36].
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Model 8.1 Formulation of Link Bandwidth Utilization Optimization Problem
Respecting Basic Requirements on Routing (LBUO)

Symbols

G(N,A) Directed network, where N and A are the sets of network nodes and
directed arcs, respectively; each network link is represented by two
opposite arcs a; = (i, j) and a; = (j,i); and [N| and |A| are the
numbers of network nodes and arcs, respectively.

T Set of transit (forwarding) nodes

N\T Set of edge nodes

M Set of instances of Parallel Internets (here, referring to IPv6_QoS, CAN,
and DSS Internets, respectively; |M| = 3),

D,, Set of demands r for each m-th Parallel Internet, r =1, 2, ..., | Dy |

Constants

ch Total capacity available at arc aj,

¢m.n  The lower bound on capacity (i.e., fraction of link capacity) required at arc
ay, for m-th instance of PI

¢r.m Volume of demand r from m-th instance of PI

sr.m Source node of demand r from m-th instance of PI

tm  Destination node of demand r from m-th instance of PI

Variables

Xm,n =0 Capacity assigned for m-th PI at arc aj,
Zr.m,h = 0 Capacity assigned for demand r of m-th PI at arc ay,

Objective
It is to minimize the total bandwidth consumption for delivering the traffic defined
by formula (8.1).

min @(x) = Y > Xmn (8.1)

meM heA

Constraints

1. To assure that the amount of flow leaving node n via arc a; for m-th Parallel
Internet is the same as the amount of flow received at the other end of arc

ap =(, j):

> Xma= Y. xmm: meM; heA (8.2)

n:ap=(>i,n)€A n:ap=(n,j)eA
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2. To provide flow conservation rules at transit nodes for total capacities assigned
to each m-th PI:

E Xm,h = E Xmp, meM; teTl (8.3)
hefh:ap=(t,j)eA; helh:ap=(i,t)eA;
J=12,..,IN|; j#n} i=12,.. |N|;i#n}

3. On the lower bound on the aggregate capacity assigned to m-th PI at arc a;,:
Xmh = Cmopcn meM; heA (8.4)

4. On the upper bound on the total flow passing via network links for all PIs:

Y xmn<cn; heA (8.5)
meM

5. To provide flow conservation rules for demands r of each m-th PI:

Cr,m» ifn= Sr,m
Z Zr,mh — Z Zr,mh = ) —Crm, ifn = trm
helh:ap=(n,j)eA; hefh:ap=(i,n)€A; :
F=1,2,....|NJ|; j#£n) i=1,2,...,|N|;i%n) 0, otherwise
(8.6)

where r € D,,,me M,andn € N.

6. To guarantee that the aggregate flow transported via arc a; for all demands of
m-th PI does not exceed the capacity reserved for this PI at arc aj,:

Z Zrmh = Xmp; mEM; heA (8.7)

reDy,

We also implemented another objective function aimed at maximizing the total
residual (free) capacity at all arcs, as given in Eq. 8.8. This objective is suitable
when determining the capacity assignment in a way to increase the residual capacity
margin (necessary, e.g., to apply the resilience schemes based on backup paths).

max @(x) = Z (ch — Z xm,h> (8.8)

heA meM

The next model implemented in System IIP is an extension to the LBUO model
by additional constraints referring to node resource optimization issues. Therefore, it
also includes constraints on node resources (here related to node processing power).
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Model 8.2 Extension of the LBUO Model Including Basic Requirements on
Node Resource Utilization Optimization Issue (LBNR)

Symbols
The set of symbols is the same as in the LBUO model.

Constants
Compared to the LBUO model, the list of constants is additionally extended by the
following:

Om.n(om.n)  Consumption of node processing power measured per unit capacity
for m-th PI defined for outgoing (incoming) arc ay,
bn Aggregate processing power at node n

Variables
The list of variables is the same as in the LBUO model and extended by the
following:

©mn =0 Amount of resources reserved to process flows from m-th PI at node
n (in MFlops)

Objective
It is to minimize the total processing power to deliver the traffic defined by
formula (8.9).

min ()= Y > P (8.9)

meM neN

Constraints

The set of constraints includes formulas (8.2)—(8.7) and is additionally extended
by constraint (8.10) referring to calculation of node n processing power utilization
related to the portion of capacity reserved for each m-th Pl and formula (8.11)
providing the upper bound on the total processing power available at node n to
serve all demands.

Fm,n = Z em,hxm,h + Z Pm,hXm,hy M € M; neN
hefh:ap=(n,j)eA; hel{h:ap=(i,n)€A;
J=1,2,..|N|:jsn} i=1,2,...|N|;izn}
(8.10)
Y Omn<¢ui nenN 8.11)
meM

The last of the three network resource provisioning models implemented in
System IIP includes additional constraints on the maximum allowed transmission
delay for delay-sensitive streams. In this model, any potential path is verified
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concerning its end-to-end delay, defined as the sum of delays along all network
arcs ay, forming the path. Therefore, in this case, any valid solution must consist of
paths compliant with upper bounds on end-to-end delay.

Model 8.3 Extension of LBNR Model Including Additional Constraints on
End-to-end Delay (LBDC)

Symbols
The set of symbols is the same as in the LBUO model.

Constants
Compared to LBUO and LBNR models, the list of constants is additionally extended
by:

Ph Upper bound on transmission delay along arc a,

Pm.r Upper bound on end-to-end transmission delay for demand » from m-th
Parallel Internet

G Arbitrarily chosen large value

Variables
The list of variables is the same as in the LBNR model and additionally includes the
following:

Vrm.n  Equals 1 if arc aj, is used to forward the traffic referring to demand r of
m-th PI and O otherwise

Objective
The same as in the LBUO model (i.e., Eq. 8.1).

Constraints

The set of constraints includes formulas (8.2)—(8.7) and (8.10)—(8.11) and is
extended by formula (8.12) to guarantee that the end-to-end transmission delay for
any demand r from m-th Parallel Internet does not exceed a predefined upper bound,
as well as formula (8.13) combined with constant G necessary to bind the respective
binary variable v, ,, , with the continuous variable z; , j.

Z VrmhPh < Pmys 1€ Dm; meM (8.12)
heA
Zrmh < VrmphG;, 1 € Dyy m e M; heA (8.13)

All three problems were generally proved to be NP-complete in [37]. Therefore,
for larger problem instances, it is necessary to use one of the suboptimal heuristic
approaches, e.g., the one we proposed in [37].
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Fig. 8.4 The functional diagram of network resource provisioning module in System IIP architec-
ture from [37]

Owing to the utilization of the implemented network resource provisioning
module concerning the core network (i.e., characterized by little fluctuations of the
aggregate flows over time), it is reasonable to activate the resource provisioning
procedure once every several hours/days. Figure 8.4 presents a functional diagram
of the network resource provisioning module in the System IIP architecture.

Three introduced Linear Programming models of network resource provisioning
implemented by us in System IIP have been validated for the real large-scale testbed
deployed in the IIP project and passed all necessary tests. Similar approaches to
determine the optimal solution to the network resource provisioning problem are
often applied in the design of resilient network architectures to decide on not
only resource provisioning concerning the primary communication paths but also
concerning backup routes, as discussed in detail in Sect. 8.3 for the information-
centric networking concept (the paradigm of one of PIs addressed in this chapter).

8.3 Fault Tolerance of Content-Oriented Networking

Owing to the remarkable increase in Internet traffic in recent years [1], as well
as further predictions of expected exponential increase (mainly attributed to the
exchange of various forms of objects, including video, music, and other documents),
Future Internet architecture should be characterized by built-in efficient and scalable
techniques of content distribution. Indeed, contrary to conventional host-centric
communications based on named hosts, the content-oriented networking (CON)
concept (often referred to as data-oriented networking [32, 44] or information-
centric networking (ICN) [5, 66, 74]) to provide access to named data objects
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(NDOs) [1, 51], focuses on objects of practically any kind that people wish to store
and access as the main elements to be addressed. Although the idea itself is not new
(see, e.g., solutions of peer-to-peer information exchange from [17, 31]), there is no
such built-in mechanism available for the current Internet.

Following [1], an NDO-—the main abstraction in information-centric
networking—does not depend on location, storage method, etc. Therefore, its
name is considered an identity regardless of its physical location. Naming an object
in information-centric networking is thus as important as issues of naming a host
in a conventional scheme. Object names should be unique since they are used for
identification independent of their location.

Several copies of an NDO stored in the Internet should thus be equivalent. It
means that any node that holds a copy of an object should be able to provide it to
the requesting node if a node with the original NDO is unavailable (for instance,
due to node failure or a failure of a transit link/node of a communication path). It
is essential to ensure a reliable content distribution in a failure-prone environment,
especially with sparse connectivity or high-speed mobility [19].

Considering routing issues, there are several approaches to retrieving information
from the source nodes of the content. Among them, it is essential to mention
the strategy implemented in the Data-Oriented Network Architecture project [44],
where content is published into the network by the sources. Nodes hosting the data
have to register themselves at “resolution handlers” that next forward the requests to
them from the requesting nodes. Data is further delivered from the source node:

— Via the reverse path of a request

— As information cached at one of the transit nodes (some nodes can use cache
memory to act as sources of object copies once they have forwarded the content
to the requesting nodes)

— Over a shorter (i.e., a more direct) route

Under content-centric networking (CCN), content is published at original nodes
[32]. Therefore, routing is needed to disseminate information about the location of
the content around the network.

In general, the considered scheme allowing for serving the content by one of
many potential servers, each one storing a copy (also called a replica) of the original
object, is referred to as anycasting in the literature [38]. This paradigm will be
investigated in detail in the later part of this section, where we focus on improving
the resilience of information-centric networking and present our approaches from
[59, 71, 72] to protect against failures of network elements using alternate paths to
such a replicated content.

8.3.1 The Concept of Survivable Anycasting

Anycasting, a one-to-one-of-many transmission technique [47] commonly utilized
by a number of services, including Content Delivery Networks (CDNs), Domain
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Fig. 8.5 An example of survivable anycast routing with a backup path leading to another replica
server

Name System (DNS), peer-to-peer (P2P) systems, or video streaming, due to
possibility to retrieve the content from one of many locations, decreases the
overall network load and latency, compared to the common unicast (i.e., one-to-
one) transmission. Anycasting can also provide survivability of stored information
since, unlike in unicasting, in the case of a failure of a node hosting the content,
information can be retrieved from another replica server (as, e.g., in Fig. 8.5) [70].

Our proposal from [72] presented here aims at optimizing the routing of anycast
and unicast flows with a particular focus on assuring the survivability of the affected
traffic. Such a joint optimization scheme is reasonable due to the coexistence
of these transmission types in contemporary networks. For instance, the growing
popularity of content delivery networking [65, 75] is responsible for 20% share of
Internet traffic currently served by the Akamai system [2].

In the case of anycast traffic, to provide survivability against single failures of
end nodes, the content has to be stored in parallel at two different replica servers
accessible using node-disjoint paths [69]. For unicast traffic, a conventional end-
to-end path protection scheme can be employed. The novelty of our approach,
compared to other results available in the literature (e.g., [8, 22, 46, 49, 69]), is in
the application of a single backup path method aimed at providing 100% protection
for both anycast and unicast demands.

In this section, we present an optimization model to protect against single link
failures (i.e., establishing link-disjoint paths), as well as failures of replica nodes
(by utilization of different primary and backup replicas). The model is related to the
physical infrastructure of optical networks, which can be well justified by common
utilization of WDM technology in backbone networks. Therefore, in this section,
we consider a directed network G(N, A), where N is a set of nodes, and A is a set

2 This approach can be easily adapted for other networking solutions (e.g., for overlay anycasting
by replacing the term “optical channel capacity” with the capacity of a virtual link).
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of directed arcs. Each arc a;, € A is characterized by cost &, (referring to the length
of arc ay,) and offers A unidirectional channels, each of a standard capacity. Replica
servers are located at nodes selected in advance in the network planning phase.

All network flows are modeled as non-bifurcated multicommodity flows. In
this model, we assume that for each demand r, the requested capacity equals the
capacity of a single WDM channel (i.e., ¢, = 1). In anycast communications,
we have upstream and downstream demands (referring to sets DYS and DPS,
respectively). Each anycast demand r is related to a given client node (being the
source s,/destination 7 node of the upstream/downstream demand, respectively).

Each anycast upstream (downstream) demand r € DVS(DPS) has to be
associated with the respective downstream (upstream) anycast demand (denoted as
7(r)) referring to the same client node. As shown in Fig. 8.5, both associated anycast
demands r and 7(r) must be related to the same replica node. Since all replica
servers located in the network are assumed to provide the same content, working
and backup paths can lead to any two of them. The proposed ILP model is defined
as follows:

Symbols

N Set of network nodes

n Network node

A Set of arcs representing directed links
h Arc index

D Set of demands

DUYN (DANY)  Set of unicast (anycast) demands

DPS (DYS)  Set of anycast downstream (upstream) demands
r Demand index

(r) Index of a demand associated with demand r

Constants

sr(t+) Source (destination) node of 7-th demand. For downstream anycast demands,
we are given only the destination nodes #., while for upstream anycast
demands, only source nodes s, are defined

ch Capacity of arc ay, here given by the number A of unidirectional optical
channels

& Cost (length) of arc ay,

Uy Equals 1 if node 7 is a replica node; O otherwise

xrn  Equals 1 if node n is the closest replica for anycast demand r; O otherwise

Variables

xrn  Equals 1 if arc ay, is used by the working path of r-th demand; O otherwise

yr.n  Equals 1 if arc aj, is used by the backup path of r-th demand; 0 otherwise

krn Equals 1 if a replica server located at node n is selected as a working replica
of r-th anycast demand; O otherwise
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v, Equals 1, if a replica server located at node n is selected as a backup replica
of r-th anycast demand; O otherwise

Objective
It is to minimize the total cost of delivery of flows using working and backup
paths given by formula (8.14).

min @(x) =Y Y ECorn + yri) (8.14)

reD heA

Constraints

1. To provide flow conservation rules of working paths of unicast demands:

1, ifn=s,
Z Xrh— Z xn=13-1, ifn=¢t; re DYN; neN
hefh:ap=(n,j)eA; hefh:ap=(i,n)€A; .
J=120 Nl j#n) =12 NLi#n) 0, otherwise
(8.15)
2. To provide flow conservation rules of backup paths of unicast demands:
1, ifn=s,
> ya— Y. ya={-1,ifn=1; reDN; neN
hefh:ap=(n,j)eA; hel{h:ap=(i,n)€A; :
J=L2NRj#n) =12 N in) 0, otherwise
(8.16)
3. To provide flow conservation rules of working paths of anycast downstream
demands:
-1, ifn=t¢
Z Xrh— 2 Arh = { . g DS.
helh:an=(n, ))€A; heth:ay=(i,n)eA: Ko ifn it reD"; neN
J=1.2,..IN|; j#n} i=12,.. |N|;i#n}
(8.17)
4. To provide flow conservation rules of backup paths of anycast downstream
demands:
-1, ifn=¢
2 = )L v ={
: . DS.
helh:an=(n, ))€A; heth:a,=(i,n)€A: Urn, ifn#E6; re DY neN
J=12,..IN|;j#n} i=1,2,..IN|;i#n}

(8.18)
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5. To provide flow conservation rules of working paths of anycast upstream

demands:
1, ifn=s
he{h:ap=(n,j)EA; hel{h:ap=(i,n)€A; —Krn, ifn 7'5 s, reD¥?; neN
J=1,2,..,IN[; j#n}) i=1,2,...,|N|;i#n)
(8.19)
6. To provide flow conservation rules of backup paths of anycast upstream
demands:
1, ifn =s,
he{h:ap=(n,j)eA; helh:ap=(i,n)€A; —VUr.n, ifn#s,; reD”;, neN
J=12,..,IN[; j#n}) i=1,2,...,|N|;i#n)
(8.20)
7. To provide a proper selection of replica nodes:
Krm <ty; reDWN; neN (8.21)
U <up; reDW; neN (8.22)

8. To guarantee that the associated upstream and downstream anycast demands
use the same corresponding replica node for working paths:

Krn = Kr@ryns T € DDS; nenN (8.23)

9. To guarantee that the associated upstream and downstream anycast demands
use the same corresponding replica node for backup paths:

Urn = Vr(r)n; T € DDS; neN (8.24)

10. To provide that exactly one node is selected as the working replica node for
each anycast demand:

Y kn=1 rebDW (8.25)

11. To assure that exactly one node is selected as the backup replica node for each
anycast demand:

Y vpw=1; reb?V (8.26)
neN
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12. On finite arc capacity:

D @rntyen) Scwi heA (8.27)
reD

13. To provide link disjointness of working and backup paths of anycast demands:
xrn+yrn)<1l; rebD; heA (8.28)

14. To guarantee link disjointness of the respective working path and backup path
of the associated anycast demand:

Geen +yeman) <1 reDWN; heA (8.29)

The objective is to minimize the overall cost of the flow (formula (8.14)) subject
to constraints (8.15)—(8.29). In the model given by formulas (8.14)—(8.29), there
is no constraint referring to the physical separation of working and backup replica
servers (i.e., they may be hosted at either the same or different nodes). Therefore,
the model (8.14)—(8.29) is called Any Replica (AR) here.

Our investigations are also extended by:

— An additional constraint (8.30) to provide disjointness of working and backup
replica servers (forming the Disjoint Replica (DR) model defined by formulas
(8.14)—(8.30))

— Constraint (8.31) to assure that for each anycast demand, working and backup
replica servers are hosted by the same node (Common Replica (CR) model given
by formulas (8.14)—(8.29) and (8.31))

— Constraint (8.32) to assure that working and backup replica servers are located in
the nearest vicinity for each anycast demand—forming the Nearest Replica (NR)
model [42] by formulas (8.14)—(8.29) and (8.32)

Z(Kr,n + Ur,n) <1l re DAN (8.30)

nenN

Krm =Vpn; reD™W;neN (8.31)
Krn =Vrn = Xrn: reDW;neN (8.32)

Simulation Results and Conclusions

Verification of characteristics of four introduced models focusing on evaluation
of the total network cost (defined as given in formula (8.14)), and values of
computational time, was performed for four example networks, namely, the NSF
Network, COST 239 Network, Italian Network, and US Long-Distance Network
from Fig. 8.6. All links were assumed to have A = 160 channels of equal capacity.
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Fig. 8.6 Network topologies used in the analysis: NSF Network (a), COST 239 Network (b),
Italian Network (c), and US Long-Distance Network (d)

Table 8.1 Locations of

. el Network 2 replicas | 4 replicas
replica servers (node indices)
NSF 6, 10 4,5,6,10
COST 239 2,14 2,3,9,14
Italian 6, 17 6,7,11,17

US Long-Distance | 14, 17 7,14,17,23

Nodes had a full wavelength conversion capability (i.e., at each transit node, flows
arriving at any wavelength A; of the incoming link could be switched onto any
wavelength A, of the outgoing link).

Two scenarios referring to the number of replica servers were investigated, i.e.,
2 and 4, as shown in Table 8.1, with replica servers located at nodes of a relatively
high degree (i.e., defined as the number of neighboring nodes).

The set of anycast demands (DAY contained all network nodes. The set of
unicast demands (DY %) included the respective number of randomly chosen pairs of
nodes (with node indices following the uniform distribution) such that the anycast
ratio (i.e., the number of anycast demands | DAY | divided by the total number of
demands | D| was equal to 30%).
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In each simulation determined by a replica model, number of replica servers, and
network topology, computations were performed for 50 different sets of demands
D generated randomly (following the uniform distribution of node indices). An
analysis of multiple scenarios of network load, replica servers count, and other
extensions of our ILP model is given in [72].

Table 8.2 presents the average execution time for each analyzed topology
and replica model. As shown in Table 8.2, all four models are characterized by
comparable values of the average execution time. The only exception is the CR
model, for which the average execution time is about two times greater than for the
other models. This is due to additional constraints (8.31), including working and
backup replica variables.

Figures 8.7 and 8.8 present the average network costs calculated based on
formula (8.14), as well as their relation with the number of available replica servers.
Independent of the replica model, increasing the number of replica servers decreases
the overall cost of a network (as a consequence of the observed decrease in the
average total length of established paths). Indeed, when increasing the number of
available replica servers, the average minimal distance between replica servers and
client nodes becomes smaller.

Regarding the characteristics of analyzed models, the AR approach outperforms
the other ones. This is due to its flexibility (i.e., it does not impose additional
constraints on replica servers selection). The performance of the other models
depends on network characteristics and the number of available replica servers.

Table 8.2 Average execution Network DR[s] |CR[s] NRI[s] |ARI[s]

tme NSF 041 280 043 043
COST 239 1.38 2.53 1.44 1.41
Italian 1.69 3.98 1.68 1.67

US Long-Distance | 3.34 5.55 3.37 3.40

1200000 —
'g' 1000000 —
~
= 800000
@ H DR model
§: 600000 | mCRmodel
g 400000 - || ENRmodel
>
@ 200000 -+ .—ﬂ | | O AR model

0 T T T T
NSF COST 239 Italian us
network

Fig. 8.7 Average network cost for two replica servers
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Fig. 8.8 Average network cost for four replica servers

As discussed in Chap. 4 of this book, providing preplanned protection against
failures by alternate paths increases the cost of the original solution (i.e., the one
without backup paths) by over 100%, since backup paths are commonly longer than
the corresponding working paths. Therefore, to reduce the overall cost of a solution,
the concept of survivable anycast and unicast routing will be extended in the next
section by sharing the backup path capacities.

8.3.2 Shared Protection for Survivable Anycasting

As discussed in Chap. 2, to decrease the ratio of network redundancy necessary
to provide 100% protection of flows after failures of nodes (or links), one may
apply the concept of sharing the backup paths resources (i.e., link capacities)
under the condition that the respective working paths being protected are mutually
node-/link-disjoint [4, 41]. This section presents our proposal from [71] of sharing
the backup path resources for routing anycast and unicast demands with protection
against a single link failure.

So far, the concept of backup path sharing has been investigated mainly for the
case of unicast traffic protection [39—41, 58]. Considering backup path resource
sharing for survivable anycast routing (as illustrated in Fig.8.9), recent models
to find the optimal solution available in the literature have been formulated using
only the link-path formulation (i.e., with a limited number of predefined candidate
backup paths) [33]. This, in fact, leads to suboptimal results since, in link-path
formulation, not all possible backup paths are analyzed.

In this section, we introduce the Integer Linear Programming formulation of
the backup path sharing problem defined using the node-link notation, enabling
the investigation of all possible backup paths and, consequently, allowing us to
reach optimal results. This model, being an extension of the respective one from
Sect. 8.3.1, is defined as follows.
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Fig. 8.9 Example of survivable anycast routing with different backup replica servers. Sharing the
backup path capacities may be performed at links (3, 4) and (4, 7)

Symbols
The set of symbols is the same as in Sect. 8.3.1 and is extended by the following:

cr Volume (capacity) of demand r

Variables
The set of variables is the same as in Sect. 8.3.1 and is extended by the following:

by n,g Isequal to 1if after a failure of arc ag, the channel of arc ay, is used by a
backup path of r-th demand, and O otherwise

bp,e  Spare capacity required at arc ay, in the case of link a, failure (integer value)

by Aggregate spare capacity to be reserved for backup paths at arc a;, (integer
value) to protect against a failure of each single link

Objective
It is to minimize the total cost of delivery of flows using working and backup paths
given by formula (8.33).

min @) =Y Y Encrxrn + ) nby (8.33)

reD heA heA

Constraints

1. To provide flow conservation rules of working and backup paths of uni-
cast demands; flow conservation rules for downstream and upstream anycast
demands: formulas (8.15)—(8.20)

2. To provide a proper selection of replica nodes: formulas (8.21)—(8.22)
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. To assure that the associated upstream and downstream demands use the same

corresponding replica node for working and backup paths: formulas (8.23)—
(8.24)

. To guarantee that exactly one node is selected as a working and backup replica

node for each anycast demand: formulas (8.25)—(8.26)

. On finite arc capacity:

dxpntby <A heA (8.34)
reD

. To provide link disjointness of working and backup paths: formulas (8.27)—(8.28)
. To obtain shared protection concerning the considered backup paths:

Xrg+Yn <1+brpg, reDiheAgeA;g#h (8.35)

2brpg <Xpg+Yyn re€D;heAgeA;g#h (8.36)

. To provide bounds on arc spare capacity:

bhg =Y Crbrng: heAigeAig#h (8.37)
reD
bhg <bp; heAjgecA;g#h (8.38)

. To assure location of working and backup replica servers at the nearest nodes:

formula (8.32)

If we replace formula (8.38) with the following formula (8.39), we obtain the

model without shared protection, since by, is then defined simply as the sum of
backup capacities over all link failures.

b= bng (8.39)

geA

To summarize, the above formulas can be used to obtain the four following

models investigated in detail in the later part of this section:

SBPP-AR: Any Replica model; shared protection: formulas (8.33), (8.15)-
(8.20), (8.23)—(8.28), (8.34)—(8.38)

SBPP-NR: Nearest Replica model; shared protection: formulas (8.33), (8.15)—
(8.20), (8.23)—(8.28), (8.32), (8.34)—(8.38)

noSBPP-AR: Any Replica model; dedicated protection: formulas (8.33), (8.15)-
(8.20), (8.23)—(8.28), (8.34)—(8.37), (8.39)

noSBPP-NR: Nearest Replica model; dedicated protection: formulas (8.33),
(8.15)—(8.20), (8.23)—(8.28), (8.32), (8.34)—(8.37), (8.39)



224 8 Resilience of Future Internet Communications

Simulation Results and Conclusions

Numerical experiments aimed to evaluate the efficiency of the introduced shared
protection schemes in terms of (1) the total cost of a solution, (2) the length and
hop count of established paths, all as a function of the anycast ratio (defined as the
proportion of anycast traffic to the total traffic—i.e., anycast and unicast), (3) the
number of replica servers available in the network (2 or 3)—as given in Table 8.3,
and (4) two analyzed scenarios (AR and NR) of replica server locations.

Considering the anycast ratio, we investigated the values from the set (10%,
20%,..., 80%). Twenty-four different demand sets (comprising three demand
sets per each anycast ratio value) were generated randomly (using the uniform
distribution function of indices of demand nodes). The numbers of anycast and
unicast demands per each demand set were in ranges of 8—28 and 7—44, respectively.
To obtain a given value of anycast ratio, demand volumes ¢, were selected from
the range 1-9. Two cases of replica servers count (2 and 3, respectively) and four
analyzed variants of our ILP model in total gave 192 different experiments, all
performed for the analyzed NSF network from Fig. 8.6a.

Experiments were also prepared to evaluate the performance of shared backup
capacity models compared to schemes without backup capacity sharing. Therefore,
the first set of results, presented in Fig. 8.10, refers to the average overall cost
of solutions (based on formula (8.33)) in terms of ratios costSBFF/cosrnSBPP
as a function of the anycast ratio parameter. The average value of this coeffi-
cient (obtained for all experiments) was 0.64, meaning that shared backup path
approaches outperformed the respective “no sharing” ones by 36%. As shown
in Fig. 8.10, the difference between the analyzed approaches decreases with the
increase of the anycast ratio parameter since, under anycasting, one of the end nodes
of demand is also related to one of the replica servers located at a limited number of

Table 8.3 Locations of

. et 2 replica servers | 4 replica servers
replica servers (node indices)

6,10 4,6, 10
0,80
- & -AR 2 replicas
& 075 7 —o—AR3replicas ot T e
2 0,70 ——NR 2 replfcas ______________________________________________
B =%= NR 3 replicas
O 0,65 frmmrreemmmee e QS L AT TR T
a.
a. 4
B, 0,60 freeemmmnenepe T T T
v
o X
O 0,55 BT
0,50 ‘ ‘ ‘ ‘

10% 20% 30% 40% 50% 60% 70% 80%

anycast traffic ratio

Fig. 8.10 Average cost ratios between SBPP and noSBPP solutions
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Table 8.4 Average ratios

b SBPP and noSBPP Number of replica servers 2 3 2 3
ctween andno Replica scenario AR |AR |NR |NR
schemes
Cost 0.65 [0.67 10.62 |0.62
Capacity utilization 0.60 1 0.61 |0.56 |0.57

Anycast working path length | 1.01 |1.06 | 1.01 | 1.03
Anycast backup path length | 2.00 |2.09 |1.79 | 1.91
Anycast working path hops 1.00 | 1.00 | 1.01 |1.02
Anycast backup path hops 1.54 11.60 |1.43 |1.56
Unicast working path length | 1.01 |1.01 | 1.01 | 1.05
Unicast backup path length 1.71 |1.68 |1.78 | 1.86
Unicast working path hops 1.01 |1.01 |1.00 | 1.03
Unicast backup path hops 1.49 1143 [ 1.53 | 1.55

network nodes. This, in turn, limits the possibility of backup path sharing (following
the general backup capacity sharing rule).

As shown in Fig. 8.10, increasing the number of replica servers (here from 2 to 3)
also reduces the gap between SBPP and noSBPP models, since with the increase of
the number of replica servers, working paths become shorter (due to the physical
location of replica servers closer to the client nodes). Therefore, with the increase in
the number of replica servers, the average path hop count decreases, which implies
fewer possibilities of backup capacity sharing.

Table 8.4 presents the average ratios between SBPP and noSBPP models for all
analyzed parameters. In general, there is no visible impact of the scenario of replica
server location on the presented ratios independent of analyzed metrics. Considering
the cost metric, the Any Replica (AR) model is characterized by lower values of
the cost difference (expressed by larger values of the SBPP/noSBPP ratio) since
AR, being more flexible than the Nearest Replica (NR) scheme, can benefit from
switching the traffic to another replica server after the failure (not possible for the
NR model implying location of working and backup replicas of demand at the same
closest network node).

Characteristics of the capacity utilization metric are similar, i.e., with the increase
of the anycast traffic ratio, and the number of replicas, the difference between SBPP
and noSBPP scenarios (42%, on average), becomes less visible.

The most crucial result refers to the average length of backup paths, which is
about 70-100% greater for SBPP schemes compared to noSBPP approaches for
both anycast and unicast demands. This is due to the backup path cost included in the
objective function (Eq. 8.33) reflecting only the extra capacity that has to be reserved
for backup paths (i.e., the fraction of backup capacity without the possibility of
sharing). Therefore, links with sharable backup capacity are preferred in backup
path computations. Backup paths may thus traverse many links of “zero” cost, which
increases their hop count.

As shown in Fig.8.11, with the increase of the anycast traffic ratio, the 3
replica/2 replica ratio considering cost and capacity parameters decreases, implying
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Fig. 8.11 Average ratios of results between 3 and 2 replica servers

the growth of the difference of cost and capacity parameters. This is a natural
consequence of adding a new replica server, leading to more efficient results in
reducing the average path length (observed with the increase of the anycast traffic
ratio). The obtained results confirm the remarkable capacity efficiency of our shared
protection scheme at the price of the increased length of backup paths.

8.3.3 Protection of Information-Centric Communications
Against Intentional Failures

The majority of proposals available in the literature are related to protection against
random failures, being the implication of hardware faults, software defects, or
simply human errors, all typically characterized by uniform distribution function of
failure probabilities (i.e., failure probabilities independent of network element char-
acteristics). Only a few papers address the issue of protection against failures result-
ing from malicious activities, referred to as attacks, typically affecting the most
important network elements (i.e., nodes/links of relatively high degree/capacity
switching/storing large amounts of data). The problem is of utmost importance since
attacking such elements frequently causes severe losses (which is actually the main
aim of attackers).

Such differentiation of severity of attack outcomes can be observed mainly for
networks of irregular topology (obtained due to an uncontrolled network growth),
for which the node degree distribution does not comply with the uniform law.
Following the Barabdsi and Albert rule of preferential attachment of new nodes
from [10], when adding a node to the network, it is more probable to link it with
an existing one of high rather than low degree, as given in formula (8.40). In case
of such an uncontrolled growth, network topologies commonly gradually evolve
toward irregular ones (as illustrated in Fig. 8.12) with asymptotic power law degree
distribution of node degrees k given by formula (8.41) [10]. Examples include, e.g.,
topology of the Internet with y = 2.22 [76].
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Fig. 8.12 Example evolution of the network topology from (a) illustrated in steps (b)—(d)
following the preferential attachment rule

deg(n)
In) = —=>——~— 8.40
=5 dee(i (840
Pk) ~ k= (8.41)

It is important to notice that under the conventional shortest path routing, many
shortest paths traverse such high-degree nodes (also called central nodes) and are at
high risk of being affected by an attacker. Therefore, shortest path routing is not a
proper solution for networks of dynamically evolving topologies. This is especially
true for the current Internet, which is owned by multiple providers without any
common policy on topology evolution. It is thus crucial to provide Future Internet
with routing mechanisms preventing communication paths from attacks.

This section describes our approach from [59] called “resistant-to-attacks” (RA),
designed to protect anycast and unicast flows against malicious activities targeted
at network nodes. It uses a path protection scheme to ensure the protection of each
working path by a dedicated backup path against a single node failure. To reduce
the impact of attacks, in our approach:

— Working paths are established using a dedicated metric of link cost (different than
the conventional metric of distance applied by us in backup path computations
only) to make them omit nodes of high degree

— Replica servers are located at low-degree nodes to reduce the losses resulting
from attacks.

The vulnerability of communication paths to attack-based disruptions changes
as the network topology is subject to evolution over time. Therefore, it is crucial
to introduce a routing scheme that dynamically adjusts its properties in response to
network topology changes. To address this objective, in working path computations,
we propose to use the metric of link costs based on betweenness centrality (BC)
coefficient [35] defined for any node n as given in formula (8.42), providing a proper
estimation of a node centrality ratio, and thus being an essential indicator of node
vulnerability to attacks.
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spn(p, q)
BC(n) = Z A (8.42)
jry sp(p,q)

where

spn(p,q) 1is the number of the shortest paths between nodes p and g (of the same
minimal length) traversing node n;

sp(p,q) isthe number of the shortest paths between nodes p and g (of the same
minimal length).

In particular, we define the cost &, of arc a;, in working path computations as the
average value of the normalized betweenness centrality parameter (BC™*) of nodes
i and j incident to arc ay, as given in formula (8.43). Since the cost of any link
incident to a high degree node should be high as well, working paths calculated
based on costs (8.43) are thus expected not to traverse such central nodes (as, e.g.,
nodes 6, 11, and 17 in Fig. 8.13) and, as a result, be less vulnerable to attack-based
disruptions.

BC*(i) + BC*(j)

En =26 = > (8.43)
where
N _ BC(n)
BC'(m) = max; BC (i) 844

For the purpose of backup path computations, the cost ¢ of any network arc a;,
is defined here by formula (8.45) as the normalized length of this arc.

Sh
th =

= (8.45)
max; s;

Backup paths are thus established as the shortest ones. Although they are allowed
to transit high-degree nodes (as shown in Fig. 8.13), they are used in relatively short
periods (for a temporary recovery until the time of manual repair of failed elements).

Similar to Sects. 8.3.1-8.3.2, under anycast routing, working and backup paths
may lead to different replica servers to protect against a failure of a replica node
(Fig. 8.13).

The ILP model necessary to find the solution to our optimization problem is the
same as the Disjoint Replica model from Sect. 8.3.1 defined by formulas (8.14)—
(8.30) with the only one exception for the objective function (8.14) here replaced
with formula (8.46).

min @)=Y Y Exen+ Y Y ChYrh (8.46)

reD heA reD heA
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Fig. 8.13 Example anycast
routing following the

proposed approach; Italian working
network from Fig. 8.6¢ path
backup

path

However, the considered problem defined by formulas (8.15)—(8.30) and (8.46) is
NP-complete due to NP-completeness of a simpler task to find | D| working paths
only (i.e., without protection) in capacity-constrained networks [50]. Therefore, for
larger problem instances, it is necessary to use a heuristic approach to obtain the
suboptimal results in a reasonable time. As stated in [57], in the case of multi-cost
networks (i.e., when for any link, different link costs are assigned to working and
backup path links—as considered in this section), the problem is NP-complete even
for a single demand.

The heuristic scheme from Fig. 8.14, proposed for the general case of estab-
lishing the set of k£ end-to-end node-disjoint paths for a given demand, is similar
to the Active Path First (APF) approach [57]. After initialization of Steps 1-3
for each demand, it first tries to calculate the working path using any algorithm
of the shortest path computation (e.g., Dijkstra’s from [21]). However, in backup
path computations, contrary to the APF scheme, in our approach, to provide
nodal disjointness of transmission paths, the costs of the respective forbidden arcs
traversed by the working path are increased by a large value (instead of being set
to infinity). This update is to prevent from entering into the trap problem (i.e., the
case when the algorithm fails to establish the next disjoint path of a demand, even
though it would be feasible for a given topology).

In particular, in the case of establishing k£ end-to-end node-disjoint paths, before
finding the next disjoint path j, for each previously calculated path n;, the cost of
any forbidden arc is first increased by the total cost of path »; calculated based on the
matrix of backup link costs ¢/ (Step 4). However, after finding the next path (n;) of
a demand in Step 5 and detecting that more than one of the already calculated paths
of a demand traverse a given arc aj,, the cost of such a conflicting arc is permanently
increased by the total cost of path 7; in all matrices ¢’ (calculated based on arc costs
from ¢'), and the execution starts from the beginning (Step 6).
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INPUT
— A demand (with index r) to determine the set of & end-to-end node-disjoint paths (each unicast
demand is determined by a pair of nodes (s,, #.), while each anycast demand is given by a client node
s, to be connected to working and backup replica servers located at different nodes)

—  Matrices ¢!, ¢, ..., ¢ of arc costs &/, &2..., &* (defined for computations of consecutive disjoint

paths of r-th demand)
—  The upper bound it_upper on the number of allowed conflicts

OuTPUT The set {#1, 12, ..., i} of k end-to-end node-disjoint paths
VARIABLES ¢™  auxiliary matrix of arc costs &,"”

j index of the current path

ic conflict counter

Step1 Setic:=1.
Step2 Setj:=1.
Step 3 For each network arc a;, set &, := &7/,
Step 4  For each path #; from the set of previously found j—1 paths of a demand and for each arc a,, if a,
is a forbidden arc” of path 5, then increase the arc cost &, by the total cost &' of #; in ¢/,
Step 5 Find path #; using the Dijkstra’s algorithm and the costs matrix ¢"”.
Step 6  If #; is not disjoint with the previously found j—1 paths of r-th demand then:
Step 6.1 Increase the costs &’ of each conflicting arc™ a;, of n; by the total cost & of 7; in
all matrices ¢'. After that, delete the found paths.
Step 6.2 Set ic := ict+ 1.
Step 6.3 ific > it_upper then
terminate and reject the demand,
else go to Step 2.
else increment j.
Step 7 If j >k then terminate and return the found set of paths
else go to Step 3.

" In case of required nodal disjointness of the set of k end-to-end paths of a demand, a forbidden arc of #; is an arc that is
incident to any transit node of #;

" In case of required nodal disjointness of the set of k end-to-end paths of a demand, arc a; is a conflicting arc of a given
path 7, if it is incident to any common transit node of #; also used by any other of previous j-1 paths

Fig. 8.14 Heuristic approach to find the set of k end-to-end node-disjoint paths

After several possible conflicts, the method is expected to terminate successfully
(as shown later in this section). Our scheme’s time complexity depends on the base
approach of path computations. If Dijkstra’s algorithm from [21] is utilized for this
purpose, the overall complexity is bounded from above by O(|N|?), where |N| is
the number of network nodes.

This scheme is used here to find k = 2 end-to-end node-disjoint paths.

Simulation Results and Conclusions

Characteristics of the proposed RA approach referring to link capacity utilization
ratio, length of working and backup paths, total number of connections broken due
to attacks, and the time of connection restoration were evaluated using simulations
and compared with the reference results of the common approach to establish
working and backup paths using the metric of distance (here called “non-resistant-
to-attacks”—NA approach).
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(a) (b)

Fig. 8.15 Network topologies used in simulations: ASF Network (a) and BA-150 Network (b)

The time of connection restoration was calculated based on [50]. Experiments
were performed using CPLEX 11.0 solver (to obtain the ILP-based optimal results),
as well as the heuristic method from Fig.8.14 for topologies of two irregular
networks shown in Fig.8.15 (achieved using the Barabasi-Albert approach of
topology generation [10]). Concerning anycast and unicast demands:

— Demanded capacity was assumed to be unitary (equal to the channel capacity).

— 100% of the requested capacity was required to be available for each demand
after failures of single nodes.

— Working paths were protected by dedicated backup paths (i.e., without sharing
link capacities reserved for backup paths).

Three scenarios of network load were investigated. In each case, the analyzed
sets of demands DAY comprised all network nodes. However, concerning unicast
demands, the analyzed sizes of demand sets were adjusted in a way to receive three
ratios of anycast demands (|\DAN|/| D)) equal to 10%, 20%, and 30%. Any pair
of demand end nodes was always chosen randomly using the uniform distribution
function of node indices. Considering the number of replica servers available in
the network, we investigated three cases of 2, 3, and 4 replica servers hosted by
nodes of the highest (common NA model) and the lowest (our RA model) degree,
respectively.

A single simulation comprised 50 different sets of demands for a given network
topology and the number of available replica servers. The probability of node
failures was proportional to the values of the normalized betweenness centrality
coefficient defined for network nodes by Eq. 8.44.

One of the objectives of the simulations was to evaluate the efficiency of our
heuristic method in comparison with the results of ILP modeling. This analysis is
presented in Fig.8.16 for ASF network from Fig. 8.15a (with assumed A = 40
channels available at each network link) in terms of the total link capacity per



232 8 Resilience of Future Internet Communications

0,5

c = WILP Oheuristic
S X 04

=

© S
=2 03

52
Zg 02

g O

85 01

S a

0 ; ‘ ‘

NA,10% NA,20% NA,30% RA,10% RA,20% RA, 30%
anycast anycast anycast anycast anycast  anycast

Fig. 8.16 Ratios of total link capacity utilization per connection for ASF network from Fig. 8.15a
achieved for different network loads (number of replica servers: 2)
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Fig. 8.17 Ratios of total link capacity utilization per connection for ASF network from Fig. 8.15a
achieved for different numbers of replica servers (anycast ratio: 30%)

connection necessary to serve the demands as a function of the network load
(Fig. 8.16) and the number of replica servers (Fig. 8.17).

The results show that the amount of capacity necessary to serve the demands (per
connection) for the heuristic approach was similar to the optimal ILP solution. Our
technique sometimes required even less capacity (up to 2.49% less). However, this
was an implication of the inconsistency of the proposed formula (3.46) with the hop
count metric. In general, our RA scheme required about 10% more capacity than
the reference NA algorithm.

The next set of experiments was aimed at evaluating characteristics of the
proposed approach related to working and backup path length, the total number
of connections broken due to attacks, as well as the average time of connection
restoration. Due to the size of the investigated network (BA-150 network from
Fig. 8.15b with three replica servers and A = 160 channels available at each link),
evaluation was feasible for the heuristic approach only.

For our RA approach, the average length of working paths was up to 2.26 times
greater than the common NA scheme (because in the RA scheme, working paths
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tried to omit high-degree nodes). On the contrary, RA backup paths were about
25% shorter than the respective NA ones (Fig. 8.18).

Since RA working paths were established in a way to omit nodes of high degree,
characteristics referring to the number of connections broken due to attacks from
Fig. 8.19 show a significant advantage of our scheme (i.e., a 7.47-fold advantage),
compared to the reference NA approach. Finally, the achieved average values
of service restoration time (which, due to the three-way handshake procedure,
commonly depend on lengths of working and backup paths [50]) were similar for
both approaches (see Fig. 8.20).

To conclude, the proposed approach to establishing working paths in a way to
omit nodes of a high degree results in a remarkable decrease in the number of
connections affected after attacks at a price of only an insignificant increase in the
length of working paths. The dynamic properties of our scheme make it a suitable
solution at any stage of network evolution.

A detailed analysis of our approach characteristics, including, e.g., presentation
of 95% confidence intervals for the analyzed parameters, is available in [59].
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8.4 Summary

The diversity of Future Internet desired functionalities, routing paradigms, and
challenges threatening the normal operation of any global network altogether make
the resilience of FI communications a complex issue. Considered by many to be
an important part of a critical infrastructure expected to offer uninterrupted service
anytime and anywhere, Future Internet needs to be provided with efficient solutions
to assure service continuity under both random and intentional failures.

To address this issue, in this chapter, we first presented the efficient solutions to
the routing and network resource provisioning problem deployed by us in one of
European research projects on Future Internet architecture, called Future Internet
Engineering. Next, we focused on the resilience of content-oriented networking
(being an important paradigm for the Future Internet) and introduced three new
concepts of survivable routing of unicast, and anycast flows for (1) dedicated and
(2) shared protection under random failures of nodes/links and (3) dedicated
protection of flows under attack-based disruptions.

Obtained results confirmed the efficiency of our techniques in assuring the
uninterrupted routing of FI demands in differentiated scenarios, including dedi-
cated protection (Sect. 8.3.1), shared protection (Sect. 8.3.2 with the achieved 36%
reduction of redundancy ratio, compared to the case of dedicated protection) in
random failure scenarios, and a significant improvement in terms of reduction of
the number of connections broken due to attacks (characterized by a remarkable
7.47-fold advantage over the conventional routing scheme, as shown in Sect. 8.3.3).
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