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Abstract. Human factors play a crucial role in the increasing num-
ber of information security incidents in the medical sector. European
medical institutions, especially in Germany, have long neglected these
factors, lacking legal obligations. Legislators recently responded with
new regulations mandating medical facilities to implement information
security awareness programs. To gain insights into how German medical
institutions approach this challenge, we conducted an interview study
with six information security experts from the medical sector. Using
thematic analysis, we find that human factors are seen as both a risk
and an opportunity for information security. We identified various tar-
get groups, goals, and obstacles for the implementation of information
security awareness programs. Existing structures and regulations pro-
mote the risk of a checklist mentality, potentially resulting in ineffective
measures being implemented. One great opportunity for effective infor-
mation security awareness programs lies in the exchange with staff units
on safety and hygiene, who have decades of experience with awareness
programs in medical facilities. The study results serve for future research
and tailored awareness programs in the medical sector.

Keywords: Information Security Awareness · Medical Care · Expert
Interview Study

1 Introduction

Healthcare facilities are repeatedly affected by information security incidents
and attacks from cyberspace [4,11,13,33], leading to medical data breaches and
temporary interruptions and delays in patient care [37,43]. Indeed, in 2023, the
healthcare sector was among the top three targeted sectors and leading in the
number of incidents with data breaches [2]. Studies indicate that human factors
play a decisive role here, showing that they make up for 52% [53] to 92% [18]
of security incidents in hospitals in the United States (U.S.) and the European
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Union (EU) [2]. Clearly, the success or failure of maintaining a healthcare facil-
ity’s information security depends largely on its staff’s actions and ability to
make safe decisions with respect to information security [7,27]. However, unlike
in the U.S., there is no EU-wide explicit legislation for dealing with informa-
tion security and data protection issues in the healthcare sector. This situation
has made the medical sector lagging behind on these issues in the EU [12,35].
Germany is one of the member states that has addressed this shortcoming by
introducing national regulations, including mandatory consideration of human
factors by raising Information Security Awareness (ISA). This poses enormous
challenges for many medical facilities, as many have to make up for their deficits
from previous years. Given that the healthcare sector in Germany has little expe-
rience with human factors in information security and ISA, the question arises as
to what challenges facilities face in implementing and rolling out ISA programs.

To gain initial insights, we conducted an interview study with six cybersecu-
rity experts from five different medical institutions and service providers in Ger-
many between May and June 2022. The experts acknowledged the importance
of the human factor, but emphasized that the main problem lies in an insecure
infrastructure and organizational culture that either overburdens medical staff
or neglects the human factor altogether. Consequently, technical measures are
prioritized to minimize reliance on the “human firewall.” The experts empha-
sized the importance of creating a basic understanding of information security,
promoting self-efficacy, offering practical solutions to enhance the learning expe-
rience, and not seeing ISA as an IT problem. However, significant challenges
remain, including the lack of ISA materials specifically tailored to the medical
sector and time and resource constraints for IT and medical staff. Hospitals seem
hesitant to conduct evaluations of potential interventions due to concerns about
objections from staff councils or the lack of usefulness of evaluation results, as
they are also not required to provide evidence of effectiveness in audits. The
study highlights the potential benefits of sharing knowledge with other safety
and hygiene departments to improve the implementation of ISA in medical facil-
ities and to benefit from the experience of others. Our findings contribute to a
better understanding of the frameworks that need to be considered for imple-
menting effective ISA programs in medical institutions.

2 Background

Below, we introduce the regulatory framework on information security in Ger-
many, provide a working definition of ISA and review related work.

2.1 Information Security in Healthcare Facilities in Germany

Information security in healthcare facilities in Germany has historically been an
area of limited attention and investment. In response to an increase of cyberat-
tacks on hospitals and other critical infrastructure facilities, the German legis-
lature responded by enacting the IT Security Act in 2015. This law mandates
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hospitals with an annual admission of 30,000 full stationary cases to implement a
sector-specific information security standard. The standard is known as B3S [1]
and was successfully accredited in 2019. In the wake of further changes by the
legislature, all other hospitals and medical practices have also been required to
implement information security measures since 2021. As a result, the issue of
information security in the medical sector has gained in importance in Germany
in recent years. Regarding the B3S, it essentially provides for the implementation
of an Information Security Management System (ISMS) and introduces the two
additional protection goals of patient safety and treatment effectiveness. Next
to obligations on implementing well-defined structures and protection measures,
the B3S specifically requires accounting for information security threats posed
by social engineering, identity misuse like phishing, and human error in general.
Hospitals belonging to the critical infrastructures are thus obliged to raise their
employees’ ISA by running trainings at least every two years. Proof of imple-
mentation is part of the mandatory audits. Failure to comply with the B3S may
result in fines ranging from €100,000 to €20 million.

2.2 Information Security Awareness in the Medical Care Sector

It has been argued early on that an adequate ISA is a necessary prerequisite for
the secure handling of information systems in organizations [48]. The literature
has defined ISA [27] (1) as a state of security-related behavior, (2) as a cognitive
state of mind in the form of general and specific knowledge and understanding of
security problems and their (possible) consequences [3], and (3) as a continuous
process to achieve this state of mind “aimed at changing individuals’ perceptions,
values, attitudes, behaviors, norms, work habits, and organizational culture and
structures toward secure information practices” [51]. Since ISA has a positive
impact on the information security of organizations, numerous approaches and
methods have been developed to increase ISA. Today, guidance and best prac-
tices are available to organizations from government agencies (e.g., ENISA [16]
and NIST [52]) and academia [3,21]. In the remainder of this section, we review
related work on ISA in the medical care sector.

Quantifying Levels of ISA and Drivers of Behavior. A number of studies
has aimed at quantifying the level of ISA among staff in healthcare facilities.
Some work has developed analysis methods and new scales that are supposed
to be particularly useful for surveying ISA in health care [10,29]. Few surveys
provide snapshots of the extent of ISA in healthcare facilities. A Spanish study
highlighted issues in medical staff’s security practices, including weak passwords
and unawareness of data protection procedures [20]. A Polish survey found a
gap between theoretical knowledge and practical application of cybersecurity
measures in healthcare [19]. Danish and Kuwaiti studies revealed positive corre-
lations between ISA and overall system satisfaction among healthcare profession-
als [5,47]. Physicians in Kuwait, however, exhibited lower ISA, possibly due to
high workloads hindering participation in security training. A survey in Greece,
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Portugal, and Romania exposed deficiencies in cybersecurity training for both
IT-personnel and medical staff, with limited awareness of threats but positive
attitudes towards security policies [24].

Beyond quantifying ISA, numerous studies have examined antecedents of
secure behavior and compliance with healthcare information security policies
using sound theoretical models. These studies have recently been summarized in
a systematic literature survey, identifying a total of 31 individual factors and 26
organizational factors [46]. The results indicate that factors such as self-efficacy,
perceived severity, attitudes, subjective norms, ISA, and organizational support
are found to favor secure behaviors. ISA is special in that it has both positive
effects on desirable behavior and negative effects on undesirable behavior like
intentional misconduct, thus favoring secure behavior.

Education and Training. Studies in Canada and the EU revealed several chal-
lenges for executing training and education on information security in hospitals,
including limited uninterrupted time by medical staff, outdated IT infrastructure
and software, lack of IT standardization, lack of support, and difficulty access-
ing (e-)learning modules [9,19,26,41]. While shorter e-learning modules had a
more positive impact on ISA compared to longer modules [9], the use of one-
size-fits-all solutions proved to be insufficient, as the demographics of hospital
staff are highly diverse and different staff may feel that the content is irrele-
vant or outdated to them [9,19,26,41]. In this regard, few studies have focused
on designing and developing education and training material on information
security for medical care facilities. Early approaches stayed purely on a theoret-
ical basis [8,30]. In [22], a comprehensive framework for ISA programs in the
health sector is presented, collaborating with a Malaysian university hospital.
The framework guides healthcare institutions in determining content, select-
ing educational methods, developing material, and implementing and evaluating
ISA programs. The authors extended the framework to include a serious game,
demonstrating increased ISA levels and willingness to participate in training
among clinic staff in a study, though long-term effects were not investigated [23].

Drivers of Misconduct and Security Incidents. A recent interview study
with 50 IT-personnel and medical staff across Ireland, Italy and Greece iden-
tified seven common insecure behaviors and their underlying drivers [12,14].
Facilitators of insecure behavior were found to be lack of awareness and train-
ing, shadow working processes such as sharing passwords, prioritization of seeing
patients and medical expenditure over cybersecurity, and environmental factors
like high workload but poor IT infrastructure. Barriers to security included per-
ceiving security as a hindrance to productivity and patient care, poor awareness
of consequences, and a lack of policies and reinforcement. An interview study
in the UK investigated how employees in a health board perceive and experi-
ence information governance policies [44]. The findings highlight issues such as
feeling controlled, lack of support, and pressure to comply. The study recom-
mends mediation strategies such as recognition and reward systems, incident
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response processes, improved communication, and a strong security culture. An
interview study with 21 Saudi medical interns and 8 IT-personnel of a univer-
sity hospital explored neutralization techniques used by medical staff to justify
security policy violations [6]. It found that medical interns’ security behavior
is mainly influenced by their peers and superiors. Justifications for misconduct
included prioritizing job completion over security, sharing accounts to assist col-
leagues with their work, attributing similar behavior to others, and denying
any harm caused. An ethnographic study conducted in the emergency depart-
ment on HIPPA compliance in the U.S. showed that staff often find alterna-
tive solutions or workarounds to address the challenge of balancing information
availability (e.g., patient data) and privacy compliance [39]. The study con-
cluded that accountability for privacy violations in collaborative environments
is often unclear due to interactions among medical staff and varying privacy
practices, leading to conflicts and ambiguity. The same authors interviewed 20
IT-personnel, finding that their understanding of unsafe workarounds used by
medical staff is limited [15]. This hinders finding suitable solutions and imple-
menting more effective strategies by IT. An interview study with nine privacy
officers from U.S. hospitals indicated that organizational factors are the primary
causes of human errors resulting in privacy breaches [36]. Active involvement of
upper management in policy enforcement and workflow analysis is considered
crucial for effective error management. Human factors ranked second in impor-
tance. Training programs and awareness initiatives were highlighted as effec-
tive measures to address human errors. An interview study with 19 Information
Security Officers (ISO) in U.S. hospitals examined key challenges and defense
strategies in relation to information security under HIPAA regulations [28]. The
findings indicate that ISOs perceive the IT landscape and infrastructure in hos-
pitals as highly complex, with numerous devices and systems to manage. The
organizational structure of hospitals was also identified as complex, posing dif-
ficulties in achieving alignment across multiple clinics. Furthermore, inadequate
financial and personnel resources emerged as significant challenges in the imple-
mentation of effective information security measures.

2.3 Contributions

Our literature review reveals that there is currently a dearth of insights from
the field on how healthcare facilities actually approach the implementation of
ISA programs. Our study aims to address this gap by providing valuable insights
from Germany, where the medical sector is still quite inexperienced in implement-
ing ISA programs. Unlike previous research, our study specifically examines the
perspectives of information security experts, with a particular focus on human
factors and ISA. Furthermore, our study identifies the top priorities identified
by field experts in terms of program targets, target groups, and training meth-
ods for successful ISA program implementation. These findings contribute to
the knowledge base in the field and offer implications for research and practi-
tioners on how to support healthcare organizations aiming to enhance their ISA
practices.
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3 Methodology

To gain the necessary insights, we conducted six semi-structured interviews with
experts on information security in medical institutions in Germany between May
and June 2022. Below, we explain how we addressed ethical concerns, provide
details on our study and participants, and discuss limitations of our study.

3.1 Ethical Concerns

To address ethical concerns, we adhered to the German Sociological Associa-
tion’s code of ethics and the standards of good scientific practice of the Ger-
man Research Foundation. Our study design and data management plan were
approved by our institution’s data protection officer, complying with national
and European data protection regulations. Personal data collection was per-
formed on our institution’s servers. Participants were informed and gave consent
before interviews. After separating audio and video tracks and removing iden-
tifiers, we used a German transcription service, ensuring adherence to privacy
guidelines. Raw data were deleted post-transcription. Contact information was
stored separately on encrypted drives, and data processing occurred on secure
computer and network drives. Raw data access is limited to a selected group of
researchers.

3.2 Study Procedure and Analysis

In the interviews, we welcomed our participants, provided information about the
study, and obtained informed consent for audio and video recordings. The inter-
view began with introductions, followed by questions about the unique aspects of
information security in medical facilities, types of attacks faced, and the impact
on patients. We then asked about our participants’ experiences with the human
factor in information security and explored their experiences with ISA programs,
including implementation status, goals, and target groups addressed. We also
discussed the creating of ISA materials, and preferred delivery methods. We
specifically asked for activities on evaluating the effectiveness of ISA measures,
measuring success, and the utilization of resulting information. Additionally, we
touched upon the expected efficiency and costs associated with implementing ISA
programs. Participants were asked to summarize the main problems and poten-
tial improvements of ISA programs. At the end of the interview, participants
had the opportunity to add any additional points to the discussion. We then
concluded the recording and addressed any follow-up questions participants had
about the project or other topics. The interviews lasted between 34 and 56min.
All interviews were conducted online and audio recorded. The transcripts were
analyzed using Thematic Analysis in the MAXQDA software.

3.3 Participants

We recruited participants using expert sampling with elements of random sam-
pling [17]. In total, six participants were recruited from five different facilities and
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service providers. Our participants break down into four males and two females.
Three individuals were aged 35 to 44, two individuals were aged 45 to 54, and
one individual was aged 55 to 64. Furthermore, four individuals worked directly
at medical care facilities, whereas two individuals worked in external consulting,
auditing, or training. The four individuals with direct employment had worked
for the respective facility for between zero and four years. In contrast, the par-
ticipants with external consulting roles had been in their current positions for
over 10 to over 20 years. An overview of the demographics of our participants is
presented in Table 1.

Table 1. Overview participants

ID Job title/job description Job experience

P1 Information Security Officer 0–4 years
P2 Information Security Manager 0–4 years
P3 Consultant IT, information security, data

protection
≥20 years

P4 Auditor, trainer, consultant for quality
management, patient safety, information security

10–19 years

P5 ISMS Project Leader & Manager 0–4 years
P6 IT Manager, Project Manager 0–4 years
Detailed demographic backgrounds are omitted to protect the individuals
and their organizations from being identified.

3.4 Limitations

The results of our study are certainly not representative of all medical facil-
ities in Germany. Nevertheless, our respondents cover a broad spectrum from
hospitals with 1k to 10k employees, to medium-sized medical practices. Recruit-
ment and self-disclosure biases are likely, as not all organizations responded to
our invitation and our respondents disclosed only the information they wished
to disclose. Our results also do not form a complete or saturated picture. By
capturing expert perspectives on ISA in the medical field, our study helps fill
research gaps and provide a baseline for desperately needed future research.

4 Findings

Below, we present the findings of our interview study, grouped according to the
hierarchy of our coding procedure.
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4.1 The Human Factor and the “Human Firewall”

A fundamental assumption underlying the (mandatory) implementation of ISA
programs in medical facilities is acknowledging the crucial role of the human fac-
tor. With this in mind, we first asked our participants to explain the role they
attribute to the human factor in information security in medical institutions. In
this regard, our participants engaged in a discussion on the human factor, recog-
nizing its dual nature as both a risk and an opportunity for information security.
While the human factor was acknowledged as central to information security, it
was emphasized that it should not be seen in isolation, but rather as a link in the
chain or a “measure” itself. Our participants reported that successful attacks are
frequently the result of a series of organizational and technical circumstances,
spanning across various departments and responsibilities, rather than the fault
of an individual. This concatenation of events and failures within the overall
construct of the organization contributed to the actual damage incurred. Still,
the human factor was seen as the decisive factor that triggers a security incident:

“So the human factor is the final, decisive factor. And the human factor
is the one, in my experience, that currently [...] ensures that malware is
triggered just in case.” (P3)

Moreover, negligence and unintentional misconduct were identified as key
factors associated with the human factor as a risk. Participants highlighted
instances such as leaving workstations unlocked, failing to secure access cabi-
nets, or leaving patient files unattended. In addition, the prevalence of phishing
emails was a notable concern, with five participants associating the human factor
with this issue. Emails were identified as gateways for attacks, often designed to
entice employees, including those in management positions, with professionally
crafted content and attachments. Despite efforts to raise awareness and edu-
cate employees about risks, our participants acknowledged that risky behavior
persists, with employees still falling victim to phishing attacks. To reduce the
impact of human error, three participants discussed the importance of creating
contact channels for employees to report back in case of an incident. Our partic-
ipants explained that direct (feedback) reports are incredibly helpful for them to
initiate countermeasures. In this context, the problem was raised that on week-
ends often only the first level support could be reached, but they do not have an
information security background. Therefore, it is absolutely necessary to provide
comprehensible procedural instructions and to establish reporting chains.

As opposed to seeing the human factor as a risk only, our participants con-
tinued to discuss the human factor from the perspective of viewing it as an
opportunity for information security. In this context, three participants referred
to the “human firewall” that must be trained and makes up a “a central compo-
nent in addition to all the technical security measures.” (P1) Generally speaking,
however, our participants agreed that the “human firewall” should be the last
resort. As such, three participants expressed high confidence in technical solu-
tions and security concepts to either reduce risks by avoiding the human factor
or mitigate the consequences. Specific technical solutions included separating
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networks, performing vulnerability scans, patch management, email filtering,
anomaly detection, log analysis, implementing a roles and rights concept, and
taking client or end-point security measures such as installing virus scanners. For
long-term management of information security issues, one participant empha-
sized the need for better overall approaches to replace inherently insecure IT
systems and practices with inherently secure solutions to reduce the burden on
the “human firewall.” At last, participants highlighted the IT personnel’s respon-
sibility to make a significant contribution to information security, as “IT is of
central importance and is also very, very central in many places and can also
prevent a lot.” (P1)

4.2 Goals, Target Groups, and Implementation of ISA

Interviews revealed that the medical facilities overseen by our experts generally
lack experience with ISA programs. Subsequently, we outline our participants’
strategies for bridging this gap, specifying key objectives for ISA, identifying
target staff groups, and assessing challenges associated with ISA implementation.

Expected Goals of ISA. Our participants emphasized the importance of fos-
tering a fundamental understanding of information security as a key objective of
ISA measures. Continuous sensitization was highlighted as crucial in this regard,
for example, by continually reinforcing the significance of handling sensitive data
responsibly and the potential consequences of lapses in security:

“But [awareness] doesn’t come from one seminar, of course. It is a process
of development. And that is also the great challenge with this topic. I know
this from other topics. It’s the same with quality management, it’s the
same with error management. It’s the same with awareness management.
So this has to be integrated into everyday life on a regular, regular basis.
And that will be the big challenge” (P4)

Furthermore, participants emphasized the need to expand the perspective
on information security beyond being solely an “IT problem.” It was noted that
seemingly unrelated issues, such as open access doors or momentarily unattended
offices, can have security implications and should be recognized as such. However,
they noted that these are generally not currently associated by employees with
information security issues. Moreover, our participants emphasized they want to
provide helpful and specific content, such as password guidelines and instruc-
tions, with practical significance. Practical problems and their corresponding
solutions can be highlighted to create “Aha!” moments and empower staff with
a sense of self-efficacy:

“[T]here is always a certain amount of fear [...], because they [...] think
that the topic might be too complicated to really understand. [But] every-
where we go now, there is a great ‘Aha!-experience’. [...] And this ‘Aha!-
experience’ must be maintained. And not to become anxious now [...]. And
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this ‘Aha!-experience’ is simply there, because they now know, hey, there
are these dangers, but I have now been equipped with a toolbox to be able
to decide [...] what could be dangerous for me or not.” (P3)

Target Groups. In total, we identified seven target groups for which our par-
ticipants assumed that ISA measures would be useful: (1) physicians, (2) nursing
staff, (3) IT staff, (4) administrative staff, (5) management staff, (6) patients,
and (7) visitors. However, participants who were already planning or implement-
ing ISA programs generally prioritized only one to three target groups at a time.
When implementing measures, our participants stated that in practice, no dis-
tinction was usually made between different target groups, i.e., the same content
was taught to all target groups. In response to our explicit questions in the inter-
views, they also stated that they currently had no concrete plans as to how and
whether they wanted to address different target groups with different content.

Key Issues and Challenges in ISA Implementation. Our participants
highlighted several key issues and challenges in the implementation of ISA mea-
sures. One prominent concern was the lack of motivation, understanding, and
overestimation of employees’ own capabilities. It was noted that many employ-
ees viewed ISA training as a mandatory task and simply went through the
motions without fully grasping the importance of information security. This
lack of engagement was observed across all levels of the organization, including
senior-level staff who exhibited overconfidence in their knowledge and abilities.
One participant acknowledged that this mindset could lead to security breaches.

Time constraints emerged as a significant challenge, particularly for medical
personnel responsible for critical patient care. Limited time and competing prior-
ities hindered their engagement with ISA initiatives. One participant explained
that ISA measures must certainly not impede patient care, yet they recognized
that shortage of time dedicated to these topics would eventually also pose a risk
to patient care. As our participants underscored the need for effective strategies
to integrate ISA measures into the daily routines of healthcare professionals to
foster long-term behavioral changes, they pointed to the possibility of pursuing
participatory models in the future:

“I think we really have to ask the hospital staff and sit down with the nurs-
ing director to see how we can eliminate certain conditions that we would
find during an inspection without hindering them in their work.” (P5)

Furthermore, participants identified the inadequacy of existing ISA materials,
particularly in the context of the medical field. Generic content and irrelevant
examples, such as phishing simulations with emails unrelated to healthcare, failed
to resonate with medical staff. Overall, participants agreed that there was a clear
need for tailored and specific awareness campaigns that address the unique chal-
lenges faced by healthcare professionals. Recommendations and guidance should
be actionable and relevant to the healthcare environment to maximize their
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impact. In light of these challenges, participants emphasized the importance of
delivering focused and meaningful awareness programs while avoiding excessive
warnings that could desensitize employees:

“And often what I experience is that many generic recommendations for
action are always channeled watering can-like to everyone. Although very
few people can do anything with these recommendations and the perfect
example is always this statement with ‘please pay attention to the trust-
worthiness of this email’ and the like, without even laying out what I under-
stand by this [...]” (P2)

4.3 Development and Evaluation of ISA Materials

Lastly, our interviews delved into how participants and their organizations app-
roach the development and provision of ISA material, including their strategies
for maintaining and ensuring its quality.

Teaching Methods and Topics. The delivery methods for ISA discussed
by our participants encompassed a range of approaches, including face-to-face
training, online training, flyers, brochures, screensavers, and physical items like
cell phone display cleaning cloths and writing pads. While some participants
had experience with these methods, others expressed intentions to incorporate
them in the future. Additionally, plans to introduce e-learning platforms, icons,
posters, quizzes, short lectures, and intranet articles were mentioned. The topics
covered thus far focused primarily on data protection, user guidelines, and email,
with future plans to expand into non-IT areas such as paper file processing and
access controls. When evaluating the effectiveness of different delivery meth-
ods, our participants generally had positive views regarding computer-assisted
and instructor-led methods, particularly in online formats. Instructor-led meth-
ods were valued for facilitating discussions and providing direct feedback to the
trainer. Computer-based methods, especially online ones, were praised for their
increased awareness frequency and flexibility, since “employees can deal with it
more frequently than these events, which are only held once a year.” (P6) In
contrast, offline computer-aided methods were seen as having limited applica-
tions, while conventional methods like handouts and posters were criticized for
relying too heavily on employee initiative and potentially failing to achieve their
intended impact:

“Handouts are of course very nice, posters, stickers, newsletters. The prob-
lem is, do you produce it for the garbage can? Is it really received? You
don’t know.” (P5)

One of our participants referred to similar problems with hand hygiene in
medical care facilities:
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“[T]he conventional methods that you have also listed here, all okay. But
you won’t reach anyone with them, because no one has time to read any-
thing anymore. [...] So, we have always tried to make sure that people who
work in these [(healthcare)] facilities disinfect their hands according to a
very specific procedure. [...] This is somewhat similar to what we are plan-
ning now [with information security]. [...] So how do you get that to the
people? There are an infinite number of posters, but they don’t work at
all.” (P4)

Preparation and Quality Assurance. Our participants reported that efforts
are made to ensure the quality of ISA materials either by contracting external
service providers with appropriate expertise in the respective field. Or by rely-
ing on journals and sources of authority to create the content themselves. In
the latter case, for example, information was taken from the Federal Office for
Information Security (BSI) or the state data protection supervisory authorities.
However, personal experience also went into the creation of the materials. As a
result, the materials must be updated regularly for quality assurance purposes.

In the future, our participants explained, they would like to rely more on
collaborative methods. In particular, information security departments that
are relatively young would like to enter into a more intensive exchange with
other departments which have longer experience with the topic of sensitization
and awareness. Specifically, the departments of corporate communications and
patient safety were mentioned. But also the exchange with external specialist
companies was mentioned as a possibility.

Evaluation and Measurability. The evaluation and measurability of ISA
measures seemed partly interesting and partly uninteresting to our partici-
pants. Those seeing added value were interested in incorporating the evolution
results into future awareness-raising activities. However, none of our participants
reported any systematic evaluation already taking place. Instead, they relied on
unsystematic qualitative feedback, if any, because they worried about conflicts
with the staff council:

“We can’t really ask like that, [(because we work in)] public service. We have
a very strong staff council, which goes to the barricades at the mere smell
that there might be a performance role for people or employees. Therefore,
it is quite difficult.” (P5)

4.4 Structural Problems of Information Security in Medical Care

Our participants delved into additional challenges related to information security
in medical care that go beyond human factors and ISA alone. While not the
primary focus of our study, we find it crucial to acknowledge and report on these
challenges to provide a comprehensive understanding of the issues hindering
information security in medical care, as perceived by our participants.
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Impediments. Our participants expressed awareness that information security
measures potentially impede healthcare, slowing down healthcare treatment and
innovation. Despite concerns that constant technological progress and increasing
connectivity are raising the threat level, they nevertheless agreed that risk avoid-
ance is neither a feasible nor a satisfactory solution. This is especially the case
for university hospitals. However, we find that flawless integration of information
security into workflows is also often impeded by insecure designed infrastruc-
ture, procedures, and medical devices. Participants highlighted the widespread
use of email, despite it being unencrypted and vulnerable to identity fraud and
human error. One participant compared the situation with a flawed postal sys-
tem, explaining that “there’s something wrong with the postal system, if I go
to the mailbox and have to worry every time if there’s a bomb in there.” (P3)
However, the demand from patients or use cases has led to the acceptance and
tolerance of such insecure communication channels. Additionally, participants
noted that medical device providers prioritize the benefits of their products for
patient care without adequately considering the associated information security
risks, particularly in relation to human error, such as failing to lock computers.

Missing and Inconsistent Processes and Structures. The heterogeneous
environment of university hospitals, akin to a corporate structure with multiple
clinics operating under the hospital’s name, adds to the complexity of infor-
mation security. This setup allows certain freedoms for the clinics, which may
not always adhere to centralized services or specifications. However, this setting
favors lack of early communication and feedback on planned information secu-
rity measures. One participant stressed the importance of getting early feedback,
explaining that often “we have really great ideas at our desk, spread them around
and then somehow get grumbling after three weeks ‘we can’t work properly any-
more’.” (P5) Next to inconsistencies within the organization, participants also
criticized the lack of networks or organizations specifically dedicated to informa-
tion security in the healthcare sector:

“For example, there is the Patient Safety Action Alliance, where there are
always working groups. Whether it’s medical devices, whether it’s hygiene,
whether it’s patient safety. [...] But there is no such thing for information
security.” (P4)

Resource Shortage. Resource shortage presents a significant challenge,
according to our participants, impacting various aspects of implementation and
enforcement of information security. Staff shortages among medical personnel
and IT staff hinder the ability to effectively respond to risks and act preventively.
Especially, the scarcity of resources and personnel within the IT department was
seen as a challenge in rolling out ISMS to the entire clinic. Additionally, med-
ical, therapeutic, and nursing staff were thought to feel overwhelmed already
by the additional requirements they had to fulfill due to staff shortages. In this
regard, sensitizing management to information security issues and securing the
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necessary resources becomes crucial for addressing these common problems, to
allocate the required funds:

“I think the biggest problem is that management needs to have a greater
understanding that data protection and information security are becom-
ing more and more important. [...] And I believe that as long as this
understanding is not there, and no funds are made available for this
purpose—because it cannot be achieved through manpower alone—nothing
will change in a big way.” (P6)

5 Discussion

Below, we summarize our main findings and discuss implications of the results.

5.1 Summary

Our interview study with six information security experts in the healthcare sec-
tor, including professionals from hospitals and consulting, provides insights into
various aspects of information security and especially ISA programs in medi-
cal facilities. Our study confirms challenges related to organizational structures,
legal requirements, and limited resources for implementing and expanding ISMS
in medical care institutions. The experts also highlighted the ongoing presence of
security vulnerabilities and the challenges posed by increasing computerization
and networking. These findings highlight that the medical sector cannot overlook
technological advancements, especially given the proliferation of heterogeneous
devices that increase vulnerability. Manufacturers’ focus on individual device
components, rather than the overall information security concept, exacerbates
this vulnerability. In this context, the surveyed experts recognized the relevance
of the human factor for information security. However, they pointed out several
unresolved issues in the medical field that currently take precedence over the
human factor. They emphasized the need to prioritize prevention and defense
measures, such as network and endpoint security, and highlighted the urgency of
addressing these pervasive threats, especially given the medical sector’s efforts
to catch up in this area [13].

Nevertheless, our results confirm the common view in ISA research that the
human factor poses a risk and an opportunity for information security [12,13].
In particular, phishing attacks were presented as an acute problem, which coin-
cides with recent research [40]. For countervailing the risks posed by the human
factor, our interviewees explained the importance of technical measures to min-
imize the attack surface. Meanwhile, they emphasized the importance of the
“human firewall” in case of everything else failing. In terms of support through
ISA programs, we identified specific objectives. The main goal is creating a basic
understanding of information security throughout medical facilities and to instill
a sense of self-efficacy rather than fear in employees, which has known favorable
effects on secure behavior [46]. ISA is seen as a process that allows for continuous
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sensitization with the aim to broaden each individual’s view to understand infor-
mation security as more than just an IT problem. Contextually, ISA materials
must be able to be integrated into the stressful workday without taking up too
many additional resources. With regard to target groups for ISA programs, our
results complement the usual stakeholders such as physicians, nursing staff and
administration in particular by focusing on IT, patients but also visitors.

Looking at ISA materials discussed by our experts, we found that in addi-
tion to specific content, such as password policies or user guidelines, practical
problems in particular, but also practical solutions, should be highlighted to
achieve an “Aha!” experience. Face-to-face methods are considered effective, but
are costly due to the large number of employees involved. Online-methods are
considered effective, especially because of the time flexibility and high frequency
of training. However, in our interview, there was little reported experience with
such offerings. Criticism was voiced that methods and content are not tailored to
the medical field, so that they simply cannot be understood by the target group
of medical professionals. For preparation, hospitals in particular would like to
rely on the use of experts or evaluated designs in the preparation of materials. In
this context, our participants identified opportunities to profit from the exchange
with other departments in order to better implement ISA in medical facilities
with their decades of expertise in designing and communicating awareness pro-
grams. Key challenges include the regular and low-threshold integration of ISA
measures into the daily work routine, and creating sufficient time and flexibility
for employees to participate.

5.2 Implications

Our findings add to the state of research on ISA in medical care by suggesting
new directions for future approaches.

ISA for Expanded and Specific Audiences. Our interviews suggest that ISA pro-
grams need to cover more audiences and provide content for specific audiences.
Regarding the former, our participants pointed out that patients and visitors
also need to be targeted through ISA campaigns. In addition, our respondents
made clear that ISA is essential among IT staff to protect information secu-
rity in hospitals. Equally important is raising awareness among management,
in order to obtain resources and create role models for staff, for example. The
results of previous studies in other contexts support this view [50]. Nevertheless,
with few exceptions [38], current research does not appear to address ISA among
either IT staff or managers in medical care, and neglects patients and visitors
completely. Since IT has limited understanding of medical staff’s workarounds,
too [15], future research may target ISA programs incorporating these aspects.

Furthermore, we note that the experts interviewed do not anticipate a separa-
tion in content of information security training between, e.g., physicians, nurses,
and administration on a day-to-day basis. This contradicts research finding that
not making a distinction lowers employees’ satisfaction [9]. Our finding may be
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explained by the fact that experts are unaware of these issues, or that they give
low priority to content separation due to scarce resources.

Overcoming the “Checklist Mentality”. Our interviewees made it explicit that
management must take an active role in ISA. ISA must be more than a box
to check on an executive’s governance compliance checklist and budget provi-
sion. Although our participants partially value feedback on ISA methods and
materials, ISA programs are not currently evaluated in medical settings. Nor
are there specific plans to implement evaluations. As a result, those in charge
lack evidence on staff acceptance, effectiveness, and persistence of the ISA inter-
ventions. From the interviews, we see that the experts’ uncertainty on this topic
also leads to certain delivery methods being assessed as unusable from the outset
(e.g., posters), but other formats are maintained for compliance reasons (e.g.,
e-learning). This is partly due to a lack of methods and tools for needs-based
and systematic evaluation, but perhaps also due to a checklist mentality that
does not provide for reflection on the effectiveness of the ISA measures used.
Here we also see the risk of focusing on standalone solutions, whereas research
on ISA generally shows that it is always necessary to use a mix of methods in
order to be effective [3,21].

In addition, the combination of external pressure to act, but at the same
time being exposed to the danger that the staff council could prevent evalua-
tions, could lead to ineffective solutions being introduced or accepted. Indeed,
German data protection and labor laws place high demands on an evaluation to
prevent inadmissible performance monitoring. In line with recent findings from
a phishing study in Italy [45], establishing effective ISA programs in medical
care in Europe depends on the harmonization of numerous stakeholders’ inter-
ests. To our knowledge, this aspect is currently missing from research on ISA
in medical settings. To prevent the implementation of arbitrary and potentially
ineffective ISA measures due to these issues, it may be useful to provide all stake-
holders with customized information tailored to their needs. This would relieve
information security officers in their communication efforts.

Inspiration from Non-security Fields. To reach the various user groups in medical
institutions with ISA materials they can understand, our findings highlight the
merit of drawing on already established knowledge of procedures, measures, and
materials from other areas of medical care that have been dealing with awareness
issues for much longer. One promising approach mentioned in the interviews is
to learn from safety officers and the major hand hygiene awareness campaigns.
Indeed, there are notable parallels with information security, as evidenced by
studies on ISA in healthcare [6,12,14,25,31,47]. For example, leading personnel,
such as physicians, have been found to neglect sanitation and overestimate their
own practices compared to nurses, while sanitation is also often abandoned due
to time constraints or inconvenience [34,42]. As a result, large-scale awareness
campaigns have emerged in the medical field. By linking information security
to known concepts and thought models that medical staff are already familiar
with, it might be possible to break down barriers, promote understanding, and
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improve risk perception. Given the success of similar techniques applied on ISA in
nonmedical sectors by drawing up on literature on safety risk communication [32,
49], we consider this an actionable solution worthy of investigation.

6 Conclusions

In this paper, we presented an expert interview study with six experts from med-
ical care on information security, focusing on the human factor in information
security and ISA topics. Our goal was to gain insight into the specifics that need
to be considered when designing and implementing ISA programs in healthcare
facilities. Our findings confirmed the fundamental challenges and cybersecurity
risks faced by medical facilities, aligning with previous work [11,13,33,40]. We
identified goals, target audiences, content, delivery methods, and ideas for col-
laboration to enhance information security awareness in medical facilities, com-
plementing existing research. One area that requires attention is the design of
ISA delivery methods and materials that are tailored to the specific needs of the
target group. Additionally, previously underrepresented target groups such as
management, patients, and visitors should be included in ISA programs. Draw-
ing on established knowledge and practices from other healthcare areas, which
have been addressing awareness issues for a longer time, can be beneficial. For
instance, aligning information security concepts with familiar healthcare proce-
dures and terminology, such as “cyber hygiene,” can help bridge the understand-
ing gap. Furthermore, the lack of evaluation of ISA programs in medical settings
raises uncertainty about their long-term impact. Future research should focus
on assessing the effectiveness of ISA measures in practice and academia. One
significant challenge is the scarcity of resources, particularly time, in healthcare
settings. Designing materials that require less time but are still effective seems
crucial. Likewise, the aim should be to strengthen the “human firewall” as a last
line of defense when technical measures fail. Management has a significant role
to play in fostering a culture of information security that goes beyond a mere
“checklist mentality.” Overall, our findings provide valuable insights and direc-
tions for future research in the field of information security awareness in medical
care institutions.
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