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Abstract. This paper investigates vulnerabilities in the University of
South Carolina Aiken (USCA) Centre’s IP infrastructure, focusing on
ICS/SCADA network security. The study follows a systematic approach,
incorporating the CIS (Center for Internet Security) security controls
methodology throughout the project phases, including asset identifi-
cation, vulnerability assessment, risk assessment, and flexibility study.
The asset identification phase utilized tools such as Nmap, Maltego
and Lansweeper to comprehensively identify and catalog assets within
the network. Subsequently, the vulnerability assessment phase employed
tools like OpenVAS, Nexpose, Nessus and manual penetration testing
to uncover potential weaknesses. The research team then conducted a
risk assessment using the FAIR (Factor Analysis of Information Risk)
Methodology to quantitatively analyze and prioritize identified risks.
In parallel, a flexibility study was undertaken to assess the system’s
adaptability to potential threats. Collaborating with the technology
service department(TSD), the research team addressed the identified
vulnerabilities. This research paper provides a thorough exploration of
ICS/SCADA network vulnerabilities, offering insights into the effective-
ness of the CIS security controls methodology in enhancing cybersecurity
measures.

Keywords: ICS/SCADA · Cybersecurity · Vulnerablity Assessment ·
Operations Center · CIS Security Controls · Factor Analysis of
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1 Introduction

Industrial Control Systems (ICS) and Supervisory Control and Data Acqui-
sition (SCADA) networks constitute the backbone of critical infrastructures,
playing a pivotal role in the seamless operation of essential services. As these
systems become increasingly interconnected and reliant on digital technologies,
they also become susceptible to a growing array of cyber threats. The security of
ICS/SCADA networks is paramount to safeguarding industries such as energy,
water supply, and manufacturing [1].
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This research delves into the intricate landscape of ICS/SCADA network
vulnerabilities, with a specific focus on the operation center’s IP infrastructure
at the University of South Carolina Aiken (USCA). The escalating complexity
of these networks, coupled with the ever-evolving threat landscape, necessitates
a comprehensive exploration of potential weaknesses. Addressing these vulnera-
bilities is crucial not only for protecting critical assets but also for maintaining
the reliability and resilience of the interconnected systems that underpin modern
society.

2 Literature Review

The security of Industrial Control Systems (ICS) and Supervisory Control and
Data Acquisition (SCADA) networks has garnered significant attention in the
realm of cybersecurity due to their pivotal role in critical infrastructure. The
literature on ICS/SCADA security underscores the growing complexity of these
systems and the corresponding increase in vulnerabilities.

Numerous studies have highlighted the evolving threat landscape surrounding
ICS/SCADA networks. Researchers have demonstrated the feasibility of cyber-
attacks targeting critical infrastructure, emphasizing the need for robust security
measures. Incidents such as Stuxnet have underscored the potential real-world
impact of cyber threats on industrial processes, amplifying the urgency for proac-
tive security strategies [2,3].

The adoption of comprehensive security frameworks has become imperative
in addressing the multifaceted challenges of ICS/SCADA security. The Center for
Internet Security (CIS) security controls framework has emerged as a prominent
guideline for enhancing cybersecurity defenses in critical infrastructure settings.
Studies evaluating the effectiveness of the CIS controls have shown promising
results in fortifying ICS/SCADA networks against a spectrum of cyber threats.

Risk assessment methodologies play a crucial role in identifying and pri-
oritizing vulnerabilities in ICS/SCADA environments. The Factor Analysis of
Information Risk (FAIR) methodology has gained recognition for its ability to
provide a quantitative analysis of risks associated with identified vulnerabili-
ties. Research has demonstrated the applicability of FAIR in diverse contexts,
contributing to the understanding of risk in ICS/SCADA systems [4,5].

Asset identification and vulnerability assessment tools are integral compo-
nents of a robust cybersecurity strategy. Studies have utilized tools like Nmap,
Nessus, and OpenVAS for identifying assets and assessing vulnerabilities in
ICS/SCADA networks. These tools contribute to a comprehensive understand-
ing of the network landscape and potential points of weakness.

Collaboration between cybersecurity researchers and industry practitioners
is crucial for addressing identified vulnerabilities. Literature has highlighted suc-
cessful cases where collaboration with technology departments and industry
experts has led to the effective mitigation of cybersecurity risks in ICS/SCADA
environments [6].
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In summary, the literature review reveals a growing awareness of the chal-
lenges posed by cyber threats to ICS/SCADA networks. The adoption of frame-
works like CIS security controls, methodologies such as FAIR, and the use of
advanced tools for asset identification and vulnerability assessment collectively
contribute to the evolving landscape of cybersecurity in critical infrastructure
settings.

3 Methodology

This research integrates a comprehensive methodology, incorporating the Center
for Internet Security (CIS) Critical Security Controls (CIS Controls) for asset
identification, vulnerability assessment, and risk analysis. The research method-
ology integrates the Center for Internet Security (CIS) security controls, a rec-
ognized framework designed to fortify cybersecurity defenses. The study follows
a structured approach, encompassing the following:

– Asset identification
– Vulnerability assessment
– Risk analysis
– Feasibility Study and Effectiveness Evaluation
– Factor Analysis of Information Risk (FAIR)
– Quantifiable risks associated with these vulnerabilities.

• Identify Assets
• Identify Threat Scenarios
• Identify Vulnerability Severity
• Determine Threat Capability
• Calculate Risk
• Prioritize Risks
• Implement Mitigation Measures

3.1 CIS Critical Security Controls (CIS Controls)

Phase 1: Asset Identification: We used sophisticated tools such as Mal-
tego, Nmap, and Lansweeper to systematically enumerate and categorize assets
within the USCA network. Maltego played a pivotal role in visually representing
and linking information, while Nmap and Lansweeper were instrumental in con-
ducting comprehensive network discovery, security auditing, and detailed asset
profiling. This approach is necessary to gain a clear understanding of the devices
being scanned, providing valuable insights for subsequent phases of the process.

Phase 2: Vulnerability Assessment: A thorough examination of identified
assets using tools such as Nexpose, Nessus, and OpenVAS was conducted to
proactively identify and address vulnerabilities within the system. This proac-
tive approach aimed to enhance the overall security posture of the system by
uncovering potential weaknesses and ensuring that appropriate measures could
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be taken to mitigate any security risks. Manual penetration testing was employed
to validate and supplement automated assessments, providing a more compre-
hensive understanding of the system’s security landscape and ensuring robust
protection against potential threat.

Phase 3: Risk Assessment: Leveraging findings from the vulnerability assess-
ment, we systematically assessed the risks associated with each vulnerability. To
further enhance the depth of our risk assessment, we employed the Factor Anal-
ysis of Information Risk (FAIR) methodology. This comprehensive approach not
only facilitates a detailed understanding of potential risks but also enables effec-
tive risk prioritization. By prioritizing risks, organizations can focus resources on
addressing the most critical vulnerabilities, thereby enhancing overall security
posture and mitigating potential threats more efficiently.

Phase 4: Feasibility Study and Effectiveness Evaluation: Conducting a
feasibility study to evaluate the practicality of implementing proposed security
measures, encompassing a thorough assessment of viability and effectiveness,
was the initial step. In collaboration with the Technology Services Department
(TSD), we ensured alignment with organizational goals and addressed techni-
cal feasibility considerations. Once the security suggestions were implemented,
a meticulous testing phase was initiated to reevaluate vulnerabilities, ensuring
their proper resolution and assessing the overall effectiveness of the measures.
This comprehensive approach, from feasibility study to post-implementation
testing, is necessary for informed decision-making, optimal security enhance-
ment, and ongoing risk management.

3.2 Factor Analysis of Information Risk (FAIR)

Phase 1: Identify Assets: Enumerating and identifying assets affected by
vulnerabilities involved a comprehensive assessment that encompassed servers,
printers, applications, and critical systems within the USCA network. This pro-
cess aimed to provide a thorough understanding of the diverse assets scanned
and yielded valuable insights into their information. In addition, we meticulously
sorted the IP addresses, concentrating specifically on USCA’s Operations Centre.
This focused approach has contributed to a thorough understanding of connected
devices, ensuring a comprehensive grasp of the network’s infrastructure.

Phase 2: Identify Threat Scenarios: Identifying potential threat scenarios
for each vulnerability, delving into various methods attackers might employ to
exploit vulnerabilities and compromise the identified assets. Developing 3 to 4
instances for each vulnerability, outlining specific threat scenarios. This com-
prehensive exploration is essential to understanding the diverse ways in which
vulnerabilities can be exploited, providing insights that aid in crafting robust
security measures. By anticipating potential threats, organizations can proac-
tively strengthen their defenses and mitigate risks effectively.



Exploring ICS/SCADA Network Vulnerabilities 219

Phase 3: Identify Vulnerability Severity: Evaluating the severity of each
vulnerability by leveraging findings from Nexpose, Nessus, and OpenVAS. This
assessment considered factors such as Ease of Exploitation, Scope of Impact,
Ease of Detection, Availability Impact, Mitigation Difficulty, and Existence of
Public Exploits. Employing a scoring scale from 1 to 10 for each factor, we cal-
culated averages to derive a final rating. This systematic approach is necessary
to quantitatively measure the potential risk posed by vulnerabilities, providing a
comprehensive and objective basis for prioritizing remediation efforts. It ensures
that resources are allocated effectively, addressing the most critical vulnerabili-
ties that pose significant threats to the security of the system or network [7,8].

Phase 4: Determine Threat Capability: Assessing the capabilities of poten-
tial threat actors who could exploit vulnerabilities, taking into account factors
such as skill level, resources, and motivations. Assigned a score out of 10 to
gauge their proficiency and intent. This evaluation is crucial to understanding
the potential threat landscape and tailoring security measures accordingly. By
comprehensively assessing threat actors’ capabilities, organizations can better
anticipate and prepare for potential attacks, ensuring that defense strategies are
aligned with the likely tactics, techniques, and procedures of adversaries [8].

Phase 5: Calculate Risk: Applying the formula: Risk = (Vulnerability Sever-
ity × Threat Capability) to quantify the risk associated with each vulnerability,
utilizing the values obtained in the previous phase. This calculation is essential
for prioritizing vulnerabilities based on their potential impact and the capabili-
ties of potential threat actors. By assigning a numerical value to the risk, organi-
zations can systematically prioritize remediation efforts, focusing on addressing
vulnerabilities that pose the highest risk to the security of the system or net-
work. This approach ensures a strategic and efficient allocation of resources to
enhance the overall cybersecurity posture [7].

Phase 6: Prioritize Risks: Ranking the calculated risks to prioritize mitiga-
tion efforts, giving precedence to vulnerabilities with higher calculated risks.

Phase 7: Implement Mitigation Measures: Developing and implementing
mitigation measures based on prioritized risks, which involved actions such as
patching vulnerabilities, implementing security controls, or modifying system
architecture. Collaborating closely with the Technology Services Department
(TSD) to comprehensively explain the vulnerabilities and conduct a thorough
study, facilitating the implementation of the most effective security measures.
This collaborative approach is necessary to ensure that mitigation efforts align
with organizational goals, technical feasibility, and the severity of identified risks.

This dual-methodology approach, coupled with collaboration with the Tech-
nology Services Department (TSD), ensures a holistic and effective strategy for
addressing vulnerabilities and enhancing the cybersecurity posture of the USCA
network.
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4 Conducting the Research

Our research for the ICS/SCADA network vulnerabilities at USCA’s Operation
Centre followed a meticulous process, incorporating a series of well-defined steps
to ensure accuracy and depth in our findings.

4.1 Asset Identification and Vulnerability Assessment

In our initial phase, termed the asset identification phase, the project owner
provided us with specific subnets to focus on, includ-
ing xxx.xxx.178.0/24, xxx.xxx.179.0/24, xxx.xxx.182.0/24, xxx.xxx.185.0/24,
xxx.xxx.186.0/24, xxx.xxx.188.0/24, xxx.xxx.190.0/24, xxx.xxx.198.0/24, and
xxx.xxx.199.0/24. Our task was to gather as much information as possible about
the devices within these subnets, including details such as the operating system,
device names, and other relevant information.

To accomplish this, we researched and identified three powerful tools for
asset identification: Nmap, Maltego, and Lansweeper. These tools are known for
their effectiveness in providing comprehensive insights into the characteristics
of networked devices. Subsequently, we initiated scans on the specified subnets
using the most aggressive and powerful scanning capabilities offered by these
tools.

The gathered information encompassed critical details such as the operat-
ing systems employed, device names, MAC addresses, and running services on
each device. Once the data was documented, we meticulously sorted and filtered
the IPs to focus exclusively on those related to the USCA Operation Centre,
following the specific instructions provided by our project owner. This refined
inventory ensured that our subsequent phases would be targeted and aligned
with the assets directly relevant to the operations center, facilitating a more
focused and efficient security assessment.

In the vulnerability assessment phase, following the finalization of the IP list
associated with the USCA Operation Centre, we conducted research to identify
the most effective vulnerability scanning tools. Opting for a comprehensive app-
roach, we selected three tools: OpenVAS, Nexpose, and Nexus. It’s noteworthy
that we utilized the professional version of Nexus, provided by our university
specifically for this research.

Proceeding with the chosen tools, we initiated the vulnerability scanning
process by inputting the identified IPs. The scanning approach adopted was the
most aggressive setting available in these tools to ensure a thorough examination.
Upon completion of the scans, our next step involved meticulously documenting
the vulnerabilities detected by these tools. This documentation served as a foun-
dational step in understanding and addressing the identified vulnerabilities in
the USCA Operation Centre’s network. Also using our expertise, we did manual
testing to uncover vulnerabilities that were not discovered by the vulnerability
scanner.
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4.2 Risk Assessment

After concluding the vulnerability assessment, the subsequent phase involved a
comprehensive risk assessment utilizing the Factor Analysis of Information Risk
(FAIR) methodology. The FAIR process unfolds in the following step.

Assets Identification and Threat Scenarios: We listed and identified assets
affected by vulnerabilities, such as servers, databases, applications, or critical
systems. For each vulnerability, determine potential threat scenarios by exploring
various ways attackers could exploit vulnerabilities and compromise identified
assets.

Vulnerability Severity: We assessed the severity of each vulnerability based
on findings from Nexpose, Nessus, and OpenVAS. Consider factors like Ease of
Exploitation, Scope of Impact, Ease of Detection, Availability Impact, Mitiga-
tion Difficulty, and Existence of Public Exploits. Assign a score out of 10 for
each factor and calculate an overall score.

Examples of Factors

– Ease of Exploitation: Refers to how straightforward it is for an attacker to
exploit a vulnerability.

– Scope of Impact: Assesses the potential reach or extent of consequences result-
ing from vulnerability exploitation.

– Ease of Detection: Evaluates how easily security professionals can identify
vulnerability exploitation.

– Availability Impact: Assesses potential harm to system or service availability
if a vulnerability is exploited.

– Mitigation Difficulty: Evaluate how challenging it is to apply effective coun-
termeasures to address vulnerability.

– Existence of Public Exploits: Considers whether attackers can readily access
tools or techniques to exploit the vulnerability.

Threat Capability and Calculating Risk: Again assigning a score out of
10, we evaluated the capabilities of potential threat actors who might exploit
vulnerabilities, considering skill level, resources, and motivations. Utilize the
formula Risk=(Vulnerability Severity×Threat Capability) to calculate the risk
score for each vulnerability. This quantitative measure provides insights into the
potential impact and likelihood of exploitation.

Prioritize Risks: We rank the calculated risks from the previous phase to
prioritize mitigation efforts. Focus on addressing vulnerabilities with higher cal-
culated risks first, ensuring a strategic allocation of resources to address the most
critical security concerns.

This systematic FAIR methodology allows for a comprehensive understand-
ing of the risk landscape associated with vulnerabilities. By factoring in asset
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identification, potential threat scenarios, vulnerability severity, and threat capa-
bility, organizations gain actionable insights to prioritize and implement effective
risk mitigation strategies.

4.3 Feasibility Study and Effectiveness Evaluation

In the Feasibility Study and Effectiveness Evaluation phase, collaboration with
the Technology Services Department (TSD) was paramount. We engaged in a
detailed explanation of identified vulnerabilities, providing insights into the best
mitigation strategies. Once a consensus was reached and we were confident in the
chosen mitigation strategy, TSD took charge of the implementation. After the
security measures were successfully implemented, we conducted thorough test-
ing to ascertain their effectiveness. This involved a comprehensive vulnerability
assessment utilizing both automated tools and manual testing methodologies
used earlier. The objective was to ensure that the identified issues were not only
addressed but also effectively resolved, validating the robustness of the imple-
mented security measures. This collaborative and iterative approach aimed to
enhance the overall cybersecurity posture of the USCA network.

5 Findings and Results

5.1 Asset Identification

Upon scanning with Nmap, Lansweeper, and Maltego, we obtained details of the
assets. We then sorted out the IPs related to the operation centre as specified by
the Project Owner. The IPs related to the operation center are: xxx.xxx.185.10,
xxx.xxx.188.11, xxx.xxx.186.9, xxx.xxx.185.3, xxx.xxx.185.26, xxx.xxx.186.109,
xxx.xxx.198.4, xxx.xxx.186.205, xxx.xxx.178.126, xxx.xxx.179.252, xxx.xxx.
185.7, xxx.xxx.185.157, xxx.xxx.185.160, xxx.xxx.185.163, xxx.xxx.185.17,
xxx.xxx.185.179, xxx.xxx.185.18, xxx.xxx.185.182, xxx.xxx.185.198, xxx.xxx.
185.5, xxx.xxx.185.78, xxx.xxx.185.82, xxx.xxx.185.87, and xxx.xxx.185.9. These
IPs are associated with the operation centre, and we gathered details such as
device names, MAC addresses, device types, and running OS for each. This tar-
geted approach enhances our understanding of the assets within the operation
centre, ensuring a more effective vulnerability assessment and mitigation strat-
egy (Table 1 and Fig. 1).

5.2 Vulnerability Assessment

Commencing the vulnerability assessment, we utilized tools like Nexpose, Nessus,
and OpenVAS, complemented by manual penetration testing to uncover vulnera-
bilities potentially missed by automated scans. Post-assessment, the focus shifted
to vulnerabilities of high and medium severity. The identified vulnerabilities and
their impacted assets include:
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Table 1. USCA’s Operation Centre IPs

IP Address Vendor OS Open Ports

xxx.xxx.185.10 Linux Linux 3.2–4.9 22, 80, 443, 4444

xxx.xxx.188.11 Linux Linux 3.2–4.9 22, 80, 443, 4444

xxx.xxx.186.9 Linux Linux 3.2–4.9 80, 1935, 5959

xxx.xxx.185.3 – Brother DCP-8065D printer 80

xxx.xxx.185.26 – – NA

xxx.xxx.186.109 Linux Linux 3.2–4.9 22, 80, 443, 4444

xxx.xxx.198.4 Linux Linux 3.2–4.9 22, 80, 443, 4444

xxx.xxx.186.205 Linux Linux 3.2–4.9 22, 80, 443, 4444

xxx.xxx.178.126 - Brother MFC-8460N 80

xxx.xxx.179.252 – – NA

xxx.xxx.185.7 – Brother HL-2270DW 80

xxx.xxx.185.157 Linux Linux 3.10–4.11 443

xxx.xxx.185.160 Microsoft Microsoft Windows Server 2019 135, 139, 445, 3389

xxx.xxx.185.163 Linux Linux 3.10–4.11 443

xxx.xxx.185.17 Linux Linux 2.6 13–2.6 32 80, 443

xxx.xxx.185.179 Microsoft Microsoft Windows Server 2019 135, 139, 445, 3389

xxx.xxx.185.18 Linux Linux 2.6 13–2.6 32 80, 443

xxx.xxx.185.182 Microsoft Microsoft Windows 10 1909 135, 139, 445, 3389

xxx.xxx.185.198 Microsoft Microsoft Windows Server 2019 135, 139, 445, 3389

xxx.xxx.185.5 – Apple AirPort Extreme WAP 80, 3011

xxx.xxx.185.78 Linux Linux 2.6.32 22, 80, 443, 10001

xxx.xxx.185.82 Linux Linux 2.6.32 22, 80, 443, 10001

xxx.xxx.185.87 Microsoft Microsoft Windows 10 1909 135, 139, 445, 3389

xxx.xxx.185.9 Linux Linux 2.6 13–2.6 32 80, 443

Fig. 1. Count of IP Addresses by Open Ports
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1. HTTP Brute Force Logins with Default Credentials. This vulnera-
bility involves attackers attempting to gain unauthorized access to the system
by repeatedly trying different usernames and passwords.

– Impacted Assets: xxx.xxx.178.126, xxx.xxx.185.17, xxx.xxx.185.18,
xxx.xxx.185.9

2. Lack of HTTPS Implementation. The absence of HTTPS implementa-
tion poses a security risk as it leaves communications between users and the
website unencrypted.

– Impacted Assets: xxx.xxx.185.10, xxx.xxx.188.11, xxx.xxx.186.9,
xxx.xxx.186.109, xxx.xxx.198.4, xxx.xxx.186.205, xxx.xxx.178.126,
xxx.xxx.185.17, xxx.xxx.185.18, xxx.xxx.185.5, xxx.xxx.185.9

3. SSL/TLS: Renegotiation Dos Vulnerability/deprecated TLS V1.0
and TLS V1.1 Protocol Detection. This vulnerability pertains to weak-
nesses in SSL/TLS protocols, potentially leading to Denial of Service (DoS)
attacks.

– Impacted Assets: xxx.xxx.185.10, xxx.xxx.188.11, xxx.xxx.186.9,
xxx.xxx.186.109, xxx.xxx.198.4, xxx.xxx.186.205, xxx.xxx.185.160,
xxx.xxx.185.179, xxx.xxx.185.182, xxx.xxx.185.198, xxx.xxx.185.78,
xxx.xxx.185.82, xxx.xxx.185.87

4. Default or Guessable SNMP Community Names: Public (SNMP-
read-0001). This vulnerability involves using default or easily guessable SNMP
community names, potentially exposing sensitive information.

– Impacted Assets: xxx.xxx.185.26, xxx.xxx.178.126, xxx.xxx.179.252,
xxx.xxx.185.3, xxx.xxx.185.7

5. SNMP Credentials Transmitted in Clear Text (SNMP-Clear Text-
Credential). This vulnerability highlights the risk of transmitting SNMP cre-
dentials in plaintext, making it susceptible to interception.

– Impacted Assets: xxx.xxx.185.26, xxx.xxx.178.126, xxx.xxx.179.252

6. SSH Terrapin Prefix Truncation Weakness. This vulnerability involves
a weakness in SSH (Secure Shell) related to Terrapin prefix truncation.

– Impacted Assets: xxx.xxx.185.10, xxx.xxx.186.205, xxx.xxx.188.11,
xxx.xxx.198.4

This meticulous approach to addressing vulnerabilities enhances the precision
of mitigation strategies, fortifying the USCA network’s overall security.
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5.3 Risk Assessment

Our risk assessment relies on the FAIR methodology, a structured approach com-
prising multiple phases to assign a risk score. This score plays a crucial role in
prioritizing vulnerabilities, giving heightened attention to those with higher risk
scores. Additionally, we must conduct thorough research on each vulnerability,
exploring its description, potential impact, and the associated consequences. This
comprehensive analysis ensures that we gain a deep understanding of vulnera-
bilities, facilitating effective prioritization. By grasping the risks thoroughly, we
can plan and implement more effective strategies to safeguard against potential
threats and vulnerabilities.

1. SSL/TLS: Renegotiation DoS Vulnerability/Deprecated TLS V1.0
and TLS V1.1 Protocol Detection

– Threat Scenarios: During Service Disruption, an attacker exploits the
Renegotiation DoS Vulnerability, causing downtime. Coordinated Resource
Exhaustion attacks lead to degraded server performance. In Man-in-the-
Middle Attacks, outdated TLS/SSL protocols risk unauthorized access. SSL
Stripping involves forcing a downgrade, and exposing data in plaintext.

– Vulnerability Severity:

– Ease of Exploitation: 8/10
– Scope of Impact: 7/10
– Ease of Detection: 5/10
– Availability Impact: 8/10
– Mitigation Difficulty: 6/10
– Existence of Public Exploits: 3/10
– Overall Severity Rating: 6/10

– Threat Capability:

– Score: 6/10

– Risk Score:
• Risk = Vulnerability Severity × Threat Capability
• Score: 36

2, Lack of HTTPS

– Threat Scenarios: In Man-in-the-Middle Attacks, intercepting unencrypted
communication risks unauthorized access to sensitive data. Data Tampering
involves maliciously modifying unencrypted data, risking misinformation. Ses-
sion Hijacking captures unencrypted session tokens, allowing unauthorized
access. Eavesdropping on Confidential Information exposes sensitive data.
Phishing Attacks use deceptive websites to capture user information, leading
to potential identity theft or credential compromise.



226 H. Strohmier et al.

– Vulnerability Severity:

– Ease of Exploitation: 5/10
– Scope of Impact: 8/10
– Ease of Detection: 6/10
– Availability Impact: 4/10
– Mitigation Difficulty: 3/10
– Existence of Public Exploits: 5/10
– Overall Severity Rating: 5/10

– Threat Capability:

– Score: 3/10

– Risk Score:

– Risk = Vulnerability Severity × Threat Capability
– Score: 15

Default or Guessable SNMP Community Names: Public

– Threat Scenarios: In Unauthorized Access to SNMP Devices, attackers use
default or commonly guessed SNMP community names, resulting in unre-
stricted access, potential retrieval of sensitive information, and device con-
figuration modification. Device Configuration Tampering involves exploit-
ing default community strings to alter SNMP-enabled device configurations,
leading to service disruptions, unauthorized access, or compromised device
integrity. Information Disclosure occurs when attackers leverage default
SNMP community names to extract sensitive information, leading to the
unauthorized disclosure of device details or network topology.

– Vulnerability Severity:
• Ease of Exploitation: 8/10
• Scope of Impact: 9/10
• Ease of Detection: 5/10
• Availability Impact: 7/10
• Mitigation Difficulty: 6/10
• Existence of Public Exploits: 8/10
• Overall Severity Rating: 7.2/10

– Threat Capability:

– Score: 6/10

– Risk Score:

– Risk = Vulnerability Severity × Threat Capability
– Score: 43.2
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SNMP Credentials Transmitted in Cleartext

– Threat Scenarios: During Network Sniffing, attackers eavesdrop on net-
work traffic to capture SNMP credentials transmitted in cleartext, result-
ing in unauthorized access to SNMP-enabled devices and potential unautho-
rized configuration changes or information disclosure. Credential Intercep-
tion involves malicious actors intercepting SNMP traffic containing cleartext
credentials, compromising network security. In Man-in-the-Middle Attacks,
attackers position themselves between the SNMP manager and agent to inter-
cept cleartext credentials, leading to unauthorized access, device manipu-
lation, or unauthorized information retrieval from SNMP-enabled devices.
The use of Credential Sniffing Tools by attackers allows them to capture
SNMP credentials transmitted in cleartext, potentially leading to unautho-
rized access, service disruptions, unauthorized configuration changes, or infor-
mation disclosure.

Vulnerability Severity:

– Ease of Exploitation: 6/10
– Scope of Impact: 8/10
– Ease of Detection: 4/10
– Availability Impact: 5/10
– Mitigation Difficulty: 7/10
– Existence of Public Exploits: 6/10
– Overall Severity Rating: 6/10

– Threat Capability:
• Score: 5/10

– Risk Score:

– Risk = Vulnerability Severity × Threat Capability
– Score: 30

HTTP Brute Force Logins with Default Credentials

– Threat Scenarios:In Unauthorized Actions by Attackers, successful brute
force login allows attackers to perform unauthorized actions within the web
application, compromising data integrity and introducing malicious content.
Credential Guessing Attacks involve attackers launching brute force attacks
against HTTP login pages using default credentials, leading to unautho-
rized access to web applications or services and potentially resulting in data
breaches or unauthorized action.

– Vulnerability Severity:

– Ease of Exploitation: 7/10
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– Scope of Impact: 8/10
– Ease of Detection: 5/10
– Availability Impact: 3/10
– Mitigation Difficulty: 6/10
– Existence of Public Exploits: 8/10
– Overall Severity Rating: 6/10

– Threat Capability:

– Score: 8/10

– Risk Score:

– Risk = Vulnerability Severity × Threat Capability
– Score: 48

SSH Terrapin Prefix Truncation Weakness

– Threat Scenarios: In a Man-in-the-Middle Attack, the attacker exploits the
Terrapin Prefix Truncation Weakness to manipulate SSH connections, lead-
ing to the interception and potential alteration of transmitted data between
the client and server. Unauthorized Access occurs when an adversary takes
advantage of the vulnerability to truncate prefixes in SSH traffic, attempt-
ing unauthorized access to a system by exploiting weakened cryptographic
protections. Additionally, Data Manipulation ensues as the vulnerability is
exploited to modify the content of SSH traffic, allowing attackers to manip-
ulate commands or data transmitted between the client and server.

– Vulnerability Severity:

– Ease of Exploitation: 7/10
– Scope of Impact: 8/10
– Ease of Detection: 5/10
– Availability Impact: 7/10
– Mitigation Difficulty: 6/10
– Existence of Public Exploits: 6/10
– Overall Severity Rating: 6.5/10

Threat Capability:

– Score: 7/10

– Risk Score:

– Risk = Vulnerability Severity × Threat Capability
– Score: 45.5
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5.4 Mitigation Measures

SSL/TLS: Renegotiation Dos Vulnerability/Deprecated TLS V1.0 and
TLS V1.1 Protocol

– Firstly, we prioritize updating our software regularly, focusing on the
SSL/TLS library and server software to address any known vulnerabilities,
such as the renegotiation DoS vulnerability. Additionally, we optimize our
SSL/TLS configuration settings to minimize the impact of renegotiation. This
involves considering options to limit its frequency or even disabling renegoti-
ation based on the specific server software in use. In cases where uncertainty
or assistance is needed, we recommend reaching out to the vendor or support
community associated with the server software for guidance on configurations
and updates.

Lack of HTTPS

– We’ve installed a valid SSL/TLS certificate for robust HTTPS encryption,
ensuring the confidentiality and integrity of transmitted data. All resource
references, both internal and external, have been updated to exclusively use
HTTPS. Additionally, we’ve configured automatic redirection of HTTP traf-
fic to the secure HTTPS version, activated HSTS for enhanced security, and
established a well-protected environment for secure user-system communica-
tion.

Default or Guessable SNMP Community Names: Public

– Firstly, we’ve strengthened security by changing the SNMP community string
from the default “public” to a resilient, non-guessable value, heightening pro-
tection against unauthorized access. Additionally, to fortify security, we’ve
embraced strong authentication mechanisms, particularly SNMPv3, which
supports secure authentication and encryption, providing an advanced layer
of protection for SNMP communications. To exercise greater control, we’ve
configured access control lists (ACLs) to restrict SNMP access solely to autho-
rized IP addresses or specific network ranges. As a proactive step, we conduct
regular audits of SNMP configurations, enabling the detection and rectifica-
tion of any instances of default or weak community strings.

HTTP Brute Force Logins with Default Credentials

– Firstly, we’ve proactively replaced default credentials for all systems and
applications with strong, unique passwords. This foundational step signif-
icantly reduces the risk associated with default login information, fortify-
ing our security stance. Additionally, to mitigate the impact of brute force
attacks, we’ve enforced account lockout policies, limiting the number of failed
login attempts and enhancing security by temporarily locking out accounts
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displaying suspicious activity. Furthermore, we’ve introduced Multi-Factor
Authentication (MFA) to add an extra layer of security, requiring users to
provide multiple forms of verification for authentication.

SNMP Credentials Transmitted in Cleartext

– To enhance the security of our SNMP (Simple Network Management Proto-
col) implementation, we’ve adopted SNMPv3, which offers secure transmis-
sion through encryption and authentication mechanisms. Specifically, we’ve
configured SNMPv3 with robust authentication protocols to ensure the confi-
dentiality and integrity of transmitted credentials. In addition, access control
lists (ACLs) have been employed to restrict SNMP access solely to authorized
devices, minimizing the risk of unauthorized interception.

SSH Terrapin Prefix Truncation Weakness

– To enhance SSH server security, we’ve upgraded our software to patch against
the Terrapin vulnerability. Additionally, we’ve temporarily disabled vulnera-
ble key exchange algorithms, like ChaCha20-Poly1305, and reached out to the
vendor for guidance on specific configurations and updates. These proactive
steps ensure a more secure SSH server environment. Additionally, to address
any uncertainties or seek assistance in this process, we’ve proactively reached
out to the vendor or support community associated with our server software
(Fig. 2).

Fig. 2. Risk Score of Vulnerabilities
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6 Conclusion

6.1 Summary of Findings

This research has meticulously identified and examined significant security vul-
nerabilities within various network protocols, providing insights into the poten-
tial threats and risks associated with these weaknesses. Notably, the SSL/TLS
renegotiation vulnerability presents a substantial risk of service disruption and
resource exhaustion, while the absence of HTTPS implementation exposes users
to diverse attacks like man-in-the-middle and session hijacking. Additionally, vul-
nerabilities stemming from default or easily guessed SNMP community names
and the cleartext transmission of SNMP credentials may result in unauthorized
access and information disclosure. The study also delves into the risks linked
to HTTP brute force logins and the SSH Terrapin Prefix Truncation Weakness,
emphasizing the possibilities of unauthorized actions and data manipulation.

It is crucial to highlight the significance of manual penetration testing, as
demonstrated in the discovery of the default password vulnerability, which was
identified through manual testing rather than automated vulnerability scanners.
This underscores the importance of human intervention in uncovering nuanced
vulnerabilities that automated tools might overlook. This emphasizes the sig-
nificance of having a responsible disclosure program because penetration testers
worldwide, each possessing diverse expertise and perspectives, can identify vul-
nerabilities within the system.

Furthermore, regular assessments using scanners such as Nexpose, Nessus,
and OpenVAS are imperative. This approach ensures continuous monitoring
and vulnerability identification, especially in educational institutions like USCA,
where maintaining a secure environment is of utmost importance.

Also the incorporation of both CIS (Center for Internet Security) and FAIR
(Factor Analysis of Information Risk) methodologies greatly benefited this
project’s risk assessment. CIS provided a structured approach for implement-
ing security controls, ensuring comprehensive vulnerability management. Mean-
while, FAIR’s systematic risk scoring process offered a quantitative way to assess
and prioritize risks, leading to a nuanced understanding of potential impacts.
The synergy between these methodologies resulted in a robust risk assessment
framework, identifying critical vulnerabilities and facilitating the development
of effective mitigation strategies. This integrated approach enhanced the overall
resilience and security of the network environment.

6.2 Limitations

1. Scope of Manual Human Pen-testing: Another limitation stems from
the reliance on manual human penetration testing. The effectiveness of man-
ual testing is subject to the expertise of the researcher conducting the assess-
ments. The research acknowledges the variability in the skill levels of different
researchers, with some being advanced penetration testers and others having
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varying levels of expertise. This introduces a potential limitation in the thor-
oughness and accuracy of manually identified vulnerabilities. The diversity
in skill levels among researchers may impact the comprehensiveness of the
vulnerability assessment [9,10].

2. Limited Vulnerability Scanners: One notable limitation of this research
lies in the use of only three automated vulnerability scanners-Nexpose, Nes-
sus, and OpenVAS. While these scanners are reputable and widely used, there
are several other prominent tools in the market, such as Qualys and Acunetix,
which were not included in this study. The exclusion of these alternative scan-
ners may result in a potential oversight of vulnerabilities that they might have
been more adept at identifying. The findings may not represent the full spec-
trum of vulnerabilities present in the systems under investigation [9,10].

3. Dynamic Nature of Cybersecurity: The rapidly evolving landscape of
cybersecurity poses an inherent limitation to any research in this domain.
The vulnerabilities identified and discussed in this study are based on the
state of technology up to the knowledge cutoff date. New vulnerabilities may
emerge after this date, rendering the research susceptible to being outdated.
The dynamic nature of cyber threats emphasizes the need for continuous
monitoring and updates to stay abreast of the latest vulnerabilities [11,12],
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