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Abstract. The abundance of data nowadays provides a lot of opportu-
nities to gain insights in many domains. Data processing pipelines are one
of the ways used to automate different data processing approaches and
are widely used by both industry and academia. In many cases data and
processing are available in distributed environments and the workflow
technology is a suitable one to deal with the automation of data process-
ing pipelines and support at the same time collaborative, trial-and-error
experimentation in term of pipeline architecture for different application
and scientific domains. In addition to the need for flexibility during the
execution of the pipelines, there is a lack of trust in such collaborative
settings where interactions cross organisational boundaries. Capturing
provenance information related to the pipeline execution and the pro-
cessed data is common and certainly a first step towards enabling trusted
collaborations. However, current solutions do not capture change of any
aspect of the processing pipelines themselves or changes in the data used,
and thus do not allow for provenance of change. Therefore, the objective
of this work is to investigate how provenance of workflow or data change
during execution can be enabled. As a first step we have developed a
preliminary architecture of a service — the Provenance Holder — which
enables provenance of collaborative, adaptive data processing pipelines in
a trusted manner. In our future work, we will focus on the concepts nec-
essary to enable trusted provenance of change, as well as on the detailed
service design, realization and evaluation.
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1 Introduction and Motivation

Data-driven research and development in and for enterprises is currently one of
the most investigated topics with specific focus on data analysis, simulations,
machine learning algorithms and AI. In the scope of such initiatives, both, aca-
demic and industrial research and development in different domains show great
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effort in automation and deployment of data processing in enterprise computing
environments in order to leverage operational improvement opportunities and to
profit from the available data.

Automation of computations and data processing is done by using data pro-
cessing pipelines. One major challenge of this automation is the identification of
the best approach towards the actual automation of such pipelines since they can
be implemented using different methodologies and technologies. Furthermore,
integration of computational resources, the ability to use data from different
sources in different formats and varying quality properties, the flexibility of data
pipelines, the modularity and reusability of individual steps, the ability to enable
collaborative modelling and execution of data processing pipelines, as well as
their provenance and reproducibility are hard requirements. Consequently, there
are a lot of research results in literature on the application of different technolo-
gies and concepts in different domains such as eScience, scientific computing and
workflows, data science, intelligent systems, business processes, etc.

The topic of provenance' has been researched predominantly in the field
of scientific experiments and scientific workflows, which led to the definition of
the characteristics of Findable Accessible Interoperable Reusable (FAIR) results
[1,2] and Robust Accountable Reproducible Explained (RARE) experiments [1].
In this field, scientific experiments are considered to be of good provenance if
they are reproducible. Enabling reproducibility of experiment results, typically
by means of tracking the data through all processing, analysis and interpreta-
tion steps of the experiment, has been one of the main objectives of scientific
workflow systems, in addition to the actual automation of scientific experiments.
The importance of provenance in in-silico experiments has been identified and
discussed and approaches have been partly implemented more recently in e.g.
[3-6] and are relevant to enabling the provenance of data processing pipelines.
Furthermore, there are initiatives towards standardization of representing prove-
nance information for the purposes of both modeling provenance information and
establishing an interchangeable format for such information, e.g. PROV-DM?.

To the best of our knowledge, the ability to reproduce the changes on either
workflow or choreography models or instances made by collaborating organisa-
tions in the course of running their data processing pipelines in a trusted manner,
has not been the subject of other works. Towards closing this gap in research, we
propose a solution [7], called Provenance Holder service, that has to track and
record all changes made on choreography and/or workflow models or instances
to support their provenance in a trusted manner and allow collaborating organi-
sations to retrace and reproduce their data processing pipelines exactly the same
way as they have been carried out, including all changes made on both data and
software used during the execution.

The contributions we intend with this work are: (i) A workflow provenance
taxonomy to account for adaptation based on existing taxonomies from litera-
ture, (ii) Identification of provenance requirements for the Provenance Holder

1 “The provenance of digital objects represents their origins.”2.
2 https://www.w3.org/TR/prov-primer/.
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service, (iil) Detailed definition of the properties of the Provenance Holder ser-
vice that will guarantee trusted provenance of collaborative, adaptive data pro-
cessing pipelines, (iv) functional architecture, which is generic in nature and
applicable in any application domain and is easy to integrate with other flexible
Management System (WfMS) systems, (v) concepts and data structures neces-
sary for capturing the adaptations, and (vi) an implementation as a proof of
concept and its evaluation. We also intend to explicitly identify (vii) the prereg-
wisites for employing the Provenance Holder with other WfMS environments,
namely the ability to support the trial-and-error manner of experimenting (as
in e.g. Model-as-you-go-approach [8] or ability to change and propagate change
in choreographies [9]) and the ability to provide workflow monitoring data that
allows for data and workflow provenance in a trusted manner [7].

2 Scope and Research Questions

In the scope of our work are automated data processing pipelines, which use only
software implementations of computational and data transformation tasks and
excludes data processing pipelines in which participation of physical devices (e.g.
microscopes, wet labs, sensors and actuators) is directly visible in the pipeline.
We aim at enabling the provenance of flexible, a.k.a. adaptive, data processing
pipelines that are carried out in collaboration among identifiable organisational
entities. The matter of trust among the collaborating parties is of utmost impor-
tance in the context of our work, in particular because of the need to capture
the origins of change that can be carried out by any of the participating parties
at any point in the execution of the pipelines.

Our technology of choice for modelling and running collaborative data pro-
cessing pipelines is service-based, adaptable processes, both workflows and chore-
ographies, that are well known from the field of Business Process Management
(BPM) [10] and conventional Workflow Management Technology [11] and for
their beneficial properties such as modularity, reusability, interpretability, trans-
actional support, scalability and reliability.

We have identified four requirements on the Provenance Holder [7,12] in order
to be enable reproducible, trusted and adaptive collaborations (cf. Table 1).

Table 1. Provenance Holder Requirements adopted from [7,12]

Requirement Description

R1 Adaptability to adhere to the adaptability of experiments

R2 Provenance to enable FAIR results [1]

R3 Reproducibility for RARE experiments [1]

R4 Trust among collaborating parties to also enable accountability

To the best of our knowledge, the ability to reproduce the changes on
either workflow or choreography models or instances made by collaborating
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organisations in the course of running their data processing pipelines in a trusted
manner, has not been the subject of other works. We call this type of provenance
“trusted provenance of change”. Based on the existing taxonomies for prove-
nance as summarized by [4], to accommodate the provenance of adaptation, we
identified which new types of provenance need to be considered (cf. Fig. 1).
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Fig. 1. Workflow Provenance types taxonomy adopted from [4] and [13]

With our work we aim to answer four research questions (cf. Table2).

Table 2. Research questions

RQ1 How can we bring traceability, reproducibility, accountability and trust to
Automated, Collaborative and Adaptive, Process-based Data Processing
Pipelines?

RQ2 What does a system look like that provides traceability, reproducibility,
accountability and trust for Automated, Collaborative and Adaptive,
Process-based Data Processing Pipelines?

RQ3 What are the requirements on such a system?

RQ4 What are the prerequisites for the environment such a system is to be
integrated?

3 Provenance Holder Properties and Architecture

The Provenance Holder is a service responsible for collecting all information
necessary to ensure provenance and reproducibility of and trust in the collab-
orative adaptations and enabling the four properties (cf. Table3). We aim at
providing a generic, reusable and non-intrusive solution across different scenar-
ios and separation of concerns [14]. We realize P1 via electronic signature, P2
with (trusted) timestamping, we will investigate how P3 can be enabled using
non-interactive zero knowledge proofs ([15], as it presents a systematic overview
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over the greater topic of verifiable privacy-preserving computations), and P4 by
linking provenance information objects.

Table 3. Provenance Holder Properties and their mapping to statements made by
choreography participants. In the statement column the pronoun It is information
about either of the following: result, origin/predecessor or change. The text in bold
highlights where the focus of each property lies. Adopted from [13].

Property Statement by participant Description

P1 “I know it” A result/change/predecessor can be
attributed to a certain identifiable
entity, i.e. choreography participant

P2 “I knew it before” A result/change/predecessor has
been available/known or has
happened at or before a certain
point in time

P3 “I actually know it” Prove that participants know of a
result/change/predecessor (without
information disclosure)

P4 “I know where it came from” Participants have knowledge of the
predecessor of a result/change/
predecessor
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Fig. 2. Provenance Holder Architecture: components, external operations and internal
methods, implemented ones are solid black (adopted from [13])

The Provenance Holder service provides two main operations as part of its
interface (cf. Fig.2): 1) Collect provenance data and 2) Retrieve provenance
information; we call these operations also external operations. The controller,
the adapter and one or more provenance providers are the components of the
Provenance Holder and they carry out four interaction scenarios in order to
realize the two externally provided operations of the Provenance Holder ser-
vice. The interaction scenarios are always combinations of several of the internal
methods?; the (internal) methods are: Record, Retrieve, Validate and Migrate.

3 We use the term method for disambiguation purposes only.
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The adapter is the component ensuring the integration of the Provenance
Holder with other systems and provides the two external operations: Collect
and Retrieve. Its actual design and implementation are specific for the system
with which it has to work to enable the integration and correct communication.

Providers or provenance providers have to implement three methods, record,
retrieve and migrate, certain requirements to fulfil, and ultimately store the
provenance information. The implementation characteristics and complexity
strongly depend on the employed (storage) technology and the needs of dif-
ferent workflow types also come into play when deciding which technology to
use.

( 9e417571b... 1
Name: Loan-baseline-process
Type: Workflow
Version: 9889¢5536...
Change: ... ( b595e88¢5... 1
Signature: ...
timestamp: ... Name: Loan-baseline-process
predecessor: ... predecessor Type: Workflow

Version: ffb71ef91..
Change: e26626fbc...
Signature: ...

timestamps: ...
predecessor: 9e417571b...

Fig. 3. Provenance Information objects representing a change [13]

The controller is in charge of the interaction between the adapter and the
provenance providers so that the Provenance Holder can provide the provenance
service operations to each workflow and choreography. The controller combines
the four methods: record, validate, retrieve and migrate into the realization of
the two operations provided by the Provenance Holder: Collect and Retrieve.
For the collect provenance data operation the controller receives, validates and
relays the provenance information to the providers. For the operation retrieve
provenance information, it combines the methods retrieve and validate. Data
structures to capture and store provenance information, e.g. of change, had to be
defined and supported by all components (cf. Fig.3). During the execution and
adaptation of workflows and choreographies the Provenance Holder constantly
collects provenance data on a very detailed level, including on per-workflow-
activity level. The Record method selects appropriate provider components for
a certain workflow type out of the available providers and uses them to store the
provenance information. Data is validated (with the validation method) before it
is actually handed over to a provider for storage. The Retrieve method is used to
fetch the desired provenance information from the provider components via their
interfaces. The actual data retrieval is done by each provider itself and returned
to the retrieve method. After retrieval, the information is validated before it
is handed over to the adapter component, i.e. the Provenance Holder’s inter-
face implementation. The validation method is called during Recording to verify
the signature and identify the signee the data is “recorded”. If the signature
verification fails due to an invalid signature or an unknown signee, the informa-
tion will not be “recorded”. When calling the Retrieve method, the provenance
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information is fetched from the provenance provider and then validated. The
Migrate method is only used if stored information has to be transferred to a new
provider type or instance, in case such an addition or change is desired/needed
and provides the ability to retrieve all stored provenance information from a
provider at once. Migrations can be triggered both automatically or manually
by an administrator; the actual procedure for migration is out of scope of our
work as related work like [16] is available.

4 Conclusions and Future Work

The goal of this work is to support trusted provenance in collaborative, adaptive,
process-based data processing pipelines. We currently provide the concepts of
capturing provenance of change in such pipelines as well as the architecture of the
corresponding system, including the detailed design of the controller and provider
components of the Provenance Holder. The prototypical implementation of these
components and properties P1, P2 and P4 is available at https://github.com/
ProvenanceHolder /ProvenanceHolder.

Refining the concepts, identification of the adapter requirements, its detailed
architecture and implementation are the future steps in our research. This also
includes the identification and differentiation of change, its capturing and visu-
alisation, how changes are communicated and all supporting data structures.
Subsequently we will work towards the evaluation and extension of both, the
approach and the proof-of-concept implementation.

We recognise that the approach and its realization is not only applicable to
Scientific Workflows, but also to Workflows and to process-based data processing
pipelines in general. Furthermore, we do not rule out the possibility that the
approach may also go beyond this. These are two of the reasons why we will be
following a generic research path and at the same time we have a specific use
case.
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