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1 � Introduction

The introduction of the distance learning format into the educational process has 
caused many different difficulties, one of which is the provision of remote control 
of exams. One of the control activities is the confirmation of the identity of the 
examiner, the primary need of which is when taking the exam. Since the teacher 
does not have the opportunity to remember all the students equally, the problem of 
identifying the identity of the examiners arises, as well as the need for regulatory 
support of the process [1]. In general, it can be characterized as a technology based 
on the implementation of control over the knowledge of students by specially 
trained people (proctors) who are not full-time employees of an educational institu-
tion. However, the possibilities of such methods of control are limited, primarily 
due to low bandwidth. In addition, the question of protecting the user’s personal 
data is relevant [2]. The solution to such difficulties is the development of automa-
tion of identity identification when conducting control measures. Currently, not 
only a login-password is used as an identifier, but also biometric characteristics of a 
person. Today, the biometric identification approach is more effective because it 
reduces the student’s chances of realizing deception or falsehood. We analyze the 
pedagogical applied resources of biometrics as a way of identifying a person based 
on physiological or behavioral characteristics [3].
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2 � Materials and Methods of Research

The study is aimed at determining the rationality of using the results in the proctor-
ing system through a comparative assessment of various approaches to identifying 
the biometric identity of the student used in conducting remote control activities. In 
the course of the study, methods of analysis, comparative analysis, and analytical 
research were used [4].

3 � Results and Their Analysis

Proctoring is a somewhat complex system, built separately, and then a flexible sys-
tem of training or control [5].

Proctoring for remote control of exams was first used by ProctorU (USA) in 
2008: The administrator tracked student examiners through a webcam and recorded 
any violations. Since then, digital technologies have improved significantly, many 
operations have been automated and introduced into the e-learning process, respec-
tively; projecting has been carried out in three main ways [6, 7]:

	1.	 Proctor: A human administrator monitors the progress of the exam through a 
webcam and records violations manually.

	2.	 Auto-proctoring: The program independently checks the identity of the student, 
controls his behavior and the direction of his views, analyzes sounds in the room, 
removes violations on video, and prepares reports.

	3.	 A person and a program – a mixed version: It can be implemented in two ways:

	 (a)	 The whole process is controlled by the program and, in case of violation, 
sends a signal to the Proctor.

	 (b)	 The test takers are controlled by the online administrator himself. The latter 
option is considered the most reliable, since any operation of the program 
can be disrupted [8].

At the same time, the proctor, thanks to the automation of the process, can simul-
taneously take exams from several students and not lose sight of anything [9].

The human biometric characteristics used in autoproctoring are numerous, and 
accordingly, so are the methods of identification. Each approach has its own priori-
ties and vulnerabilities [10].

Modern biometric identification is based on two approaches:

•	 Static approach recognizes the physical parameters of a person throughout his 
life: from birth to death (fingerprints, eyeball feature, retina pattern, thermogram, 
face geometry, hand geometry, and even a fragment of the genetic code).

•	 Dynamic approach analyzes the characteristic features, features of user behavior 
displayed when performing any everyday action (signature, keyboard handwrit-
ing, voice, and much more) [11].
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Despite the variety of biometric approaches, in practice, proctoring systems 
mainly use two: recognition by keyboard handwriting and face image (two-
dimensional or three-dimensional (2D or 3D) image). However, some biometric 
identification methods have the potential to be used in proctoring systems [12–14].

3.1 � Methods of Biometric Identification

Static approach is based on the physiological characteristics of a person present 
with him throughout his life:

•	 Fingerprint identification
•	 Face identification
•	 Identification by the iris of the eye
•	 Identification by hand geometry
•	 Identification by face thermogram
•	 Identification by DNA
•	 Identification based on the acoustic characteristics of the ear
•	 Identification by vein pattern

Dynamic ones take as a basis the behavioral characteristics of people, namely, 
subconscious movements in the process of repeating any ordinary action: handwrit-
ing, voice, and gait [15, 16].

•	 Voice identification.
•	 Identification by handwriting.
•	 Identification by keyboard handwriting and others.
•	 One of the priority types of behavioral biometrics is the manner of typing on the 

keyboard. When it is determined, the printing speed, the pressure on the keys, the 
duration of pressing the key, and the time intervals between presses are 
recorded [17].

A separate biometric factor can be the manner of using the mouse. In addition, 
behavioral biometrics covers a large number of factors unrelated to the computer – 
gait, features of how a person climbs the stairs [18, 19].

There are also combined identification systems using several biometric charac-
teristics, which allows meeting the most stringent requirements for the reliability 
and security of access control systems.

To match by any parameter, the following conditions must be met:

•	 Parameter universality: Each person must have a measurable characteristic 
(except in unique isolated cases) [20].

•	 Uniqueness of the setting: The description must have sufficient differences 
between individuals.

•	 Parameter stability: The biometric characteristic does not change over time, for 
example, in the aging process [21].

Analysis of Biometric Identification Methods Used in Auto-Proctoring
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3.2 � Standardization of Biometric Identification Templates

Biometric authentication is a large-scale segment of the security systems market 
with high potential: both commissioning and development of new technologies. In 
fact, it is no exaggeration to say that every new biometric identification device can 
use new principles and algorithms of operation. Of course, this gives a huge scope 
for the creativity of developers, but it sharply raises the question for the user about 
the compatibility of equipment from different manufacturers and sometimes about 
the compatibility of equipment with different software versions [22, 23].

The Image Group is one of the main research organizations working on the stan-
dardization of biometric technologies. Members of the group serve on various stan-
dardization committees in INCITS/M1, ISO/SC 37 and have the support of the FBI 
and other government agencies around the world. The scope of the group’s interests 
also includes testing algorithms for the operation of biometric devices using facial 
recognition technology, iris, and fingerprints. In particular, there is a free MINEX 
testing service for the latter. The test results are publicly available, which allows 
users and installers to get an additional assessment of the characteristics of the 
equipment they are interested in.

The biometric identification stage is based on a comparison of the data of the 
object to be identified and the biometric benchmark. Such a comparison is made by 
pre-recording and storing biometric information. A scanner for measuring a biomet-
ric characteristic and an algorithm that allows you to compare it with a pre-registered 
characteristic are the main tools of the automated biometric approach, an additional 
assessment of the character of interesting ones [24].

3.3 � Biometric Identification Criteria

To determine the effectiveness of the access control and management system based 
on biometric identification, the following indicators are used [25]:

•	 FAR – false pass ratio
•	 FMR – the probability that the system incorrectly compares the input sample 

with an inappropriate template in the database
•	 FRR – false failure rate
•	 FNMR – the probability that the system is mistaken in determining the matches 

between the input sample and the corresponding template from the database
•	 ROC graph  – visualization of the tradeoff between FAR and FRR 

characteristics
•	 Registration failure rate (FTE or FER) – the rate of unsuccessful attempts to cre-

ate a template from input data (with low quality of the latter)
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•	 Error Retention Rate (FTC) – the probability that an automated system is not 
able to determine biometric input data when they are presented correctly

•	 Template capacity –the maximum number of data sets that can be stored in 
the system

Most of the ways of biometric identification are faced with the same types of 
difficulties: choosing a mathematical algorithm for processing information that pro-
vides maximum accuracy; developing the most convenient and most effective hard-
ware; and overcoming obstacles or distortions that occur when registering indicators. 
Since such difficulties are inherent in all biometric methods of identification and 
differ only in the degree of successful solution, we will dwell in more detail on the 
specific features of biometric technologies [26].

3.4 � Identification by Fingerprints (Dactyloscopy)

Dactyloscopy is the most common technology used today in biometric access con-
trol systems. The technology is based on the uniqueness of papillary patterns on the 
fingers of people. The fingerprint obtained by the scanner is converted into a digital 
code and stored in the database and then compared with the previously entered and 
modified “fingerprint codes.”

Advantages of biometric fingerprint access control in comparison with other bio-
metric systems are user friendliness, ease of creation and use of algorithms, reli-
ability of the approach, availability (including price) and speed of application, and 
high reliability of fingerprint scanning devices.

The main disadvantages of using this approach are destruction of the papillary 
pattern with small scratches, cuts, and chemical reagents and inability of some scan-
ners to read the print with excessive dryness of the skin.

However, the use of this approach in the proctoring system is not effective, where 
attempts to deceive can be easily implemented, for example, a student can be identi-
fied by fingerprint, but another person can perform control measures [27].

3.5 � Identification by the Structure of the Surface

Face recognition is divided into 2D and 3D approaches, which are distinguished by 
the possibility of spatial extrapolation and construction of a volumetric model of the 
face or the creation of a system of control points in a plane (2D) face image.

Analysis of Biometric Identification Methods Used in Auto-Proctoring
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2D technology provides a smooth, two-dimensional image. The face recognition 
program reads the parameters of the face and gives the minimum aggregate images 
of physical and mathematical symbols.

Recognizing a person in his portrait is one of a number of tasks that are directly 
related to the analysis of a person’s face. In addition to such tasks as automatic 
search for the area of the face in photographs and automatic selection of facial 
expressions, which can be considered as sub-areas of pre-processing of images 
when identifying people, other tasks that are not related to facial recognition have 
occurred [28].

�The Advantages and Weaknesses of 2D Technology

2D algorithms are the most popular on the market due to their efficiency and budget. 
High demand pushes the developers of the technology to constantly improve it.

Currently, among the weaknesses of 2D algorithms, we can note high error mar-
gins: false pass – 0.1%; false pass – 2.5%.

�The Advantages and Weaknesses of 3D Technology

3D creates a three-dimensional image and is characterized by the high quality of the 
created image. There are several ways to read the face: laser, scanners with back-
light and digital processing of image bends, and working scanners with photogram-
metric technology.

The main priority of 3D technology is high reading accuracy. The percentage of 
false passes is low, only 0.0005%, and the error failure rate is 0.1%. Other advan-
tages of 3D technology can also be considered:

•	 Availability of equipment
•	 Non-contact
•	 Clarity of the procedure for the student
•	 Use of equipment to monitor the student’s behavior during the exam
•	 The impossibility of falsification due to constant or periodic verification of the 

identity of the student

But this accuracy of work requires complex equipment and approaches to devel-
opment. Therefore, among the weak points, the following can be distinguished: the 
need to purchase expensive cameras to support the 3D function; the lack of accumu-
lated reserves of identified people significantly complicates the analysis of people in 
real time; and the percentage of differences in Twins for personality recognition is 
actually very low [29].
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This direction of identification is developing most dynamically, is of interest to 
developers of mobile applications and devices, and is already used in proctoring 
systems. This technology is widespread due to the simplicity and wide distribution 
of the necessary equipment (video cameras), as well as the naturalness of human 
facial recognition [30].

A way of identification through the pupil of the eye. The structure of the pupil of 
the eye is recognized by it as the main biometric feature in these identification sys-
tems. Each person has a unique pupil structure (the structure of the left and right 
eyes is also different), so it is a reliable biometric sign.

The weak point of this approach is that in the process of pupil identification, 
many systems are currently unable to accurately recognize the image of the pupil, 
interfering conditions: eyelashes, eyelids, glare, corner of the eye, etc.

A special place among other ways of identification is occupied by writing, 
because for a long time the manuscript was the object of careful study and examina-
tion. As a rule, a handwritten signature is used when authenticating in administra-
tive and financial institutions. Signing in writing depends on the psychophysical 
state of the signer and external circumstances. This process is recognized as the 
result of a complex process, such as its dependence on noise and distracting 
moments, for example, as the parameters of the recording device [31].

The ways to automatically recognize writing are as follows:

	1.	 The static (offline) approach analyzes the graphic characteristics of the signature 
as a result; the characteristic features of writing individual letters and elements 
are recorded, and the signature is recognized as a graphic image.

	2.	 The dynamic (online) approach uses a recording device that emits a signal dur-
ing the recording process; in this case, the signature is a set of space-time char-
acteristics of the recording process.

Touch screens or electronic pens, and sometimes virtual reality gloves, are used 
as registration tools. Signatures are recognized by image parameters (points, con-
tour ratio, fragment orientation, and Gray level in pixel tone) or pen movement 
characteristics (pen position, strength, and direction of movement).

The advantage of this approach for the proctoring system is the ability to control 
the student’s text writing and reduce the load on the proctor in case of unnecessary 
verification of the student’s actions. However, such a system may require additional 
costs and improvements.

3.6 � The Way of Identification Through the Entry 
on the Keyboard [32]

The principle of identifying an individual by keyboard handwriting consists in the 
ability to analyze the temporal characteristics of keystrokes when entering a pass-
word phrase.

Analysis of Biometric Identification Methods Used in Auto-Proctoring
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Here, when entering the same phrase several times, a trained user usually per-
forms most of the manipulations on the keyboard at an unconscious level. This cre-
ates the effect of keyboard handwriting, that is, the user forms a stereotype of 
automatic action when entering a password. The controlled keyboard input param-
eters are the time of pressing each key in the password, as well as the time interval 
between pressing adjacent keys.

A large-scale study of this area of recognition made it possible to make marginal 
estimates: The probability of correct recognition of users with stable skills of work-
ing with the keyboard is 98% [33].

Most importantly, the advantage of identifying the user through the keyboard 
handwriting is to combine it with the password phrase approach, that is, the pass-
word breaker must also know the password phrase and fake the characteristics of the 
keyboard handwriting.

However, this approach also has a disadvantage: the instability of the handwrit-
ing settings under different physiological conditions and the similarity of the hand-
writing settings of inexperienced users (entering the password slowly and with one 
or two fingers). This creates the need to restrict the approach to the authentication 
area of users, as the reference differences in a large database will be significantly 
related.

It should be noted that this method of identification is used in many proctoring 
systems; at the same time, the advantages of this approach are the absence of the 
need for additional equipment, simplicity for the user, and the ability to hide the 
identification process for entering a password.

However, this technology is more general and less accurate and less resistant to 
external influences.

3.7 � Identification by Voice

There are two types of systems that identify a speaker by voice: analysis of the pro-
nunciation of a code phrase or phoneme and fluency analysis. Here, speech analysis 
is used in computers and mobile devices to authenticate users, often with any other 
modality-face images, teeth, etc. This is a significant relief. The main problem of 
voice identification is the technical vulnerability of the registration system for inter-
ference and noise caused by both the external environment and the features of the 
microphone structure. The decrease in recognition accuracy makes it impossible to 
use this approach in another biometric modality without insurance of the identifica-
tion system. The considered approach has the potential to be used in the proctoring 
system in solving technical problems related to noise and voice recognition algo-
rithms [34].
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�Electrocardiogram Identification Method

Over the past few years, one can observe a number of publications suggesting the 
use of ECG as a biometric measurement. Electrocardiogram: The stability of the 
signal structure allows it to be used in multimodal biometric identification systems 
of subjects and in some cases as a single-modal system. There are several ways to 
analyze the electrocardiogram graph:

•	 Analysis of unique representations
•	 Analysis of differences between P, QRS, and T-complexes and their temporal 

characteristics
•	 Analysis of the vector structure of the cardiogram and analysis of the biody-

namic signature (BDS)

The main problems of electrocardiographic identification are the relatively high 
error rate (5% or more) and the vulnerability of identification to physiological 
changes occurring in the human body over time (circadian rhythms and the conse-
quences of diseases that change some parameters of the heart rate of the load). 
Advantages of this approach are: It is impossible to deceive the system with arti-
facts, it is impossible to imagine the electrocardiogram signal, the individual unique-
ness of the electrocardiogram does not depend on external conditions, and the 
training factor is also excluded.

To this approach, T. W. Shen, W. J. Tompkins, and Y. H. Hu conducted a study on 
the feasibility of using an electrocardiogram as a new biometric identification 
method. As a result of their research, it was proved that the use of an electrocardio-
gram is sufficient to identify a specific person from a certain group of candidates. 
The exception here, unlike fingerprint identification, is the one-dimensional 
approach, in which the electrocardiogram is not two dimensional but imposes high 
requirements on the algorithms used [35].

Despite considerable efforts aimed at the development of the electrocardiogram 
as a biometric modality, several important questions remain: factors related to 
changes in heart rate, changes in time, and the peculiarities of a person’s life.

Currently, this type of identification is recognized as one of the promising 
approaches. After all, it has a number of advantages:

•	 Dynamic parameter analysis is carried out, which allows continuous monitoring 
and authentication.

•	 In priority of compactness and convenience of devices, a small one sensor-
bracelet is required.

•	 Possibility of integration with the body condition monitoring system.
•	 The impossibility of hacking the system.
•	 The ability to control the psychophysiological state of a person, which allows 

taking into account the real reaction of a person in his behavior.

Analysis of Biometric Identification Methods Used in Auto-Proctoring
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�Identification by Features of Eye Movements

Another way to establish identity in the identification process is to track users’ eye 
movements. To use the approach, an eye-tracker, a device, a remote student account, 
and the direction of the approach to the device are required. During the experimen-
tal study, Nguyen Viet Cuong, Vu Dinh, and Lam Sang achieved an identification 
accuracy of 93.56%. The ability to track the orientation of the student’s gaze is the 
main advantage of this approach. However, since this approach requires additional 
accurate and expensive equipment in terms of identification, its use in the proctoring 
system is inefficient. The fact is that currently systems using conventional cameras 
are prone to image distortion and have low accuracy.

4 � Conclusion

Static biometric approaches are more accurate than dynamic ones, but they are eas-
ier to break because it is much easier to create a static human parameter. Static 
identification methods are minimally in demand in mathematical registration 
devices. The parameters fixed in these approaches have been studied in more detail. 
However, the requirements of static approaches to the required equipment are high, 
for example, the use of high-quality optics.

Currently, there is a huge amount of research on dynamic identification 
approaches, which makes it possible to assume that in the near future their short-
comings will be eliminated. It can be noted that the accuracy of all methods increases 
significantly when the user uses an authentication system (confirmation of a certain 
person), rather than an identification system (search for matches in the database). 
Thus, the system has the task of determining the probability that a particular person 
does not meet its biometric standard. This approach, as well as the multimodality of 
the system, allows us to confirm the identity of the student with very high accuracy, 
having various opportunities for interaction and control during the exam without 
compromising his finances and convenience.

Of course, the choice of a biometric authentication method for an access control 
system depends primarily on the requirements for it. However, a comparison of 
biometric methods by a combination of factors clearly showed their general advan-
tages. We can see it in the comparative analysis of biometric identification tech-
niques used in autoproctoring, shown in Table 1.
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