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Abstract. The EU AI Act is the proposed EU legislation concerning Al
systems. The goal of this paper is to determine on which areas organiza-
tions should focus with regards to compliance with the ATA. This paper
identifies several categories of the Al Act. Based on this categorization, a
questionnaire is developed that serves as a tool to offer insights by creat-
ing quantitative data. Analysis of the data shows various challenges for
organizations in different compliance categories. The influence of organi-
zation characteristics, such as size and sector, is examined to determine
the impact on compliance. The paper will also share qualitative data on
which questions were prevalent among respondents, both on the content
of the AT Act as on the application. The paper concludes by stating that
there is still room for improvement in terms of compliance with the ATA
and refers to a related project that examines a solution to help these
organizations.
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1 Introduction

The EU AI Act (in this paper abbreviated as AIA) is a proposed regulation (law)
by the European Commission that aims to regulate the application of artificial
intelligence in the European Union. The proposed regulation was published in
2021 and is currently under review by the European Parliament and the Council
of the European Union. It defines which Al systems are categorized as high-risk
and the rules applicable before a high-risk AI can be used [1]. At the time of
writing, it is unknown when the ATA will become in effect [2].

One of the challenges in complying with the AIA is that Al systems are devel-
oped and maintained by a chain of actors, including software developers, data sci-
entists, and engineers. The challenges for organizations are further complicated
because of the interdisciplinary character of legal, technical, and domain-specific
responsibilities. For an organization to comply, it must be able to interpret the
contours implied by the act and translate this information into relevant require-
ments.
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This paper identifies areas where organizations face challenges when con-
sidering current and future compliance with the AIA. The following steps are
undertaken to identify these areas. Initially, categories of concern within the
ATA are identified. Based on this categorization, a questionnaire is constructed
to gather insights into how organizations handle the requirements associated
with each category. The questionnaire is further refined through expert reflec-
tion, and trial runs to ensure its effectiveness.

2 Relevant Literature

Usman et al. observes that organizations can be subject to multiple regulations,
which may lead to several challenges. First, there can be conflicting requirements.
Second, some regulations are not well-defined, leaving the development team
unsure how to implement them. After implementation, it can be challenging to
verify that the software system meets all the requirements [3].

Research on privacy regulations showed that many small medium enterprises
(SMEs) do not possess sufficient knowledge of the regulations to achieve compli-
ance. Besides the risk of fines, compliance is essential to sustain if organizations
want to supply services to other compliant organizations [4].

There can be a significant difference in compliance for different sectors. And
one study performed in Malaysia concluded that Government-owned organiza-
tions generally demonstrate a lower degree of compliance than other organiza-
tions [5].

Most existing research on the ATA has a theoretical perspective, focusing
mainly on the quality of the content of the AIA rather than on the application.
One study concludes that the AIA is a good attempt but has several weaknesses.
For instance, many parts are ambiguous, making it hard for organizations to
define rules to self-assess against [6]. Another study concludes that the ATA
is generally well-constructed but advises that the proposal should not rely so
heavily on internal controls. External oversight is a necessity [7].

A notable research gap exists regarding the future compliance of organiza-
tions with the ATA and their level of preparedness. The existing literature covers
two parts. First, compliance with existing regulations like GDPR. Second, crit-
ical analysis of the content of the AIA. There is a lack of insight into how
organizations will navigate compliance with the ATA and the extent to which
they are prepared. This paper aims to address this research gap by providing
insights into the level of preparedness and the challenges organizations will face
in complying with the ATA.

3 Methodology

3.1 Identifying Categories in the ATA

Figure 1 shows an overview of the relevant documentation for AIA compliance.
The AIA focuses on subjects such as technical documentation, user commu-
nication and risks to human rights and discrimination. However, to ensure a
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manageable questionnaire size, a decision was made to exclude certain subjects
discussed in the ATA. The subjects of robustness, cybersecurity, logging, report-
ing, and audit preparedness were omitted from the questionnaire. This exclusion
was primarily driven by the need to reduce the questionnaire’s length, mak-
ing it more feasible for potential respondents to complete. Although relevant to
AT development, these subjects are broader and primarily associated with IT
development.

Based on this selection, Fig. 2 shows a hierarchical breakdown of relevant key
subject areas from the AIA used as a basis for the questionnaire. The breakdown
in Fig.2 is a result of highlighting key subject areas of the AIA and breaking
them down into categories. This was done by focusing on the parts that are most
relevant for organizations and summarizing the important information.

AIA Compliance Package

Technical Documentation

’ Quality Management System ‘
A

Post-Market Monitoring Plan

User Information

Risk Management System

T_‘

General Description Identified risks Contact details
Besbubeig s Eliminated risks User manual
?/I v Mitigated risks Human oversight
onitoring d N
Residual risks
Plan for logs, timestamps, Testing procedures

Modification procedures

input data and user id.
Data management

Fig. 1. Overview of the ATA compliance documentation

3.2 Creating and Refining the Questionnaire

The categories in Fig. 2 were used to create a questionnaire that assesses compli-
ance with the ATA. The final questionnaire contains 5 parts: data & model inter-
nals, technical documentation, user communication, model monitoring (includ-
ing human oversight), and risk management (including quality management and
risk management).

The construction of the questionnaire involved several iterative steps to
improve its validity and reliability. Existing questions were rephrased to trans-
form open-ended questions into closed questions. Proxy questions were incor-
porated to ensure fair and reasonable responses. For example, the statement
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Training/validation and test data should | _ _ﬁ Data

be sufficiently relevant, representative,
free of errors, complete and appropriate
statistical properties.

Assessment of availability, quantity and | |
suitability of the data.

’ Examination of possible bias. —

Identification of possible data gaps or | |
shortcomings and how to address these.

Assessment of human oversight
measures and technical measures to
facilitate the interpretation of the output.

Technical
documentation

Validation and testing procedures used,
metrics to measure accuracy,
robustness, cybersecurity and

compliance.

Instructions of use including information User
around possible risks to rights and communication
discrimination, the level of accuracy
should be.

The system must be overseen by a > Human oversight
natural person, this person must have
the ability to take action that cannot be
overwritten, this person must have the
necessary competence, training and

authority.

‘ Systems should perform consistently N ‘
and meet an appropriate level of
accuracy in accordance with state of the
art.

learning after placement must be _>{ Monitoring
accompanied by rules which establish
that changes to the algorithm and its

performance have been assessed and
pre-determined by the provider.

Accuracy

. Quality
a quality management system should be )
established for governance purposes ma::sgt:r:‘ent
must be established, implemented, Risk management |
documented and maintained. This is an —> system

iterative process requiring regular
updating.

Fig. 2. Overview of key subject areas from the ATA

“My organization identifies and mitigates risks associated with a dataset” is
supported by the question, “How often does your organization mitigate risks in
a dataset?”.

The questionnaire contains around 90 questions, which took respondents
about 15 min to answer.! Feedback was gathered on the questionnaire from two
organizations through an online interactive trial run. Most questions are ‘state-

! Questionnaire: https://hva.eu.qualtrics.com/jfe/form/SV_9sFXWLoj5uFoaua.
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ment questions’, ‘how often’ questions and ‘who’ questions as can be seen in
the template questions in Figs. 3, 4 and 5. “Statement questions” rely primarily
on respondents’ perspectives, whereas other questions are more objective. This
observation is used to compute a “compliance score”.

Q75

Professionals in my organization are aware that data can be biased.

Strongly disagree Somewhat disagree Neither agree nor disagree Somewhat agree Strongly agree

Fig. 3. ‘Statement...” questions

Q36

How often does your organization mitigate risks in a dataset?

In almost every project
Often
Seldom

This has never happened

Fig. 4. ‘How often...” questions

Interactive interviews are conducted with multiple respondents based on the
questionnaire. An online questionnaire is also circulated to obtain a broader
range of responses. In total, seven responses were obtained through interactive
interviews, supplemented by eight responses gathered online.

3.3 Response Rating

Each of the fifteen responses is rated using a three-point range. The scoring
process aims to quantify the responses for each questionnaire category to enable
numeric comparison. The questionnaire data is rated using a rule-based system.
The rule-based system involves manually creating rules that are used to score
each entry in the dataset automatically.?

The following categories from the questionnaire are used: data and model
internals, technical documentation, user communication, model monitoring, and
risk management. Generally, each question has a “perfect” answer worth 2
points, followed by “reasonable” answers worth 1 point. If a question had multi-
ple options that should be selected, each option is worth 1/2 point. The remain-
ing answers score 0 points. The perfect answer aligns closely with the require-
ments stated in the AT Act. The point distribution for each question is summa-
rized in Fig. 6.

2 Code: https://gitfront.io/r/user-7646844/ZTQB4rfx5SYN /CustomLLM/.


https://gitfront.io/r/user-7646844/ZTQB4rfx5SYN/CustomLLM/
https://gitfront.io/r/user-7646844/ZTQB4rfx5SYN/CustomLLM/

70 J. Walters et al.

Q48

With which stakeholders are test results communicated?

The overview of how the automated scoring process was implemented is
shown in Fig. 7. Each respondent’s score for each category is calculated along
with the reflection score. The reflection score is a measure of how well an orga-
nization understands its own compliance with the AT Act. Figure 7 shows that
this score is calculated by determining the ratio of “statement questions” and
other questions (process). Statement questions rely primarily on respondents’
perspectives, whereas other questions are more objective. The reflection score

Compliance professionals

Digital marketing professionals

Model development professionals

Production and maintenance professionals

None

Fig.5. ‘Who...” questions

determines if an organization over- or underestimates itself.

Question

Statement

How often...

Do you...

Who...

To what
extent...

How many...

When...

What type...

Overig

Answer

1-6 scale

MC

Yes/No

MC

0-10 scale

MC

MC

MC

MC

N. of
questions

25

24

Scoring

Strongly agree = 2 points
Somewhat agree - 1 point
Neutral - 0.5 point

Disagree - 0 points

For every model - 2 points
For most models - 1 point
For a few or never - 0 points

Yes - 2 points
No - 0 points

0.5 point per stakeholder

Not scored, but used to gain insight into the
organization characteristics.

If someone is responsible - 2 points

If multiple people are partially responsible = 1 point

If no one is responsible - 0 points

In every iteration of a project - 2 points
Once at a relevant time = 1 points
Sometimes or at the wrong time - 0 points

Differs per question. Generally if a suitable method is
present 2 points, if they are working on it 1 point

otherwise 0 points.

Differs per question.

Fig. 6. Points given per question type
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For example, if an organization strongly agrees that they communicate
accepted risks of the system with the user, but also states that they never mea-
sure a model’s risk, there appears to be an overestimation by the respondent.
Conversely, if an organization scores low on statement questions but high on
other questions, it may be underestimating its compliance. The reflection score
is added to show the validity of the responses and to help organizations better
understand their own compliance.

4 Results

4.1 Identifying Focus Areas

The average percentage score for each category of the questionnaire is shown
in Fig.8. The overall average compliance score for all respondents and cate-
gories is 57%. The average reflection score is 1.0, suggesting that organizations
demonstrate good self-awareness. Figure 8 reveals variations in compliance scores
across different categories. The questionnaire results show that many organiza-
tions lack procedures for technical documentation and do not have someone
trained to determine compliance requirements. Regarding data and model inter-
nals, organizations struggle with training employees on data and model bias.
User communication presents challenges in determining metrics for measuring
model risks on rights and discrimination. Risk management systems are found
to be lacking in some organizations. Model monitoring shows a mixed trend,
with some organizations adequately updating models when needed and having
protocols in place to determine if data is outdated.

4.2 Organization Characteristics’ Influence

Organizations with 1-50 employees scored lower than organizations with 51+
employees. As for the industry, the dataset is too small to draw any conclusions.
There is a large variance in compliance scores for the IT sector, from 26% to
67%. One organization felt that their ISO certification helped them to comply
with the AIA. Organizations with more Al experience in years did not score
better compared to organizations relatively new to Al.
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Data analysis I 3
3. Automated Scoring
Calculate perfect score
1. Data Processing Per response:
Per H
Dropping columns Per rule:
- metadata " .
- organization name met:
- organization ct isti Update
To numeric Update reflection score

4. Output Per Response |

2. Defining Rules % of points achieved per aspect

% of points scored in total
{ , , . , type, perfect}

Reflection score
l_> Process points (%) > 1 under-estimating compliance
<10 imating compliance
Scale points (%) =1 accurately estimating compliance

Question: "Q80" or "Q80_1" for one-hot encoding

Condition: "response==1"

Score: either 2, 1 or 0.5

> 5, Post-Scoring Analysis
Aspect: data, documentation, user, monitoring or risk

Correlate output per response with:
Type: Process or scale (self- i ‘ - organization size

- organization field
Perfect: Yes/no, user to determine total achievable points - Al experience

- interviewee position

Fig. 7. Scoring system of questionnaire data

4.3 Prevalent Questions

Besides the challenges mentioned in Sect. 4.1, this paper also contributes to bet-
ter understanding the challenges of organizations by identifying common ques-
tions among respondents. The interactive interviews identified several prevalent
questions among respondents, both on the content of the AIA as on the applica-
tion within their organization. These questions are either directly asked by the
organization, or extracted from the answers on the questionnaire. For instance,
when asked what data risks organizations have dealt with in the past years,
almost all organizations gave an answer relating to GDPR compliance. In reality,
there are many other risks besides GDPR compliance that the AIA is concerned
with, so the question would be, ‘What other risks besides data privacy should
my organization be concerned with?’.

The identified prevalent questions among most organizations are as follows:
Questions on the content of the ATA:

1. Should technical documentation also be written for non-technical people?
2. Does the AIA stipulate that we need someone to monitor the AI models
full-time?

Does the AIA require me to work with encrypted data only?

How should we deal with missing data according to the AIA?

5. What other data risks besides data privacy should my organization be con-
cerned with?

What does the ATA mean by high-risk AI?

7. Does the AIA require an external audit?

Ll

o
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Which documents should be included in the compliance documentation?
Does the ATA mention metrics that should be used to determine a model’s
risks for rights and discrimination?

What does the AIA mean by ‘human oversight’?

Questions on the application of the AIA within their organization:

R

10.

100 Average Scores for Each Category

80

62% 62%
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47%
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Fig. 8. Percentage of points per questionnaire category

To which extent does my ISO certification help towards ATA compliance?
Does GDPR training also include data bias and model bias training?
What are the biggest risks to AIA compliance when data is gathered in-
house?

Our organization uses data from customers; what are some of the biggest
risks when aiming for AIA compliance?

We only use ChatGPT and other out-of-the-box AI models; should we still
be concerned with the ATA?

. What can we do to improve ATA compliance concerning our technical doc-

umentation?

We currently don’t communicate anything about our models with our users;
how can we better communicate information with the users for ATA com-
pliance?

Our organization is very small, and no one is specialized in compliance;
where do we even begin to achieve ATA compliance?

We currently have no idea if we communicate with our stakeholders accord-
ing to the AIA; how should we assess this to make improvements?

The ATA stipulates that accuracy should be according to the state of the
art. This seems very vague; how should I go about achieving state-of-the-art
accuracy?
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These questions can be useful for future research to understand the needs of
organizations.?

5 Conclusion

This paper examines in which areas organizations seem to be struggling with
regards to current and future compliance with the ATA. A conceptual framework
has been constructed based on a review of the act. A questionnaire is formulated
based on the framework. Fifteen organizations answered the entire questionnaire.

A compliance score is calculated using a rule-based system that awards points
for answers following the contents of the ATA. Organizations achieve an average
compliance score of 57% compared to the ‘perfect’ score. This score indicates
there is room for improvement towards AIA readiness. Organizations are best
prepared on model monitoring and risk management but score the lowest, with
47%, on technical documentation.

The duration of Al usage by organizations does not result in a higher com-
pliance score. The same goes for IT organizations compared to non-IT organi-
zations. Overall, this paper contributes to the growing body of knowledge on
the impl042weementation of the ATA. The paper is the first to identify focus
areas for different categories of the AIA to help organizations better prepare.
Organizations will need help dealing with the questions and challenges they are
facing.

6 Future Research

Several approaches for future research are identified. First, the predictive power
of the questionnaire should be tested to see if the questionnaire can predict if
an organization will pass the self-assessment. More qualitative data should be
gathered by observing the ATA compliance processes. This data can then be used
to refine the questionnaire for different organizations’ sizes and sectors.
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3 Future research from one of the authors of this paper has focused
on examining how organizations can be supported with these questions:
https://www.babelfish.nl/blog/unraveling-aia-with-1lm.
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