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Abstract. The introduction of smart metering systems is a paradigm
shift for the power grid. New business cases such as virtual power plants
and local flexibility markets are evolving. Security risks and the potential
consequences of smart-grid-enabled business cases have been assessed by
researchers. However, the research efforts have not ranked the business
cases according to their potential disruptive consequences, which makes
it difficult to prioritize risk reduction measures.

This chapter describes the results of a survey of market players that
sought to rank smart-grid-enabled business cases based on their percep-
tions of cyber attack consequences. As expected, the consequence percep-
tions of the market players vary considerably between the business cases.
Consequence scenarios suggested by the market players are employed to
explain the highest-ranked business cases, which include digital twins,
remote access to smart meter circuit breakers, and grid flexibility and
balance management. The survey results can support governments and
market players in assessing power grid risk and prioritizing risk reduction
measures.

Keywords: Smart Grids + Business Cases + Cyber Attacks -
Consequences

1 Introduction

Power grids are large and complex systems of systems. Regional grids are con-
nected by transmission lines and national grids are synchronized across borders.
Market players such as authorities, grid operators, end-users, vendors and gen-
erators must work coherently to ensure safe and reliable grid operation. Digital-
ization and smart functions are increasingly employed to support and enhance
market player interactions.

The U.S. National Institute of Standards and Technology defines a smart
grid as “a power network that uses information technology to deliver electricity
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Fig. 1. Voltage properties on a power distribution line [11].

efficiently, reliably and securely” [16]. Future smart grids will need much digital-
ization to accommodate the shift to green energy in Europe and elsewhere in the
world. Because green energy resources are highly decentralized and volatile, dig-
ital systems are necessary to balance power production and consumption. The
expected increases in digital management and grid complexity will render it more
challenging than ever to combat cyber attacks and mitigate their consequences.

This study applies the U.S. Cybersecurity and Infrastructure Security Agency
definition of consequences — “[t]he effect of a loss of confidentiality, integrity or
availability of information or an information system on an organization’s opera-
tions, its assets, on individuals, other organizations, or on national interests” [15].
Table 1 summarizes the consequences of key cyber attacks on European power
market players as reported by the news media between 2015 and 2022.

The key function of a smart grid is power supply. The grid requires supervi-
sion, control and protection equipment to remain operational. Grid protection
is provided by protective relays, automatic devices that sense abnormal grid
conditions and operate circuit breakers to disconnect faulty portions of the grid.

The most common protective relays are overcurrent, differential, directional
and distance (impedance) relays. They differ in their functions, input measure-
ments and triggering abnormalities. While protective relays are adequate in clas-
sical power grids, significant complexities to their use are imposed by the smart
grid concept. The complexities arise from the large volume of distributed energy
resources (DERs) and the need for self-healing [10]. As a result, protective relays
that change their settings in real-time are required [13,17-19].

Figure 1 shows a simplified illustration of voltages on a power distribution
line with and without the presence of distributed energy resources [11]. Manipu-
lations of distributed energy resources may cause the power line voltage to peak
or drop, crossing beyond the safety limits. As a result, protective relays will
disconnect certain distributed energy resources or, in the worst case, disconnect
the power line itself.

The introduction of smart metering systems is the first step in the realiza-
tion of smart grids [28]. The next steps will involve artificial intelligence, digital
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Fig. 2. Smart-grid-enabled business case examples.

twins and other evolving and potentially disruptive technologies. The massive
amounts of data collected, communicated and processed by smart grids will pro-
pel innovation and many new business cases.

A business case describes perceived business needs that provide services or
products. In this study, smart-grid-enabled (SGE) business cases are defined as
services or products that utilize the information technology layer of the power
network to support smart grid functions.

Figure 2 shows examples of smart-grid-enabled business cases. The business
cases include virtual power plants that aggregate distributed energy resources
to sell energy in the wholesale market, smart appliances that react automati-
cally to pricing and other management signals to manage power consumption,
digital twins that simulate turbine and grid component wear and tear for main-
tenance planning, and local flexibility markets that leverage end-users to balance
distribution grids.

This research has focused on developing a ranking of the perceived conse-
quences of cyber attacks on smart-grid-enabled business cases. Researchers have
attempted to evaluate the risks to smart-grid-enabled business cases [1,12,21].
However, their efforts cover the potential consequences of cyber attacks on single
business cases or limited sets of business cases. Additionally, since the business
cases are not ranked by their consequence levels, it is difficult to determine which
business cases should be prioritized for risk reduction investments. This is prob-
lematic because security investments may be directed at business cases with low
cyber attack consequences instead of business cases that are critical.
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Fig. 3. Research articles in smart-grid-enabled business areas [1].

The focus of this research was to determine the smart-grid-enabled business
cases perceived as having the most severe cyber attack consequences. The goal
was to rank smart-grid-enabled business cases based on their potential conse-
quence levels. The ranking is vital to entities that own or operate grid infras-
tructure assets, entities that provide services and authorities that regulate grid
security. The ranking would also be a good starting point for researchers pursu-
ing other inquiries such as validating consequence levels through simulation.

2 Previous Work

Several researchers have discussed the consequences of cyber attacks on smart-
grid-enabled business cases. However, most of them consider single business cases
such as smart meters [2], electrical vehicle (EV) charging [9] or distributed energy
resources [11]. Other researchers have analyzed the consequences of cyber attacks
on multiple business cases. For example, Li et al. [12] reviewed cyber attack
methods on cyber-physical power systems, identifying outages as consequences
of cyber attacks on smart substations and financial loss and billing difficulties as
consequences of cyber attacks on smart meter systems. Procopiou and Komni-
nos [21] analyzed current and future smart grid threats and their consequences.
Their analysis used smart homes as the starting point and included evaluations
of load control, demand response and outage management systems.

Abraham et al. [1] have conducted a study of research articles that dis-
cuss consequence verification during smart-grid-related risk assessments. Figure 3
shows the distribution of articles by business area. If the most-covered business
areas are those with the greatest consequences, the distribution suggests that
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business cases involving advanced metering infrastructures/smart metering sys-
tems, grid distribution and microgrids have the highest consequence levels.

In summary, previous work has focused on the consequences of cyber attacks
on smart-grid-enabled business cases. However, the efforts do not rank business
cases based on their consequence levels. Additionally, the efforts are relatively
narrow in that they focus on single or small sets of business cases.

3 Survey Methodology

The research methodology described in this chapter engaged an interview-based
exploratory survey. The research objective was to establish a ranked list of smart-
grid-enabled business cases based on their perceived cyber attack consequence
levels. The ranking would indicate the business cases that require further con-
sequence assessments to identify high-risk products and services in future smart
grids.

Specifically, the research study sought to determine the smart-grid-enabled
business cases in Norway with the most severe perceived cyber attack conse-
quences. Norway is one of the most digitalized countries in the world [14]. In
2022, the Norwegian energy mix was 89% hydroelectric and 10% wind [4]. The
country achieved 97% smart meter coverage in January 2019 [30]. In 2022, 21%
of all operational automobiles and 79% of automobiles sold were electric vehi-
cles [27]. The rapid digitalization and increasing complexity of the Norwegian
power grid make it vital to understand the consequences of cyber attacks on
smart-grid-enabled business cases.

3.1 Interviews

A total of 22 interviewees from 17 Norwegian power market players were solicited
for their perceptions of the potential consequences of cyber attacks on smart-
grid-enabled business cases. Nineteen interviews were conducted in Norway
between December 2022 and April 2023, each interview lasting between 45 and
60 min. The interviewees comprised 16 males and six females. Two interviewees
were in the 20-30 age group, six in the 3040 age group, five in the 40-50 age
group, three in the 50-60 age group and six in the 60-70 age group. All the inter-
viewees, except for the four end-users and three of the five authority employees,
had extensive technical backgrounds in cyber security and/or information tech-
nology.

Table 2 provides details about the 22 interviewees. The interviewees were
drawn from five types of entities, authorities, grid operators, end-users, vendors
and generators. The sizes of the entities were determined based on their Nor-
wegian krone revenues converted to their euro equivalents. The Proff Forvalt
business information tool [22] was used to obtain annual revenue turnover data.
The European Commission definitions of entity sizes [5] were employed based on
their annual turnover: micro (up to two million euros), small (above two million
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Table 2. Interviewee characteristics.

Market Player | Entity/Role Size I Ni | BC
Authorities Norwegian Energy Regulatory Authority Medium | 3 | 3 24
Norwegian Water Resources and Energy Directorate | Large 1 1
Norwegian Data Protection Authority Medium | 1 |1
Grid Operators | Transmission system operator Large 1 1 21
Distribution system operator Large 1 1
Distribution system operator Small 1 1
Grid operator association Small 1 1
End-Users Private consumer N/A 1|1 16
Private prosumer N/A 1|1
Real estate company Large 1 2
Private end-user association Medium | 1 1
Vendors Smart meter vendor Small 1 |2 15
Grid component/technology vendor Large 1 1
Technology vendor Large 1 1
Generators Hydroelectric and wind power Large 1 1 13
Renewables and energy community Micro 1 |2
Hydroelectric power Large 1 1
19|22 | 59
I: Number of interviews, Ni: Number of interviewees, BC: Number of business

cases

up to ten million euros), medium (above ten million up to 50 million euros) and
large (above 50 million euros).

The interview process relied on the Australian Council for Educational
Research (ACER) creative thinking framework [23]. ACER defines creative
thinking as “the capacity to generate many different kinds of ideas, manipulate
ideas in unusual ways and make unconventional connections in order to outline
novel possibilities that have the potential to elegantly meet a given purpose.”

In the context of this research, the novelty of the business cases called for
creativity in identifying potential consequences. The ACER creative thinking
framework provides three overarching strands comprising various aspects that
support creative thinking. The three strands and six aspects shown in Table 3
were used in the interview process.

Table 4 shows an example of a completed survey form.

Consequence ranks and consequence ratings were assigned to assess smart-
grid-enabled business cases based on the perceived consequences:

— Consequence Ranks: 1 (highest rank), 2, ..., N (lowest rank).
— Consequence Ratings: Very High, High, Moderate, Low, Very Low.

Consequence ranking was employed to compare smart-grid-enabled business
cases against each other by assigning ranks from 1 to N, where N is the number
of business cases. Consequence rating was used to compare smart-grid-enabled
business cases using a scale from Very High to Very Low. The advantage gained
from using consequence ranks and ratings is that the two methods mutually
validate each other.
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Table 3. Interview process based on the ACER creative thinking framework [23].

Strand
Strand 1

Aspect Description

Generation of business cases
Aspect 1.1 | Number of business cases

Aspect 1.2 | Detail levels of business cases

Strand 2 Scenario experimentation
Aspect 2.1

Aspect 2.2

Perspective shifting

Scenario manipulation

Strand 3 Ranking and quality control
Aspect 3.1

Aspect 3.2 | Rank validation through rating

Fitting after ranking

Table 4. Example of a completed survey form.

Business Case

Scenario Description

Consequence Rank
(Rating)

Remote access to
smart meter circuit
breakers

Remote access to
large numbers of
circuit breakers
leading to a massive
outage

1 (Very High)

E-mobility and Remote access to 2 (High)
charging services manage charging

loads leading to a

small outage
Direct metering of | Disclosure of private | N (Low)

individual
appliances

consumption data

Cyber attacks compromise the confidentiality, integrity or availability of
information and information systems [15]. In turn, the compromises negatively
impact an organization’s assets, operations and individuals, other organizations
or national interests. The interview guide used in the study specified the evalua-
tion of consequences according to the European Union Network and Information
Security (NIS) Directive (Article 6, No. 1) [6]. The directive lists six factors that
should be considered when determining the significance of a disruptive impact:

— Number of users relying on the business case.
— Dependencies of other sectors on the business case.
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Potential impacts of incidents, in terms of degrees and durations, on economic
and societal activities or public safety.

Market share of the business case.

— Geographic spread with regard to the areas affected by the incidents.

— Importance of the business case for maintaining a sufficient level of service,
taking into account the availability of alternative means for providing the
service.

The study did not employ a consequence matrix with threshold values, such
as for financial loss or blackout duration, for the consequence levels. Instead,
interviewees provided ranks and ratings for smart-grid-enabled business cases
subjectively based on their perceptions.

3.2 Data Analysis

To enable the data analysis, perceived consequence ratings were given conse-
quence scores S as follows: Very High (S = 5), High (S = 4), Moderate (S
= 3), Low (S = 2) and Very Low (S = 1). The individual consequence scores
provided by the interviewees were combined to determine the total consequence
score for each smart-grid-enabled business case. The computation employed a
methodology used to evaluate the evidence strength of identity documents [29].
Specifically, the total consequence score B; for the j* smart-grid-enabled busi-
ness case is given by:

Nog. .
szsl,ﬁzZ% (1)
i=2
where S; ; is the score provided by interviewee ¢ for business case j. The con-
vergent series used to compute the total score requires the first score Sp; to
have the greatest value and the remaining scores have exponential reductions in
their values. For this reason, the individual scores for a business case are ordered
from the highest to the lowest values. The first score S ; is always the highest
individual score and the last score Sy ; is always the lowest individual score.
The advantage of the methodology is that a single individual outlier score of
say, Very High, for a business case would not be valued too highly. Specifically,
the business case would not be valued higher than a business case whose indi-
vidual scores have more consensus. Another advantage is that a large number
of low individual scores would prevent the total consequence score from having
a high value. Figure4 demonstrates the convergent function properties for two
computations, one (A) with individual ordered scores 1,1,1,1 and the other (B)
with individual ordered scores 3,2, 2, 2.
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4 Results

Tables 5, 6, 7 and 8 present the 59 smart-grid-enabled business cases provided
by the interviewees ranked by their perceived consequence scores adjusted for
consensus. The business cases are ranked based on the combination of the inter-
viewees’ perceived consequence ratings and interviewee consensus according to
Eq. 1. The smart-grid-enabled business cases with the greatest perceived conse-
quences adjusted for consensus are digital twins, remote access to smart meter
circuit breakers, and grid flexibility and balance management.

To understand the consequence rating data in the tables, consider the top-
ranked digital twins business case. For this business case, the entry 1 (O1) for
the High rating means that one interviewee (1) gave it a High rating and this
one interviewee was from a grid operator (O1). Also, the entry 3 (O1, E2) for the
Very High rating means that three interviewees (3) gave it Very High ratings,
and one of the three interviewees was from a grid operator (O1) and the other
two interviewees were end-users (E2).

Table 9 shows the consequence scenarios for the smart-grid-enabled business
cases with the top ten ranks in Tables 5, 6, 7 and 8. The top four business cases all
have power outage as their main consequence. Privacy and financial consequences
are relevant to the fifth-ranked business case. Business cases ranked six through
nine have grid instability in their consequence scenarios. National security and
financial consequences are relevant to the tenth-ranked business case.

Table 10 shows the smart-grid-enabled business cases with the greatest per-
ceived consequence ranks per interviewee for each market player group. Some of
the market players in the same group ranked the same business cases on top.
However, none of the top-ranked business cases were identified by two or more
market player groups. Thus, there are considerable differences in the perceptions
of different market players regarding the business cases with the greatest cyber
attack consequences.

Figure 5 shows the smart-grid-enabled business cases with the highest con-
sensus on the consequence ratings. Despite having 22 interviewees, the maximal
consensus is four interviewees for one smart-grid-enabled business case. Also,
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Table 9. Ten business cases with the greatest perceived consequences.

Rank | Business Case Consequence Scenario

1 Digital twins Adversaries with access to grid-related digital
twins may use them to identify vulnerabilities,
optimize damage or disturb operations, leading
to large outages. Access to digital twins of
building energy management systems can help
enable manipulations leading to financial
consequences or physical damage

2 Remote access to smart Adversaries may gain remote access to circuit

meter circuit breakers breakers, leading to small to large outages

3 Grid flexibility and Manipulation or loss of access to management

balance management systems controlling large aggregated loads may
lead to outages

4 Substation automation Adversaries may gain remote access to circuit

(circuit breakers) breakers leading to injuries or death, grid
imbalance or small to large outages

5 Centralized storage of Assuming future data storage with very high

personal data resolution, potential consequences of cyber
attacks include privacy breaches, financial
consequences or data being used for various
nefarious purposes

6 SCADA system and Adversaries with access to sensors may inject

sensor communications false data, leading to power disturbances or
integration outages due to bad decision making.

7 Virtual power plants Cyber attacks on management systems of
virtual power plants may lead to grid
instabilities or outages

8 Battery park Adversaries with access to battery park

management systems management systems may manipulate or
dis-connect loads, leading to grid imbalances or
potential battery fires. The worst case is
outages, especially if other loads are
disconnected simultaneously

9 System integration and Adversaries with access to operational

operational technology technology environments may manipulate power
digitalization production or modify or delete data, leading to
grid disturbances or outages

10 Smart meter End-user consumption data may reveal military

consumption data

preparations or movements, posing threats to
national security. Adversaries may also modify
consumption data, leading to financial impacts
on victims

three interviewees agreed on the same consequence ratings for seven of the busi-

ness cases.

Figure 6 shows the smart-grid-enabled business cases with the largest spreads
in the consensus on consequence ratings. While the remote access to smart meter
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Table 10. Business cases ranked with the greatest consequences.

Market Player | Business Case N1

Authorities Substation automation (circuit breakers) 3

Artificial intelligence and machine learning for 1
optimizing production and maintenance

System integration and operational technology 1
digitalization

Grid Operators | SCADA system and sensor communications integration

Virtual power plants

Digital twins

Information-driven emergency response

End-Users Digital components from untrusted parties

Heating appliances that pose fire hazards

Vendors Advanced process automation for grid management

Remote access to smart meter circuit breakers

Digital supply chains for SCADA systems

Generators Integration of production plans in SCADA systems

Digital management of hydroelectric power plants

1
1
1
1
2
1
Grid flexibility and balance management 2
1
2
1
1
1
2

Microgrids and energy communities
Ni: Number of interviewees

circuit breakers business case has the second highest consequence rank in Table 5,
it is also one of four business cases with the least consensus.

5 Discussion

The greatest cyber attack consequences were perceived for the digital twins,
remote access to smart meter circuit breakers, and grid flexibility and bal-
ance management business cases (Table5). These three business cases are con-
nected to load control scenarios and power outages in the event of compromises
(Table9). In the case of smart metering, the high rank fits well with the sur-
vey paper of Abraham et al. [1] (Fig.3), where smart meters is the business
area whose consequences are the most assessed. Furthermore, the sixth rank
for the SCADA system and sensor communications integration business case in
this study fits well with grid communications ranked fourth by Abraham and
colleagues. Similarities are seen when comparing the business case ranks in this
study with the numbers of assessments per business area reported by Abraham
et al. However, the large number of business cases reported in this study (59)
indicates the complexity of smart grids and how challenging it is to identify the
business cases with the greatest cyber attack consequences.
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The differences in the business cases reported with the greatest perceived con-
sequences in Table 10 reveal how differently market players as well as individuals
perceive smart grid consequences. The fact that none of the interviewees from
all the market player groups gave the top rank to the same smart-grid-enabled
business case suggests that the complexity of smart grids makes it challenging
to anticipate potential consequences.

Figures 5 and 6 demonstrate little general consensus on the consequence levels
of smart-grid-enabled business cases. The most consensus was observed in the
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smart meter consumption data business case, but the consensus is small, just
four of the 22 interviewees. The least consensus was seen in the battery park
management system and remote access to smart meter circuit breakers business
cases, whose perceived cyber attack consequences ranged from Very High to Low.
The reason may be that the potential consequences depend on how business cases
are implemented. An example is if smart meters were to have a capacity limit
beyond which on-board circuit breakers should not be installed. In this case, large
industrial, healthcare and public service facilities would not be impacted as much
by cyber attacks on smart meters as small residential buildings. It is not known
whether or not the interviewees were aware of and applied such details when
they evaluated the cyber attack consequences. Additionally, limited knowledge
about a new grid technology such as battery parks likely made it difficult for the
interviewees to evaluate their disruptive potential.

Clearly, the differences in perceived consequences point to additional research
to verify the findings of this study. Such verification could require going beyond
interview-based surveys and performing real-world analyses.

6 Study Validity

This section discusses the threats to the validity of this study, which include
critical realism, risk perception, and internal and external validity.

6.1 Critical Realism and Risk Perception

Human perception is known to be influenced by knowledge and experience. Crit-
ical realism theory distinguishes between the perceived empirical domain and
hidden mechanisms [3]. According to critical realism, unobservable mechanisms
cause observable events. These hidden mechanisms exist independent of human
perceptions. Figure7 shows how the perceived empirical domain and hidden
mechanisms together constitute the real domain.

According to critical realism theory, interviewees’ perceptions are colored
by their personal theories, knowledge and understanding. Therefore, the inter-
viewees’ responses would not reflect the “real” domain, but their perceptions.
When applying critical realism, the real consequences of cyber attacks can be
understood only if the underlaying structures that generate each consequence are
understood. This is problematic because smart-grid-enabled business cases can
be described as complex socio-technical systems, implying that the structures
that generate the consequences would be highly complex.

Perceptions of consequence scenarios and their severity levels are based on
subjective observations and experiences. Therefore, the perceived consequences
do not necessarily reflect the real consequence levels, but are rather the result
of best efforts. However, subjective perceptions provide useful indications in risk
assessments and are good starting points for further research.
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Fig. 7. Critical realism iceberg (based on [3]).

6.2 Internal and External Validity

Internal validity considers the extent to which observed results represent the
truth in a study population and are, therefore, not due to methodological
errors [20]. To ensure that the interviewees fully understood the task of rank-
ing their proposed business cases from highest to lowest, a numerical rank (1,
2, ..., N) and a categorical rating (Very High to Very Low) were applied. This
approach enabled the interviewer and interviewees to identify when logical fail-
ures occurred. Examples included a business case ranked 1 and rated High
and another business case ranked 2 and rated Very High. During such situa-
tions, which occurred multiple times, the interviewees were asked to reconsider
their responses. This method of securing interviewee understanding of the task
strengthened the internal validity. A threat to the internal validity of this study
is that only one to three individuals were interviewed per market player entity.
Therefore, uncertainty exists whether or not the opinion of an interviewee’s entity
as a whole would be the same as that of the interviewee.

External validity considers the extent to which results from a study may be
generalized [24]. A threat to the validity of this study is that it only sought
perceived consequence rankings in the empirical domain. Thus, the results are
influenced by the backgrounds of the interviewees and do not necessarily reflect
the perceptions of others. Furthermore, because the only results are percep-
tions, it is unknown how well the results capture the real world. Therefore, the
consequence rates obtained in this study need to be verified, perhaps through
simulation.

Figure 8 illustrates how internal validity belongs to the empirical domain
whereas external validity belongs to the real domain. Similar to the critical
realism iceberg, the truth of the interviewees in this study is limited to their
perceptions. The truth in the real domain is constructed by mechanisms, some
of which would be invisible to the interviewees.
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Fig. 8. Internal and external validity (based on [20]).

7 Empirical to Real Consequences

The results derived in the empirical domain are based on the perceived conse-
quences of the interviewees and are, therefore, their personal opinions. However,
because some real consequences are not visible as part of the perceived conse-
quences, insights into the real consequences may be gained by conducting an
investigation in a near-real (laboratory) domain.

An electric vehicle may be employed as a use case to explore the real con-
sequences. Electric vehicle charging should be performed at intervals so as not
to affect other grid operations and reduce the peak load time. Shafiq et al. [26]
have shown that a load loss of 6.89% occurs when charging is done at irregular
intervals. Fernandez et al. [7] have provided an assessment of the impacts of
electric vehicles on the power distribution network. Their suggested strategy is
based on a large-scale distribution planning model used to investigate two real
power distribution areas. The first was a residential area with 6,000 end-users
and 3,676 vehicles and the second was a commercial area with 61,000 end-users
and 28,626 vehicles. Simulations of the effects of electric vehicle loads on system
losses demonstrated that the loss could increase up to 40%, considering that
electric vehicles accounted for 62% of the total number of vehicles.

Sayed et al. [25] studied an electric vehicle charging attack and its impacts
on power grid operation. Their case study, which accounted for electric vehicle
locations and loads, involved a simulated attack under various scenarios involving
the ESCC9-bus system and 7-bus test case [8]. Attack simulations involving
residential facility loads and electric vehicle loads demonstrated that electric
vehicle loads had greater consequences on grid operations. Sayed and colleagues
also showed how adversaries could estimate the grid topology and create targeted
attacks that maximized negative impacts on the grid.

Weiss [31] has warned that frequency manipulations in the power grid could
lead to catastrophic disruptive events as in the case of the celebrated Aurora
generator test conducted in 2007 at Idaho National Laboratory. During the test,
researchers caused a generator to catch fire by manipulating the power frequency.
Power frequency is a measure of the amount of energy injected into the grid;
the greater the energy injected, the higher the frequency. When the frequency
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deviates from the accepted standards, clocks may show the wrong time and
electric equipment can be destroyed. Therefore, it is essential to use near-real-
domain experiments to investigate and evaluate the consequences in order to
mitigate future attacks.

8 Conclusions

The research study of market players has sought to rank smart-grid-enabled busi-
ness cases based on their qualitative perceptions of cyber attack consequences.
The results reveal that the business cases with the greatest perceived cyber con-
sequences are digital twins, remote access to smart meter circuit breakers, and
grid flexibility and balance management. Although it was possible to identify
the business cases with the greatest perceived consequences, little consistency
was observed in the rankings by individuals and groups of market players. The
principal reason for the inconsistent rankings appears to be the complexity of
smart grids and smart-grid-enabled business cases.

The study results can support governments and market players in assessing
power grid risk and prioritizing risk reduction measures. The results would also
be useful to policymakers in defining the scope of smart grid cyber security
legislation and regulations, and to researchers who wish to move the study results
from the empirical domain to real-world applications and verification through
simulation.
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