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Abstract. As Internet of Things (IoT) networks expand, significant
challenges related to the secure management of data generated by these
devices emerge. The integrity and reliability of this data are critical in
sensitive sectors, such as forensic evidence preservation. In this context,
we present an innovative architecture based on Self-Sovereign Identity
(SSI) tailored for resource-constrained IoT devices.

Our proposal addresses the intrinsic limitations of current systems,
which often fail to ensure the integrity, reliability, and traceability of
data originating from IoT devices. To tackle this issue, we propose using
decentralized identifiers (DIDs) to establish unique identities for IoT
devices, accompanied by verifiable credentials (VCs) that attest to data
ownership. To implement this solution, we have developed an applica-
tion that serves as a gateway for resource-constrained devices, typically
certified and connected to a broker. Our application utilizes Hyperledger
Aries and Indy libraries, providing essential resources to address these
challenges. Furthermore, we conducted comprehensive simulations and a
performance analysis to validate the effectiveness of our approach. Inte-
grating these technologies enables the certification of data collected by
TIoT devices, offering a robust framework for the data custody chain.
Consequently, this substantially contributes to preserving this data’s
integrity, reliability, and traceability in critical environments.

Keywords: Internet of Things - Self-sovereign identity - Decentralized
identifiers - Verifiable credentials

1 Introduction

With the rapid growth and continuous evolution of intelligent devices and sys-
tems, also known as the Internet of Things (IoT), new services drive complex
interactions among these devices, services, and people. However, this growth and
the exponential increase in the number of connected IoT devices generating and
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processing massive volumes of data raise significant concerns about the security
of this information [1,2].

In this context, the traceability and verification of data generated by these
devices play a crucial role in managing the data custody chain to preserve foren-
sic evidence. Digital forensic investigation plays a pivotal role in virtually all
criminal investigations, given the abundance of available information and the
opportunities presented by electronic data to investigate and substantiate crimes.
However, during legal proceedings, these electronic pieces of evidence are often
met with extreme suspicion and uncertainty, although in some situations, they
are justified. The use of scientifically unproven forensic techniques is widely crit-
icized in current legal procedures. Furthermore, electronic data’s highly distinct
and dynamic characteristics, combined with existing legislation and privacy laws,
continue to pose significant challenges to the systematic presentation of evidence
in a court of law [3].

Throughout all phases of forensic investigation, digital evidence is susceptible
to external influences and contact with various factors. The legal admissibility
of digital evidence is the capacity for this evidence to be accepted as proof in
a court of law. The probative value of digital evidence can only be preserved if
it is possible to establish that the records are accurate, meaning who created
them, when they were created, and that no alterations have occurred [4].

Therefore, it is imperative to establish unequivocal device identification and
ensure the integrity and authenticity of the generated data. These objectives can
be achieved by adopting technologies based on decentralized identifiers (DIDs) [5]
for identification and using verifiable credentials to certify the authenticity of
measurements sent by IoT devices. This approach is essential in instilling trust
and integrity in communications and transactions, bridging a significant gap in
existing systems, and providing an additional layer of security and reliability in
interactions between IoT devices and the systems to which they are connected.

By adopting Self-Sovereign Identity (SSI), IoT devices can be securely and
reliably identified, establishing a unique identity and ensuring that transactions
and communications are conducted authentically and immutably. This approach
is particularly relevant in the face of significant challenges related to the sharing
and preserving of forensic data in technological, legal, and operational terms.
Demonstrating data integrity is crucial to ensure its validity and admissibility
in legal proceedings.

However, IoT devices often have limited resources in terms of low processing
power, storage, memory, and limited battery life [1]. This imposes a limitation
on the use of DIDs and renders them incapable of storing digital wallets, running
an agent, or maintaining the necessary protocol stack to enable SSI capabilities.
Furthermore, IoT devices require cryptographic solutions to meet security, pri-
vacy, and trust requirements, which are crucial for enabling the use of DIDs and
Verifiable Credentials (VCs) [6].

This limitation can pose a challenge in adopting these advanced technologies
on resource-constrained devices, necessitating alternative approaches to ensure
the security and integrity of communications and transactions in this specific
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context. One practical solution is to securely outsource processing to a more
powerful external device to reduce the computational cost of cryptographic cal-
culations and maintain data confidentiality.

To address these issues, we propose an SSI Gateway for IoT to identify and
certify data emitted by these devices. Our approach seeks to establish means
for managing the custody chain of data issued in the context of forensic evi-
dence preservation. This architecture utilizes a blockchain-based SSI model [7]
to safeguard the privacy of data collected from IoT devices.

This approach allows an IoT device, whether an emitter or connected to an
emitter in a certified manner, to sign the data at its source when transmitting
it, making it tamper-proof and verifiable, potentially rendering it trustworthy
as long as the emitter is reliable. Consequently, the involved parties can pre-
serve ownership of the collected information, enabling the sharing of verifiable
credentials certifying the integrity and origin of data collection.

In summary, our main contributions are as follows:

1. We implemented an SSI Gateway architecture designed for IoT networks.

2. We developed a system for issuing verifiable credentials to ensure the integrity
and traceability of data from IoT devices.

3. We implemented decentralized identifiers to strengthen the identification of
devices within the architecture, thereby enhancing data custody chain secu-
rity.

In our experiments, we utilized the Hyperledger Indy Software Development
Kit (SDK) [8] to generate DIDs for device identification. We utilized Hyper-
ledger Aries Cloud Agent Python (ACA-Py) [9] as a cloud agent for issuing
VCs and establishing connections with other parties. The Von Network [10] was
adopted as a permissioned blockchain to anchor DIDs, credential metadata, and
verification keys. To assess the performance of the proposed architecture, we
conducted simulations and, through performance testing during the DIDs regis-
tration and VCs issuance process, analyzed the results and identified potential
areas for optimization.

The remaining part of the article is organized as follows: In Sect. 2, we provide
the essential background. Next, Sect. 3 discusses related works and the techniques
they address. In Sect.4, we present an overview of the proposed architecture.
Subsequently, Sect.5 delves into the detailed performance test results and ana-
lyzes these findings. Finally, in Sect. 6, we discuss the conclusions drawn from
this study and explore potential future research directions.

2 Background

2.1 Self-Sovereign Identities

Self-sovereign identity is a concept that describes an individual’s ability to con-
trol and manage their digital identity in a decentralized manner. [11] first pro-
posed the idea of self-sovereign identity and has been referenced by various
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authors in the literature. While there still needs to be a consensus on SSI, the
widely accepted concept is described as a system where individuals can claim
and manage their identity without needing a centralized trusted party [12].

SSI allows users to choose which identity information to share and with
whom, as well as granting them access to their identity information at any time.
Instead of relying on third parties, such as companies or governments, to manage
and store their identity information, users can create, store, and control their
digital identities through decentralized technologies like blockchain.

Decentralized Identifiers. Decentralized Identifiers are globally unique iden-
tifiers that enable an entity’s verifiable and persistent identification for as long as
the DID controller desires without relying on a centralized registry [13]. Just as
there are various types of URIs complying with the URI standard, there is also a
variety of DID methods, all of which must adhere to the DID standard [5]. Each
DID method specification should define the name of the DID method, which
should appear between the first and second colons (e.g., did:method:unique-
identifier), the structure of the unique identifier following the second colon, and
the technical specifications outlining how a DID resolver can implement opera-
tions to create, read, update, and deactivate a DID document using that method.

DID refers to DID
subject did:example:123

resolves to

recorded on

contains

Verifiable
Data
Registry

DID URL

did:example:123/path/to/rsrc

refers, and
dereferences, to

DID controls DID document
controller

Fig. 1. Overview of DID architecture and the relationship of the essential components.

recorded on

Figure 1 depicts a conceptual diagram of the W3C-proposed [5] DID archi-
tecture. A DID is linked to a DID document containing relevant DID-related
information. This DID document can be accessed by resolving the DID itself.
Within this document, essential elements for authentication and verification,
including the DID itself and associated public key information, can be found.
Hence, the DID document is pivotal in conducting secure authentication and
verification processes using DID.

A DID points to a DID document, a JavaScript Object Notation (JSON) file
with a format defined explicitly in the DID specification, and a set of information
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describing the DID subject. This document includes cryptographic public keys
that the DID subject and a DID delegate can use to authenticate and verify
their connection to the DID.

Each entity possesses one or more DIDs, which can be resolved through a
DID Resolver, much like the Domain Name System (DNS) functioning in the
context of SSI. When a valid DID is provided to a DID Resolver software, it
operates as a browser, receiving a Uniform Resource Locator (URL), resolving
the DID, and providing a DID document in response [14].

Verifiable Credentials. A verifiable credential is a digital representation of
information typically found in physical credentials but with enhanced security
and reliability, thanks to digital signatures. A credential comprises claims made
by an entity, a person, an institution, or a machine, and metadata such as issuer,
expiration date, representative image, and public key for verification [6].

A verifiable credential is founded upon a “triangle of trust,” wherein the
issuer trusts the subject, the subject trusts the verifier, and the verifier trusts
the issuer. Depending on the context, this trust relationship can be established
concerning individuals, institutions, or machines. The process of a verifiable
credential consists of essential steps:

1. Recording the DID and Public Key on the Blockchain: The issuer or entity
issuing credentials writes the DID along with its public key onto a blockchain
or another trusted public service. This establishes a connection between the
issuer and their DID.

2. Issuance of Verifiable Credentials: The issuer uses their private key to sign
a verifiable credential digitally. This credential is then issued to a qualified
subject, who stores it in their digital wallet.

3. Request for Proof by the Verifier: A verifier seeking to confirm the identity
or specific information of the subject requests digital proof of the credentials
from the subject. If the subject agrees, they generate and send the proofs to
the verifier from their digital wallet.

4. Verification of Proofs by the Verifier: The proofs contain the issuer’s DID.
The verifier uses this DID to retrieve the issuer’s public key and other cryp-
tographic data from the blockchain. Subsequently, the verifier utilizes the
issuer’s public key to ascertain the validity of the proofs and whether the
digital credential has been tampered with.

In the context of verifiable credentials, the blockchain serves as a registry
where issuers publish cryptographic keys and credential metadata. This enables
credential holders to generate presentations that verifiers can cryptographically
verify. However, it is crucial to emphasize that, to ensure data privacy and secu-
rity, storing the credentials themselves on the blockchain is not recommended.
Instead, the standard practice is to store only the public keys of the issuer and
the holder on the blockchain linked to their respective DIDs. Credentials con-
taining personal information are securely kept in a private digital wallet. The
availability of these keys is sufficient to verify the credentials, eliminating the
need to store them on the blockchain [14].
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Zero Knowledge Proof. Zero-knowledge proof (ZKP) is a cryptographic tech-
nique that allows one to prove possession of certain information without reveal-
ing its content, ensuring data privacy and transaction security. The Verifiable
Credentials model combines the implementations of zero-knowledge proofs and
verifiable credentials to reduce data and increase privacy. With this combination,
provers can present proofs without disclosing sensitive and personal data to ver-
ifiers. In order to enhance privacy and security, the claims present in a verifiable
credential can be exposed as a predicate or selective disclosure of zero-knowledge
proof [15].

2.2 Relationship with Blockchain Technology

Blockchain exhibits characteristics that align with the desired properties of SSI.
For instance, blockchain provides a decentralized domain that is not controlled
by any single entity. Data stored on any blockchain is readily available to any
authorized entity. The owner of specific data has complete control over it and
determines how it can be shared with other users within the blockchain domain,
thus satisfying the principle of ownership and disclosure.

In this context, Hyperledger Indy is one of the most advanced technologies
concerning self-sovereign identity. This platform provides robust and innovative
solutions for secure and decentralized digital identity management. In Hyper-
ledger Indy, private content is not stored on the blockchain, ensuring enhanced
privacy preservation in solutions utilizing this distributed ledger technology.
The blockchain maintains only the public DIDs, schemas, credential definitions,
and revocation records. This approach ensures that sensitive information is not
exposed to the network, making the architecture more resistant to potential
attacks or future vulnerabilities [15].

2.3 Use of Agents

Agents can represent individuals, organizations, or devices in SSI ecosystems.
They are software responsible for securely managing and using DIDs and VCs
stored in digital identity wallets. These software entities require access to the
wallet to perform cryptographic operations on behalf of the represented entity.
Their responsibilities encompass various essential tasks such as message send-
ing and receiving, information encryption and decryption, digital signature on
behalf of the entity, wallet management, and backup/restoration of informa-
tion. Additionally, some agents can interact with the ledger, enabling the adop-
tion of verifiable data models [15,16]. Among the existing agents, Hyperledger
Aries [17] stands out as an advanced and comprehensive solution. It implements
the Hyperledger Ursa [18] cryptographic library, ensuring a high level of security
in cryptographic operations.

3 Related Work

From a research perspective, only a few studies have proposed the application
of the SSI paradigm to IoT. Following a search for relevant keywords such as
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“Internet of Things,” “Self-Sovereign Identity,” “Decentralized Identifiers,” “Ver-
ifiable Credentials,” and “Distributed Ledger Technology” in prominent research
sources, several works were identified that briefly mentioned the intersection of
SSI and IoT. While these studies provide an overview, they do not delve into
credential exchange protocols or technical details. However, there are standout
studies known for their specific proposals:

Initially, authors [19] explored the SSI paradigm for IoT, introducing DIDs
and VCs for IoT. They also analyzed SSI’s application in IoT ecosystems, con-
vincingly demonstrating that this approach surpasses traditional certificates such
as Pretty Good Privacy (PGP) and X.509 regarding privacy and effectiveness.

SSI can leverage a decentralized registry to store information such as DIDs,
DID documents, and verifiable credential metadata. This registry can be imple-
mented using Distributed Ledger Technology (DLT), enhancing the system’s
overall security while ensuring the integrity and availability of stored informa-
tion. In this regard, several studies have conducted research.

For instance, authors [20] introduced an SST scheme based on IOTA as a DLT
to implement decentralized identity. They underscored its permissionless nature,
absence of transaction costs, and scalability advantages. However, a significant
limitation of this proposal lies in IOTA’s need for complete decentralization, as
it still relies on a coordinator, a centralizing element in the consensus process.

Some authors introduced concepts related to SSI and illustrated specific use
cases for industrial ToT (IIoT). [21] proposed a protocol for device identity
management based on Hyperledger Indy but did not provide implementation
details. [22] suggested a digital identity framework for devices using a combi-
nation of Hyperledger Indy and Ethereum. However, the authors should have
comprehensively addressed scalability issues, as the Ethereum platform entails
costs that could pose significant challenges when dealing with increasing demand.

Other studies delve into the SSI paradigm for Medical Internet of Things
(MIoT) devices. The authors [23] conducted a study on authentication mech-
anisms for medical devices. However, the proposal must discuss results and
address performance and scalability issues. Some studies have addressed IoT as
a service. For instance, the authors [24] introduced an SSI-based identity man-
agement system for the IoT-as-a-Service (IoTaaS) business model. However, the
tests were conducted on specific devices with memory and processing capacity
without considering the limitations of resource-constrained devices.

Table 1 compares our proposal, and various related works in the field of SSI
applied to IoT. Each row represents a different study, identifying the authors,
the application domain of the work, and the addressed problem. The first four
criteria are vital indicators for analyzing the solution’s suitability for constrained
IoT devices and data integrity. It also considers scalability and performance
evaluation. Our proposal stands out comprehensively and successfully addresses
all these essential aspects.

Regarding devices with limited resources, the authors [25] proposed using
DIDs as identifiers for IoT devices and conducted a precise examination of the
requirements for IoT devices to implement an SSI-based identity management
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Table 1. Comparison between related works and our proposal.
Authors Application Issue Addressed Constrained Data Scalability | Performance
Domain IoT devices Integrity Evaluation
Verifica-
tion

[19] IoT devices Digital Identity X X X X

[20] IoT devices Data accessing - X v v

[21] IoT Industrial | Data accessing X v X X

[22] IoT Industrial | Efficiency of data | X X X v
sharing

[23] IoT Medical Access control X v X X

[24] IoT Services Secure X v X v
transactions

[25] IoT devices Digital Identity v v X

[26] IoT devices Digital Identity v X - X

[27] IoT vehicles Data integrity X v — X

[28] IoT vehicles Data security X v — X

This work | IoT Data Data integrity v v v v
verification

system. They also put forward a proxy-based approach. Other authors [26] have
also proposed proxy-based approaches, such as IoT Exchange, to establish the
connection between IoT devices and users. However, it is worth noting that this
proposal does not provide a concrete specification for implementing VCs for
IoT, primarily focusing on analyzing DIDs as suitable identifiers for this specific
environment.

In the study by [27], a framework was introduced to verify the authenticity
of vehicle emission values through a decentralized authentication and autho-
rization system utilizing blockchain technologies (Hyperledger Fabric and Indy).
However, it is essential to consider the presence of central entities, including
Registration Authorities (RAs), which raise questions about the actual degree
of decentralization and control within the ecosystem. On the other hand, [28]
presented a model for secure software updates in the ecosystem of embedded
devices in vehicles, using a decentralized architecture with Hyperledger Indy.
Nevertheless, the study needs more in-depth technical implementation details.

In this regard, it is essential to note that none of these studies addresses the
specific nuances related to the data custody chain, which are crucial to ensur-
ing data integrity, validity, and traceability, especially in resource-constrained
devices. Furthermore, few research efforts have been dedicated to performance
evaluation in similar contexts, making it challenging to draw comparisons to
enhance this critical aspect within the IoT context.

4 System Overview

The proposal we present has as its primary objective the issuance of verifiable
credentials to present and substantiate claims regarding data emitted by IoT
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devices. Furthermore, we propose identifying IoT devices and the traceability of
the data they generate using Decentralized Identifiers anchored in a blockchain
infrastructure. Both features aim to strengthen the integrity and validity of data
from its source, thus contributing to a more robust and reliable chain of custody.

4.1 Definition of Tools and Technologies

We have used the Sovrin method [29] for DIDs, identifying each device and reg-
istering each data emission. Furthermore, we employ VCs in the AnonCreds [30]
format to establish a robust foundation of verifiable evidence based on the data
collected by IoT devices.

To implement these features, we used Hyperledger Indy and Aries. When
evaluating platforms for SSI, we considered fundamental criteria such as the
scalability of the permissioned blockchain and coverage of concepts grounded in
SSIL.

In Hyperledger Indy, unlike other DLTSs, incentives are not required. As a
result, all transactions encompassing various operations, such as the creation of
DIDs, key rotation, credential schema creation, credential definition, and other
functionalities, can exhibit improved performance [31]. Regarding the consensus
algorithm, Indy employs Practical Byzantine Fault Tolerance (PBFT), enabling
a high transaction rate [32]. The performance results presented in [33] demon-
strate that Indy meets the criteria for global scalability in terms of record query
speed.

We employ Hyperledger Aries as the agent for our Gateway, which provides
capabilities such as interacting with other agents and the blockchain, supplying
libraries for cryptographic wallet implementation, sending event notifications,
and receiving instructions from the controller.

To facilitate communication with constrained devices, we utilize the Message
Queuing Telemetry Transport (MQTT) protocol, designed for resource-limited
devices [34]. For these devices, typically connected to a broker, we use Mosquitto.
Both the devices and our application establish secure and certified connections
to interact with messages transmitted by the broker.

These platforms and tools stand out as suitable choices for our architecture,
aiming to meet the demands of the data custody chain in forensic scenarios.

4.2 Gateway-Based Approach for Constrained IoT Devices

Our approach is built upon an architecture structured into three interconnected
and collaborative layers: Edge, Fog, and Cloud Computing. Figure 2 illustrates
these layers along with their respective entities.

The Edge layer encompasses a variety of IoT devices, such as sensors, medi-
cal devices, surveillance cameras, and other manually embedded devices. In this
context, the broker is crucial in receiving and transmitting data from these con-
strained devices.

The Gateway acts as an intermediary between the Edge and Cloud layers in
the Fog Computing layer. At the core of the Gateway, the controller provides
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Fig. 2. Layered overview of the proposed architecture.

essential resources such as storage, processing capacity, and sources of entropy
for cryptographic key generation through the functionalities of the Indy library,
which also enables the implementation of DIDs and access to blockchains. Addi-
tionally, the Gateway performs the functions of a cloud agent controller, estab-
lishing secure connections with other agents and implementing features related
to VCs.

In the Cloud Computing layer, ACA-Py is responsible for registering on
the blockchain the schemas and credential definitions previously established in
the previous layer. Registering DIDs previously set on the blockchain makes
it possible to verify credentials using public keys. This enables decentralized
verification of digital identities associated with devices and the data they emit
in our architecture.

4.3 TUse Case in Evidence Preservation

In the context of a use case scenario, our proposed architecture aims to establish
a chain of custody for data originating from restricted devices. This approach
seeks to create an environment that ensures forensic evidence’s effective and
reliable preservation.

Generally, the identification of devices connected to the broker is carried
out at the Gateway. A unique DID is generated using the “did: sov” method
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when a new device is added to the system. This DID is subsequently registered
on the blockchain with its alias: a serial number, UUID (Universally Unique
Identifier), or MAC address (Media Access Control). This association establishes
an immutable relationship between the device and its identification.

Optionally, when the broker receives data, the Gateway captures this data
and creates a DID using the same method, which is then registered on the
blockchain. This enables the identification and tracking of the collected evidence.

Subsequently, a verifiable credential is generated for the stakeholder, which
can be a regulatory authority, regulatory entity, or a court. Another use case
scenario involves on-demand credential issuance, with the data securely stored
in a database and the credential issued upon request.

With this framework, it becomes possible to generate verifiable credentials
containing information derived from IoT devices, where each attribute is given
a signature. This approach ensures that the credential provides a tamper-proof
and secure representation of the collected data. Interested parties can verify the
authenticity and integrity of the data through a distributed ledger using the
issuer’s public key, enhancing trust in IoT applications and data sharing.

In the usage scenario depicted in Fig. 3, the intention is to present an archi-
tecture in which an application serves as a proxy between resource-constrained
ToT devices and the cloud agent ACA-Py, which has communication capabilities
with stakeholders and credential issuance abilities.

Other Agents (P Smart

Gateway loT Devices

Docker

Core services

*  HYPERLEDGER

M URSA

Broker MQTT

(7)

Wallet er

Cloud Computing Fog Computing Edge Computing

©) ) |—| @

0
-« HYPERLEDGER Database

3 VON loT
* ..‘ I N DY Network

Fig. 3. Overview of the Proposed Architecture.
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The following steps describe the sequence of the proposed architecture:

1. In the Edge Computing layer, devices establish secure connections using cer-
tificates and transmit data to the broker using the MQTT protocol.

2. In our application in the Fog Computing layer, we establish a secure connec-
tion with the broker using certificates and perform a prior subscription to the
broker’s message topic to receive data.

3. The received data is stored in an internal database to facilitate queries.

4. In the same layer, devices are registered. The DID and the device’s serial
number are registered once on the blockchain for identification and tracking.
Additionally, another registration is conducted on the blockchain to identify
each data collection associated with the corresponding device’s DID.

5. After the device emits the data, a package is assembled, incorporating this
information, the timestamp, device type, location, issuing entity, and collected
data. In the data flow context, a generated file that cannot be directly included
in the credential can be identified through a hash, verifying its integrity.
Additionally, both the hash and the link to the corresponding storage location
are recorded in the credential.

6. The Gateway, acting as a controller, uses Application Programming Interfaces
(APIs) to access the cloud agent’s resources and issue the credentials. The
credential is issued to the stakeholder and stored in their wallet.

7. In this context, the Indy wallet is implemented using a PostgreSQL database.
It stores cryptographic keys, DIDs, VCs, and other sensitive information nec-
essary for interaction with the network.

8. The agent interacts with the blockchain to record the necessary transactions,
known as NYM, which enable the creation of DIDs, ATTRIB, schema, and
credential definitions. This interaction ensures the consistency and security of
transactions within the proposed architecture, enabling the verification and
validation of issued credentials.

9. Authorized users linked to the issuer can query the issued credentials. Holders
can store these credentials and present them to the verifier or generate zero-
knowledge proofs when compiling verifiable presentations before transmission.
Interested entities can verify authenticity whenever necessary by querying
the blockchain through the public key to which the credential was signed
and verify integrity through the signature hash of each credential attribute.
Furthermore, tracing the DID of the collection and device on the blockchain
is possible, providing an additional layer of security to ensure data custody.

Thus, the Gateway enables secure and efficient communication between IoT
devices and other domains. The utilization of VC resources in this context can
be employed to preserve the integrity and authenticity of information.

In Fig. 4, we present a small portion of the JSON structure that comprises
the issued credential based on telemetry data collected from IoT devices. This
data includes the DID previously assigned to the device, the DID associated
with each transmission, timestamps, device location, and the transmitted sensor
readings.
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"credential proposal": ({
"@type": "https://didcomm.org/issue-credential/l.0/credential-preview",
"attributes": [
{
"name": "Operator",
"value": "LRG UFSC"
I
{
"name": "device_did",
"value": "did:sov:7jfceWZRA7jYdb866iFHRR"
I
{
"name": "collection_did",
"value": "did:sov:L5DknuZMuzchXyXLvmfAuX"
I
{
"name": "data",
"value": "50.5F"
I
{
"name": "device_ type",
"value": "TemperatureSensor"
I
{
"name": "location",
"value": "living room"
I
{
"name": "timestamp",
"value": "2023-10-02 00:31:03.669"
}
]
},
"schema_id": "B3gPpS5s37rQNYpWSUs9bXC:2:1rg:1.0",
"cred def id": "B3gPp5s37rQNYpWSUs9bXC:3:CL:82542:1gr"

Fig. 4. JSON Format Credential Proposal.

In the sequence diagram of the proposed architecture, depicted in Fig. 5, it
is possible to observe the interactions among different parts of the architecture,
highlighting the interactions between entities across all phases.

In this context, a mutual authentication process is conducted to establish
secure communication with other agents, where both parties need to demonstrate
possession of the signature keys corresponding to the paired DIDs. Following
the successful completion of mutual authentication, credentials are signed using
the verification keys and sent to other agents, ensuring the confidentiality of
transmitted information.

4.4 Security Considerations

It is crucial to consider critical aspects related to the security and privacy of the
proposed architecture.

Protecting cryptographic keys in the wallet is essential in the signing pro-
cesses and data custody management. This protection can be strengthened
through the use of Secure Enclaves [35].

To ensure the privacy of device attributes and collected data, one can uti-
lize the Zero-Knowledge Proof technique when compiling verifiable presenta-
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Fig. 5. Sequence diagram of the proposed architecture.

tions before sharing them with stakeholders. Another crucial aspect is aggrega-
tion, which occurs when stakeholders gather information from the same device,
requesting various verifiable presentations. This can pose privacy challenges, but
ZKPs can address this by concealing unnecessary data.

Moreover, when dealing with data custody involving IoT devices and the cre-
ation of VCs, it is crucial to consider security risks. Various types of side-channel
attacks can be employed to obtain information about VCs. For instance, mech-
anisms on the Internet may track IoT devices and the data they generate, such
as cookies, device fingerprints, or location information. The proposed scheme
cannot prevent the use of these tracking technologies if they have been installed
on the devices or the broker.

Another risk arises when links are embedded in VCs. While the credential
itself is protected against tampering, its external content is not, making the
links vulnerable to modifications by attackers. One way to mitigate this risk is
by generating a hash of the external data and incorporating it into the credential.
Another option to explore is using a private blockchain to store the data.

5 Experiments, Results, and Analysis

In this section, we present the results of the simulation tests and performance
analysis conducted to assess the efficiency of our architecture.
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5.1 Implementation

We utilized Java libraries for the implementation of our application. For the enti-
ties interacting with our application, we employed containers using Docker and
Docker Compose [36] and Python scripts to generate telemetry data simulations.
Below, we present the list of technologies employed.

1. Libraries to implement our application:
— ACA-Py Java client [37] for instantiating cloud agent resources.
— Indy SDK for creating DIDs and registering them on the blockchain.
— Bouncy Castle [38] for secure connections with the broker using certifi-
cates.
— Java Paho MQTT client [39] for subscribing to MQTT topics/messages.
2. Docker and Docker Compose for creating and running containers for entities:
— The issuer agent, holder, and wallet in a PostgreSQL [40] database created
using the ACA-Py library.
— Von Network is like an Indy blockchain with four nodes and the ledger
browser.
— MongoDB [41] for storing data from IoT devices.
— MQTT broker using Mosquitto [42].
3. Python scripts to simulate devices sending messages to the Mosquitto broker.

Through the developed application, it is possible to collect data via the
broker while automatically issuing credentials. Additionally, we can store these
collection-related pieces of information in a database, create DIDs that identify
devices and collected data, and register them on the blockchain. Furthermore, the
application enables connections with other agents and creates and lists schemas
and credential models. We have implemented an API encompassing all these
functionalities to streamline performance measurement tests. The application
was developed using the Java programming language, and its source code is
available on GitHub [43].

5.2 Results and Analysis

To conduct the tests, we utilized a single computer system equipped with an
Intel Core i7-11700 processor, 16 GB of RAM, and running the Windows 11 Pro
operating system. In this configuration, we measure the time required to register
the DIDs of data collection on the Von network’s blockchain. The registration
of DIDs for devices follows a similar process, but it occurs only once for each
device, unlike data registration, which can be resource-intensive. For this reason,
we include this process in our tests. Subsequently, we record the time spent on
credential issuance.

We conducted two independent tests, each involving the collection of 1000
samples. We calculated the means and standard deviations for each case. In
the first test, we recorded DIDs on the blockchain for evidence identification,
while the second test focused exclusively on credential issuance to another agent,
excluding the registration of DIDs from the first scenario. Our objective was



334 C. A. dos Santos et al.

to analyze the impact of blockchain registration on the architecture and how
credentials behave without this additional process. Our evaluations encompassed
measuring the time required for each process and monitoring RAM and CPU
usage in both tests.

The results obtained are summarized in Table 2 below.

Table 2. Experimental Results

Test Measure Value

DID registration | Average Response Time | 1503.059 ms
Standard deviation 868.355 ms
Average CPU usage 0,3%
Average RAM usage 131 MB
V(s exchange Average Response Time | 18.891 ms
Standard deviation 9.494 ms
Average CPU usage 0.4 %
Average RAM usage 171 MB

The CPU utilization percentages were measured using the Netbeans Pro-
filer [44]. The request simulation was conducted using JMeter [45]. The first
scenario took approximately 50 min and 7's, while the second required 36 s. CPU
and RAM usage monitoring was carried out during these periods. To establish
a baseline, the application startup, which loads the libraries mentioned in Sub-
sect. 5.1 and establishes connections with the agent, broker, and blockchain, took
approximately 3s, consumed 121 MB of RAM, and utilized 8% of CPU capacity.

Based on these results, we can highlight the following conclusions:

— Considerably longer times were observed in the DID registration processes,
indicating a significant overhead on the ledger nodes when handling multiple
requests.

— Regarding RAM and CPU usage, we observed that it is not resource-intensive.
Therefore, even with an increase in the number of devices sending data, the
application should be able to perform these operations without significant
issues.

— Based on our experiments, we found that the maximum RAM required was
approximately 180 MB. Furthermore, tests conducted with multiple creden-
tial exchanges in parallel do not significantly impact CPU and RAM usage.

In conclusion, the credential exchange process in the Gateway proved to be
significantly faster when the DIDs registration in the data collection blockchain
was not performed. This is because, in the credential issuance process, once the
schema and credential definition are created and registered on the blockchain,
this procedure does not need to be repeated. It can be executed only once to
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generate numerous credentials, which will be signed with the public key stored
in the wallet.

It is essential to note that our assessment does not address network latency
since the tests are conducted on the same computer. Furthermore, outcomes may
vary depending on the individual resources of each computer.

As a result, we conclude that the blockchain registration overhead will be the
primary factor affecting performance. If evidence registration on the blockchain
is necessary to compose the credential, this may pose a scalability challenge.
Therefore, it is essential to evaluate the necessity of this step or consider alter-
native proposals aimed at reducing the overhead on the distributed ledger. How-
ever, the presented results are promising and suggest that issuing credentials on
a large scale for IoT devices is feasible.

6 Conclusion

This study proposed an innovative Gateway architecture to integrate IoT devices
with limited resources in Self-Sovereign Identity (SSI) technologies. The archi-
tecture enables data certification by facilitating the issuance of verifiable cre-
dentials (VCs) based on data collected from IoT environments and utilizing a
distributed verifiable registry to identify devices. These attributes position it as
a relevant solution with significant potential for applications requiring data own-
ership assurance in these environments. As a result, the proposed architecture
ensures reliability, integrity, and traceability of information, crucial factors for
data custody, especially in scenarios involving forensic areas and IoT devices.

Compared to the vast array of related works presented, our study stands out
as a comprehensive solution for verifying data integrity in IoT devices, explicitly
focusing on applying SSI to address these challenges. While numerous studies
have tackled specific issues related to IoT, such as security, access control, and
communication efficiency in various scenarios [19-28], our approach is unique in
its exclusive concentration on the challenges related to resource-constrained IoT
devices and data custody in these environments. This enables us to provide a
reliable solution to enhance IoT applications and facilitate secure data sharing.

The robustness of the results and insights obtained from the performance
metrics analysis validates the effectiveness and reliability of our architecture, as
well as provides guidelines for future optimizations. In addition, future studies in
this field will focus on implementing a client for our application running directly
on IoT devices, exploring ways to optimize energy consumption and network
utilization. Additionally, we consider the possibility of comparing our propos-
als with solutions in other domains and conducting scalability and application
analyses in real-world scenarios.
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