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Preface

The rapid acceleration of technological advancements and digital transformation
marks this era. Communication technology remains an omnipresent entity, permeat-
ing every facet of human existence. We live in an epoch where innovations such as
Artificial Intelligence, machine learning, robotics, and the Internet of Things (IoT)
are not mere buzzwords, but tangible realities that shape our societies, economies,
cultures, and identities (Schwab, 2016). This digital age is characterized by an intri-
cate web of interconnected systems and infrastructures that continually influence
and redefine our lives (Castells, 2010). Amid these techno-centric currents, a pro-
found and nuanced understanding of technology becomes a necessity rather than
a luxury.

Simultaneously, as we navigate this increasingly interconnected and digitized
world, we grapple with ongoing and pressing issues around gender’s social con-
struction and interaction, playing a critical role in shaping personal identities and
social interactions (Butler, 1990; Connell, 2002). Often misconstrued as a binary
concept, gender remains a spectrum of identities and roles deeply entrenched in
sociocultural contexts (Fausto-Sterling, 2000). Neither a static nor a homogeneous
construct, gender remains a dynamic entity that shapes and is shaped by many
socio-political, economic, and technological forces (Connell, 2002).

Whether it is the violence of Kant’s “radical evil” or more akin to Derridian
“violence” that probes the “infinitesimal difference” (Derrida, 2016, p. 234), the
notion of “violence” here is to include a broad spectrum of ways in which the enac-
tion of violence may emerge within communication technology. Consider, for
example, the underrepresentation and marginalization of women in technology-
related fields (Ashcraft et al., 2016), or the reinforcement of gender stereotypes in
Al and machine learning models (Crawford & Paglen, 2019). While there are many
gendered “radical evils” that perpetuate on the Internet, from overt misogyny to
death threats, the nuanced ways in which gender violence plays out remain perva-
sive and incredibly problematic — often solipsized by the more overt evils. Given
this backdrop, the interplay between communication technology and gender vio-
lence remains a fecund research theme that warrants exploration from many angles.
The lens of communication technology serves as a potent prism to view and
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understand the dynamics of gender, providing insights into how gender permeates
and is permeated by technological systems. Conversely, through the lens of gender,
we can elucidate the often-hidden biases and disparities within technological prac-
tices and infrastructures.

The intricacies of the technology-gender relationship are manifold and complex.
Many communication technologies that might be perceived as gender-neutral bear
the imprint of gender norms and biases as it is created and implemented within
sociocultural contexts that are inherently gendered (Wajcman, 2004). Consequently,
the design and application of technology often reflect and perpetuate existing gen-
der inequalities, even as they purport to advance progress and efficiency.

However, it is equally important to recognize that technology is not a mere vehi-
cle of gender bias. It can also be a powerful tool for subverting traditional gender
norms and catalyzing social change. The digital sphere has been heralded as a space
of liberation and empowerment, where individuals can explore, negotiate, and per-
form their gender identities in ways that may be constrained in physical spaces.
Still, it also helps shape our identity (see Turkle, 1995). Digital technologies, social
media platforms, and online communities may offer novel avenues for the articula-
tion and advocacy of gender rights and equality, such as publicity and branding
within social media (see Marwick, 2013). But at what cost?

Of course, technology itself is gendered, influencing, and influenced by gender
identities and roles. For instance, certain technologies have been stereotypically
associated with masculinity (like computers or cars) or femininity (like domestic
appliances), reflecting and reinforcing the “making” of gender norms and inequali-
ties (Cockburn & Ormrod, 1993). At the same time, the gendering of technology is
not fixed but fluid, subject to shifts and contestations in response to socio-cultural
changes and technological innovations.

This re-configuring of “violence” re-orients questions we ask under this banner.
How does gender influence the design, use, and impact of communication technol-
ogy? How does communication technology reciprocally shape our understanding
and performance of gender? How has communication technology been used to
inflict or perpetrate gender violence? How can we use this knowledge to create more
equitable technologies and social structures? How does gender influence the “mak-
ing” of technology’s design, utilization, and societal impacts (such as in Cockburn
& Ormrod, 1993)? How does technology mold our comprehension and articulation
of gender (like Haraway’s 1991 Cyborg Feminism)? What is the significance of this
knowledge in creating equitable technological systems and social structures (like
the data feminism of D’Ignazio & Klein, 2020)? These and many more questions
open exploration.

By offering diverse perspectives on these pivotal questions, this anthology paints
a complex picture of the convergences and divergences at the nexus of technology
and gender. Aimed at a diverse audience, including academics, students, technology
professionals, and all those interested in the crossroads of technology and gender,
this anthology invites engagement with the multidimensional analyses within these
pages and extends the discussion on the essential issues they underscore.
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The book begins with an overview which begins to probe the aforementioned
questions. “Technology and Gender Violence: Victimization Model, Consequences
and Measures” (Chap. 1) discusses the significant role of technological evolution in
improving human life across various domains. However, it also highlights the dark
side of technology by facilitating violence, mainly targeting women, girls, and
transgender individuals through online platforms. The authors reviewed existing
literature and presented a gender violence model focusing on the types of abuses,
victim populations, and technologies used in these incidents as well as the conse-
quences faced by the victims and various initiatives to prevent and manage
technology-dependent gender violence. Lastly, it covers measures to sensitize and
equip women and girls with the knowledge to avoid and handle such violence
effectively.

Next, in “Implication of Technology to Curb Digital Violence among women on
Social Media Platforms,” (Chap. 2) Mishra et al. focus on gender violence, tradi-
tionally associated with violence against women but has now expanded to affect
individuals of various gender identities. They discuss how technology, originally
designed to be user-friendly, has become a tool for abuse and exploitation. They aim
to study the impact of technology on digital violence and find ways to prevent such
incidents, especially among students who are more active social media users. They
highlight the need to use technology to escape the trap of abuse and lead an every-
day life again.

In “Cybersecurity Analysis and Phishing Attack,” (Chap. 3) Sahoo explores the
growing role of the Internet of Things (IoT) in healthcare and discusses the net-
worked healthcare and medical architecture. This chapter emphasizes the impor-
tance of safeguarding healthcare data from hackers, given its significant value as a
target. Analyzing international regulations on medical and healthcare cybersecurity,
it presents a normative hierarchical model of international cybersecurity standards
to create a secure healthcare IoT solution. The chapter introduces a case-oriented
technique, including Advanced Security Assurance Cases (ASAC), for assessing the
cybersecurity of such systems. Additionally, it reports on an internal evaluation that
targeted hospital staff to address phishing and healthcare, summarizing relevant
literature.

Next, “Sentimental Analysis of Quarantine Fears Among Women Through
NVIVO” (Chap. 4) discusses the sentiment analysis of quarantine fears experienced
by working women. The study gathered qualitative data from 30 individuals work-
ing in the Education sector. The main findings of the chapter focus on how educa-
tors cope with the challenges of quarantine during Covid-19 while fulfilling their
job responsibilities, which can affect their mental well-being. The analysis is aided
by word cloud and sentimental analysis, along with thematic analysis using
NVIVO-12. The implications highlight the importance of maintaining mental
strength to deal with individual fears during quarantine in the Indian context.

Continuing the work on algorithmic biases, “Gender Biasness — A Victim of
Artificial Intelligence-Based Development” (Chap. 8) discusses the concept of
Algorithm Bias, Artificial Intelligence Bias, or Machine Learning Bias, which
occurs when machine learning algorithms produce systematically prejudiced results
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due to vague assumptions. Gender bias is a common form of Artificial Intelligence
bias, as cognitive biases from human developers can influence machine learning
models and training data. Biases in algorithms and incomplete data lead to gender
biases in the results. Ensuring that Artificial Intelligence datasets are representing
the complete population and overcoming built-in biases is crucial. Currently, peo-
ple’s behavior and opinions are influenced, knowingly or unknowingly, by Artificial
Intelligence. Gender inequality can be observed in technology design patterns due
to the overrepresentation of men in the system. The chapter focuses on the role of
biased algorithms in Artificial Intelligence decision-making processes, particularly
in HR and higher management, as organizations rely on Artificial Intelligence to
manage human resources and achieve long-term goals.

In “A Comparative Analysis of Pornography Detection Models to Prevent Gender
Violence,” (Chap. 9) Mishra and Panda discuss how the globalization of technology
has led to a revolution in social media, bringing the world closer together and
enabling easy and accessible communication. Platforms like YouTube allow users to
upload videos, some of which are educative and informative, while others contain
sensitive and impermissible content like pornography. Controlling the distribution
of such sensitive content is crucial, especially considering the widespread accessi-
bility of the internet. Technological innovations like Deep Learning and Artificial
Intelligence have led to various pornography detection models that have been suc-
cessful to some extent in restricting viewers from accessing inappropriate content.
This chapter aims to study different pornography detection models and explore their
role in preventing Gender Violence.

Regarding more explicit gendered violence, in “Trolls to Cyber Mob: Reasons of
Trolling on Women,” (Chap. 7) Karthika’s research explores the phenomenon of
real-life misogyny spilling into the virtual world, where men harass women through
various means such as verbal abuse, obscene videos, and morphed photos. The
study aims to shed light on the reasons behind the gender-based trolling of women.
It establishes a connection between gender trolling, cyber violence, cyber victimiza-
tion, and the psychological well-being of the participants. The research uses qualita-
tive methods and gathers responses through three focus group discussions to
examine the impact of gender trolling on women in Kerala.

On the other side of this violence, “Leveraging OSINT and Artificial Intelligence,
Machine Learning to Identify and Protect Vulnerable Sections of Society” (Chap. 5)
discusses potentials for protection against these issues. Despite the internet serving
as a global hub for vast amounts of data storage and sharing, certain sections of
society, particularly women and children, remain incredibly vulnerable to cyberbul-
lying, harassment, and cyberstalking. To protect them from these psychological
attacks, laws are being developed and modified to address cyber threats. Open-
Source Intelligence (OSINT) utilizes publicly available data, such as news clippings
and social media posts, which can be processed using tools to gather information.
Artificial Intelligence and machine learning (Al and ML) aim to make computers
more human-like by enabling them to learn human behavior. This chapter analyzes
potential solutions to tackle cyber threats against women and children, proposing
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using Open-Source Intelligence and Artificial Intelligence technologies to detect
and address cybersecurity breaches and safeguard vulnerable sections of society.

In another approach to consideration of Al and algorithmic systems, Dutta in
“Framing the Landscape of Technological Enhancements: Artificial Intelligence,
Gender Issues, and Ethical Dilemmas” (Chap. 10) discusses the emergence of digi-
tal technology, particularly Artificial Intelligence (AI) and machine learning (ML),
and its impact on various fields. This chapter highlights the concerns related to
human ethics, gender biases, social inequalities, and job opportunities arising from
Al advancements. The focus is on AI’s potential and implications rather than its
current state. It emphasizes that Al technology aims to mimic human decision-
making and behavior, and its widespread applications raise ethical and social ques-
tions. One crucial aspect explored is the gender bias present in Al development,
which can perpetuate and amplify existing societal inequalities. The chapter advo-
cates for gender-sensitive technology considering diversity, fairness, inclusivity,
and individualism. It argues for the responsible and anti-discriminatory design and
use of Al algorithms to ensure a humane and equitable human-computer interaction.

Approaching communication technology from a pedagogical lens, “English
Lecturers’ Digital Resources Use at Universities of Nepal Amidst Unsecured Online
Environment” (Chap. 11) explores the use of Information Communication
Technology (ICT) in tutoring literacy at Nepali universities, particularly among
English speakers. The research assesses the penetration of ICT in the classroom and
evaluates differences in ICT tool preferences and related tasks among preceptors
despite similar preferences in traditional classroom settings. The study aims to iden-
tify the effectiveness, challenges, possibilities, pros, and cons of using ICT in
English lectures. Additionally, it investigates the safety of online tutoring and liter-
acy platforms. The research was conducted qualitatively, relying on primary data
sources through virtual questionnaires sent to 30 preceptors from 12 universities in
Nepal. Out of the 30 approached, 21 responses were received. The study found that
using ICT in tutoring literacy is relatively common among preceptors and scholars
in the classroom, with enthusiasm for adopting advanced technologies. However, it
also reveals that the current practices are limited and suggests possibilities for fur-
ther improvements such as dramatizing course content, role-playing, tonal studies,
exploration, and distance literacy.

Addressing potentials for utilizing communication technology in emancipatory
ways, Multani in “Cyberfeminism, Gender Dynamics and Women Empowerment”
(Chap. 12) explores the impact of cyberspace technology on gender relations and
patriarchal hegemony. It highlights how Information and Communication
Technologies (ICT) empower women, facilitate feminist activism, and challenge
male dominance. Cyberspace and feminism merge to create a new feminist para-
digm, and various cyberfeminist discourses organize feminist, political, and cultural
environments on the internet. Women'’s involvement in digital technologies has gen-
erated politically engaged feminist praxis, eroding patriarchal structures. However,
the internet’s role in the new millennium is paradoxical, acting as a liberating and
constraining force for women. The chapter delves into the emancipatory potential of
technology for women’s empowerment and the obstacles they face. It also explores
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the reconfigurations of female identity through digital means, augmenting the poli-
tics of presence.

Addressing advertising and popular media representations, Sarita in “Cyber Risk
and Gender Violence in Fashion Advertising” (Chap. 6) notes that the present situa-
tion in India shows that women face violence and discrimination in various sectors,
with 30% of women aged 15-49 experiencing physical and mental harassment, and
around 6% facing sexual violence. Despite legislative progress, gender discrimina-
tion and violence persist both publicly and in private spaces. Many cases remain
hidden or underreported due to societal barriers and obstacles. To address this social
evil, spreading awareness is crucial, and advertising and fashion industries can play
a significant role in doing so. They have raised awareness about discrimination
against women and encouraged organizations to speak up against it. International
fashion forums have initiated dialogues on the harmful effects of gendered advertis-
ing on women and society. United Nations-Women Organization data shows that
35% of women worldwide have experienced physical or sexual violence from a
partner or non-partner at least once in their lifetime. The media, including the fash-
ion world, influences our perception of gender and societal roles, playing a crucial
role in constructing or deconstructing gender equality.

Addressing new changes in the workplace, Huda in “Enhancing Digital
Leadership Direction: Insight into Empowering Gender Violence Prevention”
(Chap. 13) explores the significance of digital leadership in ensuring organizational
stability, especially during the pandemic age. It emphasizes the importance of online
competence skills in driving strategic coordination and facilitating flexibility and
responsiveness within the organization. The focus is on developing digital profes-
sional skills to enhance leadership quality. The chapter examines the role of profes-
sional soft skills and digital competence in fostering innovation, openness, and
responsiveness in managing customer relationships. The value of the chapter lies in
continuously expanding digital competencies among employees while promoting
trust and appreciation in the process. Overall, it highlights the essential role of digi-
tal leadership in navigating the challenges of the digital era and fostering organiza-
tional success.

Approaching the issues from an ethical standpoint, “Understanding of Digital
Ethics for Information Trust: A Critical Insight into Gender Violence Anticipation”
(Chap. 14) focuses on exploring the importance of digital ethics as a strategic foun-
dation to enhance safety and foster partnerships within the digital community. It
conducts a literature review, drawing insights from peer-reviewed journals, pro-
ceedings, chapters, and books related to the topic. The findings highlight the crucial
role of digital ethics in promoting digital partnership skills and fostering a sense of
community in the digital realm. The chapter contributes valuable insights into the
effective implementation of digital ethics as a safety strategy, leading to the devel-
opment of a robust digital community and successful partnerships.

This volume comprises a rich tapestry of theoretical perspectives and empirical
research, including essays from diverse academic fields. The writings not only dis-
sect the prevailing gender norms and biases embedded in current technologies but
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also probe the transformative potential of technology in challenging gender binaries
and inequities.

Reflecting the complexity of the topic, “Communication Technology and Gender
Violence” curates a wide array of theoretical lenses and empirical studies from mul-
tiple disciplines. To address these issues requires cutting across traditional academic
boundaries and engaging a plethora of approaches — communication, sociology,
computer science, philosophy, psychology, cultural studies, and critical feminist
and queer theory. The book seeks to challenge prevalent gender norms and biases
entrenched in technological systems while also uncovering the transformative
potential of communication technology to challenge and reconfigure these turgid
systems (see Balsamo, 1996; Turkle, 1995).

The anthology captures a diverse array of themes under its overarching narrative.
It navigates through the complex gender dynamics in digital spaces, which are often
unseen (see Gray, 2018), critically scrutinizes the gendered distribution of labor in
technology industries, particularly in the age of work-at-home (see Hochschild,
1989 for an early approach), and assesses the representation and influence of gender
in the rapidly evolving field of Artificial Intelligence (AI). By offering broad and
deep insights into the multifarious issues at the intersection of technology and gen-
der, the book contributes significantly to the burgeoning scholarship in this domain.

In acknowledging the complex realities of gender and technology, the book
underscores the principle of intersectionality. It highlights that technology and gen-
der do not exist in social vacuums. Instead, they are intrinsically intertwined with
other social axes, such as race, class, age, sexuality, and disability, collectively shap-
ing individuals’ experiences and identities (Hill Collins, 2000). By engaging with
an intersectional approach, the anthology offers a nuanced understanding of the
social dynamics surrounding technology and gender. It allows for a more inclusive
and holistic exploration of this intricate interface.

By illuminating the dynamic relationship between gender and technology,
“Communication Technology and Gender Violence” aims to incite thoughtful
examination and contribute to the ongoing academic and societal dialogues around
gendered technology. It serves as a catalyst for further scholarly inquiry and for the
development of more equitable technologies and associated policies (see Eubanks,
2018; Noble, 2018).

This book is situated at the crossroads of these technological and gendered cur-
rents. It strives to offer an exploration of the intricate relationship between technol-
ogy and gender, weaving together diverse scholarly perspectives. This volume aims
to provide a holistic perspective on the convergence of technology and gender by
examining how these elements interact, shape, and transform each other. In doing
so, we challenge established narratives and prompt critical discourse on the implica-
tions for social justice, equity, and inclusion.

The primary goal of this book is to provide a comprehensive exploration of the
complex relationship between technology and gender. This exploration is two-
pronged: It seeks to understand how gender structures, informs, and influences tech-
nology and, conversely, how technology reciprocally shapes, affects, and constructs
gender (Wajcman, 2004). In presenting these diverse and detailed narratives, the
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anthology challenges existing paradigms and triggers critical reflections on the
broader implications for social justice, equality, and inclusivity.

In conclusion, “Communication Technology and Gender Violence” offers a com-
prehensive and insightful exploration of the reciprocal relationship between tech-
nology and gender. It presents a rich tapestry of interdisciplinary scholarship that
dissects, challenges, and reconstructs the traditional narratives in this field. It is the
hope that this book will inspire intellectual curiosity and pragmatic action toward
fostering a more equitable technological landscape.

Chicago, IL, USA Zachary McDowell
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Chapter 1

Technology and Gender Violence:
Victimization Model, Consequences
and Measures

Sita Rani @), Jaskiran Kaur @), and Pankaj Bhambri

1.1 Introduction

Rapid technological development is playing a very significant role in the various
spheres of society [1]. There is hardly any domain which is not benefitted from this
evolution. The use of the internet and various advanced technologies have revolu-
tionized almost every domain of day-to-day life. This technological amalgamation
has facilitated life to a great extent. Advanced technologies have a variety of appli-
cations in the areas of education, healthcare, agriculture, industry, transportation,
smart cities, etc. [2, 3]. Most of the facilitating applications in all these domains are
connected in cyberspace and are sharing a huge volume of data. Consequently, there
is a huge possibility of cyber threats and unauthorized access to the data. Otherwise,
along with advantages, integration of technology has drawbacks also [4, 5]. We can
see the negative effect of technology almost everywhere. It affects our day-to-day
habits where we are limited to the device-filled life only [6]. It affects both the
physical and mental health of an individual. People, especially, children and youth
are more addicted to social media where they are exposed to drugs, sexual content,
violent videos, etc. Consequently, it results in a lack of empathy among individuals,
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and sometimes they are more habitual to cyber/online crimes [7-10]. Some of the
common types of cybercrime are:

e Phishing

e Cyber Extortion
¢ Data Breach

e Identity Theft

e Harassment

Technology-based gender violence is one of the most commonly attempted
cybercrimes. It is a complicated episode with destructive results worldwide. With
the regular evolution in technology, technology-supported gender-dependent vio-
lence is also taking a more advanced and severe form [11]. This technology-
equipped violence may cause the spread of personal content (information and/or
images) without consent which may lead to serious consequences [12]. In gender-
dependent violence, the internet acts as the main weapon of the perpetrators.
Different types of technology-equipped gender-dependent violence include threats
of damage, spoiling the public image, stalking, etc., many of which are carried out
[13—15]. The popular form of gender-based violence includes harassment by an
individual or a network of people, sexual abuse using images, distribution of inti-
mate pictures without permission, creepshots, sexploitation, sextortion, sexual
assault on public platforms or social media, synthetic media, doxing, defamation,
stalking, misrepresentation, impersonation, hate speech, etc. These types of vio-
lence cause a physical, emotional, and psychological impact on the victim-survivors
[16, 17]. It also impacts the privacy, and safety of the women and girls and may also
lead to economic loss. Sometimes, survivors leave the online platforms, cease their
public visibility, and restrain their voices.

It has been analyzed that in an intimate relationship, abusive partner tracks their
intimate partners, their activities, and communication with the help of technology.
Even many women politicians, human right activist, and female journalists usually
face different types of threats due to vocalizing about equality or playing a leader-
ship role. People having intersecting marginalized identities are at higher risk of
cybercrime, such as people of color, gays, transgender, lesbians, and people with
particular types of disabilities. These types of threats/risks cause special safety con-
sideration which involves a threat to privacy and individuality. Technology-
facilitated violence causes an unsafe environment for women and LGBTQ+ to move
freely in society. It suppresses the voice of women and LGBTQ+ people on social
platforms in the era of digital communication.

Gender-based violence abolishes the international human rights of women.
Globally, women and girls are targeted to a high degree of violence by their intimate
partners than other men [18]. From the literature, women are more frequently tar-
geted for stalking, sexualized violence, and murder irrespective of where they live
in this world. Even during public events and gatherings, they face sexual harass-
ment. In war areas too, women and girls face gender-based violence and rape [19].
These are very few examples of everyday occurring violence against women and
girls. More precisely, women and girls are the main targets of gender-based
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violence [20]. But, the study of literature shows that transgender, gay, and men who
fall out of the norms of muscularity are also victims of gender-based violence. From
statistics, it has been observed that they face harassment, sexual assault, and some-
times physical attacks also reasoned from their expression and gender recognition.
It is clear from Fig. 1.1 that there was 23% increase in gender-based violence from
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year 2015 to 2019 in the different states of India. Figure 1.2 presents the variety of
abuses attempted against women for the years 2019-2021 in India. As gender-based
violence is the biggest threat to gender norms and also causes inequality; conse-
quently, it becomes very important to analyze its mal-effect on the group of vic-
tims [21].

1.2 Related Work

In recent years, many authors focused on and carried out their work highlighting the
advantages and disadvantages of technology in real-life application domains. A lot
of work is also carried out to analyze the role played by modern technologies to
encourage gender-based violence [22-24].

In [14], the authors highlighted the usage of technology as media to negotiate
sexual identity among today’s youth. This agenda is also becoming a central point
of discussion during conferences and symposiums as youngsters are using mobile
phones and social media platforms for sexting and exchanging personal sexual
images and videos to a huge extent. In some countries, a legislative framework to
regularize these acts is over-standardized. Even then, the law cannot accurately ana-
lyze and regularize the ill effects faced by the victims due to unpermitted develop-
ment and/or dissemination of sexual content. In this work, the authors focused on
the non-consensual development and/or distribution of sexual content as a medium
of stalking, harassment, cyber threat, and violence. The main focus of the authors
was to investigate the effects of technology-meditated gender-based violence on
adult women. It was also concluded that technology is not generating new types of
crime but providing new media to accomplish criminal acts. At the same time, these
technologies also provide a uniquely new platform to give digital identity to the citi-
zens. The biggest challenge faced is to maintain a balance between freedom of
sexual expression and protecting individuals from technology-based gender and
sexual violence.

In [13], authors impressed on the agenda of rapidly increasing criminal acts in
cyberspace. This work aimed to highlight the role of technology to aid the sexual
harassment and violence against women, transgenders, gays, and men for lack of
muscular traits, but very little attention is being given in the past to this important
sphere. In this article, the authors presented the various types of gender-based
threats, sexual assaults, and inequalities conceptualized in cyberspace and caused ill
effects. Authors classified technology-based sexual violence into different catego-
ries, i.e., unauthorized development and dissemination of visual sexual content,
sexual assault images, usage of a communication aid to conduct sexual assault,
online stalking and sexual harassment, virtual rape, and gender-focused violent
speech. Another important issue, due importance needs to be given to the agenda of
gender-based technology-facilitated violent acts such as flaming, cyberbullying,
harassment, and trolling against males too. But research advises that girls and
women are always major victims of harassment, stalking, assault, and hate speeches
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in cyberspace. Working to Halt Online Abuse (WHOA) -— an NGO — published (in
the year 2011) that the ratio of women victims is very high (approx. 75%) in the
reported cases of cyber assault and gender-based violence. These violent acts against
women comprised structural, emotional, and physical violence.

In [12], the authors presented sexual violence as a global issue. According to a
report presented by the World Health Organization (WHO) in the year 2013, glob-
ally 35% of women are experiencing sexual violence either by their partner, a friend,
boss, or sometimes even by a family member. From different national-level surveys,
it has been concluded that an unbalanced sex ratio and gender in-equalities are a few
leading reasons for sexual violence against women. It also evolved from the study
that women in the age group of 1624 are more prone to experience sexual assault.
It is also analyzed that the majority of the time this crime is attempted at the hand of
a personally or professionally known man. Due to rapid development in the number
of smart devices, mobile phones, computers, laptops, tablets, and social media net-
works, there is a sharp increase in sexual assault, threats, and harms against women.
It has also been analyzed that technology is playing a very significant role to aid
domestic violence, cyberstalking, dating abuse, and sexual exploitation of teenag-
ers, and children across the globe. “Sexual Violence” is a broad term that is used to
describe all types of abusive actions aided by the integration of technology which is
called technology-facilitated sexual violence. It addresses a variety of criminal sex-
ually aggressive practices which are aided by the usage of network and communica-
tion technologies.

In [25], the authors explored the role of technology in domestic violence against
women and girls. The major aim of the study was to analyze the significance of
advanced and modern technologies in stalking and other types of cybercrime target-
ing particular gender. It was stated by the authors that the major technologies to
commit this type of crime are social media platforms, mobile phones, and comput-
ers. The usual types of crimes executed in the discussed context are harassment,
stalking, tracking, etc.

In [26], the authors focused on the contribution of technology in the execution of
violent acts by intimate partners. In this work, domestic violence is discussed in a
variety of contexts including controlling, cultural and social norms, dynamism in
relationships, cultural and structural impositions, etc. The authors concluded their
work by emphasizing the use of technology to counter gender-based violence
instead of as an aid to perform it.

In [27], the authors discussed the transition in the mode of domestic and sexual
violence during the quarantine period of COVID-19. Communal sexual violence
changed to technology-based sexual assault. This work was carried out to under-
stand the context of sexual violence in cyberspace. The authors studied the experi-
ence of various sexual violence survivors from varying cultural backgrounds. On
social media platforms, women are prime targets of sexual violence and assault.
This work was concluded with the opinion that being neutral to these types of acts
means supporting domestic and gender violence.

In [19], the authors presented a study where mobile technologies and web-based
platforms can contribute to improving the mental health of the victims of domestic
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violence, especially partner abuse. These technologies comprise telehealth services,
smartphones, online support groups, etc. It is also highlighted by the authors that
psychological disorders, like depression, and PTSD are at the higher end among the
victims as compared to the normal population. This review aimed to analyze the
effects of partner violence on the mental health of the survivors among all age
groups and genders. Authors claimed this study to be the first of its type to analyze
the mental health of partner abuse victims using technology.

In [18], the authors expressed their concern about the rapid growth in digital
crime. It was highlighted that desired solutions and the legislative frame are not
revolutionizing at the same pace. The fundamental aim should be not only to con-
sider the hazards but also to provide counter-solutions. In this work, authors explored
both, i.e., technology as an aid to commit a crime and to provide a shield against
threats and violence, especially for women and girls. In this work, an in-depth
review is carried out in varying aspects of technology-facilitated gender violence,
e.g., exploitation, harm, cyberstalking, and harassment of girls and women in com-
mon and cyberspace. Another very important aspect, which is being discussed very
rarely in literature is the mis-portray of normal behavior as violence in the hour of
disagreement to meet their own needs by the other gender.

In [17], the authors stated that globally one-third of the women are experiencing
domestic violence either in one form or another where most of them are exploited
psychologically, physically, and sexually. In most cases, these acts are accomplished
by their partners. In this work, the authors explored the impact of technology-based
violence in the domestic sphere. It has been analyzed during the study that the cor-
relation between technology-based gender violence and the domestic front is very
less explored in the domain of research. The impact of technology-based gender
abuse on the survivors also needs to be analyzed at the next level for suitable guide-
lines and legal laws. This study aimed to analyze the response of domestic violence
counselors to technology-based abuse. The authors used 15 semi-structured inter-
views and three different themes to gather the response of the experts. Then, this
data was used to correlate technology-based assault and other types of domestic
violence. It was highlighted in the findings of the study that technology is playing a
crucial role to aid domestic violence and can also be used to analyze the degree of
the ill effects and the harms.

In [28], the authors revolved their focus around a very interesting question “Is all
technology-facilitated abuse violence?”. In this work, it is discussed that although
most of the physical, psychological, and technology-facilitated violent acts are
counted under violence; but, to accurately analyze the complexity of the technologi-
cal act considering the situation and sequence of factors is important. Some
technology-facilitated acts may not meet the threshold of the violence (more appro-
priately gender-based violence).

In [20], authors explored the types of technology-facilitated gender violence
worldwide. The role of various types of technologies including social media, GPS
tracking, and Al in the execution of a variety of gender-based violence is discussed
in detail. In this work, the authors focused both on quantitative and qualitative
research carried out in the literature both on public and private platforms.
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Table 1.1 Summarization of previous work: Context, target population, and technologies

Ref. | Authors and
No. |year Violence context Target population | Technology used
[14] | Henry and Sexual violence, harassment | Women, girls Social media
Powell (2015) platforms, mobiles,
email
[13] | Henry and Legal policies, harassment Women, girls ICT
Powell (2015)
[12] | Henry and Gender-based assault, sexual | Women, girls, Internet
Powell (2016) | violence, cyberstalking, trans, lesbian
harassment.
[25] | Woodlock Domestic violence, stalking | Intimate partner | Social media
(2016) platforms, computers,
Mobile phones
[26] | Dragiewicz Domestic violence Intimate partner | Digital platforms
(2018)
[27] | Jatmiko (2020) | Harassment, domestic ‘Women Social media
violence during COVID-19, platforms
online sexual violence during
COVID-19
[19] | Emezue and Depression, psychological Intimate partner | Mobile phones,
Bloom (2020) | disorders, anxiety web-based
platforms, wireless
platforms
[18] | Marganski and | Violence in public and Women, girls ICT, internet
Melander private places
(2021)
[17] |Fiolet et al. Domestic violence Survivors Internet, ICT
(2021)
[28] | Dunn (2021) International human rights Discrimination ICT
guidelines against women
[20] | Bailey et al. Harassment, assault Women, girls, Social Media
(2021) gays, transgender | platforms, artificial

intelligence, GPS

Technology-facilitated gender-based violence is explored by researchers in a vari-
ety of contexts. The different audience is targeted in different types of criminal
attempts using different types of technology in the literature, summarized in Table 1.1.

1.3 Modern Technologies

In the modern era, technology is playing a very significant role in our day-to-day
life. Almost every individual is using either one or another kind of modern technol-
ogy [29, 30]. Several advanced technologies benefit human life in a variety of
domains. But few users have started to use this technological development to harm

human life. Technology-facilitated gender-based violence is

such a bad
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consequence [31]. Some of the advanced technologies which are used as an aid to
attempt violent acts in cyberspace are discussed below:

1.3.1 Information and Communication Technology (ICT)

The architecture, devices, and components that make up a modern computer system
are known as ICT [32, 33]. It emphasizes the importance of unified communication
protocols and networks, the assimilation of computers and telecommunication ser-
vices (phone lines and wireless signals), alongside the enterprise software, middle-
ware, repository, and audio-visual components that are required to permit users to
access, store, transfer, understand, and maneuver information. ICT is employed in
the majority of industries, including banking, e-commerce, agriculture, medicine,
education, the military, transportation, and so on.

ICT plays a key role in the execution of technology-facilitated gender-based
abuse. Computers, the internet, and communication technology are the most fre-
quently used aids to attempt any violent act in cyberspace [34], as shown in Fig. 1.3.
Along with this, mobile phones, tablets, and many social apps are also used as
media to attempt gender-based violence.

1.3.2 Social Media Platforms

People use social networking sites and apps to find individuals, chat informally with
them, and discover common interests. Social networking platforms enable direct
communication between users through groups, connections, and geolocation [35].

Fig. 1.3 Major
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Fig. 1.4 Different social media platforms used to attempt various gender-based violent acts

A few examples of social media platforms include Facebook, Instagram, YouTube,
LinkedIn, etc., as shown in Fig. 1.4. These are digital channels for the exchange of
information, interests, ideas, and other kinds of expression. Users who connect
through these digital services build fully engaging platforms over which people,
organizations, and groups can exchange, participate in, co-create, converse about,
and change user-generated as well as self-curated material that is published online.

These social media platforms are also used by individuals to perform different
types of abusive acts by publishing someone’s personal information, defamation,
posting negative comments, tracking personal and professional life through posts,
etc. [36].

1.3.3 GPS Tracking

Keeping track of the location of an object, also known as geo-tracking, is per-
formed by a navigational tool that is typically mounted on an automobile device,
object, individual, or animal [37, 38]. It makes use of the Global Positioning
System (GPS) to follow the motion and identify WGS84 UTM’s geographic
location. GPS tracking systems transmit unique satellite signals, which a
receiver processes. The tracking gadget’s inbuilt satellite modem, cellular net-
work (GSM/GPRS/CDMA/LTE or SMS), Wi-Fi, or radio can be used to com-
municate positions to an internet-connected device. The concept of geo-tracking
is also used by individuals to track the location of a person or vehicle to perform
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some violent/abusive act [39]. In complicated relationships, many times women
are tracked by their intimate partners to know about their location and keep an
eye on their life.

Along with many other technologies like communication networks, disclosure of
personal data from various sources also catalyzes online violence.

1.4 Technology-Based Gender Violence Model

It’s not only women or girls who are the victims of technology-based gender vio-
lence, but the transgender, gay, lesbian, and men with low muscular strength are
also targeted either on social media platforms or using other technologies for dif-
ferent types of assaults/crimes, depicted in Fig. 1.5. Harassment, networked
harassment, image-based sexual abuse, non-consensual distribution of intimate
images, creepshots, sexploitation, sextortion, synthetic media, broadcasting sex-
ual assault, doxing, defamation, public disclosure of private images, hate speech,
impersonation threats, stalking, and monitoring are all the major forms of technol-
ogy-based gender violence [40]. These types of crimes/assaults are committed
using different types of advanced technologies, like GPS tracking systems, social
media platforms, ICT, mobile phones, tablets, computers, Al, ML, etc. So, the
technological development which was aimed to provide better and more conve-
nient life has impacted life badly in this aspect [41]. But it can further be utilized
to develop counter-applications and services to address different types of gender-
based abuse.

Technologies

Used
Types of Targeted
Assaults People

Fig. 1.5 Technology-based gender violence model
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1.5 Types of Threats

Technology-based gender violence can be defined as “any act that causes or may
cause sexual, psychological, or physical hazards or harms to the girls, women,
transgender in private or public using any of the technological development”. Even
lesbians, gays, and men with low muscularity are also observed as the victim of
technology-based violence. Consequently, in our work, we have expanded the inter-
pretation of gender-based violence beyond women and girls to include lesbian, gay,
low muscularity men, i.e., any individual experiencing harassment/violence rea-
soned from the gender/sex and the imposition of benign gender criterion. Although,
it is always expected to use technology to make human life better and more conve-
nient; it is being used in several different ways to execute violence in a variety of
contexts. The different types of technology-based abuses which are enacted using
modern technology are discussed below:

1.5.1 Harassment

Harassment comprises different types of undesired digital communication. It may
be very small like a xenophobic comment or an organized and well-planned attack
like the Gamergate operation [42]. This act may be attempted by a single person or
by a group of abusers. When it is executed by a network of abusers, it is called net-
worked harassment.

1.5.2 Image-Based Sexual Assault

To publicize intimate images (without taking consent) on social media by an ex-
partner or any third person is one of the most common types of image-based sexual
assault [43]. Along with this, image-based sexual assault comprises several offen-
sive behaviors and comes under the category of “revenge porn”.

1.5.3 Creepshots

When any person secretly takes photos or makes videos of another person with any
sexual intent is called creepshot. These types of images/videos are used to shame
girls and women by posting on online platforms and asking other creepers to com-
ment on them [43].
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1.5.4 Sexploitation

It is the act of using someone’s sexual material in media for commercial purposes
without taking the consent of the concerned person [44].

1.5.5 Sextortion

It is an act in which one person has the sexual images of someone else and on the
edge blackmails the person to do something which he/she/they do/do not want [45].
1.5.6 Broadcast/Documentation of Sexual Violence

In this category of abuse, the act of assault is recorded/documented and then dis-
seminated which results in additional harassment to the victim who survived [46].
1.5.7 Publicizing Private Information/Data

Publication of sexual material is a big harassment of women and girls, which is very
much clear. But sometimes in many communities with conservative value systems,
even the sharing of pic of a woman interacting with a non-family male member, a
picture of a woman/girl at a particular place, or wearing a particular type of dress
can also put them in trouble and can become the victim of abuse [11].

1.5.8 Doxing

Publication of private data/information, e.g., legal name, passport, driving license,
contact information, etc. is known as doxing. Many women, like reporters, and
social activists who vocalize against gender inequality are commonly doxed by sex-
ist groups [47].

1.5.9 Defamation

In most nations, defaming simply means publishing wrong information to spoil the
reputation of an individual. But in today’s era, when everything is available online,
it is very easy to check for correct information. It has been observed that nowadays
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even publishing true private information online can also be dangerous. In many
online gender-based attacks, false statements are made public about the sexuality of
girls and women to defame them [48].

1.5.10 Stalking

An individual can be stalked in a variety of ways using technology, e.g., regular
monitoring of a person for his social media activities, tracking a person using GPS,
and the appliance of stalking software on his/her device. It comprises recursive
observation and/or dangerous acts which may reason fear. Usually, offensive inti-
mate partners stalk their partners. Many advanced devices/equipment are used to
stalk women [49].

1.5.11 Impersonation

It is a type of abuse that can spoil the reputation of an individual and even can cause
a plunge. Many times, abusers create fake IDs of leading female personalities to
damage their reputations. Even false websites are created to destroy their relation-
ships, work reputation, etc. [50].

1.5.12 Threats

Various types of threats are becoming very common in cyberspace among which
online harassment and rape threats are frequently attempted against women. The
women who are harassed on social media platforms are highly concerned about
their physical safety.

1.5.13 Hate Speech

This category of abuse can initiate/encourage violent acts towards an individual or
a group. Any person on the bases of gender, any kind of disability, or religion can be
targeted for hate speech. The criminals can target any woman/girl due to their posi-
tion, identity, looks, etc. This may discourage women/girls to be very active on
social media platforms [51].
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1.6 Who Gets Troubled?

From statistics, women and girls are the major victims of technology-based gender
violence. Along with this, many other groups of people are also targeted for this
kind of abuse/violence. Transgender, people with different sexual orientations or
any other kind of disability/class can also become the victims of technology-based
violence. In this section, our main aim is to analyze the different classes of the popu-
lation and the context in which they are targeted for technology-based violence.

1.6.1 Intersectional Equivalence Aspects

Technology-based gender violence is caused by racism, discrimination, transpho-
bia, etc. It is very common for women and girls to be targeted for this abuse by
anti-feminists and sexists in cyberspace cantered around their sexual orientation,
community, race, any type of disability, expression of gender, etc. It has been also
analyzed that an individual’s intersectional identity aspects will affect their online
experience in terms of types of attacks and degree of violence planned/executed on
them. For example, even in the case of technology-based attacks, black women are
targeted more in comparison to white women.

1.6.2 Women Performing Lead Roles

It has been observed that women are kept on the back-front to allocate lead roles
worldwide. In the modern era, there is an urgent requirement for gender diversity in
many of the professions/domains such as journalism, politics, and lead roles in
many other professional domains. But this aspect is suppressed when actively par-
ticipating women become victims of technology-based gender violence. Technology-
based gender violence stops them from working effectively and also becomes the
reason to keep them away from lead roles, especially when they are vocal against
any type of discrimination or social inequality. It restricts women and girls to
engage-in in all domains of day-to-day life.

1.6.3 Violence by Intimate Partner

Women are also targeted for different types of abuse by their intimate partners. They
become the victim of technology-facilitated violence. From the study of the litera-
ture, it has been observed that almost 2/3rd of the abuses are planned and executed
by their current or ex-intimate partner. Usually, their life is tracked through their
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mobile devices, social media accounts, etc. It makes any woman in fear and threat
as they feel that they are always under observation. Abuse by an intimate partner
may also be in the form of physical violence or domestic violence.

1.7 Types of Harms

Technology-facilitated gender violence may be planned against an individual or it
may have systemic impacts. When we talk about an individual victim, he/she may
experience privacy invasion, threat to autonomy, psychological threat, reputational
attack, fear, professional risks, and economic harm. It causes inequality and dis-
criminant behavior toward women/girls and transgender which limits their freedom
and restricts their human rights [20]. In this way, technology-based gender violence
can cause a variety of harm to the victims, as shown in Fig. 1.6.

1.8 Law to Administer Technology-Based Gender Violence

Technology-facilitated gender-based violence is considered a comparatively
new domain in India. However, several organizations have started to work to
address the various issues related to this issue. Several organizations, like UN
Women, Women’s Fund Asia, Omidyar Network, Mozilla Foundation, Tata
Trust, Amplify Change, and many more are financing the various initiatives

Psychological Emotional

Professional eypoad Types of
Harms

Silencing

Fig. 1.6 Types of harms: Victims of gender violence
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taken to protect digital rights, control technology-facilitated gender-based vio-
lence, and provide digital safety to the people [52, 53].

Many NGOs have also taken initiatives to make the users digitally literate to not
be affected by online violence. They have also started to create better frameworks to
report and monitor the various abusive activities attempted in cyberspace.

The Government of India is also taking many initiatives to aware people of
technology-facilitated gender-based violence and to administer the issue. Many
cyber cells have been activated by looking at the seriousness of the domain.
Reporting mechanisms are also very efficient. A few states are using Nirbhaya Fund
under Safer City initiatives.

1.9 Precautionary Measures

Technology-facilitated gender-based violence is one of the major problems faced by
the society. Although, in this technological era, it is not possible to stop it com-
pletely, there are a few precautionary measures that can help to limit it to a huge
extent, discussed below [54]:

* To enhance digital literacy among the users.

* To make strict laws and their enforcement.

» To provide better support and resources for the survivors.

* To administer social issues and cultural norms which cause violence.

* To work in collaboration with various social media sites and companies for con-
tent moderation.

* To improve the system to report and track the issues.

1.10 Conclusions and Future Scope

From the literature, it has been observed that technology is acting as a catalyst to
execute violent acts and harassment in society. It has become an international issue
that requires extra attention. Women/girls, transgender, and even muscularly weak
men are common victims of various types of abuse. Women, who are in leadership
roles and more vocal about discrimination and their rights, are the main targets in
technology-facilitated violence on social media platforms. They also become the
victim of domestic violence and abuse by intimate partners. There is a class of
gender-based abuse, like harassment, publicizing private information and intimate
pictures, stalking, threats, hate speech, threats, etc. The major harms caused are
safety issues, invasion of privacy, psychological risks, economic loss, reputation
spoiling, etc.

Although in this technological era, it is not possible to control technology-
facilitated gender-based violence completely but many NGOs, private bodies, and
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government organizations have started to sensitize users to digital literacy. The gov-
ernment has started to make strict laws and their enforcement in the domain. Many
systems to report violent acts and track have been developed and implemented.
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2.1 Introduction

The recent case which happened a few days back has taken people by storm. In this
case, a young medical female student in Karnataka faced harassment from another
male medical intern called Saif after which she injected herself with a harmful sub-
stance [1]. The harassment she faced was unbearable. Violence against women
occurs in various forms which is known as gender-based violence. They could be
physical as well as mental and could lead to severe injuries, suicides, and inflicting
harm on self and others. It takes place not only in the four walls of the homes, but
also it is rampantly taking place in the workplace. What’s most horrifying is that it
is not country-specific, but it has become a global phenomenon. Cyberfeminism is
one that makes the relationship between cyberspace, Information and Communication
Technology (ICT), and the internet in general more prominent. Living in the twenty--
first century we still haven’t been able to do justice in giving parity to women as a
gender in the cyberspace. Hence empowering women for their emancipation in this
platform has become the need of the hour. There is a concept of masculinization in
which technology is considered as masculine and that is the general belief and
hence women are compared to tech-savvy men [2]. According to research, the inter-
net is falling out of women users because of cyber harassment, cyber bullying, and
cyber teasing. With services like online payments (including Universal Payment
Interface (UPI) in every other transaction (in India)), digital banking, digital media,
IOT (Internet of Things) on the rise, there is IPV (Intimate Partner Violence),
revenge porn (non-consensual sharing of intimate photos), rape videos, morphed
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images, child pornography, etc., acting conspicuously to its detriment. Women are
having to face the brunt of such blatant misuse of the cyberspace. The COVID-19
pandemic has rendered a lot many people jobless and with this there has been a
marked increase in criminal activities on the internet that needs serious acknowl-
edgement. People have resorted to scam calls and messages for siphoning money
and through other methods of social engineering to befool the most naive to invest
money in the name of Ponzi schemes [3]. It has been found that women, especially
housewives are being trapped in numbers because of lack of technical know-how in
certain cases and lack of exposure in most.

Cyber bullying is on the rise and women are the majority stakeholders to be on
the rough end of the stick and hence cyber bullying and cyber teasing have to be
taken seriously because they are one of the major reasons for spoiling the mental
state and mindset of women who surf the internet for some kind of solace in search
of equality if not opportunity which unfortunately is still a farfetched idea. Cyber
bullying however is very less talked about and its existence is a lesser-known fact.
People have a tendency of trolling and shaming others on social media in the quest
to look smart while demeaning and undermining the mental, physical, and emo-
tional state of the recipient. There cannot be a check on conversations owing to the
freedom of free speech and expression but definitely on certain verbatims through
the intelligent and resourceful use of machine learning and artificial intelligence.

There is an intrinsic relation of cyber security with gender violence. Women have
been at the receiving end of the stick facing the brunt of gender discrimination even
in the virtual world where their extortion and harassment is seen often in opposition
to the pledge of the internet for neutrality and equality. They have been catcalled,
body shamed, and constantly reminded of their position in the society which prom-
ised them a level playing field, if not anything else, at the least. Hence, a solution--
oriented approach is the need of the hour as has been elucidated in the paper,
connecting the dots and linking every other issue in cyber security to master the art
of living in the digital space, deriving optimum output from the same without being
masqueraded by the pretentious elements with ulterior motives.

2.2 Review of Literature

Many researches have been conducted on the impact of gender violence and social
media. Social contacts in the physical world or in social media can have a strong
influence on the attitude of individuals. An extensive body of literature has studied
how social media’s exposure can influence an individual’s psychological states.
Other work has explored the influence of content creation on social media attitude,
such as retweeting, replying, or favoriting, for example, in the context of the Twitter
platform. For instance, Leavitt et al. 2009 classified user’s influence into two types:
content-based and conversation-based. This work concluded that influential people
such as celebrities were better at starting conversations on social media while news
outlets content resulted in more retweets. The ultimate form of influence is to
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promote collective action via social networks; this was visible in the Black Lives
Matter (BLM) movement and the Arab Spring. On the theoretical end of studying
influence and factors that promote users to endorse certain campaigns, points of
view, or products, lie the theories of Influence Maximization and Contagion.
Influence Maximization is the problem of finding a set of nodes in a network that
maximizes the spread of an idea or campaign.

2.3 Technology and Digital Violence

Technology has played a major role in aggravating the gender-based violence. There
are various crimes that happen to women on social media. Technology-facilitated
GBYV occurs worldwide. A recent study that was conducted in Asia says that online
harassment does take place among women and it can shoot up to 40 percent among
adults and up to 33 percent among adolescents. In the USA about 45 percent of
women confessed that they have faced online harassment which can range from the
culprit’s behavior, stalking, eve-teasing, cyber bullying, hate messages defamation,
and sending abusive messages. Sometimes online form of abuses can lead to offline
violence where the victim may cause harm to self or the culprit may harm her. One
of the important features of technology-based crimes is that the culprit can be anon-
ymous while committing the crimes which can pose to be more fatal for the victim.
Privacy invasion leading to infiltration into someone’s personal space has become a
thing very common now. This causes hate messages in the form of comments, or
trolling caused by multi users.

There are various forms of digital gender violence. Some of them are as follows:

2.3.1 Revenge Violence

This is a grave version of sextortion, a portmanteau or frankenword for “sexual” and
“extortion” which is the non-consensual sharing of photos or videos while sextor-
tion basically being the threat of sharing photos whether they are shared or not. With
the advancement of social media and with farrago of platforms having come up for
exchange of conversations through texts, emoticons, photos, and videos, extortion
through photos and videos with explicit content being shared in these platforms has
become very common. Various dating applications and social media platforms will
always try to be better in a competitive world where each one of them is striving to
be the best but that should not make users take things lightly while operating and
using these applications for sharing personal documents, photos, and videos. The
most vital element of sextortion is the use of blackmail and the power exerted by the
offender on their partner, coercing their compliance into a certain action which in
itself is a greater crime [4]. Such activities have become the new normal and have
resulted in the suppression of voices that have not been able to free themselves from
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the shackles of toxicity and such people normally make the headlines of news dai-
lies for having given up their lives, trying to save the so-called image and repute of
their families [5]. Revenge porn does not only happen locally or with people who
have prior acquaintances but also occurs on a large scale transnationally as well.
Such activities have been promulgated by dating applications and platforms where
the initial acquaintance is mostly through sharing of photos, even with the prior
knowledge of the other person being miles apart or time zones apart. Such has been
the fad or the trend that the conscious of the layman has taken a backseat. Therefore,
such people need to understand that the sharing of such intimate details may lead to
morphed images being created and being used in rape videos as well. Legislations
for the same are also very tricky as establishing precedent for “no consent” becomes
very difficult as these are intricate matters that have a very delicate line of action
through which matters have occurred in real time and to showcase the same in the
form of proof in the court of law, however right one may become an arduous task.
We also need to make ourselves aware of these nefarious activities on the rise and
take steps to educate the younger ones to not fall into such traps and be able to make
optimum use of the resources available to them.

2.3.2 Cyber Bullying

Cyber bullying, although very less talked about, is a lesser-known fact anyway.
Trolling and shaming people in the name of fame and attention projects a very paro-
chial mindset and because of no stern legislation for cyber bullying so to speak there
is undue advantage taken on the internet in the name of freedom of speech and
expression. It can have psychological effects on the recipient mostly because of the
anonymous nature of messaging and because it’s done in an open platform where
people from all spheres and aspects of life are associated [6]. The quest to maintain
a social image, although one may be diametrically opposite to it in reality helps
them be a pretentious form of themselves that acts to their detriment when they are
not able to fulfil their expectations even on their social media platform. This creates
a sense of low morale and low self-esteem often leading to depression and anxiety.
Bullies in real life can be avoided but then cyber bullies are everywhere because
every other person is on the internet and therefore is connected to the world of social
media in one way or the other. The act of undermining or demeaning someone
becomes a convention so much so that it tends to have a pernicious influence on the
youth of today often resulting in heated exchange of words and culminating into a
war of words till the point in time where there are too many against a single entity
trying to prove their point and make a statement and thus singling out, isolating and
secluding that one person who ends up having an existential crisis. All this results in
the imbalance of the mental, physical, and emotional state of the person at the
receiving end of the stick. Therefore, putting a check on the same may not be pos-
sible as filtering out every conversation would not be practical but then the scrutiny
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of certain verbatims through the intelligent use of machine learning and artificial
intelligence can definitely go a long way in solving the current problem at hand.

2.3.3 Violence on Women Through Social Media

There is an intrinsic relation between cybersecurity and gender violence. Women
have been facing the brunt of gender discrimination including their extortion and
harassment in the virtual world where there were expectations of a level playing
field but turned out be no different than the real world. They have been catcalled and
slut shamed exacerbating their already poor condition in the society. There is multi-
farious violence against women in the cyber world such as those of sexual harass-
ment, revenge porn, online solicitation, rape threats, gender-based hate speech,
unsolicited nude images, doxing, etc. Most of it is seen in cases of misogynists who
target those women who are feminists and try and blackmail them from taking an
unrelenting stand to further their own cause. Technology should have always acted
as a facilitator and been gender neutral at the least but then it is technology that has
rather made the access to political knowledge and avenues for civic management
limited in the case of women which speaks volumes of the ingrained mindset and
mentality and hence only showing that the same issue that women face offline have
only been reified and manifested online. There are classical examples of women
who have single handedly taken up such causes to fight for their entire sex and de--
fang and dodge all the criticisms hurled at them but then there must be support from
the technology front as well otherwise the holier than-thou attitude of the society
will keep shoving responsibilities on women while the world watches in silence.
Among all this that has been happening, the individual responsibility is a priority
when it comes to technology-facilitated gendered violence (TFGV) as there are
numerous ways of preventing such mishaps or violence for women on the internet
if precautionary measures for the same are taken like that of desisting social media
use, filtering unsolicited content and abuse through privacy settings and simply
blocking. At the same time community responsibility cannot be ignored, one that
starts with educating the young mass and policing the elderly as and when required
so that the essence of a civilized society is perpetuated.

Gender-based violence, or GBV as it is commonly called, is mostly targeted
against women. However, it cannot be denied that there are cases where it’s the
other way round. Many men have fallen prey to gender-based violence but statistics
show that such cases are very less compared to violence inflicted on women. It is
mainly due to the fact that women are ignorant or may not be too much conversant
to internet compared to men. Undoubtedly it gets propagated through various social
media platforms which are available on internet like Twitter, Facebook, and even
Linkedin [7]. There are some platforms like Linkedin that have maintained transpar-
ency regarding visibility and inclusion, yet more needs to be done. It also has taken
an initiative to protect the interests and privacy of transgender society, which is
secluded from the mainstream media but such platforms and turning into hubs for
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the netizens to post comments which are offensive in nature in the public as well as
personal chatbox invading the privacy of the users.

This version of GBYV, against transsexual people, is mirrored across platforms,
including non-personal platforms such as LinkedIn. On a professional platform like
LinkedIn, it is harder to find trans persons. Those who are prevalent usually have a
political/activism platform outside of their professional career. Though, as a plat-
form, LinkedIn does advocate for trans visibility and inclusion, the community
remains a minority even online, where often, their mere presence becomes a place
for people to comment on offensive and transphobic statements both on the publicly
visible parts of the platform and in private interactions. LinkedIn, a platform for
professional connection and communication, has also seen an increase in harass-
ment reports and reports of inappropriate private messages, to counter this, the plat-
form has also begun to use Al and machine learning tools to grade users by their use
and interaction and reduce harassment at its point of origin.

Though a step forward, this step increases the responsibility of those on the
receiving end to make decisions and report the harassment. This brings up primarily
two issues: The lack of control of users outside the platform and the perceived para--
social relationships may hinder reporting.

An example of users lacking control over GBV outcomes can include deep fake
technology. Often used to create false pornographic content, has implications of
social consequence almost immediately, if used against marginalized genders. The
law, so far, both in India and globally, is currently ill-equipped to contain the spec-
trum of deepfake use, especially when it comes to forms of sexual harassment.
Though the IPC does currently protect against receiving unwarranted obscene
images and videos, the technology allows for many conduits for the offending per-
petrators, ranging from freedom of speech to even copyright laws. The solution
would be to create a comprehensive regulation to overlook the creation and circula-
tion of non-consensual videography and pornography.

GBYV in private spaces is often a result of para-social relationships. The percep-
tion of these relationships affects not just the offender but also the victims, with
some feeling guilty about reporting a “connection” and some not viewing the
harassment as offensive due to a previous or underlying relationship. The process of
reporting puts the onus on the marginalized genders to ensure those sending lewd
messages are monitored, removed, or banned. This subjective policing prevents
many disenfranchised by status or position, especially in terms of professional posi-
tions, from reporting instances that they may deem as insignificant forms of
harassment.

The process of reporting puts the onus on the marginalized genders to ensure
those sending lewd messages are monitored, removed, or banned. The guise of
safety and concern has been used to monitor and restrict, and that of networking,
friendship, and romance to approach women across platforms.
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2.3.4 The Existing Scenario

At present, there are no laws or regulations at the state level or at the international
level which can be used by women to seek protection from the violence that is being
inflicted on them through social media. However looking into the alarming rise in
the number of cases, law makers have started to understand the need of framing
norms. These norms prove to be less effective and efficient because the perpetrators
of crimes prove to be more shrewd and they can easily escape after committing the
crimes. Therefore, those norms which are social media platform-specific need to be
formulated, evaluated, and implemented. It is also very important that strong alter-
natives of these norms can be developed [8]. Various distinguished law makers,
industrialists, corporate personnel, technology experts, and police personnel can
form a group while preparing these laws.

2.4 Using Technology to Curb Gender Violence

Some of the case studies will be analyzed to show how technology could be suc-
cessfully used to curb crimes against women.

2.4.1 Understanding Social Media

A very common feature that was found among women in Uganda is that women
keep two SIM cards to avoid domestic violence which is quite interesting. One SIM
was used at home and the number was known to their husbands whereas the second
SIM number was shared only with those people who could generate doubts if they
were to call in presence of their husbands to raise alarm at the office and someone
could come immediately for help. A very common feature that was found among
young girls in Africa is that they spent up to 6 hours a day on their mobile phones to
understand its technology irrespective of their background [9]. They would also
understand to educate themselves about the methods of chatting, texting and mes-
sages so that they would understand the techniques to protect themselves from
being victim of technology-aided violence.

2.4.2 Creating Awareness on Social Media Using Digital
Story Technique

One of the very innovative techniques used by the teenagers in South Africa to cre-
ate awareness about gender violence and its prevention is through Digital Story
Telling which emphasizes the issues and the roles and rights of men and women
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among their communities. For example, a girl named Tokozile created a digital
profile of her friend who was raped by her boyfriend after taking the consent of the
victim [10]. It was through this method, people from all vicinity came to know
about the incident as it gave opportunity to talk about such humiliating incidents to
make people realize the experience of the victim what she might have gone through.
After this incident, Tokozile’s friend has become a teacher now who is creating
awareness among other teenage girls about rape. In Uganda, there are many women
empowerment organizations, who use internet to highlight violence against women
like rape, molestation, victimization, and harassment.

2.4.3 Using ICT Tools for Redressals of Gender Violence

Internet and technology has helped people across the world to use it as tools of
redressals. One such example is that of Margaret who was repeatedly abused and
beaten by her husband. Not only that, he even murdered her sister and mother. No
matter how much she tried to file case, it was not possible due to corruption existing
in Sri Lanka [11]. However, some NGOs and women rights group came to know
about it and they recorded the case using media technology and this recording was
uploaded online which finally caught the attention of the authorities and the case
was taken up. It was granted urgency hearing and justice was finally given to
the victim.

2.4.4 Using ICT Tools for Recognition

A very much (in)famous case that had caught international attention was that of a
woman who was flogged by few men in public in Pakistan. Her only fault was that
she was seen with a man who was not her immediate cousin [12]. This incident
occurred in the tribal area of Swat valley. It was in March 2009, when this video was
uploaded on YouTube which caused severe outrage among the viewers. It showed a
woman who was covered all over, was on the ground pleading for mercy while few
men were brutally flogging her and she was crying with pain [13]. After this various
talk shows were organized on this incident which discussed about the talibanization
in the Pakistani society.

2.5 Conclusion

Thus it can be concluded that cyber media is one of the major causes of violence
across the genders and it is more rampant among the teenaged population. Apart
from that Covid-19 pandemic which restricted users to switch over to online mode
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also could be another reason for the cause of rise in cyber violence [14]. It is only
through the use of cybersecurity measures that it could be lessened to some extent.
Practical implication of cyber security in the form of e-learning is more important
than the theoretical aspects because it is only through practical applications that an
user is able to develop new strategies to curb the violence by being able to access
the devices and understand its applications. It needs to be understood that cyberse-
curity improves the security of people of all gender identities and expressions, as
well as international peace and security. The ultimate conclusion is that these two
levels of security cannot be separated or could be treated as a different entity.

2.6 Scope of Further Research

This topic of how E-learning can be used to sensitize women to curb digital violence
is quite exploring [15]. It has a vast scope of further research. Various innovative
tools of research, research methodologies, and research models could be developed
and devised which could help women to protect themselves from falling into prey
of being victimized on social media.
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Chapter 3

Cybersecurity Analysis and Phishing
Attack

Bhaswati Sahoo and Prasant Kumar Pattnaik

3.1 Introduction

Recent advances in embedded systems design, communication protocols, sensor
technology, and mobile computing are enabling the development of a new class of
system that integrates cyber space and our physical environment. While those work-
ing in the area of embedded system design are focused on designing computational
models for specific applications, those working on these cyber-physical systems
(CPS) are focused on establishing communications models that can reliably inte-
grate time and feedback control into the model [1]. These CPS can assist us in moni-
toring and modifying the physical world in which we live and enhance our daily
lives. Applications in aircraft and vehicle control systems, factory automation,
weather forecasting, and deep sea drilling have already been identified [2].

The healthcare is undergoing a paradigm shift to integrate communication and
information technologies with physical medical devices into a distributed network
ensuring real-time and near real-time data transfer from the physical world to the
cyber space for computation, data management, and analysis. In other words, the
healthcare network can be seen as a cyberphysical system (CPS) defined in the lit-
erature as the emerging collection of distributed cyber systems that controls based
on a set of rules, the interconnected physical systems networked by control loops to
deliver a personalized medical assessment or even to predict medical events. It inte-
grates sensing (monitoring of physical world parameters and variables), network-
ing, computation technology, cognition by machine learning, and autonomy for the
system to respond in real time without or with less human intervention.
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With the growing network of sensors and input devices capturing complex and
variable physical data, new dependencies are introduced and new security vulnera-
bilities appear due to the fact that efficient methods for protecting data and securing
communication networks are not yet developed to cover the continuous evolving
healthcare network.

Although this is an emerging area and it is expected that it will be a global inte-
gration, there are some aspects to consider in the development of such a network
from its early stages like security of data.

Healthcare data has significant value and is a potential target for hackers.1 2
Phishing is a method of attempting to gain potentially valuable details, such as user-
names, passwords, or medical data, for malicious reasons, using targeted communi-
cations such as email or messaging in which the attacking party encourages
recipients to click links to websites running malicious code or to download or install
malware. Since phishing typically requires the recipient to perform an action, it
relies on social engineering techniques, with many contacts therefore appearing to
be from trusted sites such as financial institutions, or in the case of healthcare data,
IT administrators or healthcare staff. Phishing refers to this general approach, in
which large numbers of untargeted communications are sent to a wide range of
recipients in the hope that a minority will become victims. Variants include spear
phishing, in which communications are directed at specific individuals, or types of
individuals or companies; clone phishing, in which a legitimate email has content
changed to create a cloned email containing malicious content; and whaling, in
which communications are targeted specifically at senior high-profile targets, often
supposedly originating from “C-suite” or legal departments.3 4 The aim of this
study is to report on an internal investigation into phishing targeting healthcare staff
at one institution representing a UK National Health Service (NHS) hospital and
review the medical peer-reviewed literature regarding phishing affecting healthcare
organizations.

3.2 Objective

The objective of this study was to provide an overview of the literature at the inter-
section of cybersecurity and healthcare delivery. Health and medical centers use
medical IoT devices for monitoring patients’ treatment every day. Cybersecurity
issue has to be the high rank for such systems because any technical mistake can
cause harmful consequences, even a death. This paper represents analysis of
cybersecurity-related standards and regulations, which are needed for building the
trust IoT system based on international regulations for IoT, healthcare, medical
devices, and Protected Healthcare Information (PHI) combined together. A detailed
local cybersecurity audit was performed by our organization using a commissioned
party along with standard penetration testing approaches as part of routine cyberse-
curity policy activity. Specific details of the methods and detailed findings of poten-
tial vulnerabilities are not provided for obvious reasons, but an overview of the
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strategy used is provided below. It is represented in the form of a hierarchical cyber-
security model, which is dedicated to the essential issue of healthcare security for
each layer of healthcare and medical devices’ architecture.

The healthcare network is based on the integration of information and communi-
cation technology to exchange data between the healthcare applications. Introducing
a communication network in the healthcare systems leads to vulnerability depen-
dencies, many inherited from the IT integration. Such vulnerabilities are based on:

* Disruptive attacks to shut down hospital systems, critical equipment, lab equip-
ment, resetting configuration settings of medical devices (e.g., insulin infusion
pumps) or rebooting life-sustaining devices;

 Identity theft and insurance fraud by impersonating and stealing patience records.

* Loss of historical medical information which is critical for treating patients with
serious clinical illnesses.

e Access to controlled substances from laboratories [2, 3].

Although the integration of medical services with the information and communi-
cation technologies marks an important evolutionary step in taking the medical field
to the next level, the security of these technologies can be seriously disturbed by the
physical equipment of the health network and vice versa. Thus, the development of
cybersecurity assessment technique which is based on the refined structure of the
Advanced Security Assurance Case is needed.

In cybersecurity, a vulnerability is a weakness that can be exploited by cyber-
criminals to gain unauthorized access to a computer system. After exploiting a vul-
nerability, a cyberat-ack can run malicious code, install malware, and even steal
sensitive data.

Vulnerabilities can be exploited by a variety of methods including SQL injection,
buffer overflows, cross-site scripting (XSS), and open-source exploit kits that look
for known vulnerabilities and security weaknesses in web applications.

Many vulnerabilities impact popular software, placing the many customers using
the software at a heightened risk of a data breach, or supply chain attack. Such zero-
day exploits are registered by MITRE as a Common Vulnerability Exposure (CVE).

3.3 Definitions of Vulnerability

There are many definitions of vulnerability. Here is a list of definitions from various
network security authorities.

National Institute of Standards and Technology (NIST) Weakness in an infor-
mation system, system security procedures, internal controls, or implementation
that could be exploited or triggered by a threat source.

ISO 27005 A weakness of an asset or group of assets that can be exploited by one
or more cyber threats where an asset is anything that has value to the organization,
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its business operations, and its continuity, including information resources that sup-
port the organization’s mission.

IETF RFC 4949 A flaw or weakness in a system’s design, implementation, or
operation and management that could be exploited to violate the system’s secu-
rity policy.

ENISA The existence of a weakness, design, or implementation error that can lead
to an unexpected, undesirable event compromising the security of the computer
system, network, application, or protocol involved.

The Open Group The probability that threat capability exceeds the ability to resist
the threat.

Factor Analysis of Information Risk The probability that an asset will be unable
to resist the actions of a threat agent.

ISACA A weakness in design, implementation, operation, or internal control.
Healthcare data has significant value and is a potential target for hackers.l 2
Phishing is a method of attempting to gain potentially valuable details, such as user-
names, passwords, or medical data, for malicious reasons, using targeted communi-
cations such as email or messaging in which the attacking party encourages
recipients to click links to websites running malicious code or to download or install
malware. Since phishing typically requires the recipient to perform an action, it
relies on social engineering techniques, with many contacts therefore appearing to
be from trusted sites such as financial institutions, or in the case of healthcare data,
IT administrators or healthcare staff.

Phishing refers to this general approach, in which large numbers of untargeted
communications are sent to a wide range of recipients in the hope that a minority
will become victims. Variants include spear phishing, in which communications are
directed at specific individuals, or types of individuals or companies; clone phish-
ing, in which a legitimate email has content changed to create a cloned email con-
taining malicious content; and whaling, in which communications are targeted
specifically at senior high-profile.

Unauthorized modification or injection of false data can impact medical deci-
sions. This can be through the internet by bypassing firewalls or direct, using a
portable device such as a USB stick introduced into the computer (e.g., within the
hospital) to flood false records into the system. The methods vary and the attacker
can use:

Network packet detection to make use of critical system information, like user
account information and passwords, network topology. It can insert new infor-
mation or change existing one in the packet [4].

Spoofing attack (IP spoofing) to impersonate an authorized user without having to
use its password by falsifying data to gain access to the system [5].
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Password attacks (like, password guessing, capturing, cracking — like dictionary,
brute force, phishing attack — and sniffing) to gain access to accounts and ser-
vices [4].

SQL injections to bypass authentication and tamper with database data (insert,
update, and delete).

Deception attacks or even stealthy deception attacks are another form of false data
injection [6] to introduce into the communication signal an incorrect sensor mea-
surement or control input, an incorrect time stamp, or a wrong identity of the
sending device.

Intrusion attacks (also, compromise the confidentiality objective) to illegally access
the cyber system, e.g., malwares like backdoors.

Eavesdropping or sniffing — this is a passive attack in which the attacker listens and
captures the network traffic packets.

Application layer attack — this kind of attack targets the application servers to cause
a fault by reading, deleting, or even modifying data. It enables the attacker to
introduce a packet sniffer into the internal network to gain confidential informa-
tion or introduce viruses to spread and cause system failures.

The necessity of data being available is not as critical as confidentiality in a
medical health network.

Although if a form of attack targets to disrupt the medical equipment in a hospi-
tal or clinic putting in danger people’s life, then, availability becomes a primary
concern. For example, denial-of-service (DoS) attacks target TCP/IP-based proto-
cols (e.g., IEEE11073 — a group of communication standards for health devices
with computer systems) altering the communication and determining incorrect
decisions due to incomplete information or shut down critical hospital systems and
even crash the system of all the testing equipment in a laboratory.

DoS types can be one of the following [7]:

Teardrop attack modifies the fragmentation in sequential IP packets. A machine that
receives the fragmentation packets is unable to reassemble them, ending in
device failure.

SYN attacks (synchronization request) exploit the three-way handshake of the TCP
protocol. It overflows the limit space of the buffer with connection request, mak-
ing the target system to ignore the legitimate requests.

Another attack is Ping of Death (in the buffer overflow category) where a large
packet ping that exceeds the protocol specification limit is sent to the target sys-
tem freezing it and exploiting the Internet Control Message Protocol (ICMP).
The solution consists in rebooting, but in terms of a healthcare equipment, a
freeze time is not acceptable because delaying command signals or interrupting
real-time operations leads to physical damage and life-threatening conditions.
Smurf attack is a brute force method that uses ping flooding and the destination
address of the ICMP echo packet requests is the broadcast address of the network
to congest the target network with traffic. Another type of attack that compro-
mises the availability of data is the jamming attack that can have life-threatening
effects because of the remote monitoring capability of the healthcare network.
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There is a thin but obvious line between safety and security. Security refers to the
protection of data and prevention of accessing or modifying it by unauthorized enti-
ties, while safety refers to people not being harmed because of false information,
lack of it or information getting into the wrong hands. Furthermore, a damaged
update to the medical software can change health records and information about
medication [8]. Attacks may come from within the healthcare organization or from
the outside targeting the communication network.

The inside attack can have the greatest impact of the overall system if internal
security policies are loosely implemented or nonexistent, because the attacker has
access to a wide variety of resources within the hospital, clinic, or research centers.
These attacks can be unintentional (the use of network for nonbusiness purposes)
and in this case the most frequent effect would be to infect the inside network with
malware, or deliberate (access of restricted network services) which in this case can
lead to serious damage because the attacker has a strong understanding of the over-
all system and can cover up easily its actions. Malware (malicious software) can
target all the objectives containing viruses, Trojan horses, trapdoors, and backdoors.
Social engineering attacks involve non-technical skills, like communication, per-
suasiveness, etc. Cyberattacks can occur at any connection of the network and at
any endpoint. Protecting all the entry points is almost impossible but a better under-
standing of the possible attacks can help preventing and implementing the appropri-
ate secure methods. For instance, a cyberattack has a series of stages before acting
[9]: the targeted system is well researched; vulnerabilities of the targeted system are
mapped to be exploited; the attacker runs a series of exploits on the entry points that
are vulnerable. Usually an attacker can run a scanner to check whether a port is left
open or to check for system vulnerabilities that were not patched. Also, the traffic
data can be monitored and intercepted with a sniffer to capture login credentials. An
attacker can trick the user into introducing its credentials on a fake site or use email
phishing (very popular and effective because the email has legitimate information
taken from other sources so as to make the victim trust the content). This attack is
also known as man-in-middle attacks; once the attacker has access to the system it
installs malware/viruses/rootkits and backdoors to establish a full control; having
the system infiltrated the malware moves laterally to increase access and gain
knowledge about the system; it collects information and possible transferring it via
an internet connection, then destroying the system or deleting its confidential data,
or just tempering with its operations. In a healthcare network these cyber-physical
attacks targeting medical equipment can have serious consequences with immediate
outcome. An overview of the possible effects of cyberattacks on such devices are
described in the following section [10].

3.4 Conclusion

Hospitals receive a significant volume of potentially malicious emails. While many
staff appear to be aware of phishing and respond appropriately, ongoing education
is required across the spectrum of cybersecurity, with specific emphasis around
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“leakage” of information on social media. In order to make a determination of
which architecture was the most appropriate from a security perspective candidate
architectures were judged primarily on the number of security issues that had a
DREAD ranking of important or higher. The current transition of the healthcare
system resides on the integration of information and communication technologies
with the physical equipment to offer an interconnected system for allowing real-
time data to flow, better real-time monitoring of the patient’s health status and
improve overall quality in health services. In this paper are presented the most
important issues that must be taken into consideration when designing the architec-
ture of a secure, reliable healthcare network. It is not a solution to the problem, but
an underlining of those elements that must be taken into account when the health-
care system is designed. We address the most important challenges associated with
medical devices and data protection of the cyber-physical system, like the health-
care. Moreover, when developing the network’s architecture, mechanisms for veri-
fying the validity of data communicated, exchanged, and analyzed must be set in
place. We stress out the fact that a security breach in the healthcare system can have
a negative impact on the cyber aspect regarding medical data that may lead to incor-
rect health decisions and, also, on the physical aspect regarding medical devices that
are connected to the patients and any failure can lead to life-threatening concerns.
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Chapter 4

Sentimental Analysis of Quarantine Fears
Among Women Through NVIVO

Shivani Agarwal, Vijender Kumar Solanki,
and Gloria Jeanette Rincon Aponte

4.1 Introduction

The world was suffering from Covid-19 pandemic [1]. Fear is usually “experienced
as an unpleasant emotion triggered by a constraining belief that something unwel-
come is about to happen, or something is dangerous, or the safety of someone is
threatened” [2]. Surprisingly, the more we resist what is happening to us, the more
fearful we become, and the more we suffer (https://www.ncbi.nlm.nih.gov/pmc/
articles/PMC7435204/). Fear is of different parameters like fear of crowded place,
fear of insects, fear of airplane, fear of water, and fear of loneliness. Among all the
fears prevalent in the society, the fear of loneliness which is known as autophobia
has predominantly encroached the women staying in quarantine.

The study discusses the rise of fear in the women lives in quarantine during
Covid-19. The people dealing with the corona phobia need to pay a lot of attention
as it creates a huge impact on the well-being of the person who is a part of quaran-
tine. The term quarantine was defined as “fo stay away from all the people and live
in a separate place if you have been in contact with any infected person of
COVID-19”. Corona virus was first identified in Wuhan, China 2019. Gradually it
spread worldwide and acknowledged as pandemic by WHO. After a lot of research,
scientist found a way to stop the growth of Covid-19 by isolating the infected person
in home or at any place.
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The term quarantine was first originally developed in 1377 for a thirty-day isola-
tion period passed a law establishing a trentino [3]. Several people consider that
quarantine represents “an unwarranted diminution of personal liberty, whereas oth-
ers see it as an integral aspect of communicable disease control”. There are four
principles that should be met to be considered as Ethics of Quarantine, namely,
harm principle, least-restrictive-means, reciprocity, and transparency principle [4].
Quarantine helps the community to save the people from unnecessarily infecting
others. So, it’s the moral obligation of infected people to self-quarantine himself/
herself to save others [5]. While some people thought of quarantine as social obliga-
tion, some were reluctant to stay in quarantine due to the fear of loneliness in quar-
antine during Covid-19, fear of the spread of disease in quarantine during Covid-19,
the fear of performing household chores in quarantine during Covid-19, the fear of
performing office work in quarantine during Covid-19, the fear of not getting proper
medical assistance in quarantine during Covid-19, the fear of Speedy Recovery in
quarantine during Covid-19.

Covid-19 has equal probability toward men or women getting infected. But the
circumstances create a lot of differences in infection. Also, to save the people from
infection, the strategy to save more people quarantine fear has different ways to
creep in among genders. Men and women, both genders have different aspects of
living in the society. Men are more quiet, busy in their own schedule, in short, we
can say that they are less social as compared to women. Their level of responsibility
is also very different in Indian Society. Working women have more chances of get-
ting infection and spreading the same.

This study was certainly focused on women academicians as they were the front-
liners to educate the nation. The level of infection among women academicians was
at peak during the Covid-19 second wave. The suffering was arising due to infec-
tion. But it added more and more pain as their responsibility toward their students,
the nature of the job is to give lectures continuously for 1-2 hours at a stretch and
sometimes in a day they have four lectures. To take lectures it requires a lot of
stamina and strong breath. But because of the infection, Covid-19 created a sense of
breathlessness, cough, fever, weakness, etc.

With the physical problems, the fear of the spread of disease in quarantine during
Covid-19, the fear of performing household chores in quarantine during Covid-19,
the fear of performing office work in quarantine during Covid-19, the fear of not
getting proper medical assistance in quarantine during Covid-19, the fear of speedy
recovery in quarantine during Covid-19 adds more pain and problem among women.
So, this study was able to analyze the below-mentioned objectives.

4.2 Objectives

The main objectives of the chapter are as follows:

1. To analyze the fear of loneliness among women in quarantine during Covid-19.
2. To analyze the fear of the spread of disease among women in quarantine during
Covid-19.
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3. To analyze the fear of performing household chores among women in quarantine
during Covid-19.

4. To analyze the fear of performing office work among women in quarantine dur-
ing Covid-19.

5. To analyze the fear of not getting proper medical assistance among women in
quarantine during Covid-19.

6. To analyze the fear of speedy recovery among women in quarantine during
Covid-19.

4.3 Literature Review

Lewandowski [6] mentioned that the Covid-19 pandemic has distinctive impact on
individual life performance, across the world. Covid-19 has affected billions of
people and upended the lives of most individuals toward the globe. Depressive
symptoms were seen as a major outcome of Covid-19 [7].

Brooks et al. [8] mentioned that there are several benefits of quarantine to the
world but it also created psychological damages among human race. Fear has been
one of the highly recurrent psychological reactions in people during this coronavi-
rus pandemic [9]. High levels of fear are associated with anxiety and depression
[10]. Coronaphobia is an interpreter of psychological distress during the pandemic
crisis [11].

Enea et al. [12] suggested that the three variables were examined in Covid-19
pandemic namely loneliness, preoccupation with God, and death obsession with
fear of Covid-19. Results showed that after an average isolation time of almost
37 days, the perceived levels of loneliness significantly increased in the sample and
created chaos in the brain of women.

Fear is a known (for centuries and in response to previous infectious outbreaks
such as the plague), yet common response to infectious outbreaks and people react
in many and individualized ways towards the perceived threat (Usher et.al. 2020).
Quarantine enhances the fear among people of spreading the disease to others
as well.

Working mommies, unable to cope with work, kids, and household chores, have
left their jobs to react to the heightened need for care work at home. Mummies have
a never closing thought that they are in quarantine but are unable to restrict them-
selves from caring for their loved ones [13]. Women have a distinctive place at
home, and by quarantining and demanding other family members to stay at home,
their duties and roles may vary, exposing them to new barriers. Yoosefi Lebni et al.
[14] mentioned the individual problems, social problems, health problems, and fam-
ily problems faced by women during quarantine.

Jain et al. [15] mentioned that quarantine has an influence on mental health dur-
ing Covid-19 pandemic. The mental health deteriorated which is expected to have
happened because of isolation, neglect, and loneliness. It has multi-dimensional
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impact on our physical, mental, social, and emotional well-being [16, 17]. Consistent
experience was stated during earlier coronavirus pandemics, such as SARS and
MERS pandemic. The influence of Covid-19 among the population is also substan-
tial as it is apparent across the world. In order to meet the scenario, the responsibil-
ity of a psychiatrist is likely to be crucial equally in the short and long term [18].
During Covid-19 the shortage of medicine created problem in speedy recovery
during quarantine. Recovery took a lot of time and energy for the women especially
as they were more emotional and psychologically weak when it comes to health issues.

4.4 Results and Discussion

4.4.1 Research Methods

The study was conducted on a sample of Educators working in Higher Education
Institutions specifically women during Covid-19. The sample consisted of women
who were infected during Covid-19 and kept under self-quarantine. The data was
collected through convenience sampling with the prior permission of Education
Institute. Questionnaires were sent to 100 Education Institutes, out of which only 72
Education Institutes replied and received a data of 50 working women who were
under self-quarantine. Data cleaning processes were conducted. Finally, 30 working
women’s qualitative data was analyzed with the help of tools such as Word Cloud
Analysis, and sentiments analysis. The reliability of data was found to be 0.87 and
the validity was checked with the help of expert in the related psychology domain.
The demographic details are as follows in Table 4.1.

Table 4.1 Demographical details

Demographic Percentage
(n=42) No. of respondents (%)
Age (in years)

24-40 22 73.33
41-57 8 26.67
Gender

Female 30 100
Education

Postgraduate 10 33.33
PhD 20 66.67
Impacted from Covid

Nuclear family 25 83.33
Joint family 5 16.67
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4.4.2 Initial Assessments
4.4.2.1 Data Cleaning

Initially, the data received was first put to cleaning process in which grammatical
errors and spelling errors were corrected. It was done by setting the different checks
for different procedures such as meaningful sentences, unnecessary usage of con-
Jjunctions, and articles were removed from the data. Then, grouping of data takes
place to get better clarity on data for further analysis.

After the cleaning of the data the most prominent data which was extracted from
the actual data under different heads was shown in Table 4.2.

4.4.3 Correlation

The different variables of quarantine fear are mentioned in Table 4.3 representing
the correlation between loneliness fear, disease spread fear, performing household
chores fear, performing office work, medical assistance fear, and recovery fear.

4.4.4 Word Clouds Analysis

The results from word clouds are shown as below:

1. To analyze the fear of loneliness among women in quarantine during Covid-19.
The word cloud analysis shows the fear of loneliness in quarantine during
Covid-19 which shows the fear of not being able to meet parents, neighbors,
wife, husband, friends, kids/children, unable to attend parties, go and buy gro-
ceries from the market (Fig. 4.1).

2. To analyze the fear of the spread of disease among women in quarantine during

Covid-19.
The word cloud analysis portrays the fear of the spread of disease by Covid-19.
Several studies have shown that fear of disease spread in quarantine has increased
in women. For this study, the main fear of spreading the disease among their
loved ones which are as: husband, parents, mother, brother, siblings and sisters
(Fig. 4.2).

3. To analyze the fear of performing household chores among women in quarantine

during Covid-19.
The word cloud analysis shows fear of performing household chores such as
preparation of food, home cleaning, utensil cleaning, clothes, arrangements for
kids, health maintenance of family, and arrangement of groceries. The word
cloud analysis clearly indicates the fear of household chores during quarantine
in Covid-19 (Fig. 4.3).
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Table 4.3 Correlation among variables

S.No. | Variables Mean | SD |1 2 3 4 5 6
1 Loneliness fear 52.19 1 6.69 | 1
2 Disease spread fear 39.71 14.97 1 0.79%* | 1
3 Performing household chores 25.9514.88 1 0.75%% | 0.72%* | 1
fear
4 Performing office work 10.96 | 3.12 | 0.67%* | 0.64** | 0.88%** | 1
5 Medical assistance fear 32.15/5.0410.79% |0.75*% [ 0.77% 0.57% 1
6 Recovery fear 15.95/3.99/0.88 | 0.66%* 0.64* |0.82* 0.77* |1

Fig. 4.1 Fears of
loneliness among women
in quarantine. (Source:
Authors own Work)

Fig. 4.2 Fear of the spread
of disease among women
in quarantine. (Source:
Authors own Work)
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Fig. 4.3 Fear of
performing household
chores among women in
quarantine. (Source:
Authors own Work)

Fig. 4.4 Fear of
performing office work
among women in
quarantine. (Source:
Authors own Work)
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4. To analyze the fear of performing office work among women in quarantine dur-

ing Covid-19.

The below word cloud analysis shows the fear of performing office work in quar-
antine. The women data belongs to academic profile, so the list of fears is to
complete the work, lecture, NAAC, NIRF, Industrial Interaction, Alumni
Meetings, Class Coordinator, Timetable, Workshops, Placements, etc. So, the
cloud clearly mentions all the work attached with the educator’s profile (Fig. 4.4).
5. To analyze the fear of not getting proper medical assistance among women in

quarantine during Covid-19.

The word cloud shows the fear of not getting proper medical assistance in quar-
antine such as availability of oxygen, hospitals, beds, nurses, doctors, mask,
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Fig. 4.5 Fear of getting

proper medical assistance D O C t O r S
among women in |
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Fig. 4.6 Fear of speedy

recovery among women in R e S t l e S S n e S S
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Oximeter, Sanitizers, Remdesivir, etc. This creates and exponentially enhances
the fear among women when they feel and see the shortage of medical facilities
worldwide (Fig. 4.5).

6. To analyze the fear of speedy recovery among women in quarantine during
Covid-19.
The word cloud analysis shows the recovery issues and the fear creep in among
women which is weakness, anosmia, depression, headache, restlessness, cough,
headache, depression, fever, cold, etc. The level of stress is enhanced as the
recovery speed is very slow (Fig. 4.6).
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4.4.5 Sentimental Analysis

Table 4.4 represents the women sentimental analysis which illustrates the fear while
staying in quarantine during Covid-19. The women fear enhanced in quarantine as
they were all alone staying in their room/or a separate place. Women were mentally
engrossed with the fears of quarantine like how to handle the news flash continu-
ously which shows the death, health issues, family, and peer pressure which are
clearly identified in Table 4.4.

The first factors such as loneliness fear was having a very negative impact on the
psychology of the women in the Indian context. Women were being afraid which is
considered as a psychological loneliness fear had a moderately negative impact on
respondent’s sentiment. Women suffered from the fear of missing husband, missing
their kids, missing their siblings, missing their parents, and missing their friends.
On the other hand, women were advised to quit watching the news during Covid-19
quarantine time.

The second factor namely fear of disease spread also had huge negative impact
on the women educators as they were scared for their loved ones including family
and friends. Women educators were unable to take leaves from their workplace as
they are the frontliners at the time of Covid-19. So, it is advised to them to take
proper care of themselves not to meet anyone if in case they are infected. This is the
way to save themselves and to their loved ones as well.

The third factor includes performing household chores which creates a moder-
ately negative impact on women. In the Indian context women were fully engaged
with the household chores. In fact, during the period of Covid-19, the maids were
also not there to share the household chores. So, infected women who were under
quarantine were feeling very negative of how to handle the infection, weakness, and
all the household chores.

The fourth factor includes performing office work which created a huge negative
impact on infected women. Working women were very much concerned and dis-
turbed about the deadlines of the office work. Office work includes so many chal-
lenges such as taking lectures by an infected person creates breathlessness. The
level of breathlessness creates restlessness. The work of NIRF, NBA, IQAC,

Table 4.4 Sentiment analysis codes

A: Very B: Moderately C: Moderately D: Very
Codes negative negative positive positive
Loneliness fear 4 3 0 0
Disease spread fear 5 4 1 0
Performing household 3 3 2 0
chores fear
Performing office work |4 4 1 0
Medical assistance fear |5 5 1
Recovery fear 1 2 4 5

Source: Authors own Work
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timetable, class and timetable coordination, etc. creates a psychological burden on
the infected person.

The fifth factor includes medical assistance fear because there was a huge short-
age of medicines, vacant beds in hospitals, sanitizers, masks, and oximeter. All the
emergency requirements created a negative impact on the infected women as they
were scared of not getting the medical assistance in case, they required the same.

Lastly, the recovery fear was less among women as they were more positive that
it shall pass, and they will be fit and healthy after this infection. But recovery takes
time. The infection created a lot of weakness, depression, stress, and fear of losing
their loved ones. The emotional impact on the health was positive and women were
considered as a fighter for the same. But at a phase of recovery the family has a
pivotal role to play during Covid-19.

4.4.6 Thematic Analysis

Table 4.5 reveals the results of the thematic analysis which consists of four main
themes such as Quarantine, Women Educators, high moment in life, and low
moment in life which has an essential part to play during Covid time. The loneliness
fear, fear of spread of disease in quarantine during Covid-19, the fear of performing
household chores in quarantine during Covid-19, the fear of performing office work
in quarantine during Covid-19, the fear of not getting proper medical assistance in
quarantine during Covid-19, and the fear of speedy recovery in quarantine during
Covid-19 add more pain and problems among women. The major themes that
emerge were loneliness fear and fear of spread of disease. So, to understand the
theme and take proper precaution to reduce the fear among working women is of
prime importance.

Table 4.5 Thematic analysis

Disease | Performing Medical

Loneliness | spread household Performing | assistance | Recovery
Codes fear fear chores fear office work | fear fear
Quarantine |4 4 2 3 2 1
High 0 0 0 1 1 1
moments in
life
Low 4 4 1 1 4 1
moments in
life
Women 4 4 4 2 2 2
educator
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4.5 Conclusion

Quarantine helps in reducing the infection of Covid-19 among millions of people
and saves the lives of human beings around the globe. The fear creeps in when
people stay in quarantine. There is a huge list of fears among women which starts
with loneliness fear, disease spread fear, pending household fear, pending office
work fear, unavailability of medical facilities fears, and the impact of recovery fear
on women race.

During the Covid wave, a lot of women lost their physical and mental health as
they were not able to cope with the fears which were arising in their heads. So, the
chapter shows the avenues for the policymakers of the health department to create
new policies for quarantine. People know the basic rules of quarantine. But what
they are lacking is how to handle those fears. The policy should consist of solutions
so that the infected person should not feel lonely. He/she should be well versed with
the love, and affection from their family and friends. Office/bosses should also
understand the fear among the infected person and show empathy toward the
infected one. The government should provide proper medical assistance for the per-
son and the family of the infected person. Also, the recovery of the person should be
of prime importance. The recovery policy consists of love, entertainment, and coun-
seling of the infected person.

4.6 Future Work

The study suggests the list of fears that creep in while women in self-quarantine.
The Terror Management Theory (TMT; [19]) suggests the future work for other
researchers which can be considered to find the solutions for the fear of the women
in quarantine. The future study can also check the impact of quarantine on other
variables such as mental well-being, subjective well-being, level of trust [20], etc.
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Chapter 5

Leveraging OSINT and Artificial
Intelligence, Machine Learning to Identify
and Protect Vulnerable Sections of Society

Smriti Panda and Oorja Rungta

5.1 Introduction

With most of human communication moving online, some unwanted aspects of
human interactions have also found their way to online platforms namely bullying
and harassment. Bullying has taken the form of cyberbullying. Cyberbullying or
harassment is an attempt to make someone feel threatened, uncomfortable, or
mocked thus undermining their self-esteem [1]. It is often detected by looking for
signs of profane words, punctuation marks, personal pronouns, and emotion text in
online interactions [2]. Traditionally bullying has signified some kind of physical or
psychological harm that might be received from one’s peers. With the advent of
modern technology cyberbullying has emerged as a new phenomenon wherein bul-
lying has moved to digital platforms full of young and naive victims [3].
Cyberbullying targets vulnerable populations like adolescents and women by inflict-
ing mental or emotional abuse using digital platforms [4]. Cyberbullying often takes
the form of psychological abuse in the form of offensive content which is hard to
remove and track as it is often posted anonymously. According to a 2013 survey by
the National Center for Educational Statistics (NCES), almost 30% of the students
reported that they had been the victims of cyberbullying [S]. Modern tools allow for
more methods that can be used to hurl abuse including but not limited to rumormon-
gering, morphing pictures, or posting insulting comments on the unfortunate victim.
These methods can be used on both public forums or via private messaging [3]. This
is an unfortunate side effect of a rapidly developing virtual world, a problem that
must be stemmed with great haste and efficiency. Fortunately, the solution to this
problem posed by technology lies in technology itself. Recently a lot of research has
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been undertaken to use artificial intelligence and machine learning (AI&ML) some-
times on its own and sometimes in conjunction with Open-Source Intelligence
(OSINT) to prevent and detect cyberbullying and harassment. In some cases this
research has been extended to cover post-incident therapy to help a survivor of such
traumatic incident recover and cope with latent issues generated from the incident
in question.

OSINT is the process of accumulating and analyzing data available publicly
from open sources such as print newspapers, blogs, social networks, public govern-
ment, reports, or professional and academic publications. This is a massive influx of
information which is very hard to make sense of. Technology provides us tools to
gather and also analyze this data for effective usage [3]. Artificial intelligence is a
subdomain of Computer Science that aims to create intelligent systems that can
imitate natural phenomenon of higher order thinking like speech, comprehension,
visual perception, learning, reasoning, planning, etc. [6]. Machine learning aims to
create system that can learn on their own. Cyberbullying and harassment are sub-
jects where context, sentiment, and intent analysis are important. These subject mat-
ters are often studied under cyberpsychology and are difficult to define in terms a
machine can understand. Nevertheless with progressive breakthroughs in Al and
ML that are making machines more humanlike taking context, sentiment, and intent
into account in an attempt to automate and detect cyberbullying and harassment is
increasingly becoming a viable option.

Training Al and ML models need a dataset. Considering the problem at hand that
is cyberbullying and harassment on online platforms directly getting data to train
such models from these platforms seems the most organic and efficient method.
This is where OSINT comes into play. OSINT tools allow researchers to gather and
process massive amounts of open-source data. This processed data can then be used
to conduct further studies. In this particular instance, the data gathered by OSINT
will be used to train the Al and ML models.

5.2 Detailed Description

Social media platforms have allowed for communication across borders in real-time
and these platforms have seen massive amounts of traffic. For instance, Twitter
alone sees more than 500 million tweets a day [7]. This shows how large a forum of
communication social media platforms have become. Yet they need to be regulated
to prevent untoward activities like cyberbullying, harassment, and cyberstalking.
Previously researchers have used Naive Bayes algorithm, K-Nearest Neighbors
algorithm, Logistic Regression algorithm, Decision Tree algorithm, Random Forest
algorithm, Linear Support Vector Classifier, Adaptive Boosting algorithm, Stochastic
Gradient Descent algorithm, and Bagging classifiers to detect cyberbullying on
twitter datasets [7]. Researchers have also used deep learning with neural networks
like CNN, hybrid CNN-LSTM, and mixed CNN-LSTM-DNN to perform language
analysis on social media posts taken from Google News, Twitter, or Formspring.
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They used pre-defined words, a Bag-of-Words, and semantic features to detect
cyberbullying with an SVM classifier [3]. Usage of Natural Language Processing
(NLP) is another common and highly researched method to detect cyberbullying,
harassment, and cyberstalking. As discussed above cyberbullying, harassment, and
cyberstalking are subject matters of the cyberpsychology domain whose detection
requires an understanding of context. NLP is a good tool to perform such an analy-
sis. It is a sub-domain of Al and ML that is responsible for establishing a communi-
cation bridge between humans and machines [3]. It allows a machine to navigate
and comprehend the ambiguous world of natural language that is context-dependent
and full of linguistic devices that change the literal meaning of something [3]. It is
currently being utilized to create chatbots and perform speech recognition [3].
Recent research also shows its effectiveness in detecting cyberbullying, harassment,
and cyberstalking.

Most research into cyberbullying, harassment, and cyberstalking detection needs
certain markers to determine whether a piece of text is intended to make someone
feel bullied or harassed. It is these markers that the Al and ML algorithms look for
when trying to detect cyberbullying, harassment, and cyberstalking [8]. These
markers include textual features like explicit words, punctuation marks, uppercase,
personal pronouns, emotion text, hashtags, and URLs or Network features such as
the number of account followers and following, number of likes, number of shared
media and mentioned users, date of creation of the account and various features
exclusive to the user [2]. Some researchers hire people to annotate data, that is
manually go through material and classify it as bullying or not bullying. This anno-
tated data is then used to train Al and ML models. But manual annotation introduces
human bias which can reduce the quality of the dataset. The number of publicly
available dataset to detect cyberbullying are limited [1].

Modern research conducted in this domain suggests using Al and ML and OSINT
in conjunction with each other. OSINT is a massive source of data and will allow
researchers to directly get data on cyberbullying, harassment, and cyberstalking
from the source — social media. Collecting data from OSINT sources to train Al and
ML models will also reduce human bias and lead to higher quality datasets. Although
OSINT data comes with its own challenges due to a lack of standard format.
Nevertheless, solutions are being created to improve and process the data gathered
from OSINT as its usage in AI and ML and big data analytics increases [9]. One
excellent example of technology that uses OSINT and AI and ML cohesively to
detect harassment on online platforms is CyberDect [3]. It combines NLP with
OSINT to analyze posts with profane words and abuse toward the victim [3].
CyberDect uses OSINT to gather data from the victim’s profile and his followers.
The gathered data is analyzed using NLP to generate a report which shows things
from both the stalker and victim profile helping analyze possible cases of cyberbul-
lying [3].
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5.3 Applications of This Technology

The practice of using of open-source intelligence has been in place for decades in
government agencies and law enforcement. It further emerged as a technique used
in fields of business and academic research by analyzing trends in publicly acces-
sible data. This has led to the creation of information-collecting tools that made the
traditional method of manual information harvesting easier and more productive.
Current applications of OSINT involve other prominent technologies such as
crowdsourcing, data mining, machine learning, artificial intelligence, etc., to tackle
a variety of issues pertaining to military, cybersecurity, and several other areas. Al
and ML have been in the research domain for a while but are still being used to
make inroads in various domains and are very much relevant to the problem being
discussed in this paper. The following section analyzes the applications of both
OSINT and AI and ML in detecting cyberbullying harassment and cyberstalking.
Antonio L’opez-Mart’inez et al. have created CyberDect an online tool that com-
bines OSINT with NLP to analyze posts on social media for abusive language and
profanity toward the victim and compiles it into a report that shows results from
both the victim and perpetrator profile. It was tested using two real high school
accounts from Spain and works with the Spanish language [3]. Choong Hon and
Dewi Varanthan from the University of Malaya created a detection model that is
used in twitter to detect cyberbullying. This system looks for negative keywords and
profanity to determine whether a tweet is harmful and generates an alert once a
harmful keyword is detected [10]. Nureni Ayofe Azeez et al. have worked on iden-
tifying and detecting cyberbullying on twitter using behavioral markers and machine
learning together. Their experiments show that Random Forest Classifier has been
the best at detecting cyberbullying with medians of 0.77,0.73 and 0.94 across the
datasets. Despite their high-performing approach it has certain limitations. Twitter
doesn’t make age and gender information of users available. Their study is not
inclusive to any other languages but English [7]. Gutiérrez-Esparza et al. used
Random Forest classifier algorithm, OneR, and Variable Importance Measures
(VIMs) to research cyber-aggression and classify it for Spanish language users. The
classification in the above system divides aggressive posts into the following sub-
categories: sexual orientation-based violence and aggression, violence based on
gender difference, and racial discrimination [11]. Nadhini et al. used Naive Bayes
classifier and Lavenshtein calculation to arrange cyberbullying movement and
detect it. They created a framework to classify cyberbullying into sub-categories of
provocation, blazing, bigotry, and psychological oppression. The results in their
framework exhibited a mean exactness from fornmspring.me as 93.79% and a pre-
cision of 94.59% from myspace.com [12]. Gomez-Adorno et al. worked primarily
with the Spanish language to detect aggressive language. They grouped tweets into
forceful and non-forceful and trained an ML model with it. They discovered 64.58%
of non-forceful tweets and 35.42% of forceful tweets with their trained model [13].
Daniel automated detection of cyberbullying and harassment on YouTube using
Support vector Machine Model and N-grams with a precision of 81.8%. He later


http://myspace.com

5 Leveraging OSINT and Artificial Intelligence, Machine Learning to Identify... 57

improved it to 83.9% [14]. Haidar et al. diversified the detection of cyberbullying on
Twitter and Facebook datasets to Arabic. They built a multilingual framework that
used Naive Bayes classifier. Their research showed 33% perception of cyberbully-
ing in Arabic [15]. Tosin et al. developed an ML model of Multinomial Naive Bayes
and optimized linear Support Vector Machine (SVM) to recognize and intercept
bullying messages. They achieved a 92% accuracy in detection. They also devel-
oped a web application programming interface (API) with flask python framework
to make it easily accessible. Their API can be integrated with any social media
website [16].

Mary Ann et al. have created a tool TwitterOSINT to extract and visualize data
that is publicly available on Twitter. TwitterOSINT allows near real-time analysis of
English-based Twitter posts which is then processed using NLP. They tracked sev-
eral relevant keywords related to cyberpsychology to check whether certain con-
cepts are trending or not to answer research questions [9]. This concept can also be
applied to detect cyberbullying and harassment.

5.4 Possible Solutions

The necessity of reducing cyberthreats against women has led to numerous
researches being conducted in order to propose solutions that, if integrated, might
help to counter the rise of gender violence existing in cyberspace. This is a curated
overview of some of these methods that are relevant in contributing to the cause to
some extent by focusing on handling particular cybercrimes that might lead to gen-
eral harassment of the victim. Out of these, one of the most widely known crimes is
cyberstalking.

Cyberstalking in brief definition can be compared to traditional stalking that
evokes negative emotions, gravely harming mental health that further results in fear
of being victimized. This happens due to the intrusive communication patterns used
by these stalkers toward the victims [17]. Though the conceptualization of cyber-
stalking is debated, its impact remains hard to ignore with victims experiencing
psychosomatic and psycho-social problems as well as undergoing feelings of
aggression, sleep disturbances, etc. [18]. Cyberstalking is majorly targeted at
women which further adds up to the gender-based harassment online. To help this
case, the proposed solution involves OSINT which makes use of username itself to
identify victims and attackers. The algorithm goes through the process of user anal-
ysis through webscraping to collect data pertaining to social media such as follow-
ers, friends, follower count, etc. and analyses suspicious activity with the help of
sentiment analysis. The attacker can be classified as active or a passive stalker who
can be distinguished by the algorithm formed. The algorithm keeps scores of behav-
iors studied by applying the concept of NLP and discards unnecessary textual data
using machine learning and AI models [19]. This automated process that detects the
attackers of cyberstalking victims and identifies probable stalkers with its few
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drawbacks has a chance to be fruitful if improved and integrated and has a potential
to greatly impact the investigation procedures of cybercrimes.

The advent of the internet has led to more and more engagement of the public
that includes all ages, even children. The young of our society are oblivious to the
threats persisting online and often get involved in unfortunate situations that could
lead to child abuse that results in several damaging consequences. The popularity of
social media and the young generation’s involvement in it encourages the criminals
lurking online to exploit them in harmful ways. Thus, to protect these vulnerable
sections of society, one of the solutions researched uses crowdsourcing and the
open-source intelligence to promote efficient investigation in online child abuse
cases which often are way too complicated to be brought to justice quickly.

The theoretical model aims at solving the piling backlog of child abuse cases by
helping the department of digital forensics. In the model, there is an active participa-
tion by volunteers among public that could serve as a pool of information which, if
pieced together, could help in facilitating progress in investigations. This data and
information being not completely reliable will undergo OSINT procedures and
form reports which would be further analyzed by law enforcement agency for iden-
tifying relevant clues and discarding useless information. This process with proper
digital examination and suitable analysis of information sets has the potential to
reveal digital belongings of a suspected abuser which could lead to exact detection
of locations and disclosure of real identities of criminal associates or child victims
[20]. This model could be further developed to improve accuracy by involving Al
methodology that could automatically sort important data so as to decrease much of
manual involvement. This would not only reduce the workload but also would prove
to be accessible in real time, establishing connections between threats and clues.

In terms of cybersecurity, the OSINT method which is currently in practice is
used for criminal profiling by law enforcement agencies [21]. The open sources are
used to protect citizens against cybercrimes by making them aware of potential
threats, building security walls, warning about attacks, and educating them about
precautions. The already applied procedures are crucial in securing the discussed
members of society from becoming victims of these threats.

5.5 Prospect of These Models

If properly implemented, the above models would possibly turn out to be successful
means to combat causation of various cyberthreats that are a part of gender violence
in the online world and the attacks to other vulnerable portions of the community.
The idea of correlating these technologies has plenty of advantages such as Al wear-
ables that could provide open-source information instantly or AI ML models
instilled in criminal investigation frameworks that boost accuracy and overall per-
formance thus assisting in delivering justice efficiently and within less amount
of time.
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Openly available sources have their disadvantages. OSINT mechanisms are
prone to misinformation as the information-gathering sources are mainly social
media or other publicly accessible sources that are a hub of subjective opinions and
lack of clarification [22]. In this case, while working with OSINT, we should take
other techniques into account such as automated models that help in sorting accu-
rate information.

The resulting methods might be readily available for usage as OSINT combined
with artificial intelligence has scopes that continue to progress. In the areas of
cybercrime research as well Al has proven to be useful in processing the volumes of
information that involves posts, pictures, videos, etc. [23] that in turn is mostly har-
vested through open-source intelligence techniques.

5.6 Conclusion

The increasing scope of gender violence is threatening. In India alone, data from
years 2017 to 2021 from the National Crime Records Bureau reveal growth in cases
of cyber pornography, Hosting, and other forms of gender-based cybercrimes [24].
Cyberbullying comprising sexual cyberbullying, harassment, etc. has been proved
to be prevalent in online community as apparent in multiple surveys [25]. Thus, the
need for reliable systems to counter issues focused on but not limited to women
must be handled with utmost urgency.

Open-source intelligence incorporated along with artificial intelligence holds the
prospect of dynamic improvement in the field of cybersecurity. With successful
executions in fields of cyber-defense, organized crimes, business, and criminal
intelligence investigations, this technology has resolved dangers and issues lasting
within the web. To push this methodology further and develop other potential mod-
els would serve as a boon to the effort of protecting our society. Two such models
are discussed in this paper that have a scope of improvement and would be benefi-
cial for future development to secure the walls of security.
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Chapter 6
Cyber Risk and Gender Violence

in Fashion Advertising

Sarita Tripathy

6.1 Introduction

In any gleaming high fashion magazine today you will be able to encounter images of
women who have been exploited, sexually and mentally assaulted or brutalized and
even murdered. The fashion world is shown in advertisements in the light of sex and
violence [1] which is very bad for business and is directly or indirectly causing dam-
age by making the violence against women a normal practice. By the various kinds of
gestures like #MeToo and #TimesUp, different organizations have taken to social
media to highlight the global impact of disproportionate violence. The term “Fast
fashion” means ““an approach to the design, create, and to marketing clothing fashions
that exemplifies making very fast fashion trends and make them cheaply available to
the consumers.” It is the place where specifically women from all over the globe come.
The factories manufacturing clothing for companies of fast fashion have been
criticized since many years, reason being their unsafe and inhumane working condi-
tions. The women employees in these organizations are put through extremely stri-
dent work environments with scanty pay. In many countries like Bangladesh,
Cambodia, Indonesia, India, and Sri Lanka the production companies have been
under fire for putting workers to such type of conditions. Some specific quota of
production are given to women in these companies which if not met with then they
face grave consequences. A number of women have also shared their horrific experi-
ence of being beaten by the bosses for not reaching the target of making enough
articles of clothing within the assigned time frame, some have also shared their expe-
rience of working for long hours with very less salary. These reports are countless.
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Many Organizations like Global Labor Justice, Asia Floor Wage Alliance, and
CENTRAL Cambodia are pushed for investigations of gender-based violence in
major fast fashion companies in the hope that they will be forced to take action. A
survey has been conducted for meeting such women who are victims of these poor
labor regulations, and these organizations also highlight their demands: ending of
violent conditions, adequate wages, and reasonable working hours.

Many multi-million dollar companies are blamed for subjecting models to inhu-
mane conditions and sexual violence. It is very important that in fast fashion indi-
viduals [2] consume responsibly, as it is mostly accepted and used apparel options
in the modern world. Education and awareness in this field is very much required to
mitigate the harm the fast fashion companies are causing.

6.1.1 Need of Cyber Security in Fashion Industry

The fashion companies are now facing high risks like cyber attacks and breaches of
data, by their customers and the wider economy. Years of hard work will be totally
reverted by the theft of corporate, customer, and employee data or funds it will
undermine relationships and have a significant impact on reputation and
performance.

The attackers are able to have illegal access to the system through these attacks
and many of cyber incidents [3] for the purpose of causing damage including
attempts to gain illegal access to a system, network, infrastructure, or device. It has
been found that the US data breaches were up 38% in the second quarter of 2021
compared with the first quarter, and breaches in the first half of the year alone
reached 76% of the total reported in 2020.

Across the range of different fashion industry processes cyber security risks
exist, from digital design and data analytics to online transactions and supply chain
operations. There is recent digitization in many back-office systems, meaning they
present a potential point of weakness for fashion leaders and security teams who
had not previously been required to identify, assess, and mitigate potential risks in
those areas. Indeed, shifting ways of working create constant challenges, requiring
flexible decision-making muscle and continuous re-invention of defenses. There are
two recent evolutions in fashion industry practices that have increased cyber
vulnerabilities.

The first is a movement toward more agile ways of working. New products and
services are increasingly developed and brought to market through fast-paced itera-
tions using agile methods, where rapid timelines often do not allow for rigorous risk
checks. Security teams must be involved early in the development process and
embedded into the full digital life cycles of new products and services. The second
is the ongoing evolution of technologies. Increasing use of cloud computing, artifi-
cial intelligence, and machine learning is exposing companies to more cyber risks
by widening the scope for attack. Security teams must be innovative in finding ways
to apply common security patterns and methods to new technologies.
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Cyber risk is on a long-term upward trend that accelerated during the Covid-19
pandemic, partially as a result of widespread adoption of work-from-home patterns
and technologies and soaring demand for e-commerce. Indeed, online retail has
been one of the most attacked sectors over the past year, accounting for 10.2% of all
attacks across industries. Given the growing frequency and severity of incidents,
regulators are requiring businesses to protect themselves, their partners and their
customers, and punishing those that fail to do so. Europe’s General Data Protection
Regulation (GDPR) imposes fines for non-compliance of as much as 4% of a com-
pany’s global annual revenue.

A challenge for companies looking to invest in cyber defenses is that the cost of
initiating an attack is significantly lower than that of protection. This creates an
asymmetric battlefield in which hackers, companies, state-sponsored agencies, and
other perpetrators can enter systems with relative ease. Moreover, for victims, the
cost of being attacked continues to rise. The average cost of a data breach rose by
nearly 10% year on year in 2021 to $4.24 million, the largest single annual increase
in 7 years, according to IBM’s Annual Cost of Data Breach Report 2021. In addi-
tion, the longer that systems remain compromised the more the costs mount.

Across industries, corporate approaches to cyber security are maturing, with
companies acquiring new capabilities and bolstering their resilience. Banking and
healthcare are among the most mature industries when it comes to cyber resilience,
while fashion has a long way to catch up. In response, fashion decision-makers need
to adopt a dual mindset, reconciling short-term needs created by the pandemic with
the longer-term demands of the digital economy. To increase resilience, security
should be embedded into products and processes, while customers, partners, third
parties, and regulators should also be incorporated into enterprise-resilience
management.

The rewards for doing so are clear for decision-makers: there is a direct relation-
ship between cyber resilience and business performance. According to a recent
McKinsey survey, higher cyber security maturity correlates with better margins, so
the payoff from strong risk management extends beyond security. A successful roll
out of improved cyber capabilities should be predicated on action across five
key areas:

6.1.1.1 Identify the Playing Field and Risk Environment

Cyber security leaders should focus on identifying relevant cyber risks (including
potential “black swan” events) across their value chains. That starts with under-
standing legal and regulatory ground rules, and moving to a risk-based approach.
This recognizes that not all assets are created equal, and not all can be equally pro-
tected. It is vital for business leaders to take a global view of both the company’s
operations and its supply chains, and to communicate cyber security requirements
[4] to suppliers and third parties. Insurance against cyber attacks is an option, but it
is worth reading the small print; there are likely to be areas of risk that are not cov-
ered, and market conditions are changing rapidly.
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6.1.1.2 Build Capabilities to Prevent Cyber Attacks

Rules and standards should be developed (such as acceptable use policies for email
and anti-phishing guidelines) and technical prevention measures should be deployed
across systems, including data encryption and next-generation firewalls. While
some systems may need an extra level of protection, a general baseline is essential,
such as keeping software up to date and regularly scanning systems for vulnerabili-
ties. Where the cyber risk extends to production and manufacturing systems or other
connected devices, measures should be expanded into those areas, too.

6.1.1.3 Reinforce the Ability to Detect and Respond to Cyber Attacks

The traditional focus of cyber security has been on prevention, but the spotlight is
now moving toward detection and response, acknowledging that attackers will inev-
itably succeed in breaching systems. Internally, that means closely monitoring sys-
tems and applications, as well as encouraging employees to report suspicious
activities. Customers, partners, and third parties should be fully incorporated into
both detection and response measures. Externally, businesses should keep a close
eye on cyber threat intelligence and be on constant alert, even if their own mecha-
nisms have not yet triggered an alarm.

6.1.1.4 Clarify Responsibilities Across the Business

Clear roles and responsibilities are vital to cyber resilience. Companies need to
define what “good” looks like, who owns which part of cyber security and how
relevant capabilities and skills should be developed. It is essential for the company’s
front-line personnel and anyone who is not an IT or security professional to under-
stand their role in identifying and mitigating cyber risk [5], and to know what level
of support they can rely on. Some companies have created the role of chief informa-
tion security officer (CISO), an executive who defines and leads the overarching
approach to cyber security, establishes central cyber security capabilities, and helps
to build capabilities across the business. While companies will need to build in-
house capabilities in certain areas, they can also consider external support.

6.1.1.5 Simulate the Worst Case and Build Muscle Memory

Leading organizations test their plans and prepare for the worst by carrying out
attack simulations. The aim is to assess decision-making, ensure clarity of roles and
responsibilities, including decision-making power, and identify weaknesses. This
enables companies to develop an effective response mechanism and improve upon
their reaction speed in the event of a real attack. Companies that lead in cyber secu-
rity are defined by their outstanding performance in several key areas, including
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maintaining a low “click rate” in employee phishing programs regularly revisiting
and updating cyber security priorities; deploying solutions for managing applica-
tions; scanning the IT environment for vulnerabilities; and sourcing intelligence on
threats. As an overarching principle, senior managers should incorporate cyber risk
into all decision-making. In this way, they will get on the front foot and ensure the
organizations’ defenses are as resilient as possible.

6.2 Literature Review

6.2.1 Data Analysis

All the interviews were recorded on tape and transcribed in order to eliminate all
possible errors. First, all the transcripts were read repeatedly. Then a reflection was
carried out on the literature review, followed by generation of codes which allowed
breakdown of data in various parts [6]. Charmaz’s advice as cited by [7, 8] was
taken up which cautions about ensuring the precision, simplicity, and closeness of
data. The coding process of data was done in Urdu. Codes were categorized in dif-
ferent themes on Microsoft Excel spreadsheet, and only Urdu quotations extracted
for data analysis were translated into English. Different themes were assigned to
these codes in an Excel file. The coding was done through manual method. Hereafter,
the codes and themes were reevaluated after keeping in view the considerations
from literature review and data sample.

6.2.2 Selected Advertisement

The advertisements selected from the fashion industry were done for various rea-
sons. Firstly, to narrow down the research frame as there is a vast variety of adver-
tisements featuring men selling different products. Secondly, it was not possible to
collect, arrange, and analyze from such a huge amount of data in a limited time, and
making comparison of displays of different product types would be irrelevant. Thus,
only one product type ensured that the research was specific, accurate, and
meaningful.

Fashion as a topic is more accessible than any other topic among men and since
everybody needs clothes to wear thus there is a likely chance that every consumer
of clothes must have come across and been influenced by advertisements and fash-
ion at least at some point in their lives. The images used by fashion advertisements
selling accessories and apparel, not just serve purpose for visualization of products
but also entice the viewers to imagine a fantasy flight when using that product [9].
Thirdly, fashion advertisements have a great connection with print industry and can
be found on newspapers, magazines, and billboards. Therefore, fashion
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advertisements provided the best fit for this study due to being readily available and
mostly being the source of controversy for their portrayal of gender-specific images.

In a bid to find the most appropriate print advertisements, fashion magazines
from 2017 January till March 2018 were randomly shortlisted, and later scrutinized
for projecting clothing advertisements targeted toward men. The print advertise-
ments were selected from (ONE, Levis, Tony & Guy, Jockey, Dockers Khakis,
Dockers). The aim was to show a variety of male depictions in advertisements to
respondents in order to gain their perception. Thus, six ads were selected on the
basis of classification model by [10, 11]. The classification is categorized into two
variables: masculinity types and masculinity roles. Seven masculinity types were
identified that were placed in four categories: macho and vigorous, sophisticated
and refined, cool and trendy, and others. While masculine roles identified included
entertaining, professional, decorative, recreational, and others.

While Yuan and Shaw’s model has identified seven types of masculinity types,
only six are used in this study due to the non-availability of the “gentle and refined”
type in the three magazines that were reviewed.

6.3 Research Objective

This study targets to investigate the attitudes and perceptions of men toward depic-
tions in printed ads in the fashion category. The objective is to explore whether male
consumer segment is aware of the stereotypes present in advertisements, what they
term as conventional and non-conventional, and their feelings about the tradition of
gender-detailed imagery and roles.

Research question:

The research question developed to achieve the aforementioned research objective
is as follows: “How do men identify gender stereotypes in printed fashion
advertisements?”

6.3.1 Sub-humanization of Women in Advertisements

The products presented in various advertisements serve as the “ultimate support
system” for the women in their quest to become the kind of women society approves
of, and they so desire. This representation also creates a false impression that it’s an
innate and natural desire in women to be the best cooks and cleaners; to take excel-
lent care of the house and its members as she does all this with an enduring grin. The
women in these ads never get tired, they never get irritated, they never complain
about the injustice of putting them through all this, forcing all household work on
them, or for not being supported by their husbands or sons. These ads create a myth.
A myth of a super-human woman. An ill-fated myth that ends up “sub-humanizing”
these women in their real lives. These adverts reaffirm that the household chores are
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invariably associated with women, that they should look fresh and beautiful all the
time, and are often laced with unrealistic body images.

A few years back, Ariel washing powder started a campaign, “share the load.”
The campaign was lauded by many for breaking the stereotype. The number of
“progressive” ads is so abysmal in India that it catches the fancy of all the people
who vouch for gender-sensitive advertising whenever it comes. Well, the Ariel ad,
just like a few of its predecessors, could not make other brands to follow suit.

One cannot help but wonder why the advertisement sector is so skewed toward
these old, regressive, unequal, unjust, and inappropriate societal norms. The answer
lies in the very “need” of advertising the products. These adverts were made with
the sole purpose of striking a chord with the audience. To leave a memory of the
product in people’s minds. People identify themselves with gender, thereby making
communication easier. To communicate better with the audience, they focus on gen-
der relations as practiced in society. The stereotypes and prejudices disseminated by
these adverts have disastrous effects on the self-esteem of women and on their place
in society. Women are forced to constantly keep judging whether they are playing
the role of mothers, sisters, wives, and daughters as good as projected by these
adverts. Are they fair? Are they beautiful? Are they slim enough? These trepidations
exhaust women and destroy their self-confidence. This can have devastating effects
on women’s mental health. It may also bring self-censorship in women, limit their
potential, and cost them many opportunities that may come their way. This also
makes us think about the possible socioeconomic price of GA.

When the perfect reel-woman, people see on the screen, is not being mimicked
by the real woman, they face ridicule, which sometimes escalates to violence against
them by their partners and families. Nonetheless, what makes the whole scenario
more disturbing is the fact that we are so used to these gender-based plays in the
adverts that we do not feel any discomfort watching them. Usually, viewers or con-
sumers are unaware of the toxicity, gender inequality, and regression that these
adverts bring in society.

6.3.2 Advertising Standards Authority

Advertising code in the United Kingdom has banned Gendered Advertising. The
Nordic Council of Ministers, presided by Finland, recently created regulation to
address gender-discriminatory advertising in the Nordic countries. Human dignity
is taken into consideration in many European countries like Germany and France to
assess the contents of an advert. United States of America doesn’t have a specific
law for regulating GA in the USA. Still, other legal frameworks, like US Non-
discrimination Law, are extended to cover the discriminatory advertising. In India,
efforts are being made to make regulations that cater to the need to eliminate stereo-
typical and sexist advertising in the Indian media landscape. Gender inequality is a
social issue. In addition to regulating the media space, we should also work toward
changing public perceptions about gender roles to form a more equitable society.
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6.4 Conclusion

The discursive strategies identified generate insights into how client organizations
seek to justify and/or underplay the use of violent representations. By subverting
interpretations, making authority claims and denying responsibility, the client orga-
nizations offered a range of flexible explanations in the media statements analyzed
to diminish the taboo transgressions. This was enacted through two persuasive tac-
tics that reinforced the dominance of the client organizations. First, the focus was
placed upon those offended by the representations of their “incorrect” interpreta-
tions cast as uncultured, ignorant, irrational, and histrionic. Second, the role of the
clients and advertisers in the events represented in the texts was minimized. Through
both of these efforts, the marketers and advertisers reinforced their power as cultural
intermediaries in the field of visual representation whose seeming credibility rein-
forced the legitimacy of their statements and actions. However, this was enacted in
subtle and opaque ways that legitimatized the control of the organization but simul-
taneously worked to obscure the power relations at play. These discursive strategies
not only fostered distance between the organizations and the transgressions but also
produced anomalies that supported the crossing of such boundaries. In turn, the
taboo transgressions are defended and the interests of the organizations are main-
tained. The following discussion considers how the state of play regarding the trans-
gression of the taboo of violence against women through the subject positions and
discursive strategies identified affects the existing social order and introduces pollu-
tion, namely the creation of uncertainties about existing gender codes in society.
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Chapter 7
Trolls to Cyber Mob: Reasons of Trolling
on Women

Check for
updates

C. Karthika

7.1 Introduction

The internet enables communication devices to become part of everyday life, life,
especially for children and young people. They use it as part of their academic work
and to get connected to friends all-around through social media [1]. The technical
functionality of screen-based devices has become more interactive and persuasive
since the introduction of iPhone in 2007 and android in 2008. This increases the use
of smartphones among youth [2—4].

When the entire world is shrinking into the internet, real-life misogyny also spills
into the virtual world. From verbal abuse to obscene videos and morphed photos,
there are many ways in which men harass women in cyberspace. According to the
National Women’s Commission, the total number of cybercrime complaints received
is 704 with a minimum number in February (21) and a maximum in July (the situa-
tion that is not different). The police registered 2019 cases under the IT Act.
Surprisingly, the count was much lower than that of 2018, when there were 346
cases registered. Many say complaints lodged by women against cybercrimes evoke
little or no response at all from the police in Kerala [5]. The research by Broadband
Commission Working Group on Gender found that 73 percent of women across the
globe had already faced online violence then [6]. The study also inferred that women
aged 18 to 24 were at a heightened risk of being exposed to every kind of cyber
violence ranging from stalking and sexual harassment to physical threats.
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7.1.1 Cyber Violence

Cyber violence can be considered as the evident index of the spectrum of sexism
and sexual harassment that exists within our society, part of Kelly’s “continuum of
violence” [7]. The advancements and inventions in the field of communication tech-
nologies have bought new tools and venues of violence against women, especially
young women. The atrocities against women in any society are carried over to a new
venue, i.e., cyberspace where they are subject to a range of abuse and harassment.
In short, violence against women is reproduced in cyberspace.

Weinstein and Selman said that online pantomime, individual assaults, open dis-
gracing, and mortification typify social “hardness and ruthlessness” attacking the
computerized space. So, advanced apparatuses offer incredible, yet harming courses
for youngsters to convey and react. Some studies bring forward the concept of
“fraping”, which normalizes online interactions which are violent and sexual, and
belittles the act of rape [4].

Mason (p.323) defined cyber victimization as “an individual or a group willfully
using information and communication involving electronic technologies to facili-
tate deliberate and repeated harassment or threat to another individual or group by
sending or posting cruel text and/or graphics using technological means” [8]. Unlike
traditional victimization, there is no face-to-face interaction which gives courage to
the offenders to engage in such activities increasingly. Here, gender is an inevitable
factor [9, 10].

Cyber violence shows itself in myriad forms: hate speech; stalking; hacking;
image manipulation; threats; privacy violation; cyber bullying and online pornogra-
phy. The internet more generally facilitates trafficking and the sex trade. Women are
guilty of many of these forms of abuse (their targets are often other women, which
is how hegemonic. Institutions such as patriarchy work), just as they are in wider
society, but most of these abuses are committed by men and we should not overlook
that fact.

7.1.2 Gender Trolling

According to the researchers, the term “trolling“refers to “inadvertently misleading,
disruptive, and destructive behaviour in online social situations” [11, 12]. On the
other hand, a specific person may be the victim of online stalking or other forms of
harassing correspondence [13]. Trolling is defined as “the act of purposefully gen-
erating emotional responses from persons on the internet through provocative or
offensive rhetoric”. Trolling topics can range from politics and current affairs to
celebrity and sports news, all with the goal of generating annoyance to their targets
for several reasons [14].

While acknowledging that the relationship between black humour and online
harassment is complex, the goal of this article is to investigate trolling as a broad
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concept that encompasses anything from “ludicrous rants to inane thread jackings to
personal insults and abusive language” when people interact online. As a result of
this choice, it is now possible to investigate how female journalists deal with a vari-
ety of oppositional behaviours, some of which are unpleasant and others of which
are hostile.

Trolls, like the renowned beast from Scandinavian folklore, are now a staple of
the internet, according to certain authorities. Trolls don’t care about their social
class, caste, gender, or job; they are all on an equal playing field. It depends on vari-
ous circumstances whether you are subjected to trolling. Women and celebrities, for
example, are more likely than men to report serious abuse, sexual innuendos, rape
threats, graphic statements about their bodies, and body shaming, whereas men are
less likely to disclose these incidents [15].

Rape and murder threats are the most common kinds of gender trolling
directed towards women, ranking first and second, respectively. Rape culture
has returned in public debate in the last 5 years, with trolls employing rape
threats as a regular lexicon. It is a complex system of beliefs that condones
physical and mental terrorism against women and presents it as the norm,
according to the explanation of what develops male sexual aggression and sup-
ports violence against women.

Some people are now threatening a female commenter with rape to express their
displeasure with the situation [16]. This phenomenon, which is responsible for both
transmitting and perpetuating the existing rape culture, is also responsible for the
speed with which photos and written statements are distributed on the internet [17].
Students were polled via social media about their interactions with rape culture and
how they reacted to it. Sexist and misogynistic words and behaviours directed at
women are promoted in the context of “lad culture”, which includes sites such as the
“Lad Bible” as well as racist and sexist trolling on social media platforms. Trolling
is a part of everyday life in today’s society and culture. Trolling can be used to
silence women‘s voices in online and virtual public places (or in settings where
women are not permitted to speak), contributing to the heteronormative masculin-
ization of online space.

Previous research has found a trend in how women respond to abuse when it
occurs outside the family. The advice of James E. Gruber on dealing with abuse has
resulted in the development of four distinct solutions [18]. Avoidance, diffusion,
negotiation, and confrontation, to mention a few, are all useful methods.

7.1.3 Problem Statement

This research intends to throw light on the reasons of gender-based trolls on young
women. It draws a link between gender trolling, cyber violence, cyber victimiza-
tion, and psychological well-being of the respondents.



76 C. Karthika
7.2 Research Design and Methods

The study uses qualitative methods. The responses were collected from three focus
group discussion to find the impact of gender trolling on women in Kerala. The
samples were identified using purposive and convenient sampling methods. The
names of the respondents will not be revealed to assure the anonymity.

There were 101 participants in total, with women accounting for more than half of
them. In the first focus group there were 35 respondents, all females, in the second
there were another 30 respondents, all males. In the third the focus group was mixed
with both male and female respondents. The participants ranged in age from 21 to 68,
with an average age of 41. While respondents came from all throughout Kerala, the
cities with the biggest proportion of respondents were Kochi and Trivandrum.

7.3 Results and Discussions

7.3.1 Observations on Gender Trolling

As part of the study, participants were asked if they had or would have any concerns
about being attacked on social media for being women. The study’s goal was to find
out how people felt about cyber bullying. In the survey, the respondents highlight
reasonable concerns in the misogyny comments and even trolls and posts by the oppo-
site gender about their body, political stands and even on a normal photograph. A bit
more than half (50.7 percent) of those polled expressed fear about being targeted by
internet trolls. The women were the ones who were the tensest. Women were more
concerned than males about the frequency of online misogyny, according to the survey.

Because they viewed social media attacks as an expected part of the online expe-
rience, most participants expressed no concern about them. People were not deterred
by internet trolls in most cases. Five respondents stated that these gendered trolls
demotivated them to be more active on social media. These women are concerned
about the potential harm that such attacks could cause to their reputations, mental
health, and relationships with their families. This study’s findings, despite the small
sample size, demonstrate that social media attacks are gendered and, if efforts to
combat online hostility are unsuccessful, may constitute a gender barrier. The
causes for misogynistic attacks against women on social media are twofold.

7.3.2 Responses on Gender Trolling

The experiences of females subjected to gender trolling should serve as a sobering
lesson. They realized that if they wanted to be active in social media, they would
have to be prepared to deal with gender trolls. But not all women are willing to put



7 Trolls to Cyber Mob: Reasons of Trolling on Women 77

up with sexist remarks, as evidenced by the following statistics. Many people
believe that contemporary women leaders can contribute to the prevention of
gender-based harassment and the increased accessibility of online for future genera-
tions of women. When a lady applied for a faculty role in a university, she was
harassed on the internet by trolls. Her argument is that “more women need to get out
there and speak up for what’s right”, and she goes on to say that the current system
is sexist. “It can’t be prevented only through mere awareness programmes, the law
must be strong”, a lady participant responded. “More women should come forward,
open. This will make the victims courageous”, said another respondent. “It is not
just the case of simple trolls in social media. It has several dimensions. It can even
lead to the disappearance of the victims from social me said a lady. Body shaming,
caste, political stand, family, friendship ... and whatnot. A woman is audited through
several milestones in social media”, and responses go like this.

7.3.3 Dangers of Gender Trolling

Anonymity has been blamed for the manipulation of internet discourse. A person’s
accuser can be determined by staring them in the eyes during a face-to-face meet-
ing. In normal, face-to-face communication, many people are reluctant to express
themselves in emotionally charged, profane, or even offensive language. This bar-
rier is removed by the anonymity of social media. Because they use fictitious names
and post under pseudonyms, anonymous commentators can say whatever they want
without fear of being held accountable. “It’s simpler to attack from behind the
screen”, a female respondent explained. Because they do not have a name or an
identity, they can say whatever they want. Trolls‘use of anonymity makes it more
difficult for victims to reply to or stop the attacks. This simply serves to fuel the
trolls‘fire. According to a study, the greater the belief that internet commentators are
anonymous and unaffected by the consequences of their behaviour, the more likely
they are to engage in cyberbullying [19]. However, not all the participants in the
research were opposed to internet anonymity. In a statement, a male respondent sup-
ported anonymously blogging online. He was worried that the right to free expres-
sion was being “slowly but steadily destroyed”. People like him can have a public
voice if they maintain their anonymity, even if their beliefs are contentious or even
offensive. He expresses his opinions anonymously because he is terrified of losing
business if people disagree with him. Women have been accused of being targeted
by online trolls, which participants expressed worry over. According to Mantilla,
many of the women‘s responses to social media attacks fit the concept of gender
trolling. He feels that women are harassed online simply because they are women,
not because they have done anything wrong. The respondents from both genders
have been enraged by internet trolls who objectify women by focusing on their body
parts and threatening them with sexual threats. “If you are overweight, how can you
know?* What do you know, you’re only a female are two other options. Trolls on the
internet are posted by people who are sitting in their undies in a dungeon
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somewhere, without a life of their own. After seeing or hearing [about me], some
individuals will go from “You have no idea what you’re talking about” to “You are
a dumb lady”. According to participants, some lie at the root of online harassment
and denial of feminist goals. Racism, homophobia, and/or Islamophobia were also
prevalent themes in gender trolling. The goal is to disenfranchise everyone on the
internet, regardless of how a woman'‘s skin colour or sexual orientation influences
the nature of an assault. Women ‘s gender trolling comments imply an apparent link
between online abuse of women and social misogyny. Gender trolling, according to
arespondent is more common among women than among men. “There is a segment
of society that targets women in that way, and there is an element of it in every soci-
ety. He made a remark. You never know when it will be over,” a female respondent
said. As previously noted, “feminists and feminist viewpoints are the targets of a
significant amount of online harassment”.

7.3.4 Trolling as an Organized Discourse

New concerns have emerged for its users due to censorship, surveillance, and con-
trol over the content and the bodies and online avatars of those who use online
platforms. While trolling can be “deceptive, damaging, or disruptive”, gender troll-
ing takes it a step further by specifically threatening and harassing women. The
hazards and abuses associated with a more sexist, hierarchical, and politicized envi-
ronment become more numerous and severe. Trolling technique evolves in direct
proportion to the trolling objective. When trolling takes on the form of a focused,
orchestrated, and purposeful attack on a particular ideology or group of beliefs, it
becomes harassment. When a joke is used to silence purposefully, muffle, and
obscure people who disagree with it, it transcends the level of a simple jest. Rape
and gender-based violence are particularly deadly for women and anyone who iden-
tify differently, such as members of weak castes or minorities. Rape and gender-
based violence are grave dangers to one’s right to free expression. Additionally,
serving as a deterrent, it has major effects on individuals. Trolling and disciplinary
language, according to Cole, “individualize bodies that are dispersed and dispersed
in a network of relations”. Additionally, she believes that trolls discourage and pun-
ish women in online forums by “threaten[ing] her body with violence®. An exami-
nation of the content and forms of trolling can shed light on how the body, particularly
the body of a woman or other marginalized gender, can be used as a means of con-
trol, enslavement, and surveillance. According to Michel Foucault, this is the new
“political technology of the body” that has resulted in the emergence of new kinds
of power and exploitation. As a result, the question of whether the technology would
result in increased dystopia in society has become increasingly convoluted, as it
simultaneously threatens and supports the world’s current status quo.
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7.4 Conclusion

Women are significantly more prevalent in Indian society than they were a decade
ago. The proportion of accomplished female employees who are active on social
media has increased. In contrast, concerns about how to manage abusive behaviour,
harassment, and biased speech on social media will become more prevalent as their
use increases. As a result of women being socialized to embrace these practices as
normal in the workplace, their prevalence has increased to the point where they are
the norm. The internet-based culture of the twenty-first century has normalized the
practice of reading and responding to objectionable comments made by the public.
Although gender is not a factor in trolling, it is evident that in patriarchal nations
such as India, references to female targets frequently contain sexist connotations.
Typically, females respond to cyberbullying by blocking or ignoring users who
make sexist comments. Alternatively, some avoid posting about topics that could
promote abuse. Despite this, few individuals engage in combat or even attempt to
defend themselves.

In conclusion, in the rapidly evolving digital media environment of the present
day, women are socialized to expect and value the inclusion of a diversity of distinct
perspectives in their daily work. They view baiting as a necessary addition to their
predetermined daily work schedules. Despite the possibility that this form of bully-
ing does not impede “mass self-communication”, the results of the study indicate
that it does result in self-censorship.

Trolling has evolved from harmless online banter to harassment. Trolling has
been elevated to the level of an intentional effort to confuse, repress, and stifle
opposing viewpoints. Fear of rape, gender-based violence against women, and other
identities, such as belonging to a vulnerable caste or community, are instances in
which trolling poses a genuine threat to life and the right to free speech. To intimi-
date and subjugate women online, it is found that the perpetrators “threaten her
body with violence”. As we analyse the various forms and contents of trolling, we
can gain a better understanding of how the body, and specifically the body of a
female or other marginalized gender, can be a contentious site of control, subjuga-
tion, and surveillance. The fact that cyberspace maintains and challenges the status
quo has made it a controversial topic, further clouding whether technology will lead
to social dystopia.
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Chapter 8
Gender Biasness — A Victim of Artificial
Intelligence-Based Development

Check for
updates

Sonal Pathak, Vijender Kumar Solanki, and Nguyen Thi Dieu Linh

8.1 Introduction

Today we are living in a world of high possibilities and smart work styles. Only hard
work cannot pay off these days. The time has come when a human is working with
machines or vice versa to increase productivity and long-term profits. The involve-
ment of machines is not new, simple computer has already made their place a long
way back. Knowingly or unknowingly Information Technology industry had
become dependent on Artificial Intelligence technologies. Gradually when depen-
dencies increased, biases entered into decision models. As per the researchers, there
are three major category types of Artificial Intelligence bias — negative legacy, algo-
rithm prejudice, and underestimation. Negative legacy means biases that are the
result of tempered or errors in the data input. Algorithm prejudice means the biases
due to statistical dependencies of information on protected features which has been
used to make final decisions. UNESCO Report, 2019 [1] discloses that gender bias
has been found in training data sets of Artificial Intelligence. Unambiguously biases
have been found in algorithms and this bias has replicated itself and spread rein-
forced gender stereotypes. These risks of gender biases minimized the role of
women on a global scale and stigmatized it. This ubiquity of society has put less
percentage of women in all fields — be it political, economic, or social life. In the
recent past, this has hindered the progress of gender equality at the country level.
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Many steps have been taken to remove bias from learning algorithms but they have
ignored studies on how the ideology of gender has been entrenched in the language.
Biased algorithms can be amended by incorporating results of decades’ studies into
approaches to machine learning from the text can help in removing gender biases.

Leading thinkers in the emerging research addressing bias in Artificial Intelligence
are also primarily female, suggesting that those who are potentially affected by bias
are more likely to see, understand, and attempt to resolve it. Gender balance in
machine learning is, therefore, crucial to prevent algorithms from perpetuating gen-
der ideologies that disadvantage women. People were using critical theory to avoid
biases in personal experiences and finalized decisions. However, observing data that
is present initially should be given significant importance because machine intelli-
gence works on this initial data only. As machine learning processes big volume
data, if this data would have been laden with the stereotype framework of gender,
technology would generate a biased resulting application.

8.2 Gender Biases

If a person is being treated or receiving a behavior on the person’s identity based on
gender. All the aspects and concerns related to men’s and women’s lives and the
societal situation can be summarized by the gender of an individual. In a society,
how a person interrelates, differences in access, use of resources, reaction to change,
policies and interventions, and their activities. In society, each gender has a signifi-
cant role in access to privilege, power, and possibilities that one gender has, and not
given to the other gives birth to gender biases. It escalates discrimination and gender
inequality. An example of gender biases can be the specification of a person by see-
ing their occupation of doctor or engineer as “Male”. Similarly, a teacher profile can
be assumed to be “Female”. This stereotype mentality is common to see in any
society. Generally, female has restricted admittance to the labor market. Especially
in countries like India, a very less percentage of female youth enjoy the privileges
given to youth males. Women have admitted that they suffer this gender discrimina-
tion from their families only by getting the lesser opportunity for education, free-
dom from household chores, etc. Moreover, female youth is not aware that they are
underprivileged due to their gender as well.

8.3 Women and the Industry

In the Industrial sector, the percentage of female workers’ participation varies not
only in different industries but also in different states of India. Research studies by
Fajimi and Omonona [2] reveal that because of poverty, the proportion of women
workers increases in the workforce. This study reveals that a high proportion of poor
people in a state can be estimated by a higher proportion of women in the workforce
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in that state. Gender differences can be highlighted in terms of wage differences of
each gender as well.

Perinelli and Beken [3] found that female workers are getting lesser wages as
compared to male workers irrespective of geographical regions and sectors. Even
sectors like manufacturing and services sectors and agriculture sectors are revealing
this fact about female workers.

Swift [4] report depicts that though a high number of women graduates are there
in Europe, there are less number of female workers in the market which is associ-
ated with labor. Even with the same education, male workers are getting more wages
than female workers which leads to a “gender wage gap”.

Machin and Puhani [5] found that differences in the geographical regions cannot
change the gender wage gap analysis. Countries like Pakistan lag far behind in
terms of gender equality. Women are more focused on lower-level or middle-level
work where mostly unskilled workers are required.

One of the other reasons for the lesser participation of women in the workforce
is directly related to their dependencies on family for their day-to-day decisions,
their mobility from one place to another place, and restricted access to money as
shown in Fig. 8.1. Despite household practices that favored male youth over female
youth, mobility, independent decision-making, and access to money were not uni-
versal among male youth. Fewer than half of male youth could express their opinion
to elders (aside from parents) or confront others who had wronged them. Most male
youths did not have access to money. Thus, there is considerable room for improv-
ing independent behavior among male youth as well.

Workforce Diversity By Gender

EEEER
MALE . FEMALE
Employees . Employees
pioy 30% 10% pioy

2255 30% 40%

New hires New hires
+399 40% 50% +479
Left employment Left employment
-305 -499

B Senior managers(m1 and above) B Managers and professionals B Supports

Fig. 8.1 Workforce diversity by gender
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Shidhaye [6] found that females adopt labor-saving technologies at a slower pace
in comparison to men. They concluded that reducing female’s work is the effect of
technologies in both domestic and productive tasks. Affordability, physical acces-
sibility, and cultural appropriateness are the major reasons for gender differences in
industries, especially the IT industry. As informal sectors are growing faster in this
economic development phase, the engagement of females is more in the informal
sectors. Another sector in which more percentage of women is the service sec-
tor jobs.

Linden et al. [7] The share of women employees is very low in the emerging
services of IT sectors. The share of women workers in the software industry is
27%. More percentage of women’s workers lie in the lower-skilled and lower-
end jobs. One of the fields where the share of female employment is more is
Agriculture.

Dastin [8] reveals through a report that more women are employed in silk-
sericulture and taking care of their families through this employment. They are
helping their husband in their occupation and educating their kids but in IT sectors,
this percentage is very low.

Vincent [9] explored that 72.70% of women was the part of employment which
was generated by the establishment of a mulberry garden to cultivate and rearing
of silkworms for the production of cocoons to produce raw silk. More women labor
can be observed in egg incubation, sewing, and, cocoon cutting but a very less per-
centage of women is observed in the IT-industry, electronics, cyber security and
such sectors. One more factor that exists in the IT industry is that women do not opt
for night shifts. Special arrangements or measures have to be provided to enable
safe working environment for women in the night shifts.

8.3.1 Women in the Field of Cybersecurity

If welook for the industries wherein the gender gap persists, no doubt “Cybersecurity”
is one of such fields. Historically and currently, males are dominating the field of
cybersecurity. There is no surprise to know that in cybersecurity jobs, women are
underrepresented as information technology has been considered stereotypically
male-dominated. To fill this gap more women-dominated positions in the cyberse-
curity field and finally leadership position is required. For this misconceptions about
the cybersecurity field should be rectified. Those who have succeeded in this field
reveal that cybersecurity is not only about technology but also it’s about tracking the
data and giving protection to people who have compromised their data. Those peo-
ple who see thing differently and wants to do something different and look for suc-
cess in this fast-paced environment should enter this field of cybersecurity — Be they
Female or Male!
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8.3.2 Present Scenario

As per a recent study, only 14% of the total cybersecurity workforce are female
employees. Surprisingly only 1% of these 14% female cybersecurity workforce
possess any senior position or leadership authority. This shows that the new outlook
workforce in cybersecurity pertaining pay disparity between male and female
employees because counting of men outnumbered the counting of women. ISC
report says that though women’s participation in the cybersecurity field is growing
gradually still women make up a very lesser percentage of the workforce and this
increment is not enough. Cybercrime Magazine (March 2021) discloses that women
now make up approximately 20% of the global Infosys payrolls. This is, of course,
an encouraging improvement from six years ago, but still woefully shy of the 50%
range that would represent parity.

According to Cybersecurity Ventures, in comparison to 10% in 2013 and 20% in
2019, women are holding now approx. 25% of cybersecurity jobs in 2021 at the
global level as shown in Fig. 8.2. The research is considering corporate network
jobs and includes IIOT and ICS security, OT security, aviation cybersecurity, auto-
motive cybersecurity, medical device security, and other market categories. Though
now a day, women are making their place in the cybersecurity service provider
ecosystem very well which also include digital forensics and small business owned
by women. A prediction made by cybersecurity ventures reveals that women are
going to represent 30% of the global cybersecurity workforce by 2025 and in 2031
it will reach 35%.

Women In Cybersecurity
What Before After

Representation of 11 Percent in 2013 20 Percent in 20‘[9‘
Women in the
Cybersecurity Field

Representation of 13 Percent in 2017 20 Percent in 2019}
Women in F500 CISO
Positions
Unfilled Cybersecurity 1 Million in 2014 3.5 Million in 2021 ;
Jobs
CYBERCRIME
MAGAZINE

Fig. 8.2 Women in cybersecurity. (Source: Cybercrime Magazine, 2021)
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8.3.2.1 Reason for Lesser Number of Women Representation

Gender Stereotype

The notion that women cannot make their career in the field of cybersecurity may
be false but somewhere it influences society and our young girls. They are told that
itis very difficult to make and sustain your career as a techie in network security. If,
however, girls choose their career in the IT security team by breaking these barriers
may find themselves surrounded by men and an unconscious bias makes a woman
find opportunities for career advancement. This stereotypical idea that cybersecurity
is solely a technical field and men are better suited for a network security job is
influencing the entry of women workforce in cybersecurity. because of such base-
less notions, women are steered away from the opportunity, classes, and training
that can lead to careers in the cybersecurity field. There are a few myths that exist in
society about women making a career in the cybersecurity field.

The First Myth-

American Psychological Association reported that men and women have equal
capabilities in dealing with math and science subjects and even in verbal ability. It
is a myth that men are more competent in dealing with practical subjects or dealing
with technology and network security issues and in the consequences boys are given
more opportunities to get exposure to practical ability-based job options and vice
versa than girls. Thus if women assume that the cybersecurity field is not for them,
it is based on purely stereotypical mindsets and not based on reality.

The Second Myth-

The notion that only strong technical skills are required in the cybersecurity field
needs to be examined once again closely as cybersecurity is a field where a variety
of perspectives is required and innovative methods are to protect the data in terms of
creating passwords, etc.

8.4 Gender Biasness Has a Significant Role
in Corporate Sectors

The corporate sector has been considered as a segment where more liberty is
expected for each gender. We believe that women working in the corporate sector
are more empowered but empowerment is very difficult to be described in a nutshell
as it is a dynamic process. Economic independence, self-reliance, social transfor-
mation, power decision-making resources, demanding equality, and knowledge
enhancement can be considered as a few parameters of women’s empowerment in
the corporate sector. Thus the need for hours is the generation of a socio-cultural
environment that can help in minimizing gender-biased activities and enhance ratio-
nal behavior which can balance the role of men and women in the corporate sector.
Thus to empower women the corporate sector gender sensitization must be taken as
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an essential policy — be it at the senior level or middle level so that policymakers can
also take care of gender balance practices while framing new policies on which
training data for an algorithm of decision-making model can be dependent. The
contribution of men will only be recognized when men change their perception. To
remove gender biases from training data, gender sensitization at all vessels of the
organization is mandatory. Women’s talents can be nurtured and control over con-
scious efforts can only be seen if gender sensitization is promoted. Legal, health
empowerment of women, social, political, and educational growth of women are
only possible in the corporate sector if gender sensitization is promoted.

It can be concluded that women comprise around half of the human population,
but Indian society is still male-dominated and women are not considered equal part-
ners, either inside or outside the four walls of the house. They are treated as weak
and dependent creatures. Although the government is taking various initiatives to
promote women’s empowerment, the actual results were not observed. The required
quantum of empowerment is still a dream. The need is to reach empowerment by a
gender sensitization approach. We need to involve both men and women in the gen-
der sensitization process so that men are mentally prepared for delicate roles,
responsibilities, and power over their female counterparts. Lack of gender sensitiza-
tion was the reason for not achieving much despite many efforts since indepen-
dence. The need of the hour is to change insight into the whole society so that it
recognizes women with a positive approach. Only when the men accommodate
women by shading their ego, actions and efforts will be visible. Gender sensitiza-
tion refers to the sensitization about gender equality concerns. It helps people in
examining their attitudes and beliefs and questioning the realities of both sexes.
Issues such as the problem of sexual harassment, sexual stereotyping, dearth of
counselor sensitivity to complexities such as caste, minority experience or sexuality,
and lack of special emotional and academic support both at the personal and insti-
tutional level for students from marginalized groups.

8.5 Machine Learning — A Type of Artificial Intelligence

Machine learning (ML) is a type of Artificial Intelligence that allows software appli-
cations to become more accurate at predicting outcomes without being explicitly
programmed to do so. Machine learning algorithms use historical data as input to
predict new output values.

Recommendation engines are a common use case for machine learning. Other
popular uses include fraud detection, spam filtering, malware threat detection, busi-
ness process automation (BPA), and predictive maintenance. Machine learning is
important because it gives enterprises a view of trends in customer behavior and
business operational patterns, as well as supports the development of new products.
Many of today’s leading companies, such as Facebook, Google, and Uber, make
machine learning a central part of their operations. Machine learning has become a
significant competitive differentiator for many companies.
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Process of Machine Learning/Artificial Intelligence

Classical machine learning is often categorized by how an algorithm learns to
become more accurate in its predictions as shown in Fig. 8.3. There are four basic
approaches: supervised learning, unsupervised learning, semi-supervised learning,
and reinforcement learning. The type of algorithm data scientists choose to use
depends on what type of data they want to predict.

8.6 Artificial Intelligence-Based Development Affected
Gender Equality

There are several forms of Artificial Intelligence bias. One of the biases is cognitive
biases which enter into models of machine learning and data set by human develop-
ers. From such entries, business gets into the algorithm. Another reason for biases is
the incomplete data and this becomes significant if due to cognitive biases, this
information is being omitted. By using technology, the goal of inculcating social

The machine learning process

In machine learning applications, a data scientist or other analyst:

Identifies relevant Chooses the type Builds an analytical
data sets and prepares of machine learning model based on the
them for analysis. algorithm to use. chosen algorithm.

Trains the model Runs the model to
on test data sets, generate scores and
revising it as needed. other findings.

Fig. 8.3 The machine learning process
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gender balance can be achieved with the amalgamation of gender balance in
Artificial Intelligence applications. As now a day, Artificial Intelligence is becoming
widespread, diversity in gender in data and governance of Artificial Intelligence
should be utilized to promote gender inequalities and help communities that are
struggling for controlling violence against gender and can inculcate a good work
environment in the IT industry. These crucial issues need to be taken care of at the
war front level now.

For pattern recognition, Artificial Intelligence increases applications of the algo-
rithm, and the use of machine learning gets lots of funding and attention as well. To
hold a high place as a global leader in Artificial Intelligence, the Government of
Canada in 2017 announced $ 125 million in developing Artificial Intelligence strate-
gies for Pan Canadian in the 2018 budget. The government reaffirmed its commit-
ment of government in investing more in Artificial Intelligence-based projects. The
Canadian government has made explicit strategies for promoting women empower-
ment and gender equality a central theme and goal of its Pan-Canadian strategy.
National Artificial Intelligence Research and Development Strategies plan mentions
in its policy that racial, age, economic, and gender will be the main outline for con-
sideration of the futuristic plan of growth in the IT sector. To promote gender equal-
ity and advance women empowerment issues related to gender need to be highlighted
in all sectors and disciplines including Artificial Intelligence [10]. Though Artificial
Intelligence has been considered a threat to gender inequality still society cannot
ignore the potential of Artificial Intelligence in bringing positive changes regarding
norms of gender balance.

For Instance-One Artificial Intelligence powered recruitment system has been
found with gender discrimination but Artificial Intelligence-based decision models
also help employers to write job postings in which more sensitive language regard-
ing women can be used to promote gender diversity in the workforce. Therefore,
Artificial Intelligence can become part of enhancing management practices in our
society to support gender equality and can minimize gender discrimination [11].

8.7 Reinforcing Gender Biasness and Inequalities Through
Artificial Intelligence

The robustness of Artificial Intelligence depends on the kind of input we give to it.
An algorithm reads input data to recognize a data pattern. Development of data set
in terms of relevant and irrelevant data is done by data researchers on the basis of
their conscious and experience. Thus the output of Artificial Intelligence is com-
pletely dependent upon the quantity and quality of inputs which is dependent on
human decisions and the kind of existing data in the real world as depicted in
Fig. 8.4. Thus this relationship between input and output of the algorithm is com-
pletely justifiable. It’s about giving a data pattern to the algorithm.
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Fig. 8.4 Factors responsible to instigate gender biasness through artificial intelligence

Therefore, input data for Artificial Intelligence technologies should be simplistic
and analyzed in sense of balance between each gender in all aspects. To overcome
the biases, the women percentage must be increased in Technology, Science, Maths,
and Engineering. Such fields are generally solely led by men. In such a scenario,
input data ignores the diversity which can be there in the perception of different
genders, and their considerations for some issues. As a result, gender inequality and
biases get to enter into a pattern of data [12].

A big change in the culture is required to implement systematic reforms. It is
unclear how Artificial Intelligence will fix this inequality of gender itself. An algo-
rithm is only replicating its data patterns. If a company wants to figure out their
customers who are premium based on their purchase and the company wants to
provide some extra benefits to these customers. An Artificial Intelligence model can
be utilized to figure out such customers by using details of customers as input data
sets. But the quality of this input data should be ensured by removing blind spots
and biases in it.

There is an important example of racial biases by the Artificial Intelligence
model of GOOGLE in 2015, their photo-categorization software started creating
decisions by recognizing people based on their dark/black color as “Gorilla”. Later
Google corrected this by using the Band-Artificial Intelligence solution by which
the word “Gorilla” was removed [13].

UNESCO Report (2019) [1] reveals that gender biases exist in datasets of
Artificial Intelligence and particular biases exist in training data sets. Removal of
these built-in biases is essential and representation of the complete population in
input data is mandatory. In particular, collection, labeling, and thus generation of
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data is done by humans only that goes into the Artificial Intelligence system model
and sets the pattern and rules for an algorithm to make concrete predictions. Any
Artificial Intelligence system gets embedded by biases at these two stages only.

Inequality in Practice

Gender disparity issues are more prominent in the fields where gender inequality is
predominant such as — Military and Security. In the security field, work on Artificial
Intelligence and research has more focused on applications of the military in com-
parison to peacebuilding.

Generally, Artificial Intelligence has two types of bias, as depicted in Fig. 8.5.
One is “Data Bias” or “Algorithmic Artificial Intelligence Bias” — which is the result
of the training of an algorithm by using biased data.

The next type of bias in Artificial Intelligence is the societal Artificial Intelligence
bias. This bias occurs due to societal norms and assumptions which force us to cre-
ate blind spots about certain expectations in our cognitive decisions.

Artificial Intelligence systems contain biases due to two reasons:

1. Cognitive biases: These are unconscious errors in thinking that affect individu-
als’ judgments and decisions.

2. Lack of complete data: If data is not complete, it may not be representative and
therefore it may include bias.

* Confirmation bias. This occurs when the person performing the data analysis
wants to prove a predetermined assumption. ...

* Selection bias. This occurs when data is selected subjectively. ...

e OQutliers. An outlier is an extreme data value. ...

e Overfitting and underfitting. ...

e Confounding variables.

One example of gender discriminatory outcomes biases in 2014 was when the
Artificial Intelligence model was selecting applicants as the top five applicants from
100 applicants. Due to an error in trained data, it was selecting only male candidates

Fig. 8.5 Types of artificial
intelligence biasness
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selected and rejected the word “women” in the CVs. This algorithm selected mostly
male applicants over a 10 10-year period. Women applicants were panelized by this
biased algorithm because of the “women” word in their resumes. As soon as the bias
was detected, it was removed and the company declared that they were not using
this algorithm in their selection procedure.

This was a critical finding because Amazon has been using algorithmic
decision-making for their recommender system to recommend customers about
their purchases and products [14]. Amazon is the forefront user of such technolo-
gies as Artificial Intelligence has been a significant part of their business. To save
energy and time, IT companies use these selection decision algorithms to make
the process automation. Such algorithms replicated the pattern which they receive
by selecting individuals. In fact, among all industries, tech companies face the
highest gender disparities. 19.8% of the total workforce of IT are women pro-
grammers. Amazon learns to reinforce those normalized discriminatory outcomes.
Amazon’s system learns about these outcomes of normalized gender discrimina-
tion. This strategy panelized the word “women”. This algorithm even downgraded
the score of that candidate who has even used the word women’s college in their
resume [7].

The issue of gender discrimination was so deep-rooted that it could not be
removed even after a few attempts to resolve it. There is no guarantee of not much
happening shortly because if the system is based on a biased database, it cannot be
rectified. Though it was not accepted by Amazon that it has used recommendations
given by machine learning intentionally or unintentionally, it has affected the selec-
tion process.

Artificial Intelligence may affect the process of women’s decision-making,
therefore propositional knowledge of Artificial Intelligence must be spread. As
Artificial Intelligence is increasingly used in everyday commercial applications,
users may become accustomed to algorithms making decisions for them, whether
they are aware that these decisions are being made or not. We may be limiting our
decision-making capacities and skills when the responsibility to make decisions is
relegated to Artificial Intelligence. And if Artificial Intelligence is unable to capture
embodied knowledge, there are sure to be gender implications that developers and
regulators alike have not yet accounted for.

8.8 Preventive Measures to Eliminate/Minimize Biasness
in Artificial Intelligence

Artificial Intelligence cannot be blamed for existing gender inequalities and be
responsible to fix the existing challenges especially when input data for Artificial
Intelligence have been taken from the real world where such inequalities exist. To
better understand these real-world gender inequalities, social innovation, and more
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improvised research programs should be accompanied by increased investment in
Artificial Intelligence. A comprehensive analysis of the relationship between gender
equality and the complexities of the Artificial Intelligence ecosystem should be
practiced continuously.

There is a strong need to understand and implement the following aspects in the
private and government sectors:

1. View society in a holistic view and consider the broader goals to achieve.

2. Position gender equality in Artificial Intelligence ethics and principles.

3. Design new approaches to implement principles of Artificial Intelligence and
Gender Equality.

4. Identify and develop an action plan which should be beneficial for
multi-stakeholders.

Women must be empowered to influence and reshape a system where Artificial
Intelligence operates. Societal implications of Artificial Intelligence must be recog-
nized not only in the technology field, but also in economics, law, security, politics,
and cross-disciplinary research/education. Artificial Intelligence can reproduce and
increase injustice, tribalism, and societal inequalities. Categories of men and women
can be counted at the very starting point of data entry. If the difference is large,
remedial measures can be taken to widen the net of more women. A gender-equitable
screening process can be built by tracking this data over time.

8.8.1 Reinforcement Learning

Reinforcement learning means the training of an algorithm with a distinct goal
and rules to be set to achieve that goal through that algorithm. Positive rewards
can also be sought by programming the algorithm by data scientists. The ulti-
mate goal can be achieved when it acts in the same direction. Robots are one
example of reinforcement learning which perform a task based on the remaining
instructions. Bots have been trained by using reinforcement learning only to
respond and communicate to humans because its goal has been predefined CRM
(Customer Relationship Management) software uses models based on machine
learning to analyze messages in emails and respond to prompt sales. Thus we
can see that a machine that is based on Artificial Intelligence and has been
trained on input data can be channelized easily by using reinforcement learning.
Therefore, this reinforcement learning can also train the data to balance gender
equality, and the output of algorithms can be rechecked before relying on its
decision model. These practices will help minimize gender biases. For example,
in the HRIS system, a trained machine learning model (along with human inter-
vention) can be used to filter applications and justify the selection of the best
candidate for the job role.
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8.8.2 Selection of Right Machine Learning Model

To solve a problem, the selection of the correct machine learning model is most
significant to avoid Biased outputs. The following steps are suggested to minimize
this hassle:

Step 1: With the help of experts and data scientists, alignment of potential data
inputs and problems can be done to receive the required solution.

Step 2: In this step, data should be collected, and reformatting of data and labeling
of data should be done. Execution of this step will be done by data wranglers
along with data scientists.

Step 3: Select the appropriate algorithm(s) to be used and analyze its performance
as well. Data scientists usually carry this step.

Step 4: Level of accuracy must be ensured by fine-tuning outputs continuously. A
data scientist should perform this based on feedback from data experts in the
field of Artificial intelligence and technology.

8.8.3 Usage of Human Interpretable Machine Learning

Explaining how a specific Machine Learning model works can be challenging when
the model is complex. There are some vertical industries where data scientists have
to use simple machine learning models because it’s important for the business to
explain how every decision was made. This is especially true in industries such as
banking and insurance. Complex models can produce accurate predictions, but
explaining to a layperson how the output was determined can be difficult. Major IT
players are using the application of Artificial Intelligence in their spectrum of
Machine Learning activities. Big vendors such as — Microsoft, IBM, Amazon,
Google, and other IT leads are in the race to sign up customers for their services
which are Artificial Intelligence-based platforms. These leads are using Artificial
Intelligence for collection of data, processing of data, classification of data and
building models, training, and deployment but human intervention should not be
ignored at any stage of data processing. This will help in reducing error due to train-
ing of data set and will not produce unnecessary biases in the results.

8.8.4 The Right to Internet

As per the UNESCO report [1], In the Digital Economy, women share a very less
share in advanced technology jobs where non-task-routine is in demand. A major
problem in India is the result of a lack of access to technology. This report reveals
that 56% of Indian men own a mobile phone in comparison to 46% of Indian women
aged between 15 years and 65 years. For Indian Law, to enhance the rights of women
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in India, there should be the principle of the right to the internet for Indian Women.
In 2020, mobile phones and internet access by everyone have been recognized as an
everyday necessity by Kerala High Court. This should be considered a significant
part of freedom of expression and speech. The United Nations Human Rights
Council and the General Assembly have adopted a resolution that depicts that to
enhance the quality of education and information, the right to the internet should be
considered an essential aspect. Article 21 of the constitution has given two rights —
Rights to Personal Liberty and the Right to Life. The government looked at the view
that the right to be able to access the internet can be part of this article.

8.8.5 Role of Labor

The Institute for Women’s Policy Research found that due to job automation, women
are at a high risk of displacement in comparison to men. A category of jobs which
is called midlevel jobs such as routine jobs and cognitive jobs are dominated by
women which are a major threat to be displaced due to automation. As per the report
of the world economic forum [57] 57% of such jobs are at risk of being displaced
by 2026. For example, in a survey on gender balance workforce, reports say that in
the gaming industry of the UK, 33% of women faced harassment due to their gender
and 45% of women admit that their gender was a factor that has limited their pro-
gression in this career. This brings an insight that there is an urgent need to have
improvised practices during the hiring process to increase the number of female
programmers in the IT field.

As a first step toward this objective, California passed the California Senate Bill
No. 826, which mandates that a minimum number of women be included on corpo-
rate boards. Today in the United States, women make up almost half (47%) of the
workforce, but they hold less than one-third (28%) of the leadership positions in
tech companies.

There is a need to involve gender experts and more participation of women at the
foundation level to formulate the principles. Emphasis should be given to an
increased number of women in board rooms and representation of women in techni-
cal roles in Tech companies at the Indian and Global Levels. A robust gender-
inclusive Artificial Intelligence-based guidelines, principles, and codes of ethics
must be incorporated to enable gender equality. Every company makes some policy
related to fairness, transparency, and work ethics practices but none has framed any
policy related to algorithm fairness and till now there is no clear definition that has
explained “Fairness of Algorithm”. More feminist principles like- languages, access
to the internet, privacy, and information to make informed decisions should be com-
mon now in tech companies.
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8.8.6 Data Sets — The Starting Point

Even if it is “Apparently” women-centric data, many data sets which are Artificial
Intelligence based may lead to a biased result. A computer that retrieves information
from a data set treats collected data as a single unit. This means that separate pieces
of data are used to train an algorithm to predict a pattern inside the whole data set.

To create an Artificial Intelligence model, data sets are the very first step and
therefore it is difficult to ensure that model is without bias. As we know that women
are a heterogeneous group that faces varied realities. This includes indigenous
women, women from remote and rural areas, women from a religious minority,
women living with disabilities, etc. Thus they may not be always part of our initial
data set. For example, the word “chamar” is not to be used on Twitter and it is pun-
ishable under the scheduled castes and tribes Act, 1989. Thus any specific word
cannot be eliminated from the training of the data set but a systematic input with
human intervention can resolve this problem. To avoid biases and exclusions into
data sets, the relationship or intersectionality between gender and discrimination
must be considered a significant aspect. Any information which is Artificial
Intelligence generated always depends on predictions, patterns, and recommenda-
tions which are various parameters of accuracy, reliability, and universality of the
used data. This information also gets affected by the biases of developers of algo-
rithms and inherent assumptions of the data. If these coders or developers and
designers are biased toward gender notions, then neutral results by machines cannot
be expected and hidden discrimination will come into the system. The study reveals
that in the field of Data Science and Artificial Intelligence, only 22% of profession-
als are women. Gender bias does creep into systems that are Artificial Intelligence
based as women hold middle-level jobs only with less status.

8.8.7 Watch Carefully Where Can Gender Bias Creep in

IT professionals need to watch carefully at which step of Artificial Intelligence
developed models, gender biases can creep into the system. For example, in NLP
(Natural Language Processing) “HERS” is not read as a pronoun by widely used
technologies. Once an incident happens with the Apple application in 2019 when it
was found from a decision model that it was offering smaller lines to women with
the same credit scores in comparison to men. The company then stated that the
algorithm which was giving results was gender-blind but explained like that algo-
rithm was intended to set the limit and inherently and unintentionally biased against
women. A much better corporate governance in software applications is required for
the prevention of such gender biases. This also includes the incorporation of gender
equality practices and principles in the recruitment process and diversity in work
culture and retention practices.
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8.9 Conclusion

A computer’s retrieved information is only good as the human mind behind it. This
is the fundamental characteristic for unbiased results or gender equality, which
should be kept in mind before implementing Artificial Intelligence solutions and
training datasets. India failed in addressing the women’s issues related to digital
services and access to the internet needs women during the pandemic. India should
look for such digital services, where women can depict more fulfilling roles. At
present, we hardly find women’s roles in the IT sectors such as — digital deliverable
services and cloud computing. For a better digital future for all, societies should be
more open to the requirement of gender minorities and co-ownership should be
enabled so that undercooked communities should take a front seat at the table and
can boost gender equality. In a society of free citizens, the core principle of develop-
ing any model must be based on data ethics. Different people have a different under-
standing of the meaning of fairness and biasness. Though some basic values or
principles lack uniformity in recourse sharing and distribution to each gender equal-
ity means that everybody has given equal attention, and level of recourses to receive
the same outcome. An organization never distributes the different amount of equity
on the individual or group’s need-based to achieve the goal. Equality and equity to
minimize bias can lead to confusing results. The unfairness of one group should not
be transferred to another group. For instance, a long-awaited list of cancer patients
in a hospital should not be sorted based on an Artificial Intelligence model. Artificial
Intelligence technologies have evolved with new opportunities and challenges. This
is the time of action, though algorithms of machine learning have been there for past
decades now it has reached new popularity as Artificial Intelligence has fully-
fledged grown in prominence, which has brought gender biases as a dependent
decision-making tool. Business decision makers should not ignore the significance
of human intervention in any decision-making process and data analytics and data
scientists should take precautionary measures while training data which can become
the reason for biased decisions at a later stage.
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Chapter 9

A Comparative Analysis of Pornography
Detection Models to Prevent Gender
Violence

Deepanjali Mishra and Smriti Panda

9.1 Introduction

The word pornography is a conglomerate of two Ancient Greek words: mopvn
(pérné “prostitute” originally “purchased”, related to pernanai “to sell” from the
Proto-Indo-European root per — “to hand over” — alluding to the notion of a person
sold) and ypd&pew (graphein “a writing, recording, or description”), thus meaning
depiction of prostitutes or prostitution (nropveia porneia) [1]. The word pornogra-
phy, often used as porn which is the shortened form, is said to contain explicit sex-
ual content in the form of picture, video, or text, which is primarily intended to
generate sexual arousal in the minds of the viewers. It is created purely for com-
mercial purpose after taking the consent of the people who are performing during
the presentation of the content which is meant for the consumption of adult viewing.
Research has suggested that there are four broad motivations for people to use por-
nography, namely: “using pornography for fantasy, habitual use, mood manage-
ment, and as part of a relationship” [2]. People in general view pornography for
diverse reasons; ranging from a need to enrich their sexual arousal, as an aid for
masturbation, to facilitate orgasm, learn about sexual techniques, reduce stress, alle-
viate boredom, enjoy themselves, see representation of people like themselves,
explore their sexuality, know their sexual orientation improve their romantic
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relationships, or simply because their partner wants them to. Studies have found that
sexual function is better in women who consume pornography frequently than in
women who do not. No such association has been found in men. As for pornography
use to have any implications on public health, scholars have noted that pornography
use does not meet the definition of a public health crisis [3]. Comparative studies
have noted that “pornography consumption” and “pornography tolerance” in people
are associated with their greater support for gender equality. People who support
regulated pornography are found to be more egalitarian than people who support a
pornography ban [4].

9.2 Impact of Pornography on Teenagers

Teenage is that age where the individual has no idea what is right or what is wrong.
He or she may get into those areas which might lead to destruction or image build-
ing [5]. As per the suggestions of Cyber Experts, getting exposed to sexual content
for the first time through pornography at this age leads to disturbance. They try to
know more and more about it who educate themselves through experience without
any knowledge of reality. When they go to schools, they develop instant attraction
toward the opposite sex and look out for practical implications without bothering
about its pros and cons [6]. Too much watching of such contents lead to such situa-
tion and in case the person is unable to get it in practice, he or she may resort to bad
habits like drugs, or alcohol.

The content in pornography is purely meant for entertainment which is com-
pletely baseless and meaningless prioritizing on sexual gratification [7]. When it is
watched by the young adolescent children, they will not be able to distinguish
between a relationship or having sex which proves to be more harmful. It is an
impact of watching too much porn content where the mind becomes conditioned to
sex differ from a relationship. In this situation, the boys and girls try to get fictitious
by imagining themselves in place of the actors thinking that this is the reality [8].
Sometimes when their expectations do not match and could not get aroused, they
are victimized of body shaming, they cannot face their classmates due to humiliation.

9.3 Psychological Impact of Pornography

As discussed earlier, pornographic content is mainly prepared to generate sexual
interest and satisfaction. There are many online users who have developed the habit
of watching it on a regular basis. However, watching it without control excessively
could lead to depression and rise in anxiety levels and sometimes sexual dysfunc-
tion. In the process they get addicted to watching porn which may lead to spending
time alone causing rise in delinquent behavior [9]. They would want to spend less
time with their family and get detached with those people who care about them.
Though there have been research which were conducted on the psychological
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impact on both males and females, interestingly women who watched porn were
found to be giving more value to their relationships with their partners where as it
was found to be opposite in case of male respondents though sometimes findings
could be both negative as well as positive with low relationship satisfaction [10].

9.4 Review of Literature (Existing Models)

As it is known widely, globalization has brought access to technology and people
are more prone to using the latest versions. Cell phones and other communica-
tion devices like laptops have become very much available for individuals of all
age groups due to which they get to access various sites with much ease. Few of
the most viewed sites are the porn sites which generate interest among the users
of all age groups. They consider watching porn videos to be one of the best
sources of entertainment. Some of them get so much addicted to these porn vid-
eos that they initiate sexting, forcing their partners into having sex, kidnapping,
and molesting. Due to revolution in technology, users are more used to get facili-
tated by inappropriate content, particularly nudity and pornographic visual con-
tent whether intentionally or unintentionally leading to a change in their behavior.
This is one of the reasons why filters need to be incorporated which can churn out
porn contents and those media which contain eroticism and violence. Various
researches have been undertaken on this topic. Some of them are as follows:
Studies have shown that early exposure to adult content could promote negative
mental health and increase the intention to engage in sexual activities [11, 12]. In
addition, unrealistic sexual beliefs may be developed in young pornography con-
sumers. This poses a concern to society, especially to parents, which calls for a
need for control measures to limit the exposure to pornographic images and vid-
eos as humans are visual beings. Automation of pornography recognition using
deep learning techniques has greatly improved the efficiency of censorship by
reducing the workforce of censorship editors. In 2015, a pornographic video
classifier was designed by taking classifications of fine-tuned convolutional neu-
ral networks (CNN) such as AlexNet and GoogLeNet on video keyframes into
account. Usage of a support vector machine (SVM) to classify features detected
by CNN models was also applied to recognize obscene video frames [13].
Furthermore, Aldahoul et al. [2] tested the performance of pornography detection
in cartoon videos by combining decisions of several fusion approaches that uti-
lize CNN as a feature extractor and SVM as a classifier. A multi-level porno-
graphic image classifier was implemented by using ResNet-50 and Mask R-CNN
models such that images with low classification probabilities would be sent to the
consequent stage while the rest would carry the first stage decisions. Usage of the
You Only Look Once v3 (YOLOv3) object detector to focus on image patches
containing humans has improved the classification performance of CNN on
images with small-scale pornographic content [2].

There are various pornography detection models available on the internet which
are the following:
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9.4.1 Female Breast Class

Due to the sensitive nature of pornographic content, certain classes appear more
frequently than others, as they are common in a wider range of pornographic sce-
narios. This is particularly noticeable in the over-representation of the “Female
Breast” class, which is expected to remain imbalanced regardless of the volume of
collected data [14]. To address this imbalance, we apply six standard data augmen-
tation techniques to images containing the two most underrepresented classes,
namely “Anal” and “Male Buttock”. This augmentation helps increase the number
of usable examples for these classes. It’s important to note that while data augmen-
tation is applied to specific images with underrepresented classes, these images may
also contain instances of other classes, unintentionally increasing the number of
overrepresented classes.

For our main architecture, we chose the YOLOV3 real-time object detector
because it can be trained quickly and utilizes the entire image as additional context
for boundary prediction, resulting in fewer false positives compared to its closest
competitor, the faster-RCNN. We selected an image input size of 416 x 416, which
strikes a balance between minimizing computational requirements per inference
and maximizing model precision. Redmon et al. reported that at this size, YOLOV3
achieved a mean Average Precision 50 (mAP-50) score of 55.3 with an inference
time of 29 ms, compared to 57.5 obtained by RetinaNet-101-800 in 198 ms [15].

To enhance the generalization of the Sexual Object Detection (SOD) model and
reduce false positives from non-explicit images, our training process is divided into
two stages with separate sets of weights. In the first stage, we load pretrained
ImageNet weights and freeze the image feature extraction part of the YOLOV3
model. This enables the object detection portion of the model to be trained using
general image features learned by the DarkNet-53 base model on the ImageNet
dataset. This reduces the number of parameters to be adjusted, speeding up the
training process. We use a batch size of 64, implement early stopping with a patience
of ten, reduce the learning rate on a plateau by a factor of 0.1 with a patience of
three, employ the Adam optimizer with an initial learning rate of 10~*, and train for
a maximum of 51 epochs. Once the first stage concludes, the weights yielding the
best validation loss are retained.

In the second stage, the current model is unfrozen, and end-to-end training con-
tinues using a batch size of six while keeping the other parameters unchanged.
Again, the weights yielding the best validation loss are retained. The model gener-
ates multiple candidate boxes per image, which are filtered using a Non-Max
Suppression (NMS) algorithm. Boxes with confidence scores below a specified
threshold are removed, and the remaining boxes are grouped by class. In cases
where multiple boxes of the same class overlap, the box with the highest confidence
is retained. While most classes can overlap, the “Female Genitalia” class is split into
two sub-classes representing two distinct appearances, and therefore, the NMS
algorithm is modified to consider and suppress overlapping instances of this class
pair jointly.
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9.4.2 Multi-confidence Thresholding

Multi-confidence thresholding could prove to be a more effective method of detect-
ing porn content. In this technique data augmentation is usually performed which
improvises the presentability of that class which is not represented in a proper way.
It is assumed that some of the models were exposed more in some classes and less
in the other, it can be inferred that the confidence range is expected to differ in dif-
ferent classes. At the same time, if single confidence threshold is created for all the
classes, it may initiate biasism toward some number of classes. In order to overcome
this, in this section we describe a methodology that attempts to extract any class
confidence biases exhibited. In doing so, we aim to obtain a vector of optimal class-
specific confidence thresholds that will replace the single confidence threshold set
in the original inference. A small holdout set of 191 pornographic images was set
aside when creating the main dataset [16]. To represent how the model suppresses
false positives in non-pornographic images, we add 50 benign images to this hold-
out set. We proceed to infer the class labels for these 300 images at a very low
confidence threshold of 0.05 and collect a set of potential predictions. These poten-
tial predictions are compared to their corresponding annotations and marked as
either true positives, false positives, false negatives, or misclassifications which
illustrates the distribution of false positives against true positives for two classes
obtained from the test set. Using this illustration it becomes evident that the optimal
confidence threshold for each class is different and can also depend on the user’s
preference towards prioritizing either the precision or recall of the model.

9.4.3 Overview of the Trained Sexual Content
Classification Model

The sexual content classification model utilizes the YOLOV3 architecture, consist-
ing of three main blocks. The first block is DarkNet53, a custom CNN architecture
serving as the backbone to extract image features. Object detection is performed
using three different sizes of feature maps and additional CNN layers [17]. The
model generates candidate boxes, which are then processed through a non-max sup-
pression stage to obtain the final result.

Normally, a classification task like this would require a dedicated CNN network.
Even a lightweight architecture like MobileNetV2 would need millions of additional
parameters to extract sufficient image features for successful classification. However,
instead of training a new classifier from scratch, it is hypothesized that the SOD
(Salient Object Detection) model has already extracted enough information from the
image for the additional classification task [18]. To test this hypothesis, a standard
classification head is employed, consisting of two fully connected layers followed by
a 19-way Softmax layer. Four different topologies were implemented, with only the
newly added portions modified during training to preserve SOD performance.
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The image feature extraction layer’s top layer is used similarly to traditional
CNN classifiers, while Node 2 and 4 mimic the YOLOv3 multi-scale detection
method by concatenating the three image feature levels. Additional residual blocks
are included to extract further features driven by the classification loss. However,
this incurs a significant increase in the number of parameters required.

In the second component of the model, object detection features are used instead of
image features, as the local features of explicit objects may strongly correlate with por-
nographic content. During the initial training phase, the original YOLOV3 architecture
with SOD weights is employed. To preserve the original object detection performance,
all model layers are “frozen”, ensuring the parameter values remain unchanged during
training. After adding the new classification node, its output layer is assigned a categori-
cal loss function, while the three original object detection outputs are assigned ‘“None”
values, indicating no loss calculation for those outputs during training.

The model training process involves a validation split of 0.15, a batch size of 64,
and the use of the “Adam” optimizer. Early stopping is implemented, ending the
training process if the validation loss does not improve after 16 epochs. Additionally,
the learning rate is reduced by a factor of 0.1 if the validation loss does not improve
after 5 epochs [17].

9.4.4 Probabilistic Latent Semantic Analysis

Probabilistic Latent Semantic Analysis (PLSA) is a statistical model that differs
from the standard Latent Semantic Analysis (LSA). PLSA offers several advan-
tages, including the ability to utilize standard statistical methods for model fitting,
complexity control, and model selection. For example, the performance of a PLSA
model can be evaluated by assessing its predictive accuracy through techniques like
cross-validation. PLSA employs a latent topic layer that connects documents and
words, representing each document as a mixture of concepts weighted by the prob-
ability P(zjd), and each word expressing a topic with probability P(wjz) [19]. The
structure of PLSA resembles a statistical aspect model.

In the domain of nudity detection using skin information, various techniques
have been explored. Fleck et al. proposed a two-step content-based retrieval strategy
for identifying images with naked people based on skin regions. Skin pixels are
identified by applying thresholds to the intensity, hue, and saturation values of each
pixel. However, this approach is susceptible to scale and saturation issues, leading
to false positives. Geometrical analysis of the skin regions also suffers from chal-
lenges such as occlusion, close-ups, or failures in the skin detector. These limita-
tions result in lower precision and recall measures compared to newer methods.
Jones and Rehg focused on color information, constructing skin-based statistical
models by computing histograms of skin and non-skin colors. A likelihood ratio
approach is used to label an RGB value as skin if it exceeds a certain threshold.
Feature vectors are then created, including the number of detected skin pixels and
the average confidence of the detected skin, and a decision tree classifier is employed
for decision-making [20].
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9.5 Comparative Analysis

In the previously discussed model, the architecture essentially involved deep learn-
ing and neural networks to deduce and filter pornographic content. The model how-
ever had their own limitations and benefits which could be taken into account while
designing a hypothetical model that specifically detects female exploitation and
gender violence. Thus, this section explores in this domain to compare the discussed
models and conclude a hypothetical model to filter pornographic material catered to
gender violence [21].

For instance, in the first model where the underrepresented classes are consid-
ered for filtering Sexual Object Detection (SOD). Among these under-represented
classes, there are “Anal” and “male buttocks” to balance the gap between under-
represented and over-represented categories. In order to detect potential female
exploitation, we hypothesize to consider possible keywords that specifically relate
to abuse of women or gender violation such as “forced”, “rape”, “slave”, etc.
Providing these keywords to the model could help us classify videos that are unethi-
cally posted as pornographic content on the internet. Since these words will filter
out content particular to violence category, it could speed up investigation of pos-
sible crimes.

During the multi-confidence thresholding, the dataset created could include por-
nographic images hinting at suspicious behavior like convicted cybercrime images,
videos that could help detect similar patterns during detection. Thus the confidence
threshold could be altered to ensure precision in detecting potential sexual abuse in
women. Now, using this adjusted SOD model, we could create a classification
model as specified earlier. The layers could be arranged in accordance with the
dataset and a model could be trained to achieve our desired result.

Finally, during the Probabilistic Latent Semantic Analysis (PLSA), we can define
our data model that would be efficient enough to achieve our goal of detecting and
eradicating female exploitation through porn. PLSA can easily determine whether
or not our new model will be suitable to aid our investigation. It could measure units
of performance and other factors that are crucial for the purpose. Thus, following
through these steps as well as changing them to match our interests could result in
an effective model.

9.6 Conclusion

Thus the evaluation of our techniques shows that the association of Deep Learning
with the combined use of static and motion information considerably improves por-
nography detection. The paper proposed a new methodology to compare and also
analyze various detection models which use Deep Learning technique, after which
the best model was inferred.
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Chapter 10

Framing the Landscape of Technological
Enhancements: Artificial Intelligence,
Gender Issues, and Ethical Dilemmas

Check for
updates

Subhankar Dutta

10.1 Introduction

The recent decades have witnessed a new emergence of digital technology, taking
different shades and shapes now and then. Especially the emergence of Al (Artificial
Intelligence) and ML (Machine Learning) has revolutionised the STEM fields con-
siderably. As Al unfolds, new questions are taking shape around ethical concerns,
gender biases, job possibilities, and other emerging uncertainties looming around
the developing technology. Along with the posthumanist concerns around the
worldwide environmental crisis, the present generation of scientists, engineers, and
thinkers are trying to make sense of a new world created by the human, for the
human, but may not be ‘of the human’. Therefore, the concern around Al is less
about what it is but more about what it can be, and what it ought to be. Al or artifi-
cial intelligence refers to the capability of a computer to classify, analyse, and draw
predictions from an extensive data set using backhand patterns called algorithms.
On the other hand, the ability of an Al system to learn and improve automatically
from the experience and results of the earlier data sets is broadly called machine
learning. Thus, the primary establishment around Al technology aims at mimicking
the human brain and decision-making system to its utmost capacity and beyond.
From the automated voice recognition system in our smartphones to the more exten-
sive satellite image processing, Al technology is showing us a future that has yet to
explore fully. However, the discussion around Al and the prediction of such com-
puter technology is a relatively older phenomenon [11]. The recent successful appli-
cation and implication have become new concerns across sectarian boundaries.
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Biomedical engineering, medicine, robotics, and the entertainment industry rely
hugely on artificial intelligence to solve life-like and larger-than-life problems.
While Al technology can be used to make our life more accessible than before, Al
failures, which are primarily human failures, raise concerns about the significant
disasters that can occur. It is not only a concern about technological failure, but it
has broader social, cultural, and material implications which are long-lasting. While
having a self-driving car or finding the perfect match over a dating application can
look fascinating, there are underlying concerns and problems in making Al technol-
ogy that can reaffirm existing social biases and reframe the existing gender violence
on the web. Therefore, Al design, development, deployment, and governance are
significant aspects to ensure that ‘Al is for good’. Not only this, the rapid develop-
ment of Al technology and the unpredictable nature of its development have also
raised questions on the job market, human labour, gender biases, to other more
significant ethical concerns.

The present paper engages with one such aspect of Al and machine learning that
has major implications for our society, culture, and technological development. The
increased advancement of Al in creating opinions and behaviour in everyday life is
raising concerns about the design of the technology, which can undo the significant
development around gender equality. The larger social structure and cultural eco-
system have long-established gender norms that have a complex relationship with
personal experience and communal harmony. Being predominantly a male arena,
the AI data field is laden with stereotypical concepts that have a broader risk of
manipulating the machine incorrectly and eventually creating an affecting bias that
can create loopholes for gender-based violence. Gender ideologies are embedded in
language, culture, behaviour, and social conduct. Therefore, it demands a thorough
engagement to ensure a safe space for technological enhancement. The paper delves
into a few significant gender concerns that effectively question the visible and invis-
ible gender violence formulated by Al technology and machine learning. This new
global endemic of stress around technological advancements also brings concerns
around post-work societies, post-work economics, and post-work politics. As the
liberal story is falling [9], how will ideas of free will, governance, and equality be
configured in the coming time? From the creation of the faith-machine google to the
new bio-techno-medical development, algorithms will repeatedly be faulty.
Therefore, who will be the thinking human and the decision-maker in this big data
world? The paper broadly re-imagines these broader questions, taking gender vio-
lence in Al technology as a primary concern. The challenges and possibilities of the
technological development around Al and machine learning are discussed with an
analytical lens positioned on the gender-related violence of the present and the
future to unfold.
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10.2 Representation, Development, and Fault Lines:
The Importance of Looking into Gender Violence
in Relation to Al

All that glitters is not gold. The concern around technological enhancement has a
similar dimension and correlation, which is not new. Technological development
has always been a two-sided weapon, often used for unfair means and used destruc-
tively also. Therefore, the development logic of any technology often remains under
a dark shadow of ethical uncertainty, and more significantly, human rights concerns.
Regarding gender violence caused by/in Al and machine learning, it is more com-
plex, subtle, ingrained, and very implicitly operational. So, gender as a category
under the larger spectrum of Al needs special mention and a critical eye. Al technol-
ogy and gender biases operate in a multilayered fashion and have different spec-
trums where it is functional, sometimes even before data collection. The purpose is
to build a system where the biases of today do not impact the technologies of tomor-
row. Therefore, it is essential to comprehend what makes gender such a crucial
concern within the recent development of Al technology and machine learning.
What are the implications of these new avenues that get into our daily life with
much more automation and robotisation? How the technological enhancements
facilitate gender-based violence?

The primary benchmark in the implication of these new technological devices
has been performance. The accuracy and performance dynamics have inherent
issues as it often overlooks the gender differences in seeking quick accuracy and
conclusiveness. Al technology and, most notably, the future with it are going to be
complex. The desire to simplify technology often comes with rejecting small biases,
which can have enormous implications in the coming time. Therefore, it is more
important to look at Al technology as something reflecting gender biases not only
fed outwardly but also inherent within our societal system. It is a focused area that
needs rectification and a crucial sector that can reflect the fault lines in the so-long
development of gender equality in our society. It is both a reflection and a mirror to
be taken seriously.

Feminist studies have long engaged with the concerns around gender biases in
literature and society, where females are portrayed as inferior beings who are pas-
sive and irrational [17]. In the twentieth century, feminist scholars like Judith Butler
propounded the ideas about biases inherent within the very language usage, per-
petuating a typical gender ideology in society [2]. These ideologies are embedded
in the text resources and, many a time, in societies. These eventually result in
machine learning algorithms creating banal concepts about gender. The prevalent
power dynamics of the society also contribute to the effective biases that often
remain below the carpet. The long-drawn written medium and human conscious-
ness are challenged by a machine interface which is not intuitional or context-driven
but more data-driven. Ordering male counterparts often before females in
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conventional naming patterns demonstrates a social bias in practice that machines
can replicate. Son-daughter, husband-wife, male-female to even master-servant,
doctor-nurse are all associated with a power dynamism working much before Al
came to the fore [19]. With the massive implementation of Al into our day-to-day
practices, as it will grow to another extent in the coming decades: such minute
biases will have huge data bias and become facilitator of gender-related violence.
Many small to significant biases can be effectively operational in our societies that
are getting carried forward to Al development through these narrow paths. For
example, androcentric terms such as ‘he’, ‘him’, ‘man’, and ‘mankind’ are often
used to refer to both men and women. Though this might sound like a minor issue,
its application in machine learning can have a larger implication where the machine
can act biased towards the feminine gender [14]. Based on this problem, many pro-
fessions might be referred to by the machine as exclusive to the male gender.
Eventually, individual discrimination will contribute to collective biases in matters
of group identification. These outdated biases, enormously used in our daily life and
textual applications, will also create erroneous source data and machine knowledge.
The datafication of the technological industry is a recent phenomenon after the
beginning of data science. However, the data gathering in the system is a swift and
rapid process. Al-based systems that we use daily can accumulate an enormous
amount of data and have the capacity to process it in seconds [15]. So, Al and
related technology have a profound information terrain that will affect the world
order in numerous ways. The feminine gender, because of their historical baggage
of oppression, discrimination, and transitions, will be one of the most impacted
groups that have to go through a massive change. The potential and the pitfalls will
impact women’s lives and conducts in a technologically changing society.
Understanding the patterns of this change that emerging Al technology and machine
learning are bringing will lay bare the power of adaptability that the technology
entails and its potential. If sexism or gender biases are embedded within the system,
the development dynamics of the field of artificial intelligence will exhibit the same
sexist or gender-biased behaviour.

Before looking into the specificities of Al technology and its implication in
gender violence, it is important to see the link between technology in general and
technology-facilitated gender violence. Gender-based violence is a global con-
cern where individuals and groups who identify beyond the normative patterns of
gender identities are subject to various forms of violence. As in recent decades,
we have increasingly become more digitally mediated, gender violence also
shifted to a digital spectrum, making it more complex. Starting from individual
bullying over social media to larger forms of digital harassment, digital technol-
ogy has brought the accessibility of violence to a more anonymous and targeted
form. As it provided convenient tools for lifestyle, it also made violence easier in
matters of execution. Unlike physical violence, which requires the presence of
people, digital violence has gone beyond national and continental boundaries and
has become a global concern. Going beyond the geographical boundaries, this
digital form of violence put the process of law enforcement and policy-making
into a problematic state. The state power and the digital protection laws, peculiar
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to different countries, are also providing loopholes to the creator of violence.
Copied information, worldwide circulation, and the absence of source content at
times also retain the perpetual risk of future violence. Whereas the judicial sys-
tem, policy making, law and order are trying to minimise the gender-based vio-
lence actualised over digital space, the concern around Al technology adds new
dynamics to the anxiety. The homogeneity of the Al field, with less female repre-
sentation and undefined policy, is evolving into a gender-biased technological
space, thereby giving shape to various forms of gender-based violence. As per the
World Economic Forum report on the development of Al technology, only 22% of
Al professionals globally are female, compared to 78% who are male [27]. This
huge rift between the two genders has effectively caused biased and limited rep-
resentation and sensitivity in technology enhancement resulting in half-fed
machines with limited data. According to Bloomberg, a leading software com-
pany, among eight large tech companies, only 20% of technical roles are filled by
women employees [3]. Globally, women account for only 25% of workers in sci-
ence, technology, engineering and mathematics (STEM) but only make up 9% of
leaders in those fields, according to the Boston Consulting Group [13]. Frida
Polli, chief executive officer of Pymetrics, referred to the danger of such gaps in
the male-female ratio and said, “Can you imagine if all the toddlers in the world
were raised by 20-year-old men? That’s what our Al looks like today. It’s being
built by a very homogenous group” (as quoted in [1, para. 5]).

However, beyond the apparent gender concerns of representation, it is also cru-
cial to see that Al might fall into a gender binary setup. The violence on digital
platforms is no more limited to a binary setup of gender, but it also includes non-
binary and gender non-conforming individuals. The various forms of violence over
the digital spectrum, like harassing digital communication, impersonation, traffick-
ing, and disclosure of personal information and data, give rise to a new set of anxiet-
ies coupled with Al technology, which is more automated and has minimal human
control. Therefore, the technology should also take into account the non-binary and
transgender expressions very much prevalent in our modern social systems. We
need a trans-inclusive Al system that can undo many effective practices of gender
violence in society. Gender identity, essentially an individual choice, will contradict
with the automation that machine learning is looking for based on a large data set
[10]. Bodies, outward expressions, facial structure, and automated image process-
ing techniques need to have a more inclusive and well-thought design so that the
system remains sensible for transgender, genderqueer, and self-identified genders.
Broadly, there are two significant aspects to Al and machine learning concerns.
Firstly, to access and see the essential link between the data fed to the Al system and
the potential implication of the same on policy-making. Secondly, to see the inher-
ent biases and shortcomings within the Al technology itself. The most challenging
task in this regard is to demonstrate and configure how abstract concepts like gender
can be operationalised into measurable units that can be computationally identified.
This building of connection between theoretical concerns and the application or
feature extraction is crucial in effectively addressing gender violence. For this, it
also needs to be ensured that the Al is developed for social good, having a clear-cut
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framework and definition of what this ‘good’ stands for. Questions around authority,
implementation, and, most importantly, intentions demand due attention to have a
positive outcome in socially relevant spheres.

10.3 AI for Social Good: Gender Violence and Technology

Over the past few decades, scholars and social scientists have significantly dealt
with the risk and concerns of Al development, which needs a more sustainable setup
and operation. The policymakers and the governments have also started a consider-
able effort to ensure risk management and fewer data infringements. An array of
efforts and initiatives are already underway; for example, the UN has developed
Al-based responses to help meet the UN’s Sustainable Development Goals (SDGs)
by 2030 [6, 23]. The global pandemic and the climate crisis have also laid bare the
all-encompassing concerns about the global technological crisis and possibilities in
answering life-like and larger-than-life problems. So, in practice and principle, the
focus must be on sustainable development and serving specific purposes. A series of
empirically and ethically grounded concerns can ensure that Al is not being used for
evil purposes. Gender, one of its crucial aspects, needs to be examined from this
social responsibility perspective. The crucial challenges in making Al for social
good are also related to the rapid growth of the private firms and bodies which are
hugely developing and experimenting with such technologies. These private bodies
occupy a dominant position in technology development, implementation, and distri-
bution [5]. The successful implementation of the technology in products and the
circulation of these for-profit organisations in the market are vast and very rapid,
often raising the question of whose good it serves. Due to this accessibility and
anonymity that the digital technology provides, there are numerous forms of harm
caused by digital perpetrators in general and Al makers in particular. The maximum
violence over digital platforms comes from the huge mushrooming of social media
platforms where anonymous comments, public accessibility, and the digital algo-
rithm point out a trail of thought to a single directional crowd. People with similar
thoughts and intentions of digital bullying, perform in a digitally mediated commu-
nity setup. It is actualised through non-gender sensitive digital media platforms
where gender sensitivity is subjective, and the digital spectrum provides that plat-
form. The sociability of digital space and the literacy of gender sensitivity on a digi-
tal platform are still away from practice. This leads to discriminatory comments on
gender, discouraging free thoughts of women activists on gender terms, and other
subtle forms of bullying leading to psychological trauma, reputational hazards, and
also severe professional consequences. It reinforces the inequality and discrimina-
tion that women and other transgender people are already subjected to, curtailing
their basic human rights of expressing themselves. It qualifies a patriarchic order
and gives shapes to other forms of intersectional politics, social hierarchies, and a
looming digital divide. A report by Battered Women’s Support Services in
Vancouver, British Columbia, points out that 64% of the surveyed women reported
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psychological trauma and mental anxiety caused by digital harassment [26]. In the
Indian context, as per a report, 28% of women out of 326 women are anxious and
suffering from depression due to digital violence [8]. It effectively silences the
voices of women and other non-conforming genders over the digital space, reflect-
ing an unequal spectrum in the beyond-digital social setup. The fundamental reason
behind such digital violence is the lack of privacy and safety measures in the digital
world. The inclusion of Al technology should ideally ensure a safer and digitally
end-to-end encrypted communication world. The complexity of the technology and
the euphemistic nature of the technology thus become a significant concern in the
discussion of digital technology and violence. Be it hacking into a digital device of
a woman, filming or sharing private information over a public medium, or non-
consensual digital publicity — all points toward the need for a conscious develop-
ment of future technologies that are more gender-sensitive and address all these
prominent concerns around gender-based violence.

The ongoing criticism of gender violence and the implementation or develop-
ment of Al, therefore, demands a feminist epistemology to be engaged and con-
cerned with making a sensible atmosphere where the social concerns around gender
can be taken care of by the system. It needs a textually, historically, and linguisti-
cally situated and contextualised system which can undo and not redo the dogmatic
aspects like memory bias, faulty face recognition, euphemistic intelligence, and
other gender concerns. Researchers, scientists, and authorities must rely on an inter-
disciplinary realm where social issues, Al, and other intersections can interact to lay
bare the complex issues that might arise later. To ensure a better technological space
where gender violence is minimal and technological development helps in having a
more egalitarian digital space, we must ensure that Al is used for social good. The
foremost thing to keep in concern is the coherence among various components that
make the design and deployment of the technology successful. In this regard, the
idea of trust, therefore, has become very crucial in the technological development of
Al However, how do we define trust in this respect? It is not about the performing
nature of the technology or the accuracy but more about the development of a tech-
nology, sensitive to critical social causes: a system that does not discriminate, a
system in which we can understand how it works—a safe and non-manipulative
system at hand. The system should have one or multiple layers of empirical testing
where the falsifiability of the system can go through. An operational framework
should be there, without which the system could not or should not work. As the
technological system needs a direct application to test the trustworthiness of the
system and its authenticity, “the map of testing would simply equate to the territory
of deployment” [7, p. 1776]. It is essential to identify and work through the faulty
layers of the technology even before its deployment in the market. Once it is out
there, we can only know whether the technology is faulty or not, but we cannot fix
it largely. Floridi suggested an ‘incremental deployment system’ where the hazard-
ous effects of the system can be tested beforehand by the developers by having fal-
sifiable assumptions and application of the same in the protected context [7]. As per
the requirement of the system, the testing set should be well large enough to ensure
clarity on sustainability and trustworthiness. It should also have a systemic level
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where the whole application can be stopped at any given point whenever any mali-
cious component gets detected. The simulation set for testing should essentially
look at replicating the real world without biases like gender. For example, the devel-
opment of the game with suggestive automation of soldiers and car drivers primarily
creates a simulative atmosphere where a male driver or male soldier is driving or
leading a team of soldiers, respectively. The testing of the game within a small
simulative set of the natural world might stand out as a reliable set. However, it co-
creates a social stigma that has been prevalent in society for a long time. The
assumption model of the system in the real world can bring several hazards in mat-
ters of applicability and deployment. Therefore, routine processing of the outputs
and constant update on the programme’s progress is essential in keeping the growth
of the bias minimal and cutting short the number of violence. As the future of tech-
nological development will rely on the futuristic visionary of the Al system a lot, the
reliability of the result is way more important than the efficacy of the system at
present. Data infringement and unreliability of the data set is one of the other crucial
concerns that need to be taken critically to have proper Al development. For exam-
ple, the medical engineering sector, which is relying a lot now on the computerised
detection system and image processing method of disease detection, can be hugely
disruptive if the data set is not cohesive and coherent with the system demand.
Geographical location, local concerns, the gender ratio of that particular data set,
and racial concerns (even in the Indian context, caste differences can be seen as
significant) come as challenges that can maximise the bias in accuracy and
transparency.

Therefore, thorough contextualisation of the data set and contextualised inter-
vention are necessary for socially and technically reliable AI. The intervention in
the data set is a two-way affair. On the one hand, the training data can be manipula-
tive and incomplete in nature. Simultaneously gathering data from the users can
bring more accuracy and correct the earlier biases inherent within the system. This
is more concerning machine learning, where the system takes the user as a co-
developer in the data management and production process. Few autonomous
decision-making abilities are ascribed to the user, eventually making the master data
set more potent and accurate. In this regard, it is more important to have a proper
levelling of the disruption as it can also bring new biases to the system with unnec-
essary data gatherings, which is not required at all. Preferences, choices, and selec-
tions at all levels regarding these need to be in sync, which can ultimately contribute
to the goal of the system and the learning process of the machine [16]. There is
inevitable interdependence among all these factors that collectively make the sys-
tem analyse and learn from the data. The user and the developer need to have a more
concrete relationship based on ethical considerations where technology is not only
driven by a particular purpose but also the purpose can be well explained and ethi-
cally appropriated. The design of the algorithm should be responsive engineering
where the system development method is contextualised and well explained to the
receivers. To Watcher, this should include information about the general functional-
ity of the system and the logic that is being used in its making, and explanations for
every decision taken within the system [24].
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In pursuing bias-free Al technology, among several other essential factors, the
privacy concern is significant as it entails challenges of earlier gender norms and
systemic faults of our society. Dignity, social cohesion, and human rights are con-
cerns that feminists and social activists were already been fighting for decades.
Also, the technological development before the oncoming of Al already had many
biases regarding data privacy [20]. So, in making Al for social good, privacy stands
out to be a genuine concern. It is the space where policy-making and governance
have significant roles to play. At the collective level, there have been rules and regu-
lations from the concerned authority, like the General Data Protection Law in
Europe and the Act on Protection of Personal Information in Japan. Also, in India,
judicial decisions jurisdictions have been taken by the central government to ensure
data protection [18]. Beyond this systemic level, there needs to be a more elaborate
policy on Al development and deployment to ensure that personal information and
human right to privacy are not hampered at the fundamental and operational levels
of AI technology. Ensuring privacy consent is the foremost requirement that the
system should have from the users, elaborately. On a very granular level, the users
should have access to change the data privacy pertaining to their personal informa-
tion and choices. J. Kaye talks of this as the dynamic consent system more concern-
ing the medical sector where the patient can simultaneously co-create and monitor
the privacy data sets to ensure the maximum practice of human rights in collecting
personal details [12]. A similar example can be found in Wang and Kosinski’s essay
on deep neural networks, which talks about the randomisation of the images taken
from internet sources to detect the sexuality of the user based on a minimal number
of data sets [25]. This breach of privacy, where the data is used without any consent
of the source, often leads to misrepresentation, digital-violence, and privacy con-
cerns of larger order.

So, the socially significant data usages in Al technology have to be very cautious
and conscious effort based on ethical considerations, subject to regulations, and
sensitive to situational concerns. A more ethically rooted purpose needs to be the
driving force in developing the technology in the coming time. Both in the larger
implementation as well as at the foundational stage, an intrinsic balance is neces-
sary by closely identifying the small factors legible for creating affective biases.
More than protection, contextualisation and effective intervention turn out to be
important in eliminating biases. In a commercially driven construction of Al tech-
nology, concerns like gender biases and ethical dilemmas cannot be answered or
discussed in the abstract. As technology has a concrete foundation for its functions,
the question should be at the fundamental of those foundations. This is not to elimi-
nate the essential functionalities of the technology but to bring systemic balance,
conscious deployment, and measurable fault lines that can be addressed in the pro-
cess of its development. At this juncture, Al stands out to be a double-edged weapon.
On the one hand, algorithms can magnify the existing biases in gender because of
not having a sensitive focus on conflicting issues. On the other hand, it can also very
effectively mitigate the biases by creating a inclusive digital space that can widen
rapidly. The time not only demands a gender-neutral Al system, but more impor-
tantly, it looks for a gender-sensitive technology that can make human-computer
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interaction more vivid and humane. The power of awareness of sex and gender dif-
ferentiation in Al can lead to better medical treatment, robotic facilities, healthcare,
and minimise gender-based violence. To do that, awareness and education will be
two vital components which will process the Al into a practical social benefactor.
Data authenticity is not something essentially fed but more realised and principled
on ethical grounds. Therefore having a proper Al principle focused on gender
dynamics is essential to ensure that there are feminist internet principles which can
fill the existing gaps and address the existing challenges at the systemic level.

10.4 The Future of Technology and Gender Equality:
A Path Forward

Gender violence over the digital spectrum is a growing international concern affect-
ing regions. It demands a thorough gaze and discussion at all levels to ensure a safer
digital space and technological development. The first step is identifying loopholes
where digitally mediated forms of violence are practised. Harassment, defamation,
misrepresentation, privacy issues, hate speech, and other active forms of digital vio-
lence need to be marked. Secondly, pointing out the groups and sections of the
populace, who are most affected, is essential to categorically make inclusive digital
development as per the needs and concerns of specific communities. It is not to look
for digital exclusivity but to have more inclusive units that provide a more egalitar-
ian digital space. Along with the responsibility that the techno industry entails in
ensuring this, the private sector, governments, inter-governmental organisations,
civil society and academia have significant functions in making digital technology
more reliable and bringing it within the larger human developmental spectrum. To
ensure that digital policies are the foremost concern, organisations have to fix and
rely on the development of technology which treats all gender equally and equita-
bly. Though in many organisations, ethical principles have been documented from a
feminist viewpoint, what lacks is a cohesive and guided principle which can col-
lectively answer to all the violence or bias discussed earlier, especially concern-
ing gender.

It is essential to categorically ponder a few such principles and see how effec-
tively they can be implemented at the systemic level to eliminate or cut short the
violence. It is not at the recommended level but more in the operational stage; these
principles must be implemented. As the concern here is ethical, defining what these
ethical considerations stand for is the most critical question. There always remains
a gap between the suggestive principles, fairness recommendations, and demand for
transparency with the awareness of structural development. The paper is trying to
point out that we need to shift the narrative that Al as a technological system remains
only within the constraints of the tech world. The framing of Al is a much more
humanitarian concern than a robust approach to technological growth. This is the
juncture where humanities and social sciences have a significant say in the
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construction of Al and for which awareness, education, and development of the
right skill are essential. As the UNESCO report notes, “Global engineering educa-
tion today is largely focused on scientific and technological courses that are not
intrinsically related to the analysis of human values nor are overtly designed to posi-
tively increase human and environmental wellbeing” ([21, p. 19]).

Therefore, at the very fundamental level, the principles should be grounded on
the purpose of education where training for ethically aligned Al technology is an
integral part of technology-in-design. A more interdisciplinary communication can
be implemented by having organisational principles where similar importance is
provided to engineers, gender equality advocates, feminist scholars, and other prac-
titioners. This educational pursuit will follow a more inclusive space within the
STEM field where more girls and women are getting into it. There are definite
shortcomings and barriers within the technological ecosystem preventing females
from getting in and retaining themselves within a field like Al. For example,
UNESCO’s Cracking the Code and I'd Blush if I Could report categorically talks
about the discrimination prevalent within the STEM field when it comes to gender
equality [22]. Proper coordination between the top-down approach and the bottom-
up approach is required to see the possibilities of tomorrow with more inclusive
technology.

At the administrative level, the government needs to have strong policies that
prioritise the development of technologies that respond to the specificities of women
and contribute to the more significant cause of Al for social benefit. Through legis-
lation and regulation, there should be multiple reviews processing of the product or
the software before the general mass, or any third-party users can use it. The budget-
ing, institutional funding, institutional courses, and also training and scholarship
should become gender-responsive. As a subsidiary of this effort, there should be a
specific drive for recruiting female engineers and social scientists experts into the
various governmental sectors, gradually working with emerging technology or
implementing the same. Building government data banks and new institutions for
training purposes, encouraging collaborating projects where the technicians can
work with the people who are most affected by algorithm inequalities and having
more women from the marginalised communities as employees and users can be
effective forward movements from the government in ensuring fair techno develop-
ment. Whereas Al still lacks global connectivity as per the rules and regulations, the
product has a more visible circulation across the globe due to the worldwide internet
network. Different countries, with contextual analysis, came up with different rules,
principles, and regulations on using the technology. However, there should be a
coherent global effort to consider the case of Al minutely and look for suitable and
applicable principles. Along with the respective government, there needs to be a
considerable effort from organisations like UNESCO to fight for larger social needs
and equality.

A corporate governance principle, where the models and mechanism of the
workforce are equally distributed and ethically considers the issues of parenting to
the different gender, is crucial. It is not only the technology that needs to have a
more gender-balanced future but also the whole technology industry needs to
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implement these principles at the fundamental level. The management of the corpo-
rate space and the quality enhancement of the products are two crucial segments
which demand more transparent and holistic change. This could also lead to a new
developmental opportunity where gender-responsive products and services will
open up new avenues for new technologies. Application of the various methods of
analysing gender principles in Al can also be a new resource for gaining new knowl-
edge and developing effective technologies. Reducing biases is reducing risks which
will inevitably lead to better organisational support and institutional mechanism for
the corporate world. Proper training of the engineers and continuous training is
essential to cope with the changing social scenarios and the rapid technological
changes. Integrating the knowledge from the gender experts and social scientists
regarding developing and managing Al technology should be a conscious process
where the person is adequately aware and trained about the Al functions and under-
stand how AI technology is developed and deployed. The organisation should
encourage strict principles in having gender equality and women’s rights experts in
panels and the continuous development of the software and hardware. Frequent
involvement of technical experts in various social situations and workshops is
essential to have a first-hand experience of the world that the engineers are trying to
replicate. These concerns led to a broader construction of the technological world
which ought to be more inclusive and non-discriminatory. It is not only about fixing
the bugs within the system but also fixing them from outside: a more socially
responsive development of technology. Getting more into the missing links and
focusing more on the intersections, the principles and ethical parameters made by
the organisations should address the unequal power structures of the technology
sector. Lawfully taken positive actions, parities in training, education, retention, and
promotion need to be fostered for an inclusive culture within Al organisations.

10.5 Conclusion: Digital Inclusion, a Final Call

The time is for a cultural call towards technological awareness and change. A new
narrative of competitiveness needs to be built where more gender-sensitive technol-
ogy will have more reputational gain rather than technology falling into the product
trap of profit only. The seeds of technology are gendered, as can be seen currently.
In a posthumanist imagination of the world, technology cannot be a post-women or
post-gender. Whereas biological consideration of sex will be irrelevant for a machine
or system, choosing gender and other related considerations will be a hermeneutic
call. The identities of the robots or systems will be defined by a more contextualised
process based on the human-computer interactional model. Cultural beliefs and
economic, social, and political interests will play significant roles in defining the
future of technology and its implementation. As human conditions constantly
evolve, the epistemologies of the technological fields also need continuous scrutiny
to comply with the new symbolic orders. While having more female representatives
in AI technology is an effective solution, more is needed to change the prevailing
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scenario for so long. Retaining the female in principle role is a long-drawn affair
that needs a severe social and political overhaul. Referring to the male dominance
in the Al industry of Silicon Valley, Emily Chang titled her book, Brotopia: Breaking
Up the Boys’ Club of Silicon Valley (2018), discusses how the industry is already
laden with so many male engineers and practitioners [4]. It is not an issue exclu-
sively of dominance or discrimination, but as argued earlier, it concerns the repre-
sentation and fairness of the workplace. While discussing gender equality in Al
technology, it starts with breaking away from this power structure where ‘brotopia’
is nullified with an equal distribution of work and significant positions in the indus-
try between two genders.

Al industry and machine learning are long-evolving bodies of work, and in the
coming decades, they will gradually take a more concrete shape. The problems with
gender are not any more the older problem of discrimination at the societal level or
earlier forms of violence. The computer and, especially, Al have brought the issue
to a more concrete level, embracing multiple phenomenological sets of practices
operating at different levels of technology applications. The time calls for a continu-
ous focus on the various aspects of their development, not only the gender aspects
but also race, religion, and other social aspects, to have a transformative technology
which contributes to our being and becoming. As the whole world of technology is
gradually moving from ‘humans to algorithms’ [9], we also need to have an equal
and opposite direction where the big data algorithm cannot undo the nuances of
human liberty and freedom. The drama of decision-making in life should be a
human affair where technology becomes the enabler for a better and quick decision.
In the face of liberal democracy and global market capitalism, it is even more impor-
tant that human beings remain aware of the digital dictatorship. The globalisation of
technology has benefitted society in numerous ways, but it also obliquely refers to
several growing inequalities operating between societies. The concerns around gen-
der in Al technology are one of the crucial components of discrimination that the
developmental pursuit and global market growth can leave behind the curtain. The
association of the next generation in the techno-field and emerging entrepreneurship
will shape the time ahead. Therefore, a pedagogical pursuit of giving teens early
exposure to oncoming technology and different nuances of social goods can create
a better world for tomorrow. Between the despair of a possible world of post-human
societies and a hope for a technologically sound society, we still have a choice.
Whereas the twentieth century revolved around reducing the social inequalities of
gender, class, and race, this new era of machine learning demands a similar effort
rooted in algorithms and computer interfaces. Before the big data giant catches up
and manipulates the path to human cognition and conscience, before our choices
fall into digital algorithms completely, before the deep secrets of our life become a
knowledge of the computer brain, a holistic effort is necessary to shape our techno-
logical development for the future. The technology that disrupts the world can
equally become an engineer to life-like problems and challenges. As social tensions
intensify world-over and global wars are looking for more secret weapons, technol-
ogy needs to be placed securely and safely in a humane world of ethical development.
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The future is not bleak; rather, it is a visionary time of possibilities. Nevertheless,
there is a particular urgency to these concerns around gender violence, which need
to get into the action plan and framework of the technological enhancement ahead.
The landscape of future technology is enormous. To build an ecosystem that equally
contributes to everyone, we need an ethical boundary that not only restricts but
shows the necessary diversions and moves that are required. It is a global concern
which needs a global intercultural dialogue beyond all boundaries of national and
regional communities. It is a call for observation, investigation, and choice. Whereas
on the one hand, it threatens to undermine the social order and disrupt harmony, on
the other hand, it also shows its enormous potential at shifting the nature of author-
ity and bringing a new sense of technoliberalism: a decentralised technology with
minimal control on ideas and practices of liberty, individuality, responsibility, and
self-awareness.
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11.1 Introduction

Teachers are no longer expected to stand in front of students with a book in one hand
and chalk in the other. Approaches to teaching and gaining knowledge have altered
dramatically because of societal changes and the speedy boom of digital technol-
ogy. Over the final few decades, the position of motivation and creative thinking has
ended up being extra recognized. A trainer has a responsibility to help students
boost motivation and creativity. There are many distinct ways and textbooks to
choose from. Information and verbal exchange technology (ICT) are additionally
important tools that are an advantageous way to help scholars end up more motivated.

Crystal [8] examines the exceptional changes that have introduced computers,
cell phones, and other electronic devices into the world of private digital assistants
and cell phone answering services in our everyday school room in addition to the
applied sciences that have been used by instructors since the mid-twentieth century.
If a teacher wants to excite and encourage students, they have to maintain up with
technological advancements. They inspire you, they delight you, and you wind up
studying a ton even when you are not be aware of it.

Digital natives are accustomed to obtaining facts quickly. They multitask, select
games to tough labor, and thrive on speedy pleasure and ordinary rewards [16, p. 2].
Despite the captivating sources and techniques, however, the hole between bright
youngsters and youngsters with learning difficulties has been consistently widening.

In Nepal, we are confronted with a shortage of fabulous materials to help college
students with disabilities in studying an overseas language. Sukying [21] defines
language variations as “students with language studying issues” and provides a
clarification for the distinction between language variations and language learning
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impairments. He claims that children with language variations may now not do as
well as their friends, because they lack cultural and linguistic experiences, as well
as a limited vocabulary due to confined publicity to hearing and using English.
These pupils switch from one language to every other inside a single sentence when
communicating.

Their nonverbal competencies (gestures, facial expressions, and physical prox-
imity) are, on the other hand, age appropriate. Despite the fact that Sukying [21] is
referring to students who study English in an English-speaking surroundings but
whose native language is now not English, the description of such students can be
utilized to our situation.

Many students in Nepal, for example, who are part of groups of students with
learning issues, fit the description. “Educators have difficulty distinguishing lan-
guage differences from disability when explaining the academic struggles these stu-
dents face,” according to Sukying “school officials report a lack of tools, procedures,
or qualified staff to adequately identify these students and their needs.” The author,
like before, speaks to the situation in the United States. However, similar issues may
arise in European or Asian school settings.

While information technology is one of the greatest ways to create and increase
motivation in the students, the current thesis focuses on the use of ICT tools as an
assistance in teaching English as a foreign language to the students. The research is
about the use of information communication and digital resources among the teach-
ers of English in Nepali Universities because there has not been research about this
topic. The use of ICT in the classroom will result in a wide range of English mate-
rial, contexts, and pedagogical techniques. ICT enhances the dynamic, adaptive,
and innovative nature of the English language environment [5]. However, this study
focuses on the use of the ICT tools by teachers of Nepali University while teaching
their students. Therefore, it is seen that this research is different from the ones done
previously elsewhere.

The proportion of these with liberal arts tiers is declining as the majority of them
at an increasing number choose career-oriented Majors such as business and
Engineering. New teaching and learning are still at the heart of any discussion of
academic accomplishment. ICTs give educational institutions and other organiza-
tions a chance to harness and use technology to supplement and support the teach-
ing and learning process. Despite widespread support for ICT-assisted teaching and
learning, as well as investment and donations of ICT equipment to Nepali University,
the university still faces the challenge of transforming students’ learning processes
to equip students with the skills they need to function effectively in this dynamic,
information-rich, and ever-changing environment.

The cause for concern is that until this issue is solved, the University’s invest-
ment in ICT development may be wasted, and progress in improving teaching and
learning quality can be slow. This may lead to the University failing to meet its mis-
sion and producing graduates who are prepared for a world of work that is increas-
ingly reliant on ICT-assisted knowledge development and distribution. In light of
this disparity, it is necessary to investigate the specific effects of ICT resource avail-
ability, threats, and usability in Nepali University students.
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11.2 Methodology

A research sketch is a quintessential approach that directs the lookup project’s facts
gathering and analysis phase. It presents a framework for defining the sort of statis-
tics to be gathered, as nicely as its supply and collecting processes [7]. This study is
qualitative. It is designed to find out a teacher’s relation to ICT use when educating
normal students with qualitative protocol, which were designed like interview
questions.

With a set of questionnaires, the respondents had been interviewed to discover
the teacher’s relation to ICT use when instructing regular students. In order to
answer the questions, online questionnaires were created for teachers. The selection
of participation used to be unhurried. The author’s non-public contacts as well as the
online lists of Universities in Nepal have been used to locate participants for the
study. Participants for the study had been recruited using the non-public contacts as
properly as online lists of Nepalese Universities. The data was once gathered
through the use of free online surveys and due to the pandemic face to face inter-
view ought to now not be possible. In addition, as the net was once open to Nepal,
teachers should have accessed the equal materials, net sites, and directions online.
There were 30 complete teachers who were from exceptional Nepali Universities.

The find out was once carried out in a moral manner, with no biases. This learns
about adhering to the key standards that must be addressed when doing research.
This finds out about did not jeopardize respondent confidentiality. Prior to finishing
the study, the respondents would be asked to complete a permission form. The
researchers ensured that the inquiry would now not discriminate against persons or
respondents primarily based on their caste, religion, age, financial level, or preced-
ing lifestyle experiences. The findings of this study would be introduced besides any
records manipulation. Finally, if any one was unwilling to participate in the research,
the researchers would no longer compel them to be the respondents.

11.3 Findings

Out of 30 respondents, 90.5% had been male and 9.5% had been female. Similarly,
14.3% of them were of the age crew 2635 years, 47.6% had been of 3645 years,
33% had been of 45-55 years and 4.8% had been of the 56—65 years age group.
Among all the instructors approached 90.5% were the usage of ICT and 9.5 percent
had been not the use of any ICT while educating in the class. When asked about if
they use ICT and if not why, then 12.5% of them replied that they were not using
ICT because of lack of time and all of the rest have been using it.

The teachers answered that 80% of them had been the usage of laptop and com-
puters as a medium of ICT, 15% had been using projection technological knowledge
and the last 5% used the cell phones. Out of the surveyed university professors, 75%
each used the ready-made and self-made educating materials, 20% of them never
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used the ready-made material, and solely 5% of them always used the ready-made
materials. While teaching through ICT in class, many troubles manifest occasion-
ally. And for the duration of those moments, the teachers want to adopt several
techniques to tackle them.

When the English lecturers had been asked about their adoption strategies for
ready-made venture and materials for the students, 38.9% of them said that they
decreased the variety of ideas, 16% of them used choices such as position taking
part in and dramatizing, 16.7% stated that they used chart or table, 11.1% stated that
they highlighted the materials, 11.1% spoke back that they confirmed the equal
content in another medium like movie, filmstrip, tape, and many others and 5.5% of
them in no way used any adoption strategy.

The teachers also faced unique sorts of troubles whereas utilization of ICT was
associated with technical features. When requested they have a variety of problems.
30% of the total instructors faced technical equipment unreliability, and 25% of the
complete instructors confronted some portions of tools that could be tough to han-
dle. 10% of the complete teachers depend on ICT tools a lot and again 10% of the
whole instructors confronted a whole lot of pre-work, 15% of the whole instructors
encountered college students taking part in video games or striking round while
doing a task on the internet. Five percent of complete instructors encountered their
college students going through generic power cuts and bad connectivity whilst some
other 5% of whole instructors encountered their students’ dealing with issues in
uploading assignments on time, delayed submission due to lack of acceptable web
service or due to use of negative devices.

11.4 Discussions

The enhancement in the use of technology has taken a fast pace that we can’t even
imagine our day besides it. It has made our existence comfortable, yet state-of-the-
art and complex in many aspects. Along with the advantages of using technology in
our everyday life, it has also delivered some serious challenges in the shape of
cybercrime, cyberattacks which have become a primary problem in the modern-day
world. As many people now have got entry to the cyber world and social networking
sites, cyber violence toward gender is on the rise.

Internet customers do not feel protected online. They ride threats associated with
identity theft, malware or viruses, protection of monetary information, and phishing
attacks that may harm their professional recognition and private lives. Online chance
perceptions stem from personal experiences, others’ experiences, and the news
media, as a consequence, lead to a practical grasp of online security threats.
Although Internet customers use built-in gadget settings (e.g., antimalware soft-
ware, firewall, and computerized updates) to keep their online protections, three in
five humans do not believe they can be absolutely nameless online and they are an
increasing number of involved about their private facts online [14].
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Ninety-nine percent of computer systems are susceptible to threat attacks as a
result of the incidence of Adobe Reader, Adobe Flash, and Oracle Java [25]. Despite
high risks associated with frequent computer and technology activities, Internet cus-
tomers take very few moves to defend their computers, smartphones, and tablets.
Moreover, they interact in things that jeopardize their online security and reputation,
such as posting records that ought to be misused with the aid of online preda-
tors [14].

Threats to online security translate into cybercrime, with U.S. economic losses
ranging from $24 to $120 billion yearly [23], making online security a policy and
academic priority. Taking into account the discrepancy between realizing threats
and taking shielding actions, Today’s learn is about applications Theory of Protection
Motivation (PMT) to apprehend what drives online safety behaviors in the context
of home pc use. It contributes to research on computer systems and protection by
way of integrating an often not noted PMT variable: prior experience.

11.4.1 Cyber Issue and Security

Online violence is emerging as a world problem that widely impacts women. To cite
Britanica [3], violence is an act of physical force that causes or is supposed to moti-
vate harm. The injury inflicted by using violence may be physical, psychological, or
both. Violence may also be exclusive from aggression, a greater normal type of
hostile behavior that may be physical, verbal, or passive in nature.

There is enough evidence to exhibit that ladies web customers are a problem to
time-honored violence, harassment, hate speech, and censorship. Cyber abuse con-
centrated on ladies is a gender-based violence (GBV) perpetrated by way of the use
of technology. They have been the victim of technology-based abuse such as inti-
mate accomplice violence, stalking, harassment, and picture-based sexual abuse.
Due to the lack of attention to gender in cyber security, it has created an environ-
ment where misuse of science is common or at least tolerated.

Although cyber security and gender violence is regularly the issue of public
debate, rising tech like artificial genius is not only with the gendered impacts, other
more without difficulty available and huge tech such as social medias, SMS messag-
ing, and features designed to come across the misplaced gadgets are extra many
times use to abuse tech in the shape of gender violence. Technology-facilitated
abuse or “tech abuse” through global positioning system (GPS) trackers, smart-
phone apps, or structures such as Facebook has a massive impact on the nature of
intimate associate violence (Slupska & Tanczer, 20, p. 654). Another instance is the
global positioning system (GPS) in telephones and cars that are used to stalk, harass,
and abuse females.

According to Aneesh [2], “Women are more probable than men to be the victims
of extreme types of cyber violence and the influence in their lives is a long way
more traumatic” (EIGE, 10). Women are disproportionately vulnerable to special
forms of online abuse in a variety of components of the world, especially girls of
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particular religious, ethnic groups, race, sexual orientation, economic reputation,
and with disabilities.

Paste your text here and click on “Next” to watch this article rewriter do its thing.
A ballot with the aid of Charman [6] revealed that about one-fourth of the 4000
girls surveyed in the United States, United Kingdom, Denmark, Sweden, Spain,
Italy, and Poland experienced some shape of online abuse at least once. What is
more, 41% of these women who experienced online abuse feared for their non-
public security because of their abuse and harassment (Amnesty International, 2017).

Women have gotten frightening messages, risks of savagery, and physically spe-
cific immediate messages, messages, pictures, and recordings by using the ability of
dating, virtual entertainment, and different web-based stages, as well as in discus-
sion channels and texting administration. The analysis offers a stepping stone for in
addition cyber security-centric critiques and tackles the possible misuse of applied
sciences from “within.” Having outlined a clear set of shortcomings in the existing
responses to the trouble of tech abuse, our dedicated threat mannequin may also
guide future science design.

Women have been threatened with sexual violence, as well as sexist, misogynis-
tic, discriminating, and biased statements, all of which have been sent to them with
the aid of ICT, developing hostile surroundings for them online. Many experts have
warned now not to take cyber violence as an awesome problem from actual world
forms of gender violence. Females whether women or girls, who have been sexually
harassed, abused, or violently assaulted through an intimate partner offline are addi-
tionally victim of cyber abuse perpetrate via the equal individual.

In conjunction with the accelerated adoption of technology, there is an increase
in its misuse, particularly in the context of home and sexual violence [20]. Women’s
lives are extensively impacted by cyber abuse, which takes several forms.
Perpetrators are well aware of their victims; the information is accumulated through
a number of websites and portals. However, the victims hardly ever recognize the
other side, privacy insurance policies, and safety measures [20].

11.4.2 Threats and Opportunities of Online Classes

The Educational way of life in Nepal has been dominated by face-to-face tutoring
that has a lengthy history beginning from the Gurukul way of life to the existing
formal schooling. In the Gurukul system, college students used to go to a Guru’s
Ashram (teacher’s domestic or temple) where the Guru used to train religious and
nonsecular knowledge and lifestyle skills. However, emerging practices of the usage
of technology in schooling have been promoting Online Learning (OL) as a struc-
ture of distance training and, of late, it has been gaining recognition among Nepali
students [15].

After the COVID-19 pandemic, the nations such as growing countries like Nepal
are slowly getting into the online environment. But the question usually stays about
the protection of ladies in the online environment. However, we can see loads of
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benefits of those online presence for each gender but the threats additionally exist in
a massive number. As a woman, she gets the opportunity to utilize her best time to
learn new skills, get know-how about the specific matters, and be up to date about
the world’s current affairs. But can we make certain that their presence is protected
and secured? Probably no longer due to the fact of the stay conditions that we see
currently in Nepal especially.

Females, what we call the second vital part of the society after male includes
women and girls too. Women and ladies are usually dominated with the aid of male
groups and they have the sort of understanding concerning girls that the women’s
team are isolated and made to experience on their own and pressured too. Online
sexting, bullying, blackmailing for bodily relationships, and some of the few but
tremendously practiced online crimes and not to doubt girls are the victims of those.
And due to the fact of these as nicely we can say, the online structures are any other
region for female violence and making them mentally weak. In the context of Nepal,
the technology area is dominated by the way of male and female individuals in such
technical fields are considered from a one-of-a-kind however negative perspective.
So on choosing professions there are restrictions up to positive extinction.

11.4.3 Security Threat and Protection in Online Gaining
Knowledge of Ecology

Nepal is no longer so ahead and advanced with regard to net get right of entry to and
devices on hands. Accessibility of the net is higher in Nepal however training
regarding cyber protection and environment-friendly use of social media barring
developing disturbance in the digital world is lots less in practice. Thinking dimen-
sion is much narrower and content material in social media is a whole lot disturbing,
from time to time it even spreads real-life violence. People accept as true with the
faux information and also share this information as it is tough to differentiate fake
or true. Lack of schooling and recognition of the smart use of social media are hin-
dering the peace of a society due to which a number of inhuman activities are also
rising up. These issues need to be addressed and need to be concerned to resolve
earlier than it takes a shape of battle to supply a secure platform for ladies with the
help of a variety of authorities.

Teacher schooling packages in Nepal have frequently been criticized for no lon-
ger sufficiently addressing the wishes of the numerous students which hosts extra
than a 120 linguistic and cultural groups. Oftentimes, it has been pointed out that
trainer training curricula borrow ready-made pedagogical models from the devel-
oped world except thinking about their appropriateness in Nepali classroom con-
texts. This act of borrowing is thought to be disempowering for the Nepali teacher
training neighborhood on two grounds: first, Nepali civilizations are poor of their
very own pedagogical models; and second, neighborhood lacks critical knowledge
and capabilities to tackle the issues of exclusion, inequity and meaninglessness in
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instructor education. Likewise, the thoughts of online, flexible, distance, and ubiq-
uitous mastering are regularly credited to be the beginning of the developed world.

One type of cyber violence is cyber stalking. An individual sends the victim
undesired emails and text messages on a normal basis. Another type is cyber harass-
ment, which involves making threats of violence, hate speech, or sexually explicit
communications to someone by the internet. Victims are additionally threatened
with their pretend specific pix and pornographic videos. Posting sexually specific
snapshots or movies online barring the consent of the man or woman is regarded as
non-consensual pornography. Non-consensual pornography, which is usually done
by way of the former partner, is one of the most horrific types of cyber abuse that
many girls suffer. According to studies, about 90% of non-consensual pornography
victims are women, and the incidence rate is rising.

The influence of such cybercrimes on women is frequently main to the suicide
through many women. They are being blackmailed and abused with the aid of their
personal companion multiple times. Due to this, they have come to be effortless
victims of cybercrime. This frequently leads ladies to the state of stress, nervous-
ness, and depression. Furthermore, greater than a 1/3 of folks who were subjected
to cyber harassment stated they felt anxious, and a fifth stated they referred to modi-
fications in their dozing and ingesting routines, as nicely as a sense of helplessness
[22]. They have been secretly abused and dominated by the participants of their
family or relatives. Their rights have been violated and they have been suppressed
via males many times. They are afraid to communicate up and elevate their voice for
justice. As a result, they feel insecure in the society and they have been suppressed
and victimized via many human beings and their very own relatives.

11.4.4 COVID-19 Impacts

The COVID-19 pandemic has extensively accelerated the risks of gender-based
abuse on the web and in the actual world. Leisure time was once spent scrolling
social media by using most of the humans and human beings with horrific intentions
used the skill for bad purposes. Facebook continues to be the most frequent channel
for gender violence at some point of the world, observed by Instagram and
WhatsApp.

Multiple sorts of cyber harassment, such as trolling (continuous use of abusive
terms or language) account hacking, and being emailed sexual pictures besides
authorization, have constantly been reported on such sites, with the majority of
victims being women. The victims received threats generally from strangers who
commonly demanded specific photographs and videos.

In the past few years online gaming has ended up extra liked by means of teens
and youths which in addition received more popularity throughout COVID-19 pan-
demic. Also the modernized world has taken over the bodily gaming periods and
human beings often decide upon online video games over bodily games. Online
gaming world consists of activities that encompass reel violence in the course of
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gaming classes so male are considered suitable and greatest over female. Female
gamers were not handled respectfully and also received harsher comments.

Also the game programmers make most of the male characters in the recreation
and are given supreme strength over females which is the important motive develop-
ing teens to assume the online game is solely viable for boys. The internet of records
technology and software developers consist of most adult males and females are
always behind them. Due to much less girl tech handlers and developers male domi-
nant in this field and ladies are regarded much less sizable along with
discrimination.

Body perfectionism is something poisonous scattered by social online websites
that hit hard on women. Women are regularly imagined to have a perfect physique
like some of so-called social media influencers. Influencers additionally manipulate
their followers with a variety of products and their followers have blind imitation.
An estimated 45 million people follow diets every year and spend $33 billion on
weight-loss items, according to Boston Medical Center. These influencers have a
global impact, and because of the pandemic, fewer individuals are working, which
reduces their previously greatest effect.

To mitigate the direct influence of virus and stop the students from becoming
psychologically depressed, academic establishments have initiated the momentum
of teaching the students through different skills and modalities based totally on each
human and fabric resources handy in the context. In this context, the virulent disor-
der has made college students to be at home, which has led numerous institutions to
arrange a variety of e-learning degrees (even though with confronts) to help and
make positive that the tutorial schedule runs to closing stages. Technology-based
totally educating mainly online schooling has ended the most appropriate choice to
keep academic activities functional in many parts of the world at some stage in the
pandemic period [15].

This digital world has made women and men assume twice and every now and
then even extra earlier than leaving domestic, creating intellectual disturbance, self-
doubt, low self-esteem, and fear of being judged. People make physical facets as
judgmental parameters. According to the Girls’ Attitudes Survey conducted in 2016,
47% of females aged 11-21 disclosed that the way they appear holds them back and
limits what they can do. Unfortunately, physique shaming has permeated most peo-
ple’s everyday lives and experiences. The identical survey claims that 94% of teen-
age females have reported being body shamed and 57% of 12-20-year olds assume
that the cause of their bullying used to be due to their appearance.

Gender violence in digital structures takes place in three ways. In the beginning,
social networking websites may additionally cause more abuse. To harass the vic-
tim, the same person establishes many accounts. Second, the graph of digital apps
fosters cyber aggression. Abusers, for example, can also use Snapchat’s map func-
tions to display their victims in super detail. Third, the anonymity afforded by
means of social networking websites has enabled people to make derogatory
remarks and harass the man or woman (Abdullah, 2021). According to recent stud-
ies, ladies with prominent social media profiles are disproportionately targeted. This
indicates that the greater a well-known woman’s account is, the extra prone she is to
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be a victim of online harassment. When this involvement becomes abusive, this may
imply that the structure of these structures is itself a facilitator of gender violence.

To quote Paudel [15] again, nonetheless, it is believed that the current study has
introduced a wave of lookup in online schooling and the associated phenomena in
the context of Nepal. Moreover, it presents feedback to the instructors and college
students to undergo applicable characteristics for online training and for the policy-
makers, curriculum designers, and textbook writers to strengthen gorgeous ICT
policy, and ICT-friendly curricula and guides suitable in the context of Nepal even
after the fear of pandemic COVID-19.

11.4.5 Online Security as a Challenge

Security has been the most challenging due to COVID-19 as many youths were
involved in unethical things like hacking, stalking, and developing fake accounts.
Various social media money owed from others had been hacked and posting of false
information about the usage of those potential was also found for the duration of the
time of pandemic but the essential target of this trouble was once female. In Nepal
girls have a tendency to have lower hierarchy than male participants of society so
there usually exists the query mark in front of women’s reputation. Targeting these
accounts and blackmailing girls used to be much simpler for those digital frauds so
this form of undertaking took incredible heights in the course of the lockdown period.

Despite such heinous acts of harassment and abuse directed at women, it is
imperative to highlight how female and different victims can also utilize digital
systems to raise their voices and recover company over the issues. But the price is
very low. While the privacy of Facebook, Instagram, Twitter, and WhatsApp has its
pitfalls, it additionally offers women a safer digital and bodily organizing platform.
Furthermore, people might also utilize such forums to raise their voices and elevate
awareness towards abuse except worry of societal or nation retaliation.

For example, Instagram account has supplied a safe area for survivors to discover
their community via “Assault Police” which archives and shares incident narratives
of intimate accomplice violence and sexual harassment in Egypt. In a similar man-
ner, Twitter has sponsored social moves aimed at elevating recognition of women’s
rights and online abuse against women. The hassle will now not be solved clearly
until social media corporations assume a larger duty for preventing harassment,
threats, intimidation, violence, and abuse.

This study relies on primary sources of records gathered by an online poll. A set
of questionnaires was created, disseminated, and statistics used to be gathered
through the assistance of the net and these responses are analyzed diagrammatically
and explained. Demographic data suggests that most of the teachers in Nepali
Universities are male which makes up about 90% of the total instructors and least
teachers in Nepali Universities are girl which makes up about 9 point 5 percentage
of the total instructors and the age crew from 36 to 45 makes up to 47 factor 6 per-
centage of the composition, age crew from 45 to 55 makes up to 33 factor three of
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the whole teachers, age crew structure 26 to 35 makes up to 14 factor three of the
complete instructors and age team from 56 to 65 makes up to four point 8% of the
total teachers.

Teachers who use ICT make up 95 of the total teachers. ICT when instructing
students with language differences makes 9 factors of the complete teachers.
Therefore, most of the teachers use ICT but the least number of teachers addition-
ally use ICT when educating college students with language differences. Teachers
using ICT make 90 point 5 of the whole teachers. ICT when teaching college stu-
dents with language variations makes 9 factor 5 of the complete teachers, conse-
quently most of the instructors use ICT but the least wide variety of teachers also
use ICT when teaching college students differ.

Thirty-eight point nine of the whole instructors decrease the quantity of ideas, 16
factor seven of the whole teachers furnish alternative methods for students such as
function enjoying and dramatizing, 16 point seven of the whole instructors grant a
chart graph or table, 11 factor 1% of the whole instructors provide highlighted mate-
rial, 11 factor 1% of the complete teachers appears for the same content material in
another medium (movie/filmstrip/tape) and 5 factor 5% of the whole teachers never
used any adaptation-strategies. Thirty percent of the whole instructors confronted
technical equipment unreliability; 25% of the complete instructors faced some
pieces of tools can be difficult to handle.

Ten percentage of the whole instructors count on ICT tools to a good deal and
again 10% of the whole instructors faced too an awful lot pre work, 15% of the total
teachers encountered college students taking part in video games or hanging round
while doing a venture on the internet, 5 percentage out of total teachers encountered
their scholar facing typical energy cut and poor connectivity whilst different 5 per-
centage out of total teachers encountered their students going through issues in
uploading assignments on the time, delayed submission due to lack of suited web
provider or due to use of bad device.

This section investigates whether or not or no longer the outcomes of the litera-
ture opinions and the lookup findings had been consistent. The results of the survey
of Wikan and Molster [24], as nicely as Brodin and Lindstrand [4], 86 disclose that
teachers also experience a lack of ICT confidence, frequently no matter having
taken part in ICT publications [24, p. 209]. Brodin and Lindstrand [4, p. 86] go
further, declaring that educators are mindful of their personal need for training,
simultaneously being pissed off with the aid of the lack of time, economic resources,
and inadequate response of the management.

The most essential discovering that Wikan and Molster [24, p. 209] concluded
from their survey used to be “to integrate ICT in one’s very own educating is a hard
and gradual process, and instructors should be given time to discover their very own
way to merge ICT with their personal instructing style.” The consequences of the
study carried out by Sanchez and Aleman [19, p. 914] agree with the findings of
Wikan and Molster [24], noting that teachers keep an open mind about integrating
ICT into their day-by-day practices.

According to the outcomes of the survey via Donnelly et al. [9, p. 1477], instruc-
tors who see ICT as a possibility for them to do something new and fascinating with
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their college students in phrases of how their students learn, push to have a larger
range of assets in their lecture room and it includes ICT. Hsu [12, p. 847] examined
the relationship between teacher and scholar utilization of ICT and found out that
instructor use of ICT extensively determines how often they assign college students
ICT activities. It turns out that if a trainer frequently uses ICT tools, they frequently
assign college students the same type of ICT activities.

For example, teachers who create difficult multimedia substances are likely to
assign college students multimedia activities. It shows that the teacher’s very own
ICT practices have an effect on the type of ICT activities they assign to students.
Samuelsson [18, pp. 15, 15] carried out a study on the use of ICT among 13-year-
old Swedish children, “who can be categorised as belonging to the team referred to
as the digital generation.” The outcomes disclose that all contributors have got the
right of entry to ICT however they use it in more than a few ways.

Samuelsson [18, p. 15] found out that the participants’ use of ICT differs in both
qualitative and quantitative ways, however there is a lack in fundamental laptop
skills and seriousness about ICT use as a tool for learning. The findings reveal that
school-related computer things to do are alternatively exclusive among the mem-
bers of the survey and teens prefer listening to music, socializing with pals or play-
ing video games alternatively than the usage of ICT for educational purposes. This
additionally stresses the importance of a teacher, who would guide college students
towards different ICT preferences that college students can use in or out of school.

On the different hand, according to the find out about by Hennessy, Ruthven, and
Brindley [11], students realize the benefits of computer-based equipment and assets
as assist and companion the use of such equipment and sources with modifications
in working ambience and school room relations, as properly as with raised interest
and accelerated motivation inside themselves. It shows that while outdoor students
manipulate technology, school-based learning is primarily guided by teachers, time-
tables, and curriculum requirements.

Abbot and Withgott [1] helped college students and instructors see how ICT tools
can contribute to socializing, whilst getting to know something new. The survey
yielded the identical result. ICT tools are really helpful while educating students,
teachers may also encounter technical troubles while the usage of it and the use of
ICT equipment by college students have to be well-supervised by using teachers.

11.5 Conclusion

The pretty existing survey exhibits that materials really are often adapted using
adaptation strategies in a delicate way by using offering alternative techniques for
college students such as function playing and dramatizing, imparting a graph chart
or a table and highlighted substances as well and very international locations of
Europe additionally use web quests whilst Nepali instructors for all intents and
purposes opt for making find out about tips and worksheets with the assist of ICT
tools such as computer systems or laptops in a commonly most important way.
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Many instructors additionally particularly agree that the use of ICT-related duties
and activities in instructions requires too tons pre-work and the outcomes generally
are no longer continually what teachers actually assume due to the fact when work-
ing on a computer, for example, college students often honestly decide on enjoying
online games or chatting with pals rather of dealing with their tasks in an especially
principal way. ICT tools are beneficial for teaching students; nevertheless, instruc-
tors may also trip technical difficulties when utilizing them, and students’ utiliza-
tion of ICT equipment ought to be carefully monitored with the aid of teachers.

No matter how serious the issues are, solely a few culprits have been tracked and
penalized. The complex gadget of the cyber world wishes superior and nice protec-
tion structures to assault similar crimes. People need to be made apprehensive about
the cyber pitfalls and cyber security especially, teens and females as they’re more
prone to it. Culprits in the cases are significantly men and victims, certainly though
it varies, are substantially females. Legal fabrics that reply to vicious acts in cyber-
space are constantly rushed through in an alarmist, rather than empowering, manner.

Cybercrime is ineluctable with the development of technology. Culprits have set
up new methods to habits felonious conditioning thru technologies. Crimes that
were restrained to certain areas have now gained instigation to unfold throughout
the globe via web and techs. The failure of cyber protection to maintain up with the
technological revolution has expanded cybercrimes like gender violence on women.
The platform which holds the electricity to spread the mindfulness against similar
crimes has been misused for abusing and draining. The goods are lifestyle threaten-
ing certainly leading to instances of self-murder with the aid of the victims.

11.6 Limitations of Study

Though Nepal has at least 12 universities across Nepal and lots of them are con-
cerned in teaching English in special Universities, it is no longer viable to reach all
of them. However, meeting and interviewing 30 English teachers is something that
displays credibility as these instructors characterize the complete population. But
due to lockdown, the total records were extracted with the help of online forms.
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Chapter 12
Cyberfeminism, Gender Dynamics
and Women Empowerment

Navleen Multani

12.1 Introduction

The digitalization of everyday life amplifies the dynamics of politics and gender
relations. The smart devices in everyone’s pocket increase the possibilities of com-
munication and participation in democracy. The participatory spaces pave the way
for feminist development studies. The digital environment provides empowered
spaces, invited spaces and claimed spaces to the marginalized. A diverse feminist
discourse promotes inclusion of participatory processes in the context of structural
inequalities. The discussion on new modes of digital communication in the 1980s is
identified as cyberfeminism [2, pp. 232-237]). Cyberfeminist discourses promote
“diversity through the digital performance of marginalized identities in digital coun-
terpublic” (p. 238). Cyberfeminism foregrounds the relationship between cyber-
space and contemporary feminist movements. Cyberfeminism articulates a range of
theories, practices, debates and the relationship between gender and digital culture.
There are a number of stances theoretical and political in relation to internet tech-
nology which distinguishes between old cyberfeminism and new cyberfeminism.
The old cyberfeminism, characterized by a utopian vision of a postcorporeal woman
corrupting patriarchy, is different from the new one that confronts top-down from
the bottom-up. These variants of cyberfeminism focus on gender and digital tech-
nologies as well as the cyberfeminist practices [4, pp. 102—103].
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12.1.1 Cyberfeminism

Cyberfeminism, a term coined by the British cultural theorist Sadie Plant, extends
beyond academia. It fuses discussion on feminist scholarship, digital art projects
and online women’s empowerment projects including peer support groups [2,
p- 238]. Sadie Plant, Director of Cybernetic Culture and Research Unit, University
of Warwick (Britain), in 1994, describes the work of feminists inclined towards
theorizing, critiquing and exploiting the internet as cyberfeminism. Plant’s Zeroes
and Ones is a bold manifesto on the relationship between women and machines. As
Sadie Plant steers a course beyond the old feminist dichotomies, she explores the
emergent entities and shatters the myth that women are victims of technological
change. She believes in the potential of internet technologies to transform the lives
of women. She envisions a post-patriarchal future and traces the critical contribu-
tion of women in the progress of computing from the industrial revolution to the
internet times. Plant conceptualizes cyberspace as liberating place for women and
symbolically renders ‘zeroes’ as female and ‘ones’ as phallic and male predicting
the digital future to be feminine, non-linear and distributed in which ‘zeroes’ are
displacing the phallic order of the ‘ones’ [8, p. 99]. Her optimism about gender
equality in cyberspace is a reaction to the previous conceptualizations of technology
as masculine. Cyberfeminism opens up space for a dialogue that accommodates
technology and gender development. The narrative of progress, equality and democ-
ratization is embedded in the concept of development. The consumer culture is a
part of progressive enlightened move towards development [7, p. 617]. Rosi
Braidotti and Sadie Plant recognize the potential of cyberfeminism as a promising
feminist practice in contesting technologically complex territories and chart new
course for women [5, p. 1281].

12.1.2 Women and Internet

Economic oppression, lack of access and digital divide deny agency to women on
the internet. Despite the fact that women are at the bottom in global economic hier-
archy, their internet participation has taken a leap. Gajjala points out that those
excluded from the mainstream society want to include themselves in these new
technologies on terms of their own. They can see themselves as the protagonists of
revolution. New technologies, for women, mean including themselves in the net-
worked global feminism. This global internetworked global feminism bypasses
national states, local opposition, mass media, indifference, and major national eco-
nomic sectors. Thus it opens up a terrain for activism and addresses gender inequal-
ity [4, p. 106]. Many women view internet technology as an important medium for
movement toward gender equality. Wendy Harcourt, an Australian researcher and
author of Women @ Internet:Creating New Cultures in Cyberspace (1999), writes
that internet is a tool for creating communicative space embedded in political reality
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that empowers women. As internet facilitates transnational feminist networks, a
number of associations and organizations have initiated and achieved pursuit of
more gender-equitable society. Global feminist networks in South Asia have fos-
tered a challenge to gender-specific abortion or some selection or termination of
pregnancy in which the foetus is a female. The mobilization of global awareness and
opposition to repressive practices of Taliban by the revolutionary association of
women of Afghanistan is also an example of the effective usage of internet by global
feminist organizations. There are many women organizations online that have the
potential to transform the local conditions of the institutional domains where women
are the key actors. Internet is also a safe space for women resisting repressive gen-
der regimes. Fereshteh Nouraie-Simone’s notable work, On Shifting Ground:
Muslim Women in the Globalized Era (2014), describes cyberspace for young edu-
cated Iranian women as liberating territory and place to resist traditionally imposed
subordinate identity. The structure of interconnections draws participants into the
ongoing discourses on issues of gender politics, patriarchy and feminism. Hence,
the cyberspace possibilizes agency and empowerment to women [4, pp. 108-09].
The rhetoric of development, possibilities and impossibilities of cyberfeminism
open up spaces for accommodating technology [6, pp. 616].

12.2 Communication and Consciousness

The complex digital environment accepts interconnectedness between communica-
tion and consciousness. This untethers conventional forms of subjectivity. Due to
interwoven links and mediatization changes in intersubjective relations between
culture and society is quite common to posthumanist condition [13, p. 244]. “Digital
communities index the internal, the external, and the luminal structuring of social
worlds in dialogue with realities as defined by media” (p. 245). Virtuality, therefore,
has the potential to generate subjectivities in post-digital social life. Sadie Plant’s
exploration of flexibility and mobility of nomadic subject of the Web explains new
virtual communities capable of freedom [15, p. 435]. Nouraie-Simone believes that
the absence of physical body in electronic space offers liberating effect on repressed
social identities. The allure of disembodiment in cyberspace suggests subversion to
gender oppression [4, pp. 111-12]. Communications in cyberspace recraft bodies.
The technological tools enforce new relations for women worldwide. The social
relations of science and technology reconstruct postmodern collective and personal
self. The permeable boundary of body and cyborg permits disassembling and reas-
sembling of self. All heterogeneity disappears in disassembly, reassembly and
exchange [9, pp. 102-03]. Cyberfeminists believe that women should use cybertech-
nologies to create space for empowering themselves. Nancy Paterson observes:

Cyberfeminism as a philosophy has the potential to create a poetic, passionate, political
identity and unity without relying on the logic and language of exclusion or appropriation.
It offers a route for reconstructing feminist politics through theory and practise with a focus
on the implications of new technology rather than on factors which are divisive. [7, p. 617]
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As more women participate in power fields through communication in cyberspace,
it assures egalitarian world. Many movements on the social media have voiced gen-
der inequalities and violence. HeforShe, a solidarity campaign initiated by UN,
encourages men and boys to be agents of change (act against gender inequalities)
for engendering equality. This campaign (2014) was launched on social media.
#YesAllWome (2014), #WhylStayed, #AskHerMore, Bell Bajao, #METOO and
Equal Pay Today are several campaigns that transcend borders and reach feminists
worldwide. Social media sites have generated awareness about gender issues
through dedicated pages. The social media feminism is also termed as the fourth
wave of feminism. Though this wave is in its nascent stage, the effectiveness and
expanse of cyber activism fulfils the tenets of global social movement. Twitter has
also been the engine for the growth of campaigns for gender equality and women
empowerment.

12.2.1 Women, Patriarchy and Digital Space

‘The body implies mortality, vulnerability, agency: the skin and the flesh expose us
to gaze of others . . . or the site where ‘doing’ and ‘being done to’ become equivo-
cal’, observes Judith Butler [3, pp. 21]. The emergence of the Arab Women’s
Solidarity Association United (AWSA United) in cyberspace in 1999 enriched
activism for women’s rights in the Arab world. This kind of pluralistic, transnational
and woman’s advocacy fosters collective identity and strengthens solidarity. The
endeavour of Arab women in diaspora connected six continents to express their dis-
sent against socio-cultural apathy as well as fetters, oppressive patriarchy and
repressive government policies. Just as collectivization of identity in physical space
is significant for activism, similar cultural characteristics connect the victims of
marginalization to construct identities in cyberspace. The proliferation of inexpen-
sive and extensive communication among transnational participants in online envi-
ronments creates non-governmental intervention in political structure. There is no
denying the fact that online environments can fragment identities. Cyber-snooping
and data-mining threaten identities but internet provides safety from direct violence
and greater geographical freedom. Cybercampaigns, 2011 Arab Spring, 2009
Iranian revolution and hashtag movements demonstrate that cyberspace is a con-
tested space for gender power relations. Cyberfeminism allows postmodern frag-
mented subjectivities, minorities and women a safe space. It aims to overcome
power differences that exclude women from masculine digital space [17, pp. 81-83].
Cyberfeminism provides space to women for redefining gender roles. This alterna-
tive discursive space also advances activism and empowers women in the public
sphere. Identity exploration takes place through carnivalesque forms of protest in a
competitive media environment. Claimed spaces facilitate identity exploration and
expression of freedom [2, pp. 244-245]. Dale Spender encourages women to appro-
priate computer networking [17, pp. 192]. She believes that women must embrace
the potentially liberating space for egalitarian principles [pp. 230].



12 Cyberfeminism, Gender Dynamics and Women Empowerment 143
12.2.2 Disembodied Space and Identity of Women

The internet enables women to negotiate identity in disembodied space which is
liberatory. Disembodiment, absence of the body online or concealment of identity,
which grants greater freedom to women in cyberspace is net utopianism that carries
material inequalities. Non-virtual realities of gender, class, race and other cultural
variables impact technological experiences. “Virtual interactions are inevitably
shaped by, and grounded in, the social, bodily and cultural experience of users” [12,
p- 200]. Interaction on internet disrupts ordinary ways of shaping selves and identi-
ties because body is represented through words, images, codes and symbols. Women
can transgress gender roles, invent selves and create new knowledge. Web pages
offer opportunities to women for knowledge creation that might be political aspect
of the body/gender. In the recent times internet has become a medium for affirming
norms of femininity, individualism and consumerism. As internet generates aware-
ness and agency in relation to illness also, it is “a site where women with breast
cancer not only receive information about illness but also compose and circulate
their own stories of breast cancer” [14, p. 33]. Women with breast cancer, on the
contrary, face a number of challenges in controlling their own definitions and fram-
ing their own experiences. The high tech masculine definitions, multiple forms of
medical surveillance and social messages in relation to breast cancer detection place
burden on women managing the disease. Media and medical industry have framed
breast cancer in ways that pressurize women to look normal, erase signs of illness
and re-beautify themselves. “Look Good, Feel Better” (LFGB) campaign, co-
sponsored by the American Cancer Society and the cosmetic industry, aims to teach
women recovering from chemotherapy ways to camouflage signs of illness
(pp. 37-38).

12.3 Activism in Cyberspace

“Cyberfeminisms have set out to challenge the male centred culture of internet and
to imprint their own models of open and accessible computer-mediated communi-
cation onto the new technologies” [11, p. 36]. Information technologies dedicated
to progressive social ends create avenues for contemporary feminist interventions.
Feminist listserv emails in the 1990s facilitated women discussions and created an
online women community for activism. Over the years potential of cyberspace to
create egalitarian community has been largely undermined by the patriarchal values
and virtual world informed by cultural contexts. As a backlash to Susan G. Komen’s
decision to remove monetary support of Planned Parenthood in 2014, feminist
activist voices generated and consolidated online spurred a change [18, pp. 22-24].
Despite the expansion and appeal of e-movements, cyberactivism for women
empowerment confronts several challenges. These movements have been the pre-
rogative of educated women of upper class or professionals. High female illiteracy
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and unfamiliarity with foreign languages (and English) restrict women’s access to
web. Limited connectivity of internet is another challenge to cyberactivism of
women. Many a times direct or indirect denial of access to certain websites also
hinders the e-movements for emancipation of women. Undue support of fatwa or
rule that forbids women from using internet unless accompanied by a knowledge-
able mahrem (male guardian) silences the marginalized women. Domination of
politicized perspectives and biased media can severely fragment identities [17,
pp- 85-86]. The egalitarian achievements in the last few decades do not ascertain
equal privacy benefits to women in the realm of cyberspace. Women do not enjoy
the same level and types of privacy in cyberspace as men do. The reason for this
disparity ranges from complex gendered social norms to perceptions of women as
inferiors, ancillaries, soft targets and more accountable for their private conduct.
Notably, the norms in real world and cyberworld are the same. In such conditions
women-centric perspectives on privacy in cyberspace become vital for engendering
equality. Cyberspace is metaphorical for human community as it binds together by
networks of relationships, kinship, social and professional. Therefore, meaningful
forms of privacy and dignity in cyberspace must be provided to women [1,
pp. 1177-1179]. Privacy of women in cyberspace is in peril as many instances of
sexual harassment, prying, eavesdropping and emotional injury mark the cyber-
world. Women operating in cyberspace are accessible with their names, gender and
personal traits. Though a few protection options are available in the cyberspace and
women do engage in selective concealment, they remain vulnerable to data collec-
tors and vulgar distractions (pp. 1185-1186). The live broadcast of double mastec-
tomy of Patti on October 20, 1999 in Pennsylvania signals the end of medical
privacy. Patti’s decision to Webcast Mastectomy also implies end of shame and
secrecy regarding breast cancer. Another middle-aged woman, Elizabeth Begat
Sean, gave birth on the internet/network to educate others. These instances are a
blow to privacy (pp. 1188-1189). Hence, the effective use of internet to increase
women’s empowerment may be overshadowed by commercialization and consum-
erism [12, p. 200].

12.4 Violence Against Women in Cyberspace

Individuals forge new relationships, construct multiple cyberidentities and trans-
gress the boundaries of real or physical world. The anonymity and forays into new
selthood also allow perpetrators of violence online spaces to harass women. The
sophisticated technologies that aid morphing and construction of fake images pro-
pelled cycles of victimization. There is an urgent need to frame policies and laws
that protect women from cyberviolence. Policies to address online violence with
adequate provisions to check infringement of women’s privacy must be the priority
of states/nations. Anita Gurumurthy and Niveditha Menon, in the article ‘Violence
against Women via Cyberspace’, comment:
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The slippages between the private and the public that have come to fundamentally reconfig-
ure the spatialities of social transactions and communications characterizing contemporary
life dislodge the basic conceptions of feminist thought around the public and private.
(10, p. 20)

12.5 Conclusion

Digital dangers arise because the private communication on the internet takes place
on platforms that are public in nature. The absence of global framework for resolu-
tion of cybercrime requires attention of policymakers. Policies to promote appropri-
ate technologies that create secure and empowering spaces become imperative.
Furthermore, the corporatized governance regimes in cyberspace define the rules of
networking space. In order to seek optimal solution to challenges faced by cyber-
feminism, other feminists like Judy Wajcman and Montserrat Boix propose to rein-
force social mechanisms necessary for inclusion of women in the use of technology.
Wajcman turns to technofeminism. Technofeminism situates cyberfeminism in
social reality that impedes women’s access to new technologies. Angustias Bertomeu
and Montserrat Boix advance from cyberfeminism to social version of cyberfemi-
nism. In the era of emerging institutional order that is scaffolded by ICTs, the net-
work society creates new exclusions. Feminist analytical frameworks and
engagement with policies will greatly reshape dominant taxonomies and embedded
experiences of the globalized information society to empower women in cyberspace.
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13.1 Introduction

Amidst the advancement of technology with its features across the human life, the
tendency and the way of human life goes into the digital scenario. Such develop-
ment is now entering to all cross human life including the organisation [1]. It is
clearly alerted that the wide range of strategic attempts to build the digital leader-
ship skills is considered to give a direction on organising the transformation from
the physical to virtual basis [1, 2]. The ultimate aims of such development are stra-
tegically configured with arranging the interaction and interrelation within the
teamwork. The further enhancement on ensuring the digital-utilised practice
requires a well-balanced scenario with competitive and cooperative empowerment
to support the organisation direction [3]. The ultimate point of driving the digital
shift in organising the commitment in the organisation context refers to enhance
both efficiency and effectivity to sustain the operation within the guide way of plan-
ning strategy. On this view, the enlargement on ensuring the process to run well
amidst the systemic design should be taken into consideration through elaborating
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the digital leadership enhancement. With this regard, the strategic arrangement is
necessary to drive the process enhancing the leadership direction amidst the dig-
ital age.

In line with having the commitment to continue leadership arrangement within
the track path, it is necessary to highlight the strategic direction on how to achieve
amidst the digital age. It indicated that the necessary enhancement to comprehend
the shifting paradigm from physical-traditional basis to virtual online scenario
played a role in driving the administration process. The existing arrangement on
building the way to run process as the actualisation of engaging the leadership
should be integrated with technological planning [4]. On this view, the particular
circumstance in conditioning the proper manner fitted to the landscape in respond-
ing to the gender violence for instance requires a continued development of respon-
sible awareness on ensuring the entire process from the beginning to the end. At this
point, the achievement on driving the leadership amidst the digital age is obviously
being the new trends to advance the skills and abilities mainly in restoring the
decision-making process amidst the gender violence potentials [5]. As a result, the
awareness on looking at the target as the main goal in directing the administration
process is required to enhance the responsibility management as a responsive deter-
mination to the violence of gender potentials.

In particular, the attempts on actualising the benchmarking arrangement through
the critical identification on digital leadership style are required for further study
elaboration. There were a number of studies on advancing the digital leadership
from the perspectives of approaching system and strategy and also transformation
process amidst the five digital revolution industry [6]. Among such varied scholarly
works, there has been a lack of academic attention mainly on addressing the real
advancement on looking into detail about the digital transformation on directing the
leadership enhancement in the attempts to combat the potentials of gender violence.
As such, this paper aims to have a critical look at the way on how to drive and
achieve the leadership strategy and approach amidst the digital information trans-
formation as an effort to tackle the gender violence prevention arrangement sce-
nario [7, 8]. The further elaboration was made on examining the strategic
arrangement on professional skills in underlying the way of digital skills to support
the facility on leadership practice.

13.2 Literature Review

13.2.1 Digital Leadership and Responsibility
in Organisation Context

The essence of achieving the strategic use amongst the company in running their
digital assets for the business purpose could begin with addressing the phase of
individual and levels. The strategic approach and skills on how to drive the digital
arrangement amidst its process for administration purpose especially are required to
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organise the circumstances to utilise the achievement of the business goals [9].
Moreover, it is necessary to point out disseminating the requirement procedure as
the responsibility to maintain the organisation through the technological advance-
ment reflected into the strategic skills. In particular, the features of digital literacy in
order to have a critical look at the key feature in bringing into the organisational
trends should begin with adopting the strategic balance between social orientation
and individual context [10, 11]. At this point of view, the delivering process of tech-
nology adoption into sustaining the leadership practice might become the opportu-
nities in considering the approach with a proper manner [12]. The proper
management in responding to the current trends of leadership should bring along
with the digital arrangement skills as the form of responsible awareness in fulfilling
the digital online transmission age. With this regard, the strategic effort on advanc-
ing the effective instrumental design through elaborating the resources could pro-
vide the potentials in resulting the beneficial value to gain amidst the digital
circumstance. It indicated that the proper arrangement to organise the leadership
practice has to bring both ability and capability on driving process within the clear
vision [2, 13].

In addition, the special attention should be paid to the achievement of the goal in
order to grasp the essence of what is to be done in accordance with the task and duty.
It was pointed out that digital leadership emerges from the digital stewardship
agreement, which supports the contextual approach of an organisational phase to be
continued with an effective tool [14, 15]. In such a phase of expansion of the digital
literacy approach, the leadership style that accompanies the successful implementa-
tion should assume sufficient commitment to accept the wide range of benefits from
the alignment of digital assets. On this view, the digital approach, which enables the
leadership commitment to teamwork, could focus on particular attention on achiev-
ing a balance between competition and collaboration [16]. In maintaining this
simultaneous approach, the digital-based competitive performance for working in a
flexible situation is an extension of this digital leadership to address in detail the
way of technological situation that could lead to support the business process.
Mutual support through well-prepared norms in the company requires a multidi-
mensional approach to respond appropriately in line with the principle guideline in
maintaining the safety concern and away from the harmful impact [13, 17]. In terms
of enhancing the strategic line on consolidating the digital leadership, the project
arrangement needs to be consolidated in designing the plan in order to achieve the
potential of achievement plan.

In further, the strategic way of the digital leadership style in assisting to obtain
sufficient comprehension is potentially enhanced to give insight into providing the
role in playing the proper arrangement amidst the digital circumstance referring to
the basic principle scenario [18, 19]. The significant contribution in driving the
pathway of the digital environment needs to appropriately deal with continuing the
strategic approach of direction and application in the context of leadership manage-
ment [20]. With this regard, the significant point of having the proper understanding
mainly on driving the digital transformation should be incorporated with arranging
the planning strategy. The strategic role in helping to drive in delivering the
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information sources into the organisation members is required to have the proper
manner on developing the design on the digital leadership [21]. Such advancement
should come up with building the committed awareness as an essential platform in
helping to develop in continuing an effective use of digital environment in the con-
text of organisation process and practices. Moreover, the strategic pathway in facili-
tating the digital facilities in underlying the leadership skills needs to perform the
particular transmission on solving abilities. As an essential platform to enhance the
organisation achievement, the proper comprehension to look into detail about the
contextual circumstance could help in disseminating the exact point on the intrinsic
and extrinsic meaning [22]. It is sure to give a clear picture on responding to the
current circumstance that the strategic attempts on consolidating the digital use with
a proper manner to contribute into helping the process, practices and procedures in
solving the issues amidst the organisation.

13.2.2 Digital Leadership as Organisation Stability for Gender
Violence Prevention

The aim of digital leadership in helping to make organisation stable is positively
linked into the proper adoption of digital technologies with allowing the transmis-
sion process followed with the structure of violence prevention attempts. The stra-
tegic value in organising the digital skills with its further development requires a
proper arrangement in ensuring its effectivity to contribute the stability on advanc-
ing the violence prevention scenario [23, 24]. Both services and products are strate-
gically developed further in line with the wide range of having the ability to transmit
the process together with its procedure and practices [25]. It is important to transfer
the knowledge inquiry about the proper adoption of firm’s digital facilities in help-
ing obtain the business goals as the target orientation. With this regard, the ability in
running the digital facilities in providing the organisation stability should come up
with organising the transmission process to advance in operating process amidst the
teamwork. As a result, the strategic approach in maintaining the digital circum-
stance needs to consolidate the procedure in considering the process in enabling the
application strategy on the technology adoption [26]. On this view, the strategic
attempts to properly arrange the development process together with its practical
implementation require a clear understanding in comprehending the organisation
stability to prevent the gender violence. In the attempts to obtain digital leadership,
the continued effort to build the digital environment is required to have a substantive
commitment in fulfilling the organisation stability to prevent the potentials of gen-
der violence.

In addition, the number of distinctive features provided by the digital technolo-
gies in helping to disseminate the information is consequently giving the significant
contributions in achieving the main target with following the current circumstances.
With this regard, the potentials of digital leadership in helping to run the administra-
tion process until getting the organisation stability would play a significant role in
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ensuring the effectivity and efficiency to achieve the gender violence prevention
[27]. In the attempts to concisely gather the organisation society member, compre-
hending the context in adopting the digital environment requires a strategic approach
in facilitating the business process with its instrumental tool to enhance the work
productivity performance with the efficient strategy [28, 29]. Moreover, the consis-
tency in continuing such process through adopting the digital circumstance should
be taken into consideration in building the strategic approach combined to the prop-
erly instrumental tool to help improve the work achievement. The digital facilities
in providing the efficient service in the leadership aspects are being the starting
point to continue the strategic accomplishment with having the effective and effi-
cient platform [30]. As a result, the making stable of organisation properly from the
up to down basis needs to come up with ensuring the strategic arrangement in man-
aging the digital leadership skills. It means that the way to interpret the extensive
point of information might potentially contribute into building the mutual line to
assist the entire process of organisation pathway in responding and combatting gen-
der violence.

In further, the particular attention should be paid in governing the process through
building the achievement plan directed to contribute into carrying out the goal ori-
entation. In the attempts on ensuring the goal transmission to make balance between
organisation stability and gender violence prevention, the strategic accomplishment
should start with the prominent essence of enhancing the digital leadership in help-
ing transmit the process and practices [1]. On this view, the strategic attempts to
apply for the proper application through disseminating both services and facilities
are required to have a concise arrangement to obtain the prominent expansion to
give the pathway of digital technologies tools for gender violence prevention sce-
nario in line with the targetted plan arrangement [31, 32]. In facilitating the organ-
isation platform to achieve stability among the individuals within the team, the
application strategy of digital technologies to continue in ensuring the consistency
to support the entire process of management and administration needs to follow the
proper arrangement [33]. In order to make such application acceptable and achiev-
able in line with the goal orientation, attempts on continuing the phase in underlying
the practising process amidst the virtual environment are strategically required to
organise in building the stability orientation. The attempts on having adopted the
virtual orientation as the digital platform are strategically required to follow the
cloud-basis in delivering an important instrument to ensure the digital information.

13.2.3 Gender Violence in Digital Organisation
Environment Context

The existence of violence has been widely emerged into the number of forms one of
which is gender violence. Its appearance is now going into the digital age where the
varied forms were also reflecting into such examples. It includes as the example
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violence, harassment, and discrimination which might happen in both virtual and
physical basis [3]. Moreover, such occurrence has been potentially leading to the
targeted individuals to result in the barriers on the programs and systems within the
organisation for instance. Attempts to ensure the effectivity of digital technologies
in helping the number of individuals in both online and offline scenarios need to
gather occur online and target based on their gender. Amidst the emerging trends
and the rise of digital communication platforms and social media, the existence of
Internet has become a space where gender-based violence can occur and perpetuate
[4]. The number of digital violence could be viewed into the following. Those are
online harassment and cyberbullying in which the women and marginalised genders
often experience harassment, threats, and bullying online. In particular, the exis-
tence of social networking site (SNS) as the media platforms is also clearly seen
into the number of examples, such as email, messaging apps, and online gaming [5].
The potentials of such point might range from derogatory comments which lead to
the hate speech, and also stalking which refers to sharing and publishing the indi-
viduals’ private information without consent.

In addition, the varied forms of gender violence might come from the revenge
porn which points out disseminating the non-consensual sharing of explicit images
or even online videos usually made by the former partners’ acquaintances. As such,
all these gender violence refers to the main point of intention to shame together with
giving the harmful impact to the represented person [6]. The wide range of conse-
quences includes the severe emotional, psychological, and social aspects imposed
to the victims. The other practices leading to the forms involve coercing or black-
mailing individuals where such behaviour contributes to a hostile environment and
perpetuates gender-based discrimination and inequality [9]. The form of abuse and
violence could also be found in the number of following aspects such as deception,
harassment, stalking, or even physical violence against their individuals or partners
through this arranged scenario orientation [34, 35]. The occurrence of such dis-
crimination in digital spaces is potentially seen into the gender discrimination
through the online forums scenario, in which the groups discussion circumstance
amidst the social media platforms impacted to both men and women to gather the
gender minorities. As such, the point of this motive may face an exclusion, silenc-
ing, and also dismissive treatment due to their gender [12]. The over part of gender
violence in the digital environment is also seen into the form of cyberstalking which
refers to the attempts to stalking behaviour. In particular, the wider extension on
adopting the digital facilities with the purpose of handling the gender violence is
required to have the sufficient monitoring system together with tracking the victims
in online basis.

In line with the number of cyber violence including the extent of persistent mes-
sage, the false rumours and also the invasive surveillance, the need to have a suffi-
cient commitment in addressing such issues mainly in the online basis should be
taken into consideration in handling the gender violence. It is important to note that
the digital age requires the playfully key performance in underlying the multifac-
eted approach including both individuals and communities’ basis [36, 37]. With this
regard, the essence of providing the featured characteristics of digital technology
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for instance requires to work together in line with the targeted plan [16]. Both com-
panies and policymakers played a role in ensuring the actual implementation
reflected into promoting digital literacy together with its awareness. With having the
proper manner in supporting the services, the gender violence in the digital age
could be handled by giving the continued support in ensuring the victims to have the
secure assurance. In particular, the strategic attempts to foster the circumstance on
recovery engagement need to reflect into the direction mainly in providing the digi-
tal infrastructure to transmit the process in facilitating the digital online features. It
is strategically enhanced to give insight into encouraging the initiative to build the
support services to advance the commitment to have the respectful awareness
together with digital responsibility [13]. At this point, both accessibility and adapt-
ability are required to work together with collaborating the process of managing the
digital violence. The need to work in transmitting the knowledge comprehension
into building the actual implementation among the organisation membership should
bring along with expanding the digital circumstance [38, 39]. The particular contri-
bution to expand the digital accessibility and adaptability is required to enhance the
certain information content within the digital collaboration enhancement. As such,
the digital access in contributing to develop the action process to organise the chal-
lenges to commit with having the actualisation of solving initiative.

13.3 Methodology

This paper aims to examine the forms of digital facilities in underlying the process
of leadership process and practices. The critical review has been conducted from the
literature on the topic of ‘digital leadership to sustain the organisation arrangement’.
Through applying for such literature, the analysis was made through gathering
review on the topic of professional soft skills on digital leadership competence. As
a result, the extent of determining the sufficient comprehension on expanding the
main point should bring along with building the significant aspect in facilitating the
leadership quality. It is necessary to maintain the strategic empowerment in enhanc-
ing the digital-based skills to sustain the cooperative and competitive quality in
managing the organisation partnership. Through enhancing the strength on organis-
ing the quality on leadership stability, the essence of looking at the gender violence
prevention through employing the proper strategy refers to digital sustainability to
achieve the organisation quality. Both approach and method in reviewing the recent
literatures should be initiated through enhancing the strategic pattern on monitoring
the quality with its stability. Moreover, attempts to gain the continued engagement
to achieve the strategic alignment through advancing the skills to develop both com-
petitive and cooperative aspects are being the standing point to build an organisation
stability. As such, the strategic performance to handle the prevention of gender vio-
lence needs to have a sufficient inquiry process to adopt and adapt digital skills
organised with the creative, competitive and cooperative empowerment. Through
searching for the literature from peer-reviewed articles of journals, proceedings,
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chapters and books, the strategic enhancement was employed by the key features of
elements related to the field. The ultimate point in organising the digital leadership
for organisation stability was approached through the varied initiatives including
interpreting, conceptualising, and modelling in order to deal with a critical dis-
course on achieving the main point to battle the gender violence prevention.

13.4 Analysis and Discussion

13.4.1 Enhancing Digital Organisation Stability for Gender
Violence Prevention

Attempts to continue the systematic design to accelerating the digital facilities in
enhancing the stability refer to empower the initiatives on expanding the digital
organisation within the teamwork partnership. In order to ensure the driving strat-
egy in managing the stability of organisation, the ultimate point aims to help the
extent of digital leadership commitment to strategize the direction in driving the
specific marketplace level [20]. As a result, the arrangement to manage the driving
process in monitoring the organisation to sustain in achieving the stability of pre-
venting gender violence. The initiative of empowering the organisation stability is
aimed at helping to achieve successfully in taking an advantage from digital initia-
tive arrangement. Moreover, the strategic approach in building the organisation
arrangement through digital facilities needs to gain the essence of strategic coopera-
tion to help enhance the competitive advantage [21]. Attempts to explore the strate-
gic concern in the pathway of digital leadership are required to sustain the proper
arrangement on the way of digital online quality on the information transmission.
Moreover, the digital organisation features and facilities should do with empower-
ing the technology adoption in contributing to the process and practices. With this
regard, the key features on building the valuable insight to sustain the consistency in
implementing the organisation partnership should be balanced with adapting and
adopting the digital-based leadership [25]. In particular, the strategic practice on
monitoring the online-oriented structure refers to give insights into building the
committed awareness in enhancing the responsibility and responsivity [40, 41].
These two are being the additional key indicators to help arrange the planning strat-
egy to maintain the strategic process and practices in developing the organisation
society. As such, the need to continue in adapting the digital skills should be taken
into consideration in helping to empower the strategic alignment for leadership
organisation.

In addition, the attempts on building the required practices should come up
enhancing the initial knowledge as the systematic process in underlying the extent
of changing organisation orientation. In the attempts to build the digital leadership,
the clear comprehension needs to enhance in continuing process in supporting the
knowledge inquiry process in order to sustain the organisation stability [26]. In
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particular, the acculturation in designing the systematic coordination in engaging
the cooperative empowerment needs to have the sufficient understanding in sustain-
ing the successful achievement of organisation stability. With this regard, the coop-
eration in addressing the significant aspect in taking responsibility should come up
with building the awareness on having the digital responsibility engagement [22,
42]. Attempts to explore the strategic attempts on building the process of adapting
and adopting the online sources available online are strategically required to enhance
the organisation sustainability. The order to obtain an efficient organisation arrange-
ment should do with enhancing the strategic approach in bringing the continued
support of digital information achievability [27]. Through the strategic arrangement
in building the active promotion in adopting the continued support, the extensive
point of digital information is potentially arranged into sustaining the generation of
the company achievement plan might be enhanced across the various ecosystems in
the digital partnership [43, 44]. In particular, the continued support of digital envi-
ronment for the organisations stability requires to promote the value of adopting the
digital leadership in placing the essence of creativity, communication and willing-
ness in exploring the strategic approach of addressing business contemplation.

In further, the strategic way of driving the digital information can be used to suc-
cessfully address the running process of organisation in facing the challenges
mainly in the pandemic age [30]. Moreover, the running process of business project
arrangement is required to deal with engaging digital facilities advanced through the
technical operations in achieving the work performance planning and strategy. At
this point, adapting the digital facilities in order to help constructing the strategic
planning requires to engage the systematic determination to advance the process
and procedure of effective digital leadership [33, 45]. In terms of the initiative to
ensure the arrangement in facilitating the digital organisation, attempts to enhance
in enabling the organisation should bring along with making the timeline arrange-
ment to organise in running the administration purpose [1]. Moreover, the essence
of digital applications to underlie the common use on transmitting both services and
products continued to support in expanding the digital accessibility. The continued
support in carrying out ensuring the strategic applications combined with technical
operations in maintaining the organisation stability amidst the digital environment.
With this regard, the need to advance the digital innovation should be made in
underlying the process of leadership together with focusing on enhancing the organ-
isation quality [3]. On this view, the procedure in monitoring the strategic arrange-
ment as the driving pathway of taking an advantage aims at giving an insight into
managing the procedural operation to achieve the organisation stability as the main
strategic initiative empowerment [46, 47]. As such, the valuable insights in advanc-
ing the company’s digital assets should come up with enhancing the individual
phase where the sufficient technical operations need to gather in empowering the
digital partnership in underlying the leadership process. In the attempts to continue
working with ensuring the responsible commitment, the proper execution in build-
ing the digital leadership is being significantly as the way to contribute into optimis-
ing the value feedback through knowledge comprehension and also digital
information.



156 M. Huda et al.

13.4.2 Accessing Digital Information-Based Organisation
Stability for Gender Violence Prevention

The need to enhance the digital leadership in responding to the gender violence
requires the strategic attempts in empowering the key point of taking advantage in
organisation context. Moreover, the commitment to take the advantage given
through the digital information refers to enhance the sustainable development initia-
tive in order to achieve the positive value for organisation stability [4]. Through
enhancing the digital information, the empowerment of managing the organisation
structure could be managed through having the instructional design sufficiently in
line with advancing the organisation stability [41, 48]. The essence of accessing the
digital information basis aims to give an insightful value in enabling to monitor the
entire process and procedure. With this regard, the strategic enhancement to provide
what to do properly amidst the organisation arrangement could facilitate the suffi-
cient instrumental tool in order to continue both products and services [5]. On this
view, the supply process organised through managing the proper arrangement to
achieve the organisation stability should bring along with adjusting the allocation of
timely basis with an effective transmission of information delivery process. The
proper requirement in bringing the condition is required to drive into the digital
application amidst the teamwork commitment in leading to support the wellness as
the fundamental element to drive a key indicator for digital society partnership sce-
nario [34, 49]. In the attempts to enhance the running process for the organisation
arrangement purpose, the strategic attempts to maintain the proper arrangement
should be taken into consideration in performing the appropriate coordination [6].
As such, the active acceleration in determining the various approaches in imple-
menting the digital leadership could be the standing point on helping to monitoring
the process in serving as underlying the achievement of organisation stability, in
that the purpose aims at enhancing the target to manage the gender violence antici-
pation and prevention scenario as the main contribution.

In addition, the proper arrangement as the way to monitor the digital leadership
needs to ensure the dissemination process of information sustained into building the
aspects of what can help in increasing the advantage and profit for the organisation
stability should come up with enhancing the maintenance phase [9]. One of the
ultimate points of this phase refers to give a better service into the customers through
the digital instrumental tools, in enabling to achieve an increasingly satisfied qual-
ity. Moreover, the wider approach of digital information accessibility turned into
maintaining the loyal customers for the organisation stability would increase the
visibility of quality amongst the customers receiving the service [12]. As such, the
strategic digital tools could be developed further in serving the proper benefit and
giving the facilities in supporting the entire process of transaction, social interaction
and also education transmission procedure scenario [50, 51]. Moreover, the opera-
tional rate in customising the cost with the lower basis mainly in the economic
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sector refers to organise need to expand the strategic approach of digital leadership
in sustaining the administration process. Comprehending the extent of what to do
properly should be clearly balanced to carry out using the digital facilities requires
to have achieve its accessibility and adaptability [52]. At this point of view, the con-
tinued capacity in line with helping to achieve the organisation running through
obtaining the administration is significantly endowed with building the initiative of
enhancing the digital access oriented transmission process and strategic effort
empowerment [53, 54]. In particular, the entire process in pointing out the necessary
act of leadership expansion would enable in contributing to advance the strategic
arrangement in looking into detail on driving the running process itself [16]. Thus,
the leadership style in going further to achieve the vision as strategized in the plan-
ning system requires to commit with having the digital skills organised into expand-
ing the overall work achievement plan.

In further, the essence of unique set of having the skills in running the pro-
cess to driving the outcome is required to provide the attempts on what to do in
line with building the organisation stability. Moreover, the strategic expansion
on assisting the work achievement mainly in supporting the digital leadership
enhancement needs to have a solid consolidation to engage with developing the
sufficiently sustainable quality [13]. In the attempts to empower the extensive
point of knowing what to do in line with enhancing the leadership development,
the important aspects to build the access of digital skill should be accommo-
dated in promoting the gender violence prevention. With this regard, the strate-
gic appointment needs to have a sufficient detail on looking into the capacity
and capability in ensuring the extent of an increasingly important pathway of
achievement. The point is that enhancing the sustainable information through
promoting the operation should do with achieving the particular attention in
developing the strategic initiative of digital information for gender violence
purpose [20]. As such, the point of having the stability with empowering the
mutual line of adopting the technology enhancement should bring along with
the significant enhancement to sustain the linked network for communication
pathway. Attempts to empower the accessibility of digital information are stra-
tegically advanced in building the required practices on advancing the strategic
phase of leadership skills with digital adaptation and adoption in supporting the
process and procedure of driving the strategic attempts in line with the objective
of the agenda [55, 56]. The main point refers to give insights into monitoring the
process and practices of digital leadership in supporting the continued arrange-
ment through expanding the communication strategy. On this view, the strategic
point in approaching way of building the digital communication pathway needs
to gather the wide range of the digital leadership through accelerating the com-
prehensive effort on understanding the alignment from the top to the bottom
orientation.
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13.4.3 Adapting Sufficient Digital Sustainability
Jor Organisation Stability with Gender
Violence Prevention

The continued development on having the sufficient adaption is aimed at helping to
strategize the skills of problem solving. This is important because it might give
insight into comprehending the circumstance and situation to face the challenges of
both industrial and social. On the companies and industries, they are required to
provide the sustainability of accessing the technology and digital facilities in order
to assist proceeding the generating process in achieving the better service [21]. With
this regard, the arrangement on adapting the digital technologies environment needs
to stabilise both capability and capacity to access an important pathway to obtain
the better service through engaging the digital skills management in supporting the
process on monitoring the preventive action towards the unforseen circumstance
[57, 58]. On this view, the particular result is that the strategic point in ensuring the
process of digital leadership enhancement in sustaining the organisation stability is
required to grip with the essence of technology tools [25]. The point is that attempts
to have such proper strategy refer to give insight into bringing the overall work per-
formance [59, 60]. As a result, the essence of teamwork partnership to facilitate
point on having the proper guideline should do with managing the strategically
proper manner in driving the digital environment. Moreover, the wider context of
achieving the balance between strategy and application is required to come up with
advancing the workforce initiative to build the organisation teamwork [26]. The
particular attention should be paid in enabling the individual and social membership
in order to adopting and adapting the digital facilities in supporting the leadership
pathway. The exact point on how to operate the organisation process to manage
handling the gender violence is starting the proper strategy in comprehending the
successful achievement through obtaining both goal and vision. As such, the
achievement process and procedure should bring along with building the commit-
ment in continuing the productivity to achieve the future pathway of digital leader-
ship [27]. The strategic goal as noted in the vision needs to clearly enhance sustaining
the strategic expansion of having a very clear vision for the future leadership
pathway.

In addition, particular attention needs to be given into paying the arrangement of
digital leadership enhancement to continue empowering the competency in deter-
mining the strategy on assisting the process and practices. In order to achieve this
plan, obtaining the strategic practice should begin with enhancing the preparation
with having a sufficient adaptation of digital space in underlying the organisation
environment space [30]. Attempts to expand the proper manner reflected into the
way to transmit the information are supposed to sustaining the planned arrangement
to further implement in underlying the order of possible changes in organisation
context. With this regard, the strategic plan as arranged in the standard needs to have
the actual point of comprehending the clear vision together with coherently appli-
cable strategy [61, 62]. Moreover, the crucial pathway to enhance the initiative of
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expanding the digital space is needed to have the clear vision with building the
agenda in initiating the process of work performance and innovations [1]. Through
underlying the innovation procedure, the strategic appointment in contributing to
build the digital leadership is required to continue the sustainable development
agenda for instance as this might be transmitted into the mutual collaboration
between accessibility of technology and stability of organisation [63]. At this point
of view, the digital transmission process in advancing the initiative to handle in
managing the gender violence should bring along with initiating the leadership
pathway.

In further, the strategy implementation with an enthusiastic point could be car-
ried out in advancing the digital technologies in order to enable the process of flex-
ibility in the management. In order to maintain the arrangement with adaptability
and stability, considering the strategic approach in building the digital partnership
should be clearly and carefully calculated in giving the proper manner in solving the
potential risks [3]. With this regard, the proper arrangement in building the mutual
line in facilitating the process of improvement needs to adopt both procedure and
gateway mainly in the extent of measuring the sufficient digital adaptation amidst
the normal platform [64, 65]. In the attempts to enhance the potential skills on
enlarging the organisation style, the need to have the strategic transmission on
building the detailed plan to achieve the targeted goal should be taken into consid-
eration on assisting the business achievement [4]. It means that the proper under-
standing on adapting and adopting the digital transformation could be employed
with the strategic arrangement on building the platform to ensure the instrumental
tool to provide an appropriate facility as the supporting arrangement [66]. Through
expanding the complete arrangement in facilitating the organisation procedure, the
strategic attempts in providing the digital transformation in resulting the important
part in order to supplement the circumstance of organisation pathway would become
a tremendous significance in contributing to assist in enhancing the digital leader-
ship practices.

In line with the frequent transmission of digital adaptation and adoption to ensure
the prompt solution in responding to the digital challenges, both potentials and risks
are the two lines on attracting the application strategy properly amidst the certain
condition [35]. The balance between digital ethics and professional skills as an
underlying paradigm could give insight into building the reality on driving the prac-
tices amidst the virtual context [67, 68]. In order to ensure the commitment to con-
tinue the existing leadership applications, the strategic approach to maintain the
proper manner into the further achievement on the digital skills is concisely engaged
with underlying the leadership process and practices. As such, it is required to pay
attention on taking the proportional size in considering the beneficial value in
achieving the digital leadership skills [5]. On this view, the transmission process in
organising the direction pathway to work in the team with the same time in the
attempts to gender violence prevention should gain the performance procedure to
achieve the plan as in line with the goal achievement as the key element to drive the
strategic direction to involve ethical and professional balance [69, 70]. As such,
benchmarking offers a proper arrangement, implementation and assessment towards
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the attempts in running the digital leadership skills and practices. With this regard,
the playful encouragement in managing the attempts in consolidating the digital
infrastructure should do with building the particular point in organising the process
followed by the practices in order to enhance the delivering systems of strategic use
of virtual basis [71]. In order to bring the digital access and facilities, the informa-
tion delivery process should be taken into consideration in developing the teamwork
members to result in having the specific access of the digital environment and infra-
structure basis.

13.5 Conclusion

This paper did examine the digital leadership enhancement to sustain the organisa-
tion pathway as an effort to the gender violence prevention. As one of the significant
elements of driving factors in continuing the organisation stability for gender vio-
lence prevention, the digital leadership style arrangement could be delivered in
building the strategic coordination through online competence skills. Through driv-
ing the digital shift paradigm towards the organisation, operating the process in
order for being more responsive and flexible would lead to have the digital profes-
sional skills in setting the good process with the expert achievability. This chapter
aims to examine the professional soft skills with digital competence in expanding an
important element to facilitate gender violence prevention. The finding is focusing
on how the driving process could go through an innovative spirit with being more
openness and responsiveness towards the operation procedure, mainly on managing
the customer relationship. The value of this chapter is arranged to constantly expand
the digital competencies transmitted into the employees with the concern of trust
and appreciation in such a process. Those are enhancing digital information sustain-
ability and accessibility for organisation stability, advancing sufficient adaptation of
digital environment space for organisation stability, continuing digital skills-based
goal achievement strategy for organisation stability, strategizing digital technical
experts of security for organisation stability, empowering continued support on
digital environment with organisation stability for gender violence prevention.
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14.1 Introduction

In the last decades, the advancement of technology with its sophisticated features
offered the convenient facilities on supporting the human daily needs. The coeffi-
cient services through such distinctive features played a significant role in distribut-
ing the instruction for the society’s demands and aims [8]. Enhancing the initiative
to advance the technology facilities has been given in providing the fulfilment initia-
tive to have a potentiality of strategy adoption. One of the examples is through the
balance initiative in the attempts to the application strategy through professional
and ethical engagement [22]. In terms of the current digital ethics’ commitment, the
practical phase of focusing on the effort to adopt the technology enhancement
should be committed into building the strategic way on driving the online users in a
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proper manner arrangement in line with the digital society circumstance and back-
ground [49]. As a result, the main concern from such initiative aims at having the
assurance to achieve the trust as the information quality.

It is in the current circumstance that the number of violence in the digital age
has been gradually emerged with the variety of forms, approaches and motives
[9]. The main priority which should be given a portion on obtaining what to do in
line with such condition needs to have a careful engagement in responding prop-
erly and effectively in line with the digital skills advancement scenario [36]. In
order to achieve such point, the appropriate strategy which represented the initia-
tive on combatting such challenges is through taking account into the digital eth-
ics commitment reflected into the practice [12]. Amidst the massive emergence
toward the cyber violence, the current approach in responding it with the proper
way has to be taken into consideration which could be presented into the commit-
ted practice. With this regard, such urgent demand requires to have a commitment
in taking account into the digital practice with an ethical engagement arranged to
build cyber society conduciveness [23]. As a result, the continued development on
ensuring the cyber violence under control should be committed into the practice
across the gender consequence. Moreover, the impact would be faced if ignoring
such initiative and this requires the real commitment in order to make balance
between technological advancement adaptability and ethical and professional
applicability [59]. As such, responding to such trends is translated into recon-
structing the benefit between the value and the vague as the strategic point to
continue the practical stage of having the trust as the key element to sustain orga-
nization stability [25].

In addition, the initiative to take a point in considering the positive feedback
given by the technological advancement and staying alert to the negative impact
possibility requires a clear step accommodated into the human mind and practice.
As a result, attempts to actualise the strategic balance of ethical engagement and
professional enhancement are required to build the information trust as the quality
[70]. With this regard, the process of disseminating the positive feedback in giving
insights into the violence of gender throughout such prevention needs to pay atten-
tion on reconstructing the application strategy [73]. The number of studies on
understanding of digital ethics for information trust with the special focus on devel-
oping the initiative for gender violence anticipation has been lack of scholarly atten-
tion. As such, the current study aims to focus on developing the digital ethics
reflected into the pathway of building the technology adoption in the practical sce-
nario. In particular, the strategic occupation on building the digital ethics-committed
practice would give insights into helping to achieve the trust in the information as
the quality [74]. The main concern of this study was on reframing the digital ethics’
main features in underlying the attempts for information trust in enabling the users
to have interaction support amidst the digital circumstance. The current study aims
to give the value on building the digital technology enhancement to advance the
digital society in driving their purposes, motives, and business orientation with the
professional and ethical pathway.
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14.2 Literature Review

14.2.1 Defining Digital Ethics for Human Sustainability

The explicit point of digital ethics’ core values refers to point out recognising the
trust maintenance committed into the online practices [13]. With having a sufficient
work employed to result in the core values, the emerging trends of practical stability
in recognising the approach of trust compliance in the digital environment both in
public and private sphere required a digital ethics’ core values consistency in line
with the safe cyber orientation [33]. In the way to understand the emerging trends of
failing the trust, the potentials are supposed to lead to the human daily life with a
critical goal to be pursued [14]. In the attempts to continue a significant transpar-
ency in enabling to signify the complex condition, the strategy in fulfilling the mar-
ket expansion together with the committed digital ethics should do with
encompassing the core values on what to do in line with the digital skills integrated
in the online practice arrangement [34]. With this regard, the digital ethics actors’
capacity amongst regulators, customers, and also the media expect brands are
required to have a sufficient openness together with hones commitment in all condi-
tions [15]. It is important to take note in performing the consistent pathway in the
capacity of digital users in particular and public society and community in general.
As such, the transparency is being an important aspect in delivering the information
in order to achieve digital balance and harmony.

In the attempts to comply with the consistency across all aspects of human soci-
ety, the strategic transparency achievement in underlying the process of promotion,
marketing and also products and service distribution would need to have a contin-
ued workforce culture and partner relationships within the digital circumstance sce-
nario [26]. The strategic effort to support the human life aspect in communication
for instance should begin with consolidating the know-how orientation as the fun-
damental element in continuing the worldwide dimension to give a positive feed-
back to the partnership amongst the digital users in using their online social
interaction [6]. The disrupting challenges faced by the number of sectors are hardly
impacted to enforce the digital information trust amidst the technology expansion.
In the attempts to grab the chances in gaining the committed transparency, the con-
tinued practice of having digital ethics’ core values in mind could become an initial
pathway to transmit digital transparency [16]. With this regard, the number of part-
ners such as employees, customers, regulators and investors are to be embedded in
organising the the sufficient digital skills to underlie the cyber practice-oriented
environment strength [1, 27]. Embedding the organisational value reflected into the
ethical principles of digital transparency in online practices is required to apply for
demonstrating a commitment to do an appropriate goodness in building the long-
term foundation of trust with stakeholders [17]. In this view, the digital ethics’ core
values expanded into building the trust would become an outstanding point to
undertake in helping the achievement towards the organisation goal with the tech-
nology inquiry, processes consolidation, and people encouragement.
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In addition, the core values of digital ethics’ committed comprehension are stra-
tegically organised with having a sufficient work to maintain the human life practice
foundation [18]. As a result, the contribution of empowering the trust on both infor-
mation inquiry and dissemination process is aimed at gaining an easy way to keep
in mind of the digital transparency. The sufficient skill and practice of digital ethics
come from an overarching set of values in addressing the technology advancement
rules including the entire process, the users’ engagement and organisation’s
approach to its use of technologies [19]. As the way in enabling the core guideline
of driving the organization and business operations and strategy, an active engage-
ment in considering the principles has to go through assessing the knowledge com-
prehension on a proactively perceived technology use. With this regard, the extent
of technological practices and skills in a way fitted to the core values and fundamen-
tal purpose is considerably strengthened in underlying the digital ethics’ regulation
[20]. The process of shifting the appropriate compliance has to be fitted into the
digital ethics’ core values in ensuring all connected lines in a way to build the stra-
tegic approach of cyber security. The important and significant contribution has to
place into maintaining the transparency assurance followed with privacy concern in
all online practices [2, 5]. It is important to take a value in guiding the approach of
ethical technology concerned in complementing the digital ethics’ approach together
with serving a substantial extension on the digital atmosphere. The inquiry process
provided during dealing with the customers, for instance, should go through a stra-
tegic approach in the way of expanding the personal information [8]. As a result, it
is necessary to have a sufficient detail on tracking an online behaviour in the attempts
on taking an account into digital skills and practices stability.

14.2.2 Digital Ethics for Information Trust Quality

The essence of digital ethics in enabling the organisation what to do within an online
platform is required to have a common line on taking the behavioural attitude. With
substantial compliance on information accuracy, the digital ethics’ committed
agreement is supposed to enhance the underlying performance amongst the users on
online practices [21]. The stability encouragement on advancing the information
accuracy together with the wide range of security and privacy is transmitted to offer
the digital service in advocating the human life interaction online. In the attempts to
integrate the privacy concern, for instance, the extent of information accuracy could
be empowered in advocating the challenge of misconception and misuse of data
amongst the companies [37]. With this regard, the consistency of encountering the
offer with the mediated service, the digital ethics’ information accuracy might be
generated in the revenue process in enabling the digital users to have an early
knowledge comprehension concerning the digital society issues and solving strat-
egy arrangement [60, 68]. Both sufficient comprehension and practical skills on
conceptualising ethical values in underlying what to do in line with an online
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practice should be taken into consideration in a particular way [35]. The main occu-
pation of providing the digital ethics’ further detail is widely organised to commit
within the digital online practice. It is sure to have a complete engagement with an
online environment in the support of complementing both ethical and professional
balance [28]. The further inquiry of looking into detail about whether they will be
engaged in the support of digital information could be incorporated with the online
platform.

In addition, the strategic effort to enhance the digital ethics’ committed practice
played a significant role in continuing the information accuracy achievement. As a
result, the digital circumstance is required to have a substantial side-step on contrib-
uting the trust in the sense that the legal use should be applied [31]. For instance, the
continuing process of determining the government agencies is supposed to contrib-
ute acquiring the detailed information to consistently coninue in maintaining the
security concern [43, 47]. The strategic commitment on practising the ethical dis-
course reflected into digital environment should bring along with advancing the
continued stability to instructing the logical value on online practice for the various
purposes [39]. In particular, the careful engagement with influencing the users of
adapting and using digital platforms is widely transmitted into digital ethics’ com-
mitment in underlying the online practices. Attempts to advance both personal and
social capacity in addressing the digital ethics are required to engage with the capa-
bility on comprehending and practising what to do in line with the digital practices
[41]. Addressing the digital ethics reflected into both skills and practices amidst the
digital circumstances requires comprehending the critical worldview in enabling the
digital users to achieve an actively equitable outcome. With this regard, the digital
circumstances should be initiated in determining the merit of performing the clear
instruction provided explicitly within the digital ethics committed management.

In line with having a clear point of expanding the strategic transmission of ethi-
cal engagement amidst the digital environment, the large scale of digital inclusion
stability in providing the continued service with the data policy should be promi-
nently displayed in a proper manner. As a result, it is sure to make an easy way to
comprehend advocates contending the principle to gain a particular attention
amongst the digital users by addressing the necessary act to carry out [42]. The trac-
tion on widely implementing the digital ethics’ information transparency in the
organisation sector should be committed in providing the consistency and relevance
during the online practice. With this regard, the consequence in applying for the
digital ethics reflected into the ethical discourse commitment is clearly showed
through the social networking site (SNS) platform arrangement scenario [43, 47].
As such, the strategic online practice is required to make a stability on following the
digital ethics’ core values. An active engagement should be paid with a particular
attention on making stable of the moral obligations reflected from the digital ethics
framework and commitment. In this view, the careful awareness engaged with
imposing the digital users is pointed out organising the points deserving the careful
thought on digital users’ parts. In the attempts to assist the digital ethics’ compre-
hension on obtaining the information accuracy, the continued development of
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embedding the conceptual framework detail to actual practice should be taken into
consideration in particular [44]. In consequence, navigating the digital ethics’ stra-
tegic assurance in taking into an actual practice in giving the clear information.

14.2.3 Digital Ethics as Platform for Gender
Violence Anticipation

Referring to point out looking into detail about the way on how to manage oneself
ethically, the main consequence of creating the environment with digital ethics’
partnership is linked professionally and clinically engaged into building the online
and digital platform [45]. The ethical sound manner with having the digital environ-
ment is strategised in an appropriate basis. With this regard, the extent of recon-
structing both accessibility and adaptability of online practice comes from the near
outlook on issues. As a result, the emerging point of increasing the digital inclusion
in the partnership environment should be governed in improving the online users’
quality [48]. The digital ethics’ partnership environment to enhance the accessibil-
ity on online practice is supposed to contribute in improving the quality of people’s
everyday lives. Attempts to commit with the ethical principles through achieving
the transparency with the accountability are required in building the instrumental
tools aligned to adjust both services and products [49]. On this view, the essential
value on building the strategic commitment on digital trust is reflected to build the
online practice with the confidence. The strategic value on expanding the digital
environment with the ethical discourse engagement needs to focus on getting the
solving skills towards gender violence anticipation [51]. Through stabilising the
digital ethics’ partnership environment, the main consequence and occupation are
enhanced with building the response on the ethical engagement.

In addition, the strategy of enhancing digital ethics’ partnership has to be given
a full attention in ensuring the online practice within the proper digital platform.
Moreover, attempts to obtain the performance in stabilising the work commitment
with the responsible awareness are flourished in enhancing the innovation arrange-
ment [52]. In particular, the strategic enhancement to have the digital ethics’ com-
mitment should bring along with creating the basis of human life relations and
activities within an online platform. With this regard, it is necessary to point out
advancing the extent of obtaining the optimal model of fairly complemented skills
within the human relations. On this view, the ethical discourse engaged to build the
foundation amongst digital society’s moral consciousness is required to share the
online principle to achieve mutual comprehension with social harmony [33]. In the
attempts to have disseminated the rules on obtaining the mutual understanding with
the harmonious consequence, the stability of engaging the ethical principles is
needed to involve into constructing way to interact and live in a digital world [29].
The style on building the online relationship in underlying the digital online practice
is enhanced with integrating the platform variety such as messengers, chats, social
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media, and others in order to transmit the news and information [53]. In order to
expand the way of digital communication, it is necessary to have a look into seeing
and sharing the data amongst the digital user, in which they are required to simulta-
neously give the useful information among them. In this view, the way on how the
evolvement of such principles in an online platform is globalised world in enabling
the process of information transparency identification in the digital age is supposed
to clearly demonstrate the digital users’ engagement with an active participation
[54]. With bringing digital skills and practices through ethical discourse, the effort
to embed the inner capacity and stability of digital life circumstance should be taken
into consideration in fulfilling the need for sharing the information and data
accuracy.

In line with advancing the digital ethics’ partnership commitment for informa-
tion transparency, the strategic determination of enabling the critical use and adapt-
ability could be developed further in producing the rules on online practice. With
this regard, creating the condition of partnership commitment on digital ethics refers
to apply for developing the ethicalness in featuring the digital users’ association
with their peers in online [55]. The stability in having a sufficient engagement of
digital ethics to give the potentials of technological benefit and solution should do
with bringing the ethical principles adapted in online practice. As a result, the stra-
tegic commitment on creating the clear information played a significant role in
achieving the transparency growth with the digital ethics over the conventional
mode. On this view, the necessary act to adopt in developing the ethical principles
should be adopted with addressing the guideline standard [56]. In further, the stabil-
ity of organising the online actual practice should do with building the strategic
comprehension on driving the pathway of digital ethics’ core values in achieving the
information transparency [22]. An active engagement on navigating the critical
issues of individual and social concern with the digital ethics is supposed to contrib-
ute in dealing with the appropriate mediation on underlying the digital practice [57].
The attempts to pursue the mindfulness on reflecting the digital ethics are required
to the determination of creating the information transparency.

14.2.4 Sustaining Digital Ethics Through Information Quality
Jfor Gender Violence Anticipation

Attempts to continue expanding the digital ethics’ information quality are required
to have a substantial commitment in contributing the violence prevention, mainly
gender-based initiative. The number of widely strategic approaches on providing
the clear details of information has to bring the potentials of addressing data infor-
mation and digital ethics [61]. Moreover, the critical look on having a clear point of
data ethics could be viewed into several phases such as data ethics, digital ethics,
and also information ethics. With regard to the diverse backgrounds of each country,
the role of continuing information quality achievement with digital ethics’
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arrangement might be varied in relation to the political arrangement and cultural
tradition [64]. The effort to establish the data ethics strategy on artificial intelligence
for instance would become the detailed example as for reflecting and operating the
digital ethics’ principles. As a result, continuing process should come up with accu-
mulating information data with addressing the ethical discourse engagement [24].
On this view, the main occupation is to upgrade the ethic’s engagement with digital
environment space in providing the approvals for the artificial intelligence strategy
[65]. The clear declaration of operating the digital ethics’ principles refers to the
digital values interpreted into the extent of intellectual capacity and cultural tradi-
tion and history where attempts to establish the ethical engagement within online
practice should be taken into consideration.

In addition, the continuing procedure on bringing the digital ethics arrangement
into online practice is potentially initiated to begin with establishing both significant
impacts and its challenging boundaries. Moreover, the consistency on adapting the
ethical issues within the digital practice and process has to be collaborated with an
early creation on performing a significant contribution to the digital design together
with encouraging the beneficial and appropriate applications on digital environment
space [67]. As a result, the strategic systems in ensuring the digital users to have a
safety concern apart from the harmful consequence should do with developing the
digital services associated with considering the digital platform arrangement in line
with the principle scenario of information transparency and accuracy [7]. In the
capacity of finding the proper way on taking a further consideration on an online
platform, it is necessary to have sufficient adaptation in making the potential chances
to produce the general principles of information accuracy and transparency [68].
With this regard, paying a particular attention should be paid on posing the informa-
tion content with a clearly justified clarity, where the arrangement of personal and
social capacity would be advanced with adopting the digital technology and their
use in public services.

Furthermore, the assessment on helping the users and stakeholders on exploring
the digital advancement of artificial intelligence (AI) should consider both positive
and negative impacts. It is important to have such online tool and assessment in
helping to deal with governing the clear ethics and values principle regulation. Such
digital ethics’ guidelines in building the robots ethics for instance would call to
develop ethical policies in focusing on digital adoption and adaptation in order to
emphasise the need to have a balance between common good and protecting human
dignity [70]. In terms of promoting the digital ethics’ strategic arrangement, its
beneficial value aims to expand the responsibility with the capacity of formulating
the digital data ethics with an appropriate approach [58]. The significances of
expanding the initiative on linking into the institutional arrangements together with
cultural traditions are placed in emphasising the development of autonomous vehi-
cle as an attempt to present the comprehensive point of view about digital ethics
[71]. With this regard, putting a pathway on taking a guide way in governing the
public official and society at large requires an approach to have an inquiry process
on digital ethics for information transparency. Moreover, the inquiry of dealing with
the robotic arrangement for instance should be clearly enhanced with having a legal
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procedure in stipulating the principles of the information dissemination amidst the
digital society [72]. In continuing the critical inquiry and exploration, the strategic
rational of approaching both debate and discussion on digital data and technology
ethics is undoubtedly expanded with developing and penetrating into all human life
aspects.

14.2.5 Rebuilding Digital Ethics on Information Trust
for Gender Violence Potentials Prevention

In the attempts to organise digital ethics’ information trust, the main occupation
aims to advance the initiative to collect data for a wide range of varieties such as
service users and customers in having a wide consideration on gender violence
potentials. Moreover, it is necessary to have a sufficient comprehension on consid-
ering the various activities through data transparency with the trust transmitted in
the organisations [73]. Through going further in the way to enhancing the digital
ethics, the detailed information trust indicator in achieving an issue of transparency
can be made through giving an informed consent for instance in order to use the
available data. With this regard, having full comprehension on using and adapting
the data with addressing transparency and trust concern should be put with a clearly
ethical judgement [74]. In particular, the transparency in bringing an enough sup-
plement on driving the intentions to have the permission to use data should be incor-
porated with the data security enhancement with a regulatory requirement of
compromising the matter of digital ethics. It is important to take note that consider-
ing any personal data with its privacy achievement would lead to enhance the respect
in ensuring the critical look into appropriate manner could be managed in a proper
arrangement [6, 58]. In particular, gaining the potentials of implying for the data
integrity and trust should be maintained within the steps which could be taken
through expanding the audit procedure for the robust governance regulation on gen-
der violence [75].

In line with promoting the intentional procedure on behavioural commitment on
digital environment, it is necessary to point out disseminating an accuracy of data in
preventing the misuse potentials by the human society at large. Moreover, the con-
firmation bias resulted in the attempts to approve the intentional value of belief and
practice on digital ethics’ information transparency should be enhanced with having
a proper solution [4]. The strategic confirmation to include the data transparency is
required to go further on existing both belief and expectation on taking a note of
information which may be contradicted. With this regard, the way on how to achieve
data transparency in the attempts to provide a necessary act on gender violence
prevention refers to have a sufficient expansion in expanding the complex systems
with the algorithmic components [8]. The extent of having the algorithmic confir-
mation could be enhanced in creating the situation where a charity is fixed in assist-
ing the certain groups of people. In particular, the arrangement of digital instrument
through variety of tools is provided with having to deserve the assistance which lead



174 M. Huda et al.

to manage behavioural ethics within the digital environment space [72]. As a result,
attempts to advance the digital ethics culture for the purpose of safety-based digital
environment for gender violence anticipation are regulated with the framework
guideline to work with the digital team [9]. In order to ensure the digital users in
optimizing well in line with the objective, the iniative on monitoring the effort to
enable the employees in any organisation should begin with enhancing the sufficient
comprehension on building the dimension of digital ethics within any of digital
project provided from the program arrangement.

In addition, the approach to apply for the organisation procedure through arrang-
ing the code of digital ethics has to be taken into consideration in modifying the
ethical guideline with the concern of societal life purpose. The arrangement of mod-
ification could be made through expanding the digital ethics commitment in driving
on how the concerns on performing digital practice are potentially behaving the
particular attention in facing the challenges and controversial situation [10]. As a
result, the digital ethics arrangement within the digital organisations should have
taken up a clear ethical position in underlying the trust commitment and achieve-
ment amongst the users, such as business partners, customers, and suppliers. The
variety of ethical aspects in driving the digital ethics arrangement comes with
engaging an active performance scale including respect, trustworthiness, fairness,
and also caring incorporated within the digital practice [11]. With this regard, the
ethical engagement on underlying the workplace is required to have a substantial
inclusion on driving the responsibility commitment paid in the online practice
arrangement [40, 46]. The major concern on continuing the digital ethics responsi-
bility might be placed as a valuable insight to assist the digital process within the
online environment [61]. Moreover, the confirmation on driving the online-based
behavioural ethics could be provided with initiating the digital technologies adapted
in the organisation sector for instance. As such, the chief information security
arrangement should bring along with having the digital team within the organisa-
tions in order to ensure the extent of ethical considerations are assessed into the
proper manner with an appropriate attention in digital environment space [12].

14.3 Implications and Future Directions

The challenging issues on technology are widely involved along with the case issues
such as digital security attack, illegal observation, personal data misuse, misinfor-
mation with the algorithmic bias and also transparency crisis [9]. With this regard,
the strategic pathway on handling the typical point of having a committed transpar-
ency should be incorporated with a digital ethics’ committed practice for informa-
tion trust assurance in line with the human wellbeing sustainability mainly on
accuracy and transparency [62, 63]. As such, the distrust is strategically required to
get a clear picture about recommending the response towards these challenges breed
in the provider, implementer or receiver side in which the significant contribution
should be made in organising the digital ethics’ committed practice for information
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trust [10]. The wide range of expanding the trust in information might value to the
prevention insight of cyber violence, including gender-based violence. The demand
of serious concern about the gender violence has been widely sounded due to the
rising number of challenges in the recent years, one of which is on the gender-based
consumer trust in varied responses to the commercial enterprises [11]. As the emerg-
ing trends of declining phenomena in the failing down amongst the digital users in
particular and citizens in general, such cyber challenges would lead to the wary of
public sphere. As a result, the strategic requirement to work with all human neces-
sity to conduct for the life purpose should be committed into the practical stability
in expanding the digital ethics.

In addition, the necessary point in having the sufficient comprehension of build-
ing the digital ethics’ committed practices is considered to play a role in stabilising
the digital information trust [12]. As such, this chapter aims to examine the strategic
approach on empowering digital ethics’ committed practice for information trust as
an attempt to give a critical insight into valuing the gender violence anticipation.
The earlier phase refers to highlight the digital ethics and information accuracy, fol-
lowed by the digital partnership environment and digital ethics as the driving path-
way of managing gender violence anticipation. The main outcome of this procedure
might be particularly relevant for the variety of charities in the attempts to build the
trust and transparency in their digital content [70]. On this view, it is crucial to have
an effective communication about the significance of the digital-based workplace
arrangement together with avoiding the readers about the doubting towards the mes-
sages veracity. The particular significance would lead to give insight into providing
the guideline of digital ethics’ information transparency in combatting the gender
violence potentials [75]. The digital organisation is arranged with building the digi-
tal ethics’ approval towards transforming the support and confidence on the digital
practice arrangement [14]. In order to achieve this, it is important that organisations
pay attention to digital ethics on time in the transformation process and make it an
inseparable part of their digital online practice and operation [1, 2, 5, 7, 22-27, 29,
34, 35, 37, 40, 43, 46, 47, 50, 58, 60, 66, 69, 76]. The focus is on their willingness
to take responsibility for complying with the digital ethics referring to the extent of
moral values arrangement amidst the public sphere regulation [3, 77].

In further, the stability on paying attention with being mindful of expanding the
selection on taking benefit and avoiding the harmful impact to others should come
up with creating the decision on the post arrangement [59]. In empowering the basic
principles on digital online practice, the application rules in further determining the
actual point of decision-making process are required to enhance the global reaching
enhancement with a corporate digital ethics. The strategic recommendation on
focusing on assisting the digital online practice and the public service arrangement
has to bring along with governing the processes and officials in providing the guid-
ing principles to ensure ethical use adaptation and adoption with developing a com-
prehensive assessment on online practice [72]. As such, the clear stability on
reaching the key principles of continuing digital ethics for information transparency
in assisting the gender violence anticipation should be appropriately governed in
enabling the ethical engagement on businesses, government and individuals to
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openly proceed the serving purpose with an awareness and knowledge-sharing
mechanism [12]. Through ensuring the data transparency from the alteration or
deletion, the need to proceed in a proper way should be taken into consideration in
undertaking the beneficial value and maintaining from the harmful potentials to
provide the properly solving initiative arrangement [30, 32, 78]. The attempts to
build the digital ethics’ information trust in preventing gender violence are assessed
in resulting the ethical behaviour within the online environment basis [74]. In under-
taking the analytical performance of data, carrying out its potentials to give a con-
tribution into providing the gender violence anticipation could be made with
considering the ethical examination in guiding the behaviour.

14.4 Conclusion

Since the number of violence in the digital age has been gradually emerged with the
variety of forms, approaches and motives, such condition needs to have a careful
engagement in responding properly and effectively disseminating the positive feed-
back in giving insights mainly into the gender violence prevention. Such prevention
needs to pay attention on reconstructing the application strategy. The main concern
of this study was on reframing the digital ethics’ main features in underlying the
attempts for information trust in enabling the users to have interaction support
amidst the digital circumstance. This chapter aims to examine the demanding needs
of digital ethics elaborated as a strategic foundation to expand safety concern
amongst digital community and partnership for gender violence anticipation. The
significant alignment of digital ethics in expanding the digital partnership skills has
a core value to expand the digital information trust in the order for gender violence
anticipation. Those are continuing digital ethics’ information quality for gender vio-
lence anticipation, rebuilding digital ethics’ information trust to prevent gender vio-
lence, and promoting digital ethics’ grant on digital safety environment assurance
for gender violence anticipation. The current study aims to give the value on build-
ing the digital technology enhancement to advance the digital society in driving
their purposes, motives, and business orientation with the professional and ethical
pathway.
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