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Abstract. Privacy-preserving blockchain-based cryptocurrency sys-
tems have become quite popular as a way to provide confidential pay-
ments. These cryptocurrency systems differ in their designs, underlying
cryptography, and confidentiality level. Some of these systems provide
confidentiality for their users or transactions or both. There has been a
thriving interest in constructing different privacy-preserving cryptocur-
rency systems with improved security and additional features. Neverthe-
less, many of these available systems lack security models which makes
it hard to prove the security properties of these systems.

Despite the differences in the privacy notions of existing privacy-
preserving cryptocurrency systems, in this paper, we present a first
attempt to create a general framework for a privacy-preserving
blockchain-based bank PBB. We present the security properties of this
system and model the security experiments for each of the properties.
Our PBB model can also work for bank-less cryptocurrency systems.
Henceforth, we present a brief security analysis for one of the most
notable privacy-preserving cryptocurrencies, Monero, using the security
model of the PBB system. Our analysis proves that our PBB system
can be easily used to formalise the security of other available privacy-
preserving cryptocurrencies.

1 Introduction

Privacy-preserving blockchain-based cryptocurrency systems are financial sys-
tems that allow users to conduct cryptocurrency transactions. Similar to online
banks, users can store their funds in cryptocurrencies, transfer cryptocurren-
cies between each other and withdraw their funds to fiat money. The privacy-
preserving feature is that these financial activities are not completely trans-
parent to the outsiders, in contrast to Bitcoin [16] and Ethereum [22] where
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transaction information is public. There are many constructions of privacy-
preserving blockchain-based cryptocurrency systems [2,3,5,9-11,18,20], both in
the literature and deployed. Even though these systems offer the same function-
alities/services to the end-users, each of them has its own definitions and security
claims, and some of them even lack security proofs despite being deployed. The
diversity of the definitions and security models makes it hard to analyse and
compare these protocols in general, resulting in less convincing security claims.
There is therefore a need for a unified formal description and security model for
these systems which we attempt to provide in this paper. The security model
presented in the paper can be further matured by formal verification.

Giving a general definition and security model for privacy-preserving cryp-
tocurrency systems is not a simple task since the systems vary in many aspects.
Depending on the amount of information released to the public, these systems
provide different levels of privacy which is captured by the security model. Some
designs [3,7] provide confidential transactions where transfer values are hidden,
but the identities of the senders and recipients are public. In anonymous cryp-
tocurrencies such as Monero [20] and Zcash [18], the identities that are relevant
to a certain transaction are hidden, but they still have a somewhat different form
of anonymity. In addition to the differences in privacy levels, these systems also
differ structurally from each other. They can generally be divided as: Layer 1
blockchain-based anonymous cryptocurrency like Monero, Zcash and Zether [3]
and Layer 2 cryptocurrency like Pribank [7]. Pribank introduces a semi-trusted
centralized bank operator above the blockchain which hides the sensitive infor-
mation while relaying the users’ transactions to the blockchain periodically.

Despite the above differentiation among the systems, we attempt to build a
general model for privacy-preserving cryptocurrency systems. Firstly, we rename
these systems as blockchain-based online banks, as the functionality and the ser-
vices these systems provide are mostly identical to the traditional online bank
system. Our model is capable of expressing the differences of privacy, and it cap-
tures the most essential functionality and properties of an online financial system
(online bank) regardless of how they use the blockchain. We provide a security
model that has two essential security properties: Transaction Indistinguishability
(T-IND) and Owverdraft Safety. Transaction indistinguishability captures the pri-
vacy features of an online bank, informally speaking, a transaction record on the
blockchain does not reveal any information about the user’s activity. Overdraft
safety claims an honest user is always able to withdraw his/her full balance. This
implies that no adversary can steal others’ funds or withdraw more than it has.

The definition of transaction indistinguishability was first proposed by Zether
without formalisation. There is a corresponding security definition in Zcash
which is called Ledger Indistinguishability (L-IND). We prove that these two
concepts are equivalent, but we believe that transaction indistinguishably is
intuitively easier to use. In addition, we add a leakage function to the secu-
rity experiment which controls the amount of information that is leaked to the
adversary. By this leakage function, the model is able to express different privacy
levels, i.e., from confidential transactions to completely anonymous transactions.
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The proposed security model is built by following and modifying the security
model of PriBank [7]. Our proposed model can also be employed to assess the
security of bank-less cryptocurrency systems. We demonstrate the applicability
and usability of our model by applying it to Monero as a case study.

1.1 Contribution

This paper presents a general definition and security model for the privacy-
preserving blockchain-based online bank for cryptocurrencies. Our model can
express different levels of privacy regardless of the structure of the systems. We
prove that two privacy-related security definitions in the literature, Transaction
indistinguishability and Ledger Indistinguishability, are equivalent. We also dis-
cuss the relationship among the definitions that are related to the integrity of
the protocol, namely, Balance and Ouverdraft Safety. We give a general security
model for a blockchain-based online bank system that has two essential prop-
erties: transaction indistinguishability and overdraft safety. We believe the pro-
posed security notions are helpful to simplify and formalise the security analysis
for privacy-preserving blockchain-based cryptocurrencies. We further analyse the
security properties of anonymous cryptocurrency system Monero.

1.2 Related Work

There are many constructions of privacy-preserving blockchain based online
banks for cryptocurrencies [2,3,5,9-11,18-20]. These systems are either built
on top of an underlying blockchain or on top of a smart contract. The main
goal of these systems are to provide privacy for their users and transactions. A
detailed overview of can be found here [1]. These systems employ cryptographic
primitives such as zero-knowledge proofs, ring signatures, or mixing techniques,
and achieve a variety of different trade-offs with respect to privacy.

After the proposal of the Zcash [18] system, many follow-up [2,8,9,12,15,23]
ledger-based constructions were proposed offering different meaningful privacy
notions for cryptocurrency systems. Furthermore, the security model of these sys-
tems is based on the security model of Zcash. Systems such as Hawk [12], Zexe [2]
and Z-Channel [23] provide on-chain privacy by performing high-frequency trans-
actions (computation) off-chain. Hawk and Zexe employ zk-SNARK proof sys-
tems to generate privacy-preserving transactions. But neither system defines its
security model and underlying properties. Z-Channel [23] is a micropayment
system that adds multi-signature and time-lock functionalities to the Zcash. Z-
Channel follows the security model of Zcash to prove its security guarantees.

Zcash inspired systems such as Lelantus [8], Spark [9] and a scheme by
Mitani and Otsuka [15] provide on-chain privacy with additional usability fea-
tures. Lelantus [8] is an anonymous payment system that ensures confidentiality,
small proof size, and fast transaction verification. Spark [9] is a modification to
the Lelantus that provides recipient privacy and opt-in transaction visibility to
third parties. Mitani and Otsuka [15] constructed a Confidential and Auditable
Payment (CAP) scheme. A CAP scheme uploads encrypted transactions to the
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ledger and also allows an authority to audit the transactions while keeping the
transactions confidential. The security of all these on-chain privacy-enabled pay-
ment schemes is defined by following the security model of the Zcash system.

Privacy-preserving systems can also be built on top of smart contracts.
Zether [3], zKay [19] and Kachina [10] are such systems built on Ethereum.
These systems establish privacy-preserving smart contracts to provide confiden-
tial payment or confidential data. Zether [3] defines its security properties but
does not provide formal security proofs which are essential to prove the security
of an anonymous payment system. zKay [19] defines its privacy model by defin-
ing a language zKay for writing smart contracts with private data. Further, these
contracts are transformed to be executable on Ethereum. zKay presents different
security notions related to indistinguishability and privacy of data. However, the
security proofs in zKay are informal and require more formalization.

Kachina [10] provides a unified security model based on the Universal Com-
position (UC) model to deploy privacy-preserving, general-purpose smart con-
tracts. The security model of Kachina consists of complex proofs and does not
capture properties, e.g., liveness. Kachina gives a proof sketch of Zcash but it
is hard to justify whether Kachina actually manages to capture all the security
properties through the UC-emulated Zcash contract. Hence, Kachina’s security
model cannot be used to assess the security of other privacy-preserving systems.

Another class of privacy-enabled systems is based on ring signature. The most
notable one is Monero [20]. Using ring signatures Monero achieves anonymity of
transacting parties. To achieve confidentiality, Monero uses confidential trans-
actions together with a ring signature, referred to as Ring Confidential Trans-
action (RingCT). Although there has been a decent amount of work to explore
the attacks on Monero [21], to the best of our knowledge only a recent work [4]
formalises the security of Monero (published after the submission of this work).

There have been several attempts to analyze the security of RingCT, but
due to the complexity of RingCT, most of them either provide informal proofs
or miss the fundamental functionality. Moreover, Monero limits the ring size to
only a few accounts. Therefore, to solve these issues, a new scheme, Omniring [13]
was constructed that not only solves the above issues but also provides improved
privacy without sacrificing performance. Omniring does provide a security model
followed by rigorous proofs for its scheme but its model is quite complex and
cannot be generalized to assess the security of other privacy-preserving systems.

Other works providing provable security notions are Quisquis [6] and an
anonymous mixing scheme [14]. The security proofs in these schemes provide
targeted security notions but it is not clear how these notions can be generalized.

The above described privacy-preserving systems define a number of security
properties. A few main security properties can be (informally) described as:

— Transaction Indistinguishability Given two different transactions txg, tx; from
an adversary A, the ledger L records only one transaction tx; where ¢ € {0, 1},
the adversary A cannot distinguish which transaction was recorded.

— Ledger Indistinguishability Given two different ledgers Lo, L; constructed by
an adversary A using queries to two privacy-preserving system oracles, the
adversary A cannot distinguish between Ly and L;.
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~ Owerdraft Safety Given an adversary A, an honest user can always spend (or
withdraw) the funds that he rightfully owns.

— Balance No bounded adversary A can control more money than he minted
or received.

Although there have been many constructions of privacy-preserving systems,
as discussed above only a few systems define their security. This demonstrates
a need to define a generic privacy-preserving blockchain-based cryptocurrency
system and formalize its security. Therefore, we present a formal definition of a
privacy-preserving blockchain-based bank system (PBB), followed by an analysis
of essential security properties. We analyze the security of Monero system using
our framework. Due to the expressiveness of our framework, our analysis can be
further used to model the security of other structurally different systems having
different levels of privacy such as Zcash, Dash [5], zKay [19], and Spark [9].

2 Privacy-Preserving Blockchain-Based Bank

Privacy-preserving cryptocurrency systems, despite different structures, aim to
provide end-users services similar to an online bank. Based on this fact, we call
these systems privacy-preserving blockchain-based online banks. In this section,
we formally define this notion. In blockchain-based online banks, an entity always
keeps two types of states: permanent state and temporary state. Permanent
states are states that are already recorded on the blockchain, temporary states
are states not recorded on the blockchain yet. We denote TempSt, as temporary
state and Sty as permanent state of an entity x (bank or a user).

We adapt the blockchain-based bank (BBank) defined in [7] and modify it to
formally define a unified privacy-preserving blockchain-based bank (PBB). The
BBank is a Layer 2 account-based ledger that works periodically in terms of
epochs. Hence, the PBB is also based on an account-based model. However, our
PBB system can also be used for the security analysis of UTXO-based systems.

Note: Depending on the concrete structure of a cryptocurrency system and
its underlying ledger model, some algorithms in this definition can be eliminated.

Definition 1 (PBB). A Privacy-preserving Blockchain-based Bank PBB is
a tuple of algorithms (Setup, KeyGen, EstablishBank, NewUser, Deposit, Withdraw,
Pay,Commit, Contract) with the following syntaz and semantics

— The algorithm Setup takes input 1%, where X is the security parameter and
generates the public parameters pp, to be distributed off-chain. It also ini-
tialises a set KeyList « ().

— The algorithm KeyGen takes the public parameters pp as input, and generates
a key pair for a user (pky,sky) or a bank (pkp,skp).

— The algorithm EstablishBank runs only once and establishes a bank. It takes
the public parameters pp and a key pair (pkp,skp) of a bank as inputs, gen-
erates an initial state of the bank TempSt, and a transaction trans. Once the
transaction trans is accepted by the blockchain, the smart contract is launched.
(trans, TempSty,) < EstablishBank(pky, sky, pp)
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— The algorithm NewUser is performed by a user to register on the smart con-
tract but without any deposit for her account yet. It takes the public parameters
pp, public key pky of the bank and the key pair (pky,sky) of a user as inputs,
and outputs an initial state of the user TempSt, and a transaction trans.
(trans, TempSt,) < NewUser(pkp, pky, sku, pp)

— The protocol Deposit is run by the bank operator and a user to deposit money
on the smart contract. It takes the public parameters pp, the key pairs and
states of a user pky,sky, Sty and of a bank pky, sky, Stp, epoch counter epoch,
deposit value v as inputs, outputs a transaction trans and temporary states of
user and bank. Once the transaction trans get accepted by the smart contract,
the user gets a commitment for her initial balance.

(trans, TempSty,, TempSt,) < Deposit(pky, skp, pky, sky, Sty, Sty, pp, v, epoch)

— The algorithm Withdraw is performed by a registered user who wants to exit
the bank. It takes the public parameter pp, the key pair (pky,sky) of a user,
states of the user and the bank Sty, Sty, and the amount v of the user the bank
holds at the epoch counter epoch, generates a transaction trans and updates
the temporary states of this user and the bank.

(trans, TempSty,, TempSt,) <« Withdraw(pk,, sky, Sty, Sty, pp, v, epoch)

— The protocol Pay is run by the bank and a user (payer p) to send funds to
other users. It takes the public key pk, of the receiver r, the key pair (pkp,skp)
of the payer and (pkp, sky) of the bank, the temporary states TempSt,, TempSt,,
of the payer and the bank, the epoch counter epoch and the transferred amount
v/ as inputs, and then it updates the temporary states of the payer and the
bank.

(TempSt,, TempSty,) < Pay(pks, sk, pkp, skp, pkr, TempSt,, TempSts, pp, v/, epoch)

— The algorithm Commit is performed by the bank at the end of each epoch
epoch. It takes the key pair (pky,sky), and the states Sty,, TempSty, of the bank
as inputs and generates a transaction trans and updates the temporary state.

(trans, TempSt;) < Commit(pkp, skp, Sty, TempSty, epoch)

— The algorithm Contract takes the public parameters pp, a transaction trans,
all users’ states {St, }, {TempSt,} and bank states Sty,, TempSty, as inputs and
then updates all of them.

(Sth,, {St,}, TempSt{, { TempSt,,}) < Contract({St,}, {TempSt,}, Sty, TempSty, trans, pp)

3 Security Properties

In this section, we provide a brief description of security properties associated
with the privacy-preserving blockchain-based online bank for cryptocurrencies.
To define these properties, first, we define a notion of Public Consistent that
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Q = (KeyGen)

1. Compute (pk, sk) := KeyGen(pp)
2. Add (pk,sk) to the key list KeyList
3. Output the public key pk

Q = (EstablishBank, pks, sk)

1. If (pkp, skp) is not in KeyList, output L
2. Start a bank instance (trans, TempSty)
<+ EstablishBank(pkp, sks, pp)

3. Store the key pair (pkp,sks,) and the
temporary state TempSt, of the bank,
initialise the epoch counter as 1

4. Output trans

Q = (NewUser, pky, sky)

1. If (pku, sku) is not in KeyList, output L
2. Compute (trans, Tempst,) < NewUser
(pks, Pk, sku, pp)

3. Store the key pair (pky,sk,) and the
temporary state TempSt, of the user

4. Output trans

Q = (Deposit, pky, v, epoch)

1. If (pky,sku, TempSt,) is not recorded,
output L

2. Execute this instance of deposit proto-
col (trans, TempSty, TempSt,) < Deposit
(pkb, skb, pku, sku, Stb, Stu, pp, v, epoch)

3. Record the temporary states along with
the transaction (trans, TempSty, TempSt,)
if already not recorded

4. Output trans
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Q = (PaY7 ka7 pkh V/)

1. If pkp, or pks is not in the KeyList,
output L

2.Execute this instance of the pay
protocol for payer p and receiver r.
(TempSt,,, TempSty,) < Pay(pko, sks, pkp,
skp, pkr, TempSt,, TempSty, pp, v, epoch)

3. Record and output the updated tem-
porary states of the user and the bank
(TempSty, TempSty,)

Q = (Withdraw, pky, v)

1. Compute (trans, TempSty, TempSt,) <
Withdraw(pky, sk, Sts, Stu, pp, v, epoch)
2. Output trans

Q = (Commit, epoch)

1. Compute (trans, TempSt;,) < Commit
(pke, skb, St, TempSty, epoch)
2. Output trans

Q = (Contract, trans)

1. Compute (St} {St,, }, TempSt;, { TempSt,})
< Contract({Stu}, {TempSt. }, Sts, TempSts,
trans, pp)

2. Output {St,}, Sti,

Q = (Reveal, pk)

Output the secret key and the state of

the user/bank who owns pk, i.e., output
sky, Sty

Fig. 1. Query Description in Blockchain-based Bank Experiment

will be used in security proofs. Further, we give formal descriptions of the secu-
rity properties in different ledger models. For the game-based security proofs,
we describe the queries in Fig.1 that an adversary can make in the security
experiment. Our security definitions are based on this experiment.

Public Consistent: In our model, an adversary A will submit queries contain-
ing pairs of transactions. Public consistent applies restrictions for the queries
that the adversary can make, with the goal being to prevent adversary from
winning trivially. Informally, public consistent requires that the queries sent by
an adversary A have transactions of matching type that are identical in terms
of publicly-revealed information and the information related to addresses con-
trolled by the adversary A. Apart from public consistent, we also define a leakage
function that captures the amount of information that leaked to the adversary
for every query that the adversary makes.
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Definition 2 (Leakage Function). A4 leakage function Leakage maps a trans-
action to the query information leaked: n «— Leakage(Q)

Definition 3 (Public Consistent). We require the query pairs (Qq, Q1) for
Commit and Pay must be jointly consistent with respect to public information
and A’s view, namely:

— For all the users that the adversary controls (adversary has asked Reveal
query for them), their states in the two banks should be consistent.

— If one of the queries Qo and Qq is not legitimate, the other query will not be
proceeded by the experiment as well.

— The leaked information of Qo and Q1 should be the same, i.e., Leakage(Qp) =

Leakage(Q1)-

3.1 Privacy

Privacy in a privacy-preserving blockchain-based online bank can refer to differ-
ent meanings, ranging from the privacy of balance or identities of transacting
parties to the privacy of transacting amount. Therefore, to capture these privacy
requirements, two main security notions have been defined, transaction indistin-
guishability and ledger indistinguishability. Our preferred notion of transaction
indistinguishability captures privacy at a basic level, where each transaction
reveals no new information about transacting parties’ activity. Ledger indistin-
guishability meanwhile captures the big picture where the ledger reveals no new
information to an adversary beyond the publicly revealed information.

Ledger Indistinguishability. This property states that even in the presence of
an adversary that can adaptively induce honest users to perform PBB operations,
the ledger does not reveal any new information to the adversary except the
publicly available information. Given two PBB scheme oracles OfB8 and OFBB,
and two ledgers Ly and L; constructed by a bounded adversary A using public
consistent blockchain-bank queries to the two oracles, ledger indistinguishability
implies that the adversary A cannot distinguish between Ly and L;.

Ledger indistinguishability is defined by an experiment L-IND, which involves
a polynomial-time adversary A attempting to break a given PBB scheme. Given a
PBB scheme IT, an adversary A and a challenger C, the experiment L-IND(I7, A)
proceeds as follows: First the challenger C samples a random bit b and ini-
tialises two PBB scheme oracles OOP BB and OFBB, maintaining ledgers Ly and L;.
Throughout, the challenger C allows the adversary A to issue queries to OFEB
and OYBB thus controlling the behaviour of honest parties on Ly and L;. Fur-
ther, the challenger C provides the adversary A with the view of both ledgers,
but in a randomized order: Lies := Ly and Lgight := L1—p. The adversary’s goal is
to distinguish whether the view he sees corresponds to (Lieft, Lright) = (Lo, L1),
ie. b =0, or to (Liet, Lright) = (L1,Lo), i.e. b = 1. The formal description is
here [18].

Transaction Indistinguishability. Transaction indistinguishability states
that given two different queries of an adversary, only one of the two queries is
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processed and the ledger is updated with the corresponding transaction. Trans-
action indistinguishability states that the adversary cannot distinguish which
query maps to the recorded transaction. Based on the leakage from the queries
sent by the adversary to the ledger, this property can also indicate other notions
of privacy such as confidential transactions or anonymity of the transacting par-
ties.

Transaction indistinguishability is defined by an experiment T-IND, which
involves a polynomial-time adversary A4 attempting to break a given PBB
scheme. Given a PBB scheme IT and an adversary A, the (probabilistic) exper-
iment T-IND(I1, A) proceeds as follows: The adversary A is allowed to send all
the queries (defined in Fig. 1) except the reveal query for the secret key of the
bank. In the challenge phase, first, the experiment randomly chooses b «— {0,1}.
The adversary is allowed to make multiple challenge queries. For each challenge
query Q = Challenge(Qp, Q1) sent by the adversary A, these two queries
Qo, Q1 leak same information and the experiment only performs @),. At the
end of the challenge phase, the adversary sends commit query Q = Commit
and receives the output trans,. Finally, the adversary outputs a bit ¥’ € {0,1},
and wins the game if ¥’ = b. In this experiment T-IND, the queries sent by the
adversary A during the challenge phase should also be public consistent.

3.2 Security

Following, we describe overdraft safety and balance properties and discuss the
necessity to capture these in a privacy-preserving blockchain-based online bank.

Overdraft Safety. Informally, overdraft safety specifies that an honest user
can withdraw all the balance that he owns in the blockchain. In UTXO based
model, overdraft safety means that an honest user can always spend his unspent
outputs inductively. In an account-based model, it means that an honest user can
withdraw all the balance from his account (using smart contract). This security
requirement prohibits an adversary to withdraw more than what it has since
otherwise there must be an honest user who cannot withdraw all of his balance.

Ezxperiment. Overdraft safety is defined by an experiment Overdraft, which
involves a polynomial-time adversary A attempting to break a given PBB
scheme. We now describe the Overdraft experiment for the PBB system.
Given a PBB scheme IT and an adversary A, the (probabilistic) experiment
Overdraft(Il, A) proceeds as the adversary is capable of sending all the queries
in the experiment that we define in Fig.1. In addition, if the system model
involves a transaction relay entity, the adversary can send Q = Reveal for the
secret key and state of this entity. In the challenge epoch, the adversary wins if
in a certain epoch, there is an honest user who tries and fails to withdraw all his
balance within one epoch.

Balance. This property requires that no bounded adversary A can own more
money than what he minted or received via payments from others. In other
words, adversary A cannot spend more than what he owns. This property states



146 M. Raikwar et al.

that the total balance of honest users should not exceed the total balance of
the system. In case of a UTXO-based system, an adversary A can spend more
money (public unspent outputs) by directly putting a transaction on the ledger
through pouring or by asking honest parties to create such transactions.

Ezperiment. The balance property is formalised by an experiment Balance,
which involves a polynomial-time adversary A attempting to break a given
PBB scheme. Given a PBB scheme IT and adversary A, in the experiment
Balance(II, A), the adversary A adaptively interacts with a challenger C and
produces a set of unspent coins. Given Addr as a set of honest user’s addresses
in ledger L, adversary A wins the game if the total value the adversary can
spend or has spent already is greater than the value it has minted or received
that means Vunspent T VA—Addr > Vmint + VAddr— A-

Note: Security properties such as transaction non-malleability, transaction
unlinkability and transaction untraceablility are not covered in this work.

4 Relation Between T-IND and L-IND

4.1 Transaction Indistinguishability Implies Ledger
Indistinguishability

Theorem 1. If there exists an adversary Atnp that can win the T-IND experi-

ment with advantage Advi&io within runtime t, then there must be an adversary
PBB

B Within run-

BLanp that can win the L-IND experiment with advantage Adv
time essentially t such that

AdvFEB < 2AdvEEB

Atinp Bianp

Proof. The proof is a game among a challenger C__np, an adversary By np and
an adversary At np- BLnp simulates a challenger Ct_np.-

Initialisation. As described in the L-IND experiment, C,np at the beginning
samples a random bit b and initialises two PBB scheme oracles OfB8 and OFBB,
it provides adversary Bi.inp with two ledgers (Lieft, Lright) = (Lo, Li—5). Branp is
expected to distinguish the order of the ledgers.

Query Phase. When Ct_np(BLinp) receives queries from At np, Brnp for-
wards the queries (Q, Q) to OFBB and OFBB respectively. When the ledger Lyef
gets updated by one round, denoted as L{ .4, Ct-inp extracts the new transaction
that is added in the last round, and forwards it back to At np.

Challenge Phase. When C1_np (BL.nD) receives two public consistent challenge
queries Qo, Q1 from At.np, Ct.np forwards queries (Qg, Q1) to oracles OFBB and
OFBB respectively. When the ledger Lies gets updated to L ¢, Crinp extracts
the new transaction and returns it back to At.np-

Response Phase. If At np responds with 0, B np sets the view to be
(Lieft, Lright) = (Lo, L1), otherwise sets the view as (Lief,Lright) = (L1, Lo).
Return the answer to C__nD-
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Analysis. The left ledger contains the transactions corresponding to Ly, so the
transactions returned to At np always correspond to Q. It follows that the
challenger C,np and adversary B np always simulate the challenger Ct.np with
the random bit b. It follows that B jnp guesses the order of the ledgers correctly
exactly as often as At np guesses its challenge bit correctly. The claim follows.

O

4.2 Ledger Indistinguishability Implies Transaction
Indistinguishability

In this section, we prove that ledger indistinguishability implies transaction
indistinguishability. We first construct an adversary At np that only sends one
challenge query from an adversary Amuwit.np that sends multiple (I.) challenge
queries. Then we prove that if there exists an adversary By np that can break
ledger indistinguishability, there must be an adversary Amurit-iInp can break
transaction indistinguishability.

Lemma 1. Let T-IND,;, denote the transaction indistinguishability game in
terms of . challenge queries, and T-IND denote the original transaction indis-
tinguishability game in terms of one challenge query.

If there exists an adversary AT-INDzC that can win T-IND;, game with advan-

tage Advh B

At o, within run time t, there must be an adversary At.np that can

PBB
Atinp

win T-IND game with advantage Adv within run time essentially t such that

AdvPBB < [ .AdVTEB

Atanp,, Atanp
This follows from a standard hybrid argument.

Theorem 2. If there exists an adversary Binp that can win the L-IND game
with advantage AdeEiD within runtime t, then there exists an adversary AT'INDLC
that can win the T-IND;, game in terms of l. challenge queries, with advantage
AdvEE?NDl and within runtime essentially t such that

PBB PBB
AdVBL—IND S 2AdV-AT—INDl .

c

Proof. We consider three hybrid games Hy, H; and Hs involving the adversary
BL.np, and two oracles OSBB and OTBB. The game constructs two ledgers Lg
and L, that the adversary is allowed to see. When the adversary makes a query
(Qo, Q1), the game provides queries to the oracles and records their transactions
on the appropriate ledger. The hybrid Hy gives the query Qg to OFB8 and @ to
OFBB. The hybrid H; gives the query Q to both oracles. The hybrid Ho gives
the query Q1 to OFBB and Q, to OFBB. Denote by ¢;, i € {0, 1,2}, the probability
that the adversary outputs 0 in hybrid H;.

We see that Hg behaves the same as the experiment L-IND with b = 0, while
‘Ho behaves the same as the experiment L-IND with b = 1. Therefore,

AdVPB,B = |€0 - 62| < |60 - 61\ + |e1 — €2|.
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Now we consider two adversaries Ay and A; against T-IND. They run a copy
of Bnp and an oracle OPBB, They construct two ledgers Ly and L; that the
adversary B np is allowed to see. When B np makes a query (Qo,@1), the
adversaries make a query to their own challenge oracle, submit the query Qg
to OPBB and update the ledgers. The adversary .4y makes the challenge query
(Qo, Q1) and appends the result to L1, appending the output of OPEB to L. The
adversary A; makes the challenge query (Q1, Qo) and appends the result to Ly,
appending the output of OPBB to L;. When By np outputs ¥, the adversaries A
and A; output b’. Note, the queries made by each adversary are public consistent.

Denote by &; 3, ¢ € {0,1}, 8 € {0,1}, the probability that the adversary
AL np outputs 0 when A; interacts with a T-IND experiment with b = 3. Then
the advantage of A; is |§; 0 — d;.1].

We see that the adversary Ag interacting with a T-IND experiment with b = 1
behaves exactly as the hybrid Hg, so dp,1 = €. The adversary A interacting with
a T-IND experiment with b = 0 behaves exactly as the adversary A; interacting
with a T-IND experiment with b = 1, which again behaves exactly as Hj, so
d0,0 = 611 = €1. And the adversary A; interacting with a T-IND experiment
with b = 0 behaves exactly as the hybrid Ha, so 619 = €.

Finally, we consider the adversary At.np,, . It samples d <—s{0,1} and runs
Ag and outputs its guess b'. Its advantage is the average advantage of Ay and
A1. The claim follows. a

5 Security Analysis of Monero

Monero is a cryptocurrency based on CryptoNote protocol [17]. Monero uses
ring signature to obfuscate a sender’s address among other users’ addresses. The
value of a user’s transaction is hidden by using the zero-knowledge protocol
Bulletproof. The receiver’s address is a one-time address that cannot be linked.
By these techniques, Monero provides unlinkability among transactions to a
certain extent, enabling the untraceable payment scheme. The idea of Monero
is: An output set O (of size s) of public keys (pk1, pka, . .., pky,) from the existing
public keys of monero users (Uy,Us, ..., U,,) is chosen. A user Uy from the set O
creates a ring signature ¢ on its transaction which can be verified by the set of
public keys. The ring signature o makes the signer U identity indistinguishable
from the users of set O and hence provides the property of plausible deniability.
We present Monero system (algorithms) according to our PBB system as follows.

— Setup The algorithm generates the public parameters pp.

— KeyGen The algorithm takes pp and generates the key pair for users.

— Deposit/Mint The algorithm is run by a miner to generate original coins
(base coins) of value v. It takes pp, the ledger state Sty (similar to Sty in
PBB), and the key pairs of the miner u, outputs a new unspent transaction
and update miner’s temporary state.

(trans, TempSt,) < Deposit(pky, sky, Stue, Stu, pp, V)
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— Pay The protocol is run by a user (payer) p to send transactions to other
users. It takes an anonymity set (a ring): a set of other irrelevant users’ public
keys, the size of the set n, the public key of the receiver r, the key pair of the
payer, the state of the payer, an unspent transaction with amount v’ and the
ledger state Stpc as inputs, it outputs a transaction with its one time output
address, and payer’s temporary state.

(trans, TempSt;,) < Pay(pky, skp, pkr, {pki} 2, Stp, Stoc, pp, V')

— Contract The algorithm takes the public parameters, a trans, the public
state and all users’ states as inputs and then updates all of them.

(Sth, {St,}) « Contract(Stpc, {Sty}, { TempSt, }, trans, pp)

Security Proof Sketch for Monero. Following we first describe the T-IND
experiment customised to the algorithms of Monero, and further we define its
leakage function to capture the privacy of Monero to give the security proofs.

Experiment. T-IND Given a (candidate) PBB scheme IT, an adversary A,
and security parameter A, the (probabilistic) experiment T-IND(II,.A, \) pro-
ceeds as follows. In the query phase, the adversary is capable of sending the
queries for the Monero system to the experiment. In the challenge phase, the
experiment randomly chooses b < {0, 1}, adversary then sends a challenge query
as Q = Challenge(Qo, Q1) where Qg, Q1 leak the some information and the
experiment only performs Q. The adversary gets the output trans,. At the end,
the adversary outputs b’ € {0, 1}. The adversary wins the game if ¥ = b. During
the challenge, the queries sent by the adversary need to be Public Consistent.

Leakage Function. The leakage function of Monero takes the total number N of
available public keys that can be added into a ring signature , all these public
keys {pk;} Y, the size of the ring signature n, and a Q = (Pay, pky, pkr, v) query
as inputs, and outputs a set of public keys that is included in the ring signature.

{pk}j_, < Leakage(Q,N,n, {pki}?il)

We adopt a game-hopping approach.

Experiment Exp,. The same as the T-IND experiment.

Experiment Exp,. The difference between Exp; and Exp, is that Exp; does
not use the sender’s keys to generate the ring signature, instead, it uses a freshly
generated public key in the ring to generate the ring signature on the output
transaction. Due to a ring signature, an adversary is not able to distinguish
which public key is the real signer, Exp; is indistinguishable with Exp,.
Experiment Exp,. The experiment Exp, modifies Exp; by replacing the zero-
knowledge proofs for balances by the simulated zero-knowledge proof using the
Bulletproof SHVZK simulator. Because of the zero-knowledge property of zero-
knowledge proof, the simulated proof reveals no information about the state-
ment, i.e., the balances, thus Exp, is indistinguishable with Exp,. Furthermore,
the soundness property of zero-knowledge proof preserves the overdraft.
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Experiment Exp;. The Exp; modifies Exp, by replacing the one time address
of the output with a randomly generated address, which is irrelevant to the
receiver’s public key. Therefore Expj; is indistinguishable with Exp,.

Balance + QOwverdraft Safety : Given the experiment Balance involving
polynomial-time adversary A and challenger C, the Monero scheme I7 is Balance-
secure, if

Pr[Balance(II, A) = 1] < negl())

We present a proof sketch for the above claim. Monero blockchain involves
certain types of transaction assertions and for which a number of transaction-
related knowledge proofs are implemented. In Monero, each user U has two pairs
of private/public keys. The first key pair is the view key pair (k¥, K) that allows
a user to view the transactions directed to him/her. The other pair is spend key
pair (k°, K°) that allows the user to spend his/her coins. For each transaction
tx, a sender first chooses a random number r and generates a One Time Address
(OTA) K° using r and the receiver’s public keys (view and spend keys). The
sender sends the K° along with transaction public key PK;, to the network.
The transaction public key PKy, = rG, where G is the base point in the elliptic
curve. Further, the OTA is recorded in the blockchain.

We say the Monero ledger is balanced if the following conditions hold. In
other words at anytime, it is possible to check any user’s transaction history by
verifying its incoming and outgoing transactions along with its unspent outputs.

— For each valid Pay transaction ¢tz directed to a user U (receiver), U can always
verify tx by creating a new OTA and by matching it with the OTA created by
the sender. To prove the ownership of incoming transaction ¢z, the receiver
U proves the knowledge of £V in K¥ and with the combination of transaction
public key rG, proves the knowledge of k¥ xrG = r K. A verifier having r K"
can check that the OTA is owned by the receiver’s address.

— For each valid Pay transaction tz made by a user U (sender), U can verify
tx by creating a valid key image for the owned output conditioning the key
image has not appeared in the blockchain before. To prove this to a verifier,
the sender U provides r K" to the verifier and proves that it corresponds with
the transaction public key G and the receiver’s address.

— For each valid address owned by a user U, the user can always verify to others
that the provided address contains a minimum balance. To do that, the user
creates key images for the unspent outputs conditioning the key images that
have not appeared in the blockchain.

6 Conclusion

Privacy-preserving cryptocurrency systems should ensure the security properties
of their systems. Despite having many such systems, there is no unified model to
ensure or formalise the security of these systems. This paper attempts to create
a general model referred to as a privacy-preserving blockchain-based bank that
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can be used to prove the security of privacy-preserving cryptocurrency systems.
We presented the privacy properties of these systems and also the properties
related to the integrity of these systems. Further, to show the usefulness of our
model, we analysed the security of Monero system using our model. More details
such as security analysis of Zcash, discussion of different security properties and
their relationships with each other can be found in the full version of the paper.
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