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Abstract. In the ISO definitions of usability, user satisfaction is spec-
ified as an element and effectiveness and efficiency. Jakob Nielsen, who
is well known for his work on usability in web and UI design, defines
satisfaction as one of the five qualitative elements in usability. Whitten
and Tygar’s paper, one of the earliest usability studies on usable security,
also includes “sufficiently comfortable” as one of the usability definitions
for security, which relates to user satisfaction. Although many usable
security researches have been conducted and usability evaluations of the
proposed methods have been done, most of them have mainly evaluated
the effectiveness and efficiency of the proposed methods, and there is
a possibility that satisfaction or comfort has not been sufficiently eval-
uated. Therefore, this paper investigates how satisfaction or comfort is
evaluated in usable security research and discusses the results.

Keywords: User acceptance of security and privacy technologies ·
Usable Security and Privacy

1 Introduction

As cybersecurity, privacy, and trust (CPT) technologies continue to develop, one
of the most critical research issues is users’ appropriate use of these technologies.
Human Computer Interaction (HCI) is the technology that can contribute most
to solving this problem. The relationship between HCI and CPT has been the
subject of much academic discussion in the usability of CPT technologies, i.e.,
usable security and privacy (USP). The USP field, which Whitten and Tygar
pioneered in 1999 [1], has expanded over the past 20 years into the academic
field of CPT. Many sessions at USENIX Security, one of the most challenging
international conferences in CPT, have been devoted to discussing the human
aspect.

ISO defines the usability of software and systems [2]. Jacobsen’s ten princi-
ples are well known for web and UI usability [3]. However, there is no common
definition of USP meant to the best of our knowledge. However, if security and
privacy are one of the non-functional requirements of software and systems, and
c© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023
A. Moallem (Ed.): HCII 2023, LNCS 14045, pp. 78–89, 2023.
https://doi.org/10.1007/978-3-031-35822-7_6

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-35822-7_6&domain=pdf
https://doi.org/10.1007/978-3-031-35822-7_6


(I Can’t Get No) Satisfaction 79

if the USP is an attempt to improve the usability of security and privacy, then
the elements listed in those usability definitions may be familiar to the USP. If we
look at the ISO definition, three elements make up usability: effectiveness, effi-
ciency, and satisfaction. Of these three elements, “effectiveness” and “efficiency”
have been the main focus of evaluation in USP research. But what about the
remaining factor, “satisfaction”? It is difficult to say that this has been the focus
of the discussion.

For example, a study by Felt et al. on the display of icons indicating the
status of certificates in browsers evaluated usability by questionnaires asking
whether participants felt safe or not and the difference in their behavior due to
the difference in icons and wording [4]. However, the level of satisfaction with
using the icons and wording has not been investigated. In the same way, in the
study on the display of certificate errors in browsers [5], effective display using
colors and wording was discussed and evaluated, and the results were shared
widely, and technology was proposed that has become the mainstream of modern
browsers, but again, there was no survey on the level of satisfaction with the use
of colors and wording.

Let us focus on one of the most successful studies in USP research, the
study of password management. Tan et al.’s study [6], the most recent and
comprehensive work in the field, surveyed items such as fun and annoyance but
did not discuss satisfaction in terms of these items in the paper.

Therefore, the following two research questions were raised in this paper.

RQ1: Has satisfaction been sufficiently discussed in the past USP studies?
RQ2: Can satisfaction be a component of USP?

To answer RQ1, we first surveyed past USP papers to determine whether
satisfaction with the proposed methodologies was surveyed in those papers or
whether satisfaction was on the agenda when discussing the surveyed content.
As a result of surveying 53 papers in SOUPS 2019 and 2020, 47 papers had
usability evaluations, and 6 of them were surveyed and discussed under the title
of satisfaction.

Next, we also surveyed the evaluation criteria for USPs that have been pro-
posed and used to date to see if any of them had criteria for satisfaction. After
surveying the seven evaluation criteria, we found that none directly incorporated
satisfaction into the evaluation criteria. At the same time, a few incorporated
factors that can be said to be similar to satisfaction into the criteria.

Based on these results, we discussed RQ2. It is interesting to note that the
results of RQ1 did not directly cite “satisfaction” as a criterion for survey and
evaluation, but at the same time, the USP technologies were surveyed using
keywords such as annoying, difficulty, and frustration. This result is fascinating.
CPT technology is not the original purpose of the system or software but the
technology that supports the execution of that purpose. It has been pointed out
that CPT technologies sometimes have a negative impact on user interaction
with the original purpose of the technology, so in evaluating the USP technolo-
gies, the USP researchers wanted to show that the negativity had been reduced
or eliminated.
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According to the above results, “No” was obtained for RQ1, and no clear
answer was obtained for RQ2. Then, a new research question was clarified, “Is the
impact of CPT technology on users as HCI only negative? Is there any positive
impact?” This new RQ could be central to HCI-CPT. These possibilities will be
discussed further in the paper.

2 Components of Usability

The definition of usability in ISO 9241-11 [2] is “extent to which a system,
product or service can be used by specified users to achieve specified goals with
effectiveness, satisfaction” is an element of usability. It indicates that “Satisfac-
tion” is an element of usability. The same document states that Satisfaction is
the “extent to which the user’s physical, cognitive and emotional responses that
result from the use of a system, product or service meet the user’s needs and
expectations.”

Jakob Nielsen, an authority on the usability of websites and information
systems, stated in his book that usability comprises the following five attributes
[3].

– Learnablity
– Efficiency
– Memorability
– Errors
– Satisfaction

One of which is Satisfaction. He described it as “The system should be pleas-
ant to use, so that users are subjectively satisfied when using it; they like it.”.

In the context of usable security, Whitten and Tygar identified the following
four usability requirements for security software in 1999 [1].

– are reliably made aware of the security tasks they need to perform
– are able to figure out how to successfully perform those tasks
– don’t make dangerous errors
– are sufficiently comfortable with the interface to continue using it

The last of the four listed above is “are sufficiently comfortable with the
interface to continue using it”, and the keyword ’comfortable’ is mentioned.

They further stated that.

If an average user of email feels the need for privacy and authentication,
and acquires PGP with that purpose in mind, will PGP’s current design
allow that person to realize what needs to be done, figure out how to do it,
and avoid dangerous errors, without becoming so frustrated that he or she
decides to give up on using PGP after all?

– Whitten, Tygar [1]
They, therefore, noted the existence of frustration, which is a subjective factor

as opposed to time performance or accuracy. Their research is arguably the
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paper pioneered in the USP field and still contains several important research
factors. The same applies to ’satisfaction,’ the factor we focus on in this paper.
Unfortunately, their user experiments did not evaluate subjective factors such
as satisfaction.

3 Usability Evaluation Item Survey

The System Usability Scale (SUS) is often used in questionnaire surveys in
usable security research. SUS is a 10-item questionnaire in which each question
is answered on a 5-point Likert chart. The results are scored on a 0–100 scale [7].
The survey items include whether the user wants to use the system frequently,
whether it is easy to use, and whether it is not unnecessarily complicated, but
there are no items that directly ask about satisfaction.

There are several other common questionnaire items in the HCI field to eval-
uate usability, validity, and reliability. QUIS (Questionnaire for User Interface
Satisfaction) by Chin et al. is a UI-focused questionnaire that includes satisfac-
tion in its title [8]. In the QUIS, frustrating and satisfying were listed as opposing
factors in one of the 10-point scales of the overall reaction to the software. The
questionnaire asked the respondents which of the two they felt more satisfied
with.

In the Computer System Usability Questionnaire (CSUQ) by Lewis [9] , two
of the 19 items are related to satisfaction. The first and last questions are unique
in that they each ask about the overall satisfaction of the system. On the other
hand, the 100-item Purdue Usability Testing Questionnaire (PUTQ) did not
include satisfaction or items related to it, probably because many of the questions
were about the specific operation of the system rather than about general feelings
[10]. The PHUE (Practical Heuristics for Usability Evaluation) by Perlman also
asked questions about specific behaviors, etc., and did not include items on
satisfaction or related topics [11].

A questionnaire designed explicitly for usable security research is the SeBIS
(Security Behavior Intentions Scale) by Egelman et al. [12]. This is not a usability
questionnaire but a questionnaire to measure the security behavior of end-users.
Therefore, the questionnaire did not ask about the usability of specific technolo-
gies, and there was no item asking about the level of satisfaction. The SA-6 by
Faklaris et al. was also a questionnaire to measure users’ security awareness, but
not usability or satisfaction [13]. The UPSP (Users’ Perceived systems’ Privacy)
by Ayalon et al. measures users’ perceptions of system privacy and does not ask
about usability or satisfaction [14].

4 Satisfaction Survey in Usable Security Research

Have any satisfaction surveys been conducted in the previous usable security and
privacy research? In this section, previous papers are surveyed to show whether
and what satisfaction surveys have been conducted.
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Table 1. User experimental method classification in SOUPS 2019 and SOUPS 2020

User Study Type Num. of Papers Papers

Interview 27 [16,17,20,23–25,28,31–
35,38,41,42,45,53,56–61,63,65–67]

Survey 24 [15,21,22,29,34–37,40,43,44,46–64]

(no user study) 6 [18,19,39,52,54,62]

SUS 2 [17,51]

Observation 2 [26,30]

Focus Group 1 [23]

Heuristic Walkthrough/
Cognitive Walkthroughj

1 [27]

4.1 Survey Method

The survey covers the international conference SOUPS 2019 and 2020, and 53
papers were surveyed.

The evaluation part of each paper was focused on. First, it was checked
whether surveys such as interviews or questionnaires were conducted. If a survey
was conducted, the content of the survey was checked to see if it included items
or references to satisfaction. In the research on usable security and privacy, in
addition to the research that proposes technologies to make it usable, there are
many researches on the survey method itself, such as SeBIS and SA-6 mentioned
above, and researches on the principles of user behavior that are the background
of technological proposals.

4.2 Result

As a result of the survey, among the papers surveyed, there were 47 papers
in which evaluation was conducted by user experiments [15–17,20–38,40–51,53,
55–61,63–67]. Among them, six papers were identified as having a satisfaction
survey [17,21,37,59,60,65]. The questionnaire using SUS was not counted as a
satisfaction survey.

Although not directly in line with the objectives of this study, Table 1 shows
how users were evaluated in each study, as it is valuable as a trend in USP
research.

Among the papers that evaluated satisfaction, Kitkowska et al. analyzed the
survey results to find that the proposed method contributed to user satisfaction
in evaluating the visual design of privacy notices [37].

In Pearman et al.’s survey on password managers, they interviewed partici-
pants about their satisfaction/dissatisfaction with current methods of password
management, and several responses were discussed [59].

As for the others, one of the three questionnaires only included a brief
satisfaction-related question, and any mention of the results was limited to sim-
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ply stating the results and not discussing them in-depth [21]. The other two were
indicated in the questionnaire but were not mentioned in the text [17,65].

In many of the papers, there was no satisfaction survey. On the other hand,
there were many papers where the purpose of the research was not to evaluate the
usability of technology or software but to investigate user behavior and aware-
ness of various security/privacy-related events. In such papers, the evaluation of
satisfaction may be out of scope.

5 Discussion

In Whitten and Tygar’s paper, comfort is listed as one of the definitions, but
in the section that corresponds to the Research Question, they state “If an
average user of email feels the need for privacy and authentication, and acquires
PGP with that purpose in mind, will PGP’s current design allow that person
to realize what needs to be done, figure out how to do it, and avoid dangerous
errors, without becoming so frustrated that he or she decides to give up on using
PGP after all?.” Moreover, use the word “frustrated” rather than referring to
comfort, suggesting that they believe that satisfaction and comfort with security
technology are “no/low.” If an average email user feels the same as the average
user of email, it is because they are dissatisfied.

Even in papers that do not have a direct questionnaire on satisfaction, many
items ask about Difficulty and Annoying, indicating that researchers in usable
security and privacy tend to do so, although there is no unified opinion.

It cannot be denied that even in studies where satisfaction can be investi-
gated, some have not been investigated. And may decrease in terms of satis-
faction while increasing effectiveness and efficiency. In some studies, there were
questionnaire items regarding satisfaction, but the results did not mention it
[6,17]. In these studies, it is possible that there was no statistically significant
difference or that there was a significant difference in the lower satisfaction level
that was not mentioned.

6 Conclusion

In addition to the fact that there is room for re-evaluation of existing research
with satisfaction evaluation as part of Replication Work, the question “Is satis-
faction evaluation vital in usable security research?

To clarify the question, “If there are a group of elements that con-
stitute usable security, are satisfaction and comfort included in the
elements?” and “Can we consider satisfaction and comfort to be syn-
onymous with dissatisfaction and annoyance?” These are new questions
in this field. These questions may be considered new research questions in this
field for further study.
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