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Abstract. With the wide adoption of smart home devices, users are concerned
with what sensitive data these devices may be collecting and what that data may
be used for. This paper proposes a way to reduce the level of dis-trust between the
end-users and the companies that offer smart home hard-ware and/or personalised
software services by allowing end-users to retain an optimal degree of control over
their personal data (such as voice and video recordings) which is typically collected
by the service provider and stored on the service provider’s cloud platform.
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1 Introduction

The Internet of Things (IoT) refers to physical devices that are connected to the Internet
[1]. According to statista.com, the number of devices connected to the Internet in a typical
United States home stands at an average of 10.37 devices in the year 2020. The list of
devices includes but is not limited to mobile phones, computers, tablets, televisions and
television smart boxes, video game consoles, smart speakers, smartwatches, and virtual
reality devices [2]. These smart devices create, analyze, and store an abundance of user
data in order to provide what the service providers deem the best possible end-user
experience [3].

The creation of smart home devices that are capable of learning and processing infor-
mation as close to human capacity is one of the core ambitions of Artificial Intelligence
(AI) and Machine Learning (ML). To achieve this aspiration, AI and ML have had to
make progress in numerous domains, with the aforementioned connected devices lever-
aging advancements such as object recognition, image processing, speech recognition,
robotics, and natural language processing to learn and understand the environments they
are designed to function in [4].

To train and perfect these Al concepts, one requires a considerable amount of data
for training and testing purposes. Smart home industry giants such as Amazon, Google,
and Apple all boast devices designed to make the lives of their end-users simpler and
more efficient through smart assistance, a feat only achievable when the various Al
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technologies have the means to learn the habits, traits, likes, and dislikes of the user.
This effectively equates to the need to collect data about the user for the smart devices
to continuously improve in how they do their job [4].

The issue identified with the creation, processing, and collection of user data is
mainly in how this data is collected, who has access to this data, and for what purpose is
the data collected. For owners of smart home devices such as a Google Home product, an
Amazon Alexa-enabled product, or an Apple Home- Kit device, there exists the privacy
concern that said devices are listening and constantly creating, processing, and sending
data back to the manufacturer for different reasons [5].

This research topic is a by-product of a research Master’s focused on Context- Driven
Authentication in which users’ physical access patterns were extracted and applied in
the decision-making powering an alternative to the existing two- factor authentication
mechanism in place [6]. Surveying related literature, it is clear that many researchers
have realized that the advancements in Al or any smart or learning system depend largely
on the availability of a large number of input data, without which, would prove difficult
to determine the future or success of Al projects [4, 6].

This paper proposes a multi-tier, privacy-orientated distributed data storage model,
that will allow users who do not wish to share data with the service provider to do so
for a fee. The approach is multi-tier, meaning users should be allowed to customize
their sharing of information with service providers according to their privacy appetite.
The multi-tier approach should increase the level of trust between end users and service
providers, whilst increasing the adoption of smart home devices.

The rest of this paper is therefore structured as follows: Sect. 2 unpacks the objectives
of this paper, followed by a discussion of the necessary background in Sect. 3 in the
form of related work and a literature study. Section 4 then details the reasons behind
user data collection while Sect. 5 discusses the legal approaches to solving user privacy
issues. Finally, the proposed solution is presented in Sect. 6 before concluding the paper
in Sect. 7.

2 Objective

The collection of user data by smart home companies is a problem for all users of smart
home devices, regardless of the user’s knowledge of Information Technology. This is
because while data collected by a single device may be inconsequential, the combination
of data collected by several devices can potentially expose patterns about the end-user
[7].

The objective of the paper is thus to develop a framework that not only strikes an
appropriate balance between allowing the end-user to retain control of the data being
collected by smart devices, and the ability for the smart device to collect sufficient user
data to function optimally; but serves as a viable solution to decreasing the level of
distrust between end-users and smart home companies. To achieve this, the following
section provides the necessary context by providing the background into the underlying
problem.
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3 Background

In 1984, the American Association of house builders officially announced the first version
of a smart home. The term “Smart Home” is not restricted to the home, and it has a broader
meaning that encompasses any technological environment, including smart cities and
smart factories [3, 8, 9].

A smart home is defined as a cyber-physical system built on the IoT, computers, and
smart appliances, along with human interactions through communication networks and
the Internet [8, 9]. These devices typically communicate with each other and the service
provider servers over the Internet via Wi-Fi [10].

3.1 Internet of Things

The architecture of [oT is as layered as follows [1, 11]:

. Physical devices and controllers
. Connectivity

. Edge computing

. Data accumulation

. Data abstraction

. Application

. Collaboration and processes

~N N W

Developed by the IoT World Forum in October of 2014 [11], the above architectural
layers provide a common framework for the deployment of an IoT solution, with data in
such a setup typically bidirectional in nature [12]. This research focuses on the 4th layer
where data collected by the physical layer is stored, analyzed, and processed, before
being made available to the other layers [3].

Currently, there are two ways to store data collected by the physical layer. The data
can be stored and processed, either locally, or on the cloud. When it comes to cloud
storage, the data can be stored on a public cloud, a private cloud, or using a hybrid
approach with cloud storage [5, 13].

Industry-leading organizations typically prefer storing data using the private cloud
approach [5] as this grants the organization complete control over the data and it is not
publicly accessible. Under such an arrangement, the organization can set up any security
management and day-to-day operation internally. Where third parties access the data,
this is generally done through a service level agreement (SLA) contract which typically
stipulates what rights the third party has to the data.

One of I0T’s security and privacy issues is that end-users are not always aware of
the data that the physical layer devices collect [14]. Since the data collected is stored on
the organization’s private cloud, it is often not possible to see what data the organization
is collecting, or for how long it will be kept. As a result, the role of user privacy in IoT
has remained largely unexplored in IoT, more so in a smart home context [3].

IoT is a relatively new field in the Information technology space. Much re- search
has been done on the privacy and security issues that come with IoT on all of the various
layers. However, solutions that are concerned with the use and access of data stored
in the data accumulation layer are scarce. In the data accumulation layer, research on
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privacy and security is conducted mainly to ensure that nodes only have access to the
data when authenticated and authorized to do so [15]. Mainly the research done looks
at security threats such as a denial- of-service attack or a man-in-the-middle attack [11,
12, 16]. These vulnerabilities have more to do with the architecture of the IoT solution,
keeping the data secure within the system.

3.2 User Concerns

The collection of personal data combined with the increased number of Internet- con-
nected devices exposes the user to privacy and security risks. Furthermore, the data col-
lected is generally processed and analyzed by the service provider offsite and not locally
within the device containing the data. This fear of privacy risk adds to the potential
barrier to adopting smart home devices [3].

Due to the increase in devices and sensors collecting data, there is a need to find
an increasingly accurate method of measuring information privacy concerns [11, 15].
While smart home devices are meant to make life easier, they do come at a price. Several
reports have shown that the convenience of smart home devices comes at the expense of
privacy and cyber security [17]. According to an ADT consumer privacy survey, about
93% of consumers with smart devices in their homes are concerned about how the service
providers use and share user data. Respondents say that smart home companies need to
take measures to protect their personal data [17, 18].

Consumer concerns go beyond the protection of their personal data and what these
companies do with that data. Consumers are afraid of unauthorized data collection and
the sharing of their data with third parties. These concerns are over and above the threat
of hackers gaining access to these data vaults and using the data stored there for nefarious
purposes [17].

Hackers aside, smart home devices are capable of collecting so much information
and have so many capabilities. It becomes very difficult to know what information is
being collected by the service provider and with whom the service provider shares
that information. Furthermore, it can be difficult for the user to know when a device
is collecting data or when that specific feature is turned off. In essence, the only time
anyone can know for certain that the device is not collecting information is when the
device is currently not powered on [17, 18].

The recent uptake in smart home devices has ushered in several new service providers
and brands that come onto the market at relatively lower prices as compared to the main-
stream smart home service providers. These brands typically hit lower price points for
their hardware because they prioritize convenience above privacy, exposing the end-user
to a heightened degree of risk [18]. A re- cent example of new smart home service
providers taking shortcuts to penetrate the market is Wyze, a company that sells inex-
pensive smart home cameras. It has recently come to light that Wyze knew for several
years that hackers could remotely access its camera feeds, but said nothing to customers
[19].

Despite such a concern, most service providers do allow their users to determine
what data is collected by smart devices. The power to determine what data is collected
is typically found in the permission settings of the smart device. With this, a user can
deny permissions that they deem to be too intrusive. However, restricting the device’s
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access to certain data may result in the device not working to its full potential. Another
concern is that most such permission settings are set to some default that may or may
not favour a more data-driven gathering profile. To counter this, the user is then expected
to follow additional, sometimes cumbersome steps to deactivate permissions for a more
liberal and relaxed data gathering profile [17].

3.3 Terms and Conditions

One of the consumer issues highlighted in the ADT survey is the fact that 40% of
the respondents admitted that they do not feel knowledgeable about privacy, and this
issue is made worse by the terms and conditions put up by the service providers. These
documents, along with the transparency reports, tend to be lengthy, typically written
using technical and legal jargon, which a normal person may not necessarily understand
[20, 21]. One approach that can be viewed as a step in the right direction of addressing
the legal information overload and making it more accessible to the typical user, has
been employed by Apple, making use of pop-up prompts that inform the user to opt-in
to a service, and explaining what the purpose of that service is and how it works.

The data collected by smart devices, the purpose of the data collection, the duration
of the data storage, along with third parties with whom this data will be shared are
usually buried in these terms and conditions. There are typically no alternative routes or
agreements that can be made with the service provider unless the product is a business
or enterprise version [17]. Companies like Apple, for example, have since identified that
certain data collecting and sharing permissions should not be set by default. With their
i0S 14.5 update, Apple’s mobile operating system has introduced a pop-up that asks
108 users to opt-in to the tracking of their activities within each individual app [22].

To understand why smart home companies go to such lengths to collect user data, one
should look at the reasons that drive data collection and data sharing among companies.

4 Why is Data Collected?

One of the reasons why smart home companies or anyone interested in building a learning
system needs to collect data is simply to make the system better at what it is designed
to do, the better the system is, the more potential to make money.

4.1 Making Money

In 2007, it was estimated that the global market for smart home services was about
$38.50 billion. This forecast is set to increase to an estimated $125.07 billion by 2023.
At this point, the global market penetration will be at an estimated 19.5% [11], with
a large number of devices and appliances following a one-time purchase transactional
revenue model.

Such a revenue model is however something of a misnomer - rather than only benefit
from the proceeds of the sale of the device alone [23], vendors are also potentially
capable of tapping into additional revenue models once the user connects their device to
the Internet and is presented with a bevy of subscription services. Some vendors may, for
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example, opt to supplement the one-time purchase revenue with an advertisement-based
revenue model [23, 24].

Adpvertisement-based revenue models typically include sharing user data with third
parties. In this way, information that contributes to building up customer profiles of the
end-users could be collected, opening the user up to targeted advertisements [24].

4.2 Improving the Service

In general, smart devices that are designed to learn about their end-users tend to improve
their functionality the more they are used. It would therefore be beneficial for smart
devices that are already deployed in a household to share what it already knows of
the inhabitants’ habits with newly-introduced smart home devices to provide an overall
smart home experience that is consistent and capable of providing smart assistance [25].

Such anotion is notnovel - in 2017, iRobot, a smart home company that manufactures
smart cleaning robots admitted that they were considering sharing the floor plan data
collected by their smart vacuums with companies such as Google and Amazon. The
reason behind this, as said by the CEO of iRobot, was for these companies to develop
and provide products and services that would be suited to the end-users’ home [23].

Such sharing of users’ information is a contentious topic - the problem lies in the fact
that service providers are generally not very transparent with their customers concerning
what they do with the customer’s personal information. This problem is particularly
problematic given that service providers appear to be operating in a lawless territory,
with most cases bringing scandalous and non- ethical behaviors of the service providers
to light while the law appears to have no way of dealing with it [20].

S A Legal Approach

Another concern linked to the opaque nature of how smart devices share personal data
is linked to elements of government spying through the use of in-home cameras and
smart speakers [26]. Although the more established smart home service providers (such
as Apple, Amazon, Facebook, and Google) have indicated that they disclose when and
if governments demand customer data in their transparency reports, the process is not
always satisfactory. Apple, for ex- ample, claims that because the data they turn over is
anonymized, there is no need to disclose or report with whom the data is shared with [26].
The argument is that Since the data is stored on the cloud, law enforcement agencies, and
government agencies are lawfully able to request the data from these service providers
if they believe this data could assist in a criminal investigation [17].

To address such concerns, several governments have created regulations and policies
that are aimed at assisting smart home service providers in reassuring their customers
that their data is not at risk. These policies include The EU General Data Protection
(GDPR), the California Consumer Privacy Act (CCPA), and in South Africa, the Protec-
tion of Personal Information Act (POPIA) [20, 21]. Such initiatives have, however, not
necessarily lived up to their expectations as some of the minimal laws contain ambiguous
provisions that tend to blur and complicate data protection issues [17].
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It has been estimated that the law is typically about five years behind developing
technologies [20]. One reason legislation is not the solution to technological problems
is that it is difficult and often impossible for technology industry leaders, not to mention
the government and lawmakers, to predict new technologies before they emerge. This
leaves the law to constantly play a game of catch-up after the fact [20]. In South Africa,
POPIA assented in parliament on the 19th of November 2013 but only commenced on
the first of July 2020, with the expectation of compliance one-year later [21]. Given
the slow turn of the law, it is clear that technological problems cannot be solved by
legislation alone. Rather, technological solutions to technological problems should be a
more realistic approach [20].

6 A Technical Approach

With smart home devices as established as they currently are, any solution aimed at
identifying an optimal middle ground between privacy concerns and functionality should
build on the use of existing technology and methods that are already established. One
aspect that should be considered is the fact that later iterations of smart home devices
are getting smarter, with increased capacity for local storage (local data abstraction
according to the IoT architecture) [1]. This allows for service providers such as Amazon
to shift the processing of user data to its local environment. In this way, the smart device
is potentially capable of processing commands and building up the user’s profile without
ever having to connect to the Internet [27]. Such an approach will however lead to an
increase in manufacturing costs as such offline-capable devices must have the hardware
specifications that ensure it is capable of performing the computations independently.

Local
Storage

(R

Internet
Alexa enabled Connection Amazon

device Server

Fig. 1. Architecture of the proposed framework

Figure 1 illustrates the proposed framework. Using Amazon as the example, the
framework should ideally work for different smart home service providers and their
platforms. Ideally, all devices will have access to a local storage facility, where all the
collected data will be stored. Each service provider’s devices should be linked to their
own service provider shared storage facility. In other words, all devices from a particular
service provider will have access to the same storage facility. This decision is based
on the fact that not all service providers need the same data for their devices, and in
instances where the data may be the same, the processing could be different.

Within each local storage facility, there should be permissions that are in the control
of the end-user. In this way, end-users should have the ability to grant access to service
providers, determine the level of access, and duration of that access, as well as the power
to revoke access to personal data. The storage facility should ideally restrict any party
from copying or modifying the data stored for data accuracy reasons.
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Devices in the same household should be able to communicate over a local network
and share data if needed and if the end-user permits such action to be taken. The smart
device will still be connected to other devices but not directly to the Internet. Thus, any
data that is to be transferred to the service provider will have to first be authorized by
the end-user.

Different users tend to have different thresholds and appetites for various things,
and privacy is no exception. This research categorizes end-users into three different
categories, with room for other categories to exist in between, depending on the need
for granularity. The three categories can be described as follows:

Overly Concerned with all User Data: Users should be allowed to share little to
no information with the service provider. In this scenario, all data should be created,
processed, and stored locally. Because service providers make money from the data they
collect, the user should be comfortable moving from an advertisement-based secondary
revenue model to a monthly service subscription or a higher one-time purchase price.
The user also needs to acknowledge that some of the functions of the device may not
be fully operational due to the limitations of sharing little or no data with the service
provider.

Moderately Concerned with Some User Data: Users should be allowed to use parts
of the software that they are comfortable with while leaving out and not agreeing to
parts they feel are too invasive. In this category, the user should be allowed to choose
what information they are comfortable sharing with the service provider. Based on the
number of data points the two parties are in agreement with, a monthly subscription for
the omitted data could be arranged.

Not Concerned with User Data at All: For security and general awareness concerns,
the user should at least be made aware of what information is being collected from them
and for what reason. This information should be put in layman’s terms and be easy to
understand.

Regardless of the category of user, they should not be bombarded with all the terms
and conditions when they install an app or buy a new smart home device. The setup
should be quick and easy, with each level or feature of the software educating the user
on what that feature requires from the user and what granting the feature access to the
requirements means for the end-user.

7 Conclusion

This paper looked at the processing and storage of user data created by smart home
devices, highlighting that advancements in IoT, AI, and ML have relied on the availability
of data for improvements while noting the issues related to user data collection by service
providers. Related work in this field was examined, leading to the conclusion that there
is a lack of literature in the field of IoT with an emphasis on smart homes and user data
storage.

An alternative approach to storing user data, which follows a distributed data storage
model, is proposed. This approach would make it possible to bridge the gap between
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upholding user privacy and the need for access to personal data to provide the convenience
of smart home devices.
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