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Abstract 

With the development of the use of information technol-
ogy, the digital divide (gap) between different social 
groups is spreading. As a rule, the victims of the digital 
divide are the older people and migrants. The paper 
analyzes and develops proposals for reducing the digital 
divide as a mechanism for ensuring sustainable economic 
and social development. The research object is public 
relations in the field of providing access to information, 
regardless of access to digital technologies. The authors 
identified the main directions for reducing the digital 
divide: providing citizens with access to the Internet as 
one of the basic human rights and the use of public-private 
partnerships and tax mechanisms to stimulate access to the 
Internet. The key research methods include analysis, syn-
thesis, and comparative legal and statistical methods. The 
author’s positions and scientific schools in the field of 
information technology regulation are being studied. In 
conclusion, the authors substantiated the necessity of 
developing a methodology for reducing the digital divide 
as a mechanism for ensuring sustainable economic and 
social development of Russia, as well as maintaining a 
balance between reducing the digital divide and combat-
ing digital slavery by countering the threats of information 
subordination of the Internet user. 
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1 Introduction 

In the conditions of the information society, the digital divide 
(gap) is aggravated—the lack of equal opportunities for all 
citizens to access information and electronic services. On 
June 11, 2020, UN Secretary-General António Guterres, at 
the General Assembly, dedicated to the role of new 
technologies in achieving the Sustainable Development 
Goals, noted that under the influence of the COVID-19 
pandemic, it becomes vital to receive reliable and timely 
information about the infection. However, the digital divide 
does not provide the same opportunities for people to access 
the Internet (Guterres, 2020). Thus, along with economic and 
social inequality, it is precisely digital technologies that come 
to the fore. Simultaneously, the digital divide is observed 
between different countries and citizens of the same country. 

On the one hand, the Internet is necessary to obtain the 
necessary services. One of the first international acts adopted 
in the field of determining the right to access the Internet was 
the Okinawa Charter of the Global Information Society, 
which was adopted in 2000. According to paragraph 9 of 
this Charter, countries should strive to ensure that every 
person has access to the Internet. Paragraph 10 of the Charter 
determines that a key component of the strategy should be a 
continuous movement towards universal access for all (Pres-
idential Executive Office, 2000). For example, according to 
the Federal State Statistics Service of the Russian Federation, 
only 80% of households in Russia had access to the Internet 
in 2020, of which only 65.9% from a personal computer 
(including a phone or tablet) (Federal State Statistics Service 
of the Russian Federation, 2020). 

On the other hand, a person becomes a hostage to the 
situation and is forced to use information and telecommuni-
cation networks to receive information, government services, 
and, in the pandemic conditions, food and medical services. 
The phenomenon in which a person is deprived of the oppor-
tunity to choose whether to use information technology in 
their daily lives or not has been called “digital slavery.” Over
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the past 20 years, this concept has been transformed from the 
mandatory use of information technology (the imposition of 
electronic services) to the exploitation of information about 
an Internet user and the violation of human rights to paid 
work. Additionally, the Internet space becomes an additional 
threat to a person’s information and economic security. 
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2 Materials and Methods 

The authors applied various research methods, including the 
analysis of the negative consequences of the deepening of the 
digital divide and state policy approaches aimed at providing 
citizens with access to the Internet in the framework of 
achieving sustainable development goals, as well as synthesis 
(generalization) of foreign and Russian experience in the field 
of combating digital slavery. 

The authors analyzed articles, monographs, and 
dissertations related to the legal regulation of relations on 
the Internet, theories of digital slavery, and the digitalization 
of public finance. 

The scientific contribution to the study of the legal regula-
tion of relations on the Internet was made by Azizov (2016), 
Baturin (1991), Tedeev (2007), Khabrieva (2018), Petrova 
et al. (2021), and others. 

Dobrinskaya and Martynenko (2021), Belyaczkaya and 
Kniazkova (2018), Norris (2001), and others work on the 
issue of digital inequality (gap). 

The theory of digital slavery is described by Rogerson and 
Rogerson (2007), Professor Emeritus of Computer Ethics and 
former Director of the Center for Computing and Social 
Responsibility at De Montfort University; Dennis Snower 
(2018), Professor at the Hertie School of Government 
(Berlin), Senior Fellow, Blavatnik School of Government, 
University of Oxford, President of the Global Solutions 
Initiative. 

The issues of digitalization of the tax and financial sphere 
are analyzed in scientific studies by Tsindeliani et al. (2019), 
(Povetkina et al. (2020), Povetkina et al. (2018), Matytsin 
(2021), Zueva et al. (2021). 

3 Results 

3.1 The Right to Access the Internet 

We should agree with R. A. Klychev, who draws attention to 
the fact that the current state of the information society in 
Russia and the content of strategic documents that determine 
its development allows us to talk about the right to access the 
Internet as one of the fundamental rights of a citizen in the 
Russian Federation (Klychev, 2020). However, it is not 

entirely clear how to determine the content of this right and 
what components must be considered apart from directly 
maintaining the work and ensuring its safe use. In this regard, 
legal science is faced with the task of formulating the concept 
of “the right to access the Internet.” The content of this 
concept depends, among other things, on the country’s policy 
to eliminate the digital divide. 

The content of this right cannot be limited only to issues of 
expanding the availability of public services via the Internet 
or the development of digital technologies, artificial intelli-
gence, or robotics. It should include the formation of 
conditions for the development of the network itself and 
ensuring the technical ability of users to connect to this 
network. It is no coincidence that the Decree of the Govern-
ment of the Russian Federation “On approval of the state 
program of the Russian Federation ‘Information Society’” 
(April 15, 2014 No. 313), among the national development 
goals, also includes the goal of ensuring an increase in the 
share of households provided with broadband access to the 
Internet up to 97% in 2030. According to this document, the 
achievement of this goal will contribute to providing 
residents with equal opportunities for accessing the Internet 
(Government of the Russian Federation, 2014). Simulta-
neously, according to the “Unified Plan for Achieving the 
National Development Goals of the Russian Federation for 
the period up to 2024 and for the planning period up to 
2030,” the activities that will be carried out to achieve this 
goal practically do not include tax incentives, which is a 
significant omission from the developers of the program” 

(Ministry of Economic Development of the Russian Federa-
tion, 2021). 

3.2 Digital Slavery in the Context 
of the Spread of Human Rights Violations 
on the Internet 

In the context of the spread of facts about human rights 
violations in the virtual space, it is required to make changes 
to the legislation of the Russian Federation in terms of 
guaranteeing human rights on the Internet, which has no 
analog in real life. The legal technique is undergoing signifi-
cant changes in a dynamically changing world (Khabrieva, 
2021). 

For example, it is necessary to control the use of targeted 
native advertising on the Internet and the settings for 
generating news feeds on social networks. Nowadays, the 
lack of state supervision over the rules for the formation of 
content in social networks that affect the behavior of the users 
of social networks in real life allows for manipulating human 
consciousness (Zueva & Vasilixina, 2021). Simultaneously, 
social networks turn into a political institution that



participates in managing the life of civil society (the fifth 
force), along with the legislative, executive, and judicial 
branches of government and the media. 
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Additionally, the issue of gratuitous use by the owners of 
social networks of personal data for commercial purposes 
remains outside the legal field. Currently, the financial 
statements of the owners of social networks show an increase 
in excess profits due to the commercial use of user data 
(Matytsin, 2021). Moreover, people enter information about 
themselves (e.g., audio, video, photos, and text files) on their 
own, under the influence of content, and take surveys, 
wasting their time and money without receiving any material 
compensation for their work in return. In essence, this is how 
slaves provide their masters with free labor; in return, their 
owners give them free food, clothing, and shelter. Similarly, 
network users provide the owners of social networks with 
free information in exchange for the opportunity to commu-
nicate with each other. Moreover, slaves are free to “leave 
their masters” (change the social network) if they wish, but 
when they do, they must leave everything—their informa-
tion, their friends and acquaintances, their reputation, and 
other external aspects of their personality. The solution to 
this problem is seen in providing an assessment of the used 
data in social networks with the subsequent possibility of 
their sale. 

However, the difficulty lies in the fact that there is cur-
rently no legal basis for protecting a user of a social network 
from slavery. The current international conventions for the 
protection of human rights do not contain norms regulating 
forced labor in the virtual space (Council of Europe, 1950; 
International Labour Organization, n.d.; United Nations, 
1926). 

3.3 Public-Private Partnerships for Bridging 
the Digital Divide 

Demographic changes negatively affect the digital divide. 
For example, an increase in the number and proportion of 
older people, a decrease in the birth rate, and migration 
processes require increased and improved electronic services. 
Due to the need to reduce the digital divide, the use of 
information and communication technologies, including big 
data and artificial intelligence, can help improve the level of 
health care, education, and training, develop support for 
socially vulnerable groups, predict natural disasters, and 
increase social and political integration. Along with govern-
ment measures, governments of all countries should encour-
age public-private partnerships to provide e-services. 

Foreign practice shows the successful results of such 
cooperation, including in the field of finance (Povetkina & 
Veremeeva, 2019). The digital divide has become a new 
challenge in the provision of banking services, taxation, and 

money circulation (Kuzovleva et al., 2021). An example of 
such cooperation is the digital platform MONI, developed 
and adopted in Finland and later throughout the EU. During 
the migration crisis from January 2014 to July 2017, the 
Finnish Migration Service received more than 41,000 asylum 
applications. During this period, migrants faced long waiting 
times for residence permits and local identity documents. 
During this time, the refugees could not access banking 
services, in particular monthly social payments. To bridge 
the digital divide, in 2015, the government partnered with 
Finnish startup MONI to launch a digital financial services 
pilot program to allow refugees to receive money and pay 
bills without opening a bank account. MONI has developed a 
prepaid debit card (Mastercard) associated with a unique 
digital identity stored on the blockchain that does not require 
a bank account or identity documents. The service facilitates 
social transfers between the government and refugees and 
creates a digital footprint that allows for credit scoring and 
increased access to other financial products such as credit. 
This technology is currently used in most European countries 
(Zueva, 2021). 

However, the world practice has not so many similar 
examples of bridging the digital divide. Thus, the issue of 
protecting human rights in virtual space remains extremely 
relevant (Inshakova, 2021). 

3.4 Tax Mechanism for Reducing the Digital 
Divide 

In current conditions, the need for the participation of the 
state government in stimulating citizens’ access to the Inter-
net and reducing the digital divide determines the implemen-
tation of public finance policy (Povetkina et al., 2020). The 
development of tax administration is largely associated with 
the need to ensure access of taxpayers and other obliged 
entities to the Internet. However, the ongoing processes indi-
cate that budget funds are allocated for the development of 
the services themselves while operating costs are shifted to 
the obliged persons. For the most part, citizens are presumed 
to have the necessary technical devices; this fact causes 
tension and creates conditions for digital inequality. For 
example, the desire of the country to reduce costs, related to 
the fulfillment of the obligation to pay taxes, led to the 
emergence of initiatives to establish the obligation for 
taxpayers to use the digital services of the tax authorities 
(Ministry of Finance of the Russian Federation, 2021; 
Frolova & Tsepova, 2021; Povetkina & Kopina, 2020). 

The object of personal income tax is income. However, 
the legislation on taxes and collections allows the possibility 
of accounting for significant and socially significant expenses 
of the taxpayer through the system of tax deductions. Never-
theless, there is currently no deduction that would somehow
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4 Conclusion 

The foregoing emphasizes the importance of ensuring the 
recognition of the right to access the Internet and includes 
in it the rights to access technologies and technological 
devices, which will create conditions for its implementation, 
satisfying the minimum needs and leveling the financial 
conditions for their implementation. This can be done 
through direct budget financing of the relevant state 
programs, as well as through various tax incentives only for 
organizations to produce products and technologies and 
individuals who make expenses to provide themselves with 
the necessary technological devices. 

The solution to these issues will also ensure the uniform 
development of the constituent entities of the Russian Feder-
ation. Thus, due to the COVID-19 pandemic, the labor of 
remote workers began to be actively used, which means the 
possibility of equal access to the labor market, regardless of 
the place of residence of an individual, if an individual has 
access to the Internet. In this regard, overcoming the 
problems of digital inequality can slow down the internal 
migration of the population to large cities and allow for the 
uniform socio-economic development of territories. The 
availability of the Internet also affects the availability of 
continuing education, which, in the age of advanced technol-
ogy, is a prerequisite for ensuring universal employment. 

In this regard, it is proposed to develop a methodology for 
reducing the digital divide as a mechanism for ensuring the 
sustainable economic and social development of Russia. 
Moreover, it is necessary to justify the experimental legal 
regulation of digital innovations on the Internet in terms of 
reducing the digital divide between the country’s citizens. 

Thus, the use of information technology brings great 
benefits to society: the level of health care, education, and 
training is increasing through the use of big data and artificial 
intelligence to increase the personalization of services; the 
support for vulnerable groups of the population is develop-
ing; the level of the forecasting and managing natural 
disasters is growing; social and political integration is 
increasing. However, it is necessary to strike a balance 
between reducing the digital divide and combating digital 
slavery by countering the threats of informational subordina-
tion of the Internet user. 
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