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Abstract The proliferation of technology is now exponential. Developments in
technology, the increase in computer power and the reduction of cost, has allowed
for greater accessibility, use and implementation of this technology in all sectors
and industries. The evolution of smart and autonomous technologies, such as arti-
ficial intelligence and machine learning, has enabled traditionally labour intensive
data analytical tasks to be conducted, quickly and efficiently. Multiple datasets and
data lakes that have been siloed, are now being utilised and interconnected. Digital
twin, Al, metaverse, virtual technologies are being immersed into all sectors and
more importantly merged into humans where the line between reality and virtual
are seeming to be the same. However, in order to succeed utilising these amazing
and emerging technologies, it means that there has to be an incredible backbone and
capacity to carry data; and instantaneously delivery at high speed and securely. 5G
is already in its rollout and has to achieve its objectives in order for 6G to be fully
onboarded and implemented in a methodical manner. The European Commission
has 5G objectives and is applying funding for strategic initiatives, such as Horizon
2020. There are huge benefits for all with 5G/6G but only if they are implemented in
a manner that decreases the risk they can pose to security, privacy and trust, which
are core pillars that must be maintained. Smart cities will mean the data that is being
collected can be analysed and in the wrong hands it poses security risks to the data/
individual/nation. With such an intertwining of technologies interacting with humans
and the abundance of IoT and eloT in smart cities, there has to be a clear governance
plan in place and way to manage 5G/6G to ensure success. This chapter explains the
5G/6G background, risks, benefits and highlights the need for robust governance.
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1 Introduction

Itis imperative that with a foreseen utilisation and implementation of smart and auto-
mated systems within infrastructure and services, that consideration is taken to ensure
the privacy and technology of these mechanisms and systems. Smart technologies,
automated systems, and IoT are all dependant on data utilisation and with 5G/6G as
the backbone of their functionality and being the carrier of the data. Securing both
the communications mechanisms and the technologies themselves are key to their
safe and secure implementation. It is also critical that such methodology, privacy and
security frameworks are utilised to enable and instil trust in the use of these technolo-
gies, which whilst it will be critical in smart infrastructure, will also be pervasive in
both nature and scope of use.

1.1 Fundamentals of Mobile Communication Technology

In 1983 almost all communications were wireless voice-centric, using analogue
systems [1]. From 1983 until 2013 many generation type communications were
introduced as follows:

¢ First generation (1G): This was a mobile system and an integration of FM radios
in analogue systems since manufacturing digital radio systems were expensive.

e Second generation (2G): The former European GSM was transitioning from
voice-centric wireless communication and changed into digital systems, such
as EDGE, GPRS and GSM, where the code division multiple access (CDMA)
system, was predominantly used in the USA with a bandwidth of 1.25 MHz.

e Third generation (3G): From the end of 1990’s, 3G was introduced into the
market by connecting data and voice together.

e 3G to 4G migration: Circa 2013, began a representative transgression from the
internet at a lower data rate to the high-speed internet used for mobile videos and
higher end multimedia. Both, LTE and WiMAX are part of fourth generation (4G)
systems with a bandwidth of 20 MHz [1].

1.2 Technologies Behind the 5G and 6G Cellular Network

There are approximately six technologies that are collectively responsible for the
existence and the function of the next generation network (NGN), the 5G cellular
network. According to many specialists and researchers in this field, states that the
innovative 5G is distinctive in three major features which shapes the technology to
a positive extent, such as:

e Ability of multi-device connectivity
e Higher speeds
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e [ower latency

More importantly the yearly subscription to mobile broadband systems showed a
rapid increase in the number of individuals using it. In a 20-year global perspective,
the number of devices connected to the internet demonstrate an exponential increase
and by 2025 there will be around 75 billion internet-connected devices worldwide.

In order for the billions of IoT devices to interact with each other and with a base
station as well as to respond to signals/requests faster and smoothly, it requires a
faster and stable internet connection; which enables higher data rates for the purpose
of information transfers. Therefore, 5G offers universal connectivity for machines,
devices, and humans at various spectrum operating bands, because the goal is to
develop a newly created network that can smoothly incorporate the fast growing
number of devices into the new network [2].

5G Technology

5G is designed to be a cutting-edge technology and needed if the systems are to be
smart enabled and undertake the range of emerging technologies. It is designed to
allow long-distance coverage and stable connections as well as rapid data download
and upload. As aresult of 5G’s wireless-based technology, the data migration enables
a speed of 20 Gbps (Gigabyte per second) through wireless broadband connections,
which simplifies the management of excessive data transmission via 5G.

However, the aspect of security and the overall intelligent connectivity system
presents questions around social, technical and legal aspects. As aresult, it is essential
for the 5G/6G network to become a reliable and a well-developed technology, to
assure safety against vicious cyberattacks and misuse of any kind.

One of the core parts of 5G networks is millimeter wave communication tech-
nology and offers wireless data transfer by settling for a higher bandwidth. However,
the issue which arises from this technological concept is that the transmission
distance of this particular wave is known to be limited to 100 m into the atmosphere,
with regards to its deterioration, while the transmission is in progress. Ultimately,
millimeter waves show a disadvantage in comparison to other wave types, which
results in a fair transmission coverage.

The selection of frequency is essential in the sense that previous mobile technolo-
gies mainly used the lower frequency band. Therefore, 5G is expected to use higher
frequencies within the frequency bands. However, higher frequencies decay faster
than lower frequency and is comparatively more sensitive to signal losses.

If both, a lower frequency antenna and a higher frequency (HF) antenna were to
transmit data at the same power/speed/data rate, the HF antenna would have a low
area coverage, whereas lower frequency has not. As a result, users get higher data
rates if the cell size is small. One essential part of 5G’s architecture are small cells.
Small cells are defined as “low-power wireless access points that operate in licensed
spectrum” ([1], p. 64).

In order to serve high-dense urban locations with characteristic properties, such
as number of users demanding high data rate capacities, small cells represent an
alternative solution resulting in complementing the existing mobile network and
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densifying the network in crowded areas, such as hotspots (IZMF, n.d.). Also, Edfors
et al. [3], support the general idea of deploying small cells to promote network
densification, by overlooking numerous isolated base stations (BS) and achieve a
non-homogeneous network architecture.

As aresult, small cells are considered to satisfy the architectural requirements for
the 5G cellular network. Ge et al. [4] state that in order for the 5G mobile network
to be significantly reliant, the number of 5G base stations (BS) need to increase
between 40 and 50 base stations per km?, that is when Ge et al. ([4]1, p. 72) call
5G an “ultra-dense cellular network”. Rodriguez [1] concluded that small cells offer
an improvement in many applicative fields, such as in urban and rural areas and
in applications for companies and homes, as well as an enrichment of provision in
cellular capacity and coverage.

6G Technology

6G networks are the next generation of mobile communication technology, and will
bring about significant improvements in terms of speed, capacity, and coverage, as
well as a host of new capabilities such as immersive virtual and augmented reality
experiences and ultra-reliable low-latency communication. But it also brings new
challenges related to trust, security, and privacy. Trust is essential for ensuring the
safety of the intertwined physical and digital worlds in 6G networks. Security is also
crucial as the economy and society become more dependent on IT and networks.
Privacy is a major concern as there is currently no way to determine when linked data
becomes personally identifiable. These challenges are multidisciplinary, requiring
solutions in technology, regulation, and ethics. Addressing these challenges are essen-
tial for the successful deployment and adoption of 6G networks [5]. Hence, a solid
governance wide approach should be catered for both 5G and 6G.

The development of 6G technology also presents a number of technical challenges
that need to be addressed in order to make it a reality. The following explains some
of these key aspects of 6G technology:

Higher Frequency: One of the key aspects of 6G technology is the use of higher
frequency bands, which have the potential to provide faster speeds and larger
capacity. However, these higher frequency bands also present a number of chal-
lenges, including limited coverage and penetration, and the need for more sophisti-
cated antenna and transmission technologies. Researchers are exploring a variety of
solutions to these challenges, including the use of advanced antenna designs such as
metamaterials and metasurfaces, as well as advanced modulation and multiplexing
techniques [6].

Massive MIMO (multiple-input multiple-output): MIMO is expected to be used and
involves the use of a large number of antennas at both the transmitter and receiver.
This allows for the simultaneous transmission of multiple data streams, resulting in
higher speeds and capacity. However, the implementation of massive MIMO presents
a number of challenges, such as the need for high-precision calibration and the
challenge of handling a large number of antennas [7]. Researchers are exploring a
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variety of solutions to these challenges, including the use of advanced algorithms
and machine learning techniques [8].

Network slicing: Another key technology that is expected to be used in 6G is network
slicing, which involves the virtual partitioning of the network into multiple indepen-
dent logical networks, each with its own set of resources and characteristics. This
allows for the customisation of the network for different types of applications and
users, and enables the creation of new services and business models. However, the
implementation of network slicing presents a number of challenges, such as the
need for efficient resource allocation and the challenge of ensuring the security and
isolation of different slices. Researchers are exploring a variety of solutions to these
challenges, including the use of advanced optimisation techniques and blockchain
technology [9].

Spatial multiplexing: Spatial multiplexing involves the use of multiple antennas
at both the transmitter and receiver to transmit multiple data streams simultane-
ously. This allows for the increase of the data rate without increasing the transmis-
sion power, and is essential for applications such as URLLC (Ultra-Reliable Low
Latency Communications). However, the implementation of spatial multiplexing
presents a number of challenges, such as the need for accurate channel estimation
[10] and the challenge of implementing the required signal processing algorithms
[11]. Researchers are exploring a variety of solutions to these challenges, including
the use of machine learning and deep learning algorithms [12].

Advanced error correction codes: Advanced error correction codes are essential
for applications such as URLLC that require high reliability. These codes can signif-
icantly improve the reliability of the communication link by detecting and correcting
errors that may occur during transmission. However, the implementation of advanced
error correction codes presents a number of challenges, such as the need for low
complexity and high decoding performance [13]. Researchers are exploring a variety
of solutions to these challenges, including the use of advanced decoding algorithms
and machine learning techniques.

Antenna design: This is essential for the successful implementation of technologies
such as massive MIMO and spatial multiplexing. Researchers are exploring a variety
of advanced antenna designs, including metamaterials and metasurfaces, which have
the potential to significantly improve the performance of the communication system

[6].

Wireless power transfer: Essential for a wide range of applications such as IoT,
health monitoring, and wearable devices. Researchers are exploring a variety of
wireless power transfer technologies, including near-field and far-field techniques,
which have the potential to significantly improve the efficiency and convenience of
wireless power transfer.

Overall, the goals and expectations for 6G technology are ambitious, and will
require significant advances in a wide range of technical areas. However, if these
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goals can be achieved, 6G has the potential to revolutionise the way we communicate
and interact with the world around us.

1.3 Strategic Directions from Government

The European Commission has been driving 5G technology opportunities since 2013
by establishing public—private partnerships. It was crucial, as to help seed research
and accelerate innovation into 5G. To further assist the research initiatives, the Euro-
pean Commission committed public funding of €700 million through the Horizon
2020 Programme to support the initiatives and build an international plan for global
5G consensus.

In 2016, the Commission adopted a 5G action plan for the early deployment of
5G infrastructure across Europe with the idea being to launch 5G services in all
EU Member States, by end of 2020 at the latest. Rolling further along on this plan,
was to deploy a rapid uninterrupted 5G coverage in urban areas and along main
transport paths, by 2025 [14].

According to the European Commission report, the EU has set its sights on addi-
tional targets to cover all populated areas with 5G by 2030 and is supporting the
European 5G Observatory, so monitoring of the 5G Action Plan and Digital Decade
strategy so that progress can be tracked, and reports created on preparatory actions
taken by EU Member States.

Research and Innovation (R&I) initiatives on 6G technologies are now starting
around the world, with the first products and infrastructures expected for the end of
this decade and will transition from Gigabit to Terabit capacities and sub-millisecond
response times. This will enable new applications such as real-time automation or
extended reality sensing (‘Internet of Senses), collecting data for a digital twin of the
physical world. In Europe, a first set of 6G projects worth €60 million was launched
under the 5G-PPP. The Hexa-X flagship is developing a first 6G system concept
complemented by 8 projects investigating specific technologies for 6G.

The European Commission adopted its legislative proposal for a strategic Euro-
pean partnership on Smart Network and Services as a Joint Undertaking in February
2021, which entered into force on 30 November 2021. The Regulation includes a
public R&I investment of €900 million over the period 2021-2027. In December,
the newly created Joint Undertaking on Smart Networks and Services towards 6G,
adopted its first Work Programme 2021-2022 with an earmarked public funding of
approximately €240 million (European Commission). The SNS JU organised its
launch event “On the Road to 6G” at the Mobile World Congress 2022, in Barcelona
on 1 March 2022. The Joint Undertaking is coordinating research activities on 6G
technology under Horizon Europe as well as 5G deployment initiatives under the
Connecting Europe Facility Digital and other programmes.

It is clear that without this momentum, drive and structure to rollout 5G/6G there
would be great uncertainty over utilising the emerging technologies such as digital
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twin, virtual, Al etc., as those technologies rely on the bandwidth and other properties
that 5G/6G offers.

1.4 Smart City Impacts and Interactions with Individuals

One of the strategic purposes of the 5G/6G mobile network is its implementation
within the public and service sector, as well as in multimedia. The concept of smart
cities relies heavily on the success of 5G/6G and prolific use of Internet of Things
(IoT), enterprise IoT and eventually Internet of Senses, which will interact with
individuals with and without their knowledge.

The general categorisation of IoT can be defined by their uses and implementations
as follows:

e Connected products—From connected consumer-level coffeemakers to
connected industrial pumps, this category enables end-to-end visibility into
product-centric operations. It also promises improvements or even transformation
around issues like regulatory compliance and product serviceability.

e Connected assets—In contrast with connected products, this category involves
high-value, long-lived equipment such as aircraft and industrial machinery.
Connected assets link production systems with manufacturing and maintenance
processes to increase asset uptime and reduce operational and repair costs.

e Connected fleets—This category is all about tracking, monitoring, analysing,
and maintaining any assets that move—from trucks to ships to construction
equipment—wherever they appear in the network. Extracting data from mobile
equipment has been difficult and expensive, so the promise here is immense.

e Connected infrastructures—From software networks to power grids to build-
ings, the majority of IoT sensors are likely to end up in connected infrastructures.
This category will deliver new forms of digital operational intelligence to trans-
formation physical systems. The goals will be to drive economic growth, improve
service, and allow for more effective and efficient operations and risk mitigation.

e Connected markets—Markets apply to any activity that involves physical space,
from retail centres to farms to cities. IoT can help cities, rural areas, and other
markets to optimize use of assets and natural resources; reduce energy usage,
emissions, and congestion; and improve efficiency and quality of life.

e Connected people—This category focuses on improving work, life, and health
by linking people and communities, enabling organisations to evolve into new
business models, and delivering better lifestyle experiences.

Another example of smart cities and interactions with individuals is autonomous
driving, which is also a core requirement that needs to operate on the 5G network.
As a result, smart cities and autonomous vehicles are connected to (massive) IoT
devices, which ultimately creates the Vehicle-to-Everything (V2X) communication
connection. Therefore, intelligent connectivity within cities could have a massive
impact on communication overall.
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City planners, public sector bodies and private entities are striving to utilise smart
and automated technologies and IoT in a way to not only streamline services and
maximise efficiency, but to improve the level of service to the citizen/consumer
and to bring an additional convenience and ease in the delivery of services. To this
end, Al is being used to bring together an analysis of captured data, that tradition-
ally has been kept in silo, dependant on the agency or reason for the collection.
The compute capabilities of Al and machine learning has enabled large amounts of
collected data to not only to be unified and analysed, but look for predictable patterns
and behaviours. This means that smarter, more accurate, strategic and operational
decisions can be made. These capabilities also mean that data can be collected and
analysed in real-time, having utilised captured historic data to train the algorithmic
systems. In the construct of a smart city, an example of this would be to utilise traffic
sensor information from traffic lights at junctions and intersections, to monitor the
flow of traffic. The patterns learned in this instance can also govern and advise
on future infrastructure improvements to the road network, or when maintenance
and construction is required. Coupling this data with environmental data, pedestrian
information, timetables for public transportation systems provide masses of valuable
data in which resources and services can be effectively and appropriately managed.
The real-time data analysis of traffic flow in a city could also help emergency services
navigate through the less congested streets to minimise journey times.

Data transmission and storage are key points to control within smart cities. This
of course, requires the proliferation and unification not only of the stored captured
data, but also the data that is collected in real-time by IoT and smart devices. It is
therefore imperative that the vulnerabilities and potential threat and attack vectors of
these devices is considered before their implementation into a high impact system.

Possible attacks on an IoT infrastructure could include:

e Affecting target system behaviour by directly influencing deployed sensors to
provide incorrect/faulty readings

e Create sensor impostor—Obtain IoT network access credentials and create
(D)DoS attack on existing sensor to inject impostor(s)
(D)DoS attack on sensor network to disable data collection
Intelligence—Information collection and related analysis to observe typical
patterns

¢ Disruptions on infrastructure—make grid elements to malfunction to cause either
partial of full grid failure
Modify water processing/ventilation to go outside of safety limits
Get access to more secure networks/cloud through IoT infrastructure
Modification of wearable/implanted health devices to cause bodily harm

Considerations need to be taken into the exploitation of the IoT infrastructure
itself, whereby unsecured devices could be infected to form a BotNet, used to attack
other remote systems, and to great effect, given the number of potential susceptible
hosts on an IoT network. Also, individuals’ data could be seriously compromised
in both a malicious and passive way. Malicious threats are clearly understood but
passive collation of data is more of an unknown impact. If we think of a smart city
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and how much data is being collated in the background on individuals. It raises all
sorts of questions on who has access to the data, if it is passed onto third parties, and
SO on.

1.5 Ethics and Regulations

With the official introduction of 5G in 2020, ethical aspects need a predefined review
with regards to user safety and public privacy. Furthermore, regulative agreements
between government, network providers and public users are needed and shape and
manage the overall degree of safety and security. IEEE’s [15] globally developed
standards and use cases covers areas that are being monitored within 5G, for instance
enabling smart cities and the Internet-of-Things, interoperability of technology as
well as autonomous driving, which are connected to the internet. IEEE ([15], p. 1)
also addresses potential issues, such as:

Convergence of fixed, mobile, and broadcast services

Multi-tenancy models

Sustainability, scalability, security, and privacy management

Spectrum

Software enablement for software-defined networking (SDN), network function
virtualization (NFV), mobile edge, fog computing, and virtualization.

In a report of GSMA ([16], p. 4) the term “intelligent connectivity” is what is
known as the potentially rising combination of 5G, [oT, smart landscapes and Arti-
ficial Intelligence (Al). Particularly, the ethics behind the junction of 5G and Al is
of interest. Seeburn [17] highlights the positive and rising features of 5G as fast,
reliable and providing a proficient quality of service, which itself shifts technology
through a transformation process in a sense that the handling of internet seems to be
changing. On the other hand, Seeburn [17] acknowledges the importance of finding
an efficient solution for enclosing Al and 5G together. Also, recognizing that Al
is intended to operate systems and machines with comparative human intelligence,
while being reliable and faster because systems executing tasks and analysing data
are trained to eventually perform autonomously whilst acting cost-efficient. Merging
speed, dependability and human-like intelligence levels, while factoring the technical
aspect, rises both safety and ethical concerns [17].

However, the Internet of Things as well as Al are exposed to significant penetration
attacks. Especially with the migration from current 4G/LTE-network to the 5G, the
threat impact and its probability increases.
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2 The Age of Digital Transformation Moving to 5G/6G

The age of digital transformation has urged the adoption of 5G/6G networks, for the
demand and significant advancements in connectivity, speed, and capacity; enabling
new use cases and further driving digital transformation. In the context of 5G/6G,
digital leaders will also need to understand the implications and potential of these
technologies, and how to leverage them to drive business value and stay competi-
tive. Organisations can ensure that their digital transformation efforts are aligned by
staying informed about the latest technological developments and trends, conducting
regular technology assessments, investing in research and development, building
strong partnerships with technology providers and industry experts, and encouraging
a culture of innovation and experimentation within the organisation. It can also be
said that the digital transformation needs to have certain key elements in order to be
successful such as:

Clear and well-defined strategies

Strong leadership and alignment

Effectively manage and analyse data

Adapt to changing market conditions and consumer expectations

Focus on continuous improvement and innovation

Ethical and societal implications of digital transformation enabled by 5G and 6G.

The current state of digital transformation is characterised by the widespread adop-
tion of digital technologies across various industries and the IT belief across the world
[18]. This has led to a significant increase in the amount of data being generated and
used, as well as the development of new business models and the automation of many
processes. So, it can be said that the adoption of 5G/6G technology is expected to
play a key role in driving the next phase of digital transformation by enabling new use
cases and technologies, and further increasing the speed, reliability, and capacity of
communications networks. The next phase of digital transformation contain several
key factors (Fig. 1) that contribute to its development and realisation [19], that busi-
nesses need to achieve and enhance, while coping with the transformation procedure
in order for it to be efficient as well as produce favourable results.

These requirements include adoption of new technologies such as:

Cloud computing
Big data analytics
Artificial intelligence
Quantum computing.

These technologies are driving digital transformation by enabling organisations to
process and analyse large amounts of data, automate processes, and improve decision
making. A key factor in the digital transformation is the current business pressures
as the increasing competition and changing market conditions are driving organi-
sations to adopt digital technologies to improve efficiency, reduce costs, and gain a
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Fig. 1 Key factors for digital transformation

competitive advantage; which in turn serves the consumer expectations for person-
alised, convenient, and always-on experiences. 6G networks enable organisations to
support new business models and services, such as edge computing, which can help
them to increase efficiency, reduce costs, and gain a competitive advantage which
also enable organisations and businesses to provide faster, more reliable, and more
personalised experiences for consumers. Another factor which plays a huge part in
the digital transformation is the new and ongoing government regulations and poli-
cies [20]. Particularly in industries such as healthcare, finance, and energy, where
there are stringent regulations around data privacy and security such as GDPR (EU,
2016).

2.1 Digital Identity and Emerging Technologies Relationship
with Data Protection of Societies

Digital identity (DID), Self-sovereign identity (SSI), digital twin, blockchain and Al
are all technologies that have the potential to play a significant role in protecting
privacy and data in societies and below are explanations of these main technologies.

Digital identity (DID): DID refers to the unique digital representation of an indi-
vidual, which is used to verify the identity of a person and grant them access to
various online services. Digital identities are becoming increasingly important as
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more and more of our daily interactions take place online, and when combined with
Self-sovereign Identity (SSI), which is an approach to digital identity that gives indi-
viduals control over their own personal data. Individuals can choose which personal
information to share with others and who can access it and is seen as a way to
empower individuals and give them more control over their personal data [21]. It can
be used to protect privacy by ensuring that only authorised individuals have access
to sensitive information (Ferdous et al. 2019).

Digital twin (DT): DT is a digital replica of a physical object or system. Digital
twin can be used to model the behaviour of physical systems, such as buildings or
power grids, in order to optimise their performance. In the context of privacy and
data protection, digital twins can be used to analyse and protect sensitive information
without exposing the actual data [22].

Blockchain technology: Blockchain is a distributed ledger system that uses cryp-
tography to secure transactions. Blockchain can be used to create a tamper-proof
record of digital transactions [23], making it useful for protecting sensitive informa-
tion. Blockchain can also be used to create a secure and decentralized digital identity
system [24].

Artificial intelligence (AI): Al can be used to analyse large amounts of data and
identify patterns that can be used to improve privacy and data protection.

Monitoring manufacturing structure, assuring routine maintenance, and creating
effective items and services are all made possible by digital twins and blockchains.
They can aid in the quick and effective resolution of operational problems since they
are based on dispersed network infrastructures. Nevertheless, without sufficient secu-
rity, the data they contain may be susceptible to theft or misuse, possibly disclosing
private company data. These technologies are anticipated to take over some occupa-
tions currently performed by people, and might have devastating impacts on some
industries.

For decision-making operations, maintaining data integrity is essential, hence
strict security measures are required to safeguard DTs and uphold public confidence
in their usage. Although blockchains might possess the ability to improve security,
there are still issues with implementation that need to be resolved [25].

Al can be used to detect and prevent data breaches, and to monitor and analyse the
behaviour of individuals and systems to identify potential threats such as in SIEM
and SOAR tools. Al can also be used to create personalised privacy settings and
make recommendations to individuals about how to protect their personal data [26].
By giving individuals control over their own personal data, analysing and protecting
sensitive information without exposing the actual data, creating tamper-proof records
of digital transactions, creating a secure and decentralized digital identity system and
using Al to detect and prevent data breaches, these technologies can help protect the
privacy.
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2.2 Current Infrastructure Weakness and Cyberattack
Manipulations

When using technologies of different kinds, for instance, mobile phones, laptops, or
IP-based/public networks, there is always a danger of personal data being unprotected
due to a lack of proper network security and increased attack surface with the abun-
dance of IoT devices. To add to this risk, 5G’s technological specification includes
the coverage of 3G and 4G/LTE. Therefore, a vast number of risk components mark
critical security challenges for the 5G network.

Power supply depicts a crucial point when assessing risks, the 5G network has on
users and the security structure of a nation. Ahmad [27] mentioned the tremendous
criticality a collapse of wired power supply systems might have on affecting systems
within the network chain, such as data handling and electrical systems, which are
integrated into society and were occurred by a security breach.

With consideration of existing mobile communication networks and their specific
technical protocols, for instance, HSPDA/HSPA+, GSM and LTE, individuals were
gradually introduced to the power and the ability of today’s technology. Telecom-
munication providers are eager to provide profitable services designed around main-
taining customers privacy by also fulfilling information security requirements when
offering Voice-IP (VoIP), national and international services, such as PABX, call
and messaging services as well as roaming [28]. Therefore, the Internet of Things is
exposed to a number of security threats and vulnerabilities. Ahmad et al. ([27], p. 2)
point out a number of major security issues:

i. Flash network traffic: High number of end-user devices and new things (IoT).

ii. Security of radio interfaces: Radio interface encryption keys sent over
insecure channels.

iii. User plane integrity: No cryptographic integrity protection for the user data
plane.

iv. Mandated security in the network: Service-driven constraints on the security
architecture leading to the optional use of security measures.

v. Roaming security: User-security parameters are not updated with roaming
from one operator network to another, leading to security compromises with
roaming.

vi. Denial of Service (DoS) attacks on the infrastructure: Visible nature of network
control elements, and unencrypted control channels.

vii. Signalling storms: Distributed control systems requiring coordination, e.g.
Non-Access Stratum (NAS) layer of Third Generation Partnership Project
(3GPP) protocols.

viii. DoS attacks on end-user devices: No security measures for operating systems,
applications, and configuration data on user devices.

One of the most significant weaknesses of current infrastructure is the lack of
proper security measures in place. Many organisations fail to implement basic secu-
rity measures, such as firewalls, intrusion detection and prevention systems, and
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encryption. This leaves them vulnerable to attacks that exploit known vulnerabilities
in their systems. For example, in 2017, the WannaCry ransomware attack affected
more than 200,000 computers in 150 countries [29], exploiting a vulnerability in older
versions of the Microsoft Windows operating system. This attack caused widespread
disruption to businesses and organisations, highlighting the importance of keeping
systems updated and patched to prevent known vulnerabilities from being exploited.

Another weakness is the use of outdated software. Many organisations continue
to use older versions of software, such as operating systems and applications, that
are no longer supported by their vendors. This makes it easier for hackers to exploit
known vulnerabilities in these systems, as vendors typically release security updates
and patches for the latest versions of their products. An example of this is the Equifax
data breach in 2017 where hackers exploited a known vulnerability in an older version
of the Apache Struts web application framework. This breach resulted in the personal
information of over 143 million individuals being compromised [30].

The widespread use of mobile devices and cloud computing has also created new
opportunities for hackers. These technologies have made it easier for hackers to gain
access to sensitive information and disrupt operations. For example, a hacker could
use a malware-infected mobile device to gain access to a company’s network or they
could use a cloud-based service to launch a distributed denial-of-service (DDoS)
attack. In 2016, a DDoS attack on DNS provider Dyn used a botnet of Internet of
Things (IoT) devices, such as security cameras and routers, to flood the company’s
servers with traffic, resulting in a widespread internet disruption.

Another example of a weakness in current infrastructure is the lack of security
on the Internet of Things (IoT) devices. Many IoT devices are designed with little to
no security built-in, making them easy targets for attackers. In 2018, a vulnerability
in a popular IoT device, the Nest Cam, was discovered, allowing an attacker to gain
access to the device’s live video feed and microphone [31]. This highlights the need
for manufacturers to prioritise security when designing IoT devices.

One of the main reasons why many organisations have weak infrastructure is due
to a lack of investment in security and this is due to a lack of understanding of the
importance of security.

The implications of weak infrastructure can be severe, including:

Financial losses
Damage to reputation
Legal and regulatory penalties.

Many organisations prioritise cost-saving measures over security, and as a result,
they may not allocate sufficient resources to implement and maintain robust security
measures. It can lead to outdated software and hardware, which are vulnerable to
known security risks and exploits. One example of this is the Target data breach in
2013, where hackers were able to gain access to the company’s network by exploiting
a weakness in the security of a third-party vendor. This breach resulted in the theft
of 40 million credit and debit card numbers and the personal information of 70
million individuals. Target was later found to have not implemented basic security
measures, such as network segmentation, and had not adequately monitored network
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activity [32]. This incident resulted in significant financial losses for the company
and damage to its reputation.

Another example is the Sony Pictures hack in 2014, where hackers gained access to
the company’s network and stole a large amount of sensitive data, including personal
information of employees and confidential information about upcoming films [33].
This hack resulted in significant financial losses for the company and damage to its
reputation. In addition to these tangible consequences, weak security can also lead
to a loss of trust from customers, partners, and other stakeholders. Organisations
must take steps to address these weaknesses by implementing security measures and
updating their systems to the latest versions to minimize their exposure to cyber-
attacks. This includes keeping software updated and patched, implementing fire-
walls and intrusion detection systems, and ensuring that all devices connected to the
network, including IoT devices, are secure.

New network architectures and other use cases establish fundamental concerns
for 5G’s security. So called “new cloud virtualization technologies such as software-
defined networking (SDN) and network functions virtualization (NFV) are thought
to create loopholes for vulnerabilities, which undermine the overall security of the
5G network although these network architectures excel flexibility, programmability
and openness. SD x Central [34] goes further by demonstrating system downfalls
due to the misuse of management interfaces of an SDN partition to attack either
the overall management system or the SDN controller, which ultimately results in a
security breach.

In contrary, SDN networks mainly focus on the separation of control plane from
data plane by centralising control instead of standardising network protocols, whereas
NFV networks focus on the replacement of certain network functions with software
by using cloud computing services [35], which show a significant potential to mitigate
CAPEX and OPEX, known as Capital and Operational Expenditures [27]. Lowering
these expenditures show a positive benefit in the heterogeneity of 5G services, such as
its functionalities and architecture because flexibility of the 5G network is, amongst
other things, a key component of the divergent requirements of 5G driven applications
[36].

Furthermore, the deployment of cloud services is purely based on network pref-
erences [37]. Efficiency is an advantage feature of cloud computing because it does
not own physical infrastructure for the maintenance of services, data and application
ran by operators [27].

2.3 Data Privacy and Security Challenges

Data privacy and security are of paramount importance in today’s digital age. With
the increasing amount of personal and sensitive information being collected, stored,
and shared online, organisations and individuals must take steps to protect this data
from potential breaches, misuse, and lack of regulation.
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One of the significant features of 5G to consider, are data handling and storing solu-
tions. Huawei [37] points out that ‘security’ as such, remains an indispensable factor
for business continuity. Furthermore, Huawei [37] suggests the consideration of
applying privacy and security properties from former generations of mobile network
to the upcoming mobile networks, so that business continuity can be provided.
By enormously mitigating the impact of security breaches and understanding the
influence that risk factors have, business continuity can be subject to audit through
consistent safeguarding [38].

There are essential parts of the 5G network that could lead to a higher proba-
bility of network vulnerability. Even the current network (4G/LTE) and also 5G,
consist of different properties catering to different services. IoT can create exposure
to numerous vulnerabilities because the technological structure exhibits potential
weak spots, although it was developed based on core objectives, such as reliable
network connection. Miller [39] categorically classifies “Theft”, “Privacy”, “Safety”
as well as “Productivity” as the most significant attack types and ultimate risk factors
for IoT landscapes (system, network, infrastructure). With the 5G network adding
function and enhancement to the reliability and availability of faster wireless service
to applications, appliances and other 5G driven technologies, the security issue gains
importance and further highlight to 5G.

Although, 5G will be capable to cover high numbers of devices, machines
and other appliances, the amount of data retrieved and processed will increase
enormously.

That is when the confidentiality of vulnerable information may get violated and
the risk for users may be immense. As Miller [39] explains, the risk of being affected
of theft is especially high with the use of autonomous vehicles because hackers
can get access to the vehicle’s remote keyless entry system but the possibility of
unauthorized access to homes are almost as high.

Huawei [37] explained that the 4G network provides an insufficient trust model
because it already covers an established and bidirectional trust-relationship between
“Users” and a “Network”, but it does not exhibit a link between “Users” and the
specific “Service” technologies (in this case the 4G mobile network) must provide
(see Fig. 2).

This view is also supported by Blum et al. [40] who states that critical tasks, such
as security issues arising from the verification process of computer-based systems,
diminishes other arrays of problems, for instance, the reliability of a computer-based
technology as well as its usability.

With the introduction of the 5G network technology into the mobile communica-
tion market there is a mutual but distinct expectation of trust on both the public and
private side. Fogg and Tseng [41] state that the usability of technology is a crucial
factor of trust by which a user’s degree of trust is measured by. Moreover, Blum et al.
[40] describe ‘Trust’ as an accumulation of key elements of trust, which comprise
factors, such as availability, reliability and privacy, into the definition of trust with
regards to the field of technology.

One of the major challenges in data privacy and security is the prevalence of data
breaches. Cybercriminals are constantly devising new methods to gain unauthorised
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TRUST

Fig. 2 Trust model of the 4G network

access to sensitive information, such as through phishing scams, malware, and other
malicious techniques, according to [42]. Phishing attacks accounted for 83% of all
of the attacks against business organisations and 87% for charities organisation,
followed by impersonation attacks (27% and 26% respectively) and viruses and
malwares (12 and 11%), and according to the same survey, there is a huge number of
micro and small to medium organisation affected with data breaches in compared to
large organisations, this may be the fact due to the less security measures and controls
and security mentality over this organisations and businesses. These breaches can
have severe consequences, including financial loss, reputational damage, and loss of
trust from customers. For example, the high-profile data breaches of companies like
Yahoo (NCSC, 2016) and Marriott, [42] have resulted in the compromise of millions
of customers’ personal information.

Another major challenge is data misuse. Even when data is not stolen, it can still
be misused by companies, governments, and other organisations. This can include
using personal information for targeted advertising, or sharing data with third parties
without proper consent. This not only violates individuals’ privacy rights but can
also cause harm to the individuals in case of sensitive information. One example of
this is the Cambridge Analytica scandal, in which the personal data of millions of
Facebook users was harvested without their consent and used for political advertising
[43]. This data can be used later for many reasons including identity thefts, which
has become one of the fastest growing crimes [44]. Most people are unaware of the
amount of data they disclose over the Internet. This data can be easily aggregated,
data-mined and linked together.
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Another challenge is the lack of regulation for data privacy and security. In many
countries, there are few laws in place to protect personal data, and even where regu-
lations do exist, they can be difficult to enforce [45]. This lack of accountability can
make it easier for organisations to mishandle personal data. For example, the General
Data Protection Regulation (GDPR) which was implemented in the European Union
in 2018, provides strict guidelines for organisations handling EU citizens’ personal
data but still, there are many organisations which are not compliant with it.

Inadequate security measures are another challenge faced by organisations. Many
organisations do not have the proper security measures in place to protect personal
data, such as encryption or strong password policies. With the increasing use of new
technologies like NFC, 5G, and the proliferation of devices, it is crucial that organi-
sations keep their security measures up-to-date and adapt to the new challenges. For
instance, with the integration of 5G networks, there will be an increase in the amount
of data that can be transmitted, and the number of devices that can be connected,
which will open up new attack surfaces for cybercriminals. The use of wireless
networks and devices also present significant cybersecurity risks. As the number of
connected devices increases, the surface area for potential security breaches expands.
Itis crucial that cybersecurity measures are integrated at all stages of the development
and deployment of these technologies to mitigate the potential risks.

There needs to be a multifaceted approach involving both individuals and organisa-
tions. Individuals must take responsibility for protecting their personal information
online by being cautious when sharing personal information online, using strong
passwords, and keeping their software and devices updated. Organisations must also
take necessary measures to protect personal data, including implementing robust
security measures, ensuring compliance with regulations, and promoting a culture
of data privacy and security.

3 Governance and Adopting Methodologies for Managing
Standardisation and Interoperability

The emergence of 6G networks is set to revolutionise the way we communicate and
interact with technology. With ultra-low latency and high data rate communication,
6G networks will enable new use cases and applications, such as the deployment of
autonomous vehicles, intelligent transportation systems, and the internet of things at
a massive scale, as well as support for advanced artificial intelligence and machine
learning applications. This level of technological advancements, however, also brings
new challenges, especially in terms of information governance.

Information governance (IG), as defined by the International Association for Infor-
mation Governance Professionals (IAIGP), is the processes and standards that ensure
the availability, integrity, and security of the data an organisation relies on to achieve
its goals. It involves a wide range of issues such as security, privacy, data sharing, and
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regulatory compliance. As 6G networks will generate, transmit, and store a tremen-
dous amount of data, it is crucial to have a well-defined governance framework in
place to ensure the protection and safe management of this data. However, stan-
dardising IG for 6G networks poses several challenges, such as the fast-changing
technology and the need for flexible standardisation approach. Additionally, there is
a lack of international standards or best practices for information governance in 6G
networks.

As the world becomes increasingly dependent on technology and mobile
networks, the next generation of wireless communication, 6G, is being developed
to address the needs of an increasingly connected society. However, the develop-
ment and deployment of 6G also raises a number of governance challenges related
to spectrum allocation, network security and privacy, international coordination, and
the impact of emerging technologies such as artificial intelligence and the Internet
of Things.

Spectrum allocation is a critical component of wireless communication and will be
even more crucial for 6G networks. 6G networks will require new spectrum bands
that have not been used for mobile communication before, and this will require
new governance models for spectrum management. Dynamic and flexible spectrum
access is also needed in 6G networks to ensure that the available spectrum is used in
an efficient way.

Network security and privacy are also key considerations for 6G. With the vast
amount of data generated, transmitted and stored by 6G networks, it is crucial to
have robust security and privacy measures in place. 6G networks must be designed
to protect sensitive information and prevent unauthorised access to the network. The
governance of 6G networks must also consider the potential impact of emerging
technologies such as artificial intelligence and the Internet of Things on security and
privacy. International coordination is also essential for the governance of 6G. With
6G networks spanning borders, it is important to have international agreements in
place to ensure that different countries’ networks can interoperate. This will require
cooperation between governments, the private sector, and academia.

3.1 Enabling Secure and Resilient Societies

Enabling secure and resilient societies is a critical goal for governments, organisa-
tions, and individuals around the world. The ability to protect citizens and infrastruc-
ture from natural disasters, cyberattacks, and other forms of disruption is essential for
maintaining social and economic stability. In recent years, the frequency and severity
of these types of incidents have increased, highlighting the need for effective and
comprehensive strategies for building secure and resilient societies. One key aspect
of building secure and resilient societies is the use of technology. Advanced sensors,
communication systems, and analytical tools can provide early warning of potential
threats and help decision-makers respond quickly and effectively.
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For example, predictive analytics can be used to identify patterns of behaviour that
may indicate an imminent cyberattack when coupled with artificial intelligence (Al),
while advanced communication systems can enable rapid response and recovery
in the event of a natural disaster. A research conducted by Masombuka et al. [46]
highlight ‘The Application of AI’ techniques to constantly guard the network and
discuss the necessity to employ novel strategies, for instance the use of versatile,
adaptive, growing, and analysis-driven Al technologies.

The worldwide industrial operations of today have more demanding needs than
ever. The appropriate components for incident management choices and operations
virtualisation appears to be a sensor-packed production system that ensures that every
procedure or equipment component renders events and the monitoring is accessible.
Also, the use of technology in building secure and resilient societies by using Internet
of Things (IoT) devices. These devices can be used to monitor critical infrastructure,
such as power grids, water systems, and transportation networks, and to provide early
warning of potential failures or disruptions. Additionally, IoT devices can be used
to track the location of emergency responders and other personnel, allowing them
to coordinate their efforts more effectively. Which can be incorporated into the next
industrial revolution for the cyber-physical systems [47].

Blockchain technology is another example being used to enable secure and
resilient societies. It is a decentralized, distributed ledger that can be used to record
transactions and other data in a way that is secure, transparent, and tamper-proof.
This makes it an ideal technology for a variety of applications related to security
and resilience, such as supply chain management, digital identity verification, and
emergency response coordination.

Citizen engagement is another important aspect of building secure and resilient
societies. This can involve educating the public about potential threats and how to
prepare for them, as well as encouraging active participation in emergency manage-
ment and recovery efforts. Community-based organisations, for example, can play a
vital role in helping to mobilize and coordinate local response efforts [48]. Citizen
science is an example of this method of scientific research. It involves the participa-
tion of citizens, who can help to collect data, report observations, and provide insights
about potential hazards and vulnerabilities. Citizens can use mobile apps to report
information about flood-prone areas, bushfires, or other hazards, which can help to
improve the accuracy of flood and fire maps and support emergency management
efforts [48].

While technology and community engagement are both important, they must
be balanced with the need to maintain civil liberties and protect privacy. Govern-
ments must be transparent about the data they collect and how it is used, and they
must also take steps to protect citizens from overreach and abuse of power. This
can include implementing strict data protection and privacy regulations, as well as
creating oversight mechanisms to ensure that these regulations are being followed.

Overall, building secure and resilient societies is a complex and ongoing process
that requires the cooperation of governments, organisations, and individuals. While
technology and community engagement can play a critical role, it is ultimately up
to humans to manage and control these efforts to ensure that they are effective and
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ethical. This includes implementing effective governance, risk management, and
incident response frameworks, as well as ensuring that the needs and perspectives
of all stakeholders are considered. When it comes to building secure and resilient
societies, there are a number of technical standards and guidelines that organisations
and governments can follow to ensure that their efforts are effective and aligned with
industry best practices.

One widely used standard for information security is ISO/IEC 27,001 as it provides
a framework for implementing, maintaining, and continually improving an informa-
tion security management system (ISMS). It covers all aspects of information secu-
rity, including the management of risks, incident management, and compliance with
legal and regulatory requirements. Organisations can use this standard as a guide
for developing their own information security policies and procedures, and can also
seek certification to demonstrate their compliance with the standard [49].

Another important standard for building secure and resilient societies is the
National Institute of Standards and Technology’s (NIST) Cybersecurity Framework
(CSF). This framework provides a flexible and adaptive approach for managing
cybersecurity risks, and it is widely adopted by organisations in both the public and
private sectors. The CSF includes a set of best practices for identifying and assessing
cybersecurity risks, protecting against threats, detecting and responding to incidents,
and recovering from disruptions [50] (Fig. 3).

For disaster recovery and business continuity, organisations can refer to stan-
dards such as ISO 22301 and BS 25,999. These standards provide guidelines for
developing and implementing effective continuity management plans, including risk
assessments, incident response procedures, and recovery strategies [51, 52].

3.2 Disaster Resilience and Managing the Risks

The rise of cyber threats has become a major concern for organisations, as cyber
security incidents can cause severe damage to an organisation’s reputation, financial
losses, and even loss of lives. Disaster resilience refers to the ability of organisations
to prepare for, withstand, and recover from the impacts of disasters and security
incidents. The implementation of risk management frameworks, incident response
plans, and early warning systems can be effective in improving disaster resilience
and reducing the impact of cyber security incidents.

It was revealed that the current state of cyber security in relation to disaster
resilience is a matter of concern, as cyber threats have become more sophisticated
and frequent [53]. The results from different surveys conducted revealed that many
organisations are not adequately prepared to handle cyber security incidents [54].
In addition, there is a shortage of skilled individuals in the cyber security fields in
Europe and due to the severe scarcity of experienced security specialists, which has
been observed, the industry has been struggling to keep up with demand, which has
been growing over the last few years as a result of the culture’s extensive digitalisation
[55].
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It can be concluded that the risk assessment and mitigation strategies such as
the use of risk management frameworks, incident response plans and early warning
systems are crucial for ensuring disaster resilience, and universities should focus on
ensuring that they produce more experienced individuals who are ready to take on
the job market in the Cyber Security Field and fill the current shortages.

The importance of incident response plans and risk management frameworks in
improving disaster resilience is emphasized by many researchers [56, 57], as well as
the need for organisations to regularly test and update their incident response plans
to ensure that they are effective in the event of a cyber security incident [58, 58].

The EU has made significant progress in improving its readiness against cyber
threats and has established a comprehensive framework for cyber security, which
includes legislation, policies, and initiatives aimed at improving the EU’s cyber
security posture. The EU’s cyber security strategy, which was updated in 2020, sets
out a clear vision for the EU’s cyber security efforts and provides a framework for
the EU’s cyber security initiatives. The EU’s cyber security agency, ENISA, plays an
importantrole in supporting the EU’s cyber security efforts, and has been instrumental
in the development of the EU’s cyber security framework.
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4 Strengthening Trust in Complex Private and Public
Supply Chains

The growing intricacy of supply chains, be it private or public, has made it chal-
lenging for organisations to gain the confidence of their customers, vendors, and other
stakeholders. To overcome this challenge, companies should adopt a multifaceted
approach that includes increased oversight, responsibility, transparency, robust part-
nerships, and a proactive approach to addressing societal issues. By implementing
technologies like RFID, GPS tracking, and blockchain, companies can achieve real-
time tracking of goods, evaluation of suppliers’ performance and identification of
potential risks. Independent verifications such as certifications and third-party audits
can assure compliance with established standards, laws and regulations. Building
strong relationships through regular communication and sharing of information
can help identify and mitigate supply chain risks. Furthermore, addressing soci-
etal concerns such as fair labour practices, environmental sustainability and ethical
business behaviour can help companies to build trust with stakeholders who are
increasingly concerned about the impact of business on society.

Researchers contend that businesses may not always detect and prioritise these
risks appropriately, leaving them unprepared for dangers with low likelihood but
significant consequences. Trust and maintaining credibility is another factor that
businesses may struggle to display. One way to tackle the issue of establishing trust
in complex dependencies on public and private service providers and supply chains is
through increased transparency. This can be achieved by implementing systems that
provide real-time visibility into supply chain activities. For example, using technolo-
gies like RFID (Radio-Frequency Identification) tags, GPS tracking, and blockchain
can help companies track the movement of goods, monitor supplier performance,
and detect potential risks in their supply chains. This real-time visibility can help
companies to quickly identify and respond to issues as they arise, which can help
to build trust with customers, suppliers, and other stakeholders. The adoption of
blockchain in supply chains is still in its early stages, as there are several technical,
regulatory, and new organisational challenges that need to be overcome. These chal-
lenges include scalability, interoperability, data privacy, and regulatory compliance
(looking at different geographical jurisdictions). A successful implementation of
blockchain requires a collaborative approach involving all stakeholders in the supply
chain, including suppliers, manufacturers, logistics providers, and customers [60].

Proactivity identifying and addressing societal issues such as labour rights, envi-
ronmental sustainability, and ethical business practices is also a key aspect of building
trust in the complex private and public supply chains. Companies can create and
implement policies, procedures, and standards to ensure that their suppliers adhere
to such societal issues. In January 2012, the California Transparency in Supply
Chains Act (Senate Bill 657) (CTSCA) was enacted. The CTSCA requires that
retailers and manufacturers doing business in California, with annual worldwide
gross receipts of $100 million or more, must explicitly disclose their efforts to erad-
icate slavery and human trafficking. Companies have moved quickly to update their
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auditing mechanisms to ensure all supplier factories meet the requirements of the
Act [61].

Cybersecurity is also a critical aspect that must be considered when strengthening
trust in complex private and public supply chains, it can be said that cybersecurity in
logistics and supply chain management is a growing area of concern [62]. With the
increasing use of technology and digital systems in supply chain management, there
is a growing risk of cyberattacks that can compromise the integrity and security of
sensitive information and disrupt supply chain operations. There are many activities
organisations should do to mitigate these risks and all fall into the information gover-
nance and how that is managed across all the stakeholders. Another type of model
suggested is to build trust within the supply chain through a cyber security maturity
model (CSMM) and combine the model with blockchain. The framework assists in an
end-to-end supply chain that ensures all those that sign up to the supply chain follow
the CSMM framework requirements and utilises some form of industry methodology
(e.g. CMMi, ITiL, etc.) to ensure monitoring, training, compliance, etc., are adhered
to on an ongoing basis. Blockchain can then be the mechanism to enhance security
that allows tracking from origin all the way through the supply chain, from raw
materials, manufacturing/distribution; using smart contracts, to offset criminality,
counterfeiting, falsification and tampering [63].

With the importance that 5G/6G brings to both organisations and individuals it is
imperative that societal and ethical impacts are taken into consideration especially as
these technologies continue to advance. It will become even more crucial to ensure
that they are secure, and that sensitive data is protected. Additionally, it is essential
to establish transparency and trust in the decision-making processes of these systems
and that they are aligned with societal issues. Organisations will need to continue
to implement robust cybersecurity measures, build strong partnerships, and address
societal issues in order to establish trust and ensure the success and sustainability of
their operations.

5 Conclusion

Since the introduction of mobile/wireless communications, internet, devices and IoT,
the need for 5G/6G adoption and its roll-out in a safe and secure manner, is becoming
increasingly important. Humans are now experiencing very high levels of interaction
with technology that has not been seen before and it is only set to increase and be
further connected; in a way that presents more humanoid interconnected interac-
tions. Both organisations and individuals know that data is extremely important and
safeguarding it needs to have very disciplined controls and governance that has the
monitoring and checks that would be expected. Whilst the use of Al, digital twin,
virtual reality and other tools are there to assist and support analysing these huge
data sets, they also have the capacity to allow data to fall into the wrong hands or
be passed onto third parties that may make prejudgements on individuals without
their knowledge. It can be further complicated with recent acceleration of satellite
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communications, technologies and its interaction with all other traditional systems (of
which 5G/*G will be part of). What was once more military/government controlled
launching of satellites into high earth orbit (HEO) is now experiencing thousands
of satellites being launched by commercial companies into low earth orbit (LEO).
That raises very concerning questions on how these will interact with 6G networks,
and where the data will be located. If we consider what governance method is being
applied here, and presents a rather large question mark on where the control, access,
monitoring and security responsibilities lie.

Clearly the acceleration of emerging technologies is needed as to help support
humans living now and in the future, with increasing population size and diminishing
resources. We will need these ‘smart’ technologies and its computational power. But
what is also needed is that sense of traditional discipline and governance frameworks
that encompasses end-to-end the activity on 6G networks and how the data is treated
and ensure it is secure, respect its privacy but not hinder the advancement of the
benefits 6G will bring to all. A difficult balance to maintain, but necessary.
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