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We believe we are not far away from reality if, following the lines of extreme
simplification, we say that Personalized/Systems Medicine and, by extension, P4
(Predictive, Preventive, Participatory, and Personalized) Medicine were born when
advanced mathematical sciences and bioinformatics entered in full the generation of
evidence and the consequent extraction of knowledge from Biomedical Data, mainly
from Big Data stemming from omics sciences.

In recent years, mathematical technologies, conjugated with computing
capabilities have made (together with more affordable large scale precision analyt-
ics) advanced techniques available in a reliable and sustainable way at “the Lab”
level paving the way (especially) for Machine Learning powering (and empowering)
Computer Systems to become, under the definition of “Artificial Intelligence”, an
everyday tool to face boldly medical complexity to an extent that was considered
unmanageable “just yesterday”. These new and enhanced capabilities have made
clinical data, in addition to omics data, a target at hand for the synthesis of outcome
knowledge from Real-World Experience(s).

Hence, Artificial Intelligence (AI) possibly boosted by the emotional engagement
(not necessarily in a “neutral” manner) and intended here with a very pragmatic
definition as a “system’ working by ingesting large amounts of data through which it
trains itself (more or less supervised by a “human touch”) and makes analyses
oriented at identifying, essentially, correlations and patterns. These are used to
make predictions. Al tools are believed to perform, if compared with other systems,
more quickly and with relatively few errors when it comes to transform huge
volumes of Data into actionable knowledge and information.

Unfortunately, the emotional component inherent with the coupling of the words
“Artificial” with “Intelligence” created from one side, possibly, an excessive expec-
tation (possibly as an effect of anthropomorphism and emotional receptivity) that,
finally, biomedical complexity was going to be solved at a fingers snap and, from the
other, a hype that created (some) confusion with regard to the pragmatic and
accountable benefits Al could bring in understanding the mechanisms at the basis
of the transition from a status of health to one of disease. The reliability of models
that mimic diseases in real world scenarios is currently tested in Al-driven and
simulated environments.
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This hype has been fuelled, as well, by “consumer” level “weak AI” (yes, one of
the ways to categorize Al is “weak” versus “strong”, whereas weak Al or “narrow”
Al refers to systems trained to execute one specific task and “strong” Al, or
“Artificial General Intelligence” (AGI), put simply, can mimic cognitive capabilities
of the human brain and thus be capable, beyond the task for which it is initially
trained, to solve, autonomously, unfamiliar ones) because weak Al is at the base of
the personalized virtual assistants we use every day to find a route on a navigator, to
connect our position to a cab, and in “n” other situations with which we are very
familiar.

A different story is when we deep dive into the exercise of finding pragmatic,
substantial, and structured situation in which AI has become “handy” in
Personalized Medicine (PM). This is the focus of this book that is structured into
three sections. We have pivoted on the editors’ personal and professional trajectories
to focus on the use and usefulness of Al in the field of PM from the extraction of
actionable biomarkers’ profiles from omics Data to make computer vision reliable
and actionable into Surgery, passing through the extraction of criteria potentially
useful for clinical decision support from Lifestyle (behavioural) Data to solve
complex phenotypes in cancer, chronic diseases, and beyond.

Finally, we elaborate on the concept of Metaverse, from a cross-industry perspec-
tive analysing where Health Care and Research stand in terms of uptake and
experimentation to the forecast of building entirely new models for R&D not only
in the deep science content but, as well, in everyday design and discovery operations
with initial real-life deployment of “metaverse like” (still in the augmented virtual
reality endeavour) solutions into clinical trials.

In Part I, several perspectives provide a comprehensive state of the art that
includes scientific, technological, and regulatory challenges of using Al in
PM. Chapter 1 by Cascini and colleagues focuses on how PM is developing by
integrating Al solutions through the lenses of Public Health, which interacts with the
main audience of healthcare: all citizens. Chapter 2 by Laino and Savevski dives into
the practical evolution to Digital Health, providing a broad scenario in which Al is
used in the biomedical field and the main challenges encountered worldwide.
Chapter 3 by Giorgianni offers a lucid vision of the current status of data flow in
Europe, introduces the professional figure of the Data Protection Officer, and
envisions a way forward for data protection. Chapter 4 by Recchia and Gussoni
draws a distinction between Digital Health, Digital Medicine, and Digital Therapeu-
tics (DTx) while introducing why the latter can potentially transform the treatment of
chronic diseases, without neglecting practical issues such as clinical evidence, data
safety, and patients’ literacy. The section closes with Chap. 5 by Tagliaferri and
colleagues that considers current methodological constraints of using Al in PM from
an academic point of view, while proposing the avenue of Deep Humanism as a way
through which patients can be considered more holistically with digital and techno-
logical instruments.

Part II is entirely focused on consolidated evidence from a stratified landscape of
Al-based solution applications in PM practice. In Chap. 6, Kyriazakos and
colleagues show a detailed application of how big data and Al algorithms can
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improve clinical research with a specific focus on DTx. In Chap. 7, Villoslada and
colleagues explain how network analysis of signalling pathways can improve the
development of combination therapy in multiple sclerosis, as a beautiful example of
how AI can boost the progress of Systems Pharmacology for immunotherapy. In
Chap. 8 by Surendran and colleagues, we enter in the field of virtual trials: a
meticulous methodology leads the reader to understand how virtual patient cohorts
can be generated with an application in the field of oncology. Chapter 9 by Giaco and
colleagues explores the issue of Deep Phenotyping and how it can be achieved
nowadays by taking COVID-19 variants as prominent example. On the other hand,
Chap. 10 by Gonzalez-Colom and colleagues provides the example of the Synergy-
COPD project to demonstrate multiscale modelling to predict chronic obstructive
pulmonary disease (COPD) towards Systems Medicine and Al In Chap. 11 by
Tagliaferri and colleagues, Al is used to ameliorate radiotherapy workflows, espe-
cially in high-complexity organizations such as research hospitals. This section
closes with Chap. 12 by Mascagni et al., in which several applications of Al in
surgery are provided, highlighting the novel scenario of Surgical Data Science.

Part III provides a broader perspective on upcoming technologies with resource-
ful insight about the near future. In Chap. 13, Bellina and Jungmann explore the
dialogue between start-ups and established organizations as a virtuous collaboration
through which healthcare and PM could find a sustainable innovation process. In
Chap. 14, Neumann and colleagues elucidate how Al augments the field of Medtech,
especially with Software in a Medical Device (SiMD) and Software as a Medical
Device (SaMD) solutions, explained with a strong regulatory framework. In
Chap. 15, Patarnello explores the fascinating field of Quantum Computing and
how it will help enhancing precision medicine, while indicating current challenges
that still need to be addressed. In Chap. 16, Pagliai depicts an interesting representa-
tion of how the Metaverse Continuum is evolving health care to the next level and
leads to re-imagine this field. On the other hand, Chap. 17 addresses the very
interesting topic of human-like interactions while using anthropomorphic
technologies in health care, such as chatbots, robots, and virtual avatars.

With Chap. 18, Manto and D’Oria wrap up the main aspects of using Al in PM by
focusing on some ethical and educational issues that regard individual and algorith-
mic “identity”. Finally, Chap. 19 by D’Oria and colleagues prepares the seeds for
thinking about a broader perspective on the relationship between Al possibilities and
human limits, to critically reflect on how this relationship affects Al-guided PM.

With the hope that this book will be helpful to envision the current and future
scenarios of medical research and care, we warmly thank Dr. Ina Karen Stoeck at
Springer Nature, whose precious care has guided us in this beautiful journey we are
really proud about, and Mr. Bibhuti Bhusan Sharma at Springer Nature, for his
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constant dedication in managing this international project. We are also glad to all the
staff at Springer Nature involved in making this dream possible.
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Fidelia Cascini, Stefan Buttigieg, Roberta Pastorino, Walter Ricciardi,
and Stefania Boccia

Abstract

Digital technologies are leading the transformation of the healthcare sector and
are bringing new models of health service delivery that are mostly focused on
prevention and based on personalization and precision. From a Public Health
perspective, personalized medicine implies a transformation of health systems
that facilitates improved targeting of healthcare services based on specific popu-
lation sub-group needs, to maximize their effectiveness and relevance. The
digitalization of healthcare systems and the use of health data-driven approaches
allow the development of novel, targeted Public Health solutions, which are
necessary in the complexity of the healthcare ecosystem. The growing amount
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of health data generated every year makes big data platforms an essential tool for
data management and analytics. Although various different artificial intelligence
systems are being developed with the aid of such platforms, they generally share
similar objectives: to assist health systems’ response to specific emerging health
demands; to design healthcare services that are able to scale their provision
according to the growth of populations; to improve public health resilience and
responsiveness, to promptly control epidemic-related emergencies; to better
differentiate patient communities through risk stratification and to inform indi-
vidual decision-making, both essential for the personalized medicine movement.
In this chapter, we present the development of artificial intelligence and its
promising applications allowing targeted Public Health interventions, and current
limitations to address as well.

Keywords

Public Health - Personalized medicine - Artificial intelligence - Healthcare

1.1 The International Landscape of Artificial Intelligence
for Healthcare Purposes

Artificial Intelligence (Al), defined as a system’s ability to correctly interpret
external data, to learn from such data, and to use those learnings to achieve specific
goals and tasks through flexible adaptation, can be considered one of the major
drivers of the digital transformation challenge we are faced with.

Digital technologies, machine learning algorithms, and Al are transforming
medicine, medical research, and Public Health. The United Nations Secretary-
General has stated that safe deployment of new technologies, including Al, can
help the world to achieve the United Nations Sustainable Development Goals, which
would include the health-related objectives under Sustainable Development Goal
3 (United Nations 2022). Al could also be the key to improve global commitments
on achieving universal health coverage.

The EU’s coordinated approach to make the most out of the opportunities offered
by Al and to address the challenges that it brings is based on its Digital Single
Market, where rules and regulations on various related topics (data protection,
business development, etc.) create an environment for growth without leaving single
countries lagging (European Commission 2022). In its seminal White Paper on
Artificial Intelligence, the European Commission (2020a) describes the
characteristics of the policy framework necessary to develop trustworthy and secure
Al applications for all areas, including healthcare. The EU must be:

— An “ecosystem of excellence”, starting in research and innovation, where the
right incentives accelerate the adoption of solutions based on Al, including by
small- and medium-sized enterprises.
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— An “ecosystem of trust” in which compliance with EU rules and regulations is
enforced, including the rules protecting fundamental rights and consumers’
rights, especially for Al systems operated in the EU which pose a high risk.

The use of Al technologies to improve healthcare systems holds a promising
future, with progress already being made in various health-related fields, such as
drug discovery, medical imaging, screening/prevention. Al could be fundamental in
assisting healthcare providers, helping to avoid errors, and allowing clinicians to
focus on providing care and solving complex cases. However, from a Public Health
perspective, to maximize the benefits for society, the legal, ethical, regulatory,
economical, and social constraints of Al must be addressed rapidly.

Al technologies are usually designed by companies or through public—private
partnerships (PPPs). To strengthen European competitiveness in the PPPs on Al and
to engage various stakeholders and investors in the technological development of the
EU, the European Commission spent between 20 and 50 million € per year to fund
partnerships on Al Data and Robotics from 2014 to 2020, with an overall 1.1 billion
€ spent under the Horizon 2020 research and innovation programme, which included
big data (Pastorino et al. 2019) and healthcare (OECD 2019).

Some of the world’s largest technology companies are developing new
applications and services, which they either own or invest in. The potential benefits
of these technologies and the economic and commercial potential of Al for health
care are warranting an ever-greater use of Al worldwide (WHO 2021a).

The European Commission categorizes Al applications as “generally high-risk”
because they are both employed in sectors where significant risks are expected to
occur and in such a manner that increases the amount of predictable risk to be taken
(these include healthcare, transportation, the energy sector, etc.). This is particularly
true for healthcare systems, where applications can have unpredictable and
far-reaching consequences, which might affect patient safety, access to care, quality
of care, and certain fundamental human rights. The European Commission has
continued to build on this work and has adopted the risk stratification process,
varying from “Unacceptable Risk” to “Minimal Risk” in the ongoing discussion
on the harmonized rules on Artificial Intelligence or what is better known as the “Al
Act” (European Commission 2021). In parallel, this legislation is furthermore
supported by the work being done on the “Data Governance Act”, “The Open
Data Directive”, and the initiatives under the “European strategy of data”. In the
European strategy of data, there is a focus on the relevant deployment of data
infrastructures, tools, and computing for the European Health Data Space which
will determine the availability of high-quality data essential for training and further
developing Artificial Intelligence systems (European Commission 2020b). This
specific space will facilitate non-discriminatory access to health data and the training
of artificial intelligence algorithms on those datasets, in a privacy-preserving, secure,
timely, transparent, and trustworthy manner supported by institutional governance.

In fact, through this regulatory framework, the European Commission is seeking
to ensure common normative standards for all high-risk Al systems. The health
sector’s involvement in high-stakes situations which require the use of sophisticated
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diagnostic systems and systems supporting human decisions need to be reliable and
accurate. Building on this aspect is the important element of “Human Oversight”
outlined in Article 14 of the “Al Act”, where human oversight will play an important
role in preventing or minimizing the risks to health that may emerge because of the
implementation of a high-risk AI System.

Different organizations throughout the world are building on this important
discussion. The Pan American Health Organization (PAHO) offers its own guiding
principles for all AI applications in healthcare or Public Health (PAHO 2021):

— People-centred: Al technologies must respect the rights of the individual.

— Ethically grounded: progress and discussion must be made in compliance with the
principles of human dignity, non-maleficence, and justice.

— Transparent: when developing Al algorithms, having clear objectives and goals is
mandatory.

— Data protection: data privacy and security are paramount in Al development.

— Demonstrates scientific integrity: Al applications must be reliable, reproducible,
fair, honest, and accountable, according to the best practices.

— Open and shareable: openness and shareability must be the founding principles of
every Al development process.

— Non-discriminatory: Al for Public Health must be based on fairness, equality, and
inclusiveness.

— Human-controlled: all automated decisions must be reviewed by human beings.

These guiding principles will be fundamental in developing global cooperation
initiatives centred on Al in Public Health and navigating the complex legislative and
policy environment that is being developed for the safety of our increasingly
interconnected society.

1.1.1 Artificial Intelligence Systems Suitable for Public Health
Applications

Al encompasses many fields of scientific enquiry, and its objective of mimicking
human cognitive functions has many facets. To deploy and implement Al systems in
healthcare settings they need to undergo a process of training, in which various types
of input data, depending on the use case, will be “fed” to the algorithm and return
associations or predictions. In this way, clinical data, diagnosis data, or screening
results can be used to predict individual or population trends, help diagnose disease
or create associations between various features of care (FDA 2013).

Machine Learning (ML) is based on algorithms that improve automatically
through experience, feedback, and use of data. The trained algorithm then generates
rules that can be used to classify new data or predict future data; this has many
applications in a Public Health perspective, as it can be used to understand the
complex connections between genetics, environment, and diseases or to predict
illness. ML algorithms can be divided into two major categories: unsupervised
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learning and supervised learning, with the latter being based on labelled data (the
machine has some positive and negative examples of what it should be able to
identify). Unsupervised learning is best applied to extract patterns and features from
data, whilst supervised learning is more suitable for predictive modelling, given its
ability, for example, to build relationships between the patient traits (age, gender,
etc.) and the outcome of interest (i.e., cardiovascular disease) (Jiang et al. 2017).

Deep Learning (DL) leverages algorithms as networks of decisions to learn from
data. These networks are called neural networks or deep neural networks, depending
on the number of layers in the network. DL can identify diseases thanks to imaging
and can predict health status relying on health records (e.g. diabetic retinopathy in
retinal fundus photographs). Its main advantage over other learning algorithms is its
returned performance over bigger databases, being able to draw patterns in an
abundance of unlabelled data, making it highly scalable.

Different learning methods can then be used to create disparate types of Al that
have applications in Public Health. Natural language-related Al is a subfield of Al
that aims to bridge the divide between the languages that humans and computers use
to operate. Specifically, Natural Language Processing (NLP) automates the ability to
read and understand human language, and by doing so, it ensures behaviour and
sentiment analysis through social media and consumer-generated data. Natural
Language Understanding (NLU) understands human writing using a coded compre-
hension of grammar, syntax, and semantics; this might be employed, for example, in
the identification of loneliness or depression in older adults based on the content and
patterns of their text messages. Finally, Natural Language Generation (NLG)
transforms structured data into plain language or text, which can be useful to
automatically remove identifiers and sensible information from electronic medical
records or to produce automated medical reports given certain exam results as input.

Automated scheduling and automated planning are a branch of Al focused on
organizing and prioritizing the activities required to achieve the desired goal, and
expert systems (also known as knowledge-based systems) are Al programs that have
expert-level competence in solving specific problems. Possible functions of expert
systems and management systems include identifying and eliminating fraud or
waste, scheduling patients, predicting which patients are unlikely to attend a sched-
uled appointment, assisting in the identification of staffing requirements, optimizing
the allocation of health-system resources by geographical location according to
current health challenges, and using administrative data to predict the length of
stay of health workers in underserved communities (NHS UK 2019). Digital
Decisioning Platforms represent the evolution of automated scheduling and planning
expert systems. Generative Al, powered by advanced models like GPTs and stable
diffusion, is rapidly developing. Public health has been involved in this pro-
cess mainly regarding tasks such as analyzing patient data, creating informative
presentations, and writing public health messages. However, more research is
needed to fully understand generative Al potential and limitations, also in the Public
Health field.

Other domains of Al can benefit Public Health indirectly. One such example is
Cognitive Search, which employs Al systems to merge and understand digital
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contents from different sources by deriving contextual insights from conceptual data,
improving the relevance of the results generated from a user search, for example in a
search engine. This could help evaluate the quality and intent of information
distributed during health emergencies, and sift through emerging information
based on source and credibility. During the COVID-19 pandemic, this has been
applied to the most utilized search engines to give citizens the most up-to-date
information on prevention and medication use, filter obsolete information and reduce
confusion (Microsoft New Zealand News Centre 2021).

1.1.2 Improving Healthcare Services Using Artificial Intelligence

One of the main focuses of Al development in healthcare is creating a support
system to improve the early diagnosis of various diseases. This is being particularly
explored in the field of oncology, where Al is being evaluated for use in radiological
diagnoses, such as in whole-body imaging, colonoscopies, and mammograms. Al
can also aid in optimizing radiological treatment dosing, recognizing malignant
disease in dermatology or clinical pathology, and guiding RNA and DNA sequenc-
ing for immunotherapy (Bi et al. 2019).

In general, Al developments in early diagnosis are being studied in most health-
related fields, such as in the early diagnosis of diabetic retinopathy, cardiovascular
disease, liver disease, and neurological disorders (Kamdar et al. 2020). Currently
there are only a handful of prospective clinical trials on the effectiveness of Al in
early diagnosis, with some showing promise of equivalent detection ability to human
professionals in specific tasks, with even fewer focusing on the potential benefits of
human-machine partnerships. One of the risks in relying excessively on Al and
machine learning algorithms is the development of an automation bias, where
medical practitioners might not consider other important aspects in patient care
and overlook errors that should have been spotted by human-guided decision-
making (The Swedish National Council on Medical Ethics 2020).

Al can also be used to digitalize and store traditional paper medical records and
process large amounts of data from images and other types of inputs or signals (such
as motion data or sound data). Steps in image and signal processing algorithms
typically include signal feature analysis and data classification using tools such as
artificial neural networks, which work via complex layers of decision nodes (Wahl
et al. 2018). Medical imaging is one of the most rapidly developing areas of Al
application in healthcare. Whilst improving automated image interpretation and
analysis is a priority, other important aspects of Al application to medical imaging
are being explored, such as data security and user privacy solutions for medical
image analysis, deep learning algorithms for restoration/reconstruction and segmen-
tation of complex imaging and creation of fuzzy sets or rough sets in medical image
analysis (Xia 2021).

Furthermore, with health systems, in general, growing more complex every year,
administration and management of care are becoming increasingly laborious. Al can
be used to assist personnel in complex logistical tasks, such as optimization of the
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medical supply chain, to assume mundane, repetitive tasks or to support complex
decision-making (Schwalbe and Wahl 2020). This is made possible by a combina-
tion of Al advancements in the fields of natural language processing, automated
scheduling and planning, and expert systems (PAHO 2021).

Many Al tools can also be used in specific public health programmes or in wide
public health approaches to improve wellbeing. Al can be used for health promotion
or to identify target populations or locations with “high-risk” behaviour concerning
communicable and non-communicable diseases. Al can improve the effectiveness of
communication and messaging specifically directed to certain sub-populations, both
in terms of its ability to recognize priority groups and in its adaptiveness in creating
tailor suited messages to benefit population health (micro-targeting) (Privacy Inter-
national 2021). One example of such application is micro-targeting individuals or
communities with technological, linguistic, or cultural barriers to better communi-
cate the importance and safety of vaccinations, such as the COVID-19 vaccination
(NBC News 2021). Al tools could therefore be adapted to improve access and equity
of care, furthering the development of truly personalized medicine.

Al can also have a leading role in performing analyses of patterns of data for
health surveillance and disease detection (Russell and Norvig 2010; Alcantara et al.
2017; Morgenstern et al. 2021; CDC Foundation 2022): Al tools can be used to
identify bacterial contamination in water treatment plants, identify foodborne
illnesses in restaurants or hospitals, simplify detection and lower the costs. Sensors
can also be used to improve environmental health, such as by analysing air pollution
patterns or using machine learning to make inferences between the physical envi-
ronment and healthy behaviour (Roski et al. 2019).

Another application of Al in public health surveillance is evidence collection and
its use to create mathematical models to make decisions. Although many public
health institutions are not yet making full use of all possible sources of data, some
fields, such as real-time health surveillance, are steadily improving. This has
improved the public health outlook on pandemic preparedness and response, though
the long-term ramification of such important changes will only be evident in the
future (Whitelaw et al. 2020).

The development of public health policy also proves to be fertile ground for
artificial intelligence where attempts at analysing argumentation on food quality in a
public health policy was attempted. Models with new recommendations based on
stakeholders’ arguments by target specific audiences have been consequently
generated (Bourguet et al. 2013). Healthcare has always depended in part on
predictions, prognoses, and the use of predictive analytics. Al is just one of the
more recent tools for this purpose, and many possible benefits of prediction-based
health care rely on the use of this technology. For example, Al can be used to assess
an individual’s risk of disease, which could be used for the prevention of diseases
and major health events (OECD 2019).

Various studies suggest that artificial intelligence may improve several
pathologies, such as heart failure, utilizing predictive models and telemonitoring
systems for clinical support and patient empowerment. For example, given the
expected increase in the number of heart failure patients in the future due to the
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ageing of the population, predicting the risk of a patient having heart failure could
prevent hospitalizations and readmissions, improving both patient care and hospital
management, which would have a high impact on costs and time (Larburu et al.
2018).

Machine learning is also increasingly being applied to make predictions related to
population health: using novel big data resources, ripe with different data types, may
allow for improvements in prediction algorithms necessary to navigate the complex
health data ecosystem successfully (Alcantara et al. 2017). A good example of this,
is the integration of data types to better understand complex associations between
genetics, environment, and disease. The Harvard group has been using large admin-
istrative datasets to untangle the relationship between genetics and environment in
all diseases recorded in health insurance claims data (Lakhani et al. 2019). Using
biobanks and their massive datasets allows scientists around the world to discover
new genetic variants (e.g. through genome-wide association studies) and novel risk
factors associated with disease more efficiently and with higher sensitivity and
specificity compared to traditional “one-at-a-time” methods (CDC 2019).

Using electronic medical record data, machine- and deep-learning algorithms
have been able to predict many important clinical parameters, including suicide,
Alzheimer’s disease, dementia, severe sepsis, septic shock, hospital readmission,
all-cause mortality, in-hospital mortality, unplanned readmission, prolonged length
of stay, and final discharge diagnosis (Topol 2019).

All in all, predictive models have been used much more widely by clinicians than
by public health professionals. However, on closer inspection, any application
improving patient care at any level can be considered relevant to the field of public
health. The ability of clinicians and healthcare providers to make better informed
decisions on patient health will be improved by context-specific algorithms, that use
massive quantities of clinical, physiological, epidemiological, and genetic data.
Precision Medicine will further benefit from these advanced algorithms, as their
accuracy, timeliness, and appropriateness in clinical care improve over time,
decompressing our reliance on human resources. This advancement, however, still
necessitates computer-literate physicians, who are up to date with new generation
data-driven approaches. The key to a complete incorporation of Al into clinical care
will therefore be the integration of human clinical judgement with advanced clinical
machine learning algorithms (Khemasuwan et al. 2020).

Table 1.1 shows the most common Al applications in healthcare:

1.2 Current Limitations of Al Applications in Public Health

Al poses major technological, ethical, and social challenges, which need competent
professionals to address. In fact, beyond the many opportunities, artificial intelli-
gence presents some critical issues that could slow down the adoption of these
applications. With Public Health interventions targeting entire populations, the
introduction of Al might either improve or worsen health inequities on a large
scale (Weiss et al. 2018); as assessed by many ethics and policy guidance
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Table 1.1 Most advanced Al applications in the field of healthcare

Diagnosis and Administration and management of Predictive models for
clinical care uses healthcare services public health purposes
Medical Imaging: — Guiding complex logistical tasks — Micro-targeting

— Interpretation — Reduce the burden of mundane/ — High-risk behaviours
— Analysis repetitive tasks profiling

— Data security — Support complex decision-making — Predict water

— Restoration — Optimization of medical supply chain contamination

— Fuzzy/Rough Sets. | — Time and cost management — Identify patterns in
— Image quality — Communicating information in a timely | foodborne illnesses
Oncology: and cost-effective manner — Predict air pollution
— Radiological patterns

Diagnosis — Real-time health

— Treatment dosing surveillance

— Clinical pathology — Population Health
classification predictions

— Immune therapy — Genome-wide

gene sequencing associations

documents, the promotion of Al deals with personalized recommendations and
individual action, but this should not threaten the importance of collective action
to take care of social and structural determinants of health (Panch et al. 2019).

Moreover, like all public health interventions, Al has the potential to create
enduring benefits but will require not just a broad coalition of support and partner-
ship between the public and private sector but also the trust and enduring support of
patients.

Currently, despite their wide testing, Al-based prediction algorithms that affect
patient care have not reached a sufficient level of accuracy needed for precise long-
term predictions. This poses a serious challenge for healthcare workers, as long-term
predictions of limited reliability could impact an individual’s life for years in the
future: for example, both false-positive and false-negative predictions on an essential
diagnosis could affect the level of risk clinicians are willing to undertake in order to
treat a health condition, thus heavily impacting health outcomes. Furthermore, these
prediction algorithms could be biased towards or against certain population
sub-groups (e.g., ethnic groups, religious groups), both in terms of potentially
discriminatory health practices suggested and issues about individual autonomy on
personal data use and informed consent. These potential pitfalls of Al-based
algorithms and their long-term health inferences raise essential ethical concerns
that have to be addressed by all the stakeholders involved (WHO 2021Db).

One of the main and most obvious implications of Al introduction in Public
Health is the risk of inequalities in accessing technologies, in the opportunity to
benefit from them and in the burdens generated by them (IEEE Standards Associa-
tion 2019). An example is represented by developing countries that depend on
Al-based platforms developed by other richer countries, which also leads to a
significant financial burden. Most Al developments in healthcare respond to the
needs of high-income countries (HICs), where most research is conducted, however
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low- and middle-income countries, where workforce shortages and limited resources
constrain the access to quality of care, could also benefit from the implementation of
Al in Public Health.

Another element that exacerbates this digital divide is the lack of availability and
accessibility of Internet services: Mobile Health apps, which make heavy use of
Artificial Intelligence, are of no use for people living in areas that do not have
Internet access. Not only could this gap manifest between population groups, but
also between researchers, public and private sectors and even health systems (Smith
et al. 2020). A similar difference could present between those who choose to actively
use Al technologies and those who do not. Al systems might be programmed
according to certain values and judgements that could create or worsen health
inequities, for instance, those related to gender, race or belonging to minority groups
(Norris 2001). Moreover, there could be disagreement about the system of values
that inform Al systems (Caliskan et al. 2017).

Through harmonized standards and requirements, both at the research stage and
in the evaluation phase, it is essential to ensure effectiveness for the patient as well as
safety in use. The current scientific landscape will see an increase in the number of
clinical trials that verify the effectiveness and efficacy of Al in Public Health; proper
development of a precautionary supervised system of trials will ensure that they are
ethical, legal, and inclusive in scope. Nevertheless, the next decade will shed light on
how the broad political, economic, and cultural global framework in which these
technologies are developed will transform public health through the use of Al
(Larburu et al. 2018).

The biggest challenge for Al in these healthcare domains will be ensuring their
adoption in everyday clinical practice. Widespread adoption of Al systems must be
approved by regulators, integrated with digital health platforms through health
data pipelines, standardized at a level such that similar products perform similarly,
taught to clinicians, accepted by the patients, paid for by public or private payer
organizations, and updated over time. The change is expected to be based on
multilevel—from local to supranational—collaborations, and supported by regu-
latory bodies acting for Public Health interests (Davenport and Kalakota 2019).
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Artificial Intelligence and Digital Health:
An International Biomedical Perspective

Maria Elena Laino and Victor Savevski

Abstract

With the scientific and technological progress achieved through -omic sciences
(e.g., genomics, proteomics) and the development of sophisticated Artificial
Intelligence (Al)-based solutions, Personalized Medicine has reached new
opportunities for patient prevention and care in a new clinical avenue called
“Digital Health” (DH). Investments in this field are rapidly increased worldwide.
The chapter shows how Al is used in DH by elucidating four principal
applications reported by the literature. Al-based solutions can support in retriev-
ing big data, in analyzing Real-World Data (RWD) to produce Real-World
Evidence (RWE), in predicting prognostic outcomes and risks, in personalizing
clinical diagnostics, while customizing therapy development and monitoring
patients’ adherence. The chapter finally summarizes some challenges that still
need to be addressed by the stakeholders involved in the field of DH.

Keywords

Artificial Intelligence - Digital Health - Patient management - Predictive model -
Virtual ward - Patient support program

2.1 Introduction

The scientific progress achieved with the -omics (e.g., genomics, proteomics,
metabolomics, radiomics, etc.), and the technological advances brought by Informa-
tion Technology (IT), bioinformatics, and data sciences have rapidly increased the
prognostic and diagnostic opportunities for Personalized Medicine (PM), aiming at
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delivering “the right treatment to the right patient at the right time” (Cesario et al.
2021). The boost of innovation in biomedical research has rapidly increased life
expectancy worldwide, leading healthcare systems to face a higher demand for their
services and workforce, to meet patients’ and citizens’ specific needs. Several
challenges affect this demand such as changes in patients’ expectations, a shift in
lifestyle choices, or the continuous innovation of services, technologies, and clinical
possibilities (Spatharou et al. 2020). For example, it has been estimated that by 2050,
one in four people in Europe and North America will be over the age of 65, meaning
that the health systems will deal with more chronic and complex needs.

The management of such needs is therefore expensive and requires systems to
transform their organizations in a more proactive and long-term way (Spatharou
et al. 2020). To this aim, several investments have been made in the field of
biomedicine regarding Artificial Intelligence (AI)-based solutions to address several
challenges such as remote patient management and disease prediction. Conse-
quently, biomedical infrastructures are going to integrate novel evidence-based Al
solutions to promote a new clinical avenue called “Digital Health” (DH) that can
potentially revolutionize this field by addressing some of the mentioned challenges
(Cesario et al. 2022).

This chapter will introduce the role of Al in DH by giving an overview of the
main global trends in using Al solutions for biomedical purposes, without neglecting
current limitations and challenges that still need to be overcame.

2.2  The Role of Artificial Intelligence in Digital Health

Artificial Intelligence is a discipline that outlines how computers can simulate,
reproduce, and eventually enhance human intelligence mechanisms. According to
the Medical Subject Heading (MeSH) Browser, Al is defined as:

Theory and development of Computer Systems which perform tasks that normally require
human intelligence. Such tasks may include speech recognition, learning; visual perception;
mathematical computing; reasoning, problem solving, decision-making, and translation of
language (MeSH Browser 2022).

On the other hand, Digital Health is a discipline that includes digital and techno-
logical care programs to enhance the efficiency of healthcare delivery and make
medicine more personalized and precise; it uses remote monitoring tools and
Al-driven solutions to facilitate understanding of health problems and challenges
faced by individual citizens and subpopulations of patients (WHO 2021).

To take a glance at the international framework, a search performed within the
PubMed database on June 16, 2022, shows the trend represented in Fig. 2.1, for a
total of 357 results. This trend is likely to increase exponentially.

Even if the AI’s impact and efficacy for DH is still at its roots, we could expect
interesting evolutions by looking at the pipeline of industrial and academic ideas on
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Fig. 2.1 Trend of scientific publications on PubMed for the query “artificial intelligence” [Title/
Abstract] AND “digital health” [Title/Abstract], without setting any filter for year, language, or
publication type

the global market. Currently, we envision four main directions of using Al solutions
within the international medical field:

Support for prognostic outcomes and risk prediction

. Support for clinical diagnostic personalization

Support for therapy development or improvement

. Support for data collection and analysis [synthetic data, Real-World Data (RWD),
Real-World Evidence (RWE)]

ao op

These directions will be elucidated in the following paragraphs.

2.2.1 Prognostic Outcomes and Risk Prediction

Prognostic outcomes and risk prediction is a process that involves the classification
of individuals with certain characteristics or conditions and their classification
according to stage, severity, and other clinical variables (European Parliament 2022).

One of the first fields in which Al-aided detection and prediction is applicable
(but not limited to) is medical imaging. For example, starting from a database
containing a considerable number of images of a neoplasm that are then compared
with images of healthy cells and tissues, Al algorithms can be trained to early detect



18 M. E. Laino and V. Savevski

cancer by comparing images among them (Bi et al. 2019). The comparison of
massive information allows the algorithm to identify if key features of that specific
neoplasm are present within the patient’s diagnostic images. The recognition helps
anticipating the risk of disease manifestation/recurrence. Algorithms can therefore
develop a “predictive model” (e.g., probabilistic and/or statistical analysis) that help
doctors in creating a dedicated preventive path. In Part II of this book, several
chapters will provide specific examples.

A sophisticated way in predictive modeling is the creation of Human Digital
Twins (HDTs), computerized avatars that simulate the information ecosystem of the
patient (although it represents a sampling of data and not the totality of his/her
health), by connecting the medical history (including family history, if available)
with current illnesses and symptoms (Valentini and Cesario 2021). HDT are impor-
tant for clinicians and patients because they give a comprehensive overview of the
clinical history to develop a personalized plan. Some interesting reflections will be
reported in this book regarding the identity of the patient and the ethical aspects (see
Manto and D’Oria, infra). Currently, HDTs are expected to compare the patient
specimen with those of others to achieve stratified clusters of subpopulations in
predictive medicine, to anticipate disease onset or exacerbation.

2.2.2 (linical Diagnostics Personalization

Al-based algorithms show their greatest utility in multifactorial analyses of big data
and RWD to create accurate predictive models for diagnostics and the reduction of
clinical errors (Miller and Brown 2018). Predictive modeling starts from large
datasets (based on the information retrieved from a patient, subpopulations with
related characteristics, populations with the same disease, or seemingly distinct
populations), whose data are classified according to similarities, rules, connections,
neural networks, statistics, or probabilities.
The main tasks of these algorithms for diagnostics are as follows:

* Risk prediction and diagnosis of several diseases in their types, features, and
levels of complexity (Kourou et al. 2014).

» Integration of omics and multi-omics data for complex diseases personalized
diagnostics (Fornecker et al. 2019).

» Discovery of novel associations between diseases, including comorbidities and
multimorbidities (Deparis et al. 2018).

» Observation of different pathology-specific therapeutic outcomes to identify key
instances (e.g., mutations or genetic alterations) that originate new cancers
(Zhang et al. 2017).

Al-based algorithms are prevalently used for disease prevention and therapeutic
outcome prediction in several fields (e.g., radiology, radiation therapy, ophthalmol-
ogy, dermatology (Naylor 2018), gastroenterology, gynecologic oncology, senology
(Kourou et al. 2014), hematology (Radakovich et al. 2020), and infectious diseases
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(Peiffer-Smadja et al. 2020; Ozsahin et al. 2020). Specifically, their use helps
personalizing preventive diagnostics and therapeutic choices by gathering interper-
sonal features within the same cluster of patients, and therefore identify discordance
from intrapersonal variability.

2.2.3 Therapy Development or Improvement

Another example that demonstrates how Al is utilized in the biomedical field regards
the development/improvement of drugs and therapies to predict their outcomes
(including the assessment of possible toxicity or the onset of adverse events) and
personalize them according to each patient’s characteristics (Bhinder et al. 2021).
Such models, like those based on quantitative structure—activity relationship
(QSAR) approaches (Golbraikh et al. 2012; European Parliament 2022), can help
predicting large numbers of new compounds for various biological end points. These
models can further facilitate greater understanding of molecules’ behavior (e.g.,
potential antimicrobial activity) by screening a large volume of molecules and
virtually test them to identify antibacterial compounds structurally distant from
known antibiotics (Stokes et al. 2020; European Parliament 2022).

Besides, the current way of manufacturing pharmaceutical products and related
existing logistic solutions is not mature for this revolution, since one of the current
challenges is cybersecurity. A potential solution could be the envisioned in the
concept of “cryptopharmaceuticals” elaborated by Ngrfeldt et al. (2019), where
pharmaceutical products are connected in a patient-specific blockchain of individual
dosage units for personalized medication and, potentially, avoid counterfeit
products.

Al-based models are also used for randomized controlled trials (RCTs) design, to
increase the success rates or personalize patients’ enrollment (Harrer et al. 2019), or
to assess the risks and benefits of medical interventions. Sometimes, undertaking a
RCT is not always possible under certain clinical conditions; therefore, Machine
Learning (ML)/Deep Learning (DL) algorithms can be used in designing in silico
clinical trials (ISCTs), computerized simulations often customized on HDTs that
study the development or regulatory evaluation of a virtual drug, a device or a
therapeutic intervention (the chapter of Surendran and colleagues—infra—
elucidates very well the approaches to generating virtual patient cohorts in oncol-
ogy). To this aim, studies with real patients may be reduced in favor of sophisticated
simulations that predict, for example, the safety and efficacy of a treatment on a
specific patient [the so called “N-of-1 clinical trials” (Lillie et al. 2011)], or a subset
of patients with similar clinical pathophenotype.

2.2.4 Deep Data Collection and Analysis

Al solutions in clinical practice must be based on RWE from clinical trials, espe-
cially to implement clinical decision-support tools. Important preconditions for Al to
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deliver its full potential in global medicine and healthcare are the integration of
broader data sets across organizations, a strong governance to improve data quality,
and a greater confidence from practitioners, and patients in Al solutions and the
ability to manage the related risks. Recently, many studies have been published in
the field of synthetic data generation for healthcare, which can be applied and
applied across a variety of domains (Goncalves et al. 2020). Indeed, generative
neural networks—AI models that produce realistic data from a training dataset—are
listed between the most innovative ideas proposed in the last decades (Laino et al.
2022). They represent promising tools in protecting patient privacy, diversifying
datasets, for training and educational purposes, and in accelerating clinical research
(Arora and Arora 2022). Synthetic data could help in any field of healthcare in
coping with the data lack, anonymity, and quality (Elazab et al. 2020). Furthermore,
when applied to medical imaging, generative neural networks have proven to be
useful in many fields, such as:

— The generation of different images within the same modality [i.e., generating T1
images from T2 images at Magnetic Resonance (MR)] or from different
modalities [i.e., producing MR from Computed Tomography (CT) scans],
which could lead to a reduction in radiation exposure and an improvement in
image interpretation (Kossen et al. 2021).

— The reconstruction of images, with reduction of artifacts and improvement of
image quality, which could help in reducing CT radiation exposure and MR
acquisition time.

— The data augmentation and the improvement of data availability and quality at a
low cost, which is especially helpful for rare diseases (Laino et al. 2022).

However, since the type and quality of generated data are strictly dependent on
the training dataset, and since it carries a lot of problems for their implementation in
the clinical practice—as hallucination, deepfake, misdiagnosis of medical conditions
(Laino et al. 2022)—the generation of synthetic data finds at the moment few clinical
applications, while remaining a very active topic in biomedical research (Sorin et al.
2020).

2.3 Digital Health for Personalized Patient Compliance
and Flow Management
Two main applications of DH can improve and personalize the clinical experience:

a. Monitoring patients’ symptoms and adherence to therapy
b. Digitalization of clinical pathways

Both applications will be described below and require the integration of Al
solutions with the hospital and home settings, specifically when DH focuses on
several specialties (e.g., oncology, cardiology, neurology) to provide a holistic care.
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2.3.1 Monitoring Patients’ Symptoms and Adherence to Therapy

Patients can actively provide healthcare professionals with some information regard-
ing their daily biometrics (e.g., hours of sleep, heart rate, and steps taken in a day), as
well as their psychological state through dedicated questionnaires. This kind of
information, obtainable through apps, sensors, and wearable devices (e.g., electronic
bracelets), is known as “Internet-of-Medical-Things” (IoMT)—a subset of informa-
tion deriving from the broader Internet-of-Things (IoT)—and represents the patients’
data ecosystem to facilitate remote and real-time monitoring of certain parameters
which, otherwise, could not be retrievable except with a physical visit.

According to Al-kathani and colleagues (Al-Kahtani et al. 2022), many
technologies are rapidly evolving in healthcare to assist patients, and to collect/
interpret data such as: “ambient intelligence communications technologies” with
embedded human—computer interaction (HCI); remote monitoring with wearable
devices (including smartphones, necklaces, etc.); Augmented Reality
(AR) technologies for immersive medical education and training; smart robots to
automatize some routinary activities of the patient or to transport the patient from a
location to the another in the hospital. The urgency of remote monitoring has been
accelerated during the COVID-19 pandemic (Khan et al. 2021), since social distanc-
ing required healthcare professionals to find alternative and smart solutions to
communicate with patients, to transmit clinical data in a secure way, while improv-
ing the accuracy of care. A comprehensive example of patients remote monitoring is
represented in the chapter of Kyriazakos and colleagues in this book [see infra].

2.3.2 Digitalization of Clinical Pathways

DH solutions are likely to address repetitive and largely administrative tasks that
absorb significant time of doctors and nurses, optimizing healthcare operations and
increasing their adoption. For example, they can facilitate the transition from
hospital-based to home-based care toward virtual assistants, remote monitoring,
and personalized alerts since patients are progressively increasing ownership about
their care. Embedding Al in clinical workflows through a proactive engagement of
several stakeholders (e.g., regulatory bodies, healthcare providers) requires combin-
ing well-designed DH solutions with the existing and the newest technologies, as
well as managing cultural change and capability building within the organization.

a. Virtual wards. Virtual wards are a remote care experience to follow patients who
cannot go to the hospital remotely (Hutchings et al. 2021). If a cancer patient is
unable to travel from home (for example, due to an infection such as COVID-19),
he/she can still be followed by doctors by checking his/her own biometric
parameters (e.g., oxygen levels) after being adequately informed and trained for
the correct use of the measuring instruments. Information is delivered (via video
call, call, or messaging) to healthcare professionals who are in daily contact with
the patient, offering telemedicine services and recalling him/her to the hospital for
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observation or treatment if necessary. Algorithms can support in data processing
to predict the future course of the patient’s condition and help the physician to
make more personalized data-driven decisions.

b. Patient Support Programs (PSP). A broader way through which provide care
continuity to patients beyond the outpatient setting are PSP. By making use of
multiple remote monitoring tools (apps, wearable devices, questionnaires, etc.)
provided to the patient, healthcare professionals can check his/her health status in
real time, be in constant contact with him/her, and intervene when appropriate.
PSP are based on Al algorithms that can predict the risk of relapse (either physical
or psychological), and they are specifically designed to monitor patients in the
time distances between two clinical encounters (i.e., when he/she is not physically
present in the hospital and may live outside the region). Patients are trained in
using properly the monitoring tools and have access to apps/portals for educa-
tional materials on disease management. Additionally, they can request virtual
coaching sessions with dedicated health professionals (psychologist, nutritionist,
etc.).

Both solutions can strengthen patients’ adherence to treatments (Su et al. 2022),
and could also improve the therapeutic alliance with the whole team of experts that
follows the patient.

2.4 Investments in the Al and DH Environment

The race to build and adopt Al tools as well as investing in Al start-ups is fast
growing, with commercial uses of Al becoming an important reality worldwide
(Mou 2019). Companies in every sector—from retail to agriculture—are more and
more including Al software into their products or administrative management. This
explains why AI is actually leading technology investments. The landscape of
healthcare Al startup companies is progressively expanding with solutions aimed
to solve some of the industry, hospital, or healthcare providers’ most pressing
problems (Young 2022).

This growing significance of Al and DH solutions to deliver precise and effective
healthcare solutions has promoted the number of venture capital investors along with
start-ups to invest in healthcare. Enormous potential and wide range of application in
this sector could enhance patient management while minimizing costs, thus
expediting market growth. For example, in the first half of 2022, Digital health
ventures headquartered in Europe captured US 2.43 billion across 124 deals, with an
average deal size of US 19.6 million.

In the future, the global market size of Al for healthcare is expected to reach US
$45 billion by 2026 and 67.4 billion by 2027 [Artificial Intelligence in Healthcare
Market Worth $45.2 Billion by 2026 (Markets and Markets 2020)]. On the other
hand, Al integration in daily life will have a significant impact on major economic
sectors, leading to the need to confront the possibility of job losses and rearranging
our life habits (Mou 2019).
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2.5 Further Considerations

According to the Organization for Economic Co-operation and Development
(OECD) “High expectations must be managed, but real opportunities should be
pursued” when considering the potential of Al in medicine and healthcare (OECD
2020). Indeed, some dimensions must be carefully examined to achieve sustainable
goals for all patients and communities.

For example, although DH and Al can enable rapid and inexpensive information
sharing, some concerns about privacy and personal health data still exist. Regulatory
challenges go from data to privacy protection (see Giorgianni, infra), touching the
framework on Digital Therapeutics (see Recchia and Gussoni, infra), and the
approval of Regulatory Bodies about the introduction of medtech for personalized
patient treatment (see Neumann et al., infra).

Another concern regards the possibility of augmenting the digital divide among
minority groups in using and trusting DH systems, and therefore delivery
jeopardized access to PM opportunities. The gap between low- and high-income
populations should be managed effectively by fostering digital health literacy skills.
In facts, it is not guaranteed that the healthcare professional and the patient would be
able to master and understand DH tools, hence education about the technologies and
the wording of the world of Al is a pivotal asset to consider. Specific programs on
DH could be implemented to empower communities to embrace digital transforma-
tion with Al and IoMT in a sustainable manner (WHO 2021; Lin and Wu 2022).

Third, risk prediction should be considered as a “probability”” and not a “proph-
ecy”: HDTs do not represent “the patient” but a sampling of the information
available about the person (Valentini and Cesario 2021). Besides, every result
coming from the calculation of an algorithm—even when precise, evident, and
fully accurate—must always be contextualized and carefully explained by the
healthcare professional to patients to increase their understanding and awareness.
This perspective cannot be separated from the promotion of a transparent communi-
cation between all the stakeholders involved in this field that elucidate the real
benefits that these technologies can bring to patients.
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Abstract

The purpose of this short essay is to describe how the European Union is willing
to promote a true European Market for Data. Data is more than the new oil: oil is
going to end one day; data multiplies as much as humans “produce” them. To
properly monetize data, it is paramount to protect them. The international success
of the General Data Protection Regulation (GDPR) stems from this vision. We
analyse the key pillars of GDPR: Data Protection Officer (DPO), security
measures, and sanctions. GDPR stays at the core of data protection regulation.
We touch base with Digital Service Act and Digital Market Act acknowledging
that they are aimed at eliminating obstacles to data free flow in Europe and allow
GDPR architecture to truly succeed in a competitive scenario, by eliminating
barriers to entry of new digital business, especially in the health digital medicine
market where cross selling and interlocking of customers by large gatekeepers is
more than a risk.

Keywords
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3.1 The GDPR Revolution

The General Data Protection Regulation (GDPR) is a European Regulation adopted
in 2016, and entered into force in May 2018, which has profoundly innovated the
compliance systems of companies. The “Mother” Directive 95/46/EC on privacy had
been adopted by the various countries of the European Union (in Italy with the
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Privacy Code) in a very uneven way, creating interpretative gaps, the same that
forced the Court of Justice, on several occasions, to intervene to restore a “level
playing field” adequate to the circulation of data in Europe.'

In fact, the European regulatory breakthrough inaugurated with the GDPR was
then recently strengthened and clarified through the approval of the Digital Service
Act and the Digital Market Act. The Union, on the one hand, demands a strict
protection of the data of its citizens, but on the other hand starts a season aimed at
breaking the oligopoly of the GAFAM (Google, Apple, Facebook, Amazon,
Microsoft, or the “gatekeepers”) and opening the platforms for non-discriminatory
access by the large European players of goods and services, which would find an
obstacle precisely in the impossibility of monetizing the circulation of data to their
advantage.

The GDPR is grafted on a solid European privacy regulation tradition, which
must be revised to the needs imposed by the digital transformation of the global
economy. In fact, many contents of the Mother Directive are found in EU Regulation
2016/679 GDPR, but it is precisely the setting of the GDPR that overturns the
philosophy of personal data protection (Table 3.1).

In summary: companies that offer digital medicine services must be able to equip
themselves with their own privacy risk assessment system, without counting, as in
the past, upon legal review by the Supervisory Data Protection Authority (SDPA).
With the GDPR, in the event of a breach of personal data (data breach), or inspection
following complaints from the interested parties, the SDPA will verify whether the
company has adopted “adequate” security measures to mitigate the privacy risk. The
burden of proof of these security measures is proportional to the quality of the
“compliance tools” adopted, and therefore to the ability to generate reliable KPIs to
quantitatively and qualitatively measure the excellence of the preventive activity
carried out by the data controller.

The first pivot on which a GDPR compliance programme leverages is, in fact, the
principle of accountability (“‘active responsibility””) of the data controller. The
second pivot is the figure of the Data Protection Officer (DPO).

"Please, see the milestone judgement of the European Court of Justice of May 13th, 2014 (Personal
data—-Protection of individuals with regard to the processing of such data—Directive 95/46/EC—
Articles 2, 4, 12 and 14—Material and territorial scope—Internet search engines—Processing of
data contained on websites—Searching for, indexing and storage of such data—Responsibility of
the operator of the search engine—Establishment on the territory of a Member State—EXxtent of
that operator’s obligations and of the data subject’s rights—Charter of Fundamental Rights of the
European Union—Articles 7 and 8). In Case C-131/12, REQUEST for a preliminary ruling under
Article 267 TFEU from the Audiencia Nacional (Spain), made by decision of 27 February 2012,
received at the Court on 9 March 2012, in the proceedings Google Spain SL, Google Inc. v Agencia
Espafiola de Proteccién de Datos (AEPD), Mario Costeja Gonzalez.
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Table 3.1 Principal innovations between the Directive 95/46/EC and the GDPR REG UE 2016/

679
DIRECTIVE 95/46/EC

— Data processing must be “regulated” and
sometimes “‘authorized” by the Supervisory
Data Protection Authority (command &
control regulation).

— Sanctions are National (Eu Member States
opted for negligible or minimal sanctions).
— Security measures must be minimal.

— The international transfer of data by cloud
providers to countries deemed “inadequate”
must be guaranteed at least by Standard
European Contractual Clauses.

GDPR REG UE 2016/679

— Data processing is justified according to the
principle of “accountability” (self-regulation)
of the data controller and the data processor.
— The sanctions are European and reach up to
4% of the group’s global turnover.

— Security measures must be adapted to the risk
inherent in the processing of data.

— The international transfer of data by cloud
providers to countries deemed “inadequate” is
allowed, provided that in the country to which
the data are transferred the rights of the
interested parties are guaranteed.

— Mandatory registration of the processing of
personal data and data breach.

— Mandatory (for some treatments) of the data
protection impact assessment.

— Mandatory appointment of the Data
Protection Officer (e.g. for large corporate
groups or even small entities that process very
sensitive data).

3.2 The DPO According to the GDPR and the Guidelines of the
European Data Protection Board

The DPO is appointed according to professional qualities, specialized knowledge of
privacy legislation, and the ability to fulfil the following duties:

Providing advice on the mapping of treatments (and applications) and identify the
main areas of the company exposed to privacy risk

Defining a processing log model, data breach register, and a risk analysis meth-
odology aimed at building the company’s burden of proof

Providing advice to the competent business areas on technical and organizational
security measures and verify the effectiveness of the minimum ones adopted
Supporting the General Counsel in the negotiation of contracts related to interna-
tional data transfers (e.g. cloud contracts)

Supporting the General Counsel in contracts and in the drafting of privacy
policies, as well as in the management of the rights of the interested parties
(verifying the effectiveness of business processes in compliance with the times
and methods provided for by the GDPR)

Training employees and management on the obligations arising from the GDPR
(accountability)

Monitoring the application of the GDPR, define company policies and
appointments on the subject
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— Carrying out data protection audits on infrastructures, applications, and
treatments used by the company and third parties

— Supporting the company in the “privacy by design & by default” processes for the
construction of apps, customer services, HR process management, and in all
activities aimed at the digital transformation of business processes

— Providing opinions on the Data Protection Impact Assessment (DPIA) and
collaborate in the definition of the methodology as well as in the drafting of the
DPIA themselves

— Relating to the SDPA, not only in inspections and events of personal data
breaches, but also maintain with the authority a correct relationship aimed at
representing regulatory and provisional solutions on privacy issues of corporate
and sector interest

With reference to large industrial groups, or companies managing sensitive data
like in the digital medicine business, the European guidelines suggest the adoption of
a team of DPOs that can be inspired by the company’s organizational model, without
being a slavish photocopy. Because the DPO must be placed—from an organiza-
tional point of view—close” to the processing activities of personal data and must
have visibility on the life cycle of the data, precisely to ensure respect for the rights
of the interested parties to access it, request its correction, inhibit or limit its
processing, and finally request its oblivion or cancellation.

Another very lively discussion was recorded in the imminence of the entry into
force of the GDPR and concerned the issue of the independence of the DPO and its
authority, or to be able to report directly to the top management. Over time, the issue
of independence has been measured by the SDPAs in proportion to the budget and
resources assigned to the DPO to meet its tasks, but also according to the company
assignment. It is therefore desirable that the DPO can report not only to the Chief
Executive Officer, but also to the Board of Directors, in compliance with the
governance rules chosen by the group.

The solutions that provided for the placement of the DPO in the Audit, ICT, or
Corporate Protection functions were immediately discarded: these functions perform
tasks that are in conflict of interest with the delicate mission entrusted to the DPO.
The only corporate function that appears the most suitable to “host” the DPO is the
Legal area, provided that the hierarchical carryover does not go to the detriment of
the autonomous judgment capacity that the DPO must have, as expressly required by
the GDPR. It is also permissible that the Lawyer can count on a privacy structure at
the service of the company, but it is always suggested that the DPO can integrate all
the privacy skills into his team, precisely to avoid professional competition and
duplication of roles that are difficult to explain in complex contexts such as industrial
groups. Not speaking about small medium enterprises that cannot find efficient to
manage privacy issues through the diarchy DPO—Privacy Corporate Lawyer.

The DPO can also be “external” to the company organization, and this choice can
be useful and functional to a transitional path aimed at reorganizing the DPO
function of a large industrial group. Whereas for small medium companies the
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external DPO can be a solution provided that the Board of Directors is made aware
and that there is solid data protection governance within the company.

3.3  Security Measures and “Privacy” Crimes

The GDPR provides that security measures must be “technical” and ‘“organiza-
tional”. The latter consist of operational indications for management and employees
contained in policies and operating instructions, assignment of privacy roles
accompanied by training activities on data protection issues. Technical security
measures, on the other hand, involve both physical and logical security measures.
The DPO has a key role in monitoring, alongside the data controller, in maintaining
the measures, negotiating with cloud providers data protection agreements, and
verifying that the standard controls prepared by the provider of both cloud and
hybrid infrastructure are adequate from the point of view of privacy legislation.

The digital platforms containing the register of processing, register of incidents
and data breach and data protection impact assessment of applications and data
processing, basically constitute not only the burden of proof of the data controller but
also an additional technical and organizational security measure.

The GDPR provides (art. 84) that it is the task of the individual Member States to
regulate criminal matters, with sanctions that are ‘“effective, proportionate and
dissuasive”. The Italian legislator has revised the criminal cases provided for by
the Privacy Code (Legislative Decree 196/2003 and subsequent amendments),
introducing the provision of damage as a characterizing element as an alternative
to the purpose of profit. Therefore, it will not only be held against the economic
profit of the offender but also against the damage caused to the interested parties,
including the damage to the image and reputation of the victim.

The new privacy offences are as follows:

— Unlawful processing of data (art. 167)

— Unlawful communication and dissemination of personal data subject to large-
scale processing (art. 167 bis)

— Fraudulent acquisition of personal data subject to large-scale processing (art.
167 ter)

— Falsehood in the declarations to the SDPA and interruption of the execution of the
tasks or the exercise of the powers of the SDPA (art. 168)

— Non-compliance with provisions of the SDPA (art. 170)
* Infringements of remote controls on workers (Art. 171)

Unfortunately, these crimes do not fall into the category of ground crimes
provided for by Law 231/2001 and, therefore, by the related corporate crime
prevention model. It therefore becomes fundamental to evaluate the ability to
prevent these forms of crime by the corporate Privacy Framework and the related
appointments letters to Privacy Referent (broadly speaking the first- and second-
lines management).
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34 “Sensitive” Personal Data

Art. 4 of the GDPR includes data relating to health among the sensitive data:
“personal data relating to the physical or mental health of a natural person, including
the provision of health care services, which reveal information relating to his state of
health”. Considering this, the following must be reflected as health-related data:

— Information about the person collected during patient registration before receiv-
ing health services

— The pseudonyms (numbers or other pseudo-identification tools) attributed to
patients for the management of their healthcare path within the structure

— The results of examinations, diagnostic checks, medical visits, anamnesis,
diagnoses, etc.

— Any information collected on the patient who will compose his health file,
including financial data, payment systems, etc., which the Italian privacy code
attracts to the health data regime, considering them sensitive also in this sense

As part of the activity of providing health services, it will also be necessary to
collect and process other sensitive data such as data relating to sex life, or identity—
sexual preferences; genetic data (RNA/DNA resulting from analysis of biological
samples; unique information on the physiology of the individual and hereditary
characteristics).

Biometric data (physical and physiological characteristics, facial features,
photographs, or fingerprints that allow the unique identification of the individual),
or data on racial or ethnic origin, data relating to religious beliefs and consequences
in the health field regarding limitations of health treatments, etc.

3.5 “Data Monetization”

Technological advances and big data analytics capabilities, through artificial intelli-
gence and machine learning, have made it easier to profile and automat automated
decision-making, with potentially significant repercussions on the rights and
freedoms of individuals. The widespread availability of personal data on the Internet
and those that can be obtained from Internet-of-Things (IoT) devices, associated
with the ability to find correlations and create links, can allow the determination,
analysis, and prediction of aspects of a person’s personality, behaviour, interests, and
habits. Profiling and automated decision-making can be useful for individuals and
organizations, offering them benefits such as: efficiency improvements and resource
savings. They also have many commercial applications: for example, they can be
used to better segment markets and tailor services and products to individual
customer needs.

Integrated mobility and intermodality services offer indisputable advantages and
opportunities to customers and to the community in general, as they allow an
optimization of routes, a reduction in the resources used, and a reduction in
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significant emissions. However, the guidelines of the European privacy SDPAs
consider that “profiling and automated decision-making can entail significant risks
to the rights and freedoms of natural persons, which require adequate safeguards.
These processes can be opaque. Natural persons may not know that they are being
profiled or do not understand the consequences”.

In fact, data controllers in the automotive or transport sectors could be able to
exploit big data relating to the movements of millions of customers on their network
and carriers, but all this must be done in a manner consistent with the privacy
regulations in force. In this sense, the role of the DPO is fundamental to drive data
monetization in a legitimate and sustainable way. This can be accomplished using
rigorous and consistent privacy by design and default procedures.

3.6 The Way Forward

In the Strategic Plan of the European Commission of 2022, there is a key assumption
that is worth to highlight:

We tackled the social and economic impact of the pandemic, together with Member States,
through a series of ambitious, far-reaching programmes and instruments. The combined
firepower of the Union’s long-term budget and NextGenerationEU will deliver EUR 2.018
trillion to boost our economy and rebuild a post COVID-19 Europe that is greener, fairer,
more digital and more resilient.

The European Union is aiming at a green, resilient, and digital Europe. The
resources dedicated to these objectives have an unprecedented financial dimension
and this will be igniting a process of revision of the Stability Pact and the Treaties, in
order to adapt the European decision-making process to the new challenges ahead.
This is coherent with a previous strategic statement by Ursula Von Der Leyen:
“balance the flow and use of data while preserving high privacy, security, safety and
ethical standards” (von der Leyen 2019).

Coherently with her statement of 2019, on April 23" of this year, once the
Trialogue (European Commission, European Parliament, and European Council of
Ministers) found the agreement on the Digital Service Act, she stated:

Today’s agreement on the Digital Services Act is historic, both in terms of speed and of
substance. The DSA will upgrade the ground-rules for all online services in the EU. It will
ensure that the online environment remains a safe space, safeguarding freedom of expression
and opportunities for digital businesses. It gives practical effect to the principle that what is
illegal offline, should be illegal online. The greater the size, the greater the responsibilities of
online platforms. Today’s agreement—complementing the political agreement on the Digi-
tal Markets Act last month—sends a strong signal: to all Europeans, to all EU businesses,
and to our international counterparts. (European Commission 2022a).

Moreover:

The digital services impacted by the new discipline are:



34 F. Giorgianni

— Intermediary services offering network infrastructure: Internet access providers, domain
name registrars

— Hosting services such as cloud computing and webhosting services

— Very large online search engines with more than 10% of the 450 million consumers in the
EU, and therefore, more responsibility in curbing illegal content online

— Online platforms bringing together sellers and consumers such as online marketplaces,
app stores, collaborative economy platforms, and social media platforms

— Very large online platforms, with a reach of more than 10% of the 450 million consumers
in the EU, which could pose risks in the dissemination of illegal content and societal
(European Commission 2022a)

All these players are the turbines that generate data upon data, analysed by
powerful machine learning, supporting multi profiling of our preferences in the
market for goods and services. Not to speak about the influence of gatekeepers
into the democratic processes and the polarization of public opinion on sensitive
controverted topics.

Concretely, the DSA contains:

1. Measures to counter illegal goods, services, or content online, such as:

» amechanism for users to easily flag such content and for platforms to cooperate with
the so-called trusted flaggers

* new obligations on traceability of business users in online marketplaces

2. New measures to empower users and civil society, including:

 the possibility to challenge platforms’ content moderation decisions and seek redress,
either via an out-of-court dispute mechanism or judicial redress

» provision of access to vetted researchers to the key data of the largest platforms and
provision of access to NGOs as regards access to public data, to provide more insight
into how online risks evolve

« transparency measures for online platforms on a variety of issues, including on the
algorithms used for recommending content or products to users

3. Measures to assess and mitigate risks, such as:

« obligations for very large platforms and very large online search engines to take risk-
based action to prevent the misuse of their systems and undergo independent audits of
their risk management systems

e Mechanisms to adapt swiftly and efficiently in reaction to crises affecting public
security or public health

« New safeguards for the protection of minors and limits on the use of sensitive personal
data for targeted advertising

4. Enhanced supervision and enforcement by the Commission when it comes to very large
online platforms. The supervisory and enforcement framework also confirms important
role for the independent Digital Services Coordinators and Board for Digital Services

(European Commission 2022a)

GAFAM online platforms act as “gatekeepers” in digital markets. That is why
together with the Digital Service Act, the Digital Markets Act approved by the
European Commission on December 15th, 2020, aims to ensure that these platforms
behave in a fair way online. Together with the Digital Services Act, the Digital
Markets Act is one of the centrepieces of the European digital strategy (European
Commission 2022b).
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The sanctions for the gatekeepers? Fines of up to 10% of the company’s total
worldwide annual turnover, or up to 20% in the event of repeated infringements. It
also provides periodic penalty payments of up to 5% of the average daily turnover
and, in case of systematic infringements of the DMA obligations by gatekeepers,
additional remedies may be imposed on the gatekeepers after a market investigation.
Such remedies will need to be proportionate to the offence committed. If necessary
and as a last resort option, non-financial remedies can be imposed. These can include
behavioural and structural remedies, e.g., the divestiture of (parts of) a business
(European Commission 2020a).

GDPR stays at the core of data protection regulation. Digital Service Act and
Digital Market Act are aimed at eliminating obstacles to data free flow in Europe and
allow GDPR architecture to truly succeed in a competitive scenario, by eliminating
barriers to entry of new digital business, especially in the health digital medicine
market where cross selling interlocking of customers by large gatekeepers is more
than a risk.

We are at the beginning of an interesting European regulatory season which has
seen Antitrust and Data Protection Portfolio converging to the same Commissioner
(Vestager)—but mostly, the season of accountability opened by GDPR continues its
pathway. Self-regulation—coupled with high sanctions—is the best way to address
digital transformation in a global market for data where Europe wants to count not
only as a rich market that produces personal data to be exploited by others (European
Commission 2020b).
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Abstract

Digital Health Technologies have the potential to improve human health and
well-being, optimize the quality and safety of care, increase access to treatment,
making health services more efficient and reducing overall health care costs.
Within the framework of Digital Health and Medicine, Digital Therapeutics are
an emerging class of therapeutics that offer interventions driven by high-quality
software programs, based on scientific evidence obtained through methodologi-
cally rigorous confirmatory clinical investigation, to prevent, manage, and treat a
broad spectrum of physical, mental, and behavioural conditions. Similar to drugs,
Digital Therapeutics consist of active ingredients and excipients. While the
“digital active ingredient” is primarily responsible for the clinical outcome,
“digital excipients” (virtual assistant, reminders, reward systems, etc.) are neces-
sary to ensure the best user experience to the patient and to allow the prolonged
use of the therapy. The research and development process of Digital Therapeutics
may be divided into different phases, like research, discovery, pilot, and full
clinical development. The confirmatory randomized controlled clinical trials are
critical to generate evidence of benefit for regulatory approval, reimbursement,
and prescription. Digital Therapeutics have the potential to transform the man-
agement of chronic diseases and to represent the first therapeutic option offered
by doctors to their patients with chronic disease and dependence. In order to fulfil
this transformative potential of Digital Therapeutics, it is necessary to address
several barriers that prevent their uptake in medical practice, such as clinical
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evidence, reimbursement, data safety and privacy issues, information and educa-
tion of patients and healthcare professionals.

Keywords

Digital therapeutics - Digital health - Digital medicine - Research & development -
Reimbursement

4.1 Introduction

The research for new therapies depends on the availability of new science and new
technologies. The potential to improve patients’ health outcomes, in particular for
chronic diseases, has led in recent years to a growing interest in digital technologies
and in particular in Digital Therapeutics (DTx).

However, the lack of agreed definitions has created considerable confusion about
their role and partly hindered their development (Recchia et al. 2020). The taxonomy
released by the Digital Medicine Society, Digital Therapeutics Alliance, and others
has recently proposed a classification of products (applications, systems, platforms,
and others) based on digital technologies that can represent a useful basis for
in-depth analysis and discussion (Table 4.1).

4.2 Digital Health

Digital Health includes technologies, platforms, and systems that engage consumers
for lifestyle, wellness, and health-related purposes; capture, store, or transmit health
data; and/or support life science and clinical operations (Goldsack 2019). Digital
Health applications (apps) are primarily of interest to consumers who aim at
improving their well-being, for example by enhancing/optimizing certain physiolog-
ical functions. Among the products represented in this category there are most of the
more than 350,000 digital applications that can be downloaded from virtual stores
(IQVIA 2021) and for which—in most cases—no clinical evidence is available.

As it is increasingly common for doctors to recommend such apps for managing
specific aspects of well-being, there is a need to guide doctors, patients, and citizens
on the quality of the proposed health apps. Among the most interesting experiences,
the American Psychiatric Association (APA) has developed AppAdvisor (APA
2022), a model for the assessment of digital mental health apps, based on the analysis
and evaluation of several app characteristics, namely access and basic information,
data privacy and cybersecurity, clinical evaluations, usability and data integration
with other health systems.
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Table 4.1 Definitions and characteristics of Digital Health, Digital Medicine, and Digital Thera-
peutics (Goldsack 2019)

Digital health

Digital medicine

Digital therapeutics

Definition Digital health includes Digital medicine Digital therapeutic
technologies, platforms, includes evidence-based | (DTx) products deliver
and systems that engage | software and/or evidence-based
consumers for lifestyle, hardware products that therapeutic
wellness, and health- measure and/or interventions to prevent,
related purposes; intervene in the service manage, or treat a
capture, store, or of human health. medical disorder or
transmit health data; disease.
and/or support life
science and clinical
operations.

Clinical Typically do not require | Clinical evidence is Clinical evidence and

evidence clinical evidence. required for all digital real-world outcomes are

medicine products. required for all DTx
products.

Regulatory | These products do not Requirements for DTx products must be

oversight meet the regulatory regulatory oversight reviewed and cleared or
definition of a medical vary. Digital medicine certified by regulatory
device and do not require | products that are bodies as required to
regulatory oversight classified as medical support product claims

devices require clearance | of risk, efficacy, and
or approval. Digital intended use.
medicine products used
as a tool to develop other
drugs, devices, or
medical products require
regulatory acceptance by
the appropriate review
division.
4.3 Digital Medicine

Digital Medicine is a subset of Digital Health and includes evidence-based software
and/or hardware products that measure and/or treat in the service of human health
(Goldsack 2019). These products are about the patient, the doctor and therefore the
disease dimension. In most cases, they are applications for mobile devices, with both
measurement and treatment functions.

Digital Medicine products for measurement can be used to support the process of
diagnosis, to monitor the progression of a disease or therapy, to guide the treatment
of the disease with a drug or a medical device. Data can be generated by the patient
either in passive mode through the use of wearable, ingestible or implanted sensors,
or in active mode by filling in questionnaires or performing online tests.
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Digital devices developed to prevent or treat a disease can deliver therapy,
rehabilitation, or patient support in different modes, such as:

— Digital Self-Management, Education & Support: applications that provide patient
education, instructions, and proven guidance on how to manage different aspects
of diseases such as diabetes mellitus (Nkhoma et al. 2021), high blood pressure
(Alessa et al. 2019), asthma (Khusial et al. 2020). Education and support may be a
‘digital active ingredient’ of a DTX.

— Digital Drug Supports: applications providing the optimal conditions for the use
of a drug with which they are associated or combined. This is addressed through
the reminder of the assumption, the drug dosage calculation, the support to the
management of adverse events, the connection with the doctor or other patients
with previous experience of the same therapy, etc. (Brittain et al. 2022).

— Digital Rehabilitation: digital motor, cognitive, pulmonary, cardiologic, or other
rehabilitation systems, aimed at recovering compromised functions and capacities
through measurements (e.g. with t-shirts equipped with inertial sensors) and
treatment (e.g. with serious games engaging the patient in different motor
exercises) (Seron et al. 2021). They can be considered a type of DTx.

— Digital Connected Devices: devices such as subcutaneous pumps that deliver the
right dose of drug (e.g. insulin) at the right time in response to an algorithm that
processes information received from sensors (e.g. continuous glucose measure-
ment sensors) (Nimri et al. 2020).

— Digital Therapeutics (see below).

Since the data generated by these products can have an impact on the patient’s
pathway and on the physician’s decisions, these products are generally classified as
medical devices from a regulatory perspective, subject to the various regulations
(European Union 2017). Requirements for regulatory oversight vary. Digital medi-
cine products that are classified as medical devices require clearance or approval.

4.4 Digital Therapeutics

As a subset of Digital Medicine, DTx are medical devices aimed at therapeutic
intervention, in most cases designed to modify the dysfunctional behaviours of the
patient, developed through randomized controlled clinical trials, approved for use in
clinical practice by regulatory bodies, ideally reimbursed by insurance companies or
health services, prescribed by the physician (although some therapies that meet these
criteria could be offered in a similar way to over-the-counter drugs).

What differentiates DTx from drugs is the mechanism of action and the active
ingredient, i.e. the element responsible for the clinical effect, which is a chemical or
biological molecule for drugs, while being an algorithm for DTx (Recchia et al.
2020). DTx are mainly indicated for the treatment of chronic diseases, in particular
mental and metabolic diseases. Although only a limited number of therapeutics have
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been approved to date, many of them are under active development, and this
category of products is evolving rapidly (Patel and Butte 2020).

4.4.1 Definition

According to the above-mentioned taxonomy (Goldsack 2019), these products
deliver evidence-based therapeutic interventions to prevent, manage, or treat a
medical disorder or disease. However, in recent years, some doubts emerged both
on their meaning (often confused with Digital Drug Supports) and on the quality of
clinical evidence needed to support their use. Updates to this definition have
therefore been proposed, to emphasize the quality of the confirmatory evidence
and the independence of their benefit from the drug, such as:

Technologies that offer therapeutic interventions driven by high-quality software programs,
based on scientific evidence obtained through methodologically rigorous confirmatory
clinical investigation, to prevent, manage, and treat a broad spectrum of physical, mental,
and behavioural conditions. (Gussoni 2021).

This definition underlines that DTx deliver an independent therapeutic interven-
tion through confirmatory RCTs.

4.4.2 Digital Forms

Like the active ingredient of the drug, which has to take a pharmaceutical form
(tablet, vial, cream, etc.) to deliver the clinical benefit, the DTx algorithm has to take
a form that can interact with the patient. This can be an app for the smartphone, a
serious game for a console, or a program for virtual reality visors. The choice of the
most appropriate digital form depends both on the characteristics of the patient
(adult, child, elderly) and on the therapeutic indication.

4.4.3 Mode of Action

In most cases, the modification of the patient’s dysfunctional behaviour by DTx is
achieved through the delivery of education and support, cognitive-behavioural
therapy (CBT) specific to the indication of interest (e.g. chronic insomnia (Baglioni
et al. 2020), addiction/abuse, eating disorders, etc.) or other psychotherapeutic
interventions, such as motivational interviewing, psychoeducation, and others. In
these latter cases, DTx can be considered as an alternative mode of delivering a
proven therapeutic intervention (NICE 2018).

In other cases [such as Attention Deficit Hyperactivity Disorder (ADHD) or
autism], digital therapy is based on serious games to promote the learning of specific
functions or the development of certain activities, probably by inducing remodelling
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of synaptic connections in the brain or multiple features of attentional control in
children with ADHD (Gallen et al. 2021).

4.4.4 Composition

A Digital Therapeutic may consist of several elements, functionally integrated with
each other. The Digital Active Ingredient is the element responsible for the clinical
effect, whether positive (clinical benefit) or negative (adverse effect). It represents,
for example, the flow of activities in a CBT that from the first meeting with the
patient are performed, in order to achieve the improvement of health outcomes such
as preliminary request of information about the health status; analysis of the patient’s
answers; provision of information to the patient about the disease and the therapy;
collection of information from the patient about his health status; reports on the
therapeutic progress, and other.

In addition to the active ingredient, digital excipients may be the other building
block of the patient-facing application (Ambrose et al. 2020). In general, the purpose
of excipients is to enhance the uptake of the active ingredient, making it as bioavail-
able as possible. In the case of DTX, the aim of the digital excipient is to involve
efficiently the patient in the use of the application for the expected duration of the
therapy, making the active ingredient “digitally bioavailable”. The various digital
excipients include modules for rewarding the patient, reminders to take the digital
therapy and complementary therapies, modules to connect the patient with his/her
doctor and with other patients with the same disease, social support, etc.

It is therefore conceivable that the same active ingredient may have different
therapeutic effects depending on the digital excipients, which may make it more or
less digitally bioavailable to the patient. DTx also include a platform for downloads
and a dashboard for the prescribing physician, who can supervise and control the
patient’s therapy and aggregate the information of different patients.

4.4.5 Regulatory Classification

While, in the USA, the FDA Digital Health Software Precertification Program is a
pilot scheme that takes the novel approach of regulating the company rather than the
product, in the European Union DTx must comply with the Medical Device Regula-
tion 2017/745 (MDR) standard (European Union 2017). Under this regulation, the
majority of apps that can self-classify as class I (and therefore do not required
authorization by a Notified Body) under the previously active Directive 2007/47/
CEE (MDD) will be “up-classed” to class Ila under MDR, meaning they will need to
meet more stringent criteria to receive a CE mark.


https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-software-precertification-pre-cert-program
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4.4.6 Research & Development (R&D)

The R&D programme for new DTx is closely dependent on the product objectives,
which are to achieve certification as a medical device (a necessary but not sufficient
condition to qualify the product as DTx) and to achieve reimbursement and compet-
itive advantage. Although there are many similarities with the R&D of drugs, the
process with DTx is characterized by some specific aspects that must be considered
both in the design phase and in its execution.

4.4.6.1 Research and Discovery

The first step, performed in a “pre-clinical laboratory environment”, is to develop
the therapeutic intervention that will be used in the software design. This interven-
tion can be either selected from the scientific literature (as for many CBT) or
developed ex novo, using elements of therapies described in the literature that are
combined with each other on the basis of the personal experience of patients,
specialists, and/or practitioners involved in the team of experts.

The combination of digital active ingredient and digital excipients, in a digital
form suitable for the best use by a patient, is the output of this pre-clinical phase of
development which is aimed at providing a minimum detail for DTx necessary to
activate the clinical development phase (in terms of identification of the intended
use, usability, minimization of risks, adherence to the best standards for privacy and
cybersecurity, and possibly simulated clinical verification).

4.4.6.2 Pilot Development

Once the software prototype is available, the pilot development aims to produce the
data and information that will allow an appropriate assessment of the opportunity to
complete or not the development through confirmatory RCT. Since full development
is by far the most expensive phase in terms of resources and time, the decision to
continue the development is crucial and must be based on sufficiently supportive
data, in order to minimize the risk of wasting money and time in a therapy that does
not have the opportunity to offer a real benefit to the patient.

The first test to perform in this phase concerns the evaluation of the usability and
acceptability of the application by the patient. This test may be performed on healthy
volunteers or on patients with the disease to be treated, in order to have a better
representativeness of the results, and should involve subjects with different levels of
technology literacy. Then a pilot clinical study should be performed on a limited
number of patients, with a trial design that may involve both the presence and
absence of a control and the possible use of patient self-administered measurements,
e.g. in the case of depression.

4.4.6.3 Full Development

The results of the pilot phase may lead to a review of the software, either by fixing
the digital active ingredient to improve the expected therapeutic outcomes or to
upgrading the excipients with new value-added utilities to improve the user experi-
ence. Based on these results, the decision to commit to full development can be
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taken, considering both technical aspects (quality of the software, interface, utility,
etc.) and strategic and commercial aspects (competitors, costs, reimbursement
issues, etc.).

The full development phase consists of one or more confirmatory RCTs that must
generate the full evidence of benefit of the candidate DTx for its approval, reim-
bursement, prescription, and use. The design of the RCTs depends on the expected
use of the Digital Therapeutic. If used in combination with a specific drug, the trial
should demonstrate the therapeutic superiority of the combination over the drug
alone and non-inferiority with respect to tolerability. In the case of standalone DTx
that may be prescribed in addition (add-on) to the patient’s usual therapy, the trial
should demonstrate the therapeutic superiority of the candidate DTx over therapy as
usual.

In these trials, the digital placebo is represented by an app (or the appropriate
digital form) comparable with the DTx being tested, in terms of content (the placebo
carries all the information provided by the DTx, but using static rather than interac-
tive interfaces) or in terms of graphic presentation (it presents the same interfaces
and introduces the same user routine, but without the elements responsible for the
clinical effect) (Ritterband et al. 2017).

In our opinion, the digital active ingredient tested in the confirmatory clinical trial
cannot be changed or modified during the trial, except within “windows of possible
modification” (Torous et al. 2019), identified among the standards and ethical
principles of the development of these therapeutics. This is however a critical
point, due to the frequent advisability/need to update the technology. While the
confirmatory randomized controlled design is the best condition for the clinical trial,
the operational and logistic execution of the study could benefit from the
opportunities offered by the Decentralized Clinical Trial approach. This modality
could reduce the time and costs of DTx development, and at the same time improve
patient involvement and data quality (Khozin and Coravos 2019).

4.4.6.4 Post-Marketing Surveillance

As occurs with any effective therapy, potential benefits may be accompanied by
unintended and/or adverse effects in the short or long term. In the STARS-Adjunct
clinical trial of AKL-TO1, for example, 18% of participants experienced a device-
related adverse event during the 12-week trial (Kollins et al. 2021). Therefore, after
product approval and launch, the DTx post-marketing surveillance is necessary to
identify new potential adverse effects and/or evaluate the benefit/risk profile of the
product. More generally, post-marketing surveillance studies provide an excellent
opportunity to collect important information in terms of treatment compliance and
user experience, while potentially providing new information with a view to enhanc-
ing and updating software.
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4.4.7 Digital Therapeutics and Drug Therapy

With respect to drug therapy, a standalone DTx with the same indication could either
replace or be added to the patient’s existing or newly prescribed drug therapy.
Another option could be the joint development of a DTx—drug combination. In the
latter case, the confirmatory clinical development of Digital Therapy must be
performed in combination with a specific drug, and the results of such development
can only be referred to this combination and are not transferable to other compounds,
even if similar. Due to a convergence of opportunities, several agreements have been
signed between drug companies and DTx startups, with the final aim to develop a
new bio-digital pipeline of products (Table 4.2).

4.4.8 Challenges for Adoption in Medical Practice

DTx have the potential to transform the management—both clinical and economic—
of chronic diseases, which represent a major health emergency in most countries in
the world. However, despite the claimed benefits in terms of efficacy and tolerability,
DTx use is still very limited. Although some DTx are already available and some are
reimbursed in countries like the USA, Germany, France, and others, that does not
imply that they have already entered into medical practice.

A number of barriers exist to the introduction and adoption of DTx in medical
practice, and can be related—as for other innovations—to healthcare professionals,
institutions, and patients (Table 4.3) (Frederix et al. 2019). To overcome these
barriers, it is necessary to address and remove the main critical issues and to create

Table 4.2 Some agreements between drug companies and DTx startups

DTx Company Pharma Company Year Therapeutic Indication
GAIA AG Servier 2015 Depression

Voluntis Sanofi 2017 Diabetes

Click Therapeutics Sanofi 2018 Various indications
Pear Therapeutics Novartis 2018 Schizophrenia
Voluntis AstraZeneca 2018 Oncology

Voluntis Abbvie 2018 Immunology diseases
Akili Laboratories Shionogi 2019 ADHD—Autism
Click Therapeutics Otsuka 2019 Depression

Voluntis Novartis 2019 Oncology

Noom Novo Nordisk 2019 Obesity

Wellthy Therapeutics Bayer 2019 Various indications
Welldoc Astellas 2019 Diabetes

Voluntis BMS 2020 Oncology

Click Therapeutics Boehringer Ingelheim 2020 Schizophrenia

KAIA AG Chiesi Farmaceutici 2020 COPD

daVi DigitalMedicine Polifarma 2022 Insomnia—Hypertension
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Table 4.3 Some barriers to adoption in healthcare and medical practice (The Lancet 2018)

Main barriers to large-scale deployment

Stakeholder resistance to adopt digital
health based care:

— Lack of patient motivation and digital
health literacy skills.

— Lack of healthcare provider belief in
digital health care.

Legal, ethical, & technical barriers:

— Mobile data privacy, security & liability
concerns.

— Lack of interoperability.

Other barriers:
— Lack of health economical evaluations.
— Lack of reimbursement.

Key measures on how to address the barriers

Stakeholder resistance to adopt digital health
based care:

— Establish patient digital health education
programmes.

— Redesign contemporary workflow models.

Legal, ethical, & technical barriers:

— Establish European-wide digital health
certification programmes.

— Assure compliance to applicable digital health
directives.

— Assure interoperability of digital health
services.

Other barriers:

— Encourage economical evaluations of digital
health based care.

— Inform health insurance industry & policy
makers.

— Stimulate digital health-related knowledge and
experience sharing.

the necessary conditions for the introduction of DTx and their benefits in medical
practice.

4.4.8.1 Clinical Evidence

The use of these technologies requires clinical evidence, which can have different
levels of intensity depending on the nature of the device and the relevance of the risk
to the patient. Randomized controlled trials (RCTs), the gold standard of evidence,
have so far rarely been used in the development of digital medicine products, partly
because the current classification of clinical trials does not fit the iterative nature of
product design and because the cost of such trials is high relative to the perceived
risk level of the product.

Although such digital products may collect a large amount of data in real time,
and therefore new methods of assessing their efficacy and tolerability can be
developed, as long as there is no consensus on such alternative methods, it seems
inappropriate to invoke digital exceptionalism (Frederix et al. 2019). Today, only
results from confirmatory RCTs can provide the clinical evidence needed to reassure
all stakeholders of the therapeutic value of DTx, and overcome the lack of healthcare
provider belief in digital health care.

4.4.8.2 Technology Assessment

Each new health technology, after regulatory approval, must undergo a technologi-
cal assessment to determine its therapeutic value and place in therapy with the aim of
informing and supporting decision-makers at different levels in decisions regarding
purchase, reimbursement, and use. In the case of emerging health technologies, such
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as DTx, the need for a comprehensive and systematic multidisciplinary assessment
of the welfare, economic, social, and ethical consequences determined by their
adoption in health practice, becomes even more critical and relevant. Experience
to date is limited and in Europe mainly concerns the assessments of the National
Institute for Health and Care Excellence (NICE) of Deprexis (NICE 2018), a Digital
Therapeutic for the treatment of depression, and of Sleepio (Darden et al. 2021) for
the treatment of insomnia.

4.4.8.3 Reimbursement

In several European countries, where public health is the core of care, the reimburse-
ment of a proven technology is a necessary, though not sufficient, condition for its
adoption in medical practice.

The implementation in Germany, in 2020, of the new Digital Health Law
[Digitales Versorgungsgesetz (DVG)] which provides for the reimbursement of
DTx and other digital health technologies for German citizens covered by public
health insurance, has the potential to represent a turning point for the entry of DTx
into European medical practice (Lauer et al. 2021).

With Germany’s DIGA Fast Track process set in place, several EU countries have
implemented as Belgium (mHealthBelgium 2022), or are willing to implement as
France (HealthcareITNews 2021), a similar assessment framework to evaluate
digital health apps and to provide a direct access to the public reimbursement system.
However, the majority of EU countries have not yet shown a notable interest in
providing a standardized process for digital health services into their statutory health
insurance system (Chawla 2022).

4.4.8.4 Data Safety and Privacy

As a result of the increased perception of the risks of misuse of online data (email,
social media), health apps and in particular DTx must ensure that storage, use, and
sharing fulfil the standards for handling patient health electronic data (Torous et al.
2019). Recommendations from an international panel of experts were recently
proposed and concern: (a) agreed standards for data storage, use, and sharing are
needed; (b) data storage, use, and sharing policies must be made transparent to users
of the app; (c) if data are shared with external partners (e.g. researchers), the partner’s
storage, use, and sharing plans must be shared with the end user; (d) the end user
must have the option to “opt out” of sharing his/her information; (e) any language
regarding data storage, use, and sharing must be written at a maximum of a sixth
grade reading level; (f) technical security reviews and data audits are necessary to
guarantee that apps follow the standards they set out, and ensure that new
vulnerabilities are quickly identified (Torous et al. 2019).

4.4.8.5 Information e Education

In the world of tomorrow, we must rely on digitally empowered and capable citizens,
a digitally skilled workforce and digital experts (European Commission 2022).
Raising public awareness on digital health technologies in general and on DTx in
particular is a necessary condition to overcome the lack of patient motivation to use
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these technologies. At the same time, healthcare professionals need to become aware
of the potential benefit to patients from the use of DTx in order to adopt these
products into the care workflow.

Medicine and healthcare (at least at the beginning of the COVID-19 pandemic)
are lagging behind other sectors in terms of digital transformation processes, and in
many countries Human Capital and Digital Skills, as documented in the Digital
Economy and Society Index, is still very low.

Physician and patient training represent a critical activity in this process, as well
as the availability of expert patients in digital health technologies who could work as
team members in the research and development of new DTx.

4.5 Conclusions

Digital Health and Medicine has the potential to change the way health systems are
organized and financed, the type of health professionals needed, the role of those
professionals and of patients, as well as the health services provided and the process
of delivery (World Economic Forum 2019).

As a result, we expect a different healthcare system, which will move to a
“consumer-centric” model, based on patient empowerment, self-management,
shared decision-making, and goal orientation towards the achievement of life goals
of individuals. These changes will allow citizens to have much more responsibility
for managing their health and healthcare (De Maeseneer and Boeckxstaens 2012).
As the grey areas around DTx are still large, the introduction, implementation, use,
and funding of digital health technologies should be carefully evaluated and moni-
tored. In the context of public healthcare, such evaluation and monitoring are
necessary and must be performed in relation to the goals health systems pursue
(Ricciardi et al. 2019).

DTx are not futuristic or future therapeutics, they are already available in a
number of Countries worldwide. However, information, training, research, and a
system of rules for their appropriate evaluation, reimbursement, and use are needed,
in order to remove the barriers that still limit their success. The commitment of all
health actors, starting with the institutions, is the necessary condition for these new
health promises to be confirmed and delivered.
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Abstract

Artificial Intelligence (AI) and other statistical methods are providing new
opportunities of data modelling for patient benefit. The number of studies on
Al-driven predictions is increasingly growing, since hundreds of models have
been developed for similar targeted populations and outcomes. Predictive models
are used and tested in a wide range of realities to achieve Deep Medicine, and it is
therefore difficult to map every product in biomedicine, bioinformatics, and
robotic surgery. Although we are beginning to understand the chances provided
by these solutions, attention is growing among the academic community to define
validated methodologies and guidelines for Al systems development and use, to
undergo the same level of inspection. This chapter explores some methodological
aspects of academic research to identify possibilities and challenges that lie
behind an Intelligent-Based Medicine.
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