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Abstract. Using software metrics as a method of quantification of soft-
ware, various approaches were proposed for locating defect-prone source
code units within software projects. Most of these approaches rely on
supervised learning algorithms, which require labeled data for adjusting
their parameters during the learning phase. Usually, such labeled train-
ing data is not available. Unsupervised algorithms do not require training
data and can therefore help to overcome this limitation.

In this work, we evaluate the effect of unsupervised learning by means
of cluster-based algorithms and outlier mining algorithms for the task
of defect prediction, i.e., locating defect-prone source code units. We
investigate the effect of various class balancing and feature compressing
techniques as preprocessing steps and show how sliding windows can be
used to capture time series of source code metrics. We evaluate the Isola-
tion Forest and Local Outlier Factor, as representants of outlier mining
techniques. Our experiments on three publicly available datasets, con-
taining a total of 11 software projects, indicate that the consideration
of time series can improve static examinations by up to 3%. The results
further show that supervised algorithms can outperform unsupervised
approaches on all projects. Among all unsupervised approaches, the Iso-
lation Forest achieves the best accuracy on 10 out of 11 projects.

Keywords: Software Defect Prediction + Unsupervised Learning -
Outlier Mining

1 Introduction

Software defects reduce the added value for the customer or lead to an increased
effort in development if they have to be corrected later in development [31]. There-
fore, the timely detection of defective source code units is a central theme of code
quality. Classically, unit tests and integration tests are used for the early detection
of defective code units by testing the respective units for their functionality [32].
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In practice, however, it is often untenable to test all functionalities, or the potential
for defects is not yet known to the developers at the time the software is developed.
Software metrics, which describe various aspects of the complexity and quality
of the source code, can be used complementary to monitoring the development
of large software systems. A distinction is made between static code metrics and
process metrics. Static code metrics, such as Lines of Code (LOC), McCabe Com-
plexity (MCCC), or Nesting Level (NL), measure aspects of a software project at
a specific point in time, i.e., a source code revision. In contrast, process metrics
describe the change between two revisions, e.g., the number of developers involved
in a commit or the number of changed LOC [42]. Based on those metrics, statis-
tical analyses can be applied to locate defect-prone source code units [21].

Various Machine Learning (ML) techniques have been used for detecting
defect-prone source code units using software metrics. Most approaches use
supervised ML techniques on static code metrics of a single revision [21,31].
Supervised approaches require a labeled training dataset, which is challenging
to obtain, since usually no records of the defect history that can be used for
labeling are kept [3,29]. In this case, another approach is desirable, that does
not require the project to have a history of labeled defects. We focus on the
usage of unsupervised training techniques, which were investigated recently to
overcome this issue [27,37,39]. Previous research with unsupervised methods
indicates that even basic approaches provide acceptable results [37]. However,
in general, they achieve weaker results compared to supervised techniques [16].
Recent results by Moshtari et al. show that the distribution of defects within a
software project follows the Pareto principle, i.e., a small fraction of the source
code units contain a large part of the defects [27]. Furthermore, defective source
code units are also distinct from non-defective code units in terms of metrics
and can therefore be treated as outliers [27].

Motivated by this result, we extend the work of Moshtari et al. to time
series of metrics by comparing unsupervised learning algorithms by means of
cluster-based algorithms and outlier mining algorithms with basic supervised
approaches. For it, we want to study if any approach is superior to others.
Subsequently, we will not address questions about the nature of defects but
inherit their definitions from the creators of each dataset. We describe each
source code unit by a sequence of software metrics using sliding windows and a
subsequent feature compression technique. We then apply the respective defect
prediction algorithm to locate defect-prone source code units. In summary, we
make the following contributions:

1. We present a computational experiment comparing basic supervised, cluster-
based techniques and outlier techniques addressing common pitfalls by Fea-
ture Compression and Class Balancing.

2. We present the use of sliding windows for modeling a time series of software
metrics.

3. We introduce the application of the Isolation Forest and Local Outlier Factor,
as examples of outlier mining algorithms, for the task of locating defect-prone
source code units.
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4. We present an evaluation pipeline for comparing unsupervised and supervised
defect prediction algorithms, and conduct experiments on three publicly avail-
able datasets for a total of 11 software projects.

The remainder of this work is structured as follows: Sect. 2 studies related
work on defect prediction techniques. In Sect. 3, we elaborate on our approach.
The computational experiment to investigate the research questions above are
detailed in Sect. 4 and the results are presented in the Sect. 5. We conclude with
a discussion and possible threats to validity in Sect.6 and suggest conclusions
and future work in Sect. 7.

2 Related Work

Supervised and unsupervised approaches can be distinguished in the field of
ML. We focus on unsupervised software defect prediction, and thus, study the
related work for unsupervised models in more detail. In contrast, we only give
a high-level view of the field of supervised defect prediction. Additionally, many
preprocessing methods were already evaluated in the literature, showing that
the choice of the combination of the most adequate preprocessing method and
model is non-trivial [4,35].

Unsupervised Approaches. Yang et al. were one of the first who applied unsu-
pervised learning techniques for effort-aware defect prediction [39]. Effort-aware
defect prediction describes the attempt to predict defects while taking into
account the effort required to check them. Based on their results, the authors
suggest that (basic) unsupervised models can outperform supervised models in
terms of recall when taking the file size, and therefore the effort of units that
need to be reviewed, into account. In subsequent research, this effect was put
into perspective by Fu and Menzies as well as Huang et al. [12,16]. Before, Nam
and Kim already argued that unsupervised approaches can be beneficial because
they do not need historical training data, which can be hard to obtain for defect
prediction [29].

Subsequently, several studies were conducted exploring different, more com-
plex unsupervised approaches for defect prediction. Albahli combines several
(also unsupervised) models resulting in an accuracy of 81% on a dataset con-
taining seven open-source projects [2]. Xu et al. reviewed 40 cluster-based
approaches and observed that these achieve similar results to typical supervised
approaches [37]. Zhang et al. also found that unsupervised models are competi-
tive to supervised models that were trained on another project [40].

Studies on 16 software projects by Moshtari et al. showed that the distribu-
tion of defects over a software project follows the Pareto principle, i.e., a large
part of the defects is contained in a small part of the units [27]. Assuming that the
defective units also differ significantly from the majority concerning their met-
rics, the localization of defects can be considered an outlier problem. Moshtari
et al. investigated the use of five proximity-based outlier mining techniques. The
best results were achieved using the k nearest neighbor (kNN) algorithm.
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Fig.1. An example visualization for our preprocessing pipeline on process metrics.
The process metrics that describe the change between revision ¢ and ¢ 4+ 1 in File; are

given by commitij = (D¢ j),15---,(PG,5),k)- The process metrics of three commits of
File Fj are collected in the vector file;; = (commit; j, commitit1,j, commitiyz ;). The
compressed vector describing F; is given by file_pre; 5 = (2(;,5),15- - -+ T(i,j),s)-

Supervised Approaches. Several literature reviews were conducted, e.g., by
Rathore et al., Li et al., and Wahono, summarizing various supervised approaches
in different use-cases with different metrics and models [21,31]. Liu et al. already
considered a time series of code and process metrics for defect prediction [23]. By
training a Recurrent Neural Network (RNN) on nine projects of the PROMISE
dataset [34], the new model was able to outperform basic models using code
and process metrics in terms of cost-effectiveness, the Schott-Knott-Test, and
Win/Tie/Loss. Another recently studied approach is the usage of Cross Project
Defect Prediction (CPDP) [3]. Here, the defect prediction model is trained on
another project, which has labeled data available. After the completion of the
training phase, the model tries to predict defects in the target project. CPDP
has only achieved limited success [3,42]. Yan et al. discovered that for a certain
dataset, unsupervised within-project defect prediction outperforms supervised
CPDP models [38].

Data Preprocessing. Several studies were conducted concerning the general pre-
processing steps required before creating the actual defect prediction model.
Mende provides a general overview of several pitfalls and aspects that should be
considered when constructing a model for defect prediction [25]. In this work,
we focus on a selected subset of those aspects, namely feature compression tech-
niques for all models and balancing techniques for supervised models. Kondo et
al. suggest that supervised models profit most from techniques that filter metrics,
therefore preserving the original meaning [19]. In contrast, unsupervised models
profited most from synthetic methods that combine several original metrics in a
new synthetic one. Zhu et al. support the claim that Autoencoder can be a useful
feature compression technique [41]. Another aspect of preprocessing is concerned
with the question of how to handle imbalanced datasets, which are typical for
defect prediction tasks [27]. Tantithamthavorn et al. investigated that the choice
of the balancing technique is non-trivial and should be considered carefully [35].
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Fig. 2. Comparing the workflow for defect prediction with an unsupervised vs. super-
vised model. The workflow with an unsupervised model is much simpler because the
imbalance of the dataset, overfitting, and the requirement of labels are not an issue.

This result is supported by Mahmood et al. who also investigated the effect of
imbalance on the performance of supervised defect predictors [24].

3 Data Preprocessing and Modeling

In this section, we detail our approach for locating defect-prone source code units
by using unsupervised learning algorithms on time series of source code metrics.
Assuming that defects differ significantly in their metrics from non-defective
samples, we adopt the idea of Moshtari et al. and apply outlier techniques for
locating defect-prone source code units [27]. For this purpose, we additionally
adopt an idea from Ding et al., who demonstrated in another use case that a
sliding window can be used to capture an evolution of metrics to improve the
quality of outlier mining [10]. This results in the basic workflow shown in Fig. 1.

Sliding Windows. Sliding windows are a technique known from stream data pro-
cessing to analyze data-intensive data streams [9], i.e., several data samples are
combined and viewed coherently [10]. For example, instead of just investigating
metrics between two commits, all the changes in two consecutive commits are
gathered into one feature vector. If, for example, five different process metrics
are considered and the Window Size (WS) is three, then each file or sample is
represented by a 15-dimensional vector. As this results in a high-dimensional
vector, we apply feature compression techniques to reduce the size of the feature
vector to overcome the Curse of Dimensionality [36].

Processing Pipeline. After gathering the data in an high-dimensional feature
space using sliding windows, we preprocess the data to prepare them for predic-
tion. Figure 2 compares the different preprocessing and prediction pipelines for
supervised and unsupervised learning. Both pipelines are including the task of
feature compression. Afterwards, as Bennin et al. showed for supervised tech-
niques, the balancing of the defect and non-faulty class is desirable [4]. Since
unsupervised techniques do not inherently distinguish between faulty and non-
faulty samples, this preprocessing step is only applicable to supervised learning.
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Furthermore, supervised learning distinguishes between a training phase and a
test phase, which use separate datasets. A train-test split is required to avoid
overfitting [13]. Finally, all models are evaluated using the test set for supervised
models and the whole dataset for unsupervised models.

We investigate a selection of basic supervised and unsupervised models. We
deemed those models suitable because they are used in several studies or more
complex models built upon them [21,37].

Feature Compression. The gathered data suffers from high dimensionality. Many
models produce worse results on a high-dimensional space, as the number of sam-
ples required to generalize grows exponentially with the number of features. This
effect is denoted as the Curse of Dimensionality [36]. To avoid this, an additional
preprocessing step transfers the data samples to a lower-dimensional space as
shown in Fig. 1. In addition, Jiarpakdee et al. also suggest that even if the fea-
ture vector in and of itself is not already very high-dimensional, it may still be
worthwhile to remove features [17]. Especially removing high correlations of indi-
vidual variables from the data is usually desirable. Substantial differences can
be observed between supervised and unsupervised learning techniques regard-
ing Feature Compression [19]. For example, supervised learning predictors favor
those techniques that preserve the original context of the metrics. This is also
desirable in terms of the interpretability of the model. Unsupervised learning
methods would benefit in particular from those techniques that construct new
synthetic features from the given features. In this work, we focus on the fol-
lowing feature selection and synthesization techniques: The Variance Inflation
Factor (VIF) [26], Autoencoders (AE) [19,41], and Feature agglomeration (FA).
FA refers to a technique to filter correlated variables by repeated clustering. Met-
rics are merged if they are highly correlated leading to a more dense clustering.

Class Balancing. For supervised learning techniques, it can be beneficial to bal-
ance between the defect (faulty) class and a non-defect (non-faulty) class in the
training dataset [4]. This is especially true since the defect class usually follows
the Pareto principle [27]. Tantithamthavorn et al. found that the choice of a
balancing technique has a significant impact onto the classification result, thus
different upsampling techniques may lead to different results [35]. We considered
three different upsampling techniques: Synthetic Minority Over-sampling Tech-
nique (SMOTE) [8], the MAHAKIL algorithm [5] and an Euclidean Noise (EN)
technique. EN is a quick-to-execute naive technique. New samples are generated
by offsetting each sample of the defect class with a noise signal drawn from a
normal distribution.

Supervised Learning Techniques. Supervised learning is divided in a training
and a test phase. In the training phase, labeled data is used for learning an
abstraction of the data, which is subsequently used for predicting unseen data.
We consider the following supervised learning techniques: Random Forest (RF),
Support Vector Machines (SVM), Logistic Regression (LR), Naive Bayes (NB)
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Table 1. An overview about the investigated datasets. LOC refers to the lines of code
metric, P means project, and FPP means files per project. The Unified GitHub dataset
and Jureczko only report on versions of projects with no specific time-frame stated.

Dataset # P # FPP Time Frame Type Metrics jit Metric
Change Burst 1 6728 One week Process Changed LOC
Unified GitHub 10 =~ 1,000 Sporadic Static & Process LOC
Jureczko 13 max. 250 Sporadic Static LOC

model, and Multi-Layer Perceptron (MLP) [33]. In addition, we combine the
models above to an Ensemble (ES) with majority voting as the final decision rule.

Unsupervised Learning Techniques. In contrast to supervised learning, unsuper-
vised learning does not distinguish between a training and test phase, because
no labels are involved when applying them to data. Since labels are not used for
unsupervised learning, we assigned which detected structure in our dataset is
identified with the faulty class and the non-faulty class. We identify the smaller
structure (fewer samples belong to the structure) as the cluster of the faulty
class, since the number of defects is usually smaller [27]. We only had to make
an exception for the meMMO project, where the situation is reversed.

We consider two different unsupervised learning approaches. First, we use
cluster-based techniques, which were previously already investigated e.g. by Xu
et al. [37] or Li et al. [20]. Second, we additionally use the property found by
Moshtari et al. that the metrics of defective source code units often have excep-
tional values [27]. Therefore outlier mining techniques are applicable.

Cluster-based techniques create clusters according to a criterion defined by
the model, e.g., the density or similarity of sample regions. In contrast to
Moshtari et al., we only investigate cluster-based techniques that allow us to
set the number of clusters to the number of our target classes (defect and non-
defect) [27]. Specifically, we study the following cluster-based techniques: The
k-Means (kM) algorithm with & = 2, because our target has two classes [37]
and the MeanShift (MS) algorithm with orphans [14]. Orphans are samples that
do not belong to any density structure or would significantly change the den-
sity structure of the detected clusters if they were forcibly assigned to a cluster
[14]. We identify the orphans as faulty samples and the remaining structures as
non-faulty samples.

In contrast, outlier mining describes another set of techniques that focus on
the process of detecting conspicuous data samples, i.e., to identify anomalies
in the given dataset. Outliers are characterized as samples that are significant
dissimilar to the majority of samples. So, outlier mining rather investigates dis-
similarities in the dataset instead of similarities like cluster-based techniques.
We investigate the following outlier mining techniques: The Local Outlier Fac-
tor (LOF) and an Isolation Forest (IF) [22].
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4 Computational Experiment

We evaluate our basic models with the pipeline described in Sect. 3 on the Change
Burst dataset [28], the Unified GitHub dataset [11], and the Jureczko dataset [18].
Our data pipeline is based on scikit-learn' and Tensorflow with Keras® library
in Python. Those libraries are implementing all our investigated basic models
as well as our preprocessing techniques, excluded the SMOTE and MAHAKIL
algorithm for which the implementation is given in the auxiliary material. We
evaluate our results in terms of precision, recall, Fi-score, accuracy as well as a
Just-in-time-accuracy (JIT-accuracy). For consistency, we set the random seed
to 42 to make our results deterministic and repeatable. For supervised models,
we used a stratified train-test-split: 60% of the data was used for training and
the remaining 40% for testing. From now on, we refer to a model as a specific
combination of a basic supervised or unsupervised such as RF, with a feature
compression—for all basic models—and a class balancing technique —for super-
vised models only. According to the no-free-lunch-theorem the outcome of a
classification result is generally data dependent, so the evaluation on more than
one project and set of metrics is necessary [1]. Therefore, for a reliable evalu-
ation, we used the three previously mentioned publicly available datasets. For
each dataset, one file of a project is considered as one sample (file-level).

We summarized our datasets in Table1l. In detail, we used the following
datasets:

— The Change Burst dataset contains process metrics, hence change rates
between two commits for the FEclipse project [28]. A so called Burst rep-
resents the changes during a week. We have chosen the first Gap containing
10 bursts, since only few defects are fixed or newly introduced into the code,
providing a stample number of samples for each class (faulty and non-faulty).

— The Unified GitHub dataset captures a wide variety of both static and
process-oriented metrics for more than ten projects [11]. In contrast to the
Change Burst dataset, the reported revisions are further apart in time (for
details, cf. auxiliary material), therefore a number of files are created or
deleted between two revisions. Therefore, the number of faulty and non-faulty
samples is more volatile. We will only examine projects which report at least
two defective modules over all revisions, because with no or only one defective
module the SMOTE and MAHAKIL technique is not applicable. Also, it is
impossible to learn any abstraction from exactly one example.

— Lastly, the Jureczko dataset offers a small collection of metrics for a larger
number of projects [18].

The Change Burst dataset allows the most stable evaluation, because the
number of files is constant and also the number of faulty and non-faulty samples
is comparably constant. We will also test our findings on the Unified GitHub
dataset. The Jureczko dataset has the most disadvantageous characteristics to

! https://scikit-learn.org.
2 https://www.tensorflow.org/ and https://keras.io/.
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allow a meaningful evaluation because it suffers from the same problems as the
Unified GitHub dataset, i.e., the sample size total and per class is changing often
and only reports on a small number of metrics. We therefore provide the results
for the Jureczko dataset only in the auxiliary material for additional validation
of our findings.

Quality Measures. Bowes et al. argued that such metrics should be used from
which the original confusion matrix can be derived easily [7]. Therefore, we
choose precision and recall for both classes as well as the weighted average.
Additionally, we captured the Fj-scores for the positive and negative class. Fur-
thermore, we captured two kinds of accuracy metrics. The classic accuracy is
defined as the ratio between the sum of true positives and true negatives divided
by the number of samples.

In addition, we define a JIT-accuracy (acc;i). Let S be the set of all samples.
Then, let TP C S denote the set of all true positives, let TN C S denote the set
of all true negatives and let f(s) be a mapping from the sample to the reciprocal
normalized lines of (changed) code of the sample ((Changed) LOC), then the
JIT-accuracy is given by:

>serrurn 5 f(5)

Ztes t-f(t)

This is to favor classifications that identify small faulty samples correctly and
penalize results that incorrectly suggest a particularly large change for review.
By determining precision, recall, and Fj-score for each of the classes, we show
how well the predictor can handle the individual classes, and to that extent we
circumvent the criticism of these values that is raised by Powers [30] or Hemmati
et al. [15], for example.

acCCjit =

Optimization of Hyperparameters. Unlike unsupervised models, supervised mod-
els usually need to be optimized during training time since they use a set of hyper-
paramaters [6]. For optimization, we use a random search with 50 iterations and
five stratified validation folds [6]. We had to make an exception for SVMs, since
their training time can be exhaustive depending on the choice of hyperparame-
ters, therefore they are only optimized with five iterations and three folds. We
have reported the full list of optimized attributes in our auxiliary material.
Additionally, we have to determine a WS for gathering the data (cf. Sect. 3).
We used a Grid Search for optimization of this hyperparameter with the integer
values 1-10 [6]. A WS of 1 means, that the model does not profit from the
windowing aspect of our approach. We gathered data with according WS of 1-10
and let the models predict the defects in the next revision. We have chosen 10 as
an upper bound since a burst in the ChangeBurst dataset contains ten revisions
and no project in the Unified GitHub dataset report metrics for more than ten
revisions for gathering and one for testing for a total of eleven revisions. In case
of WS =10 for the ChangeBurst dataset, the target variable is derived from the
first revision of the second burst. Since a significant number of files is deleted
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Fig. 3. Comparing WS by accuracy and Fi-score for the Eclipse project. The usage
of a sliding window can improve the quality of unsupervised models by 1-3%. The
positive effect is already visible if we use WS =2.

and created between revisions for projects from the Unified GitHub dataset, we
only evaluated on files that are present in all revisions. Since the Change Burst
dataset captures the metrics more timely, only few files are created or deleted
between revisions. The number of samples overall and per-class is more stable.

5 Results

We collect results regarding three questions. First we consider which influence the
choice of the WS has on the performance of our models. Regarding the second
question, we examine which supervised or unsupervised model performs best
for multiple projects. We investigate the ten projects from the Unified GitHub
dataset and one burst from the Change Burst dataset for Eclipse for a total
of 11 projects. The third question compares the performance of supervised and
unsupervised models. Again, we examine our 11 projects and the Eclipse project
in more detail.

In general, we only consider results, if they can exceed a Fj-score of 10%
in the faulty class, because models that show worse results do not provide an
useful abstraction for finding defects, which is the main task in this paper. For
completeness, however, those results are included in the auxiliary material.

5.1 Choice of the Window Size

We can observe two kinds of behavior when varying the WS of our sliding win-
dow. On the one hand, Fig. 3 shows the standard case that we observed for our
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Fig. 4. For the hazelcast project the usage of a sliding window decreases the quality

of unsupervised models. For WS =2 the effect is comparatively small, but the loss in
quality increases for larger WS.

B KM-FA B8 IF-VIF Bl KM-AE

antlrd ———— antlrd -
eclipse I — — eclipse I —
— — —  ———
elasticsearch m=—m——m—r  clasticscarch s
—— — ———
L, heeloast IS haseloast
g . —— . ——
= image-loader | — — image-loader  ——
2 — — — ——
+ MapDB | I — MapDB — E——
S — — — ———
' mcMMO — mcMMO —
(s}
neo4j neo4j
orientdb orientdb
oryx oryx
titan titan
| |
0 0.2 04 06 0.8 1 0 0.2 04 06 0.8 1
Accuracy Fi-score

Fig. 5. The IF with VIF shows the best or one of the best accuracy for 10 out of 11
software projects and best Fi-scores for 8 out of 11 software projects. k-Means is better
for the Android-Universal-Image-Loader (image-loader).
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Fig. 6. The ensemble of all single supervised models (majority voting) with VIF and
MA upsampling outperforms the IF in 11 out of 11 cases. Also a single model, e.g., the
optimized RF with VIF and MA outperforms the best unsupervised model in 8 out of
11 cases.

(here unsupervised) models. The models are showing a better accuracy and over-
all weighted Fj-score for a WS greater 1. For WS 2 to 5 the result is similar. For
greater WS, the performance do not change or became worse. On the other hand,
some models have shown a different behavior on a different project. In this case,
the usage of a sliding window decreased the accuracy and Fj-score. This effect
is most significant for the hazelcast project as shown in Fig.4. We can not test
as many WS for hazelcast as for the Eclipse project, since the Unified GitHub
Dataset only reports metrics for nine revisions and we require at least one revi-
sion for testing. The quality measures are decreasing for larger WS but the effect
is comparably small for WS 2 and increases for larger WS. Thus, a WS greater
than 1 is not beneficial for all combinations of model and project. Overall 612 (96
unsupervised and 516 supervised) different project-model combinations® benefit
from a WS larger than 1, additional 206 (37 unsupervised and 169 supervised) nei-
ther benefit nor take a loss, and only 414 (43 unsupervised and 371 supervised)
report a decrease in the macro averaged Fj-score, which additionally take into
account the size of both classes, so that not already a change in the distribution
between the size of the faulty and non-faulty class can influence our result. Over-
all, approximated 33% of the model-project combinations are not improved by our

3 For completeness, here, we also evaluated the possibility to use no Balancing or no
Feature Compression technique. Those results are—as expected—weaker (cf. auxil-
iary material).
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Fig. 7. Ten supervised models outperform the reference model IF-VIF (which scored
85% in all metrics) for the Eclipse project in terms of accuracy and Fi-score, but
already five of them are variations of our ensemble model. Otherwise, only the NB
model and some variations of SVMs are better models. Models, that are at least 3%
worse in both measures than the IF-VIF model are omitted.

windowing technique, 50% do profit and about 17% are indifferent to the usage
of a sliding window. Further analyses of our results show that the size of the last
group shrinks with larger WS and more models either profit or not profit from the
use of sliding windows. Also, as stated before, the quality decreases fast for larger
WS, while the increase does not grow as fast as the decrease.

This effect can be caused by different aspects of the different datasets. Most
of the models reporting a decrease in accuracy or Fj-score are evaluated with a
project from the Unified GitHub dataset. For those projects, the sample size is
very small and the share of faulty samples comparably great, since we can only
evaluate on those files that are present in all revisions for consistency reasons,
making the result dependent on only few samples. Also, in accordance with the
no-free-lunch-theorem, a larger WS may simply be not suitable for the concrete
model or set of metrics (e.g., static code metrics) [1].

It is desirable to evaluate models with a constant WS for comparability. We
set our WS to 2, since—for this value—the decrease for the minority of models is
relatively small, while the increase for the majority of models is almost as good
as possible. In contrast, we have chosen variable WS for the Jureczko dataset to
allow for the widest possible range of WS. This allows us to obtain additional
validation for our findings, since we can test more WSs.

5.2 Outlier Models Compared to Other Cluster-Based Models

We investigate four different unsupervised algorithms (IF, LOF, kM, MS) with
three different feature compression techniques (AE, FA, VIF). Table 2 shows that
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Table 2. The table shows the average weighted Precision, Recall, and Fi-score over
both classes and the overall accuracy of all unsupervised models, which exceeded a
weighted Fi-score of 10% in the faulty class. Isolation Forest and k-Means are the best
unsupervised models.

. IF | kM| LOF | MS |
=

B E E 100
EEEEEEEEEIEE %
Precision |84 84 85 84 85 77 75 75 81 81 90%
Recall |84 85 85 86 86 84 83 82 78 81 80%

Fi-score 84 85 85/82 79 79 78 78 80 81 o
0

Accuracy 84 85 85 86 78 86 83 82 78 81|

from all of the unsupervised models the IF and the kM algorithm performed best.
Unexpectedly, the IF with the VIF performed most consistent with a score of
85% followed closely by the IF with FA and kM with AE. In contrast to other
unsupervised models, IF seem to actually prefer VIF as feature compression
technique. Indeed, our evaluation reveals that in 10 out of 11 projects the IF
performs better or is as good with VIF rather than FA in terms of accuracy and
in 9 out of 11 projects in terms of the overall weighted F}-score of both classes.
So unlike previously mentioned by Kondo et al., IF as an unsupervised outlier
mining model prefers a non-synthetic feature compression technique for most of
the 11 projects [19]. Table2 and our further evaluation (cf. auxiliary material)
suggests that an IF with VIF is in the context of our computational experiment
the best outlier mining algorithm and kM with AE or FA are the best cluster-
based models. In Fig. 5, we further investigate those three models. The figure
shows that indeed the IF with VIF is the top model among those models for our
11 example projects, achieving the best predicting scores for 10 out of 11 projects
in terms of accuracy and 9 out of 11 projects in terms of the overall weighted
Fy-score. Therefore, an IF is indeed a strong contender for unsupervised defect
prediction, since they perform consistently over several projects.

5.3 Unsupervised vs. Supervised Models

Table 3 compares quality measures from all supervised models in addition to
the IF with VIF for the Eclipse project. The best model is the ensemble of all
supervised models (first three rows), outperforming the IF (next three rows) as
consistent as possible on 11 out of 11 projects (Fig. 6). The IF performs not worse
than any single supervised model. It is as good as one of the weaker supervised
models. Although, single supervised model like a RF can outperform an IF quite
consistently in 9 out of 11 interms of accuarcy and in 8 out of 11 cases in terms of
the Fj-score. Figure 7 highlights that for the Eclipse project only a comparably
small number of models can outperform our IF. As discussed in the previous



Outlier Mining Techniques for Software Defect Prediction 55

Table 3. The table shows that many supervised models outperform an IF. We evalu-
ated our models using over both classes averaged weighted Precision, Recall, Fi-score,
and overall Accuracy. The IF is still better than some models.

ES IF LR
Ensemble Iso. Forest Logistic Regression 100%
5 < 9 5 < 9
z S 2 & 2 @ z S = & 5 2
B2 8 50 §5 g 8 34 90%
3G o4 BB Em o Bl:ddEEE 0
[ R R = I T B O R e
Precision 86 87 86 87 87 87 84 84 85 87 88 87 87 87 87 w0t

Recall |87 8887 78 [87 86 84 85 85 79 80 78 78 78 78
Fi-score 86 87 86 81 87 86 84 85 85 82 83 80 81 81 81 o
0
Accuracy |87 88/ 87 78 87 86 84 85 85 79 80 78 78 78 78|
N

B RF SVM
Naive Bayes Random Forest Sup. Vector Machine
3] m m
el = j£a} = £} =
5 < 2 S < g S < 2
7z S =852z 26322 z<:%5%¢
o =R O 5 (= 7 S N = I
i Zege|2Zlege|ldlE e
S O O S R e R

= <
Procision 86 85 86 86 87 8 8 87 8 § &1 §7 86 8 8 85 5 &
Recall |86 87 86 85 85 85 79 78 80 81 76 81 75 88| 75 80 87 80|
Fi-score |86 86 86 85 86 85 81 81 82 83 79 83 78 86 78 82 83 82
Accuracy |86 87 86 85 85 85 79 78 80 81 76 81|75 [88] 75 80 [87 80|

section, the other unsupervised models can achieve a better result for this specific
project and dataset in terms of accuracy, but fail to do this consistently on other
projects or in terms of another metric like the Fj-score. As before, the ensembled
model can achieve better results. It alone already represents half of the cases in
which the IF was worse than a supervised model. Interestingly, for this project,
no variation of the RF model can outperform our IF model, though here in place
the NB model does so relatively consistently.

To summarize, the supervised models or at least the ensemble of supervised
models show better results than an IF or any other unsupervised technique.

6 Discussion and Threats to Validity

We compared several basic models. Overall, outlier mining with IF with VIF has
shown the best results among the unsupervised defect prediction techniques.
However, several supervised models especially the ensemble of all supervised
models seems to outperform any unsupervised technique. However, this effect is
put into perspective by several additional requirements for training those models.
On the one hand, we had to assume a history of recorded labels for the project,
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which is generally not the case in an industrial context [3,42]. Furthermore, we
also favored supervised models by performing more preprocessing steps (class
balancing, train-test-split, etc.), which are not required for unsupervised models.
In addition, unsupervised models do not require a training phase. Therefore,
we spent a significant amount of additional effort to train supervised models
compared to unsupervised ones.

We premised several assumptions to make our sliding window technique
applicable to our dataset. First, we have not distinguished whether there is
one or more defects present in a given file. If a dataset reported more than
one defect for the file, we assigned it the label for the faulty class. Second, the
datasets reported a numerical label for a defect. Therefore, we could not track
the case that a defect may be fixed inside of our window and another one is
newly introduced. We only predict whether or not a defect is present in the
file in the next revision of the software project. We set the random seed dur-
ing our data processing to a constant value anywhere where randomness was
involved. This, on the one hand, allows us to reproduce our results easily, but
on the other hand raises the concern that we could only achieve those results for
those specific seeds. However, we achieved our results analyzing several projects
and since we did not optimize the seed for each project, it is very unlikely that
this seed is especially beneficial for all our investigated projects. Usually, espe-
cially for supervised models one would use a random train-test split and a k-fold
cross validation. However, here this step would increase the training time for
our supervised models even further by the factor k, because also feature com-
pression and class balancing would have to be repeated for each fold. This step
would therefore undue favor our supervised models, since no training, and thus,
no validation is required for unsupervised models. This is especially true since
we already used a simple k-fold cross validation during optimization (only one
iteration per hyperparameter set with 5 respectively 3 stratified folds).

In general, it is not possible to transfer results from one dataset to another
due to the no-free-lunch theorem without restrictions [1]. Consequently, our
results could be different on a different dataset or with different optimization
techniques or, for example, different class balancing techniques. However, in
the context of our computational experiment, it seems highly recommended to
also seriously consider unsupervised techniques for defect prediction because
we achieved our results from the evaluation of 11 projects and different sets of
metrics. Here, the IF with VIF were also able to achieve a fairly consistent clas-
sification result. If the results of Bowes et al. can be extended to unsupervised
techniques in future work, unsupervised techniques could also be used to reli-
ably detect a certain class of defects [7]. Supervised models could subsequently
specialize in those types of defects that are not so easily detectable by outlier
mining techniques. In this way, a combination of supervised and unsupervised
techniques could represent a simplification of previous methods, as already noted
by Fu and Menzies [12].

We found some anomalies during our research. For example, as shown in
Fig. 3, KM-FA did especially poorly for window size 8. As stated before, there is
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no guarantee that a model performing well on one dataset will perform as well on
a similar but different dataset [1]. We suspect that this anomaly is an example
of such an effect. Furthermore, most of our techniques maximized around 85%
in any metric, which could be considered unacceptable for practical use. But, we
purposefully concentrated on studying only basic models to get a basic overview
of the performances of different methods so that a lower-than-usual quality can
be expected.

In summary, it has been demonstrated that it can be beneficial to use unsu-
pervised techniques, especially an IF, for defect prediction especially if no train-
ing labels are available and a fast prediction is desirable. This contrasts earlier
results, which suggests that supervised techniques will usually outperform unsu-
pervised techniques (cf. Huang et al. [16]).

7 Conclusions and Future Work

Using software metrics for defect prediction is widely used and typically viewed as
a classification task, i.e., a supervised learning task. However, supervised learning
techniques require a training dataset with training labels and require more (pre-)
processing steps. Consequently, we proposed an approach using outlier mining
techniques on time series of process metrics to reduce the processing steps.

The evaluation indicates that the proposed method is competitive to single
basic supervised models. However, an ensemble of all basic supervised models
outperforms any single unsupervised technique on all 11 projects. We still advo-
cate the use of unsupervised models. Due to their ease of use and simplicity, they
are more suitable as they require less development and execution time and no
labels are required for training. In detail, the experiments are suggesting that an
Isolation Forest with the Variance Inflation Factor used for feature compression
is the most consistent option for predicting defects in an unsupervised fashion.
However, other unsupervised models, e.g., the k-Means algorithm may perform
better in certain cases.

Future research has to find a criterion to decide when which technique should
be used to further improve an ensemble of models. We also suggest that further
research should be conducted to investigate more complex unsupervised tech-
niques for defect prediction, more preprocessing dimensions, and the explain-
ability of models. Future research might also investigate more quality measures,
e.g., the number of falsely reported files until the first hit when ordering the files
according to their lines of code. In addition, a quantitative study evaluating our
approach in an industrial setting may be beneficial.

Auxiliary Material. The auxiliary material to this paper is provided under:
https://t1p.de/SoftwareQualityDays.
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