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Chapter 4

Scanning for Scams: Local,
Supra-national, and Global Events
as Salient Contexts for Online Fraud

Kristjan Kikerpill

Introduction

Regardless of the verbs we use when describing our online presence, e.g., online
banking, dating, gaming, or shopping, these phenomena boil down to a series of
requests and responses exchanged between connected devices and servers across
the globe (Kikerpill 2021a). Digital spaces and places so-called are but informa-
tional nodes signalling an active human presence and waiting to be acted upon
(Maggi 2014). Communication in such environments (see Snowdon et al. 2001)
connects us to other people, and the digital traces of their activities, through texts
and graphical interfaces. All of our actions and interactions in mediated environ-
ments are, in fact, communicative acts and accompanying interpretations carried out
via open channels and with the help of various media. In other words, people’s
mediated presence always constitutes action-as-communication (Kikerpill 2021a).
Since crime is a socially constructed phenomenon (Posick 2018), it goes wher-
ever people go. Thus, the opportunities and (near-)immediate access provided by
modern information and communications technologies are not always used towards
positive or legal ends, but are employed instead to perpetrate cybercrimes. Put dif-
ferently, some action-as-communication in mediated environments constitutes
crime-as-communication (Kikerpill 2021a). In recent years, both the financial and
psychological harms caused by cybercrime victimisation are on the rise (PurpleSec
2021), and especially from online scams and frauds (Button and Cross 2017). The
fact that approximately 99% of cybercrime threats require human interaction, e.g.,
opening attachments in emails or following links (Proofpoint 2019), to be
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successful makes the recipient of a mediated crime attempt the person best posi-
tioned to mitigate relevant risks and ensure their own safety from victimisation
(Kikerpill 2021b).

Hence, the first step towards preventing harm from the modern social menace of
cybercrime relies on a simple, but important understanding: in mediated environ-
ments, there is plenty of communication without crime, but no crime without com-
munication. As perpetrators often manipulate the communication underlying their
cybercriminal activities, i.e., socially engineer the messages in their online attacks
(Hadnagy 2018; Hatfield 2018), learning to distinguish between criminal and non-
criminal communication is essential. The most common general form of social
engineering attacks in mediated environments is broadly referred to as “phishing”
(Khonji et al. 2013), although numerous variations of phishing exist, e.g., vishing
(voice phishing) and smishing (text message phishing) (Hong 2012). An important
part of the larger effort of countering cybercrime comes from understanding how
criminal actors exploit salient social contexts within the content of the scams and
frauds they disseminate. Given that contexts have both an interpretive and a consti-
tutive dimension (Rigotti and Rocci 2006), they help people interpret incoming
messages, but can also be used to create messages that fit specific social expecta-
tions (Carter 2015). In cybercriminal endeavours, this means exploiting salient
social circumstances to craft crime messages, which are more meaningful for the
recipient due to a shared “lived experience” (Kikerpill 2021a).

To explore and illuminate how salient social contexts can spur online scams, and
how awareness about these connections can contribute to preventing victimisation
from fraud, we apply the mazephishing framework (Kikerpill and Siibak 2021a) to
study specific events on the local, supra-national and global level. The mazephish-
ing framework comprises three primary components: the social context from which
specific scam messages obtain their salience, e.g., the COVID-19 pandemic
(Kikerpill and Siibak 2021b) or natural disasters such as forest fires (Taodang and
Gundur 2022), the media or channels used to circulate the scam messages (see
above: Hong 2012), and the influencing techniques employed in the actual scam
messages (Lawson et al. 2020; Kikerpill 2021a; Steinmetz et al. 2021). In this chap-
ter, the focus will primarily be on the social context element, because we are only
now beginning to learn about the true importance of social context in cybercrimes
that require human interaction (Verma et al. 2018; Norris et al. 2019; Montafiez
et al. 2020; Kikerpill and Siibak 2021a; Steinmetz et al. 2021; Taodang and Gundur
2022), and how this emerging knowledge can be used in digital literacy education
for the purposes of fraud avoidance. Scholarship and education in this area is para-
mount if we want to move towards dismissing the entrenched discourse of the “defi-
cient user” that currently dominates cybersecurity discussions (Klimburg-Witjes
and Wentland 2021).
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Background and Approach

Since fraud is a crime of interaction (Harrington 2012: 396), both its offline and
online manifestations are always rooted in and dependent upon communication
(Kikerpill 2021a). While all cybercrime depends on communications technology,
the concurrent communicative aspects of the same crimes are often overlooked if
not diminished in lieu of more technical discussions (Kikerpill 2021a), e.g., “to a
computer scientist, the solution to a bug is often just more computer science” (Borel
2018). Taking this into account, the chapter decidedly focusses on the equally
important communicative and interpretive underpinnings of cybercrime by present-
ing a series of examples (Simons 2014) of specific salient events or circumstances
that have enabled criminals to use the entailing social context as input for their
socially engineered fraud messaging. Where contexts are not primarily created
within a fraudulent interaction, e.g., in longer running online dating and romance
scams (Carter 2021) or cold-call type “one-off” fraud attempts such as phishing
attacks (Khonji et al. 2013; Atkins and Huang 2013; Kikerpill and Siibak 2019),
criminals can decrease their deviant workload and increase the credibility of the
crime messages, by relying on events or circumstances that are important in a geo-
graphically, culturally or temporally restricted, semi-open or open manner.

Acknowledging that not all events are of equal importance for different commu-
nities in various parts of the world at any given moment, we use cases with local
(geographically and temporally restricted), supra-national (geographically and cul-
turally semi-open, temporally restricted) and global (culturally and geographically
open, temporally semi-open) significance. The categories of geographical, cultural
and temporal openness and/or restrictions are used as guidelines for better under-
standing the connection between social occurrences and fraud proliferation, includ-
ing why some types of scam content may be relevant for some and not others. The
reasoning is that interpretations of scam believability can depend on where we live,
which cultural practices we observe and what we consider as desirable or necessary
at any given moment (Kikerpill 2021a). The mazephishing framework was chosen
as a lens for exploring the aforementioned categories because it provides a struc-
tured backdrop with respect to what people should look for in scams in general, i.e.,
the (social) timing of particular scams, the relevance and comprehensibility of scam
messages depending on the current “lived experience” of a person as well as how we
engage with modern mediated environments in general.

While the chapter does not directly include temporally unrestricted cases, these
would mainly involve malicious exploitations of the human experience and people’s
vulnerabilities rather than the amplification provided by any single event or specific
circumstances (Kikerpill 2021a), e.g., as it often occurs in scams perpetrated in the
context of intimate relationships and romance (Carter 2021). Yet, it must be noted
that while these opportunities are available to scammers without particular temporal
restrictions, the prevalence of romance scams is also known to increase during
Valentine’s Day (Fowler 2022). Even so, the examples in this chapter focus on
events or circumstances with an element of temporal restriction to also explore the
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idea of “criminal event calendars”, i.e., how (cyber)criminals may be perceiving, or
telling, time in accordance with specific opportunities for criminal exploitation
based on salient social contexts.

On the local level, we present a case study of scams circulated during the respec-
tive tax seasons in Estonia and the United States. For the supra-national level, we
provide examples from widely recognised commercial sales events, i.e., Amazon
Prime Day and Black Friday. For the global level, we chose the current phenomenon
of gaming console unavailability and restocking issues that have been caused by a
shortage in microchips required for the production of said consoles. These examples
represent (1) instances where an obligation necessitates certain practices, and the
context of this obligation creates opportunities for scammers; (2) instances where
cultural and commercial developments have created certain opportunities for scam-
mers, and (3) instances where a combination of unexpected circumstances create
opportunities for scammers.

It is important to note that the examples presented in the chapter are not geared
towards bringing about or recommending substantive changes in the events or cir-
cumstances as such — which, as will become clear, would be very difficult if not
entirely impossible — but are meant as illustrative examples on how the realities of
the social world become reflected in mediated crimes, and how being aware of these
connections can aid in avoiding becoming a victim of fraud.

Online Scam Ecosystem During Tax Season in Estonia
and the United States

In this chapter, the previously mentioned categories of geographically and tempo-
rally restricted contexts mean that a similar or identical event occurs on different set
dates or date ranges in different countries, which makes it possible to explore how
the event or circumstances impact the dissemination of contextually fitting scams.
For instance, the so-called tax season begins in January in the United States, but in
mid-February in Estonia, with respect to private individuals’ tax declarations. Given
the vast differences in tax filing complexity between the two countries (e-Estonia
2021), the following exemplifies how opportunities for fraudulent offers made by
scammers may differ in scope and intensity.

The starting point for tax-related frauds comes from the importance of the insti-
tution as such and people’s willingness to pay their taxes. Attitudes towards paying
taxes vary significantly across different countries, where tax morale is influenced by
numerous factors such as cultural differences and trust in one’s government (Torgler
and Schneider 2007). In Estonia, 91% of people consider paying taxes their essen-
tial obligation (ETCB 2021), 98% of personal income declarations are made elec-
tronically (e-Estonia 2022) and the Estonian Tax and Customs Board’s e-tax system
is viewed as the most convenient public service being offered (Kantar Emor 2020).
Furthermore, the average personal income tax declaration takes approximately three
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to five minutes to file (Work in Estonia 2022), which makes tax compliance easy. In
contrast, the tax preparation and filing process in the United States can take approxi-
mately 13 hours for an individual (Kessler 2013), and about 44% of Americans are
bothered “a lot” by the complexity of the tax system (Pew Research 2015). From the
perspective of scammers, who are known to be opportunistic in their exploitation of
people’s vulnerabilities (Kikerpill and Siibak 2021b), the more complexity a par-
ticular system presents, the more opportunities there are for interjecting bogus
offers for seemingly relevant services, including for the speeding up or simplifica-
tion of the process.

Following from the above, there were only a very limited number of tax season
scams available for further analysis with respect to Estonia. With the exception of
2018, there was at least one reported tax scam from 2014 to 2020 and the time of
reporting ranged from late January to mid-March. The outlier was a tax refund scam
reported at the end of December (Sobak 2014), which requested people to submit
their credit card information for an expedited tax return. As also noted in the rele-
vant scam report (Sobak 2014), the circulated fraud message was mistimed by the
criminals, because personal income tax declarations are filed starting from February
15. Hence, examples from other years appear on and around February 15 and in
March. There were two main types of scams disseminated: phishing emails that
request the recipient to provide additional information to receive their tax refund
quicker (Pihlak 2017) or which provide a link that leads the recipient to a faked
website of the local tax authority for the purposes of entering one’s credit card num-
ber and the relevant security code (Raamatupidaja 2016). Interestingly, a scam cir-
culated in 2016 (Rapp 2016), which used bad Estonian and notified recipients that
the tax authority was unable to process their respective tax refund and, thus, requires
additional information, also promised the return to be made in Estonian kroons, i.e.,
the currency used in Estonia prior to 2011 and the Euro. Hence, not only can tem-
porally restricted scams be noticed and reported due to mistimed dissemination and
poor use of local language, but also when the scams fail to take into account local
changes and social context. From a technical perspective, since credit card numbers
and security codes are only used to initiate payments (Walter 2019), and not to
receive them, providing the tax authority with one’s relevant respective information
lacks purpose entirely.

In comparison with the Estonian examples, the scam ecosystem of the US tax
season is a completely different phenomenon. Firstly, tax season scams are so wide-
spread in the United States each year that it has become commonplace to release
general warnings beforehand (Rafter 2022). In contrast, the scam reports were few
in Estonia and reported only after the scams actually occurred. Furthermore, the
complexity of the tax filing process (e-Estonia 2021) reveals that tax preparation
services are common in the United States, but virtually unheard of for private indi-
viduals in Estonia. As mentioned previously, the complexity of a process, i.e., the
number of steps a person has to take in order to complete the process, presents
opportunities for scammers to interject bogus offers or threats. Thus, it is not sur-
prising that one of the more common types of tax season scams in the United States
relates to fraudulent tax preparation services (Rafter 2022). A related issue concerns
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taxpayer advocate scams in which recipients receive a call and are asked for per-
sonal information that would allow the perpetrators to successfully commit identity
theft (Rafter 2022). Provided that tax advocates aid taxpayers with the more difficult
tax issues, this further shows how the complexity of a process can increase the vari-
ety of scams it potentially enables. In comparison, since the majority of Estonian
personal income declarations are pre-filled and the process takes only some minutes
in the official online environment of the local tax authority (see e-Estonia 2021), a
significant number of scam opportunities are avoided through this solution.

Digital Hallmark Holidays Mark a Rise in Scams: Amazon
Prime Day and Black Friday

Originating from the United States, the term “hallmark holidays” broadly refers to
the celebration or observance of dates primarily for commercial purposes. In the
digital sphere, this has come to include “commercial holidays” such as Amazon
Prime Day, which has been in effect since 2015 to celebrate the 20th anniversary of
the company Amazon (Johnston 2022), as well as Black Friday that arrives yearly
at the end of November. Commercial events like Amazon Prime Day and Black
Friday are geographically and culturally semi-open due to the increasing reach of
Amazon’s activity, and the adoption of Black Friday sales events in countries other
than the United States Since crime, including scams, goes where people go (Posick
2018; Kikerpill 2021a), geographically and culturally semi-open contexts for scams
can expand over time insofar as new communities take up the practice of “follow-
ing” certain dates or events.

For instance, Black Friday was historically restricted primarily to the United
States (Marcos 2021), but the opportunity for financial gain from set-date steep
sales has made the observance of this commercial event spread to other countries
via globalisation (Dumoulin 2019). Although the aforementioned Black Friday
sales events take place in different countries, each location still observes the original
date for the event, i.e., late November, which makes it temporally restricted. Similar
to Black Friday, the initial reach of Amazon Prime Day has also expanded in unison
with the company’s increasing sphere of activities — while Prime Day began as a
24-h sales event that included 9 countries, it has since grown into a 48-h event span-
ning 20 countries (Johnston 2022). The dates of such temporally restricted but cul-
turally and geographically semi-open sales events are, therefore, prime targets for
scammers to present their fraudulent offers alongside legitimate offers from stores
and online merchants. It is important to note here that Amazon Prime Day has usu-
ally occurred in the month of June or July, but took place in October in 2020 due to
the COVID-19 pandemic (Johnston 2022). The importance of such a shift is revealed
in the corresponding warnings circulated in the media concerning “Amazon Prime
scams” (Tompor 2021; Whitney 2021), i.e., the scams follow the dates of an event



4 Scanning for Scams: Local, Supra-national, and Global Events as Salient Contexts... 53

even if the date is changed due to exceptional circumstances, which also provides
some support for the notion of so-called criminal calendars.

Furthermore, although Amazon Prime Day is still only geographically semi-
open in its reach, the significance of the sales event is expansive enough to prompt
“preparatory” scams (Bolster Blog 2021), i.e., scams that are perpetrated even
before the actual event begins. For instance, these preparatory scams include offers
for early deals as well as attempts to entice incoming users to become Amazon
members, including with various fraudulent offers for coupons and discounts, and
set up their respective payment accounts (Bolster Blog 2021). Given the sales frenzy
of the actual event, perpetrators are able to intensify their otherwise regular efforts
and exploit people with ruses that are built on non-existent problems with a person’s
Amazon account, on bogus payment and shipping receipts that are meant to make
the person submit additional personal information, as well as on the “verification”
of payment methods used in an Amazon purchase (ITRC 2019). Moreover, even
after the event-proper has passed, the online sales ecosystem’s general reliance on
product reviews provides scammers with a further opportunity for perpetrating
fraud (ITRC 2019), i.e., criminals are able to make bogus monetary offers in return
for writing reviews that are only a smoke-screen for stealing a person’s personal and
payment information.

Scammers’ approach to Black Friday sales is similar to those employed with
respect to Amazon Prime Day. Potential buyers are presented with offers that are
“too good to be true”, asked for personal information or payment details under the
guise of fraudulent delivery messages, and lead to enter their payment information
into very real-looking fake websites of online merchants (Smith and Aguilar 2021;
Osborne 2021). Of note with Black Friday events is their increased sphere of influ-
ence due to globalisation (Dumoulin 2019), which is also represented in how the
scam ecosystem of fake websites is created alongside the efforts of legitimate ven-
dors trying to take advantage of the sales dates (Bischoff 2020). As Bischoff (2020)
showed, the registration of new websites skyrockets in the period preceding Black
Friday and Cyber Monday, which is a sibling event to the former, and these websites
are spread out globally. Thus, what was historically an event primarily observed in
the United States, has expanded throughout most of the world because of its poten-
tial for bringing in buyers that are looking for discounts and probably also making
materialistic preparations for Christmas. In effect, the salience of the Amazon Prime
Day and Black Friday events comes from their regular and relatively reliable occur-
rence each year, which allows scammers to prepare crime messages, lures and dis-
semination tactics beforehand. Moreover, the further the occurrence and the
legitimate exploitation of such events reaches, the more salient context “room”
there is for fraudsters to operate (Dumoulin 2019; Bischoff 2020; Osborne 2021).
Even though the aforementioned sales events are temporally restricted to one or two
days, the events carry enough significance and have created certain expectations, for
buyers that the pre- and post-event periods are also marked in the respective “crimi-
nal calendars”. Moreover, since Black Friday is itself a commercial prelude to
Christmas, the last months of the year are dotted with legitimate commercial events
that are as busy for scammers as they are for retailers.
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Different from the first example of tax season, which focussed on how certain
demands for services are created by specific obligations that people are subject to,
the criminal exploitation of commercial holidays often comes down to criminal
actors “piggybacking” on gain-based incentives already present for those interested
in discounts and deals. As long as people are sufficiently incentivised to engage in
practices that involve transfers of funds, the source of the specific demands for
goods and services, i.e., whether legally prescribed or culturally created, is less
important in mediated fraud.

Non-existent Stocks Can Never Run Out: The COVID-19
Microchip Shortage and Gaming Console Scams

Scammers tend to create their main ruse based on one of two communicative
approaches, i.e., either a gain-based “Good Samaritan”, i.e., offering items or ser-
vices currently in demand, or a loss-based “Shock and Awe” approach, i.e., threat-
ening to cause financial or reputational harm to persons (Kikerpill and Siibak
2021b). Since the social context of frauds has been shown to significantly impact
the content of crime messages circulated to the public (Kikerpill 2021a; Taodang
and Gundur 2022), the content of such scams, in turn, also reflects the opportunities
that the particular context allows for. For instance, scams disseminated in the first
four months of the COVID-19 pandemic relied more on a gain-based approach
(Kikerpill 2021a), because the pandemic circumstances themselves better facili-
tated fraudulent offers of potential gain more so than threats of loss. These included
bogus offers for difficult-to-obtain personal protective equipment, various untested
cures and remedies and even vaccines (Naidoo 2020; Kikerpill and Siibak 2021a).
Therefore, when the social context created by an event or salient circumstances is
more open to offering recipients something that they need or want rather than threat-
ening to take away something that people already have, then this notion can be
expected to be reflected in the types of online scams being circulated.

Following from the above, and considering how much of today’s world “runs” on
microchips, i.e., smartphones, laptops and even cars (Feder 2021), the final example
provides an initial glimpse into what happens in terms of online fraud if there is
suddenly a shortage in the supply of such objects of desire or need. Here, the cultur-
ally and geographically open social context for scams originally emerged from a
combination of at least two important developments during the COVID-19 pan-
demic: the increased number of people working from home and using smart devices
for work, school and entertainment (Vargo et al. 2021) as well as the issues with and
limits to the process of manufacturing microchips (Kamasa 2021). Items such as
gaming consoles fall under both of the aforementioned categories, i.e., consoles
require microchips and are an increasingly important part of home entertainment
(Muriel and Crawford 2018). Thus, when the newest Xbox and PlayStation 5
released only two days apart in November 2020, it was a global cultural event that
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occurred in the midst of the COVID-19 pandemic (Frank 2020). Even though Sony,
i.e., the manufacturer of PlayStations, did not expect the COVID-19 pandemic to
derail the new console’s release plans (Powell 2020), keeping the gaming consoles
in stock, including in online stores, was highly problematic from the beginning
(Smith 2020). As already shown previously, deficits concerning in-demand products
or services are a quintessential opportunity for scammers to defraud people
(Kikerpill and Siibak 2021b). Furthermore, the fluctuating availability of gaming
consoles can also be considered as a temporally semi-open event, i.e., a reoccurring
salient social context that becomes more scam-inducing when stocks are low.

Ultimately, the combination of a sought-after product and severe issues in its
production establishes the social context within which scammers are able to suc-
cessfully operate. Recognising the emergence of similar circumstances is an impor-
tant aspect of digital literacy and fraud avoidance. Understanding how the presence
of demand and a lack of supply (Kikerpill and Siibak 2021b) provide opportunities
for fraud, in particular in online venues where the environment is easily further
manipulated (Kikerpill 2021a), is a general skill requirement for staying safe in
online environments. Whether the object of desire is some product, service, or even
just content, e.g., free streaming of popular TV series or movies, the scam rules are
broadly the same: the presence of demand can always be satisfied with pretend sup-
ply. With respect to the current example of gaming consoles, the primary aim is to
acknowledge the different ways in which the overall cultural importance of certain
items and activities intensified the acuteness of an already existing unavailability of
products. Social context, in this sense, seems to act as a strengthening agent for
underlying wishes and desires. Unlike the commercial holidays example, which
incentivises people on the basis of temporal restrictions, the microchip shortage and
subsequent gaming console scams placed the focus on objects of desire the demand
for which comes and goes as social trends shift.

Discussion and Conclusion

The main objective of the previously presented examples was to explore and explain
the ways in which events and social circumstances, i.e., salient social contexts, are
or can be used in the dissemination of credible-sounding or looking online scams.
In the temporally and geographically restricted comparative tax seasons example,
the complexity of the tax system itself and the ease with which people can file their
taxes played an important role in terms of the extent of a relevant scam ecosystem
(see Kikerpill 2021a). The “criminal calendars” are fixed to the date ranges in which
taxes are prepared, filed and returns received. Where the tax filing is made simple
for citizens (see e-Estonia 2021), scams appear scarcer as there are fewer points in
the process into which scammers can interject their bogus offers. However, when
the preparation of taxes is complex enough so as to require the provision of relevant
services, scammers will find ways of exploiting this weakness in the system, includ-
ing how people handle their personal and financial information in the process
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(Rafter 2022). Referring to the social context element of the mazephishing frame-
work (Kikerpill and Siibak 2021a), the event itself, e.g., the upcoming or ongoing
tax season, decreases scammers’ workload, because it already provides a seemingly
credible reason for contacting people. Hence, knowledge of such processes, includ-
ing who might be expected to contact a person in these circumstances, is important
for fraud avoidance in cases of crime-as-communication.

In the case of Amazon Prime Day and Black Friday sales events, scams follow a
well-trodden path of promised gains and a type of fear-of-missing-out experience
(Kikerpill and Siibak 2021b), i.e., not buying a product during the sales event means
a person would have to wait for the next one. What was particularly important with
respect to advancing digital literacy in the area of fraud avoidance, is the fact of how
scams follow the well-known social context even if the particular date of the tempo-
rally restricted event is changed due to exceptional circumstances (see Johnston
2022). Furthermore, as the observance of such events extends to new areas and com-
munities, the social context that enables respective scams extends along with it. In
other words, the more culturally shared (or open) an event is, the larger the geo-
graphical range for the dissemination of increasingly believable scams. The applica-
tion of the first element of the mazephishing framework, i.e., the social context
element, is relatively easy with well-established “hallmark holidays”. Even so,
future research could inquire whether this also holds true for culturally restricted
events or circumstances, e.g., local fairs that are organised regularly, or other cele-
brated dates that involve a local commercial element.

The microchip shortage, and the unavailability of popular gaming consoles that
the shortage has entailed, shows that a combination of cultural and commercial ele-
ments can emerge to enable widespread scams. While these scams are temporally
semi-open, i.e., the circumstances that underlie the scams fluctuate, they are concur-
rently the category that requires the most attention in future research. In comparison
with fixed-date (or date range) events such as tax seasons or “hallmark holidays”,
fluctuating social contexts may be the most difficult to predict in terms of salience
for online scams, because current trends in objects of desire or necessity can change
quickly and be very different in different parts of the world. Put another way, while
we are beginning to learn more about the importance of social context in the dis-
semination of scams (Carter 2015; Kikerpill and Siibak 2021a; Kikerpill 2021a,
Steinmetz et al. 2021), we still lack sufficient information as to what exactly causes
some events or circumstances to become salient enough so as to enable the circula-
tion of scams reliant on said context. The gaming console scams are a lone example
of how the combination of different circumstances can make for a scam-inducing
environment, but more information is required about other similar combinations,
i.e., temporal, cultural and geographical aspects that comprise a basis for social
circumstances conducive to circulating scams. Given that not all events and circum-
stances are equally important for members of different communities, and such cir-
cumstances are also lived and experienced differently, an important future effort in
digital literacy and fraud avoidance must come from employing local knowledge to
detect, record and report how salient social contexts create opportunities for scam-
mers. In fact, adopting the mazephishing framework for classroom instruction may
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facilitate this process on a local level in different types of digital literacy courses. By
looking at scams that are already detected, it opens the possibility for a more in-
depth scrutiny of their timing (e.g., set dates or all-year-round circulation), content
and context (e.g., the themes and references to events used in the scams), as well as
the channels used for spreading them (e.g., emails, text messages, social media, or
bogus websites created for the specific purpose). As it is incredibly difficult to uni-
formly determine what different people might consider as desirable or necessary
under varying circumstances, digital literacy in fraud avoidance is key to mitigating
the myriad of crime (as communication) threats that are circulating now or will be
circulated in the future.
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