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Abstract. Blockchain technology is receiving greater attention for enhancing the
security of patient records systems; however, it is not a panacea, as many secu-
rity risks have been found in these healthcare applications. This study conducts
a state-of-the-art analysis of emerging risks in blockchain-based patient health
record systems, their severity level, impact, and the corresponding countermea-
sures against them. In addition, we conclude our observations and indicate how
blockchain security vulnerabilities may develop in the future. This study aims to
promote more research on blockchain security challenges by offering researchers
insights into future security and privacy developments in blockchain-based patient
health record systems.
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1 Introduction

The COVID-19 pandemic has worn out medical personnel, overburdened institutions,
adversely affected and marginalized sizable population segments, and reduced demand
for and access to non-COVID-19-related medical care [1]. Interoperability, lengthy pro-
cedures, delays in diagnosis and treatment, information-sharing delays, high operating
expenses, long insurance processing times, and control, privacy, and security issues are
just a few difficulties facing current healthcare systems. With the advent of blockchain
technology, a distributed and decentralized ecosystem will be possible, ultimately secur-
ing and safeguarding critical medical data [2]. For example, an innovative decentralized
record management system called MedRec was proposed by Azaria et al. [3], providing
patients with a secure means to access an immutable medical log to store treatment
details using blockchain technology.

The development of blockchain technology has created new research opportunities
in some fields, including medical data preservation, data integrity, patient ownership of
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their data, simple medical data exchange, and efficient medical insurance claims [4, 5].
However, several studies [6—8] have concentrated on the security features of blockchain-
based healthcare due to the growing demand for patient data and its associated security
and privacy issues. These studies have paid little attention to the impact, severity level,
and relevant countermeasures in the healthcare arena. Such a gap makes it challenging
to properly tackle security threats in blockchain-based patient health record systems
(BPHRS). Our research aims to identify potential security risks in BPHRS, analyze their
severity level and impact, and identify the corresponding countermeasures available to
lessen these dangers and secure BPHRS. The three main research questions that underpin
this study are as follows:

RQI: What are the emerging security risks in blockchain-based patient health record
systems (BPHRS)?

RQ?2: What are the severity levels and impacts of these risks?

RQ3: What are the recommended countermeasures to mitigate these risks?

This paper is organized as follows: The background of blockchain technology is
described in the next section. The methodology is presented in section three. The study’s
findings are described in section four. We summarize the results and study limitations
and suggest areas for future investigation.

2 Background: Blockchain Technology

A blockchain collects chronologically ordered, publicly accessible records called blocks
[9]. The information is encrypted using cryptography to protect user privacy and pre-
vent data manipulation. Since the information is managed and stored in a decentralized
ledger, no single central authority makes all the decisions. Instead, a consensus of all the
network’s participating nodes, which are dispersed around the globe, is used to make
most choices [10]. Security, transparency, decentralization, immutability, and distribu-
tion are some of the distinctive characteristics of blockchain technology. Blockchain
does not rely on centralized, trustworthy entities to process data transactions. Therefore,
no intermediary third party is required to audit and confirm the data exchanges [11].
According to their characteristics and network behavior, blockchains can be classified
into public, private, and hybrid [12] (Table 1).



Security Risk Assessment of Blockchain-Based Patient Health

479

Table 1. Features of different kinds of blockchains.

Public Private Hybrid
Type of database | Decentralized Partially decentralized | Partially decentralized
Definition Anyone can join and | A permissioned It allows businesses to
complete transactions | blockchain network build private,
on this permissionless | functions in a private permission-based, and
distributed ledger [10] | setting, such as a closed | public permission-less
network, or is managed | systems [10]
by a single identity [11]
Advantages Trustable, secure, and | Faster transactions and | Safe and cost-effective
transparent [12] scalable [12] [12]
Disadvantages Scalability issues and | Trust-building issues, Lack of transparency
high energy lower security, and and less incentive [3]
consumption [2] centralization [2]
Examples Ethereum [10] Hyperledger [10] Ripple [11]

3 Methodology

Using the search terms (TS = “Healthcare” or “Risks” or “Assessments” or “Counter-
measures” AND TS = “Blockchain”), we performed a literature search using the Web
of Science (WoS) and Scopus databases, establishing a time constraint from 2017 and
beyond, and obtained 18 results. The IEEE and Science Direct search engines produced
20 and 13 papers, respectively, which were used to retrieve the supplemental material for
the study. Thus, for the systematic literature review, 51 articles published between 2017
and 2022 were found and reviewed for inclusion and exclusion. The inclusion criteria
included the study’s publishing period (2017-2022) and applicability to blockchain-
based healthcare systems. A PRISMA diagram is shown in Fig. 1 to illustrate the steps
the researchers performed to identify relevant published materials and choose whether
to include or exclude them. These steps include identification, screening, eligibility, and
final inclusion.

4 Findings

This section discusses the findings of the systematic literature review organized
according to the three research questions, RQ1, RQ2, and RQ3.

4.1 RQ1: What Are the Emerging Security Risks in BPHRS?

The healthcare industry faces challenges and inefficiencies, including fraud, erroneous
healthcare data, a lack of stakeholder participation, and privacy and security concerns.
Blockchain is seen as a logical technological solution for solving these issues and short-
falls [13—15]. However, significant problems must be resolved before a safe BPHRS
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is effectively deployed. We present the outcome of our systematic literature review in
Fig. 2, which represents a taxonomy of the risks associated with BPHRS based on its
features and network behavior. The most significant risks related to BPHRS are techni-
cal, threat/security, privacy, organizational, and regulation. The terms risk register, risk
profile, and risk treatment are used to provide detailed explanations of each of the risks.
A risk register is utilized to detect possible risks associated with a project or an enter-
prise. An organization’s risks are analyzed in a risk profile to determine their severity
and likelihood. Risk treatment is selecting and implementing actions to reduce the risk

N. B. Al Barghuthi et al.

[39].
—{ Stages: Phases of research process }
*Description of the current phase
—{ Stage - 1: Defined research questions and definitions }

*SRQI. What are the emerging security risks in blockchain based healthcare system?

*SRQ2. What are the severity levels and impact of these risks ?

*SRQ3. What are the recommended countermeasures to mitigate these risks?

—_ Stage - 2: Defined the inclusion criteria }

*Paper is written in English.

*Published in a peer-reviewed journal or conference

«Published up to September 2022. The publication year was set between 2017 and
2022.

«Paper topic is blockchain, risks, threat, vulnerabilities, healthcare system

—{ Stage - 3: Defined the exclusion criteria }

*Book reviews, title ragm, table of contents, press releases, announcements,
advertisements, bulletins, keynotes, newspapers and magazine articles, document
published in language other than English.

« Articles not related to healthcare system by blockchain applications.

« Articles where title and abstract do not include sufficient details to judge eligibility.

« Articles on blockchain that do not specify research focus and/or business approach.

—(  Stage - 4: Defined search terms and sources }

«Search terms: "blockchain" OR "risks" OR "Healthcare" IN title field.

* Databases: ScienceDirect, Web of Science, Scopus, Mdpi, Springer, Google Scholar,
IEEE Xplore.

—{  Stage - 5: The map }

«Search, screen, and compile set of included studies.

—{ Stage - 6: The analysis }

*Code and critically evaluate included studies.

—{  Stage - 7: The synthesis }

«Integrate patterns across key themes; formulate future research agenda.

Fig. 1. Research phases
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A. Technical risks

Before implementing a blockchain, several technical risks to its fundamental
functions must be assessed and mitigated. The technical analysis concentrates on
the characteristics of the created blockchain-based system, including its applica-
tions, the Blockchain it uses, and the consensus algorithm it employs [24]. The
most prominent technical risks are scalability, smart contract bugs, poor consensus
mechanism, and high energy consumption. As the number of nodes increases, vali-
dating every node and every transaction becomes a scalability [25] challenge. Data
duplication makes it difficult to scale blockchain networks in the healthcare industry
[25]. The poor consensus mechanism is mainly due to the lack of proper selection of
consensus protocols [28]. Smart contract bugs occur due to poor contract code that
generates an invalid result [31]. The Proof of Work (PoW) consensus mechanism
used by the blockchain network requires considerable energy. Blockchains con-
sume high energy levels because, no matter how many miners are on the network,
blocks can only be added to the chain at set times. Most Ethereum-based healthcare
blockchain uses this consensus algorithm, leading to high energy consumption
[27]. In addition, several other technical risks are associated with BPHRS, as listed
in Table 2.

Blockchain risks
[
I
Technical risks Thmr(i/sksescuﬁty Privacy risks (Organizational risks| Regulation risks
SE ety
-Large block size _DDoS
LG -Data availability -Data management .
-Weak wallet attack and segregation -Interoperability G
security -Double spending -Data anonymity and integration - c‘:)‘:&';g“
;mm !'mm L -Sybil attack —{-Data access control| L _T‘}:;:zgfsny '  -Regulatory
-Collusion ~Selfish Mining -Data Pril‘( acy and -Finance/fees ! Y
-Off-chain storage Dust am:“:‘:k H -Data governance
-Smart contract -
-Poor consensus -Fork chain attack

Fig. 2. Taxonomy diagram of blockchain risks of the healthcare system

B. Threat/security Risks
Even though Blockchain is considered safe and there is no participation by third
parties, attacks such as double spending [16], consensus attack [17], Sybil attack
[18], DDoS [17], and others have become a serious issue, especially in healthcare.
When hacking, many cybercriminals aim directly at customers’ financial informa-
tion stored in their wallets. Hackers often try to boost their earnings by generating
network congestion and unnecessary mining blocks. The most prominent security
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Table 2. List of technical risks in BPHRS

Risk register Risk profile Blockchain types | Healthcare domain
High scalability Difficulty in scale to a Public Covid trace tracking
large number of and PHR
transactions [25]
Large block size Maximum number of Public/private EHR
transactions that can be
added to a block at once
[20]
Large data size Difficult to handle data Public EHR
with high temporal
resolution [6]
Weak wallet security | Poor key management Public/private EHR
[27]
High energy The PoW consensus Public E-healthcare App
consumption mechanism requires a
considerable amount of
energy
Collusion Transaction time delay Public/private PHR
[26, 29]
Off-chain storage No network record of Private EHR, IoT
off-chain transactions is
available in the event of a
dispute between the
parties [30]
Smart contract Poor contract code [31] Public/private EHR, IoT
bugs/logic/process
Poor consensus Decision-making by Public EHR
mechanism consensus may not always
be guaranteed [28]

risk is the double-spending attack, in which several transactions can occur in the
network without a fair exchange [16]. Every participant must adhere to the fun-
damental principle of equitable exchange, which states that they are not permitted
to discover more messages about other participants’ inputs than they would while
implementing the consensus protocol [6]. A consensus attack occurs in Blockchain
when a group of miners or a single miner controls more than 50% of the network’s
mining hash or computer [17]. Attackers use a 51% attack to reverse transactions on
a blockchain and hinder the process of storing new blocks. During a Sybil attack,
the attacker disrupts information flow, blocks the trustworthy nodes, and refuses to
receive or send information after false identities are recognized by the blockchain
system [17]. In a DDoS attack, an attacker can fill up blocks with spam transactions
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if they submit many blockchain transactions to the network, causing valid transac-
tions to sit in “mempools.” If legitimate transactions are not included in blocks, they
are not added to the ledger, and the Blockchain will not be able to function [1].
Table 3 illustrates the list of security risks that disrupt the proper functioning of

BPHRS.
Table 3. List of threat/security risks in BPHRS
Risk register Risk profile Blockchain types | Healthcare domain
DDoS attacks Transaction flooding [17] | Public EHR, PHR
Dust transactions [20] Private EHR
Data availability attack | Receive an erroneous Public E-healthcare App

block by concealing the
malicious part of the block
from other nodes [21]

Double spending Double spending without | Public EHR, PHR
fair exchange [16]
Sybil attack Run several fake nodes Public EHR
[18]
Selfish mining Allowing nodes with more | Public PHR
than 51% computational
power to reverse
transactions in a
blockchain [20]
Consensus attack (51% | The majority of the mining | Private EHR, PHR
attack) power is controlled by
entities [17]
Dust attack Dust transactions [22] Public EHR
Fork chain attack A fork on the Blockchain | Public EHR

and more than one chain
exist [23]

C. Privacy Risks

When patient records in BPHRS are shared with other organizations without
the data owners’ consent for research or medication advertising, serious data pri-
vacy problems arise. Maintaining the integrity and confidentiality of outsourced data
leads to a significant burden on stakeholders and blockchain nodes in computation
and communication [37]. Table 4 shows the list of privacy risks in BPHRS.
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Table 4. List of privacy risks in BPHRS

Risk register Risk profile Blockchain types | Healthcare domain
Data management and | Poor data management | Public/private EHR
segregation results in an information
overload [37]
Data anonymity Leakage of sensitive Public/private EHR, PHR
patient information [37]
Data access control Unauthorized access to | Public/private EHR, PHR
medical data [38]
Data privacy and Compliance issues with | Public/private EHR
compliance privacy laws such as

HIPPA and GDPR [38]

D. Organizational risks

Information about patients can be shared securely with healthcare organizations
via Blockchain. Blockchain technology has helped organizations by making it easier
to manage the clinical trials required for drug trials. Since copies of the shared ledger
are stored across users’ devices, Blockchain allows organizations to keep and back
up medical insurance [7, 31]. However, investigating Blockchain’s internal and
external organizational challenges should be considered. Table 5 presents the list of
organizational risks associated with BPHRS.

Table 5. List of organizational risks in BPHRS

Risk register Risk profile Blockchain types | Healthcare domain

Interoperability and integration | Occurs due to a lack of trust Public/private PHR
between parties, and a lack of
open standards [7, 31]

Third-party vendors Risks of sensitive information Public/private PHR
leakage due to the involvement
of third-party vendors [32]

Finance/Fees A large number of transactions | Public/private EHR
and fraud activities contribute to
the high cost of these services
[13]

Data governance Lack of guidelines and standards | Public/private EHR, E-healthcare App
to control the accuracy, security,
and use of sensitive data [31]
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E. Regulation risks

Regulation risks such as governance conflicts and regulatory immaturity were
other significant risks identified within BPHRS (see Table 6). The majority of
BPHRS are created to be Health Insurance Portability and Accountability Act
(HIPAA) [33] and General Data Protection Regulation (GDPR) compliant [34]. The
implementation of these regulations has been hampered by decentralization and a
lack of involvement from reliable third parties. However, because these regulations
will link various social, economic, and healthcare systems, patients and service
providers may find it difficult to follow the applications’ results in the absence of
a legal or compliance code, which results in governance conflicts [35]. Regulatory
immaturity involves difficulties in defining the rules that will consider the cooper-
ation of diverse stakeholders to develop an entire ecosystem that also considers the
current regulatory system [36].

Table 6. List of organizational risks in BPHRS

Risk register Risk profile Blockchain types | Healthcare domain

Governance conflicts | Difficult to follow the Public/private EHR, E-healthcare App
applications’ results in
the absence of a legal or
compliance code [35]

Regulatory immaturity | Problems in defining the | Public/private PHR
rules that will consider
the cooperation of
diverse stakeholders to
develop an entire
ecosystem [36]

4.2 RQ2: What are the Severity Levels and Impacts of These Risks?

An in-depth analysis of the risks’ immediate impact and severity level in blockchain-
based healthcare systems is conducted. The projected harm or unfavorable outcome
from exposure to the risk is known as risk severity (also known as risk impact). Using
an ordinal scale is one of the most popular techniques to describe risk severity. Low,
moderate, high, and severe are the most typical qualitative values on an ordinal scale
[39]. Table 5 lists the impacts of all security risks in BPHRS. Table 7 illustrates the
effects of emerging security risks in BPHRS.

A. Impact of technical risks
Scalability, consensus, smart contract bugs/logic, and transaction time
delay/real-time are the most severe technical risks [25, 29]. BPHRS has a scala-
bility issue that forces users to pay considerable fees and wait hours for transaction
approval, delaying the provision of services [25]. The systems cannot manage mil-
lions of healthcare records in real time due to transaction time delays [29], and there
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is a probability that a medical history error will occur. The lack of records may
cause treatment to be delayed [29]. Blockchain demands a tremendous amount of
computer power, which is energy-intensive; it is estimated that Bitcoin mining alone
uses 0.5% of the world’s electrical supply [28].
Impact of threat/security risks

The most severe vulnerability risks that expose healthcare data to hackers and
cyberattacks are consensus attacks and double spending [16, 17]. Transaction data
integrity is compromised during a 51% attack assault, and the network’s resources
are depleted. The availability of services and the integrity of the data, which are
crucial for healthcare applications, are adversely affected [17]. The possibility of
double spending undermines the ledger’s credibility. Numerous dangers can result
in double spending, including Sybil-based double spending and 51% attacks, among
others [16]. DDoS attacks have a high severity level, which can immediately interrupt
network operations and prohibit access to essential data [20]. The patients and the
medical staff may be unable to converse or exchange information because of this
attack. Massive data requests block the server. As a result, the attack impacts demand
and response generation [20].
Impact of privacy risks

Important security and privacy issues are brought up by introducing a single
interoperable platform to make all healthcare data available in one place. Recent
cyberattacks like WannaCry and the breach of medical data at Anthem are evi-
dence of this [41]. When medical data is uploaded to the cloud to be shared in a
healthcare blockchain, it can raise essential privacy issues that previous studies have
largely ignored. For example, in cloud blockchain networks, hackers can become
curious about medical resources and steal sensitive patient data without the patients’
permission [20].
Impact of organizational risks

Interoperability, integration, and data governance are the most severe organiza-
tional risks. Premier Healthcare Alliance estimates that a lack of interoperability
costs 150,000 lives and US$18.6 billion annually [40]. Most EHR products now
available on the market impose restrictions on the open exchange of patient data
across different product platforms. Although blockchain technology is intended
to be more secure than traditional methods of data exchange, a lack of industry
standards may make it difficult for devices to communicate with one another [31].
Industry standards are essential to the success of the healthcare blockchain market
as it evolves [7].
Impact of regulation risks

Governance conflicts have a significant impact on how well BPHRS operates.
Major security regulations must be followed, which apply to EHR contents [35].
For instance, anyone can access the data on a blockchain, and no one is responsible
for ensuring its availability or security. Users are the data controllers under GDPR;
however, Blockchain’s immutability cannot erase or modify their data. Who should
be held responsible for breaking the rules and regulations is a crucial concern for
regulators in governance [31].
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Table 7. Summary table for impacts of all the emerging security risks

Risk register

Risk Impact

Blockchain types

High scalability

Increase in processing needs across the
entire BPHRS infrastructure [25]

Public

Large block size

Unprocessed patient data, including
genomic, critical organs, and others,
resulting in unnecessary operating costs
[20]

Public/private

Large data size

Issues with handling multi-dimensional
medical data and high computational costs

(6]

Public

Weak wallet security

If the key is stolen, it puts both patients’
sensitive data and finances in jeopardy
[27]

Public/private

High energy consumption

Critical performance degradation of
patient healthcare systems [28]

Public

Collusion

Unable to handle millions of healthcare
records in real-time [26, 29]

Public/private

Off-chain storage

Introduces a single point of failure, which
continuously limits the availability of
medical records [30]

Private

Smart contract bugs/process/logic

User revocation is expensive and results in
a significant blockchain computation
overhead. [31]

Public/private

Poor consensus mechanism

Impact on how consensus decisions are
made [28]

Public

DDoS attacks

Massive medical transaction backlogs and
higher mining fees [19]

Public/private

Data availability attack

Prompt diagnosis and treatment would be
delayed [21]

Public

Double spending attack

Blocks specific IP addresses and
transactions between various hospitals on
the blockchain network [18]

Public

Sybil Attack

Targets sensitive data such as personal
information, insurance details, and patient
medical records [18]

Public

Selfish mining

If the patient’s treatment
record transactions are reversed, it could
pose a significant threat to the patient [20]

Public

(continued)
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Table 7. (continued)

Risk register Risk Impact Blockchain types

Consensus attack Threatens the integrity of medical data on | Private
the Blockchain [17]

Dust attack Unavailability of patients’ records during | Public
the treatment [22]

Fork chain attack A potential threat to the accuracy and Public
integrity of medical data [23]

Data management and segregation | Problems in managing and storing Public/private
enormous numbers of EHRs locally and
communicating secure data [37]

Data anonymity Conceals the actual identity of the nodes | Public/private
accessing the data [37]

Data access control Lack of authorization and distribution of | Public/private
medical records among healthcare
providers [38]

Data privacy and compliance Raises concerns about compliance with Public/private
international privacy and security laws,
including the GDPR and HIPAA [38]

Interoperability and integration Problems in sharing medical data across | Public/private
many blockchain-based BPHRS [7, 31]
Third-party vendors Risks of sensitive information leakage are | Public/private

considered when a patient shares part of
their medical records with an authorized
third party [32]

Finance/Fees Insurance frauds and medical trials Public/private
without planning contribute to high
transaction fees [13]

Data governance Lack of framework for all healthcare Public/private
stakeholders is not available [31]

Governance conflicts Both patients and service providers may | Public/private
find it difficult to follow the applications’
results in the absence of a legal or
compliance code [35]

Regulatory immaturity Unsure of responsibility for breaking Public/private
privacy rules and regulations [36]

4.3 RQ3: What are the Recommended Countermeasures to Mitigate These
Risks?

Here, we outline the current security and privacy-preserving methods and detection
techniques that BPHRS can apply. Table 8 presents the list of countermeasures to mitigate
BPHRS risks.
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A. Countermeasures for technical risks

The technical study examines the features of the developed blockchain-based
system, including its applications, the Blockchain it uses, and the consensus algo-
rithm it employs. A variety of techniques are investigated to address scalability
problems (such as permissioned blockchains, the lighting protocol, delegated proof
of stake, and directed acyclic graphs) [25, 44]. The Practice Byzantine Fault Tol-
erance (PBFT) algorithm instead of the PoW consensus algorithm can be used to
solve scalability issues since it is better suited for BPHRS [25]. Segregated Witness
restricts block sizes to 1MB, which minimizes DDoS attacks because forged blocks
with larger sizes would be checked out and thrown away [45].

Ethereum attempted to tackle the security limitations of proof of work, the lower
danger of centralization, and high energy consumption using the Proof of Stake
(PoS) mechanism [42]. To reduce data size, metadata is stored in a blockchain, and
its sensitive and significant data is stored in a separate storage system such as the
cloud [14].

The techniques mainly used for tackling weak wallet security are using a multi-
level authentication method when accessing wallets or generating wallet keys. In
addition, we might use multi-signature wallets and cold wallets and not share the
private keys of wallets with anyone [45]. Estimable PoW estimates how much work
has been done and if the corresponding agreement reached a consensus [46]. IoT
sensors can measure a patient’s health conditions in real-time, which can be used in
public blockchains such as the Ethereum environment [47].

B. Countermeasures for threat/security risks

Increased authentication that permits pairing with blockchain blocks is required
to reduce double spending attacks, which calls for more confirmations. It is also pos-
sible to apply non-interactive non-knowledge proof (NIZK), which aids in spotting
anomalies in blockchain systems and allows for the addition of detection criteria to
the network, making it impervious to fraudulent and early detection [4]. When nodes
surpass a specified threshold, the power monitoring tool should impose restrictions
to ensure that no single miner or mining pool has more than 50% of the network hash
rate [25]. This helps to track node computing power continually to protect against
consensus attacks. It is common practice to detect DoS/DDoS using anomaly detec-
tion techniques and reactive defense strategies. While unsupervised learning is fre-
quently used for anomaly and novelty detection, machine learning (ML) techniques
are now being utilized to predict harmful and legitimate traffic. Fee- and age-based
designs are reactive defense strategies [42]. The mempool accepts an incoming
transaction in the fee-based architecture if it pays the minimum relay and mining
fees [19]. By only taking transactions that will be added to the Blockchain via min-
ing, the main goal of this approach is to thwart an attacker’s plan of attack. The
authors calculated the inputs or parent transactions for each incoming transaction in
an age-based process and set the “average age” variable to zero [19]. By randomly
requesting/sampling portions of the block from the malicious node, Coded Merkle
Tree (CMT) was developed to help light nodes identify data availability attacks [21].
Anti-Dust is offered to defend against various dust attacks effectively [22]. Through
PBFT consensus, communication with peers can be done directly, reducing the
chance of forgery and eliminating financial costs [28]. To protect from fork chain
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attacks, users should ensure the nodes they connect to are reliable to prevent multi-
ple forks [23]. Selfish mining can be reduced by a backward-compatible protection
method in which the fork resolution strategy ignores blocks not released in time [43].
The smart contracts should be designed with formal verification, which checks that
a computer program executes as per the standard specification anticipated by the
stakeholders [48].
Countermeasures for privacy risks

BPHRS must develop privacy policies to guarantee that only the patient and
healthcare professionals can access patient medical records with the patient’s express
authorization. Healthblock is used to prevent security risks observed in widely used
systems for intelligent healthcare and to strengthen the resiliency of healthcare
data management systems [51]. Town Crier maintains anonymity using encrypted
variables while allowing smart contracts to leverage data from sources beyond
the Blockchain [19]. Ancile uses advanced cryptographic algorithms and smart
contracts in an Ethereum-based blockchain for increased access control and data
encryption [50]. No direct personal data should be stored on the Blockchain to
ensure privacy. Some methods for dealing with this involve adding a cryptographic
hash to the chain [38].
Countermeasures for organizational risks

The effectiveness of blockchain systems depends on organizational security con-
trols for blockchains. As a result, we intend to examine countermeasures for corpo-
rate risks associated with BPHRS. Interoperability and integration can be controlled
by building future capabilities, training, funding, and setting a suitable regulatory
framework for blockchain adoption in the healthcare sector [6]. Smart contracts
could implement agreements to secure agreements from healthcare professionals
and patients before granting third-party vendors access to their content [31]. The
system would be more effective if disintermediation led to lower transaction costs
and near-real-time processing [13]. Organizations should agree on a framework for
defining the data, size, and format that will be saved to solve data governance issues.
This framework should be familiar to all healthcare stakeholders [6].
Countermeasures for regulation risks

All stakeholders in the healthcare industry should agree on a framework for
specifying the data, size, and format that organizations will save to overcome regu-
latory immaturity issues [6]. To ensure that blockchains comply with national and
international laws, the legislative frameworks must be evaluated and the required
changes enacted. This may reduce governance conflicts by gaining certification
from the International Standardization Authority, which will facilitate the rapid and
secure development of BPHRS [49].
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Table 8. List of countermeasures for all emerging security risks

Risk register Risk severity level | Risk treatment

Large scalability Severe Use the PBFT algorithm instead of
the PoW consensus algorithm [25]

Large block size High Minimize the block size to 1 MB
by Segregated Witness [45]

Large data size Medium Separate storage areas into the
cloud [14]

Weak wallet security Medium Implement multi-level
authentication, wallet keys,
multi-signature wallets, and cold
wallets [45]

High energy consumption High Introduce a hybrid consensus
algorithm based on the PBFT
algorithm, and the POS algorithm
[42]

Collusion/Transaction time delay Severe Estimable PoW [46]

High Use IoT sensors [47]

Off-chain storage Low Applying masking blocks [30]

Poor consensus mechanism Severe Use PBFT consensus [28]

Smart contract bugs/logic/process | Severe Verifying the logic of the
intelligent contract programs
within the Blockchain [48]

DDoS attacks High Anomaly detection methods [19]

High Fee-based design and age-based
design [19]

Data availability attack Medium Coded Merkle Tree (CMT) [21]

Double spending Severe Non-interactive non-knowledge
proof (NIZK) [4]

Sybil attack High Pure PoW consensus protocol [18]

Selfish mining Low Backward-compatible protection
approaches [43]

Consensus attack Severe Power monitoring tool [25]

Dust attack High Anti-Dust [22]

Fork chain High Use reliable nodes [23]

Data management and segregation | Low Healthblock to strengthen the

resiliency of healthcare data
management systems [51, 52]

(continued)
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Table 8. (continued)

Risk register Risk severity level | Risk treatment

Data anonymity High Town Crier maintains anonymity
[19]

Data access control Severe Use Ancile for increased access

control [50]

Data privacy and compliance Severe Add a cryptographic hash to the
chain [38]
Interoperability and integration Severe Set the suitable regulatory

framework for blockchain adoption
in the healthcare sector [6]

Third-party vendors Medium Smart contracts [31]
Finance/Fees high Disintermediation techniques [13]
Data governance medium A standard framework for defining

the data, size, and format [6]

Governance conflicts medium Legislative frameworks need to be
evaluated [6]

Regulatory immaturity high Gaining certification from
International Standardization
Authority [49]

5 Discussion

A systematic review of published blockchain-based healthcare systems literature iden-
tified the critical area where Blockchain may be used to address data management and
access control problems in the EHR. Blockchain technology can reduce costs while
increasing the process quality and efficiency in many different areas of healthcare.
According to the research, private blockchains are less vulnerable to security risks than
public blockchains. The network’s scalability, technological risks, rising transaction fees,
and security and privacy threats are the ongoing problems that must be resolved for a
safe and effective BPHRS. Numerous studies and real-world applications offer counter-
measures against these hazards. The best solutions identified are the PBFT algorithm
and the PoS consensus protocol, which reduce the overhead of scalability, transaction
delay issues, and transaction cost to a large extent [25, 28, 46]. However, there are
still difficulties and unresolved research problems with developing reliable and efficient
security solutions that can guarantee the proper operation of BPHRS. There is still a
regulatory issue with defining the rules and conditions of usage for all parties inter-
ested in the BPHRS. One of the primary potential techniques for adopting a blockchain
into various healthcare areas is to create a compliance code with consistent standards,
standardizations, and international legislation. BPHRS would benefit from adopting AI-
based methods like machine learning and deep learning with Blockchain to improve
clinical trial verdicts, medical research, and treatment processes.



Security Risk Assessment of Blockchain-Based Patient Health 493
6 Conclusion

This research examined emerging risks related to BPHRS and identified numerous tech-
nological security and vulnerability issues. To conduct an in-depth analysis, the authors
reviewed 51 publications using PRISMA’s inclusion and exclusion criteria in response
to the RQs. We provided an overview of BPHRS security and identified vulnerabilities,
threats, and viable countermeasures for security specialists and researchers. This study
mainly concerns the severity level and impact of these hazards on the patient record
system. To forecast the potential harm caused by these threats and confirm whether the
current technology is sufficient to survive persistent hacking, it is essential to evaluate
the severity level and impact of security and privacy concerns in BPHRS. The study
found that, compared to public blockchains, private blockchains are less susceptible to
security risks. The ongoing issues that must be fixed for a secure and reliable BPHRS
include the network’s scalability, technological hazards, increased transaction fees, and
security and privacy threats. Future work on BPHRS will center on more secure archi-
tecture, creating a robust consensus mechanism, a standard regulatory framework, and
a more thorough smart contract detection.
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