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Abstract. The forgery of academic certificates is a global concern, being one of
the best-known examples the case of fake doctors. This counterfeiting is facilitated
because the validation of these certificates by the employers is, in most cases,
through visual inspection of the certificates which, by itself, does not guarantee
their veracity. In this sense, this work proposes a new certification approach based
on blockchain technology that allows anyone to validate an academic certificate
by placing the hash or the pdf of the academic certificate in a web application
that performs this validation in a public blockchain network, without the need to
authenticate.
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1 Introduction

The validation of the authenticity of records of academic degrees and diplomas is still
an archaic process that resorts in most cases to visual validation of the same by the
clerks of the various organizations whether they are issued on paper or in electronic
format, which even having digital signatures, are easy to forge putting in question their
veracity. If the organization’s clerks responsible for validating the academic degrees
doubt the authenticity of the documents, they will have to contact the Higher Education
Institution (HEI), either by e-mail or by phone, which takes time and resources both for
the organization that wants to hire a new professional and for the HEI that must validate
the document.

In addition to the issue of the practicality of validating documents, there is also
the issue of forged certificates of academic degrees and diplomas, which has reached
considerable volumes in recent years, believed to reach billions of dollars [1], and it is
easy to obtain online forged certificates from prestigious universities.

Considering the above, a decentralized, blockchain-based degree and diploma certi-
fication prototype (source code available at https://github.com/dmelim/EduCert) is pro-
posed to solve this problem, which will allow any user anywhere in the world to validate
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whether the pdf document he or she holds, relating to a degree or diploma certificate
issued by a HEI is valid.

The rest of the paper is structured as follows. In the next section a literature revision on
the concepts and similar systems is presented. Next a section regarding the development
of the system is presented. A section with the presentation of the application and some
use cases is also provided. Finally, the paper ends with the conclusions section, where the
limitations of the work and proposals for future work are presented, not only technical
but also for the dissemination and promotion of the system developed.

2 Background

In this section introductory concepts about blockchains are presented as well as some
examples of its use in the validation of academic degrees and diplomas found in the
literature review.

2.1 Blockchain Concepts

Blockchain started as a concept rather than a term. Itwas introducedbySatoshiNakamoto
[2], an alias of the original creator of the concept, in October of 2008. This technology
was developed to guarantee secure transactions between two parties without the need for
a third party, thus creating the concept of trustless networks. The evolution of this tech-
nology has taken it to different domains beyond financial transactions, being considered
today as one of the most important technologies of the present century [3].

Blockchain
A blockchain consists of data sets that are composed of a chain of blocks, where each
block contains a timestamp, the hash value of the previous block and a nonce, which is a
random number for hash verification, thus ensuring the integrity of the entire blockchain
up to the first block [4]. As Satoshi Nakamoto has put in the original bitcoin paper,
“Each timestamp includes the previous timestamp in its hash, forming a chain, with
each additional timestamp reinforcing the ones before it”. [2].

The blockchain is distributed across several computers designated as nodes respon-
sible for transactions and the addition of new blocks. Although there are different types
of organization, this is originally a decentralized process where each node owns a copy
of the blockchain and is rewarded for ensuring the functioning of the network [5]. To
prevent network fraud, the original network of this concept, bitcoin uses a mechanism
called proof-of-work [2], a decentralized consensus mechanism that requires network
members to spend effort solving complex mathematical problems. This factor is a deter-
rent to actors who wish to threaten the network, as the computational power required
to change a single block is enormous. Nakamoto came up with a principle that explains
this concept well, “Proof-of-work is essentially one-CPU-one-vote” [2].

Given the high energy cost of maintaining a consensus mechanism using proof-of-
work, other blockchain-based networks try to find other consensus mechanisms, being
one of the most famous the proof-of-stake. In this mechanism members of the network
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instead of having to contribute to the network with their computational effort they con-
tribute with the storage of network tokens in question. This mechanism assumes that
if members of the network are required to store network tokens, they will not engage
in fraudulent transactions that jeopardize their capital. As an example, the Ethereum
network is migrating to this new mechanism by requiring members of the network to
have a minimum of 32 ETH to participate in the network, which at current values is
about $50,000. This consensus mechanism is being widely adopted in the recent years
because, contrary to proof-of-work, it doesn’t need computer power, and spends less
electricity and so pollutes less [5].

Smart Contracts
Later Vitalik Buterin, decided to improve on the concepts created by Nakamoto, to
create the Ethereum Blockchain. Buterin saw in Bitcoin more potential and along the
years, the works of Nick Szabo, Namecoin, Colored coins and Metacoins inspired him
to implement some ideas and developing them further [6].

One of these ideas was the implementation of smart contracts in the Ethereum net-
work through a Turing complete programming language, which would make possible
to build decentralized applications on Ethereum. Smart contracts are like normal con-
tracts, an agreement between two or more parties, but instead of an entity checking if
the conditions are completed, a computer automatically executes the contract when the
conditions are met. This concept was introduced by Nick Szabo in the 1990’s. [7].

To complete this objective Vitalik Buterin created Solidity, a smart contract pro-
gramming language. Solidity makes it possible to work with the backend of Ethereum
applications, also calledDecentralizedApplications, orDAPPS for short. This is a simple
workflow in the Ethereum network [8].

Permission vs. Permissionless
There are two types of blockchains, private or permissionless and public or permissioned.
Private blockchains restrict the users who can participate in transactions or the valida-
tion process. So only authorized users can participate in it. However private blockchains
can have their history seen by external people to the network [9]. In contrast, public
blockchains do not restrict anyone who wants to participate in the network or the val-
idation process. Even so, the network can still have rules that need to be obeyed to
participate in it [9].

2.2 Blockchain Certificate Authentication in Education

In the literature there are several experiences and studies about the application of
BlockChain in the education area, in particular in the area of academic certificatemanage-
ment [10–16] Below are presented two projects whose characteristics were considered
the most important for the development of the project presented in this paper.

Marella and Vijayan [11] developed a solution like the one proposed in this paper but
based on a permissioned or private blockchain. Their problem was related to verifying
the authenticity of the information stated on CV’s. The authors chose to use Hyperledger
Fabric [17], an open source blockchain technology that belongs to the permissioned or
private blockchain subtype. Along with this they decided to use a consortium blockchain
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platform, which is a private blockchain that has a wider user base, for example instead of
just one company using the blockchain, a group of organizations share this blockchain
platform. To make it user friendly, a frontend, using, HTML and JavaScript was built.
The information that is stored in the blockchain is the hash of the document, that can
be calculated using an algorithm. For this they used the SHA-256 algorithm. Then this
hash and the hash of the identification is stored in the blockchain as a message. To
make the process easier 3 entities were created, the “peers”, “Administrators” and the
“Certification Authority”. The peers take care of the process of submitting the hash to
the blockchain. The administrator verifies the authenticity of the documents submitted
and can approve or refuse their submission. The Certification Authority has the capa-
bility to give the certificates to the peers and administrators. The authors conclude this
research presenting a comparison with a more traditional way of achieving this, using
a central database application. The greatest reason they see to use blockchain instead is
the immutability nature blockchain has. Giving it a layer of security and providing data
integrity. Another reason is the scalability, in their case, it can have global impact, since
hiring managers across the globe can check the information of candidates from various
geographic locations [11].

Rama et al. [12] developed a software solution to identify fake or forged univer-
sity credentials, using a decentralized application with Ethereum blockchain, using
JavaScript and MetaMask to develop it. For the development phase they use Truffle
and Ganache, a very useful set of tools made for the development of Decentralized
Applications on Ethereum. To create the smart contract, Solidity was used. In their case,
they propose that the blockchain is managed by a consortium of colleges and universi-
ties. If a student wants to use this to store their information, he or she needs to approach
this consortium for approval. Certificates are given an individual identification, which
is used as a verification mechanism.

3 Prototype

This section presents the development of the authentication system for academic degree
and diploma certificates, from the enumeration of the requirements to be implemented
to the actual coding, highlighting some of the codified components, presenting some of
the screens of the front-end application for interaction with the blockchain where the
hashes of the certificates are.

3.1 Requirements

The EduCert system is composed of two main packages. One that manages the entire
cycle and life of degree and diploma certificates, which includes publishing their hash
on the blockchain and registering them in the database. The other allows the manage-
ment of users who have access to the platform, allowing the normal actions, such as
their authentication in the system, registration/deletion of users and management of the
respective permissions.

Figure 1 presents the use case diagram of the certificate management package. It was
decided not to present the use case diagram relative to the user management package
because the use cases are those commonly present in user management systems.
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Fig. 1. Certificate management system use cases

The application as shown in Fig. 1 and Fig. 2 has four types of users: the HEI
user, who manages the certificates in the system, having available the functionalities
for registering the academic information in the system, which includes the issuing of
certificates in the blockchain, the possibility to search the issued certificates and also
invalidate the issued certificates (certificate invalidation can only be carried out in the
database, not in the blockchain); the student user, who can consult his/her academic
information including all the certificates issued by the different institutions of higher
education; the public user who accesses the system to validate the certificates they have
in their possession; and, finally, the administrator user who can perform in the system
mainly operations related to the management of the users.

3.2 Architecture

As can be seen in Fig. 2 the EduCert system consists of an application server, where
the frontend and backend are located, a database server and the blockchain network.
The frontend allows the different users to interact with the system to perform different
operations and communicate with the backend. The backend receives requests from
the frontend through an Application Programmable Interface (API) to store information
about students and their academic certificates both in the database and in the blockchain.
The database stores all the information relative to the users and, in the case of the students,
also the academic information including the certificates. Finally, the public blockchain
where the hashes relative to the certificates are stored.
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Given that the blockchain to be used in this project is public because the idea is that
anyonewishing to verify if a certificate is valid can do so through the EduCert application
or other, it becomes necessary to use a database to store more personal information that
is not desired to be public in the blockchain. However, the information that is stored in
the database has no influence on the verification of the authenticity of the certificates on
the blockchain. They either exist in the blockchain or not.

The communication between the different users and the system components is as
follows: the HEI user accesses the system to publish academic information relative to
its students; the student user consults its academic information in the system, made
available by the HEIs and delivers to the different institutions that need it, such as its
work place, here designated as public user, the certificates or respective hashes, so that
these users can consult in the system the veracity of these certificates.

Fig. 2. EduCert architecture.

3.3 Technologies Used

The following technologies were used to create the EduCert system:

• React/Express for building the frontend;
• NodeJS for building the back-end system, which communicates with the database
and the blockchain and provides an API, to be used by the frontend, with a set of
functionalities to perform the different operations both with the database and the
blockchain;

• MongoDB as the database engine, for storing the information;
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• Fantomblockchain, for storing certificate hashes. This blockchainwas chosen because
it has a lot of similarities with Ethereum and has smaller costs. The similarities like
Ethereum allow the use of the tools available for Ethereum like writing the contracts
in the Solidity language and using tools from the Ethereum ecosystem like Remix for
compiling the contracts or Ganache for testing them.

• MetaMask, to store Fantom tokens and connect the browser to the blockchain to pay
for the publishing fees of the hash certificates.

• Javascript language, used to program some of the above-mentioned technologies.

3.4 Implementation

In this section some of the most important aspects of the coding of the EduCert system
are presented, namely, the coding of the contract that sustains the publication of the
certificates on the Fantom blockchain (Fig. 3), the example of the function of hash
creation from the PDF file for validation on the blockchain (Fig. 4) and the backend
functions for the publication (Fig. 5) and search/verification (Fig. 6) of the certificate
validity, which are made available through the backend API. In the experimentation
section of this document (Sect. 5) it is possible to see the visual part of the system made
available to users through the front-end.

Fig. 3. Smart contract (solidity).
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In Fig. 3 the smart contract code written for EduCert is presented, where it is possible
to see the types of data involved (stamp, block number and the sender) as well as
the functions that manipulate them (addDocHash and findDocHash). This contract was
originally found in “Ether doc cert” GitHub repository [18]. To store a hash the user
needs to pay gas fees, but to search it the user does not.

Fig. 4. Hashing algorithm.

Figure 4 presents the hashing algorithm that calculates the hash of the file (PDF
certificate of the academic degree), using a JavaScript library that uses an algorithm, in
this case SHA-256 to calculate the hash of a document, which will be the hash stored
on the blockchain (see Fig. 5).

Fig. 5. Send hash to blockchain.

Figure 5 shows the method used to send the hash to the Fantom blockchain. This
is done using the function “addDocHash” defined in the smart contract (Fig. 3) and
a third-party module called Web3 [19]. This module makes it able to create functions
that can interact with function inside a smart contract. In this case the “notary_send”
function. This is linked to Metamask [20] which will signal to the user that a transfer
is being attempted, which will be carried out, if the user agrees to it. This is also done
through the web3.js Ethereum API library [19].
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Fig. 6. Searching function.

The function presented in Fig. 6 searches the Fantom blockchain for the correspond-
ing hash. It starts by verifying if the message sender, or the account that uploaded the
hash originally, is a valid account. The value is hard coded, as this is a prototype. If it
is an authorized account, it gives the user who searched for the hash more information
about it. If it isn´t it notifies the user of it. If the hash is not on the network, the user will
be notified with a different message.

4 Exemplification of Prototype Use

In this section two use cases of the EduCert system are presented, that of issuing an
academic certificate by the HEI and that of validating the certificate by a public user
(e.g., a user from a company where the former student/student is applying for a job).

4.1 HEI Issue Certificate

An administrative employee from HEI, in this example, Coimbra Business School from
thePolytechnic ofCoimbra, Portugal, accesses the system to issue an academic certificate
relative to a student. To do so, he or she fills in a form with the necessary information to
issue the certificate, which, after validated, will be used to generate the certificate. There
is also the option of importing from Excel the information relative to several students
for the issuing of the certificate.
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After sending this information, the certificate in PDF is generated by the EduCert
system (see Fig. 7) and the respective hash is calculated for storage in the Fantom
blockchain.

Fig. 7. PDF certificate example

After generating the certificate, the system asks the user if he/she wants to open the
MetaMask to complete the transaction. If the user authorizes the hash of the original
certificate is stored in the Fantom blockchain and a new PDF certificate (see Fig. 8)
similar to the previous one, but with a QR Code that contains the web address, with the
hash of the original certificate, for validation, is generated.

Fig. 8. PDF receipt certificate with QR Code

4.2 Verification of the CERTIFICate’s Authenticity by the Public User

To verify the authenticity of a certificate issued by an HEI, the public user (e.g., a user
from a company where the former student/student is applying for a job) takes a picture



EduCert – Blockchain-Based Management Information System 147

of the QR Code (see Fig. 8) that will take him to a web page of the EduCert system and
tell him if the certificate in question is valid or not (see Fig. 9).

Fig. 9. EduCert system certificate search result

5 Conclusion

This paper presents the system developed for the validation of academic degree certifi-
cates, the EduCert system. This application has several components, with emphasis on
the frontend where applications were created for interaction with different users (HEI,
students and public or external users (who do not require authentication)) and the back-
end component that records in the database the different operations performed and in
the Fantom blockchain the certificate hashes.

In the testing phase, the system proved to be functional, being now necessary to test
it in a real context. Nevertheless, some limitations have already been detected for which
it will be necessary to find solutions, such as the immutability of the blockchain, which
does not allow deleting records. In other words, although records are marked as invalid
in the database, the same cannot be done at the blockchain level. These will always be
occasional situations, because as in the case of physical certificates, once issued they are
valid.

As future work there are, as already mentioned, tests at the level of the teaching
institution where this solution was developed, the Polytechnic of Coimbra and, in the
future, try to extend the use of this solution to other institutions.

As a conclusion would like to leave a summary of the costs per certificate to have
such a system. In the case of Fantom blockchain, chosen for this stage of the system,
the costs are about 0.026 FTM (≈ 0.001 euros), while if chosen the Ethereum network
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are about 0.12 euros. The Ethereum network may be the option for the final system
because it gives more guarantees of future support, i.e., that it will not disappear as
a platform. Added to this is the fact that the Ethereum network is looking for a new
consensus mechanism (proof-of-stake) that will lower transaction prices (gas fees costs)
which will make the system even cheaper.
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