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Abstract. Digital Sovereignty is an ascending field that is viewed from
a society, politics and enterprise perspective. When considering the sit-
uation from an economic standpoint, it is still unclear how to under-
stand the issue of what businesses can do to strengthen their Digital
Sovereignty. Artificial Intelligence and Blockchain are disruptive tech-
nologies that have significant impact on Digital Transformation. This
article studies the relationship between Digital Sovereignty and novel
technologies, such as Artificial Intelligence and Blockchain. A quantita-
tive survey with 163 respondents is the empirical basis of the analysis.
We propose seven measures to strengthen Digital Sovereignty: preserve
Data Sovereignty, address concerns and create awareness, define respon-
sibilities, co-create transformation, expand expertise, promote freedom
of choice and measurement criteria. The proposed measures support for-
mulating a Digital Sovereignty strategy to ensure the vision, goals and
requirements for balancing heteronomy and autarky in a self-determined
manner.
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1 Introduction

In the context of Digital Transformation, Digital Sovereignty becomes a strate-
gic goal. Considering the critical dependency on disruptive technologies such
as the Internet of Things, Big Data, Virtual Reality, 5G, Artificial Intelligence
(AI), or Blockchain, geopolitical issues and aspects such as independence, self-
determination, trust and credibility are becoming more meaningful. The Digital
Transformation leads to a change in Information Technology (IT) which makes
the consideration of Digital Sovereignty indispensable [16]. An initial approach
by researchers to break down Digital Sovereignty into dimensions leads to the
distinction between the perspectives of state, economics and individuals as well
as the relationships between each other [17]. Glasze et al. [19] and Ciriumaru
[10] discuss challenges for central societal areas such as law, technology and
ethics to express Digital Sovereignty. Researchers such as Fries et al. [17] or
Pohle [30] make the first attempt to transfer the factors and influences of Digital
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Sovereignty, as well as the linkages between the state, the economy and individ-
uals into logical modeling. From an economic perspective, one way could be the
exploration of growing technologies. Two growing technologies in the literature
are AI and Blockchain [8,22]. However, considering how to build or strengthen
Digital Sovereignty with the selected technologies, it remains unclear how to
interpret the answer. While there are many policy proposals for dealing with
the promotion of Digital Sovereignty, concrete requirements for key technologies
are scarce. Therefore, we decided to explore the impact of Blockchain and AI
on Digital Sovereignty. Blockchain seems to contribute meaningfully to Digital
Sovereignty due to its decentralization, multiple and distributed authorities, and
tamper-resistance [3]. The link between AI research and Digital Sovereignty is
obvious when constructing and designing trustworthy, credible and autonomous
AI systems [33]. Furthermore, researchers adopting the Information Systems per-
spective are highly concerned with the issue of Data Sovereignty. For example,
open networks [11] or remote evaluation [4] are proposed to ensure an appropriate
level of Data Sovereignty. Our approach is to critically examine the impact of AI
and Blockchain on Digital Sovereignty in organizations and their relationships.
Furthermore, linking the concepts can help identify new potentials, research
areas and directions in all three areas (AI, Blockchain and Digital Sovereignty)
[20]. Finally, we create a list of measures to develop concrete recommendations
for corporate management. Three research questions guide the analysis:

RQ1: What is the companies’ state of Digital Sovereignty?
RQ2: How do AI and Blockchain support companies’ sense of Digital

Sovereignty?
RQ3: How to strengthen Digital Sovereignty?

Guided by these research questions, we investigate to what extent AI or
Blockchain supports Digital Sovereignty and how Digital Sovereignty impacts the
development and use of these technologies in companies. Therefore, this article
contributes to the body of knowledge by outlining the impact of new technologies
on enhancing corporate Digital Sovereignty based on empirical data.

This article is structured as follows. First, the research methodology is pre-
sented (Sect. 2), followed by the theoretical background (Sect. 3) that establishes
a correlation between Blockchain, AI and Digital Sovereignty in terms of Digital
Transformation. Section 4 presents the survey results, including the impact of AI
and Blockchain on Digital Sovereignty. Finally, the conclusions and an outlook
for further research are highlighted (Sect. 5).

2 Research Design

For our analysis, we employ a survey method guided by Lehmann et al. [23].
The following steps were taken within the study: determination of target group,
creation of questionnaires, 19 conducted pretests, data collection and analysis.
The survey uses semi-open and closed questions, one-dimensional scales and
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Multiple-Choice-Questions. In addition, some of the questions were filter ques-
tions, ensuring that participants completed the questions they were most familiar
with but that each question was answered multiple times. First, we carried out
a statistical analysis following Muller et al. [28]. Network diagrams are used to
depict and communicate our results. Finally, we create clusters to find similari-
ties and proceed to the detailed analysis [28].

Data was collected over two months between July and August of 2022. The
survey was conducted in Germany and targeted businesses and decision makers
in Germany. We collected 163 person data sets (107 completed data sets) con-
sidering an error rate of 10%. The person data sets include 57 from small and
medium-sized enterprises and 77 from large companies.

3 Theoretical Background

The following section provides definitional delimitation of the terms Digital
Sovereignty, Blockchain and AI.

3.1 Digital Sovereignty

Digital Sovereignty is a politically motivated goal and is often understood as a
strategic balancing act between heteronomy and autarky [13]. States, companies
and individuals want to be able to act in the digital world without cutting
themselves off from others or becoming too dependent [31]. Thus, factors such
as freedom of choice, independence in selecting IT products and the security of
one’s own country, citizen, or company play an important role in becoming more
digitally sovereign [27]. Digital Sovereignty is not a fundamental value on its
own. It is part of the values of liberal democracy, open competition policy and
efforts toward greater digital sustainability, especially in German research [18].

Digital Sovereignty can help drive Digital Transformation by clarifying as
state, business or individual how they want to use hardware or software and
capabilities of others [27,29]. In the digital sense, this means that politicians,
researchers and decision makers in companies should increasingly ask themselves
what technical, organizational and conceptual requirements for key technologies
are needed to become truly more independent [12]. In the following section,
the current state of research on Digital Sovereignty is expanded by subjecting
two key technologies (Blockchain and AI) to the particular analysis. To broaden
the understanding, information is provided on the extent company members
believe that the implementation of AI or Blockchain can help strengthen Digital
Sovereignty.

3.2 Blockchain in the Digital Transformation

Blockchain is a kind of Distributed Ledger Technology and can be seen as the
standard for digital transactions as B2B and B2C companies increasingly shift
to the digital market [25]. Blockchain is seen as an accelerator of business pro-
cesses, enabling reliable and secure transactions in various business areas to
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be fully automated [1]. Because of increasing networking and connectivity, the
technology allows agreements to be set up largely forgery-proof and in a trans-
parent manner [5]. For us, Blockchain is a technical solution to manage data in a
distributed infrastructure without a central instance in a traceable and tamper-
proof way by consensus [36]. Moreover, Blockchain allows verifying transactions
without a central instance in a transparent and trustworthy process [7]. Christidis
and Devetsikiotis [9] proposed four main benefits of Blockchain technology: tol-
erance of node failures, a single view of events, data ownership without a central
authority and transparent, verifiable, predictable as well as audible activities.
Given these elements, we can assume a solid connection to Digital Sovereignty,
as issues of ownership, transparency, trust, ethics and authority play a particular
role. As outlined, the field of Blockchain and Digital Sovereignty holds significant
research potential. To understand the current situation and derive assumptions,
it is critical to explore recent adoptions, the state of the technology and the
potential impact on Digital Sovereignty.

3.3 Artificial Intelligence in the Digital Transformation

As a result of digitalization, AI is experiencing a resurgence within research
and various industries. This renewed upswing is due to the technological drivers
within the Digital Transformation: improved computing capacities, faster con-
nections and larger connectivity areas enable the usability of AI systems on a
larger scale [6]. In this study, we define AI as a system that can make predictions
and decisions based on algorithms and existing data sources through learning. AI
algorithms focus on mapping three essential human cognitive abilities - learning,
reasoning and self-reflection [32]. However, AI in the context of Digital Trans-
formation also has much potential for debate. Particularly around ethical issues,
risks, credibility, trust and even fairness, the question arises regarding how to
achieve these. At these points, we see the connection to Digital Sovereignty,
which becomes even more apparent when we look at the guiding principles of
the European Union’s AI Expert Group [15]: respect for human autonomy, harm
avoidance, fairness and explainability. A deeper insight into the current use, pur-
pose, obstacles and concerns of AI systems in enterprises is therefore crucial to
set up AI systems for the future in a more digitally sovereign way. So, it is
critical to uncover and profitably leverage the interfaces and goals between Dig-
ital Sovereignty and AI. One way to achieve more Digital Sovereignty in AI is
through the recent machine learning approach called Federated Learning (FL),
which we will discuss in our paper in Sect. 4.3.

4 Results

As the debate on Digital Sovereignty is still young, it is important to determine
the level of awareness of the topic of Digital Sovereignty in companies and among
decision makers. Therefore, we want to use the survey data to determine what
measures have already been taken in connection with Digital Sovereignty.
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4.1 Towards Digital Sovereignty in Enterprises

This section presents, analyzes and contextualizes the findings on the topic of
Digital Sovereignty.

Current State of Digital Sovereignty. Employees and decision makers in
companies are grappling with the idea of Digital Sovereignty. 79% of respondents
state that they are aware of the topic and the interest in Sovereignty is strong
to very strong at 67% (Fig. 1).

Fig. 1. Would you describe your company as digitally sovereign?

The importance of the topic to the companies is slightly lower. However, 60%
of people rate the importance high to very high (Fig. 2).

We asked how decision makers compare their state of Digital Sovereignty
towards the competition and the result showed that the majority see themselves
in the midfield compared with other companies. When asked which areas in
companies are seen as already digitally sovereign, it does not seem clear to the
respondents where Digital Sovereignty plays a central role in the company and
why.

Low Sovereignty vs. High Sovereignty in Companies. The respondents
were divided into two clusters based on their self-assessment regarding Digital
Sovereignty in the company (group 1: low Digital Sovereignty, group 2: high
Digital Sovereignty). It is striking that the proportion of companies from group
1 see low Data Sovereignty as the main reason for this (84%) and those who
rate Digital Sovereignty in their own company as high (group 2), in turn, see
accountability (31%), their systems (31%) and transparency (14%) as the reasons
(Fig. 3). The results are consistent with Blossfeld et al. [2], who see selecting the
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Fig. 2. How high would respondents rate the interest, importance, dependencies and
the consideration of Digital Sovereignty for the future?

right people, right technologies and implementing the right processes as key
drivers of Digital Sovereignty.

Fig. 3. What are the reasons that you (do not) classify your company as digitally
sovereign?

Lessons from the Past for Recommendations for Future Action. We
asked the respondents who considered their company to be digitally sovereign
what measures their company has used in the past to strengthen its Digital
Sovereignty. The results show that 30% of respondents have strengthened their
Digital Sovereignty in the past by using vendor-independent modules. In addi-
tion, co-designing IT solutions (26%) and creating a strategy (13%) have also
helped companies. Still, 63% of respondents said that their company had not paid
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Fig. 4. Means of strengthening Digital Sovereignty

attention to ensuring that new technologies were digitally sovereign in their pro-
curement in the past (Fig. 4). Now all participants were again asked to give their
assessment. We asked what means they believe they can use to strengthen Digital
Sovereignty in the future. According to the respondents, the goal of strengthen-
ing Digital Sovereignty in the future should be to gain more control over one’s
data, i.e., Data Sovereignty. Thus, 89% of respondents see the topic of Data
Sovereignty as (very) important for strengthening Digital Sovereignty. The sur-
veyed persons state that promoting research and development (34%) can signif-
icantly help companies to enhance Digital Sovereignty. In the future, employees
and decision makers would use vendor-independent modules to strengthen their
company’s Digital Sovereignty (27%). Building and using Blockchain technology
also appears to be a way to increase Digital Sovereignty in the future (up 6%
points from the past). The importance of AI in enhancing Digital Sovereignty has
increased by 5% points in the future compared to the past. Respondents believe
that using strategic guidelines will help them better understand the complex
subject (13%). As an alternative to the classic AI system, FL is seen by most
respondents as a positive approach to strengthening Digital Sovereignty because
only 10% denied that FL would help.

Obstacles to strengthening Digital Sovereignty, according to the respondents,
are the main challenges in adapting the company’s internal IT infrastructure
(27%), information deficits (19%), lack of responsibilities (19%) and financing
additional costs. The state is expected to support research and development
(34%), more interoperability in national products (22%) and the development
of a national data strategy (13%) to guide companies. Some respondents also
mention expanding greater collaboration with EU countries (12%), more training
opportunities (10%) and an open source strategy (5%).

Expanding the Understanding of Digital Sovereignty. As mentioned
before, we understand Digital Sovereignty as a strategic balancing act between



10 M. Klare et al.

heteronomy and autarky to successfully fulfill politically motivated goals. Our
survey results verify the understanding of Digital Sovereignty of other researchers
in regard to the factors freedom of decision, independence in selecting IT prod-
ucts, and compliance. 88% of our respondents see freedom of choice as an impor-
tant factor for Digital Sovereignty, which shows that the assessments by Kager-
mann et al. [21], regarding the political goal of giving more weight to freedom of
choice when addressing Digital Sovereignty, can be confirmed. Our survey results
also supported Pohle and Thiel’s [31] assessment. They see independence in the
choice of IT products as a central element of Digital Sovereignty, which 77% of
the respondents can confirm. According to 70%, more guidance and compliance
by the management itself is needed, which is in line with Weber [34], who sees
compliance as a key factor to successfully integrating Digital Sovereignty.

In addition, we found that company-specific factors, such as the creation of
transparency in IT architectures (77%), also play a major role. Last but not least,
the decision makers see collaboration with stakeholders who share similar values
(58%) and accessibility to the companies’ source codes (57%) as prerequisites
for strengthening Digital Sovereignty.

4.2 Towards Artificial Intelligence and Blockchain in Enterprises

Regarding Blockchain and AI, we wanted to discover the awareness for the two
technologies, their use cases, properties and purposes. In addition, respondents
were asked whether their company works with the technologies and whether they
would say Blockchain and AI would support Digital Sovereignty.

Blockchain. According to our survey, it can be assumed that 74% is not aware
of Blockchain. In addition, we find out that many respondents are not sure
whether their company invests in Blockchain projects. Thus, 30% stated that
they do not know the status of Blockchain implementation in their company,
while 33% noted that there are implemented and planned projects. This data
can be directly related to Blockchain familiarity. The following three potential
applications remain the most widely perceived: real-time certificate management
(21%), cryptocurrencies (19%) and sensor data collection (16%). Blockchain,
then, is best known for its tamper resistance (25%), the immutability of data
(28%) due to the hash function, resilience (15%) and transparency due to the
decentralized storage of information (15%).

Artificial Intelligence. Although AI is already used in many areas of daily
life, more than 3/4 of respondents still say they have little or no knowledge
about AI. As shown by the results, the best-known applications are intelligent
systems (25%), voice control (15%) and text recognition (13%). However, it can
be assumed here that while AI is known as a term, there is a significant lack
of understanding of how AI works. In addition, 39% of respondents indicated
that their company had implemented projects involving AI and another 21% of
companies were already in the project planning phase. So, more than half of the
respondents have already been confronted with AI in their daily work.



How Blockchain and Artificial Intelligence influence Digital Sovereignty 11

The cause for failure of Blockchain and AI projects has also been investigated.
Although both technologies serve different purposes and are used in different
areas, the picture is almost identical with regard to the question of what could
be causes for failure in technology development (Fig. 5). Participants indicated
that lack of expertise is the most common reason Blockchain or AI adoption
fails. While interest in adopting AI and Blockchain is considered high, additional
reasons include additional cost, legal concerns, implementation difficulty, lack of
infrastructure and lack of standards (Fig. 5). Note that when asked about ways
to strengthen Digital Sovereignty, Blockchain and AI are below 20% for both
past and future (Fig. 4). Still, a later question revealed an approval rate of 54%
(Blockchain) and 69% (AI) regarding positive support for Digital Sovereignty.
The findings show a low understanding of how to strength strategic goals and
underscore the importance of awareness and clear measurement criteria.

Fig. 5. Criteria of Blockchain and AI

4.3 Implications and Discussions of Artificial Intelligence
and Blockchain for Digital Sovereignty

Digital Sovereignty is a strategic goal. To work towards this strategic goal, based
on our data, we see the need to address the adoption of Blockchain and Federated
Learning (Sect. 4.1). In addition, we have developed seven measures for consid-
eration in a Digital Sovereignty strategy that pay attention to understanding,
acknowledging and best implementing the vision, goals and requirements for a
digitally sovereign enterprise. We use clusters and network diagrams to restruc-
ture the results, create codes and compare them to data from literature. We
then further explored the data in two rounds of workshops within the research
group, the first round consisting of the elementary collection of unstructured
measures and the second for refinement and alignment. In doing so, our data
analysis revealed that the following measures are relevant for future approaches.
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Preserving Data Sovereignty. Preserving Data Sovereignty is a fundamen-
tal goal for respondents’ approach to Digital Sovereignty (Fig. 3). FL is a new,
decentralized approach first named by McMahan et al. [26], which shares models
rather than data to protect user privacy. Over 90% of respondents can envi-
sion using FL instead of current machine learning methods to maintain Data
Sovereignty (Sect. 4.1). Blockchain can also support Data Sovereignty due to the
tamper resistance and immutability of the data. At the same time, one advantage
of implementing Blockchain is the visibility that can be created within a supply
chain, for example. While respondents cannot imagine sharing information with
competing companies and thus losing a competitive advantage, sharing with sup-
pliers and customers is entirely conceivable (Sect. 4.1). Blockchain can thus help
create a secure and sovereign enterprise while maintaining Data Sovereignty. As
Lu et al. [24] suggest, coupling the two technologies can have a game-changing
effect by securing communications through Blockchain while maintaining Data
Sovereignty through FL. Most respondents see the creation of transparency, fair-
ness, and more Data Sovereignty as ways Blockchain and AI can help strengthen
Digital Sovereignty, which is examined in Sect. 4.2.

Co-create Transformation. There seems to be a lot of interest in Digital
Sovereignty in the context of Digital Transformation. However, it is also the
task of corporate management to create and promote opportunities for further
development. Although respondents do not see co-creation as a prerequisite for
creating Digital Sovereignty in the future, respondents indicated that co-creation
had been a key function in the past (Fig. 4). The availability of skilled labor is
limited today, so knowledge pooling is an essential building block for transfor-
mation and Digital Sovereignty, so it seems to be a valuable factor for later
projects. We attribute the weaker evaluation of this factor within the question
about future projects to increase the understanding of the respondents, as here,
the entire respondent group was asked and in relation to the past, only the per-
sons who previously stated that projects have already been implemented (Fig. 4).
Technologies like FL and Blockchain can support this journey by making col-
laborations secure and transparent while preserving an organization’s expertise.
In addition, realigning processes, adapting roles, breaking down old structures
and forging new paths are critical governance milestones that help transform
companies into digitally sovereign enterprises. This contrasts with an increased
self-sufficiency idea that dominates the discussion in Dreo et al. [14].

Expand Expertise. The lack of expertise is a significant obstacle to success-
fully implementing a digitally sovereign strategy and incorporating Blockchain
and AI (Fig. 5). Here, with company-wide sensitization, it is necessary to pre-
pare specialists for the changes. This includes additional training and education
measures, direct involvement in the ongoing structural change and creating a
sovereignty strategy. In addition, this may involve encouraging skilled personnel
to engage in their research and development as resources allow. Designing an
open communication architecture, not only internally but also to external part-
ners, research institutions and communities, as well as being open and flexible to
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new ideas and willing to implement them. The emphasis is on active listening,
especially for management.

Encourage Freedom of Choice. An important aspect of Digital Sovereignty
is freedom of choice. When selecting services, products and systems, freedom of
choice must continue to be promoted in the market. Monopolies or limited choice
are barriers to leveraging Digital Sovereignty, as the respondents indicated in last
part of Sect. 4.1. Integrating FL and Blockchain seems essential in supporting
Digital Sovereignty by increasing the flexibility and interconnectivity of services
as they imply a certain degree of autonomy and data protection.

Define Responsibilities. According to the statements of the respondents who
already consider their company to be digitally sovereign, creating clear responsi-
bilities is the key to a more digitally sovereign company (Fig. 1). The creation of
responsibilities, roles and decision-making concepts is already discussed in gov-
ernance approaches like Weill and Ross [35] and is seen as critical to the success
of companies. In this way, information deficits, such as those that have been
identified as barriers to the successful incorporation of Blockchain and AI, can
be reduced (Fig. 5).

Eliminate Concerns and Create Awareness. To successfully implement a
sovereignty strategy, concerns and less knowledge must be dispelled by a clearer
picture of what Digital Sovereignty is and how it can be integrated. Digital
Sovereignty, Blockchain and AI are all highly rated in terms of interest and
significance by the respondents. In this context, more than half of the respon-
dents even stated that they would describe their company as digitally sovereign,
yet most respondents rate their familiarity with Digital Sovereignty as low to
moderate (Fig. 2). At this point, it is clear that respondents perceive the term
as value-creating and relevant but are unaware of what they associate with it
and what the focus is in adoption and implementation. The gap between the
respondents’ importance and sense of Digital Sovereignty shows that creating
and training employees can help to expand awareness and strengthen Digital
Sovereignty in companies. Furthermore, raising awareness is crucial for success-
ful integration when introducing Blockchain and AI, as the survey also showed
knowledge gaps in this area (Sect. 4.2). Here, it is up to the research community
to raise awareness of the technology by highlighting its added value.

Measurement Criteria. Within the previous sections, we could detect a cer-
tain skepticism and ignorance among the respondents. To mitigate this, we pro-
posed awareness as one measure to create trust. Another measure could be the
creation of measurement criteria. Political goals currently overshadow the con-
cept of Digital Sovereignty. More business measurement approaches are needed
to quantify the achievement of goals regarding this topic. Measurable and con-
trollable criteria can help to make Digital Sovereignty more tangible and thus
facilitate implementation for companies.
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5 Conclusion and Outlook

Our findings show that the surveyed companies feel that Blockchain and AI -
especially Federated Learning - can help strengthen Digital Sovereignty. Our
paper extends the existing body of knowledge in that we conducted prelimi-
nary research on the impact of Blockchain and AI in the context of Digital
Sovereignty. We expanded our understanding of Digital Sovereignty by identi-
fying requirements for raising Digital Sovereignty from companies’ perspective,
making technological recommendations and proposing seven measures based on
our data. From the survey and comparison with existing literature, we were able
to formulate key requirements for a strategy to strengthen Digital Sovereignty.
First, it is critical to develop awareness of data ownership and derive how to
maintain control over data. In addition, companies need to make their employ-
ees more aware of Digital Sovereignty and Digital Transformation. This includes
assigning roles and responsibilities within corporate governance to set a company
up for Sovereignty. To act with digital confidence, it is also necessary to rethink
and restructure outdated processes, roles and structures. Another measure to
consider is the development and expansion of know-how. Additionally, selecting
services, products, or systems is crucial to maintaining autonomy and protecting
sensitive data. To establish tangible Digital Sovereignty for companies, there is
a need for measurement criteria that can provide orientation for design. Finally,
the main goal should be to formulate a strategy to ensure the comprehension of
visions, goals and requirements for the specific company environment.

Based on the results, developing targeted measurement criteria for Digital
Sovereignty and creating an initial strategy paper for companies are approaches
that require further description, explanation and validation based on concrete
design studies within further research projects.
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