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Abstract. In this paper, we consider tight multi-user security under

adaptive corruptions, where the adversary can adaptively corrupt some

users and obtain their secret keys. We propose generic constructions for

a bunch of primitives, and the instantiations from the matrix decisional

Diffie-Hellman (MDDH) assumptions yield the following schemes:

(1) the first digital signature (SIG) scheme achieving almost tight strong
EUF-CMA security in the multi-user setting with adaptive corrup-
tions in the standard model,;

(2) the first public-key encryption (PKE) scheme achieving almost tight
IND-CCA security in the multi-user multi-challenge setting with
adaptive corruptions in the standard model;

(3) the first signeryption (SC) scheme achieving almost tight privacy and
authenticity under CCA attacks in the multi-user multi-challenge
setting with adaptive corruptions in the standard model.

As byproducts, our SIG and SC naturally derive the first strongly secure

message authentication code (MAC) and the first authenticated encryp-

tion (AE) schemes achieving almost tight multi-user security under adap-
tive corruptions in the standard model. We further optimize construc-
tions of SC, MAC and AE to admit better efficiency.

Furthermore, we consider key leakages besides corruptions, as a natu-
ral strengthening of tight multi-user security under adaptive corruptions.
This security considers a more natural and more complete “all-or-part-
or-nothing” setting, where secret keys of users are either fully exposed
to adversary (“all”), or completely hidden to adversary (“nothing”), or
partially leaked to adversary (“part”), and it protects the uncorrupted
users even with bounded key leakages. All our schemes additionally sup-
port bounded key leakages and enjoy full compactness. This yields the
first SIG, PKE, SC, MAC, AE schemes achieving almost tight multi-user
security under both adaptive corruptions and leakages.

1 Introduction

Cryptography aims to provide two fundamental security guarantees: privacy
and authenticity. Centered around privacy and authenticity, a variety of crypto-
graphic primitives are developed, including public-key encryption (PKE), sym-
metric encryption (SE), digital signature (SIG), message authentication code
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(MAC), signeryption (SC), authenticated encryption (AE), etc. To rigorously
define security notions for these primitives, proper security models have to be
set up according to their working environments and the adversaries’ attacking
abilities. Along the path of proving security, PKE and SE are defined with indis-
tinguishability under chosen plaintext/ciphertext attacks (IND-CPA/CCA), SIG
and MAC are defined with existential unforgeability under chosen message
attacks (EUF-CMA), and SC and AE with both privacy (Priv) and authen-
ticity (Auth). To prove a specific primitive construction achieves the security
goals, the most important technique is security reduction. Roughly speaking, a
security reduction establishes a link from an adversary A against the security of
a primitive to another adversary B solving a well-studied computationally hard
problem, such as the decisional Diffie-Hellman (DDH) and learning with errors
(LWE) problems, with approximately the same running time. The ratio of A’s
advantage € 4 to B’s advantage eg is defined as the loss factor £ := € 4/eg, which
measures the quality of the security reduction.! If ¢ is a small constant, we call
the reduction tight. Tight security is more desirable than non-tight one, since
it enables a theoretically-sound instantiation without the need to compensate a
security loss by increasing key lengths or group sizes, and allows universal key-
length recommendations for applications. Many works (e.g., [10,15,16,18,22,26])
also consider the tightness notion called almost tight, where £ depends at most
linearly (or even better, logarithmically) on the security parameter . For ease
of exposition, we will use the term “tight” to denote “(almost) tight” as conven-
tionally did [15,16,18,22,26], but we will detail the security loss in the security
theorems and scheme comparisons to reflect almost tightness.

Tight Multi-user Security Under Adaptive Corruptions (MU°®). Cryp-
tographic primitives are usually deployed in multi-user settings. But most of
the security models for the primitives only consider single user. This is accept-
able, since single-user security generally implies multi-user security via a security
reduction called hybrid argument. But the price is a large loss factor ¢ at least
n@, where n is the number of users and @ the number of instances per user [6].
Considering billions of users and trillions of running instances over Internet, the
security loss £ can be as large as 20, Such a large loss factor does hurt and has to
be taken into account in the security parameter configuration during the deploy-
ment of primitives over Internet. To avoid a large loss factor that varies with the
number of users and/or the number of target instances, many works [15,16,21]
(to name a few) focus on primitive design with tight multi-user security.
Compared with a single-user setting, a multi-user environment becomes more
involved and leaves more opportunities to adversaries implementing new attacks.
An important attack is key corruption in that the adversary takes full control
of some users and of course their keys. This happens since some adversary may
snatch secrets from some user by system hacking or from key exposure due to

! Strictly speaking, the loss factor is defined as £ := (ea/es) - (T(B)/T(A)), where
T(A) and T(B) denote the running time of A and B, respectively. For reductions
where T(A) and T(B) are approximately the same (as in many related works and
also in this work), the loss factor can be simplified to €4 /eg.
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the user’s bad key management. Therefore, it is reasonable for us to consider
Multi-User security under corruptions, which we denote MU® or more precisely
MUC-XX with notion XX depending on the primitive.? The existing works on
MUS indicates that pursuing tight MU® security is not easy, as shown below.

Technical Difficulties in Achieving Tight MU°® Security. As pointed out
in [12,18], there is a seemingly paradoxical technical problem needing to be
addressed for proving tight MU®-CMA security of SIG. On the one hand, the
security reduction algorithm has to know the signing keys of all users so that it
can successfully answer adversary’s adaptive corruption query without resorting
to a guessing strategy. On the other hand, the reduction algorithm should also be
able to extract an answer to the underlying computationally hard problem from
the adversary’s forged signature. However, if the reduction knows all the signing
keys, it should be able to forge a signature by itself without the adversary.
There exist similar technical problems in achieving tight MU® security for
other primitives. For example, to achieve tight MU“-CPA/CCA security for PKE,
the security reduction algorithm has to know the secret keys of all users to avoid
the loss factor incurred by a guessing strategy. On the other hand, it should also
be able to extract an answer from the adversary’s guessing of challenge bit. This
seems to lead to a similar paradox since the reduction can decrypt the challenge
ciphertexts to learn the challenge bit by itself if it knows all the secret keys.

Impossibility Results on Tight MU Security. In fact, there is a line of
research which showed impossibility results on tight MU security for a class of
PKE, SIG, MAC and AE schemes that meet certain conditions.

— PKE. Bader et al. [5] proved that there exists no tight security reduction
from MU-CPA/CCA security of PKE to non-interactive assumptions, if the
relation between public key and secret key is “unique” or “re-randomizable”.

— SIG. The above impossibility result for PKE also applies to MU*-CMA secu-
rity of SIG, except that the relation is defined for the verification key and
signing key [5]. Alternatively, if the signing algorithm is a deterministic one,
there exists no tight security reduction from MU“-CMA security of SIG to
bounded-round assumptions [30].

— MAC. Morgan et al. [30] showed that if MAC is a deterministic one, then
there exists no tight security reduction from MU°-CMA security of MAC to
bounded-round assumptions.

— AE. Jager et al. [23] proved that if AE satisfies a minimal key uniqueness,
any reasonable reduction from MU€ to single-user security is not tight.

These impossibility results indicate that it is not an easy job to obtain tight
MU€® Security. However, it does not eliminate all hopes as long as we can find
ways bypassing the conditions leading to the impossibility results.

2 For primitives like PKE, SC, AE, we also consider Multi-User Multi-Challenge secu-
rity under corruptions to capture multiple challenge ciphertexts, denoted by MUMCE.



Almost Tight Multi-user Security Under Adaptive Corruptions & Leakages 135

Possibility Results on Tight MU® Security. There are very few construc-
tions in the literature proved to have tight MU® security, even in the Random
Oracle (RO) model.

— PKE. To the best of our knowledge, only one PKE scheme in [27] is proved to
be tightly multi-user multi-challenge CCA secure under adaptive corruptions
(MUMCE-CCA). Tts security proof relies on the RO model.

— SIG. Gjgsteen and Jager [17] and Pan and Wagner [33] proposed tightly
MUS-CMA secure SIG schemes in the RO model. Bader et al. [4] constructed
a tightly MU°-CMA secure SIG scheme in the standard model. Its tree-
based component makes the signature non-compact. Recently, Han et al. [1§]
designed a new MU“-CMA secure SIG in the standard model. Their scheme
enjoys compact signature while having non-compact public parameters (con-
sisting of over a thousand group elements).

It is more desirable to pursue strong MU°-CMA security of SIG, which even
guarantees the hardness for adversary to forge a new signature for an already
signed message, thus additionally ensuring “non-malleablility” of signatures.
Strongly MU®-CMA secure SIG has important applications in building more
complex primitives such as SC [3] and authenticated key exchange (AKE)
[12], where it can help SC to achieve ciphertext integrity (authenticity) [7] and
AKE to achieve strong notion of “matching conversations” security [8] (see
more discussions in [12]). One may want to resort to the Generalized Boneh-
Shen-Waters (GBSW) transform [35] to convert a (non-strongly) secure SIG
scheme to a strongly secure one, with the help of chameleon hash functions.
However, the GBSW transform was originally proposed in the single-user set-
ting, and was recently extended to the multi-user setting in [28], but without
the consideration of corruptions. As noted in [28], it seems difficult to show
that the GBSW transform also works under corruptions and preserves the
tightness, i.e., converting a tightly MU°-CMA secure SIG scheme to a tightly
and strongly MU®-CMA secure one. The reason is, the resulting SIG scheme
contains the trapdoor of chameleon hash in its secret key, thus corruption of
secret key means revealing of trapdoor, which is not supported by the security
of chameleon hash [28].

Up to now, only one SIG scheme in a recent work [12] is proved to have tight
strong MU-CMA security, based on the RO model.

— SignCryption(SC). In [9], Bellare and Stepanovs defined multi-user secu-
rity for SC to cover both insider and outsider security. Their security notions
are essentially multi-user CCA security under adaptive corruptions which
considers both privacy (MUMC®-Priv) and authenticity (MUMC®-Auth). They
also designed a SC scheme with security proved in the RO model.

— MAC and AE. Note that SIG naturally implies a MAC scheme and SC
implies an AE scheme. As far as we know there is no approach to tight MU°-
CMA security other than derived from SIG. Similar statement holds for AE.

Up to now, there exists no PKE scheme achieving tight MUMC®-CCA security,
no SIG and MAC achieving tight strong MU-CMA security, and no SC and AE
achieving tight MUMC®-Priv& Auth in the standard model. The challenges are:
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Can we fill the aforementioned blanks on tight MU security in the standard
model? Can we step even forward by considering tight multi-user security under
not only adaptive corruptions but also key leakages?

1.1 Owur Contributions

We propose generic constructions for a bunch of primitives and prove their tight
multi-user security under adaptive corruptions and key leakages.

e We propose generic constructions of SIG, PKE, SC, MAC, AE and prove
their MU® security with tight security reductions. The instantiations yield
the following concrete schemes from the matrix DDH (MDDH) assumptions
[14] (which corresponds to the standard DDH, k-Linear assumptions under
different parameters) over asymmetric pairing groups in the standard model:

— the first PKE scheme achieving almost tight MUMC®-CCA security;

the first SIG scheme achieving almost tight strong MU°-CMA security;

— the first SC scheme achieving almost tight MUMC®-Priv& Auth security;

the first MAC scheme achieving almost tight strong MU*-CMVA security;

— the first AE scheme achieving almost tight MUMC®-Priv & Auth security.
Moreover, all our schemes are fully compact, i.e., all the parameters, keys,
signatures, ciphertexts consist of only a constant number of group elements.

e We formalize stronger multi-user security notions for the primitives under
not only adaptive corruptions but also key leakages, denoted by MU In
addition to MUS, the MU' security protects the uncorrupted users even if
adversary also obtains bounded leakage information on their secret keys.
Key leakage [2,32] is closely related to corruption, especially in the multi-
user setting, and MU' is a natural strengthening of MUS. The reason is
as follows. Existing MUC security considers an “all-or-nothing” setting, where
secret keys of users are either fully exposed to adversary (“all”) or completely
hidden to adversary (“nothing”), and it protects the uncorrupted users. In
realistic environments, there would naturally be users whose secret keys are
only partially leaked to adversary (“part”). These users sit in a situation that
is neither “all” nor “nothing”. The new MUyt security additionally takes into
account the security of these users. Hence the new MU security considers
a more natural and more complete setting of “all-or-part-or-nothing”.
Thanks to the leakage resilience property of the building blocks, the almost
tight MU® security of all our SIG, PKE, SC, MAC, AE schemes can be fur-
ther strengthened to support key leakage, thus achieving almost tight My«
security.

e At the heart of our constructions is new technical tool called Publicly-
Verifiable Quasi-Adaptive Hash Proof System and a set of new properties
for it. These, together with our novel tight proof strategies for handling cor-
ruptions, help us circumvent the seemingly paradoxical technical problems.

We refer to Table 1 and Table 2 for comparisons of our SIG and PKE with known
schemes, respectively.
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In summary, our work shows that almost tight MU® security (and even
together with full compactness) for SIG, PKE, SC, MAC and AE are achievable
in the standard model. Moreover, our MDDH-based schemes support bounded
key leakages as well, thus our work also provides the first schemes achieving
almost tight My« security, no matter in the standard model or RO model.

Table 1. Comparison of signature (SIG) schemes that have (almost) tight MU-CMA
security under adaptive corruptions (MU°-CMA). The column Standard Model shows
whether the security is proved in the standard model. The column Strong Security
shows whether the scheme is proved strongly existentially unforgeable. The column
Corruption? asks whether the security is proved in the presence of adaptive corrup-
tions. The column Leakage? asks whether the security is proved additionally in the
presence of key leakages, and if so, a leakage rate (defined as the ratio of leakage amount
to secret key size) is presented. The column Full Compactness shows whether the
scheme is fully compact (i.e., all the public parameters pp, verification key vk, signing
key sk and signature o consist of only a constant number of group elements or lattice
vectors), and if not, the non-compact part is presented. The column Security Loss
shows the security loss factor of the reductions, where A denotes the security parameter.
The column Assumption shows the computational assumption on which the security
is based.

SIG Scheme Sﬁgigd Ssetcl:;)rriltgy Corruption? | Leakage? |Full Compactness Seﬁz;ty‘ Assumption
BHIKL [4,21] | v - v \ - | x (non-compact o) | O(1) | MDDH
G x \ v \ \ v ow | DDH
DGIL[12] | x " v . v O(1) | DDH or ¢-Hiding
HIKLPRS [18] | v/ x| v \ - |  (non-compact pp) | O(A) | MDDH
PW [33] ‘ X ‘ v ‘ ‘ x (non-compact vk) | O(1) ‘ LWE
Our SIGmppH v v v v (2 —0(1)) v O(log \) MDDH

Table 2. Comparison of public-key encryption (PKE) schemes that have (almost) tight
MUMC-CCA security under adaptive corruptions (MUMCS-CCA) or key leakages. The
columns have similar meanings as those in Table 1.

PKE Scheme Sﬁﬁiiid Corruption? | Leakage? ‘Full Compactness Seﬁz:;ty‘Assumption
HLLG [20] v - v <1lTs —o(1)) v O(log \) MDDH
LLP [27] X v - Ve 0o(1) CDH

Our PKEmppH v v v (% —o(1)) v O(log \) MDDH

2 Technical Overview

In this section, we provide a technical overview of our results. We show the main
ideas in our generic constructions of SIG and PKE, and give a high-level overview
of their tight MU security proofs in Subsect. 2.1 and Subsect. 2.2, respectively.
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We describe our SC, MAC and AE constructions and how to optimize them
in Subsect. 2.3. Then in Subsect. 2.4, we explain the instantiations from the
MDDH assumptions and explain why our aforementioned constructions support
key leakage and achieve tight MUy security. Finally, in Subsect. 2.5, we compare
our technique with existing techniques for tight MU® security.

2.1 Our SIG: Technical Overview

Our starting point is a useful tool called Quasi-Adaptive Hash Proof System
(QA-HPS), which was proposed by Han et al. [20] for achieving tight leakage
resilient security of PKE. QA-HPS generalizes HPS [11] with a collection . =
{L,}, of NP-languages (£, C X') and a family of projection functions c.). The
projection key is determined by pk := «,(sk), hence depends on language L,.
Meanwhile, QA-HPS has two ways of computing the hash value Agx(z): the
public evaluation Pub(pk,z,w) for the instance x € £, with witness w, and the
private evaluation Priv(sk,z) for z € X. Its correctness requires Pub(pk, z, w) =
Priv(sk,z) = Ag(x) for x € L,. Moreover, the subset membership problem
(SMP) asks the computational indistinguishability of & «s £, and = «s X

Another technical tool is Quasi-Adaptive Non-Interactive Zero-Knowledge
argument (QA-NIZK) proposed by Jutla and Roy [24], where the common refer-
ence string crs depends on language £,. For tag-based QA-NIZK [25], there are
two ways of generating a proof 7 for « € £, w.r.t. tag 7: Prove(crs, 7, z, w) using
a witness w for & € £,, and the simulator Sim(crs, tdes, 7, ) using a trapdoor
tders. With Vrfyyzk (crs, 7, 2, ), one can verify whether 7 is a valid proof. Perfect
zero-knowledge requires that the proofs generated by Prove and Sim are iden-
tically distributed. Besides, unbounded simulation-soundness (USS) [1,22,34]
stipulates that a PPT adversary cannot prove a false statement x ¢ £,, even if
it can obtain multiple simulated proofs for instances not necessarily in £,.

QA-HPS and HPS have found wide applications in designing PKE [11], MAC
[13], etc. However, there are rarely applications in building SIG schemes, mainly
because the designated-verifier style inherent in (QA)HPS is insufficient to sup-
port public verification of SIG. To fill the gap, we propose a new tool.

Publicly-Verifiable QA-HPS. The core technical tool underlying our SIG
construction is a Publicly- Verifiable variant of QA-HPS, or PV-QA-HPS in short,
which enables public verification of hash values with an extra verification key.
We introduce a verification key generation function v(-) to compute verification
key vk := v(sk), and a verification algorithm Vrfyyps(vk, x, hv) to check whether
an element hv equals the hash value Az, (2) of x with the help of vk.

We also define two important properties for PV-QA-HPS, which play essen-
tial roles in the tight security reduction of our SIG.

e Verification soundness. It is a computational property requiring that, given
all secret /verification key pairs {(ski, vk;) }ig[n), it is hard for any PPT adver-
sary to come up with an index i* € [n], an instance 2* € X and a hash value
hv* which is false but passes the verification w.r.t. key pair (sk;«, vk;-), i.e.,
hv* # Agp.. (x*) but Vrfyyps(vk;, z*, ho*) = 1.
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o (%), Z)-One-Time(OT)-extracting. It is a statistical property parameter-
ized by two language collections %y = {L,,},, and Z = {L,},. It demands
that the hash value Ag,(2*) for any z* € £, € Z retains a large enough
min-entropy, even conditioned on the verification key vk = v(sk) and the
projection key pk,, = a,,(sk) w.r.t. language L,, € Z. This min-entropy
makes sure that any (unbounded) adversary is unable to guess the correct
hash value Agg(x*), except with a negligible probability.

Our SIG from PV-QA-HPS and QA-NIZK. The building blocks for our
SIG construction consists of a PV-QA-HPS scheme PVQAHPS = («(., v(-), Pub,
Priv, Vrfyyps) for both language £, € £ and language £,, € %3, a tag-based
QANIZK = (Prove, Vrfyyzx, Sim) for £, and a collision-resistant hash function
H. The signing and verification keys of SIG are just the secret key sk and
verification key vk = v(sk) of PVQAHPS. The signature for message m is

o:=(x s L,, d:=Priv(sk,z), 7m:= Prove(crs, 7, z,w) ), with 7 := H(vk,m).

The verification of SIG checks Vrfyyps(vk, x,d) = 1 and Vrfyy gk (crs, 7,2, 7) = 1.

In the strong MU-CMA security model, adversary A adaptively issues user-
message pairs (¢,m) to the signing oracle and obtains valid signatures o. It can
also issue corruption queries and get the corresponding signing keys. A tries to
output a fresh and valid forgery (i*,m*,o*) ¢ {(i,m,0)} for an uncorrupted
user 7*.

Our tight strong MU®-CMA security proof goes with three steps. See also
Fig. 1 for a graphical high-level overview.

Step 1. Switch language from £, to £,, for signing queries. Through
signing queries, A obtains a bunch of tuples (i,m,c = (x,d, 7)), where o is a
valid signature of m under sk;.

e According to the perfect zero-knowledge of QANIZK, the computation of
m by Prove can be replaced by Sim without any witness of x € £,,.

e By the hardness of (multi-fold) SMP, the samplings of all 2 can be changed
from x «—s L, to x s L.

e For x € L,, with witness w, d := Priv(sk;,z) = Pub(a,, (sk;), z,w). So

o= (z s L,, d:=Pub(ay,(sk;),z,w),n = Sim(crs, tders, 7, ) ).

Now a,, (sk;) (out of the whole sk;) suffices for generating o.

Step 2. Restrict language from X to £, in the forgery. A’s forgery
(i*,m*, o* = (a*,d*,7*)) is successful if it is fresh and passes the valid-
ity check Vrfyypg(vki«,x*,d*) = 1 A Vrfyy gk (crs, 7%, 2%, 7*) = 1 with 7% :=
H(vki,m*).

3 This means that PVQAHPS works correctly both for 2 € £, with pk = a,(sk) and
x € Ly, with pk = ap, (sk).

4 Here p is part of the public parameters of SIG and is chosen from the language
collection .Z by the setup algorithm of SIG, while w is a witness for x € £, and is
picked along with x «<s £, by the signing algorithm of SIG.
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_. VerificationKeys _________________________. . Corruption Queries

{vk; = v(sk;)} {ski}

_. Signing Queries .__________________________ ... :

! Step 1: SMP 1

Poxel, i > x € Ly ;
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S X g P ; Forgery fails since
é Vifyyps vk, @, d*) = 17 Step 2: Verification Suundnes; d* = Priv(ski-, )7 s d* # Priv(ski-, z*)

Fig. 1. The high-level overview of our proof strategy for tight strong MU°-CMA security
of SIG. The black arrows illustrate language switches, and the blue arrows as well as
the blue brace show the applications of quasi-adaptive properties. (Color figure online)

e By the verification soundness of PVQAHPS, the check of Vrfyypg (vk;x, z*,
d*) =1 can be replaced by d* = Priv(sk;«,z*).

e The USS property of QANIZK makes sure that z* € £, in the forgery,
except with a negligible probability.

Strategy for corruptions in reductions. Note that in the above two steps,
when reducing to SMP or QANIZK, the reduction algorithms can choose all
users’ signing keys themselves. As for the verification soundness of PVQAHPS,
the reduction algorithm gets all users’ signing keys from its own challenger.
Therefore, all of them are able to handle A’s adaptive corruption queries.

Step 3. A’s forgery fails due to the (%),.¢)-OT-extracting property.
Now all information about sk;« that A learns from the signing queries is
limited to the projection key a,,(sk;+) on language L,,. On the other hand,
x* in A’s forgery is restricted in £, and A wins only if d* = Priv(sk;«, ™).
By the (%, Z)-OT-extracting property of PVQAHPS, A hardly succeeds.

How We Circumvent the Seemingly Paradoxical Technical Problem.
Now we conclude how we circumvent the paradoxical technical problem for
achieving tight strong MU°-CMA security of SIG: our proof goes with a con-
stant number of computationally indistinguishable changes to arrive at a final
game where the technical problem has turned into a statistical one.

(1) All the reduction algorithms to computational properties or problems pos-
sess the signing keys of all users to handle adaptive corruption queries.

(2) After arriving at a statistical problem ({%, £)-OT-extracting property), it
is hard for the adversary to forge valid signature information-theoretically.

How We Circumvent the Existing Impossibility Results. Below we
explain how we circumvent the impossibility results on tight MU security. Recall
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that the impossibility results apply to a SIG scheme when the relation between
the verification key and the signing key is “unique” or “re-randomizable” [5], or
the signing algorithm is a deterministic one [30].

Firstly, the signing algorithm of our SIG is not a deterministic one since it
samples a random element = from £, with witness w.

Next, we show that the relation between the verification key vk = v(sk) and
the signing key sk of our SIG is neither “unique” nor “re-randomizable”, by the
properties we defined for PV-QA-HPS.

— The relation is not “unique” due to the statistical (%, Z)-OT-extracting
property of PV-QA-HPS. Suppose, towards a contradiction, that the relation
is unique, then an (unbounded) adversary can uniquely determine sk from
v(sk), and thus break the property easily by computing hv* = Agk(x*) for
any ¥ € L,.

— The relation is not “re-randomizable” due to the verification soundness prop-
erty of PV-QA-HPS. Suppose, towards a contradiction, that the relation
is re-randomizable, then for any user ¢* € [n], an adversary can resample
another ski. from vk;» and sk;«, such that vk;x = v(sk;x) = v(sk..). Then
the adversary picks z* from X uniformly, computes hv* = Ask;* (z*) using

ski., and outputs (i*,z*, hv*). On the one hand, since vk;« is also the verifi-

cation key of ski., i.e., vk;» = v(skj.), hv* passes the verification w.r.t. vk;«,

i.e., Vrfyyps (vk+, *, hv*) = 1. On the other hand, we have skj. # sk;« with

high probability (> 1/2, by the fact that the relation between vk and sk is not

unique, as shown above), thus hv* = Ay (%) # Agk,. (2*) with high prob-
ability. Consequently, the adversary breaks the verification soundness with
high probability.

Of course, being neither “unique” nor “re-randomizable” nor “deterministic”
is only a necessary condition for tight MU security. To achieve tight MU secu-
rity, the cooperation of PV-QA-HPS and QA-NIZK in the design of our SIG as
well as the nice properties of PV-QA-HPS play the most important roles.

2.2 Our PKE: Technical Overview

Our PKE is built upon the recent work [20], where the concept of QA-HPS
was proposed to construct PKE with tight leakage resilient security. That tight
security heavily relies on two statistical properties of QA-HPS: key-switching
and universal. Intuitively, (&, %)-key-switching requires that conditioned on a
projection key a,(sk) w.r.t. language £, € .Z, the projection key a, (sk) w.r.t.
language L,, € £y can be switched to «,,(sk’) for an independent key sk’.

The PKE in [20] makes use of three QA-HPS schemes, one for masking the
message and the other two for proving the well-formedness of ciphertext. As
far as we understand, it is hard to prove the tight security of their PKE under
adaptive corruptions, since their proof strategy that increases the entropy in
secret keys gradually does not work in the presence of corruptions.

To support corruptions in the tight security, (1) we define new properties for
QA-HPS, (2) we use another approach: QA-HPS with new properties to mask
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the message and QA-NIZK to prove the well-formedness of ciphertext, and (3)
we develop a new proof strategy to achieve tight MUMCS-CCA security.

QA-HPS with New Properties. We define two new properties for QA-HPS.

e Multi-language multi-fold SMP. This new type of SMP asks the comp-
utational indistinguishability of (xij s Ly)icm) jelol] and
(z;; s L m)le (n].jelq)s Where £, € £, and L P S L P € % are n inde-
pendent languages chosen from %. Jumping ahead this new SMP enables
us to switch the language £, to different languages {,Cpél)}ze[n] for different
users in our tight proof.

o Zp)-Multi-key multi-extracting. It demands the pseudorandomness of
multiple hash values {Asx, (2;)}iem,jejo) of multiple instances x1,...,2q €
L,, under uniformly and independently chosen keys sky, ..., sk,,.

Our PKE from QA-HPS with New Properties and QA-NIZK. The
secret and public keys of PKE are just the secret key sk and projection key
pk = a,(sk) of QA-HPS for language £,. The ciphertext for plaintext m is

c:=(x s L,, d:=Pub(pk,z,w)+m, 7 := Prove(crs, 7,z,w)), withr := H(pk,d).

The decryption of ¢ = (z,d, ) checks whether Vrfyyz«(crs,7,z,7) = 1 and
recovers m := d — Priv(sk, x) after a successful check.

It is interesting to note that our PKE shares a similar design with our SIG.
However, their tight proofs are quite different.

In the MUMC®-CCA security model, adversary A adaptively issues encryption
queries (i*,mg, m1) to encryption oracle and obtains challenge ciphertexts ¢* =
(x*,d*,7*) that encrypts mg under pk;~, where 3 «s {0, 1} is the challenge bit.
It can issue corruption queries and get the corresponding secret keys, and issue
decryption queries (i,¢ = (z,d, 7)) and obtain the decryption of ¢ under sk;.
Finally A outputs a guessing bit 4" and wins if 5’ = (.

Our tight MUMC®-CCA security proof goes with five steps. See also Fig. 2 for
a graphical high-level overview.

Step 1. Switch language from £, to {Ep(i*)}i*e[n] for encryption queries.
0

Through encryption queries (i*, mg, m1), A obtains multiple challenge cipher-
texts ¢* = (a*,d*, 7).
e According to the perfect zero-knowledge of QANIZK, the computation of
7 by Prove can be replaced by Sim without any witness of 2* € £,.
e By the correctness of QAHPS, the computation of d* by Pub can be
replaced by d* := Priv(sk;-,2*) + mg, without any witness of z* € L,,.
e By the new multi-language multi-fold SMP, for each user i*, the samplings
of all z* can be changed from z* <s £, to x* «s ;Cp(()i*

e For each user i*, since z* € L PG with witness w*, we have d* =
Priv(ski«, x*) +mg = Pub(a (1*)(sk ), ¥, w*) + mg. Hence
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Fig. 2. The high-level overview of our proof strategy for tight MUMC®-CCA security of
PKE. The black arrows illustrate language switches, and the blue arrows as well as the
blue brace show the applications of quasi-adaptive properties. (Color figure online)

= (a* s ,Cpm), d* = Pub(apm)(ski*),x*,w*) + mg, ©™ := Sim(crs, tders, 7, 27) ).
0 0

Now {ozpém (skix)}isepn) (out of whole {sk;«};-¢[n)) suffices for generating c*.
Step 2. Restrict language from & to £, for decryption queries. For query

(i,c = (z,d, 7)), A obtains m := d — Priv(sk;, x) if Vrfyyzk(crs, 7,2, 7) = 1.
e The USS property of QANIZK makes sure that A obtains m only ifx € £,

in the decryption query, except with a negligible probability.

Hence A learns only {c,(sk;) }ic[n) (out of {sk;};c[n)) from decryption queries.
Step 3. Switch {sk;- };-¢[,,) to new keys {skj. };- [, for encryption queries.
Note that to avoid trivial attacks, A is not allowed to corrupt those users i* for
which A issues encryption queries. Thus for such users i*, after the first two
steps, A’s information about sk;» can be summarized by a,(sk;-) (involved
in public keys and decryption oracle) and Q6 (sk;+) (involved in encryption

oracle).
e According to the (&, .%)-key-switching property of QAHPS, ) (sk;x)
0

can be switched to %) (ski.) to compute d* for encryption queries, with
0

sk}. uniformly and independently chosen.
Though there are n switches, it does not lead to a loose security reduction,
since key-switching is a statistical property of QAHPS.
As aresult, new independent secret keys {ski. };«c,) are split from the original
{ski- }i*e[n]7 and are only used for answering encryption queries.

Step 4. Switch languages {ﬁpgi”}i*e[n] to £,, for encryption queries.
The argument is similar to step 1. As a result, the computation of d* :=
Pub(ozp(()m (skj.),z*, w*)+mg is changed to d* := Pub(a,, (skj.),z*, w*)+mg,
which is equivalent to d* := Az (z*) + mg.

Step 5. Plaintexts mg are perfectly hidden due to the .£)-multi-key-
multi-extracting property. Note that the new keys {ski. };-¢[, are uniform
and only used for computing d* := Ask;* (x*) +mg.
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e By the Zy-multi-key-multi-extracting of QAHPS, the hash values
Agpr, (z*) are pseudorandom, so all the d*’s can be replaced by random
elements.

Hence d* perfectly hides mg, and 4 has no advantage in guessing 3.

Strategy for corruptions in reductions. Similar to the security reductions
for SIG, the reduction algorithms in steps 1, 2, 4, 5 can handle A’s adaptive
corruption queries by choosing all users’ secret keys themselves.

In particular, in step 5, new keys {skj. };-c[n (for answering encryption
queries) have been split from {sk;-};-¢[n) (for answering adaptive corrup-
tions, decryption queries and generation of public keys). Thus the reduction
algorithm to the .Zj-multi-key-multi-extracting property of QAHPS is able to
implicitly set {sk;. };+e[n] as the keys chosen by its own challenger, but choose
{ski= }i+e[n) itself to deal with A’s adaptive corruption queries.

How We Circumvent the Seemingly Paradoxical Technical Problem.
Now we conclude how we circumvent the paradoxical technical problem for
achieving tight MUMC®-CCA security of PKE: our proof goes with a constant
number of computationally indistinguishable changes, as well as n statistical
changes, to arrive at a final game where the challenge ciphertexts are no longer
generated by the users’ real secret keys.

(1) All the reduction algorithms to computational properties or problems pos-
sess the secret keys of all users to handle adaptive corruption queries.

(2) With n statistical changes ({.Z, %)-key-switching), new and independent
secret keys (for generating challenge ciphertexts) have been split from real
secret keys (for corruption and other queries), ready for the final game.

(3) In the final game, the reduction algorithm (for Zp-multi-key-multi-
extracting) can embed its challenge instances in the new secret keys to
randomize challenge ciphertexts, and sample the real secret keys itself to
handle adaptive corruption queries from the adversary.

How We Circumvent the Existing Impossibility Results. Recall that
the impossibility results apply to a PKE scheme when the relation between the
public key and the secret key is “unique” or “re-randomizable” [5]. For reasons
similar to our SIG (as shown in Subsect. 2.1), we can show that the relation
between the public key pk = a,(sk) and the secret key sk of our PKE is neither
“unique” nor “re-randomizable”, by the new properties we defined for QA-HPS.

2.3 Owur SC, MAC and AE: Technical Overview

Our SC. There are a variety of constructions for building SignCryption (SC)
from SIG and PKE, encompassing “Encrypt-then-Sign”, “Sign-then-Encrypt”,
“Encrypt-and-Sign”, etc. [3,9]. However, there is no SC available with tight
MUMCE-Priv& Auth (multi-user multi-challenge CCA privacy and authenticity
under corruptions) in the standard model. As far as we see, this is mainly due
to the missing of tightly strongly MU secure SIG and tightly MU secure PKE.
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Our SIG and PKE constructions fill the blank and immediately lead to tightly
MUMC®-Priv & Auth secure SC.

Moreover, we can optimize the SC construction by taking advantage of the
similar structures and compatible underlying building blocks of our SIG and
PKE. In our optimized construction of SC, we integrate the ciphertext of PKE
and signature of SIG in a more efficient way of reusing the instance x € £, and
the proof 7 of QANIZK, and the signcryption of message m is now given by

c:=(x s L,, d:=Pub(pk,,z,w)+m, d:= Priv(gzs,z), m := Prove(crs, T, z, w)),

where 7 := H (%s, pk;r,d,cj)7 pk,. is receiver’s public (encryption) key and sk
sender’s secret (signing) key. The tight MUMC®-Priv& Auth security of our SC
can be proved similar to the tight MU® security of PKE and SIG.

Our MAC and AE. A SIG scheme is itself a MAC scheme and a SC scheme is
an AE scheme, when taking the secret key as the symmetric key. Therefore, our
SIG and SC constructions immediately lead to a strongly MU“-CMA secure MAC
and MUMC®-Priv& Auth secure AE. However, we can do more about MAC since
it does not need public verification. We provide a more efficient MAC following
our SIG construction but replacing the building block PVQAHPS by QAHPS
with new properties. Furthermore, the security of MAC can also be improved
to an even stronger notion, namely strong MU“-CMVA security, which considers
chosen verification attacks as well [13] in addition to strong MU*-CMA.

2.4 Instantiations from MDDH Assumptions and Leakage Resilience

Instantiations. We instantiate PV-QA-HPS and QA-HPS with new properties
from the MDDH assumptions. The associated language collections . and %, are
independently generated linear subspaces [25]. The instantiations stem from the
DDH-based HPS proposed by Cramer and Shoup [11], and rely on pairing groups
to accomplish public verifiability of PV-QA-HPS, inspired by [25]. We provide
tight security proofs for the properties of PV-QA-HPS and QA-HPS based on
MDDH. Below we give a high-level overview of our PV-QA-HPS instantiation.
We rely on an asymmetric pairing group (G1, Gz, Gr, ) of prime order p with e :
G1 x Ga — Gr. We use implicit representation of group elements [14], namely,
using [-]1, [‘]2, [-]r to denote component-wise exponentiations in respective groups
Gh G27 GT-

e Let us start with the Cramer-Shoup HPS [11]. We describe the MDDH-
based generalized version with k& > 1 the MDDH parameter (k = 1 corre-
sponds to the original DDH-based version). The hashing key is sk = K €
Zf(,kﬂ)x(%ﬂ) and the projection key is pk = [KA]; on a linear subspace

language £, = Span([A]1) = {[c]:|3 w € ZF, sit. [c]y = [Aw];} with

p=[A]; € GngH)Xk. For an instance [c]; = [Aw]; € L,, the HPS hash
value is given by [hv]; =

(private evaluation) K -[c]; = [KA]; -w (public evaluation).
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e To support public verification, we resort to pairing technique, inspired by
the Kiltz-Wee QA-NIZK [25]. We use vk = [K "By as the verification key

with matrix [B]y € GY** defined by the MDDH assumption. Then, the

correctness of hash value [hv]; < [Kc]; can be verified publicly via pairing:

?

e([hv ']y, [B]2) = e([c"]1, [K'B]2) (= [(Ke) B]r).

Verification soundness. This is tightly implied by the Kernal Matrix DH
(KerMDH) assumption [31], which in turn is implied by the MDDH assump-
tion [31]. If the adversary is able to produce an incorrect hash value [hv]; #
[Kc]; but passes the public verification e([hv |1, [B]2) = e([c']1, [KBl2),
then [hv—Kc]; is a non-zero element such that e([(hv—Kc) "]y, [B]2) = [0]7,
resulting in a solution to the KerMDH problem defined by [B]s.

(L, Z)-OT-extracting. This holds information-theoretically, where £,, =
Span([Ag]1) € % and £, = Span([A];) € .Z with py = [Ag]; € G{ZFH*F
chosen independently of p = [A];. Note that Ay is (2k+1) by k, Bis (k+1)
by k, and sk = K is (k 4+ 1) by (2k + 1) matrices. Given the projection key
pkp, = [KAo]1 w.r.t. £,, and vk = [K' BJa, the hashing key sk = K reserves
entropy in its projection on the kernel of Ay and B. Then for any (non-zero)
instance [c]; € £, = Span([A]1), [c]: is outside L,, = Span([Ag]1), thus the
reserved entropy of sk = K is transmitted to the hash value [Kcl]; so that
the adversary can hardly guess [Kc]; correctly. This holds even if some extra
(bounded) information of sk = K is leaked to the adversary.

The instantiation of tag-based QA-NIZK can be adapted from the QA-NIZK
scheme proposed by Abe et al. [1], which has tight USS based on MDDH.

According to our generic constructions, the instantiations of PV-QA-HPS,
QA-HPS and tag-based QA-NIZK result in concrete SIG, PKE, SC, MAC, AE
schemes with tight MU® security from MDDH in the standard model.

Leakage Resilience. Note that HPS is intrinsically leakage resilient [32]. The
leakage resilience can naturally extend to QA-HPS [20], and also to PV-QA-HPS.
More precisely, we define leakage-resilient-(.%p, £ )-OT-extracting property for
PV-QA-HPS (cf. Sect.4) and adopt the leakage-resilient-(.¥, %)-key-switching
for QA-HPS defined in [20], which are met by our MDDH-based instantiations.
This shows that all our SIG, PKE, SC, MAC, AE schemes not only have tight
MUS security but also support key leakage, thus achieving tight MU security.

The tight MUy security protects our schemes from key leakages on the
uncorrupted users besides adaptive corruptions. When used in the construction
of more advanced protocols, the applications of our tightly MU secure primi-
tives may also improve the security of the protocols to be leakage resilient ones.
For instance, we can always make a drop-in replacement of the tightly MU®
secure SIG with our tightly MU' secure SIG in the construction of tightly
secure authenticated key exchange (AKE) protocols [4,18,29] where the signing
key of SIG serves as the long-term secret key of AKE, and the resulting AKEs
readily augment their tight security with leakage-resilience.
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Moreover, our tightly MUMC®'-CCA secure PKE scheme has essential
improvements in terms of leakage resilience beyond corruptions, compared with
the tightly leakage-resilient CCA-secure PKE scheme in [20]. See Table 2. Con-
cretely, (1) our leakage rate is 5 —o(1) while theirs is 5 —o(1); (2) our multi-user
leakage model is stronger than theirs, since their model [20, Appendix A.1] does
not allow any leakage queries to any user after the very first encryption query to
any user, while our model allows leakage queries for any particular user until the
first encryption query to that user (cf. Definition 16 in Subsect. 6.1). Informally
speaking, our PKE achieves the stronger multi-user leakage resilience mainly due
to the introduction of multi-language multi-fold SMP, which helps to switch £,
to different and independently chosen languages {Ep((]i)} for different users, thus

the leakages w.r.t. different users can be handled independently.

2.5 Comparison with Existing Techniques for Tight MU® Security

Most existing works on tight MU€ security [4,12,17,27] designed their schemes in
a “double encryption/signing” fashion (the only exception is [18]), and the secret
key of their schemes consists of only one key (say skg) out of two possible keys
(say sk, sk1). For example, in [4,27], their PKE encrypts plaintext by running
a “sub-encryption procedure” twice (possibly in a correlated way), resulting in
a ciphertext containing two “sub-ciphertexts” of the plaintext, and there are
two decryption ways according to which possible key (sko or ski) is used. In
their tight MU® security proofs, the reduction algorithms always possess the real
secret keys (sko) of all users, while embed the challenges in the other possible
keys (sk1). With this strategy, their reductions can handle adaptive corruptions.

In contrast, all our constructions are different from the “double encryp-
tion/signing” design. For example, it is hard to split the ciphertext of our PKE
to two “sub-ciphertexts”. So the proof strategy in [4,12,17,27] does not apply.

We develop two different novel proof strategies for tight strong MU®-CMA
security of SIG and tight MUMC®-CCA security of PKE (cf. Fig.1 and Fig. 2),
respectively. At a high level, we do not “double” the secret key by construction,
but “split” the key during our tight proofs, which can be summarized as first
“switch the languages for different oracles” then “apply quasi-adaptive prop-
erties” (such as (%, Z)-OT-extracting, (£, % )-Key-switching, %,-Multi-key
multi-extracting).

3 Preliminaries

Notations. Let A € N denote the security parameter throughout the paper, and
all algorithms, distributions, functions and adversaries take 1* as an implicit
input. Let () denote the empty set. If x is defined by y or the value of y is
assigned to x, we write z := y. For n € N, define [n] := {1,2,...,n}. For a set X,
denote by = «s X the procedure of sampling z from X uniformly at random.
If D is distribution, x <—s D means that = is sampled according to D. All our
algorithms are probabilistic unless stated otherwise. We use y <s A(x) to define
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the random variable y obtained by executing algorithm A on input z. We use
y € A(x) to indicate that y lies in the support of A(x). If A is deterministic
we write y «— A(z). We also use y «— A(x;r) to make explicit the random
coins 7 used in the probabilistic computation. Denote by T(A) the running time
of A. “PPT” abbreviates probabilistic polynomial-time. Denote by poly some
polynomial function and negl some negligible function.

The syntax of signature (SIG), public-key encryption (PKE) and the defini-
tion of collision-resistant hash functions are presented in the full version [19].

3.1 Language Distribution
We formalize a collection of NP-languages as a language distribution.

Definition 1 (Language Distribution). A language distribution £ is a
probability distribution that outputs a language parameter p as well as a trapdoor
td in polynomial time. The language parameter p publicly defines an NP-language
L, C X,. For simplicity, we assume that the universe X, is the same for all
parameters p output by all distributions £, and denoted by X. The trapdoor
td is required to contain enough information for efficiently deciding whether an
instance x € X is in L,. We require that there are PPT algorithms for sampling
x s L, uniformly together with a witness w and sampling x <s X uniformly.

A language distribution is associated with a subset membership problem
(SMP), which asks whether an element is uniformly chosen from £, or X. SMP
can be extended to multi-fold SMP by considering multiple elements.

Definition 2 (SMP). The subset membership problem (SMP) related to a
language distribution £ is hard, if for any PPT adversary A, it holds that
AdvZ? (N) == | Pr[A(p,2) = 1] — Pr[A(p,2’) = 1]| < negl()), where the proba-
bility is over (p,td) «—s L, x s L, and z’ —s X.

Definition 3 (Multi-fold SMP). The multi-fold SMP related to a lan-
guage distribution £ is hard, if for any PPT adversary A and any poly-
nomial Q = poly(X), it holds that AdVZ"P 5 (N) = [Pr[A(p,{z;}jeiq) =
1] = Pr[A(p, {7 }jeq) = U < negl()), where (p,td) «s &, x1,...,2q s L,
and T, ...,z s X.

3.2 Quasi-Adaptive Hash Proof System

Hash proof system (HPS) was proposed by Cramer and Shoup [11], and turned
out to be a powerful tool in a wide range of applications. Han et al. [20] general-
ized HPS in a quasi-adaptive setting, termed as Quasi-Adaptive HPS (QA-HPS),
by allowing the projection key to depend on the specific language £, for which
hash values are computed. We give the definition of QA-HPS according to [20].

Definition 4 (QA-HPS). A quasi-adaptive hash proof system (QA-HPS)
scheme QAHPS = (Setupyps, a(.y, Pub, Priv) for a language distribution £ con-
sists of four PPT algorithms:
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— PPups <3 Setupyps: The setup algorithm outputs a public parameter ppyps,
which implicitly defines a hashing key space SK, a hash value space HYV, and
a family of hash functions Ay : X — HV indexed by hashing keys sk € SK,
where X is the universe for languages output by £ .

We require that Ay is efficiently computable and there are PPT algorithms
for sampling sk «—s SKC uniformly and sampling hv «<s HY uniformly. We
require ppyps to be an implicit input of other algorithms.

- pk, «— a,(sk): Taking as input a hashing key sk € SK, the projection algo-
rithm indexed by language parameter p outputs a projection key pk,,.

— hv «— Pub(pk,,z,w): Taking as input a projection key pk, = a,(sk) specified
by p, an instance v € L, and a witness w for v € L,, the public evaluation
algorithm outputs a hash value hv = Ag(x) € HV.

— hv « Priv(sk,x): Taking as input a hashing key sk and an instance © € X,
the private evaluation algorithm outputs a hash value hv = Ag(x) € HV.

Correctness requires that for all (p,td) € Z, ppyps € Setupyps, sk € SK, x € L,
with witness w, pk, := a,(sk), it holds that Pub(pk,, x,w) = Ag(x) = Priv(sk, ).

We can naturally define QA-HPS for two language distributions . and %4,
by requiring correctness to hold not only for language parameters p output by
£, but also for language parameters py output by .%.

We recall a statistical property of QA-HPS from [20], parameterized by k € N
and two language distributions ¥, %, called k-leakage-resilient(LR)-(£, %0)-
key-switching. Informally speaking, it stipulates that in the presence of a pro-
jection key a,(sk) w.r.t. a language parameter p output by . and given x bits
leakage information about sk, the projection key a,, (sk) w.r.t. another language
parameter py output by %y can be switched to «, (sk") for an independent sk’.

Definition 5 ( «-LR-(.%, %)-Key-Switching of QA-HPS). Let k =
k(A) € N, and let £ and £ be a pair of language distributions. A QA-HPS
scheme QAHPS for £ supports k-LR-(£, %) -key-switching, if for any (possibly

unbounded) adversary A, it holds that eg;ffﬁgi’i;:s()\) = ’Pr[ExpgAﬁ;gﬁiS =
Ir-{Z,%0)-ks

1] — %’ < negl(\), where the experiment Expqanps A 18 specified in Fig. 3.

3.3 Tag-Based Quasi-Adaptive Non-Interactive Zero-Knowledge

Quasi-Adaptive Non-Interactive Zero-Knowledge argument (QA-NIZK) was pro-
posed by Jutla and Roy [24], where the common reference string (CRS) may
depend on the specific language £, for which proofs are generated. We present
the formal definition of QA-NIZK in its tag-based variant following [25].

Definition 6 (Tag-based QA-NIZK). A tag-based quasi-adaptive non-
interactive zero-knowledge scheme QANIZK = (Setupyzx, CRSGen, Prove,
Vrfynizk, Sim) for a language distribution £ with tag space T consists of five PPT
algorithms:
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(., % 0)-ks

EXPQ/A(HPS,;\)?K : OLeak(L): Jat most x leakage bits in total
PPHps s Setupyps, (p,td) —s L, (po,tdo) «—s Lo If chal = true: Return L

sk, sk’ «—s SK Return L(sk)

b s {0,1} //Challenge bit Ocuns ): Jone query
chal := false hal -

s AOLE().Ocun ) (sk)) chal := true

b s PPrps, £» ¢p (S Ifb=0: Return (po,ap,(sk));
If ¥’ = b: Return 1; Else: Return 0 Else b=1: Return (po, ay, (sk))

Fig. 3. The k-LR~(.Z, % )-Key-Switching experiment Expg}ig{fpgﬁkks for QAHPS.

— PPNizK < Setupyizk: The setup algorithm outputs a public parameter ppyzk
which serves as an implicit input of other algorithms.

— (crs, tders) «—s CRSGen(p): Taking as input a language parameter p, the CRS
generation algorithm outputs a common reference string (CRS) crs and a
stmulation trapdoor tdes.

— 7 s Prove(crs, 7, x,w): Taking as input crs, a tag 7 € T, x € L, and a
witness w for x € L,, the proof generation algorithm outputs a proof m.

- 0/1 « Vrfyyzk(crs, 7, x,m): Taking as input crs, a tag 7 € T, x € X and
a proof , the deterministic verification algorithm outputs a bit indicating
whether 7 is a valid proof.

— 7 «s Sim(crs, tdegs, 7, ) Taking as input crs, a simulation trapdoor tdys, a
tag T € T and x € X, the simulation algorithm outputs a simulated proof .

Perfect completeness requires that for all (p,td) € £, ppnizx € Setupnizks

(crs,tders) € CRSGen(p), 7 € T, x € L, with witness w, m € Prove(crs, 7, z, w),
it holds that Vrfyyzk(crs, 7,2, m) = 1.
Perfect zero-knowledge requires that for all (p,td) € £, ppnizk € Setupnizks
(crs,tders) € CRSGen(p), 7 € T, x € L, with witness w, the outputs of Prove(crs,
T,2,w) and Sim(crs,tdes, 7, z) are identically distributed, where the probability
is over the inner coin tosses of Prove and Sim.

Below we define Unbounded Simulation-Soundness (USS) according to [1,22].

Definition 7 (USS of Tag-based QA-NIZK). A tag-based QA-NIZK
scheme QANIZK for £ has unbounded simulation-soundness (USS), if for any
PPT adversary A, it holds that Advganizk 4(A) = Pr[Expganizk.a = 1] <
negl()\), where the experiment Expganizi a is defined in Fig. 4.

We note that the above USS definition for tag-based QA-NIZK is stronger
than the usual one in [15,25] in two aspects.

— Firstly, A is given the trapdoor td of the language parameter p. Recall that
td contains enough information for efficiently deciding whether or not an
instance x is in £,. This is stronger than the usual USS, but weaker than the
USS for witness-sampleable distributions defined in [1,22], where A essentially
samples (p, td) itself and provides (p, td) to the experiment.

— Secondly, A is allowed to output a forgery with a reused tag.
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Expganizk, 4

(p,td) s L. ppnizk <3 Setupyzc- (crs, tders) <—s CRSGen(p) Os (T, 2):

Qg =10 //Record the simulation queries 7 s Sim(crs, tdes, 7, )
(r%,2%,7) s A%mC) (p, td, ppyzi, crs) Qsiv := Qs U {(7, 2, m)}
If (" ¢ Lo) A((T7, 2", 7") ¢ Qsi) A (Vrfynze (crs, 7%, 2™, 1) = 1): Return 1; Return m

Else: Return 0

Fig. 4. The Unbounded Simulation-Soundness experiment Expganizk 4 for QANIZK.

In [1], Abe et al. proposed a QA-NIZK scheme with tight USS for witness-
sampleable distributions based on the MDDH assumptions. As noted in [1, Sub-
sect. 3.2], their scheme can be easily extended to a tag-based QA-NIZK scheme
with tight USS, by using collision-resistant hash functions.

4 Publicly-Verifiable QA-HPS and New Properties

In this section, we propose a new variant of QA-HPS, called Publicly- Verifiable
QA-HPS (PV-QA-HPS), which additionally enables public verification of hash
values with an extra verification key. Then we formalize a set of computational
and statistical properties for PV-QA-HPS and QA-HPS serving different appli-
cations in subsequent sections.

— For PV-QA-HPS, we define a computational verification soundness and sta-
tistical properties including leakage-resilient one-time-extracting (LR-OT-
extracting) and wverification key diversity (VK-diversity). PV-QA-HPS will
be an important building block for SIG in Sect.5 and these properties help
SIG to achieve tight multi-user security under corruptions and leakages.

— For QA-HPS, we define a computational multi-key-multi-extracting and a
statistical projection key diversity (PK-diversity). We also define a multi-
language multi-fold SMP for language distributions. QA-HPS will be an
important building block for PKE in Sect. 6, and these new properties help
PKE to achieve tight multi-user security under corruptions and leakages.

Jumping ahead, we will give instantiations of PV-QA-HPS and QA-HPS based
on the matrix DDH (MDDH) assumptions in Sect. 7 and the full version [19].

Firstly, we present the syntax of PV-QA-HPS.

Definition 8 (PV-QA-HPS). A publicly-verifiable QA-HPS (PV-QA-HPS)
scheme PVQAHPS = (Setupyps, (), v, Pub, Priv, Vrfyps) for a language distri-
bution £ consists of six PPT algorithms:

~ (Setupyps, a(.y, Pub, Priv) is a QA-HPS scheme for £ as per Definition 4.

~ PPups < Setuppps: It outputs a public parameter ppyps, which also defines
a verification key space VIC besides (SIC,HV, A(.y) as per Definition 4.

- vk — v(sk): Taking as input a hashing key sk € SK, the verification key
generation algorithm outputs a verification key vk € VK.
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- 0/1 « Vrfyyps(vk, x, hv): Taking as input a verification key vk = v(sk) €
VK, an instance x € X and a hash value hv € HYV, the deterministic verifi-
cation algorithm outputs a bit indicating whether hv = Ag(x) or not.

Verification completeness requires that for all (p,td) € £, ppups € Setupyps,
sk € SK, v € X, vk :=v(sk) and hv := Ag,(x), it holds Vrfyyps(vk, z, hv) = 1.

Remark 1 (Relations between PV-QA-HPS and QA-NIZK). PV-QA-
HPS can be viewed as a special kind of Designated-Prover (DP) QA-NIZK [1],
but with different properties. The pk, of PV-QA-HPS can be viewed as the prov-
ing key of DP-QA-NIZK, sk as the simulation trapdoor and vk as the common
reference string (used for verification). With pk,, the prover can prove z € £,
with the help of a witness w via hv < Pub(pk,, z, w), where the hash value hv
can be viewed as a proof for v € £, . With vk, the verifier can check whether hv is
a valid proof for z € £, via Vrfyyps(vk, z, hv). Moreover, with sk, the simulator
can generate a proof for z without knowing a witness via hv <« Priv(sk, z).

Verification completeness of PV-QA-HPS corresponds to the perfect com-
pleteness of DP-QA-NIZK. Correctness of (PV-)QA-HPS guarantees Pub(pk,, z,
w) = Priv(sk, z) for all z € £, with witness w, thus corresponding to the perfect
zero-knowledge of DP-QA-NIZK.

On the other hand, PV-QA-HPS has its own features. Firstly, it has a projec-
tion function a,(-) (which is inherent to HPS) and a verification key generation
function v(-). Secondly, a set of properties of PV-QA-HPS and QA-HPS are built
upon functions a,(-) and/or v(-). For instance, the k-LR-(.Z, 2Z5)-Key-Switching
(cf. Definition 5 in Subsect. 3.2) is closely associated with a,(-).

Next we define a computational verification soundness for PV-QA-HPS in
the setting of multiple keys. Intuitively, it requires that for any (sk,vk) among
the multiple key pairs, a PPT adversary cannot find a tuple (z* € X, hv*) such
that hv* # Agk(2*) but Vrfyyps(vk, z*, hv*) = 1, even given all the key pairs.

Definition 9 (Verification Soundness of PV-QA-HPS). A PV-QA-HPS
scheme PVQAHPS for £ has wverification soundness, if for any PPT adver-
sary A and any polynomial n = poly()\), it holds that Adv\g\f/ydsArﬁPS’A’n(/\) =

Pr[Exp\g\%fﬁps An = 1] < negl(X), where Exp‘,’;\f}ai{ﬁps An U8 defined in Fig. 5.

We formalize a statistical extracting property for (PV-)QA-HPS, param-
eterized by « € N and two language distributions %, £, called k-
leakage-resilient(LR )-(%y, L) -one-time(OT)-extracting. Informally speaking, it
demands high min-entropy of Ay (x) for any x € L, with p output by £, when
sk is uniformly chosen from SKC, even in the presence of a projection key a,, (sk)
w.r.t. po output by % and given & bits leakage information about sk. For PV-
QA-HPS, it requires the property to hold even in the presence of the verification
key v(sk).
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vrfy-snd .
EXPpvgatps, 4,0

PPups s Setupyps. For i € [n]: sk; «s SK, vki = v(sk:)
(@ € [n], 2" € X, hv") s A(Ppyps, (ski, vki)ie(n))

If (hv™ # Agk,. (7)) A (Vrfyyps(vki, 2™, hv™) = 1): Return 1;  Else: Return 0

Fig. 5. Verification Soundness experiment Exp;,r\%mps, An for PVQAHPS.

Definition 10 (x-LR-(.%,.%)-OT-Extracting of QA-HPS and PV-QA-
HPS). Let k = k(\) € N, and let £ and £ be a pair of language distribu-

tions. A (PV-)QA-HPS scheme (PV)QAHPS for & supports k-LR-(%, L)-OT-
Ir-(Zo,L)-otext L
(PV)QAHPS, A, (M) 7=

Pr[Expl(rF',i;)Z)(g;\nggtjtn = 1] < negl(\), where Expl(rl;s;ig;ig;tjtﬁ is defined in Fig. 6.

extracting, if for any (unbounded) adversary A, it holds that €

Ir-(£o,Z )-otext
EXP(pv)QAHPS, A"

PPups <3 Setupyps. (po,tdo) —s Lo, (p,td) —s L. sk —s SK
(2", o) s A%O) (ppyps, po, p, aipg (), v(sk) )

OLeax(L): J/at most k leakage
//bits in total
Return L(sk)

If (z* € L,) A (hv* = Agi(z”)): Return 1; Else: Return 0

Fig. 6. The k-LR-(%,.Z)-OT-Extracting experiment Expl(rl;if;(g/&fgs'ojx; for QAHPS

(without gray part) and Publicly-Verifiable PVQAHPS (with gray part).

Han et al. [20] proposed a computational property for QA-HPS, called %-
multi-extracting, which demands the pseudorandomness of Ay (z;) for multiple
instances z; € L,, (j € [Q]) with po output by %, when sk is uniformly chosen
from SKC. We extend this property in the multi-key setting as follows.

Definition 11 (%-Multi-Key-Multi-Extracting of QA-HPS). A QA-
HPS scheme QAHPS for £ supports £y-multi-key-multi-extracting, if for any
PPT A, any polynomial n = poly(\) and any polynomial Q = poly(X), it holds

AdVERIRETES o (A) :=| Pr[A(ppyps. pos {25 | {Ask, (%) bicim [Hicia) = 1]

— Pr[A(ppyps; P {xj’ {hvi,j}ie[n] }je[Q}) = 1]| < negl(A),

where  ppupsg <s Setupyps,  (po,tdo) s Lo, ski,..., sk, —s SK, z1,..,2¢
—s Ly, and hvy 1, ..., hv, g +s HV.

We formalize two statistical properties, called projection key diversity (PK-
diversity) and verification key diversity (VK-diversity), for QA-HPS and PV-
QA-HPS respectively. Intuitively, PK-diversity (resp. VK-diversity) expresses
statistical collision resistance of projection keys (resp. verification keys) under
different hashing keys.
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Definition 12 (PK-Diversity of QA-HPS). A QA-HPS scheme QAHPS
for £ has projection key diversity (PK-diversity), if egﬁﬂ;és()\) = Prla,(sk) =
a,(sk")] < negl(X), where (p,td) «s £, ppups s Setuppps and sk, sk’ —s SIC.

Definition 13 (VK-Diversity of PV-QA-HPS). A PV-QA-HPS scheme
PVQAHPS for & has verification key diversity (VK-diversity), if E\IIDIV(%EXHPS(/\) =
Prlv(sk) = v(sk’)] < negl()\), where ppyps <s Setupyps and sk, sk’ —s SK.

Finally, we define a multi-language multi-fold SMP for language distributions.

Definition 14 (Multi-Language Multi-fold SMP). The multi-language
multi-fold SMP related to £ is hard, if for any PPT adversary A, any polynomial
n = poly(\) and any polynomial @ = poly(\), it holds that Adv?}ﬂssz()\) =

PrIA{p? e Y serabier) = 1 = PrIA{p? e} Ysergrtier) = 1l <
negl(\), where for each i € [n], (p@,td?) —s &, xii), ...,xg) —s L),
P ARNIP I C P i
1T

Multi-language multi-fold SMP can generally be reduced to SMP with a
security loss of n@) with n the number of languages and () the number of folds
per language. For some language distributions, such as those for linear subspaces
based on the MDDH assumptions (cf. the full version [19]), the hardness of multi-
language multi-fold SMP can be tightly reduced to that of SMP.

5 SIG with Tight Strong MU““'-CMA Security

In this section, we present digital signature (SIG) schemes with tight strong
MU“'_CMA security, by using Publicly-Verifiable QA-HPS (PV-QA-NIZK) for-
malized in Sect. 4 as a central building block.

In Subsect. 5.1, we define the strong MU““-CMA security of SIG. Then in
Subsect. 5.2, we present our generic construction of SIG.

5.1 Definition of Strong MU“.CMA Security

In [4], Bader et al. defined existential unforgeability for digital signatures under
chosen-message attacks (CMA) in a Multi-User setting with adaptive corruptions
of secret keys (MU®-CMA). Here we extend it to MU““-CMA, which considers
existential unforgeability under not only chosen-message attacks and adaptive
corruptions but also key leakages in the multi-user setting. Moreover, strong
MU““_CMA requires that the adversary cannot even forge a new signature for
a message that it has ever queried. Below we present the definition of strong
MU““-CMA and the non-strong version can be easily adapted accordingly.

Definition 15 (Strong MU““'-CMA Security for SIG). Let x = x(\) € N.
A signature scheme SIG = (Setupgc, Gen, Sign, Vrfygc) is strongly MU““'-CMA
secure under k bits leakage per user, if for any PPT adversary A and any poly-
nomial n, it holds that Adv%‘,&'ﬁjﬁfi@) = Pr[Expé’,CG”jjﬁff,L = 1] < negl(X), where
the experiment Expg]ccnjj";‘gf; is defined in Fig. 7.
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Osien (i, m):

s-cma-c&|

EXpSiG i o s Sign(sk;,m)

PPsic % Set“pSIG Qsien 1= Qsion U {(Z m, U)}
For i € [n]: (vki, ski) <s Gen(ppsc) Return o

Qsien =0 //Record the signing queries

Qcor :=10 //Record the corruption queries M

(i* € [n],m", 0%) —s AOsex(:):Ocon() O (ppe - Lkidici) Qcon = Qcor U {i}

Return sk;

If (" ¢ Qcor) A ((i",m™,0%) & Qsien) A (Vrfygg(vkex,m™,0%) =1):
Return 1;

Else: Return 0

Oveax (4, L): J/at most k leakage
//bits per user i
Return L(sk;)

Fig. 7. The strong MU““'-CMA security experiment Expé]%'f‘jfﬁf'n for SIG.
5.2 Generic Construction of SIG from PV-QA-HPS and QA-NIZK

We present a generic construction of strongly MU“_CMA secure SIG. Let M
be an arbitrary message space. The underlying building blocks are as follows.

e Two language distributions . and %, both of which have hard SMPs.

e A publicly-verifiable PVQAHPS = (Setupyps, a(.y, v, Pub, Priv, Vrfy,ps) for
both £ and %, with hashing key space SK and verification key space VL.

o A tag-based QANIZK = (Setupyzk, CRSGen, Prove, Vrfyyzk,Sim) for .2,
whose tag space is 7.

o A family of collision-resistant hash functions H = {H : VK x M — T}.

Our generic construction of SIG = (Setupg,g, Gen,Sign,Vrfyg,c) is shown in Fig. 8.

(vk, sk) —s Gen(pps;c):
sk —s SK, vk := v(sk).
Return (vk, sk).

PPsic s Setupgg: 0/1 « Vrfygg(vk,m,o):

(p,td) s Z. Parse o = (z,d, 7).

PPHps s Setupyps. o s Sign(sk,m): 7:=H(vk,m)€T.

PPNizk < Setupyizk- z s L, with witness w. | If Vrfyyzg(crs, 7,2,7) = 1
(crs, tders) s CRSGen(p). | g4._ Priv(sk, z). ANrfypps(vk, z, d) = 1:
HesH. vk == v(sk). Return 1.

Return ppg) := 7= H(vk,m)€T. Else: Return 0.

(P, PPHps: PPNIzK €15, H)- | - o Prove(crs, 7, 2, w).
Return o := (z,d, 7).

Fig. 8. Generic construction of SIG = (Setupg, Gen, Sign, Vrfyg,c) from PVQAHPS,
tag-based QANIZK and H. The message space is M.

Correctness of SIG follows directly from the verification completeness of
PVQAHPS and the perfect completeness of QANIZK.

Next, we show its strong MU“_CMA security. We stress that the projection
key pk, = a,(sk) is not published as part of SIG’s verification key, and this is
crucial to the security of SIG since otherwise one can publicly generate valid
signatures for any message via the Pub algorithm of PVQAHPS by using pk,.

Theorem 1 (Strong MU““-CMA Security of SIG). Assume that (i) £ and
2o have hard SMPs, (ii) PVQAHPS is a publicly-verifiable QA-HPS for both
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£ and %, having verification soundness, VK-diversity, and supporting k-LR-
(L, L)-OT-extracting, (iii) QANIZK is a tag-based QA-NIZK for &£, sat-
isfying both perfect zero-knowledge and unbounded simulation-soundness, (iv)
H is collision-resistant. Then the proposed SIG scheme in Fig. 8 is strongly
MU _CMA secure under r bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Qs times of Osign queries, there exist adversaries By, --- ,Bg, such that
T(B1) ~ -~ T(Bs) =~ T(A) + (n+ Q) - poly(X), with poly(\) independent of
T(A), and

AdVEETSL(A) < AV GRS 5, (A) + AdVEL 5, (A) + AVETR o (M) + AdVTR o ()

—1 k-di Ir-(Z0,L) -otext
+ Advganizk s, (A) + Lng L. €pvQanps(A) + 1 - €PVQA0HPS,BG,);()\)~

We refer to Subsect. 2.1 and Fig. 1 therein for an overview of the proof. Due
to space limitations, we postpone the formal proof to the full version [19].

6 PKE with Tight MUMC*'-CCA Security

In this section, we present public-key encryption (PKE) schemes with tight
MUMC“-CCA security, by using QA-HPS with new properties formalized in
Sect. 4 as a central building block.

In Subsect. 6.1, we define the MUMC*'-CCA security of PKE. Then in Sub-
sect. 6.2, we present our generic construction of PKE.

6.1 Definition of MUMC*'-CCA Security

In [27], Lee et al. defined indistinguishability for PKE schemes under chosen-
ciphertext attacks (CCA) in a Multi-User Multi-Challenge setting with adap-
tive corruptions of secret keys (which was originally called MUC™ in [27] and is
denoted by MUMCE-CCA in this paper). Here we extend it to MUMCS“-CCA,
which also takes key leakages into account. Below we present the formal
definition.

Definition 16 (MUMC®'-CCA Security for PKE). Let x = x(\) € N. A
PKE scheme PKE = (Setuppkg, Gen, Enc, Dec) is MUMC®'-CCA secure under
K bits leakage per user, if for any PPT adversary A and any polynomial n, it
holds that Adv,cpcééc)‘gj{nﬁ()\) = ’Pr[Exp,%ﬁé’,";c,‘gj[n,N = 1] = 3| < negl(\), where the
experiment Exp,%cééffft"n’ﬁ is defined in Fig. 9.

6.2 Generic Construction of PKE from QA-HPS and QA-NIZK

In this subsection, we present a generic construction of MUMC*'-CCA secure
PKE. The underlying building blocks are as follows.
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cca-ckel Opne (i, mo, ma):

EXPERE A n N
m“[’ If |mol| # |mal: Return L Ocon(i):

. [ (4, - .
ri o If i* € Qcon: Return L If (,-) € Quwe: Return L

For i € [n]: (pki,ski) <s Gen(pppke) chals = true Qcon = Qcor U {i}

Qpne =10 //Record the encryption queries R Return sk;

Qcor =10 //Record the corruption queries ¢ Enc(pkﬁ,mi) .

For i € [n]: chal; := false I%::;IKC?EN“ u{(@i, ")} Ovone(is L): Jat most  leakage
3 s {0,1} //Single challenge bit ’ //bits per user i

B s ACene(): 00, Oconl)- Oea) (ppp, {pki}iem)) Ovre(i ©): If chal; = true: Return L

If (¢,¢) € Qpxe: Return L

If 3’ = 3: Return 1; Else: Return 0
Return Dec(sks, ¢)

Return L(sk;)

Fig. 9. The MUMC*“-CCA security experiment Exp,%C,E'Ef‘gj"n,K for PKE.

Two language distributions .Z and %, both of which have hard SMPs.

A QAHPS = (Setupyps, (), Pub, Priv) for both % and %, whose hashing
key space is SK, projection key space is PK and hash value space is H). We
require HV to be an (additive) group. We stress that QAHPS is not required
to be publicly-verifiable.

e A tag-based QANIZK = (Setupyzk, CRSGen, Prove, Vrfyyzk, Sim) for &,
whose tag space is 7.

A family of collision-resistant hash functions H = {H : PK x HY — T }.

Our generic construction of PKE = (Setuppyg, Gen, Enc, Dec) is shown in Fig. 10.

(pk, sk) —s Gen(pPpe):
PPeie s Setuppye: sk s SK, ph i= a,(sk). m/L — Dec(sk, c):
(p,td) —s L. Return (pk, sk). Parse ¢ = (z,d, 7).
PPHps < Setupyps. pk = a,(sk).
PPizK 5 Setupyizk- ¢ s Enc(pk,m € HV): 7:= H(pk,d) € T.
(crs, tders) +—s CRSGen(p). x s L, with witness w. If Vrfypiz (crs, 7z, m) = 1:
H —sH. d := Pub(pk, z,w) + m € HV. m :=d — Priv(sk,z) € HV.
Return pppg := 7:= H(pk,d) e T. Return m.
(9, PPHpPss PPNizk, Crs, H). | ™ «s Prove(crs, 7,2, w). Else: Return L.
Return ¢ := (z,d, 7).

Fig. 10. Generic construction of PKE = (Setuppkg,Gen,Enc,Dec) from QAHPS, tag-
based QANIZK and H. The message space is M := H).

Correctness of PKE follows directly from the correctness of QAHPS and the
perfect completeness of QANIZK. Next, we show its MUMC¥!-CCA security.

Theorem 2 (MUMC“'-CCA Security of PKE). Assume that (i) £ and %,
have hard SMPs, (i) QAHPS is a QA-HPS for both £ and %, having PK-
diversity, and supporting both k-LR-(Z, %)-key-switching and Ly-multi-key-
multi-extracting, (i1i) QANIZK is a tag-based QA-NIZK for &£, satisfying both
perfect zero-knowledge and unbounded simulation-soundness, (iv) H is collision-
resistant. Then the proposed PKE scheme in Fig. 10 is MUMC-CCA secure
under k bits leakage per user.

Concretely, for any number n of users and any adversary A who makes at
most Q. times of Opxe queries and Qg times of Opgc queries, there exist adver-
saries By, -+, By, such that T(By) = --- = T(Bg) =~ T(A) + (n + Qc + Qq) -
poly(A), with poly(\) independent of T(A), and
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AdVERES e (N) < AdVSL s, (A) + AdVETE o (A) +2- Advg;)“jg;'jme (A) +AVE™: o (N

2o -mk-mex - di (% ,20) K
+ Advganizk,s; (M) + AdVQAOHgSk,g;,:L,QC()‘) + n(n2 v 'eékAﬁil;S(/\) +2n- ECT)A<HPS,BD7>,:()‘)‘

We refer to Subsect. 2.2 and Fig. 2 therein for an overview of the proof. Due
to space limitations, we postpone the formal proof to the full version [19].

7 More Primitives and Instantiations from MDDH

Tightly MU“' Secure SC, MAC and AE. Our SIG and PKE immediately
lead to direct constructions of tightly MUMC*'_Priv & Auth secure SC [3,9]. By
fully exploiting the similar and composable components of our SIG and PKE,
we can obtain a more efficient SC construction, which is shown in the full ver-
sion [19]. Since SIG naturally implies MAC and SC implies AE, we can also
obtain the constructions of tightly secure MAC and AE. We also give optimized
MAC and AE constructions in the full version [19], where PVQAHPS is replaced
with QAHPS. Our MAC achieves tight strong MU“-CMVA security, which also
considers chosen verification attacks [13] in addition to strong MU“CMA.

Instantiations from MDDH. We give instantiations of SIG and PKE from
the matrix DDH (MDDH) assumptions over asymmetric pairing groups. Our
SC, MAC and AE can be similarly instantiated.

Firstly, we instantiate the building blocks needed in our generic construc-
tions (cf. the full version [19]). More precisely, we give concrete instantiations
of Publicly-Verifiable QA-HPS (with an overview in Subsect. 2.4) and QA-HPS,
built upon the MDDH-based QA-HPS schemes proposed in [20], which are in
turn generalizations of the well-known DDH-based HPS scheme proposed by
Cramer and Shoup in [11]. Then we instantiate tag-based QA-NIZK with a tag-
base variant of the QA-NIZK scheme proposed in [1] that has tight USS based
on MDDH, which is recalled in the full version [19] for completeness.

Next we instantiate the generic SIG construction in Sect.5 with the above
building blocks. Let = - G denote = elements in G. Under MDDH parameters
l,k € N where ¢ > 2k + 1, the MDDH-based SIG scheme SIGyppy has public
parameter ppg : (5k% + 3k + (k) - Gy + (5k* + 4k + 1 + 20k) - G, verification
key vk : (k) - Go, signing key sk : £(k + 1) - Z,, and signature o : (4k* + 4k +
2+ /() -Gy + (2k% + 3k + 1) - Go. By plugging the theorems regarding the tight
security of the MDDH-based PV-QA-HPS and QA-NIZK schemes (cf. the full
version [19]) into Theorem 1, we have the following corollary showing the tight
strong MU¢'_.CMA security of SIGvppn based on the MDDH assumptions (as
well as the collision-resistance of hash functions).

Corollary 1 (Tight Strong MU““_CMA Security of SIGmppn). Let £ > 2k+
1 and k < logp — £2(N\). For any number n of users and any adversary A who
makes at most Qg times of Ogion queries, there exist adversaries By, By and Bs,
such that T(By) =~ T(Bs) =~ T(B3) ~ T(A) + (n+ Q;s) - poly(XA), with poly(\)
independent of T(A), and
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Advgame e () < 2-Advsy g, (A) + (4k[log Q. + £ — k +6) - AdvE!®e 5 (\)

SIGmDDH, A, 7, K
n+2(lo, s Qs n(n—1
+(2Mlog Q] +3) - AdVBISE, s, (A) + HHERERe 4 20

Since Qs = poly(A) for PPT adversaries, the security loss is in fact O(log Q) =
O(log A\), which is lower than O()\). For k =1 and ¢ = 3, we get a fully compact
SIG scheme with ppgg : 11:G1+16-G2, vk : 3-Gg, sk : 6-Z, and 0 : 13-G14-6-Go.
The resulting SIG scheme has tight strong MU“-CMA security based on the
SXDH assumption (which requires the DDH assumption to hold both in G; and
G2), and supports £ = log p — 2()) bits leakage per user. The leakage rate (i.e.,
k/ bit-length of sk) is % = % — o(1) asymptotically as p grows.

We also instantiate the generic PKE construction in Sect. 6. Under MDDH
parameters ¢, k € N where ¢ > 2k + 1, the MDDH-based PKE scheme PKEyppH
has public parameter pppgg : (5k? + 3k + k) -Gy + (4k*+ 3k +1+20k) - G4, public
key pk : k-G, secret key sk : £-Z,, and ciphertext ¢ : (4k?+3k+2+0)-G1+(2k*+
3k+1)-Go. By plugging the theorems regarding the tight security of the MDDH-
based QA-HPS and QA-NIZK schemes (cf. the full version [19]) into Theorem
2, we have the following corollary showing the tight MUMC“-CCA security of
PKEmppn based on the MDDH assumptions (as well as the collision-resistance
of hash functions).

Corollary 2 (Tight MUMC¥ _CCA Security of PKEwppn). Let £ > 2k + 1
and k < logp — 2(N\). For any number n of users and any adversary A who
makes at most Q. times of Opne queries and Qg times of Opge queries, there
exist adversaries By, By and Bs, such that T(By) = T(Bz2) ~ T(Bs) =~ T(A) +
(n+ Qe + Qq) - poly(X), with poly()\) independent of T(A), and

AdVER o A n e (V) < 20 AdVE; g, (V) + (4k[log Qc] + £ — k +9) - AdvETs, 1, (V)

+(2[log Qc] +2) - AdVRMR, 5 (N) 4 2t2loeQel@e 4 (oD 1

For k =1 and ¢ = 3, we get a fully compact PKE scheme with pppgg : 11 -Gy +
14-Go, pk :1-Gy, sk :3-Z, and c: 12- G + 6 - Ga. The resulting PKE scheme
has tight MUMC-CCA security based on the SXDH assumption, and supports
k = logp — 2()\) bits leakage per user. The leakage rate is % = % —o(1)
asymptotically as p grows.

For an overview, we refer to Table 1 and Table 2 in the introduction.

On Tightness of our MDDH-Based Schemes. Our MDDH-based schemes
are the first ones achieving almost tight MU®/M ye! security in the standard
model, and the security loss factor is O(log A).

We stress that all our generic constructions are fully tightness-preserving, i.e.,
the MUS/MU! securities of the resulting SIG, PKE, SC, MAC, AE schemes are
tightly reduced to the security properties of the building blocks PV-QA-HPS,
QA-HPS and tag-based QA-NIZK, with constant security loss factors. More-
over, our instantiations of PV-QA-HPS and QA-HPS have fully tight securities,
and only the tag-based QA-NIZK instantiation has security loss factor O(log A).
Therefore, our fully tightness-preserving generic constructions leave spaces for
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even tighter (fully tight) MUS/MU security, as long as we can find instantia-
tions of tag-based QA-NIZK with tighter security.

On Efficiency of Our MDDH-Based Schemes. Note that all our schemes
enjoy full compactness (i.e., all the parameters, keys, signatures and cipher-
texts consist of only a constant number of group elements). We believe our fully
compact schemes are good starts for almost tight MU/ My security in the
standard model and follow-up work might improve efficiency even further.
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