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About This Book 

This book offers a selection of the best papers presented at the annual Interna-
tional scientific conference “Digital Transformation in Industry: Trends, Manage-
ment, Strategies”, held by the Institute of Economics of the Ural Branch of the 
Russian Academy of Sciences (Ekaterinburg, Russia) on October 28, 2022. 

The purpose of the conference is to evaluate trends and prospects for digital trans-
formation in the industry and industrial markets, create an idea of introduction mech-
anisms for digitalization processes, and substantiate successful strategies of digital 
transformation in sectors and at industrial enterprises. In 2022, DTI Conference 
focused on assessing the digital transformation sustainability of the industry in an 
uncertain environment, digital solutions for the connectivity of industrial markets, 
and adaptation of ESG metrics to the digital transition of industry. The scope of 
the conference also covers issues, including the development of digital design to 
increase competitiveness, digital logistics, digital solutions for the connectivity of 
industrial markets, organizational mechanisms for supporting digital transformation 
in the industry, etc. The experience of countries, regions, and various enterprises 
implementing IT and other technological innovations is also included. 

The book contains seven sections. The first section is devoted to the best regional 
practices of the industry’s digital transition. The studies of the second section are 
united by a common theme of the digital transition of industries and reveal challenges 
and barriers to development. The third section is related to adapting ESG values to 
the digital transition. The fourth section informs about the connectivity of industrial 
markets and digital logistics. The fifth section includes papers on digital technologies 
and decision support for industrial enterprises. The sixth section draws attention to 
the internal environment of industrial enterprises and discusses the digital transition’s 
potential, management, and strategies. The seventh section concludes the book with 
studies on human capital change under digital transformation. 

This is a timely book in which researchers, university academia, managers of 
industrial enterprises, economists, and financial experts can benefit from the scientific 
pluralism of the topics covered.
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Editorial: What Does Industry’s Digital 
Transition Hold in the Uncertainty 
Context? 

Victoria Akberdina , Vikas Kumar , Grigorios L. Kyriakopoulos , 
and Evgeny Kuzmin 

Abstract The chapter summarizes the best research published in the book of 
contributions from the International scientific conference “Digital Transformation 
in Industry: Trends, Management, Strategies” (DTI2022), held by the Institute of 
Economics of the Ural Branch of the Russian Academy of Sciences on October 28, 
2022. The Editors evaluate the background and trends that have the impetus to the 
research. This year’s main topic of discussion was “Sustainability of Digital Trans-
formation in Uncertain Dynamics”. We see how uncertainty has greatly changed 
business processes, posing new economic challenges. From the position of Digital 
Tools, researchers select options for effectively solving urgent problems in the field 
of logistics and transport systems, industrial production, artificial intelligence, etc. 
Finally, a brief overview of the contribution of each chapter is given, and the main 
conclusions made by researchers in the relevant field are noted. 
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The active development of the contemporary economy is increasingly associated with 
an equally rapid increase in uncertainty. And the search for determinants of sustain-
ability becomes the cornerstone of both fundamental and applied scientific research. 
The challenges of recent times—the technological gap, the global pandemic, and 
economic sanctions—have given special importance to digital tools. Therefore, the 
solution to many urgent problems is seen by researchers in the context of the digital 
economy. Approaches based on digital twins, digital platforms, and models have 
found their application in various fields of production, logistics and supply chains, 
transport systems, etc. 

The sustainability of digital transformation will depend on the nature and speed of 
the digital transition. Therefore, it is important to analyze the current digitalization 
processes, evaluate the effectiveness of digital tools, and justify their implementation 
strategy. 

These and other relevant issues were discussed at the International scientific 
conference “Digital Transformation in Industry: Trends, Management, Strategies” 
(DTI2022), held by the Institute of Economics of the Ural Branch of the Russian 
Academy of Sciences. The prerequisites of the economic situation in 2022 identified 
the key topic of scientific discussion: “Sustainability of Digital Transformation in 
Uncertain Dynamics”. DTI2022 became a platform for its participants to present 
their vision of the ongoing economic transformation and describe new patterns and 
trends. 

This book presents the best scientific reports of the conference. The book contains 
seven sections. The first section is devoted to the best regional practices of the 
industry’s digital transition. The studies of the second section are united by a common 
theme of the digital transition of industries and reveal challenges and barriers to 
development. The third section is related to adapting ESG values to the digital tran-
sition. The fourth section informs about the connectivity of industrial markets and 
digital logistics. The fifth section includes papers on digital technologies and decision 
support for industrial enterprises. The sixth section draws attention to the internal 
environment of industrial enterprises and discusses the digital transition’s potential, 
management, and strategies. The seventh section concludes the book with studies on 
human capital changed under digital transformation. 

What are the conclusions the studies gave us? 
The first important conclusion is that our subject area is no longer considered a 

simple process of introducing ICT into production. We clearly distinguish between 
“digitalization” and “digital transformation” concepts. By digitalization, we mean 
using digital technologies in companies’ business models to create additional value. 
At the same time, we define digital transformation as the process of a system transi-
tion of the industry from one technological mode to another through the large-scale 
use of digital and ICT in order to significantly increase its efficiency and competitive-
ness. Digital transformation is a more holistic concept of change. Moreover, today 
we are talking about such a concept as “digital transition in industry”, referring to 
the paradigm shift of the business model. And we argue that the digital transition is
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based not only on significant technological changes, but also on structural, organi-
zational, and financial changes, as well as the transformation of the value created in 
the industry itself. 

In the last decade, management and organizational scientists have been paying 
increasing attention to the relationship between digital transformation and innovation 
management. In our opinion, technological and organizational changes associated 
with the use of digital technologies differ significantly from traditional innovations 
since digital technologies have the character of “end-to-end” technologies, and the 
process of their implementation is complex, multilevel, and nonlinear. 

The second significant conclusion: an important aspect of any country’s devel-
opment is not just the introduction of digital technologies and large-scale digital 
transformation of the industry, but the powerful development of the digital develop-
ment sector in the country and the placement of microelectronic production. This 
is the key to technological sovereignty and the long-term competitiveness of many 
nations today. Ensuring the country’s sovereignty has turned from a purely polit-
ical problem into a technological problem since virtual digital technologies are used 
to manage and control production in the physical world. Therefore, in the context 
of ensuring the successful development of industry, they are increasingly talking 
about digital sovereignty at three levels—hardware, software, and communication 
technologies. 

Technological, including digital, sovereignty of the country requires a holistic 
state policy, ranging from support for research, transfer of research, development of 
the education system, qualification of scientists and specialists, etc., and to initiatives 
for standardization and the creation of a regulatory framework. Developed countries 
use the selective principle of supporting digital technologies. State programs and 
projects are formed both for implementing one prospective group of digital technolo-
gies in several industries and for the digital transformation of one industry through 
introducing a variety of technologically heterogeneous digital solutions. 

The third important conclusion: digital transformation in industry is a sustain-
able trend regardless of the degree of uncertainty created by disruptive innova-
tions, politics, economics, financial markets, pandemics, etc. A digital transition is 
a non-alternative option for industrial development since the change of the business 
paradigm does more than simply oblige companies to optimize the existing business 
models: it allows tapping into the hitherto untapped value-enhancing potential. 

The sustainability of the digital transformation’s vector is also due to the unprece-
dented growth in demand for digital technologies. In the near future, a new stage of 
digital transformation in the industry is expected, associated with the combination 
of various technological developments in one digital solution. Convergent digital 
technologies will lead to a new breakthrough based on more mature technologies. 

And the fourth conclusion: the digital transformation processes in industries are 
not proceeding evenly. This is largely due to the prerequisites for the digitalization 
of industries, the industry’s readiness for digital transition, and of course, the finan-
cial capabilities of enterprises. A lot of research is devoted to the problems that 
hinder digital transformation. Among the main barriers in the industry remain the 
insufficient maturity of the company’s business processes, the low level of digital
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competencies, and the inconsistency of the business strategy and the strategy of digital 
transformation. At the same time, the financial capabilities of industrial enterprises 
play an important but not leading role in the digital transition of industries. 

The book includes the best papers from the International scientific conference 
“Digital Transformation in Industry: Trends, Management, Strategies” (DTI2022) 
to introduce readers to some of the latest research in the field of the digital economy 
and its applied aspects. Researchers, managers of industrial enterprises, economists, 
financial experts, and managers alike, can benefit from the results of the topics 
covered.



The Best Regional Practices of Digital 
Industry Transition



Regional Digital Space and Digitalisation 
of Industry: Spatial Econometric 
Analysis 

Victoria Akberdina , Ilya Naumov , and Sergey Krasnykh 

Abstract The heterogeneous development of digital space in the regions is 
accounted for by many factors, which predetermine the spatial features of digital 
infrastructure development and its use. In turn, the formation and expansion of the 
digital space have an impact on the productive capacity of the regions. Accordingly, 
the hypothesis of the research is an assumption that there exists a bilateral relationship 
between the digital space formed in the regions and the level of digital transforma-
tion of a region. To test this hypothesis, the objective was to assess the specifics of 
digital space formation in the regions and, using the methods of regression analysis, 
to assess the factors of its development and the cause-effect relationship with the 
industrial digitalisation indices in regional territories. The paper presents a method-
ological approach that takes into account the spatial heterogeneity of digital space 
formation and development, which helps to identify the factors of its development in 
different regional groups and to ascertain the impact of territorial digital space on the 
industry digitalisation level. The use of the given methodology resulted in the iden-
tification of three groups of regions in terms of the digital space development level, 
with ascertainment of the key factors of its development. It was proved that the high 
level of digital space development in the first group of regions was due to the active 
use of advanced production technologies in the industry. The study of cause-effect 
relationships using the Granger test made it possible to reveal the inverse impact of 
the digital space on the industry digitalisation indices, thus confirming the proposed 
hypothesis. 

Keywords Regional digital space · Digital spatial heterogeneity · Digitalisation of 
industry · Regression analysis · Granger test · Moran’s spatial autocorrelation
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1 Introduction 

Industry is a key sector of material production that generates a significant share of 
GDP in most countries in the world. Digital transformation of industry is at the core 
of the digital transition of a country’s entire economy. In turn, digital transformation 
processes in the regions within the country are highly differentiated, resulting in 
significant unevenness in the digital density of the entire country. 

The relevance of the study of regional digital space development is accounted for 
by the following factors: additional incentives for economic development are needed 
in the conditions of different-nature cyclical crises, while the active introduction of 
digital technologies secures the reduction of transactional, logistic, operational, and 
other costs. In turn, digital technologies represent a basis for the development of a 
high-tech, new industrial economy, which falls within the development priorities of 
any country and meets the need to form digital sovereignty in the conditions of the 
formation of the new world economic order. 

With this in mind, the aim of the research was the assessment of the specifics 
of digital space formation in the regions, as well as the econometric analysis of the 
cause-effect relationship between the digital space and local industry digitalisation 
indices. 

The key hypothesis of the research is the assumption that there is a two-way rela-
tionship between the established digital space in the regions and the indices of digital 
transformation of industry. The present study will help to realise the differentiated 
approach to assessing the factors of digital space development in the regions. 

2 Theoretical Overview 

The study of digitalisation processes in various spheres of economic activity has 
been at the forefront of scientific publications in recent decades. The researchers are 
developing the theoretical foundations of digitalisation as a process of ubiquitous 
penetration of information and communication technologies in industry, as well as 
the methodology for studying digital transformation as a process of qualitative change 
in the system properties of industry [1]. At the same time, the number of scientific 
articles devoted to the concept of the digital space of a region is not numerous at 
present. 

The authors propose to treat digital space as a set of territorial characteristics that 
integrate digital processes, means of digital interaction, information resources, as 
well as a set of digital infrastructural conditions on a territory, as based on regulatory 
norms, mechanisms of organisation, management, and use. 

Currently, various approaches are used to assess the level of development of 
digital space in territorial systems; most often, methods of calculating integral indices 
are used. For instance, Sadyrtdinov used an integral index including four blocks of 
factors: digital mobility, digital equality, digital economy, and digital interaction [2];
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Novikova and Strogonova applied a methodology based on calculating a business 
digitalisation index comprising 12 parameters [3]; Lysenko et al. used a methodology 
evaluating three elements of the digital space of a territory: enterprises of different 
economic profiles, the population, and public authorities [4]. 

The International Telecommunication Union (ITU) used the Information and 
Communication Technology Development Index [5]. Initially, the index included 
only 11 parameters grouped into sub-indices that reflected access to information and 
communication technologies (ICT), ICT use, and ICT skills. In 2018, the index was 
supplemented by three new indices, namely: mobile broadband Internet subscrip-
tion, the share of mobile phone owners, and those with ICT skills [6]. The principal 
limitation of this index is that it shows only basic parameters of ICT penetration 
across the country [7] and it cannot be scaled to the regional level. 

Among the existing methodological approaches to assessing the digital space 
development level, the methodological toolkit developed by the National Research 
University Higher School of Economics [8] is worth mentioning. It assesses the 
country’s digital space by the level of availability of human resources dealing in the 
digital economy, the telecommunications market development level, and the indices 
characterising the ICT sector activity. This index quite extensively characterises the 
extent of the country’s digital infrastructure development and, to a lesser extent, 
assesses the level of its use. The business digitalisation index, proposed by a team 
of authors, characterises the rate of business adaptation to digital transformation, 
the use of broadband Internet, cloud services, RFID technologies, and ERP systems, 
as well as business involvement and organisation of electronic commerce [9]. The 
main limitation of the methodological approach proposed by the Higher School of 
Economics is the impossibility of its application at the regional level. 

There exist methodologies for calculating the digital space development index, 
which also uses non-quantitative indices derived from sociological surveys and rank-
ings—for instance, the Digital Economy and Society Index (DESI) developed by the 
European Union. This index assesses the territorial digital space development level 
in terms of several elements: communications, human capital, the use of Internet 
services, integration of digital technologies, and digital public services [10]. The key 
limitation of this index is that the digital space development level is calculated only 
for the countries of the European Union. 

The Digital Evolution Index developed by Mastercard and Fletcher School of 
Law and Diplomacy takes into account a country’s digital development potential, 
whereby every state is evaluated on the basis of more than 170 parameters. In the 
aggregate, they describe 4 key elements of a country’s digital space, which include: 
the digital infrastructure development level, consumer demand for digital goods and 
services, government policy in the sphere of digitalisation, and innovation climate. 
The main drawback of this rating is that it shows the state of a country’s digital space 
and is not applicable at the regional level [11]. 

The studies assessing the impact of regional digital space on territorial socio-
economic development point out that: digital space has a positive impact on economic
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growth [12], trade [13, 14], and labour productivity [15]; curtails labour and inter-
mediary costs and provides due financial development of territorial systems [16, 17] 
and sought export volume of the regional high-tech products [18], etc. 

Thus, the theoretical review of scientific publications showed the need to develop 
a systemic methodological approach assessing the specifics of digital space, the 
factors of its development in different regions, and its relationship with the industry 
digitalisation level in these territories. 

3 Methods and Data 

To assess the regional digital space development level, the authors used the index 
comprising three elements characterising the digitalisation level of enterprises, 
households, and public administration (formula 1). 

SDI  = 3
√

DI I · DI H · DI Gq (1) 

where SDI  is the Digital space index of a region; DI I is the Enterprise digitalisation 
index; DI H the is Household digitalisation index; DI G is the Public administration 
digitalisation index. 

The first element of this index assessed the digitalisation level of enterprises 
through the use of a geometric mean under the indices normalised against the refer-
ence values for Russian regions, namely: the share of organisations using servers; 
local computation networks, cloud services, broadband Internet access, special soft-
ware for scientific research, design and management of automated production, as 
well as individual technical means and technological processes; the share of organ-
isations using special software for CRM, ERP, SCM systems; electronic document 
management systems, electronic data exchange between own and external informa-
tion systems using exchange formats; RFID technologies. Each indicator’s maximum 
value for the surveyed regions was equated to one, and the values for the remaining 
regions were normalised relative to it. 

The household digitalisation index was calculated in a similar way. The geometric 
mean was calculated under normalised indices characterising the proportion of house-
holds using a personal computer, having access to the Internet and using it; the number 
of active mobile broadband Internet subscribers. 

In addition to enterprises and households, the public administration digitalisa-
tion level was assessed in order to correctly evaluate the digital space development 
level in the regions. For this purpose, the authors applied the geometric mean for 
specific values describing the share of households using official websites of state 
and municipal service providers; organisations using special software for access to 
databases through the global information networks, including the Internet; electronic 
legal reference systems.
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At the next stage of the survey, in order to assess the differentiation of regions 
by the digital space development level, the authors calculated the weighted average 
value for each region for the last 5–6 years, which made it possible to exclude too 
high and too low values that are not characteristic of its dynamics. To group the 
regions, the authors applied the method of calculating the average value using the 
surveyed index values and a standard deviation therefrom. 

Three groups of regions were formed: 

• with a high digital development level exceeding the upper limit of regional data 
spread—standard deviation from the mean (SDI i > SDI max ); 

• with a midrange digital development level exceeding the regional average 
(SDI i ≥ SDI l ); 

• with a low digital development level—below the regional average (SDI i < 

SDI l). 

This grouping will allow further identification of factors contributing to the devel-
opment of digital space in different groups of regions, as well as obtaining more 
credible and reliable results of modelling to be carried out at the next stage of the 
research. 

In order to substantiate the correctness of the implemented regional grouping 
by digital space development level, spatial autocorrelation analysis, according to 
Moran’s methodology, using a different spatial weights matrix [19, 20], should be 
undertaken. In order to identify the factors contributing to the development of digital 
space in territorial systems, a regression model using panel data will be constructed 
for each group of regions at the next stage of the research. The selection of optimal 
model will be based on panel diagnostics results; assessment of the statistical signif-
icance of regression parameters; Schwartz, Akaike, and Hannan-Quinn’s informa-
tion criteria; model examination for multicollinearity, autocorrelation of residuals, 
heteroscedasticity, and Gaussian error distribution normality. 

In order to confirm the relationships established in the course of regression 
modelling and to assess the impact of the regional digital space on the socio-economic 
development of the local institutional sectors (manufacturing enterprises, households, 
and public administration), Granger causality tests are envisaged at the final stage of 
the study. 

With a view to explore the regional industry digital transformation level, a unique 
computer model [21], designed to determine the type of region by the level of digital 
transformation of its industrial complex, will be used. The model classifies each of the 
regions as one of six local entities, being based on two calculated criteria—the digital 
transformation coefficient value (DTI coefficient) and the share of manufacturing 
enterprises in the gross regional product. 

The research is based on the Russian region’s data for the period of 2015–2020, 
as provided by the Russian Federation Federal State Statistics Service.



12 V. Akberdina et al.

4 Results and Discussion 

4.1 Grouping of Regions by the Digital Space Index 

The regional digital space, which is interpreted as the digitalisation level of enter-
prises of different economic profiles, households, the public administration sector, 
as well as the development level of local digital infrastructure, is characterised by 
minor spatial heterogeneity. 

The authors have identified the regions characterised by a higher digital space 
development level (Table 1). The digital space index in these regions exceeds one 
standard deviation from the average—above 0.73. A large proportion of businesses 
and households had access to digital technologies and were actively using them. 
These regions are characterised by a high digitalisation level of households and the 
public administration sector. The high digitalisation level of enterprises, households, 
and the public administration sector was not only characteristic of these regions in 
2020, but has also been observed over the past six years.

This dynamics of the digital space development index confirms the results of the 
implemented regional grouping. The values of this index for all regions forming 
the first group did not change significantly and exceeded one standard deviation 
from the average all-Russia value. The regions of this group are also distinguished 
by high levels of industrial digitalisation. These regions also have significant finan-
cial resources for progressive socio-economic development. All of the above, in the 
authors’ opinion, contributes to the active development of digital space in these areas. 
Below is a detailed study of this regional group implemented with a view to ascer-
tain, using the econometric model, the existence of a close relationship between the 
digital space development level and the industry digitalisation level. 

4.2 Spatial Autocorrelation Analysis 

The spatial autocorrelation analysis according to Moran’s modified method showed 
that Russia was distinguished by spatial regional clustering in terms of the digital 
space development level, i.e. it is possible to identify some groups of regions that 
are similar according to this parameter. The disposition towards their clustering is 
confirmed by the positive Global Moran’s Index values calculated using different 
spatial weight matrices (Table 2).

The calculated Moran’s global index values obtained through inverse distance 
matrices between regional administrative centres and their standardised (normalised) 
values are statistically significant; their p-value is within acceptable values, and stan-
dard errors of calculated indices tend to zero. Moran’s scatter plot formed for different 
spatial weight matrices also confirmed the conclusions on possible clustering of the 
regions according to the digital space development level (Table 3). Summarising the 
results of spatial autocorrelation analysis obtained under the previously mentioned
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Table 1 Grouping of Russian regions by the digital space development index 

Regions Mean level of the digital space 
index over the period of 
2015–2020 

The first regional 
group—having a high level of 
digital space development 

Moscow 0.87 

Moscow region 0.80 

Tula region 0.73 

Yamalo-Nenets autonomous 
area 

0.81 

Khanty-Mansiysk autonomous 
area 

0.81 

Republic of Tatarstan 0.80 

St. Petersburg 0.78 

Tyumen region without regard 
for autonomous areas 

0.75 

Republic of Bashkortostan 0.73 

The second regional 
group—having a midrange 
level of digital space 
development 

Regions: Nizhny Novgorod, 
Yaroslavl, Voronezh, 
Sverdlovsk, Astrakhan, 
Lipetsk, Chelyabinsk, 
Belgorod, Leningrad, 
Novgorod, Rostov, Murmansk, 
Sakhalin, Smolensk, 
Kaliningrad, Tomsk, Orenburg, 
Vladimir, Ivanovo, Kaluga, 
Arkhangelsk, Penza, 
Kemerovo, Samara; Perm, 
Kamchatka, Stavropol, 
Krasnodar, Khabarovsk, 
Primorye, Krasnoyarsk; Komi 
Republic, Altai, Karelia, 
Chuvashia, Udmurtia 

0.73 < DI < 0.65 

The third regional 
group—having a 
below-average level of digital 
space development 

All other regions DI < 0.64

matrices, two clusters composed of similar regions were identified: those with high 
and low values of the digital space development index.

The HH quadrant of this diagram shows aggregately the regions with higher values 
of the analysed index—above the average level, i.e. the regions of the first and second 
groups singled out earlier on the basis of their digital space development level. At 
the same time, this quadrant identifies two regional subgroups: the areas with a high 
level of spatial synergy, which have already formed into a spatial cluster with close 
interregional ties (the regions around Moscow and St. Petersburg), and those with
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Table 2 Summary results of Moran’s spatial autocorrelation analysis for the digital space 
development level of Russia’s regions in 2020 

Road 
distance 
matrix 

Road 
distance 
matrix 
(Norm) 

Linear 
distance 
matrix 

Linear 
distance 
matrix 
(Norm) 

Adjacent 
boundaries 
matrix 

Adjacent 
boundaries 
matrix 
(Norm) 

Moran’s 
index 

0.1728 0.1730 0.1783 0.1907 0.2032 0.1718 

sd(Ii) 0.0004 0.0004 0.0004 0.0005 0.0005 0.0005 

E(Ii) 0.000024 0.000024 0.000025 0.000026 0.000028 0.000024 

Z-score 452.073 452.642 425.250 409.110 387.257 340.538 

p-value 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000

Table 3 Aggregate Moran’s scatter plot for the digital space development level of Russia’s regions 
in 2020 

LH—reciprocal influence zones HH—Spatial clusters 

High level of 
spatial synergy 

Low level of spatial 
synergy 

High level of spatial 
synergy 

Low level of spatial 
synergy 

Regions: Kirov, 
Kostroma, Orel, 
Tver, Ulyanovsk; 
Republic of 
Mordovia, 
Chuvashia 

Regions: Kaliningrad, 
Pskov, Omsk, Kurgan, 
Bryansk, Kursk, 
Volgograd; Altai, 
Krasnoyarsk; 
Republic of Mari El, 
Udmurtia, Komi; 
Nenets Autonomous 
Area 

Moscow, St. Petersburg; 
Regions: Tula, Vladimir, 
Kaluga, Leningrad, 
Moscow, Nizhny 
Novgorod, Novgorod, 
Ryazan, Smolensk 

Regions: Tyumen, 
Arkhangelsk, Belgorod, 
Vologda, Voronezh, 
Ivanovo, Kemerovo, 
Lipetsk, Murmansk, 
Novosibirsk, Orenburg, 
Penza, Samara, Saratov, 
Sverdlovsk, Tambov, 
Tomsk, Chelyabinsk, 
Yaroslavl; Perm; 
Republic of Tatarstan, 
Bashkortostan, Karelia; 
Yamalo-Nenets 
Autonomous Area, 
Khanty-Mansiysk 
Autonomous Area 

LL—Regions with a low level of digital 
development 

HL—Regions with a higher level of digital 
development relative to other areas 

Remaining regions of Russia Regions: Astrakhan, Rostov, Sakhalin; 
Primorye, Stavropol; 
Republic of Khakassia, Altai; 
Krasnodar

a low level of spatial synergy, with the being-formed interregional synergy, that are 
quite remote from the digital technology development centres. 

The LL quadrant, on the contrary, brings together the regions with a very low 
digital space development level; below the average Russian level (the regions of 
the third group). Some regions of the third group have been included in the LH
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quadrant and have become a zone prone to the impact of spatial clusters with a 
higher digital space development level (Table 3). These regions, due to the closer 
interregional relations and spatial proximity to the regions with highly developed 
digital infrastructure, such as Moscow, St. Petersburg, and the Republic of Tatarstan, 
can significantly increase their digital space development level in the future. The 
remaining regions of the third group, located in quadrant LH and characterised by a 
lower level of spatial synergy, have a lower potential for the development of digital 
space, since they are spatially distant from the digital infrastructure development 
centres. 

In order to investigate the factors contributing to the digital space development 
of the outlined regional groups, regression modelling with the use of panel data was 
carried out. The source data analysis shows that the most appropriate functional 
criterion describing the relationship between the regional digital space index and the 
tested factors is the exponential function. In the course of the research, a number of 
models with random and fixed effects were constructed with the use of the joint least-
squares method, with allowance for heteroscedasticity. Following the estimation 
of the statistical significance of the model parameters, the information criteria and 
determination coefficient, as well as the Hausman test results, the regression model 
with fixed effects was recognised to be the optimal model for all region groups. 

The regression analysis revealed that the digital space development of the first-
group regions was significantly influenced by the scope of advanced production 
technologies used in them and their gross regional product: 

SDI 1 = −1.646 + 0.081 · Ln(G R P) + 0.143 · Ln(I T  ) (2) 

where SDI 1 is the Digital space index of the first-group regions, with values from 
0 to 1;  GRP is the Gross regional product values of the Russian Federation entity, 
million roubles; IT is the Scope of advanced production technologies used in the 
region, pcs. 

The main model parameters and the results of validity tests are presented in 
Table 4. The determination coefficient in the model has a low, but sufficient value 
for acknowledging the existence of a close relationship between the variables. 
The regression coefficients are statistically significant; the model shows no multi-
collinearity, autocorrelation of errors or heteroscedasticity and demonstrates the 
normal distribution of errors.

It should be noted that the regions under study are the main centres of economic 
growth in the country, having a well-developed industrial complex; therefore, it is 
quite natural that these factors are determinants for the expansion of their digital 
space. These regions have a high financial potential, attract a significant amount of 
investment in the technological renewal of fixed assets, and have due intellectual 
and scientific potential; therefore, the development of their digital space relies not 
on new advanced production technologies, but on their use. 

The Granger causality test showing the relationship between the explored indices 
made it possible to confirm the influence of the gross regional product volume on 
the digital space development level of the regions forming this group (Table 5).
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Table 4 Results of regression modelling of factors influencing the digital space development of 
the first-group regions (with fixed effects) 

Factor Statistical error t-statistics P-value 

Const −1.646 0.528 −3.116 0.0033*** 

Gross regional product 0.081 0.036 2.206 0.0328** 

IT 0.143 0.034 4.234 0.0001*** 

LSDV R-squared 0.688 Within R-square 0.424 

LSDV F (10, 43) 9.502 P-value (F) 4.33e-08*** 

Logical plausibility 104.7 Akaike criterion −187.4 

Schwartz criterion −165.6 Hannan-Quinn criterion −179.1 

Rho parameter 0.361 Durbin-Watson statistic 1.459 

Wald test for heteroscedasticity (null 
hypothesis—observed homoscedasticity—the 
observations have a common error variance) 

Chi-square (9) = 234.4 0.928 

Chi-square test (null hypothesis—normal distribution 
of residuals) 

Chi-square (2) = 4.977 0.083 

Wooldridge test (null hypothesis—presence of 
autocorrelation of residuals) 

Test statistics: 
F (1, 8) = 35.2 

0.345 

Hausman test statistics: H = 5.234; p-value = 0.0004 (The low p-value points to the optimality 
of the fixed-effects model) 

Pesaran CD test for cross-sectional dependence (Null hypothesis: no cross-sectional 
dependence): Asymptotic test statistic: z = 1.082; p-value = 0.279 

Note Compiled by the authors; *statistical significance at 10%; **statistical significance at 5%; 
***statistical significance at 1%

In addition, a positive influence of other factors was also established, namely: the 
average per capita income of the population, employment rate, and the scope of 
telecommunication services provided to the population. Thus, one can conclude that 
the digital space development level in the regions of this group is accounted for not 
only by the active development of the production sector but also by the specific high 
socio-economic condition of its households and their financial security.

The Granger causality test made it possible to reveal as well an inverse effect of the 
digital space development index on the volume of goods shipped by manufacturing 
enterprises and on the level of industrial employment. 

5 Conclusions and Implications 

The methodological approach proposed in the study for assessing the regional digital 
space, modelling the factors contributing to its development, and evaluating its 
impact on the digitalisation of industry in the regions made it possible to reveal 
an insignificant spatial heterogeneity of the digital space formed in Russia.
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Table 5 Granger causality test results showing the correlation between the digital space develop-
ment level in the regions of the first group and the factors contributing to its development 

Null hypothesis F-Statistic Probability Conclusion 

I D1 does not have an impact on the gross regional 
product of the Russian Federation constituent entities 

2.719 0.081* Has an impact 

I D1 does not have an impact on the employment rate 3.56 0.041** Has an impact 

I D1 does not have an impact on the retail turnover 5.333 0.011** Has an impact 

I D1 does not have an impact on the volume of shipped 
goods, performed work, and rendered services in 
manufacturing industries 

3.968 0.029** Has an impact 

The gross regional product volume of the Russian 
Federation constituent entities does not have an impact 
on I D1 

9.003 0.0008** Has an impact 

The average per capita income of the population does 
not have an impact on I D1 

4.423 0.021** Has an impact 

The employment level of the population does not have 
an impact on I D1 

7.189 0.003*** Has an impact 

The scope of telecommunication services to the 
population does not have an impact on I D1 

4.229 0.024** Has an impact 

Note Coefficient values rejecting the null hypothesis of the test supposing no causality: *0.05 < p 
< 0.1; **0.01 < p < 0.05; ***–p < 0.01

Several spatial centres with well-developed digital space and their active use by 
manufacturing enterprises stand out clearly (Moscow and St. Petersburg, Moscow, 
Tula, and Tyumen regions, Republics of Tatarstan and Bashkortostan, Yamalo-Nenets 
and Khanty-Mansi Autonomous Areas). The regression analysis revealed that the 
development of digital space in the regions of this group was significantly influenced 
by the scope of advanced production technologies used in them and the volume 
of their gross regional product. The regions under study are the main centres of 
economic growth in the country and have a developed industrial complex; therefore, 
it is quite natural that these factors are determinants for the expansion of their digital 
space. The study of cause-effect relationships using the Granger test made it possible 
to reveal an inverse impact of the digital space on the volume of goods shipped by 
manufacturing enterprises and on the level of industrial employment in the regions 
of the first group. The research showed that the development of digital space in these 
regions not only contributed to the progressive development of their industry, but 
also secured their socio-economic growth. 

The methodological approach to studying the digital space development factors 
realised in this paper, as well as the obtained results, can be subsequently used for 
searching the optimal mechanisms for its development with a view to achieve well-
balanced and progressive socio-economic development of the territorial systems. 
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Formation of a System of Statistical 
Indicators of Digitalization 
and Reindustrialization of Small 
and Medium-Sized Cities 

Irina Turgel and Aleksandr Pobedin 

Abstract Digital transformation of socio-economic processes, the development of 
the urban environment, and smart cities are important trends in the transformation of 
the economic system at all levels of territorial structure—global, national, regional, 
and individual municipalities. Small and medium-sized cities of the Russian Feder-
ation are currently experiencing a transformational challenge—whether the city will 
be able to integrate into the modern system of digital society will determine both the 
further pace of economic development and the level of well-being of the population. 
In this study, the authors analyze existing approaches to assessing the development 
of smart cities and reindustrialization of old industrial areas, highlighting the most 
significant factors and criteria used in the analysis of the processes of digital trans-
formation and reindustrialization. The authors consider the experience of such an 
assessment taking into account the peculiarities of the system of statistical indicators 
available in the Russian Federation. 

Keywords Digital transformation · Smart city · Urban environment 

1 Introduction 

Every year, the influence of digital technology increases both on the structure of 
production and technological processes in individual enterprises, and on the devel-
opment of countries, regions, and cities, the standard of living of citizens, and the 
range of produced and consumed goods and services.
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The attention of public authorities to the processes of digital transformation is 
increasing. Following the Strategy for the Development of Information Society in the 
Russian Federation for 2017–2030 (approved by Presidential Decree of May 9, 2017 
No. 203, further—Strategy 2017–2030), the main goal is defined as “creating condi-
tions for the formation of the Russian Federation knowledge society”, which will 
allow approaching such national goals as human development, security of citizens 
and the state, increasing the role of Russia in the global humanitarian and cultural 
space, the development of interaction between citizens, organizations, and public 
authorities, the growth of public administration efficiency, the development of the 
economy and social field, the formation of a digital economy. Following the priority 
scenario for the development of a digital society outlined in the Strategy 2017–2030, 
it is planned to create, with government support, national technology platforms in the 
areas of education and medicine, a national digital library, and a unified infrastruc-
ture of e-government. The implementation of the Strategy 2017–2030 is necessarily 
ensured by coordinated actions of state authorities, local government, and several 
organizations, including funds and development institutions. 

In addition to the federal and regional levels of public authority, digitalization 
processes are also implemented at the local government level. To implement the 
goals of the national program “Digital Economy of the Russian Federation” (program 
passport approved by the minutes of the meeting of the Presidium of the Presidential 
Council for Strategic Development and National Projects on June 4, 2019 No. 7) 
and the state program “Affordable and Comfortable Housing and Public Services 
to citizens of the Russian Federation” (approved by the Government of the Russian 
Federation on December 30, 2017, Dec. No 1710), in pursuance of the Federal 
Project “Formation of a Comfortable Urban Environment” (approved by the minutes 
of the meeting of the Project Committee on the national project “Housing and Urban 
Environment” dated December 21, 2018 No. 3), the departmental project of digital-
ization of urban economy “Smart City” was developed (project passport approved 
by the Order of the Russian Ministry of Construction dated December 27, 2021 No. 
1014/pr, hereinafter—“Smart City” project), which envisages the development of 
methods and tools to assess the progress and effectiveness of the digital transfor-
mation of the urban economy in cities of the Russian Federation, the formation of 
an index of digitalization of the urban economy in cities of the Russian Federation, 
the creation of methodological and organizational framework for the formation of 
the Smart City ecosystem, and the development and launch of the online resource 
“Smart City Solutions Bank” from 2024. 

For small and medium-sized cities of the Russian Federation, the support and 
development of digitalization processes are of particular importance due to the single-
industry nature of the economic structure. Digital transformation, on the one hand, 
contributes to the creation of additional competitive advantages for city-forming 
enterprises, on the other hand, creates the preconditions for the emergence of new 
types of economic activity, ensuring the soft reindustrialization of cities and the 
inclusion of residents and businesses of these territories in the digital environment 
of the region and the country.
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One of the basic conditions for successful reindustrialization and digital trans-
formation of cities is the system of reliable statistical indicators that allow both 
monitoring of the implementation of state and municipal projects and digitalization 
programs, and a comprehensive expert assessment of the processes including small 
and medium-sized cities in the digital environment. The purpose of this paper is to 
analyze the existing approaches and prerequisites for the creation and operation of 
such a system of indicators. 

2 Literature Review 

The theoretical development of the digital economy, digital society, and Industry 
4.0 have recently been the focus of attention among both foreign and domestic 
authors. A study by Pedersen and Wilkinson [1] discusses the processes associated 
with the digitalization of services, online access to information, and decision-making 
based on big data analysis; the authors state that the development of a digital society 
reveals a new model of service delivery to citizens. Popkova et al. [2] examines the 
impact of digital society on the development of the Russian economy. The authors 
assess the prospects for optimizing socio-economic development by managing the 
processes of the digital transformation of society. A theoretical and methodological 
summary of the changes in society caused by digital transformation is presented 
in the study by Vertakova et al. [3], which analyzes digital transformation in the 
economic system, especially in industries. The authors distinguish the following 
levels of digital transformation: the level of existence (change of objects and social 
consciousness of subjects), the level of manifestation (change of conditions, values), 
and the level of implementation (realized changes). Glezman et al. [4] analyzes the 
basic properties of digital technologies and the main stages of digitalization. Also, 
the problems of digital transformation and its impact on the state and citizens are 
developed in the studies by Zvereva et al. [5], Goisauf et al. [6], Ma et al. [7], Malin 
et al. [8], MiCiC [9], Myovella [10], Niebel [11], Posu [12], Shahbaz et al. [13], etc. 

Separately, it is worth noting the layer of work aimed at studying the digitaliza-
tion of the urban environment and the development of “smart cities”. Caragliu and 
Nijkamp [14] summarize the concept of smart cities from the perspective of covering 
modern production factors of the city, including the development of information and 
communication technologies. The authors analyze data on urban development in the 
EU countries, determining the efficiency of development and the quality of the urban 
environment, taking into account the presence of the creative class, the level of educa-
tion, and the availability of modern technology. Hollands [15] attempts to develop 
clear criteria for a smart city comparing them to the concept of entrepreneurial cities. 
This problem is also developed in the studies by Albino et al. [16], Wang et al. [17], 
Aziz et al. [18], and several other works. 

The phenomenon of reindustrialization has also been highlighted by many 
researchers. Nassif [19] and his co-authors analyze the processes of industrialization, 
deindustrialization, and reindustrialization, considering the regulatory activities of
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the state through monetary, fiscal instruments, wage, and exchange rate regulation. 
The article by Reznikova et al. [20] discusses the social consequences of reindustri-
alization. The authors state the relationship of value attitudes to the level of educa-
tion and age, as well as other characteristics of residents. Singh [21], using a cluster 
approach, studies the phenomena of urbanization, industrial agglomeration, and labor 
productivity, identifying a group of regions in the stage of reindustrialization. 

In the context of the active policy of digitalization pursued in the Russian Feder-
ation, there is a lack of research integrating the concepts of reindustrialization and 
smart cities. 

3 Material and Methods 

The information base of the study consisted of data from the Scopus database, 
as well as statistical information published on the official website of the Federal 
State Statistics Service (https://rosstat.gov.ru/). The methodological basis of the 
work was formed by the concepts of the smart city, digital transformation, and 
reindustrialization. 

The general algorithm of the study consisted of the following steps: 

1. Forming a pool of publications on the topic in question by issuing queries in 
the Scopus information system. This system was used in the study, first, due to 
the high quality of the research material, and second, due to the limitation of 
access to another scientific publication site—the Web of Science database was 
unavailable at the time of the study. 

2. Quantitative evaluation of the selected list of publications, and refinement of 
search queries. 

3. Generalization of the results of found publications, and the formation of a system 
of approaches and indicators following the chosen topic of research. 

4. Assessment of the existing system of municipal statistics in the Russian Feder-
ation in the context of the found indicators for assessing the environment of the 
smart city and reindustrialization. 

The study used methods of quantitative and qualitative bibliographic analysis, as 
well as content analysis. 

4 Results 

In the first phase of the study, the Scopus database was searched for (smart AND city 
AND indicators AND reindustrialization). Unfortunately, with this query, the search 
result was zero, which confirms the assumption of insufficient research that integrates 
analytics of the development of smart cities and processes of deindustrialization.

https://rosstat.gov.ru/
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A word query (smart AND city AND indicators) revealed 1,609 research papers 
from 2001 to 2022. If in the period from 2001 to 2011, not more than 5 articles per 
year were noted, then since 2012, there was a sharp increase in publications by 2021 
reaching 304. The lower value for 2022 is explained by the fact that the study covers 
publications up to and including October 15, 2022, respectively, one can expect an 
increase in publications during 2022 (Fig. 1). 

Authors from China (279) accounted for the largest number of publications in the 
given field of study, followed by Italy (143), the Russian Federation (107), the United 
States (104), Spain (96), and many publications from India (90), Great Britain (81), 
and Brazil (62). 

The analysis of the selected sources showed significant differences among the 
authors in determining the significant parameters that characterize “smart cities” 
[16]. For example, Mahizhnan’s study [22] identifies four areas of analysis: IT educa-
tion, IT infrastructure, IT economy, and quality of life. Giffinger et al. [23] use such 
characteristics as economy, mobility, environment, residents, and management. Eger 
[24] in his analysis of smart cities is limited to the following main areas – technology, 
economic development, employment growth, and improving the quality of life. In 
Nam and Pardo [25], the list of characteristics is extended, compared to the previous 
authors: economic socio-political problems of the city, environmental issues, inter-
connection, tools, integration, programs, and innovation. Similar areas of analysis are 
highlighted in the work by Barrionuevo et al. [26]: economy, residents, society, envi-
ronment, and institutions. Kourtit and Nijkamp [27] consider smart cities through the 
prism of different types of capital–human, infrastructural, social, and entrepreneurial. 
Chourabi [28] and co-authors propose to limit the analysis of smart cities to the areas 
of governance and organization, technology, public administration, politics, resi-
dents and their communities, the economy, and the environment. Summarizing the
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Table 1 Key elements highlighted in the analysis of smart cities 

Key elements Additional elements 

Economy Economic growth, economic development, entrepreneurial capital, 
labor market 

Society Environment Residents, communities, mobility, human capital 

Facilities Management, education, politics, 

Technologies Infrastructure Programs, innovations 

approaches of various authors, one can integrate the main characteristics of smart 
cities as follows (see Table 1). 

The list of characteristics of a smart city predetermines the composition of indi-
cators recommended by the authors for the analysis of the urban environment. For 
example, the analytical model presented in the study by Liu et al. [29] is based on 
three areas of analysis—economy, society, and natural environment, each of which 
is allocated groups of indicators (see Fig. 2), and in each area, development goals 
vary, depending on the current level of maturity of the smart city. The first level 
defines strategic development objectives following the concept of a smart city. The 
second level is the development of information and communication infrastructure 
according to the objectives. At the third level, smart city services are already provided 
based on the established digital infrastructure through local service centers, mobile 
applications, and web portals. At the fourth level, systems and data are integrated 
to provide urban services, and technologies such as the Internet of Things, cloud 
computing, and artificial intelligence are used to improve service quality. At the fifth 
level, cooperation between systems, data, innovative services, and applications will 
continuously improve the well-being and satisfaction of citizens and the value of the 
urban environment.

A detailed methodology developed by the International Telecommunications 
Institute (ITU) [30] is an international standard for systematizing indicators of smart 
city development (hereinafter referred to as the ITU Indicators System). According 
to this methodology, the indicators of smart city development are distributed in 
three areas: economy, environment, society, and culture. In general, the method-
ology includes 100 indicators coordinated with the UN Sustainable Development 
Goals. 

If the problem of indicators of digitalization and the development of smart cities 
is sufficiently developed, the issues of indicators of reindustrialization are character-
ized by a significant lack of research papers. A query of the Scopus database with the 
keywords (indicators AND industrialization AND city) revealed only three publica-
tions, the query (indicators AND reindustrialization AND town) did not reveal any 
publications, and the query (indicators AND reindustrialization) revealed only 17 
publications. 

The process of structural changes in the economy caused by the transition of the 
post-industrial stage of development, from the industrial sector to the service sector is 
accompanied by a reorientation from an energy-intensive economy to a technological
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Fig. 2 Smart city analysis model [29]

one [31]. It is generally accepted that, as a result of the processes of industrial trans-
formation and digitalization noted above, environmental degradation will gradually 
decrease due to increased environmental awareness, stricter environmental regula-
tions, the introduction of clean technologies, and investment in these technologies 
[32]. However, several researchers believe that the service sector can also contribute 
to environmental degradation, due to the large-scale growth of consumption. Some 
leisure activities, including those associated with mass tourism, cause serious damage 
to the environment. The development of tourist services requires large investments in 
infrastructure: roads, airports, catering and accommodation facilities, which can lead 
to soil erosion, air, and water pollution, reduction of fauna habitats, etc. [33]. Tourism 
and outdoor activities can increase energy and water consumption and waste gener-
ation. As a consequence of the above, energy consumption in the service sector can 
be almost the same as in manufacturing [34]. Consequently, an obligatory element 
in the analysis of deindustrialization and reindustrialization should be a block of 
indicators related to the impact on the environment, the presence of such indicators 
in the analysis of smart cities noted earlier. 

Damiani and Uvalic [35] examine structural changes in the industry in OECD 
countries, using the following indicators: 

1. the share of those employed in the manufacturing industry (overall and by sub-
sectors) 

2. the share of value added in the manufacturing industry (overall and by sub-
sectors). 

Destek’s study [36] analyzes the processes of deindustrialization and reindustrial-
ization using the following indicators: 

1. the volume of carbon monoxide emissions from economic activity;
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2. GDP dynamics (as an indicator of economic growth); 
3. share of industry in GDP (indicator of industrialization—deindustrialization); 
4. indicator of environmental degradation, a composite indicator calculated 

according to the methodology of the author using the indicators listed above. 

Accordingly, the assessment of the reindustrialization of cities requires the addi-
tion of indicators of smart city development with indicators characterizing the struc-
ture of the economy, including the share of industrial production, taking into account 
both the value of production and the number of people employed in the industrial 
sector. 

5 Discussion 

The use of the system of ITU indicators to assess the development of smart cities 
in Russia, with all the advantages of this methodology, is very difficult due to the 
significant differences in the system of statistical accounting of the Russian Federa-
tion and Western countries. Many of the indicators offered by the ITU are either not 
calculated at all in the RF or are published in very limited numbers. The problem is 
exacerbated by the fact that small and medium-sized cities belong to the municipal 
level of territorial division (included in municipal districts, urban districts, and urban 
settlements), and the peculiarity of the system of statistical indicators in the Russian 
Federation is a sharp decrease in the amount of available statistical information when 
moving to a lower level of territorial division. 

The main source of open and publicly available statistical information is the infor-
mation materials of the Federal State Statistics Service (Rosstat). Let us consider what 
indicators applicable to the assessment of smart cities can be found in the public 
domain on the official website of Rosstat (https://rosstat.gov.ru/). The “Municipal 
Statistics” section includes four information blocks: the statistical bulletin “Forma-
tion of Local Self-Governance in the Russian Federation”, the statistical bulletin 
“Population Size in the Russian Federation by Municipal Entities”, the volume of 
social payments to population and taxable cash income of population by municipal 
entities, and the “Municipal Entities Indicators” database (MEI DB). 

The Bulletin “Formation of Local Self-Government in the Russian Federation” 
contains the following indicators summarized for the Russian Federation as a whole 
or by subjects of the Russian Federation and federal districts: 

1. Availability of municipalities; 
2. The number of municipalities voluntarily participating in associations of munic-

ipalities and inter-municipal non-profit organizations; 
3. The number of municipalities participating in inter-municipal commercial 

organizations; 
4. Municipal unitary enterprises; 
5. Municipal banks and other financial organizations.

https://rosstat.gov.ru/
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Unfortunately, these indicators can characterize the development of smart cities very 
indirectly; in addition, they cannot be traced to a particular municipality. 

In the bulletin “Population of the Russian Federation by Municipalities,” one can 
find the population of a municipality and identify the presence of certain problems of 
urban development. For example, there is a list of municipalities (including single-
industry towns), where there are risks of a deteriorating socio-economic situation, 
as well as a list of municipalities with a stable socio-economic situation. In addi-
tion, there is a list of single-industry towns with the most difficult socio-economic 
situation. This information can be used in the formation of additional indicators in 
assessing the cities’ economy, but unfortunately, the bulletin does not provide the 
original data for municipalities and single-industry towns to be grouped according 
to these criteria. 

The table “Volume of social payments to the population and taxable money income 
of the population in the context of municipalities” contains information on payments 
to citizens and receipts into the budget system. This data can be used in such directions 
of assessment of smart cities as the economy and population (society). 

The most complete information on socio-economic development is contained in 
the “Municipal Entities Indicators”. The volume of information allows getting a 
certain idea of the development of the economy of the municipality, contains infor-
mation on its population, the availability of certain types of services, the development 
of certain types of infrastructure (postal and telephone communications), etc. Unfor-
tunately, data describing the degree of development of information and communi-
cation technologies, the digital environment, and the inclusion of its inhabitants are 
practically not presented. 

Despite these difficulties, there are attempts by researchers to assess the poten-
tial for the development of smart cities, supplementing the indicators available in 
the public domain on the Rosstat website, the indicators published by the terri-
torial divisions of Rosstat, as well as departmental statistics and reporting on the 
implementation of program and project documents. 

Antonova [37] analyzes the existing methods for assessing single-industry towns 
and concludes that they are poorly implemented in the Russian Federation due to 
the lack of necessary indicators. The author collects from available data in Russia 
a list of indicators of smart city development, distributing them according to the 
criteria: smart economy, smart people, smart management, smart mobility, smart 
environment, and smart living, which is consistent with the approaches of foreign 
authors discussed above (see Table 2).

Unfortunately, this list of criteria allows evaluating smart cities only at the first 
level of maturity; however, even this assessment allows for forming a holistic picture 
of the development of the modern urban environment. 

There is a lack of indicators from the sphere of innovation and communication 
development of the territory to expand the above list of indicators of smart cities. In 
the Russian Federation, one can find examples of the calculation of such indicators, 
for example, the compilations “Innovation Activity Indicators” [38] and “Digital 
Economy Indicators” [39] prepared by the Higher School of Economics. In particular, 
in the second of these compilations, one can find such indicators as expenses on
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Table 2 The list of indicators for assessing smart city development (according to Antonova’s 
methodology) 

Evaluation criteria Indicators 

Smart economy Grant support for small and medium-sized businesses, the financial 
performance of enterprises, average monthly wage per employee, 
unemployment rate, the number of individual entrepreneurs, the number of 
organizations, retail trade turnover, turnover of medium and large 
organizations, and investment in fixed capital 

Smart people The number of preschool educational and general educational 
organizations, satisfaction with the quality of preschool education, the 
overall performance of students, the number of students, the number of 
children with disabilities enrolled in a full educational program, the 
number of families receiving social support to pay for utilities, the number 
of applications of citizens to the Administration, and the number of foreign 
nationals 

Smart management Satisfaction with authorities, satisfaction with the activities of authorities to 
ensure the safety of citizens, the number of children attending 
kindergartens, kindergarten waiting lists, the share of replaced water 
supply networks, installed production capacity of water pipes, leakage, and 
unaccounted water consumption, the number of accidents in the water 
supply system, the share of replaced sewage networks, the share of 
replaced heating and steam networks, heat losses, supply of heat to the 
population, the number of accidents in the heat supply system 

Smart mobility Migration loss, passenger turnover of public transport, cargo turnover of 
motor transport, the number of public busses per 100,000 people, the use of 
the Internet in organizations, the number of PCs per 100 employees, and 
the number of cameras recording offenses 

Smart environment Environmental protection costs, the number of water pipelines, the number 
of heat supply sources with a capacity of up to 3 Gcal/hour, average 
capacity of one heat supply source, air pollutant emissions, the number of 
stationary sources of hazardous substances at enterprises not equipped with 
treatment facilities, the number of households and industrial waste 
utilization and processing enterprises, the number of specialized vehicles 
used for cleaning territories and household waste disposal, electricity 
consumption per 1 resident, hot water consumption per 1 resident, and cold 
water consumption per 1 resident 

Smart life activity The number of cinemas and movie theaters, the number of libraries, the 
number of museums, the number of detected HIV-infected patients, the 
number of registered persons with detected malignancies, the number of 
doctors of all specialties, the number of hospital beds in independent 
hospital institutions, the number of registered crimes, population 
assessment of crime rate, the number of sports institutions, commissioning 
of apartments, the number of resettled from old and emergency houses, and 
the volume of accomplished landscaping works
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research and development in the priority area “Information and Telecommunication 
Systems”, patent applications for ICT inventions, development and use of advanced 
production technologies related to ICT, the share of the ICT sector in gross value 
added, the dynamics of communication services by type, Internet access subscribers, 
broadband Internet subscribers, Internet traffic, employed in professions related to 
the intensive use of ICT, the number of IT specialists, the level of digital skills 
of residents, the use of ERP and CRM systems in organizations, and several other 
indicators. 

6 Conclusion 

The study allows drawing the following conclusions. With the tightening of the 
inter-regional and international competitive environment, the high demand for 
highly skilled labor significantly increases the requirements for urban development, 
improving the standard of living and the quality of life of citizens. Modern infor-
mation technology provides potential opportunities to solve these issues through 
qualitative changes in the parameters of the urban environment with the involve-
ment of high-tech solutions, including the Internet of Things, digital twins, artificial 
intelligence, etc. A prerequisite for digital transformation should be the development 
of the territory’s digital infrastructure and the improvement of accessibility of this 
infrastructure to the population, as well as the acquisition by residents of additional 
competencies in the use of the digital environment. In the Russian Federation, there 
is an increase in state stimulation of the processes of digitalization and digital trans-
formation, including through the expansion of program and project documents in 
this area. 

For small and medium-sized cities, most of which are characterized by a mono-
industrial structure of the economy, inclusion in the above trends is critical. Digital 
transformation in old industrial cities is becoming bi-directional. First, industrial 
production is changing based on the use of modern ICT and the transition (in the 
future) to Industry 4.0, which significantly affects both the industry structure and 
the labor market, increasing the requirements for employee qualifications while 
increasing production capacity, production efficiency, and wages, i.e., the territory 
is undergoing another stage of reindustrialization using modern technological capa-
bilities. Second, the urban environment is developing, providing more opportuni-
ties and satisfying more needs of the population together with the growth of the 
consumer market based on the use of modern ICT solutions, i.e., the implementation 
of processes of transformation of the urban environment based on digitalization with 
the development of smart technologies in all areas of the city life. 

Modern Russian statistics do not yet allow for a full quantitative assessment 
of the processes of digital transformation at the municipal level, but attempts at 
such analysis are underway, and there are prerequisites for the development of the 
statistical base, including the expansion of the calculation base of socio-economic 
indicators for the municipal level of territorial structure in Russia.
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Impact of Digital Technologies 
on the Industrial Complex Development: 
The Russian Experience 

Olga Smirnova and Lyudmila Chesnyukova 

Abstract The rapid development of communications has led to the transformation 
of digital technologies and the introduction of advanced innovations in the produc-
tion activities of the industrial complex. The digital transformation of the industrial 
complex contributes to the efficiency of the entire production chain, virtual simulation 
of the production process, increased production flexibility, and, as a consequence, a 
change in operating costs. The positive impact of digitalization allows for increasing 
productivity, optimizing existing business models and processes, and changing the 
traditional ways of doing business. The study conducted a comparative analysis of 
the implementation of digital technologies in the industrial complex of the subjects 
of the Ural Federal District of Russia. The key elements of the digitalization of the 
industrial complex of Russia are identified. The study results made it possible to 
group the industrial complex of the Ural Federal District subjects by maturity and 
identify the limiting factors for the introduction of digital technology in the Russian 
industrial complex. The maturity assessment allows for determining the readiness of 
the Ural Federal District industrial enterprises for digital solution implementation. 
More digitally mature subjects have been shown to act more flexibly and dynam-
ically. Directions for implementing digital technologies in the industrial complex, 
based on a set of solutions for companies with low, medium, and high levels of digital 
maturity are presented. 
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1 Introduction 

One of the key factors of competitiveness is the introduction of digital technology in 
the production activities of the industrial complex. The industry is currently adopting 
a variety of available digital technologies that offer significant economic advantages, 
unlock additional revenue potential, and develop new business models. However, the 
changes caused by digitalization in the economy are not predetermined in advance but 
depend on the innovation strategy and investment activity of the subjects involved. 

The Ural Federal District (UFD) is one of the engines of the economic and tech-
nological development of the Russian industrial complex. Based on a comparative 
analysis of the UFD subjects, the study describes the different impacts of digitaliza-
tion processes on industrial activity and identifies regional differences in the growth 
rate of transformation of the industrial complex. 

The study aims to assess the level of balanced development of the UFD industrial 
complex in the conditions of digitalization. 

The methodological basis of the study includes the results of scientific economists 
on the problems of stable and balanced functioning of the industrial complex. 

2 Literature Review 

The works by Akberdina [1], Abdrakhmanova et al. [2], and Romanova [3, 4], 
in which it is noted that engineering developments related to the introduction of 
digital technologies optimize a wide range of industrial processes and increase their 
competitiveness, are devoted to the issues of industrial digitalization. 

The following digital technologies are highlighted: individual human–machine 
interaction; energy efficiency and renewable energy; artificial intelligence; biotech-
nology; digital twins and simulations; transmission technology; data storage and 
analysis. Based on the above, digital technology can contribute to the sustainable 
development of industrial production [5–7]. 

A number of economists study the approaches to assessing the effect of digital-
ization on labor productivity in the industrial complex. They argue that the introduc-
tion of technological innovations and digital technologies into business processes 
is not enough to ensure economic growth and enhance the efficiency of production 
processes. The opposite approach is premised on the idea that an increase in the 
efficiency and productivity of labor is due to advances in the digital economy, which 
is at the stage of highly efficient technologies being formed [8]. 

The works by Bauer et al. [9], Herter and Ovtcharova [10], Meissner et al. [11], 
and Schlaepfer et al. [12] are devoted to the assessment of the impact of digital 
technology on the development of enterprises. 

Key digital technologies used in industry, such as blockchain and supply chain 
traceability, the Internet of Things, and artificial intelligence, are enabling more 
efficient use of available economic resources [13, 14].



Impact of Digital Technologies on the Industrial Complex Development … 37

The works by Ahmad and Schreyer [15], Arens [8], Brynjolfsson and McAfee 
[16], Gerbert et al. [17], Kelchevskaya and Shirinkina [18], and Schwab [19] substan-
tiate the tools of digitalization, which allow the economic effect of reducing the cost 
and increasing productivity. 

Smirnova and Chesnyukova [7] and Abdrakhmanova et al. [2] distinguish regions 
by the degree of digital maturity: regions with high, medium, and low levels. 

The results of the studies presented by Akberdina [1], Nabatova and Plotnikov 
[20], Akberdina and Romanova [3], Stepanov [21], Tarasov [22], and Tolkachev and 
Morkovkin [23] made it possible to develop applied tools for assessing the level of 
digital transformation of the Russian industrial complex. 

The widespread introduction of digital technologies into business processes and 
the development of technological innovations can have a positive impact on the 
development of the UFD industrial complex. 

3 Materials and Methods 

The pairing of digitalization tools and the ranking of regions according to the level 
of digital maturity (high, medium, and low) made it possible to develop a theoretical 
model of digitalization of the industrial complex. The model includes digital tools 
and additional technological capabilities at various stages of the production chain 
(Fig. 1).

The methodology for assessing the processing development of the UFD indus-
trial complex is conducted on the primary Rosstat indicators for 2017–2021. Linear 
regression equations were built, and linear correlation and determination coefficients 
(R2) were determined. The estimated regression equation determines the analytical 
relationship of changes in the resultant indicator by the influence of one or more 
factor variables and shows that in the aggregate, the relative economic well-being of 
the area is proportional to the development of digital technology. 

The analysis contains the following stages: (1) distribution of digital technologies 
in the organizations of the industrial complex that used digital technologies; (2) 
dynamics evaluation of developed advanced production technologies of the UFD 
subjects; (3) structural analysis of research and development costs by high-tech, 
medium-tech, and science-intensive types of economic activity; and (4) structure 
evaluation of the industrial complex by indicators: the share of shipped goods of 
own production; analysis of the growth rate of labor productivity [1, 4, 28]. 

The share of regions using digital technology is calculated as an indicator that 
includes several sub-indices [4]. 

Dregde  = 4
√
Ddat · Duat · Dudt · Duct (1) 

where Dreg de is the share of regions using digital end-to-end technologies; Ddat is 
the share of regions that have developed advanced production technologies; Duat is 
the share of regions using advanced production technologies; Dudt is the share of
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Production chain and industry digitalization tools 

Analysis of data pro-
duced by equipment, 
sensors, and business 
processes themselves 

Automation of as-
sembly lines and de-
livery process 

Machine learning to 
detect and predict 
failures in the early 
stages of production 
chains 

Technology solutions 
and trends 

Cost reduction Performance im-
provement 

Increase in sales 
volumes 

applicable to compa-
nies with a high level 
of digital maturity 
with general infor-
mation and some ad-
vantages offered, giv-
en that their 
implementation, in 
any case, requires the 
support of staff or 
specialized companies 

Accounting manage-
ment; 
Remote solutions 

Cloud technologies; 
Gathering opinions; 
Digital payments; 

Antivirus software; 
Cloud solutions; 
Internal communica-
tion channels; 
Electronic invoices; 

designed for compa-
nies with medium ma-
turity, from which in-
formation is offered 
on the main elements 
to be considered when 
launching, as well as 
resources of interest 
to the company 

RFID; 
Solutions for industri-
al platforms; 
Storage management; 
Supervision and con-
trol 

Security plan; 
ERP solutions 

Virtual assistants; 
Digital marketing; 
Payment platforms; 
Marketplaces 

designed for compa-
nies with a low digital 
maturity; a guide to 
their offline imple-
mentation is offered 

Self-driving cars; 
Augmented reality; 
Robotics; 
Artificial intelligence; 
Big data 

IoT; 
Blockchain 

Digital twins; 
Reconnaissance busi-
ness; 
3D printing 

Regulatory framework and digitalization strategy for the industrial complex 

Fig. 1 The model of industrial complex development in the implementation of digital end-to-end 
technology. Source compiled by the authors based on [7, 15, 17, 18, 24–27]

regions using digital technology; Duct is an index reflecting the share of enterprises 
using communications technology. 

The advantage of this method is that it allows different scenarios to be analyzed 
and evaluated, and the evaluation results are more comparable. 

4 Results and Discussion 

The introduction of digital technology has led to various changes due to new 
developments that have taken place in areas such as microelectronics or intelligent
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Table 1 Dynamics of labor productivity in the UFD industry, rub thousand/person 

Labor productivity, rub thousand/person 2017 2018 2019 2020 2021 

Ural federal district 1699.0 2052.2 2097.4 1856.2 2745.5 

Kurgan region 364.4 411.0 496.2 483.1 617.6 

Sverdlovsk region 1014.1 1157.8 1225.5 1272.4 1543.8 

Tyumen region 3143.6 3943.6 3988.4 3238.2 5119.7 

Khanty-Mansi autonomous area 3484.5 4325.2 4452.8 3251.5 5223.0 

Yamal-Nenets autonomous area 5535.6 7110.6 7348.9 6549.6 10,249.3 

Tyumen region without autonomous districts 1259.1 1562.2 1341.5 1280.1 1971.2 

Chelyabinsk region 920.7 989.9 984.6 1000.9 1465.7 

Source [29] 

systems. However, their inclusion in production processes shows different intensities 
depending on the specifics of the region and sectors of the economy (Table 1). 

In general, the highest labor productivity indicators are observed in highly prof-
itable extractive regions, with labor productivity growth rates in the Yamal-Nenets 
Autonomous Area increasing by 85.2% over 5 years, due to the discovery of new 
fields. The lowest indicators of labor productivity are in the subsidized Kurgan 
Region, despite the growth of the indicator by 61.6% over the 5 years analyzed. The 
Tyumen, Sverdlovsk, and Chelyabinsk Regions also show relatively high growth in 
labor productivity in the Tyumen (+56.6%), Sverdlovsk (+52.2%), and Chelyabinsk 
(+59.2%) Regions. 

The use of digital end-to-end technologies affects sustainable and stable develop-
ment in the global market and is one of the key competitive advantages of industrial 
enterprises in Russia (Table 2). 

The introduction of digital end-to-end technology is noted in the Sverdlovsk, 
Chelyabinsk, and Tyumen Regions. The digitalization of industry is proceeding at a 
slower pace.

Table 2 Dynamics of the share of UFD subjects using digital end-to-end technology, % 

Share of subjects using digital end-to-end technologies 2017 2018 2019 2020 2021 

Ural federal district 95.03 96.09 96.35 90.15 90.25 

Kurgan region 6.42 6.42 6.13 5.44 5.33 

Sverdlovsk region 58.68 57.29 55.12 67.18 62.65 

Tyumen region 41.86 44.13 51.13 42.88 44.72 

Khanty-Mansi autonomous area 7.35 17.55 29.11 23.52 23.08 

Yamal-Nenets autonomous area 27.85 26.55 28.80 26.95 25.77 

Tyumen region without autonomous districts 25.24 27.00 27.48 23.19 26.58 

Chelyabinsk region 57.77 58.23 56.22 41.70 45.96 

Source [30] 
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Fig. 2 Dynamics of internal costs for the development of the digital economy, RUB mln. Source 
[30] 

In the Khanty-Mansi Autonomous Area and Yamal-Nenets Autonomous Area, 
the digital gap is typical not only for federal districts and regions but also between 
the largest cities. 

The dynamics of domestic costs for the development of the digital economy are 
shown in Fig. 2. 

Data analysis shows an increase in internal costs by 30.3% in 2021; the 
largest share of costs was associated with the development of information and 
communication technologies (Fig. 2). 

According to Fig. 3, the most important (37.1%) item of expenditure on the devel-
opment of the digital economy is the purchase of computers and office equipment. 
Its volume in 2021 amounted to 1093.3 RUB bln. About 1/5 of the total expenditure 
accounts for the purchase of software (18.1%, 533.4 RUB bln), and one-tenth of the 
total expenditure is payment for telecommunications services (12.1%, 356.6 RUB 
bln). According to the National Research University Higher School of Economics, 
“domestic spending on the development of the digital economy will continue to grow 
and will reach 5.1% of GDP in 2024” [21].

Modeling of the factors influencing the dynamics of productivity was carried out 
using paired regression. The forecast results are presented in Table 3.

The simulation showed that labor productivity depended to a greater extent on 
the dynamics of digital activity, and the use of digital technology in the Sverdlovsk 
and Tyumen Regions, as well as the Khanty-Mansi Autonomous Area. An inversely 
proportional relationship is observed in the Yamal-Nenets Federal Area and the 
Kurgan Region. Thus, the challenge of improving industrial productivity is focused 
on solutions based on robotics, IoT, data analytics, operational technologies, artificial 
intelligence, intelligent logistics, and blockchain.
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Fig. 3 Structure of internal costs for the development of the digital economy, %. Source [30]

Table 3 Assessment of the regression analysis of the development of the UFD subjects 

Subject Regression equation Determination factor 
R2 

Linear correlation 
ratio 

Ural federal district y = −0.0032x + 1002 0.16 −0.41 

Kurgan region y = −0.0046x + 8.1272 0.70 −0.84 

Sverdlovsk region y = 0.0108x + 46.809 0.19 0.44 

Tyumen region y = 0.0016x + 38.842 0.12 0.34 

Khanty-Mansi 
autonomous area 

y = 0.0043x + 2.2236 0.17 0.42 

Yamal-Nenets 
autonomous area 

y = −0.0004x + 30.132 0.36 −0.60 

Tyumen region 
without autonomous 
districts 

y = 0.0025x + 22.187 0.19 0.43 

Chelyabinsk region y = −0.0172x + 70.457 0.25 −0.50 

Source [29, 30]

5 Conclusion 

The introduction of digital technology is a competitive advantage for the production 
activities of enterprises of the industrial complex. There is a directly proportional 
relationship between the digital maturity of industrial enterprises and the ability
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to compete in an increasingly global, specialized, technological, and constantly 
evolving marketplace. This study made it possible to consider the current state of 
the industrial complex of the Ural Federal District, its main needs, and its problems. 
Depending on the implementation of digital technology and the rate of productivity, 
regions with a high level of digital maturity (Sverdlovsk, Chelyabinsk, and Tyumen 
Regions), regions with a medium level of digital maturity (Khanty-Mansi and Yamal-
Nenets Autonomous Areas), and a region with a low level of digital maturity (Kurgan 
Region) were defined. Conclusions are drawn on the possibility of reducing costs, 
increasing productivity, and increasing production and sales volume through the use 
of different digital technologies at each level of digital maturity. 
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A Comparision of Digital Transformation 
of Industry in the Russian Federation 
with the European Union 

Vikas Kumar and Grigoriy Korovin 

Abstract The concept of Industry 4.0 is based on a set of digital technologies, 
forms a new paradigm in the economic and social sphere, and significantly changes 
production models. The study aims to find out the status and pace of digitalisation of 
the economy of the Russian Federation, highlighting the industrial sector. The author 
explores the most relevant digital technologies that enable machine connectedness, 
adaptability, predictability, and autonomous production. The study hypothesises that 
the digital transformation of the industry should manifest itself in an increase in 
the use of digital technology by companies. The author used selected indicators 
from Russian and European statistical databases, showing enterprises’ use of certain 
types of digital technology. We found that in the Russian Federation, in the last five 
years, there has been no growth in the use of special software tools for design and 
production management. The same is observed in enterprise resource management 
systems (enterprise resource planning and customer relationship management). In 
the Russian Federation and the European Union, there is an established level of use, 
which has not changed over the past 5 years. On the other hand, the use of cloud 
computing technology is growing, including in the manufacturing industry of the 
Russian Federation. The author identified Russia is lagging behind the European 
Union in using big data technologies, artificial intelligence, the Internet of Things, 
radio-frequency identification, and cloud technologies. Russia’s share of companies 
using these technologies is usually 2–5 points lower than the average European level. 
The results obtained can be used in forming the Russian Federation’s industrial policy
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in the digitalisation field. In the future, lengthening the observation history will allow 
a more detailed evaluation of the dynamics of the digitalisation process. A limitation 
in the use of the results can be considered differences in the methods for collecting 
and processing statistical information in the Russian Federation and the European 
Union. 

Keywords Digital transformation · Industry 4.0 · Industrial policy 

1 Introduction 

The focus on Industry 4.0 and the digitalisation processes is related to the scale of 
the impact of new technologies on the economic, social, and production spheres. 
Since 2011, initiatives have been actively developing worldwide to combine indus-
trial production, digital technology, and the Internet, creating a new technolog-
ical paradigm. Furthermore, digital technology makes it possible in the face of 
increased competition in the markets and a changing environment to more quickly 
develop effective solutions in the management of production [1–3], personnel [4], 
and interaction with customers [5], partners, and government agencies [6, 7]. 

Modern digital technology supports the entire life cycle of production, including 
the development of the product concept, the formation of a system of technical and 
marketing requirements, detailed specifications, the development of design and tech-
nological documentation and digital models, collecting data on customer satisfaction, 
maintenance, etc. In addition, digital technologies support decision-making in the 
management of resources, employees, and information links [8]. 

Traditional business models and production management methods do not always 
cope with modern challenges, generating risks of reduced efficiency, loss of markets, 
and loss of enterprises from value chains [9]. Such manifestations can arise in the 
economy, causing socio-economic problems [10–13], lack of sustainability [14], 
long-term lagging [15], and the territory’s falling out of the common space [16–18]. 

In general, digitalisation, being a new technological paradigm, offers fundamen-
tally new opportunities for the economy and social area [19, 20], especially in the field 
of industrial production, ensuring its sustainability [21–23], organising interaction 
within and between enterprises [24, 25]. 

A review of the literature shows a lack of publications comparing the level of 
development and dynamics of digital technologies’ penetration into the economy at 
the company level. Here we wanted to see country comparisons. 

The study aims to determine the state and pace of digitalisation of the Russian 
economy, highlighting the industrial sector and comparing them with similar indica-
tors of the European Union. The article focuses on the most promising and relevant 
digital technologies applicable to industrial production. 

As a hypothesis, it is assumed that the available data will show a digital transfor-
mation of the economy, particularly its industrial sector, expressed in an increase in
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the use of digital technology. Perhaps in an international comparison, the character-
istic profile of digitalisation, associated with the priority implementation of certain 
technologies, will be noticeable. 

The study will use selected indicators of Russian (gks.ru) and European 
(ec.europa.eu/eurostat/en/) statistical databases, taking into account the use of certain 
types of digital technology by companies as a basis for evaluation. 

2 Methods 

2.1 Evaluation of Digitalisation 

When assessing the level of digitalisation, the question of search, selection, and 
quality of the data used naturally arises. Often considered indicators of the devel-
opment of the digital economy are the ICT Development Index, Networked Readi-
ness Index, Inclusive Internet Index, World Digital Competitiveness Index, Global 
Connectivity Index, International Digital Economy and Society Index, e-Government 
Development Index, UNCTAD B2C e-Commerce Index, Global Cybersecurity 
Index, Local Online Service Index, Digital Intelligence Index (Digital Evolution 
and Digital Trust), and others. The task of these indices is usually to calculate and 
present a comprehensive indicator consisting of modules to assess the digitalisation 
of society, public administration, the creation of digital infrastructure, etc. These 
indicators are not suitable for the objectives of this study, as they include several 
elements not related to Industry 4.0 and the industrial sector. Therefore, this study 
focuses on selecting individual indicators that characterise the degree of digitalisa-
tion in certain areas and technologies [26]. The level of readiness of the economy for 
digital technology has already been estimated for European countries [27] but did 
not include data from the Russian Federation. 

In the industrial sphere, it is quite difficult to adequately assess digitalisation 
processes because digitalisation covers a huge number of technologies and ways 
of their application [28, 29]. The information technologies used for interaction via 
global networks, electronic document management, and enterprise resource manage-
ment are no longer considered digital. As the most advanced, providing new opportu-
nities within Industry 4.0 are called big data, Internet of Things, artificial intelligence 
(machine learning, deep learning), blockchain, VR and AR, wireless communication 
technologies (in particular, 5G), cloud computing, additive manufacturing, robotics, 
and simulation [30]. The more complex the technology, the more important it is to 
Industry 4.0. 

Akberdina proposed [31] a five-level “pyramid of digitalisation”, including the 
stages: computerisation, the use of computer networks; electronic exchange of 
economic data with partners; means of providing computer support for production; 
own production of ICT and equipment; production and use of robots, sensors, and 
other means of industrial digitalisation.
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A report from Acatech (https://www.acatech.de) published in 2017 proposed six 
stages of digitalisation, with only the last four stages attributed to Industry 4.0 
technologies. At these stages, information systems and sensors allow recording the 
performance of production processes, forming a digital model of the company, allows 
analysing and using the information collected, justifying the decisions made, making 
reasonable forecasts, reducing the number of unforeseen downtimes, providing a 
more stable operation of the company. 

There are other approaches to the classification of digital technologies, such as 
four technological layers—Sensor, Integration, Intelligent, and Response [32]. More 
complex technology development roadmaps and initiatives [33], with allocating the 
most important technologies for individual areas [25]. 

When assessing the domestic economy’s digitalisation level, the focus should be 
on the highest stages of digitalisation development and their corresponding tech-
nologies [32, 34]. This study will use the Rosstat data for the Russian economy, 
highlighting the industrial sector. In addition, the averaged data of the Eurostat for 
the EU countries will be used as a comparative basis. Data for European countries 
do not include financial sector companies—this is the approach used by Eurostat. 

Data to assess the extent of use of the most relevant digital technologies have begun 
to appear in domestic statistics in recent years. Furthermore, in 2020, Rosstat began 
adapting statistics collected on digitalisation issues to international standards. The 
present study considers the widest range of indicators provided by Rosstat, focusing 
on technologies that can be attributed to Industry 4.0 and which will determine the 
prospects for industrial development. 

Rosstat, like Eurostat, offers indicators of the share of companies using certain 
types of digital technology for consideration. It should be noted that in 2020, Rosstat 
changed the data collection and structuring methodology, which manifested itself in 
a sharp change in values, created a gap in observations, and did not make it possible to 
assess the changes that occurred in 2019–2020 adequately. The selection of studied 
technologies allowed for limiting the range of technologies covered by the statistics:

● the use of special software (for design, for automated production control);
● cloud technologies;
● artificial intelligence;
● big data technologies;
● radio-frequency identification (RFID) technologies. 

3 Results 

3.1 Special Software Tools 

In the first stage, let us consider the dynamics of using special software tools in 
the economy and, separately, in industry. These technologies include a wide range 
of information tools: for design, automated production management, warehouse,

https://www.acatech.de
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enterprise resource management, information security, procurement management, 
sales, and financial calculations, as well as for scientific research, electronic document 
management, etc. The study of the proportion of companies that use any special 
software tools is declining in the industry with a slight increase in such companies 
in the economy as a whole. The overall level is 86–87%, with a downward trend 
(Fig. 1). 

Some special tools can be attributed to the digitalisation characteristic of Industry 
4.0. Among these technologies, one can name tools for computer support of design 
and technological preparation of production and technical analysis. However, statis-
tics show no growth in the share of companies using this type of funds (Fig. 2). For 
industry, the established level is 30%, and for the economy as a whole—10–13%. 

One can see roughly the same thing in using software to control individual equip-
ment, technological processes, and industries. The share of companies in Russia that 
use these funds is about 15%. For industry, it is higher—more than 35% (Fig. 3). 
In the considered five-year period, this indicator remained virtually unchanged. 
This demonstrates the modest pace of digitalisation processes, or rather the frozen 
structure of technologies used in this area.
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Fig. 1 Share of companies in the Russian Federation that use special software tools, % 
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Fig. 2 The share of Russian companies using special software for design (CAD/CAE/CAM/CAO) 
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Fig. 3 Share of Russian companies using special software for automated production and process 
control 

However, the special software tools considered in this section of the statis-
tics, likley to be intended for scientific research, warehouse management, human 
resources, electronic document management, human resources, procurement, and 
financial calculations, refer to the initial stages of informatisation of production 
and cannot be the basis for tracing the processes of industry transformation within 
Industry 4.0. The dynamics of the indicators of this section of statistics, in general, 
show that in the Russian Federation economy, and the industry in particular, in the 
observed five-year period, there were no significant processes of expanding the use 
of digital technology. 

3.2 Cloud Technologies 

Since 2020, detailed information on the use of big data, artificial intelligence, the 
Internet of Things, RFID, and remote data centres by companies has become available 
in Russian statistics. Unfortunately, not all indicators in this section have a history of 
observation, and one can only assess the level of digital development achieved using 
them. The growth in the use of cloud technology in the economy is noticeable and, 
according to available data, has reached a level of 26–27% in the Russian economy 
as a whole and the manufacturing industry (Fig. 4).

In the Eurostat database, there is an indicator of the proportion of companies that 
have purchased cloud services. The average for the 27 EU countries rose from 19% 
in 2016 to 36% in 2020 and 41% in 2021. Despite the noticeable growth, one can 
talk about the lag of domestic companies from the average European level.
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Fig. 4 Share of Russian companies using cloud technologies, %

3.3 Big Data 

Enterprises most actively use big data generated from their own websites, social 
networks, mobile operators, and enterprise accounting systems (Fig. 5). In the 
economy as a whole, 22.4% of companies use any technology to collect and process 
big data, whereas in manufacturing—26.5%, and in extractive industries—21.8% 
(Fig. 5). 

As of 2020, in the EU, 13% of companies used big data analytics technology 
from at least one source. That said, big data on geolocation and big data from social
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media is handled by about 7% of companies, and data from smart sensors and devices 
within companies by about 4%. 

Domestic companies are already at the average European level in this technolog-
ical area, especially manufacturing ones. If one considers big data use, the main two 
reasons are for sales (marketing) and the production process and, to a lesser extent, 
for security. 

3.4 Artificial Intelligence 

Artificial intelligence as a set of technologies belongs to the most important areas 
of Industry 4.0. The share of companies using individual artificial intelligence tech-
nologies does not exceed 5.4% (3.65% in manufacturing, 2.5% in mining), with 
machine learning, computer vision, and language processing being the most impor-
tant technology areas (Fig. 6). It should be noted that in the financial and insurance 
services and trade, the share of companies using these technologies for certain types 
of services reaches 20%. Trade and financial services in the Russian Federation, as 
the easiest areas for digitalisation, are much more developed in this direction. 

Artificial intelligence is used primarily for production and marketing and less 
so for security. About 8% of companies in the EU use artificial intelligence for 
certain functions. At the same time, the share of companies using artificial intel-
ligence for the implementation in individual areas: speech recognition, machine 
learning, computer vision, decision support systems, automation, robotics, and 
written language processing is in the range of 2–3%. One can observe that domestic 
companies have reached the average European level.
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3.5 Internet of Things 

Only 4% of Russian companies use the Internet of Things technologies. Among 
the main uses are optimising electricity and heat consumption, monitoring customer 
activity, tracking the movement of vehicles and products, automating the production 
process, and managing logistics and product movement (Fig. 7). In some areas, 
manufacturing enterprises are more actively using this technology. In the wholesale 
and retail trade, the use of Internet of Things technology reaches 25%. 

At the same time, about 30% of companies in the EU use the Internet of Things, 
including 9%—to control energy consumption, 5%—to control sensors and cameras, 
7%—to control the movement of objects, 5%—to control production processes and 
6%—for logistics. In addition, this type of technology provides the connectivity 
of equipment, collecting the data needed for predictive analytics, a key element of 
Industry 4.0. However, a significant observation is that the domestic industry lags 
far behind the European average in using this technology. 

3.6 Radio Frequency Identification (RFID) Technology 

Companies in the Russian Federation use RFID technology to identify individuals, 
control access to hotel rooms, and monitor and control production and logistics 
processes. At the same time, the share of companies using these technologies does not 
exceed 8% (Fig. 8). In retail and wholesale trade, the use of Internet of Things tech-
nology reaches 22.3% in the direction of personal identification and access control 
to hotel facilities. Limited Eurostat data shows that the percentage of EU companies 
using RFID tags rose from 11% in 2014 to 13% in 2017. On the other hand, the 
share of domestic companies using RFID in the most important area—directly in the 
production process does not exceed 3% for the industry.
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One can consider the level of companies’ use of integrated resource utilisation 
systems as an additional element for comparison. The use of enterprise resource 
planning (ERP) systems in European countries is at 36–38% and has not grown in 
the past five years. In Russia, ERP systems are used by 13% of companies in the 
economy, 12.3%—in extractive industries, and 18.6%—in manufacturing. There is 
also a noticeable lag in the system’s interaction with customers and partners. In 
European countries, the established level of use of customer relationship manage-
ment (CRM) systems is 35–37%, and in Russia—12.1% (5.2%—in the extractive 
industries and 10.5%—in manufacturing). 

4 Conclusions 

This study assesses the status and pace of digitalisation of the Russian economy and, 
separately, the extractive and manufacturing sectors of the Russian Federation. The 
study focused on current and promising digital technologies applicable to industrial 
production. These technologies ensure the accumulation and processing of big data 
and provide connectivity, predictability, and autonomy of production management 
within Industry 4.0. In addition, based on data from the statistical authorities of the 
Russian Federation and the European Union, a comparative analysis of the level of 
use of digital technology by organisations was conducted. 

The study showed that there had been no growth in the use of special software 
tools in the Russian Federation over the past five years. This applies to software 
tools for design and production management. Furthermore, the study shows that 
companies have already provided the necessary level of use of special software tools 
in this area, demonstrating a saturation effect. On the other hand, cloud computing 
technology is growing, including in the manufacturing industry. This is probably due 
to the development of cloud technology capabilities applicable to the industry.
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A comparison of the level of digital technology use by Russian companies with 
EU data reveals a lag in cloud technology, big data processing, artificial intelligence, 
the Internet of Things, and radio-frequency identification technologies. At the same 
time, the lag, as a rule, does not exceed 2–5 points. In addition, a lower level of use is 
noticeable in traditional enterprise resource management systems—ERP and CRM. 
In this area, both in the European Union and in the Russian Federation, there is an 
established level of use, which has not changed over the past five years. 

The results expand the understanding of the state and dynamics of digitalisa-
tion processes in the Russian Federation and can be used in managing the digital 
transformation of industry in the Russian Federation. Furthermore, results under-
score the need for government measures to increase digital technologies used by 
Russian companies to improve their performance of industries and reduce the gap 
with European companies. 

Short observation periods and international differences in static techniques can 
be considered limitations in using the results obtained. We see prospects for further 
research of the problem in the application of econometrics and other methods to assess 
the processes of industry digitalization. This will become possible after expanding 
the number of monitored indicators and increasing the time period of statistical 
observation. We consider it promising to build agent-oriented models describing the 
process of digital technologies adoption by industrial enterprises. 

Acknowledgements The research was carried out following the task for the Institute of Economics 
of the Ural Branch of the Russian Academy of Sciences. 

References 

1. Gaglio, C., Kraemer-Mbula, E., & Lorenz, E. (2022). The effects of digital transformation on 
innovation and productivity: Firm-level evidence of South African manufacturing micro and 
small enterprises. Technological Forecasting and Social Change, 182,. https://doi.org/10.1016/ 
j.techfore.2022.121785 

2. Rahnama, H., Johansen, K., Larsson, L., & Öhrwall Rönnbäck, A. (2021). Exploring digital 
innovation in the production process: A suggested framework for automation technology 
solution providers. Procedia CIRP., 104, 803–808. https://doi.org/10.1016/j.procir.2021.11.135 

3. Shaheer, N., Kim, K., & Li, S. (2022). sInternationalisation of digital innovations: A rapidly 
evolving research stream. Journal of International Management, 28, 4.  https://doi.org/10.1016/ 
j.intman.2022.100970 

4. Liu, N., Gu, X., & Lei, C. K. (2022). The equilibrium effects of digital technology on banking, 
production, and employment. Finance Research Letters, 49,. https://doi.org/10.1016/j.frl.2022. 
103196 

5. Nambisan, S. (2002). Designing virtual customer environments for new product development: 
Toward a theory. Academy of Management Review, 27(3), 392–413. 

6. Chanias, S., Myers, M. D., & Hess, T. (2019). Digital transformation strategy making in 
pre-digital organisations: The case of a financial services provider. The Journal of Strategic 
Information Systems, 28(1), 17–33. https://doi.org/10.1016/j.jsis.2018.11.003 

7. Tsou, H.-T., Sh., & Hsu, H.-Y. (2015). Performance effects of technology–organisation–envi-
ronment openness, service co-production, and digital-resource readiness: The case of the IT

https://doi.org/10.1016/j.techfore.2022.121785
https://doi.org/10.1016/j.techfore.2022.121785
https://doi.org/10.1016/j.procir.2021.11.135
https://doi.org/10.1016/j.intman.2022.100970
https://doi.org/10.1016/j.intman.2022.100970
https://doi.org/10.1016/j.frl.2022.103196
https://doi.org/10.1016/j.frl.2022.103196
https://doi.org/10.1016/j.jsis.2018.11.003


56 V. Kumar and G. Korovin

industry. International Journal of Information Management, 35(1), 1–14. https://doi.org/10. 
1016/j.ijinfomgt.2014.09.001 

8. Matarazzo, M., Penco, L., Profumo, G., & Quaglia, R. (2021). Digital transformation and 
customer value creation in Made in Italy SMEs: A dynamic capabilities perspective. Journal 
of Business Research, 123, 642–656. https://doi.org/10.1016/j.jbusres.2020.10.033 

9. Marcon, E., Le Dain, M.-A., & Frank, A. G. (2022). Designing business models for Industry 
4.0 technologies provision: Changes in business dimensions through digital transformation. 
Technological Forecasting and Social Change, 185. https://doi.org/10.1016/j.techfore.2022. 
122078 

10. Arntz, M., Gregory, T., & Zierahn, U. (2016). The risk of automation for jobs in OECD 
countries. OECD Social Employment and Migration Working Papers, 189,. https://doi.org/10. 
1787/5jlz9h56dvq7-en 

11. Chipeva, P., Cruz-Jesus, F., Oliveira, T., & Irani, Z. (2018). Digital divide at individual level: 
Evidence for Eastern and Western European countries. Government Information Quarterly, 
35(3), 460–479. https://doi.org/10.1016/j.giq.2018.06.003 

12. Lucendo-Monedero, A. L., Ruiz-Rodríguez, F., & González-Relaño, R. (2019). Measuring the 
digital divide at regional level. A spatial analysis of the inequalities in digital development of 
households and individuals in Europe. Telematics and Informatics, 41, 197–217. https://doi. 
org/10.1016/j.tele.2019.05.002 

13. Novakova, L. (2020). The impact of technology development on the future of the labour 
market in the Slovak Republic. Technology in Society, 62,. https://doi.org/10.1016/j.techsoc. 
2020.101256 

14. Th., Lammers, Rashid, L., Kratzer, J., & Voinov, A. (2022). An analysis of the sustainability 
goals of digital technology start-ups in Berlin. Technological Forecasting and Social Change, 
185,. https://doi.org/10.1016/j.techfore.2022.122096 

15. Lv, C., Song, J., & Lee, C.-C. (2022). Can digital finance narrow the regional disparities in 
the quality of economic growth? Evidence from China. Economic Analysis and Policy, 76, 
502–521. https://doi.org/10.1016/j.eap.2022.08.022 

16. Cardona, M., Kretschmer, T., & Strobel, T. (2013). ICT and productivity: Conclusions from 
the empirical literature. Information Economics and Policy, 25(3), 109–125. https://doi.org/10. 
1016/j.infoecopol.2012.12.002 

17. Wang, D., Zhou, T., Lan, F., & Wang, M. (2021). ICT and socio-economic development: 
Evidence from a spatial panel data analysis in China. Telecommunications Policy, 45, 7.  https:// 
doi.org/10.1016/j.telpol.2021.102173 

18. Zhang L., & Chen, S. (2019). China’s Digital Economy: Opportunities and Risks. IMF Working 
Paper, 19/16. International Monetary Fund. https://www.imf.org/en/Publications/WP/Issues/ 
2019/01/17/Chinas-Digital-EconomyOpportunities-and-Risks-46459. Retrieved 29 Nov 2022. 

19. Beier, G., Matthess, M., Shuttleworth, L., Guan, T., Iubel, D., Xue, B., Pinheiro de Lima, E., & 
Chen, L. (2022). Implications of industry 4.0 on industrial employment: A comparative survey 
from Brazilian, Chinese, and German practitioners. Technology in Society, 70. https://doi.org/ 
10.1016/j.techsoc.2022.102028 

20. Grybauskas, A. Stefanini, A., & Ghobakhloo, M. (2022). Social sustainability in the age of digi-
talisation: A systematic literature review on the social implications of Industry 4.0. Technology 
in Society, 70. https://doi.org/10.1016/j.techsoc.2022.101997 

21. Ching, N. T., Ghobakhloo, M., Iranmanesh, M., Maroufkhani, P., & Asadi, Sh. (2022). Industry 
4.0 applications for sustainable manufacturing: A systematic literature review and a roadmap 
to sustainable development. Journal of Cleaner Production, 334. https://doi.org/10.1016/j.jcl 
epro.2021.130133 

22. Satyro, W. C., Villas Bôas, C. M., Pinto, M. J. A., Contador, J. C., Giannetti, B. F., Ferreira, 
A., & Fragomeni, M. A. (2022). Industry 4.0 implementation: The relevance of sustainability 
and the potential social impact in a developing country. Journal of Cleaner Production, 337. 
https://doi.org/10.1016/j.jclepro.2022.130456 

23. Verma, P., Kumar, V., Daim T., Sharma, N. K., & Mittal, A. (2022). Identifying and sprioritising 
impediments of industry 4.0 to sustainable digital manufacturing: A mixed method approach. 
Journal of Cleaner Production, 356. https://doi.org/10.1016/j.jclepro.2022.131639

https://doi.org/10.1016/j.ijinfomgt.2014.09.001
https://doi.org/10.1016/j.ijinfomgt.2014.09.001
https://doi.org/10.1016/j.jbusres.2020.10.033
https://doi.org/10.1016/j.techfore.2022.122078
https://doi.org/10.1016/j.techfore.2022.122078
https://doi.org/10.1787/5jlz9h56dvq7-en
https://doi.org/10.1787/5jlz9h56dvq7-en
https://doi.org/10.1016/j.giq.2018.06.003
https://doi.org/10.1016/j.tele.2019.05.002
https://doi.org/10.1016/j.tele.2019.05.002
https://doi.org/10.1016/j.techsoc.2020.101256
https://doi.org/10.1016/j.techsoc.2020.101256
https://doi.org/10.1016/j.techfore.2022.122096
https://doi.org/10.1016/j.eap.2022.08.022
https://doi.org/10.1016/j.infoecopol.2012.12.002
https://doi.org/10.1016/j.infoecopol.2012.12.002
https://doi.org/10.1016/j.telpol.2021.102173
https://doi.org/10.1016/j.telpol.2021.102173
https://www.imf.org/en/Publications/WP/Issues/2019/01/17/Chinas-Digital-EconomyOpportunities-and-Risks-46459
https://www.imf.org/en/Publications/WP/Issues/2019/01/17/Chinas-Digital-EconomyOpportunities-and-Risks-46459
https://doi.org/10.1016/j.techsoc.2022.102028
https://doi.org/10.1016/j.techsoc.2022.102028
https://doi.org/10.1016/j.techsoc.2022.101997
https://doi.org/10.1016/j.jclepro.2021.130133
https://doi.org/10.1016/j.jclepro.2021.130133
https://doi.org/10.1016/j.jclepro.2022.130456
https://doi.org/10.1016/j.jclepro.2022.131639


A Comparision of Digital Transformation of Industry in the Russian … 57

24. Glezman, L. V., Butorin, S. N., & Glavatskiy, V. B. (2020). sDigitalisation of industry as a 
factor of technological development of the regional spatial and industrial structure. Voprosy 
innovatsionnoy ekonomiki, 10(3), 1555–1570. https://doi.org/10.18334/vinec.10.3.110762 

25. Rad, F. F., Oghazi, P., Palmié, M., Chirumalla, K., Pashkevich, N., Patel, P. C., & Sattari, 
S. (2022). Industry 4.0 and supply chain performance: A systematic literature review of the 
benefits, challenges, and critical success factors of 11 core technologies. Industrial Marketing 
Management, 105, 268–293. https://doi.org/10.1016/j.indmarman.2022.06.009 

26. Braglia, M., Gabbrielli, R., Marrazzini, L., & Padellini, L. (2022). Key performance Indicators 
and Industry 4.0—A structured approach for monitoring the implementation of digital tech-
nologies. Procedia Computer Science, 200, 1626–1635. https://doi.org/10.1016/j.procs.2022. 
01.363 

27. Castelo-Branco, I., Cruz-Jesus, F., & Oliveira, T. (2019). Assessing industry 4.0 readiness in 
manufacturing: Evidence for the European Union. Computers in Industry, 107, 22–32. https:// 
doi.org/10.1016/j.compind.2019.01.007 

28. Dalenogare, L. S., Benitez, G. B., Ayala, N. F., & Frank, A. G. (2018). The expected contribution 
of Industry 4.0 technologies for industrial performance. International Journal of Production 
Economics, 204, 383–394. https://doi.org/10.1016/j.ijpe.2018.08.019 

29. De Giovanni, P., & Cariola, A. (2020). Process innovation through Industry 4.0 technologies, 
lean practices, and green supply chains. Research in Transportation Economics, 100869. https:// 
doi.org/10.1016/j.retrec.2020.100869 

30. Lu, Y. (2017). Industry 4.0: A survey on technologies, applications, and open research issues. 
Journal of Industrial Information Integration, 6, 1–10. https://doi.org/10.1016/j.jii.2017.04.005 

31. Akberdina, V. V. (2018). The transformation of the Russian industrial complex under digital-
isation. Journal of the Ural State University of Economics, 19(3), 82–99. https://doi.org/10. 
29141/2073-1019-2018-19-3-8 

32. Battistoni, B., Gitto, S., Murgia, G., & Campisi, D. (2022). Adoption paths of digital transfor-
mation in manufacturing SME. International Journal of Production Economics, 255,. https:// 
doi.org/10.1016/j.ijpe.2022.108675 

33. Lu, H.-P., & Weng, C.-I. (2018). Smart manufacturing technology, market maturity analysis, 
and technology roadmap in the computer and electronic product manufacturing industry. Tech-
nological Forecasting and Social Change, 133, 85–94. https://doi.org/10.1016/j.techfore.2018. 
03.005 

34. Niu, Y., Wen, W., Wang, S., & Li, S. (2022). Breaking barriers to innovation: The power of 
digital transformation. Finance Research Letters, 51,. https://doi.org/10.1016/j.frl.2022.103457

https://doi.org/10.18334/vinec.10.3.110762
https://doi.org/10.1016/j.indmarman.2022.06.009
https://doi.org/10.1016/j.procs.2022.01.363
https://doi.org/10.1016/j.procs.2022.01.363
https://doi.org/10.1016/j.compind.2019.01.007
https://doi.org/10.1016/j.compind.2019.01.007
https://doi.org/10.1016/j.ijpe.2018.08.019
https://doi.org/10.1016/j.retrec.2020.100869
https://doi.org/10.1016/j.retrec.2020.100869
https://doi.org/10.1016/j.jii.2017.04.005
https://doi.org/10.29141/2073-1019-2018-19-3-8
https://doi.org/10.29141/2073-1019-2018-19-3-8
https://doi.org/10.1016/j.ijpe.2022.108675
https://doi.org/10.1016/j.ijpe.2022.108675
https://doi.org/10.1016/j.techfore.2018.03.005
https://doi.org/10.1016/j.techfore.2018.03.005
https://doi.org/10.1016/j.frl.2022.103457


Multicollinearity Analysis of DESI 
Dimensions for Russian Federation 
and EU28 with Variance Inflation Factor 
(VIF) 

Zoltán Bánhidi , Madina Tokmergenova , and Imre Dobos 

Abstract This article is aimed to analyze the statistical features of digital dimensions 
for Russia and the European Union countries (EU28), investigating the relationships 
and interdependency between the principal dimensions in our dataset, which is based 
on the principal dimensions of the I-DESI report, commissioned and published bien-
nially by the European Commission. In order to understand the tenets of digital 
transformation and to develop a sound strategy to improve digital competitiveness, 
a robust measurement system is vitally important. An essential requirement for the 
DESI indicators, specified by the European Commission, is that they should not be 
statistically redundant. Our hypothesis is that the five DESI dimensions are collinear. 
In this article, the VIF (Variance Inflation Factor) indicator and multidimensional 
scaling (MDS) models are used for determining the multicollinearity of DESI dimen-
sions. We also investigate linear regression models to find out whether each of the 
dimensions could be explained in terms of the others, and whether the estimation 
of filtered dimensions depends on using the enter or stepwise estimation procedure. 
We find that two of the five dimensions can be expressed as a linear combination 
of the remaining three with little loss of information. Our results suggest that the 
“no redundancy” requirement could not seem to be fulfilled by the five principal 
dimensions. 
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1 Introduction 

Based on a review of 282 scholarly articles and synthesizing the extant definitions he 
found in them, Gregory Vial defined “digital transformation” as a “process that aims 
to improve an entity by triggering significant changes to its properties through combi-
nations of information, computing, communication, and connectivity technologies” 
[1]. This definition is sufficiently general to be applicable to firms, industries or even 
to countries (i.e., to the macro level), which is the level of analysis chosen by our 
article. Whenever policy makers intend to improve the competitiveness of the national 
economy effectively and cost-efficiently [2], they need to develop a sound digital 
transformation strategy that builds on the country’s existing strengths and advan-
tages and adequately addresses its weaknesses in terms of the digital “dimensions” 
or “pillars”, for which a robust measurement system is vitally important. 

The Digital Economy and Society Index (DESI), which was designed to fulfill this 
crucial role, comprises a set of indicators and an accompanying set of reports, which 
are published annually since 2015 by the European Commission to benchmark the 
digital performance of the European Union and its member states against each other 
and the targets set by its digital strategies [3]. It is a multidimensional framework that 
is aimed to track the advancement of digital transformation in the main dimensions 
of the digital economy and society, which are Connectivity, Human Capital, Use of 
Internet, and Integration of Digital Technology. The reports also include a number 
of sub-dimensions and individual indicators [4]. The closely related International 
Digital Economy and Society Index (I-DESI) is a separate but related report (and 
set of indicators), which is commissioned and published biennially by the European 
Commission with the aim of mirroring and extending the results of the DESI for 
EU countries and selected non-EU countries, including the Russian Federation. The 
2018 report on I-DESI was prepared by the independent consulting firm Tech4i2 
[5] and is based on 24 individual indicators, which are aggregated into the five 
main dimensions, which have the same name as the DESI dimensions. For the sake 
of simplicity, we will henceforth refer to both measurement frameworks simply as 
“DESI”. 

The main features, advantages, and disadvantages of DESI were analyzed inter 
alia by BellResearch and eNet and Bánhidi et al. [6, 7]. In this study, we focus on a 
particular characteristic that these papers have already touched upon, a high degree of 
collinearity among the main DESI dimensions. An important requirement posed by 
the “Methodological note” of DESI is that “the index should not contain indicators 
that are redundant, either statistically or in terms of interpretation”. Our investigation 
is closely related to the statistical aspects of this requirement, applied to the five main 
dimensions of DESI, and examined through multivariate statistical methods. 

The problem of collinearity often occurs during linear regression. As the textbooks 
note, this leads to a bad estimation of the parameters, because the inverse of our data 
matrix, which is needed to estimate the parameters by the least squares method, does 
not necessarily exist. If this matrix is linearly connected but not singular, the inverse
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can still lead to high values. For all this, the problem of collinearity needs to be 
addressed. 

In our study, we examine this phenomenon on the example of DESI’s five principal 
dimensions. We approach this problem with two research questions. In the first 
research question, we examine the interrelatedness and redundancy between the 
variables through Pearson correlation and then through the VIF values of the five 
variables. This study reveals collinearity. The other research question focuses on 
how collinearity can be estimated by entering and stepwise linear regressions. This 
study may call attention to the fact that collinear, dependent variables can be well 
estimated with the help of independent variables with a smaller loss of R-square. In 
our case, we can also find out the relationship between the three independent and 
two dependent variables. This can also shed new light on the partial correlation. 

2 Short Literature Review 

The paper is focused on analyzing the DESI indices for 28 EU countries and Russia 
and we first present a short literature review to characterize the digital development 
in the Russian Federation and some European countries, and then a short overview 
of some recent papers concerning multicollinearity and VIF. 

2.1 Digital Transformation in Russia and Europe 

Revinova and Lazanyuk analyzed the development of digital technologies in regions 
of the Russian Federation [8]. They found that the level of digitalization varies 
highly in regions; the Northwestern district is the most developed among the federal 
districts and Moscow and St. Petersburg are the leaders among the subjects. Akber-
dina argues that the industrial sector plays a crucial role in industrial digitalization, 
and the degree of digitalization and automation characterizes the level of industrial 
digitalization development [9]. According to her study, historical factors and high-
tech industries are also major factors in digital development and can explain the lack 
of development in a number of regions within the Russian Federation. Mironova et al. 
determined that digital education and digital literacy are some of the important factors 
contributing to the economic and social development of Russia [10]. Tokmergenova 
et al. state that Russia is closest to a group of “moderately developed” European coun-
tries regarding its overall level of digital competitiveness, although its strengths and 
weaknesses are slightly different [11]. Notably, Russia is strongest in the dimensions 
of Human Capital and Digital Public Services, but it lags behind its European peers in 
terms of Connectivity and the Integration of Digital Technology [12]. As for Connec-
tivity, the Russian Federation’s unique geography (vast territory with low population 
density) poses a challenge regarding universal broadband coverage, since rolling out 
a fast broadband network in the remote, sparsely populated Asian regions is almost
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certainly financially unviable on a for-profit basis. However, the government has set 
ambitious aims to overcome the connectivity gap of the country, namely, that 80% 
of the population should have ultrafast broadband coverage (bandwidths in excess 
of 100 Mbps) by 2018. However, since the 2018 I-DESI dataset covers a four-year 
period preceding the announcement of these targets (2013–2016), it cannot reflect 
the progress made in this area in the subsequent years. As for European countries, 
Karnitis et al. analyzed the relationship between economic growth and digital perfor-
mance (as measured by the DESI dimensions) in the Baltic states, concluding that the 
Digital Public Services and Use of Internet dimensions have a significant influence 
on the economic development [13]. The correlation is very strong in the given model 
of digital variables with GDP. Bilozubenko et al. based their research on the cluster 
method to evaluate the digital development of EU countries [14]. This method of 
analysis divides countries into different levels and determines specific problems to 
solve for the countries. Euclidean distance metric and the k-means algorithm were 
used for cluster analysis. 

2.2 Multicollinearity and VIF 

Tamura et al. focuses their research on eliminating multicollinearity based on VIF, for 
this purpose a mixed integer optimization (MIO) method was used, demonstrating its 
ability to eliminate multicollinearity using a carefully selected subset of explanatory 
variables [15]. Thompson et al. suggest that the calculation of VIFs is the only way to 
avoid multicollinearity [16]. The authors indicate that the testing of multicollinearity 
is a weak side of primary studies, which could be solved and detected by the VIF 
method. Akinwande et al. identified positive results of the suppression effect that 
can be applied to multiple regression analysis [17]. The three main advantages of 
using suppressor variables are the more accurate regression coefficients, more predic-
tive interpretation of the model, and improvement of theory building. Katrutsa and 
Strijov proposed quadratic programming for feature selection to solve the problem of 
multicollinearity [18]. The methodology used in the study allows redundancy reduc-
tion and provides a stable model. The comparison of this method with other feature 
selection methods is also presented in this research to access the quality of quadratic 
programming to avoid multicollinearity. The topic of multicollinearity is addressed 
in several textbooks [19, 20]. However, research is also very intensive in this area. The 
former textbooks generally list at least eight methods for detecting multicollinearity. 
However, scientific articles also list newer methods. Imdadullah et al. presents four-
teen methods for recognizing multicollinearity in their article [21]. Other articles 
also list countless methods and suggestions for treating collinearity [22–25]. The 
VIF method is very easy to use, so it is often used. However, it has the disadvan-
tage that it cannot be used to identify the specific variables that are linearly related 
to those with the highest VIF values. Therefore, in our paper, we supplemented the 
VIF method with a stepwise linear regression procedure.
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3 Research Questions and Methodology—Statistical 
Analysis of DESI Indicators 

The original I-DESI dataset, which was compiled from the European Commission’s 
official website, comprises indicators for 45 countries: all EU Member States and 17 
non-EU countries, including the Russian Federation [5]. From this dataset, we only 
used the data for the five principal dimensions in the 28 EU countries plus Russia, 
obtaining a dataset with 29 countries. The same dataset was used in an earlier paper 
[11]. 

We have formulated two research questions (RQ) to analyze the problem of 
multicollinearity, which we had introduced; one of them related to the problem of 
linear independence of dimensions (RQ1), and another assigned to the problem of 
estimation of dimensions with other ones. (RQ2). 

RQ1: To what extent are the dimensions of DESI linearly related (correlated)? 
Based on their relationships, can the number of dimensions be reduced without any 
information loss? 

RQ2: How can the digital dimensions filtered with multicollinearity be estimated? 
To what extent does the estimation of filtered dimensions depend on whether we use 
the enter or stepwise estimation procedure in SPSS? 

Answering the two research questions will clarify the relationship between the 
digital dimensions. The first question aims to reduce the number of variables, in 
our case dimensions. The filtered variables have some linear relationship with the 
remaining dimensions, but the VIF procedure does not explain which variables and 
what linear relationship there is. In the second research question, we research the 
estimation of the filtered variables as outcome variables as a function of the indepen-
dent, i.e., explanatory variables. It is also an interesting question—which of the two 
linear regression estimation methods, i.e., enter and stepwise, gives more acceptable 
information? 

4 Results 

4.1 RQ1: Investigation of Multicollinearity with VIF 

The correlation coefficients between the five digital dimensions are all positive and 
significant at the 1% level, except the correlation between Connectivity and Digital 
Public Services, which is significant at the 5% level. Nevertheless, the moderate to 
strong correlations suggest that our dataset comprising the five principal dimensions 
could be determined by a high level of multicollinearity, and hence indicate that 
some of these dimensions could be redundant in the DESI model. Table 1 presents 
the correlation matrix along with the abbreviations that are hereinafter used to denote 
them.
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Table 1 Correlation matrix between the DESI dimensions 

Pearson 
correlation (sig. 
2-tailed) 

Human Capital 
(HC) 

Use of Internet 
(UI) 

Integration of 
Digital 
Technology (IT ) 

Digital Public 
Services (PS) 

Connectivity (CN) 0.492** 

(0.007) 
0.773** 

(0.000) 
0.699** 

(0.000) 
0.454* 

(0.013) 

Human Capital 
(HC) 

0.753** 

(0.000) 
0.665** 

(0.000) 
0.501** 

(0.006) 

Use of Internet 
(UI) 

0.826** 

(0.000) 
0.594** 

(0.001) 

Integration of 
Digital 
Technology (IT ) 

0.681** 

(0.000) 

** Correlation is significant at the 0.01 level (2-tailed) 
* Correlation is significant at the 0.05 level (2-tailed) 
Source Own compilation based on data compiled from the I-DESI report [5] 

There is no general rule in the literature regarding the right VIF threshold for 
collinearity. Even though some possible thresholds ranging from 2.5 to 10 have been 
tested empirically in earlier studies, there is not any set of theoretical or logical 
rules for redundancy filtering that can be reliably determined. Therefore, we made 
a decision in this regard, based on the recommendations in the literature [26, 27], 
choosing five as our threshold value. 

Table 2 shows the sequential filtering of the variables. 
We would note that although there is no deterministic algorithm for filtering out 

collinear variables, which could have meant that there is some ambiguity regarding 
the first variable to be omitted from the model (as any variable above the threshold is 
appropriate to take the first step), only one VIF value was above the selected threshold 
(Use of Internet with a value of 5.728). 

All VIF values of the remaining variables were less than 5, that is, below the 
threshold value so no variable could be included in the collinear variables to be 
eliminated due to the stepwise decrease of the VIF value.

Table 2 VIF values during 
algorithm execution 

Variables Step 0 Step 1 

CN 2.730 1.966 

HC 2.488 1.813 

UI 5.728 

IT 4.041 3.478 

PS 1.896 1.885 

Source Own compilation based on the database compiled from 
I-DESI [5] 
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Another method was applied to test the model of collinear variables obtained by 
omitting the dimension with the greatest VIF value (Use of the Internet). This was 
done using multidimensional scaling. The method assumes that our variables are 
vectors in the space of countries. We form the distances between the variables in 
this space and try to map the variables in a lower dimensional space. In short, the 
scaling model also maps vectors to a lower dimensional space. For visualization, two-
dimensional space, i.e., the plane, usually is the appropriate one. The goodness of 
mapping to a lower space is measured by a stress function and the linear relationship 
between the distances between the two spaces is measured by the R-squared. Thus, in 
our studies, we want to map the five digital dimensions from a 29-dimensional space 
into a two-dimensional space. The distance measure, or metric in our case, is the 
Euclidean distance. However, the variables were normalized with a function before 
which the distances were calculated, with the expected value of the new variables 
being zero and the standard deviation being one. This normalization is also called 
the z score. Our result is shown in Fig. 1. 

This map perfectly depicts the 29-dimensional space on the plane, as the stress 
value is 0.000, and the R-squared is just one (that shows a perfect fit). The map shows 
that the Human Capital, Connectivity, and Digital Public Services digital dimensions 
are located at the edges of the map, away from the other two dimensions. At the center 
of the map is the Integration of Digital Technology (Business Technology) and Use 
of Internet dimensions, very close to each other. This visual result also confirms 
that these two digital dimensions are highly correlated with each other. Since the 
Use of Internet digital dimension shows a lower correlation with the three digital 
dimensions, omitting it now gives an image whose dimensions are far apart. Thus, 
this also supports our result with VIFs. This means that the dimension Use of Internet

Fig. 1 Location of variables on the plane of digital dimensions. Source Own compilation based on 
the database compiled from I-DESI [5] 
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(UI) has a linear dependence on the other variables. The result obtained shows that 
one of the five digital dimensions can be defined as some linear combination of the 
remaining four. The following research question explores this linear combination 
using linear regression. 

4.2 RQ2: Linear Regressions of Collinear Dimensions 

First, the two filtered collinear digital dimensions are estimated using the two algo-
rithms of SPSS 26, i.e., enter and stepwise. The enter algorithm largely gives an R2, 
but the error of the parameters is larger, which can also lead to some variables being 
filtered out by the stepwise algorithm. 

The filtered collinear variable UI (Use of Internet) is now estimated with the 
remaining four variables compiled from the I-DESI database [5], using enter and 
stepwise algorithms. The linear equation of the estimate is with enter algorithm as 
follows: 

U I  =−  0.071 + 0.491 · C N  + 0.361 · HC + 0.255 · I T  + 0.034 · P S  + εU I  

(0.415) (0.005) (0.006) (0.060) (0.718) (1) 

After estimating the Use of Internet with the remaining four variables, R2 became 
0.825, which is a very high value. However, this is a natural consequence of the high 
VIF value. The residual value of linear regression is εUI. 

The equation shows how an increase in Connectivity, Human Capital, Integration 
of Digital Technology, and Digital Public Services is reflected in the Use of Internet. 
Equation (1) draws attention to the point that the explanatory variables are logically 
positive. The estimation of parameters CN, HC, and IT are significant at the level of 
6.0%, which supports the explanatory power of the model. 

The stepwise regression of this model is given below 

U I  =−  0.062 + 0.448 · C N  + 0.365 · HC + 0.365 · I T  + εU I  

(0.449) (0.005) (0.005) (0.020) (2) 

The R2 became 0.824 which is less than with the enter algorithm. The Public 
Services digital dimension was filtered out by this procedure because the parameter 
was not significant enough. 

The stepwise estimations of all other dimensions with the variables resulted in 
the next models. We first show the relationship of the four non-collinear variables 
to the other four dimensions shown in Eqs. (3)–(6). We present this because the 
three dimensions depend only on collinear variables. This means that two groups of 
dimensions can be clearly separated. The R-squares are shown in Table 3.

C N  =0.279 + 0.575 · U I  + εC N
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Table 3 Comparison of enter 
and stepwise linear 
regressions with R-squares 

Variables Enter 
R2 

Stepwise 
R2 

CN 0.634 0.597 

HC 0.598 0.567 

UI 0.825 0.824 

IT 0.753 0.739 

PS 0.473 0.464 

Source Own compilation based on the database compiled from 
I-DESI [5] 

(0.000)(0.000) (3)

HC =0.156 + 0.717 · U I  + εHC 

(0.041) (0.000) (4) 

I T  =−  0.148 + 0.800 · U I  + 0.284 · P S  + εI T  

(0.066) (0.000) (0.026) (5) 

P S  =0.273 + 0.706 · I T  + εP S  

(0.001) (0.000) (6) 

Each of the parameters is significant. The stepwise linear regression of the 
collinear variable is illustrated in Eq. (2). 

However, the estimates of Eqs. (3)–(6) calculated by the enter algorithm are not 
presented, but their R-squares are compared with those obtained by stepwise linear 
regression. As can be seen, the R-squared values of the stepwise regression are lower 
because variables with non-significant parameters were filtered out. However, the 
new R-squares do not show a drastic decrease in our case. Table 3 presents the 
estimated R-squares of the variables. 

Stepwise linear regression can be a good complement to the VIF method if the 
collinear variables are estimated with this regression. This sheds light on the linear 
interdependence between the variables, in our case, the dimensions. 

5 Discussion 

Our first research question on the presence of multicollinearity could be answered 
in the affirmative, as there was a strong linear relationship between some vari-
ables. However, the exploration of multicollinearity also provides an opportunity
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to eliminate variables that are highly correlated with individual variables or groups 
of variables. 

Multicollinearity analysis was performed using three different methods, which are 
the traditional correlation analysis, followed by variance inflation factor, and finally 
multivariate scaling. 

All three analyses showed that the digital dimension of Use of Internet is some 
stochastic function of the other four dimensions, and therefore, can be eliminated 
from the analyses. This result was corroborated by some of our earlier findings on 
the (EU-only) DESI [28], and also supported by the recent DESI publications of the 
European Commission, as the 2022 study only used the remaining four dimensions. 

The filtered collinear variable was estimated using two regression estimation 
methods. In the SPSS 26 software package, the two estimation methods are named 
enter and stepwise. These two methods were used for estimation. Both procedures 
yielded strong R-square values for the Use of Internet dimension, which in addition 
were close to each other, so we obtained a valuable estimate. This gave the linear 
function that can be used to recover the omitted dimension. 

The digital dimensions retained in the study were then estimated with the others, 
first using the stepwise and then the enter regression estimation method. This proce-
dure resulted in dimensions that depended on the omitted collinear variable. Finally, 
we also performed an analysis using the enter method, and the two procedures to 
compare the R-squares of the two results. Again, the results were similar. 

The latter analysis pointed out that the dependent variable excluded by the former 
method can be well expressed by linear regression. 

6 Conclusions 

Our results suggest that the requirement posed by the European Commission that vari-
ables included in DESI “should not be redundant … statistically” might be violated 
by the five principal dimensions of the dataset. Some of these dimensions are strongly 
correlated with the others, and the VIF values indicate that the Use of Internet and 
the Integration of Digital Technology may be expressed as a linear combination 
of the remaining three dimensions with little loss of information. In fact, the step-
wise linear regression method reveals that the combination of just two of these 
dimensions (Connectivity and Human Capital) already reflects a large proportion of 
the information contained within the Use of Internet dimension. This finding is in 
accordance with the European Commission’s observation that the five dimensions 
are “not isolated areas that contribute separately to digital development but are in 
fact interconnected” and their line of argument for DESI’s weighting system. The 
Commission attributes a higher weight to Human Capital and Connectivity, which 
they consider the most important dimensions, representing “the infrastructure of the 
digital economy and society”, and the Use of Internet is given a lower weight, since it 
is “enabled by the infrastructure and [its] contribution is strengthened by the quality 
of such infrastructure”. However, we are of the opinion that if the “no statistical
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redundancy” requirement is taken seriously by the European Commission, the struc-
ture of the DESI and/or the number of principal dimensions might also need to be 
reconsidered. 
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Potential for Using Methodological Tools 
Digitalization of the Economy of Russian 
Regions in the Practice of China 

Gao Jixiang , Anna Urasova , and Evgeniy Shcheglov 

Abstract In modern science, a high profile is given to the processes of digitalization 
and approaches to digital transformation aimed at identifying homogeneous groups 
of territories according to sectoral specifics, making it possible to take into account 
the nature and patterns of socio-economic changes in similar regions to further make 
appropriate practical decisions. The paper discusses the issue of the potential use of 
Russian methodological tools in the practice of Chinese academic analysis based on 
the logic of building a digital transformation in Russia, during which the sphere of 
interaction with friendly countries is formed from the position of progressiveness of 
some or other direction of economic development. Based on logical and structural 
analysis, the paper identifies priority areas for academic and technological interaction 
between Russia and China in the context of the scientific and methodological under-
standing of digital transformation processes. As a result of this task, the specifics 
of the methodological tools for assessing digitalization processes that are available 
in Russian and Chinese studies are identified; an analysis of the general method-
ological guidelines in assessing the digitalization of economic processes that prevail 
in Russian and Chinese scientific practice is carried out. Thus, the methodological 
possibilities of assessing the level of digitalization of territories are disclosed, which 
can be used in the academic practice of Chinese researchers, thereby expanding the 
areas of Russian-Chinese interaction in digitalization. 
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1 Introduction 

The formation of a digital economy is a matter of national security and independence 
of Russia, the competitiveness of domestic companies, and the country’s position on 
the world stage in the long term, in fact, for decades to come [2]. The key setting in 
the implementation of digital policy in Russia is the formation of a certain way of 
life, a new basis for the development of the public administration system, economy, 
business, social sphere, and the entire society. 

In the context of the program documents “Digital Economy of the Russian Feder-
ation” and “National Strategy for the Development of Artificial Intelligence of the 
Russian Federation until 2030,” one can talk about a systematic and continuous 
process of digitalization in the Russian Federation. Based on this, the issue of setting 
priorities via interaction with participants and leaders of digitalization around the 
world is on the agenda. 

One of these priorities may be bilateral interaction with China in the direction of 
scientific and theoretical understanding of ongoing processes and the development of 
new tools for assessing digital processes in the economy and methods for increasing 
cross-country cooperation. In recent years, China has been considered in scientific 
discourse as one of the digital leaders. 

Taking into account the development of the theoretical and methodological foun-
dations of the theory of the world economy, within the framework of this study, the 
goal is set: to reveal the methodological potential for assessing the level of digitaliza-
tion of territories that can be used in the academic practice of researchers in the PRC. 
As tasks, the following are formulated: to identify the specifics of the methodological 
tools for evaluating digitalization processes that are available in Russian and Chinese 
research; to compare general methodological guidelines in assessing the digitaliza-
tion of economic processes prevailing in Russian and Chinese academic practice; to 
propose a methodology for assessing the digitalization of Russian regions, which can 
and should be adapted to the practice of the PRC by implementing it in connection 
with Chinese provinces. 

2 Literature Review 

The solution to the issue of choosing tools for analyzing modern economic processes 
in the context of digital changes is based on a set of methods for quantifying indicators 
and criteria for technological conditions. 

The authors consider it expedient, studying the context of the stated topic, to 
analyze the key studies in this area, which stand out within the framework of Russian 
and Chinese academic discourse. Thus, in separate studies by Russian scholars, the 
problems of assessing the technological potential of a region are analyzed in detail 
from the position of searching for options for using production assets and applying 
technological initiatives for particular industries [1, 18]. At the same time, attention
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is focused on the level of technological development of enterprises [14]. In particular, 
the sectoral clustering of enterprises and a typology of Russian regions are also carried 
out according to sectoral characteristics. A number of studies are devoted to assessing 
the development of individual clusters in terms of the level of interconnectedness of 
enterprises and organizations participating in the cluster. 

The issues of interaction within the framework of the technological development 
of industries and complexes from the standpoint of their quantitative assessment were 
considered in the works of a number of researchers. So, Sukharev, Voronchikhina, 
Samonova, Shevchenko [13, 16], and others focused on the resulting indicators that 
depend on the goals of the assessment. In addition, a significant place in their study 
was given to calculations of social and environmental effects. Methods of this kind 
have a high level of universality from the point of view of the levels of the economy, 
that is, they can be applied at the micro-level (the level of individual enterprises) and 
at the meso level (for example, individual regions). 

In Belyakov and Shpak [3], an assessment is made of the development of individual 
sectors of the economy of Russian regions. Such assessments can also be found in 
the publication by Shelegeda et al. [15], who focus on the technological side of the 
issue. What makes their study special is the evaluation technique, which combines, 
along with economic and mathematical methods, the methods of fuzzy set theory 
and interpolation methods. However, the selected toolkit does not go beyond the 
boundaries of a single enterprise. The authors would like to emphasize that this kind 
of methodology has an advantage associated with taking into account the uncertainty 
factors in technological development, which allows calculations to be made without 
being limited to the transient nature of the analyzed processes [5]. Thus, the obvious 
disadvantage of this approach can be called the complexity of delimiting uncertain 
processes from other realities and the rationale for such a separation. In addition, 
borderline trends appear, which have a number of mixed features, which increases 
the number of errors in the built models [6, 7]. 

An increasing number of papers propose to use the graph theory. In this context, 
any optimization processes entail the process of data linearization, that is, the appli-
cation of systems of linear equations that clearly simplify the entire complexity of 
socio-economic processes. So, Goykher et al. [5] analyzed the innovativeness of 
sectors in this way through the prism of their interconnectedness. 

Separately, the methods used by researchers in China should be noted, namely the 
papers that assess the level of China’s digital economy using the entropy approach 
and calculate the growth of the overall productivity of green factors in China’s manu-
facturing using the Luenberger-Hicks-Moorsteen indicator and taking into account 
side production [11]. The results show that China’s digital economy is growing 
steadily [4, 8, 10]. 

In addition, of interest is the study in which, based on panel data from the provinces 
of China from 2014 to 2020, the impact of the development of the digital economy on 
employment in China is empirically analyzed [22]. The results show that the digital 
economy has significantly affected the employment structure in China. With the 
development of digital technologies, the workforce has become more production-
oriented, high-tech, and highly skilled. The paper states that further testing of
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the mechanism shows that the modernization of the sectoral structure and human 
capital reserve has a somewhat positive impact on the employment structure in the 
development of the digital economy [22]. 

In addition, let us designate a study that used a pooled regression to examine the 
impact of an innovative digital economy on total factor productivity in China based 
on data that includes the provincial index calculated using a dual approach and the 
digital economy index proposed by principal component analysis [12]. 

Thus, the existing methods include several groups using data blocks: (1) classical 
econometric methods based on regularly observed statistical data [10, 13]. However, 
in most cases, the studies present data at the national level, without detailing by 
regions and individual territories, complexes, and enterprises; (2) modified methods 
that combine several methods of analysis, which are based, in addition to official 
statistics, on freely distributed data (expert and sociological surveys, the results of 
a semantic analysis of Internet content, etc.) [6, 7]. Their advantages include the 
possibility of studying phenomena and processes that have not yet developed in 
the scientific and practical sense, having a sufficient number of manifestations and 
trends. 

Summarizing the review, it is necessary to note the virtual absence of studies which 
would offer ready-made tools for analyzing and diagnosing relevant technological 
factors and conditions, searching and analyzing digital data, and visualizing them 
in the context of the digital transformation of individual countries and regions [11, 
20, 21, 23]. Most of the methodological developments are based on the micro-level 
and use the data of individual enterprises as a basis, a priori having a number of 
industry-specific features [24, 26]. Thus, it is advisable to adapt only a limited range 
of methods to a wide range of technological areas and levels of system development 
(national, regional, and territorial) [25]. This requires a search for such tools and 
potential developers, etc., [17] not only within a country but also in the foreign 
cooperation format. 

Accordingly, in the context of such cooperation, the issue of how to identify the 
conditions for digital transformation at the present stage, including its elements, and 
to find common ground for cross-country cooperation comes to the fore. 

3 Materials and Methods 

In order to expand Russian-Chinese interaction in the academic and methodological 
field, the paper proposes the results of testing a methodology for assessing the level 
of digitalization of the regions of the Russian Federation, considered appropriate 
to adapt to the practice of the PRC. The data used in the study were compiled by 
regional sources, the sample of which was obtained using a multilevel rubricator 
of indicators. Based on the hierarchical structure of the rubricator, several options 
for data sampling were chosen: (1) a tabular method with a manual layout; (2) a 
passport method with an automated collecting data layout. Such a combination of 
data compilation methods made it possible to account for sectoral and territorial
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data, on the one hand, and meso and micro-level data (regional indicators and data 
on enterprises), on the other hand, which are presented here. 

As a result, data were selected for the largest innovative enterprises by regions of 
the Russian Federation for 2018–2021. For data processing, methods of coefficient 
and statistical analysis were chosen, making it possible to assess the homogeneity of 
the processes of digitalization in the regions of the Russian Federation. 

The following formula was used to calculate the transformation coefficient of 
sectors of the industry of a constituent entity of the Russian Federation [19]: 

ktrm(S) =
|
|
|

∫ i 
j µ(x)dx

|
|
|

k(order) 
, (1) 

where ktrm (S)—coefficient of digital transformation of the industry m of a constituent 
entity of the Russian Federation (S); µ(x)—a function that describes the current 
dynamics of changes in industry m for the period under study; i, j—limits of the 
integrable function as the boundaries of the dynamics of change in the industry m of 
the region S for the period under study; k(order)—the coefficient of high productivity 
of the industry m; m—the number of analyzed sectors of the region’s industry; S—a 
particular Russian region. 

The data obtained as a result of the study can be used by municipal and regional 
authorities in the course of creating an industrial policy. 

4 Results 

While assessing the level of digitalization of the Russian regions, this study managed 
to diagnose a number of areas that are difficult to parameterize and include in some 
or other stage of the assessment. Accordingly, these are some limitations that cannot 
be taken into account in relation to both Russian and Chinese practice. 

First, information security and sovereign information space come to the fore. It is 
not possible to quantify security processes in the present conditions of digitalization. 

Second, this is the priority promotion of digitalization in state institutions and 
state enterprises. On the one hand, the national governance system stimulates the 
development and implementation of end-to-end digital technologies by signing bilat-
eral agreements with enterprises. On the other hand, digitalization is promoted by 
regional and municipal executive authorities and state enterprises. Both trends are 
not regularly observed by the statistics. Thus, one can talk about an imbalance in the 
process of digitalization of the economy in the regions of the Russian Federation in 
favor of entities interconnected with state authorities. 

Third, it is necessary to say about the obstacles in the way of the deployment 
of 5G and other infrastructure of the digital economy. According to the Ministry of 
Digital Development, Communications and Mass Media of the Russian Federation,
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the transmission of frequencies for 5G began only in 2021, and it is still difficult to 
talk about the results. 

Fourth, it is the active implementation of import substitution in the develop-
ment of Russian-made technological solutions, which lies beyond regular statistical 
monitoring. 

Fifth, enhancing the system of education and training in the field of digital tech-
nologies. In particular, training in digital competencies has been added to the higher 
education system, and the number of IT-related specialties has been expanded to 
more than 20. It is also very difficult to assess these qualitative changes at this stage 
of the study. 

Sixth, support for the IT industry. In the first half of 2022, IT companies’ revenue 
grew by 60%. The Russian government provided the IT industry with unprecedented 
support: grants for 750 million rubles were provided to IT startups, Russian software 
manufacturers were exempted from VAT, and social insurance rates for IT specialists 
were reduced from 14% to 7.6%. The effectiveness of the introduced measures can 
be assessed after the next period of strategic planning. 

Thus, a number of areas of development of the Russian economy that have arisen 
in the context of digitalization turn out to be, due to the initial stage of their life cycle, 
devoid of any regularly observed metrics, and, accordingly, cannot be included in 
the analysis. 

Let us move on to the results of the assessment of digitalization in the regions of 
the Russian Federation by industries. 

The digitalization of the Russian industry was quantified using the digital 
transformation coefficient [18] (formula  1). The results are shown in Fig. 1. 

In general, as a result of regional comparisons of results, one can conclude the 
following:

Fig. 1 The level of digitalization of the regions of the Russian Federation in 2021 (calculated 
according to Rosstat). Source Compiled according to Rosstat, https://rosstat.gov.ru/ 

https://rosstat.gov.ru/
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– the value of the digital transformation coefficient in the regions of the Russian 
Federation ranges from 0.11 to 0.61, which indicates a high heterogeneity of 
digitalization processes; 

– the absence of high digitalization indicators indicates the high potential of 
technology in the regions of the Russian Federation. 

The principles of administrative-territorial organization in China are very similar 
to those in Russia. The Chinese provinces are also extremely heterogeneous in terms 
of the level of development; they have different resource opportunities, geographic 
and socio-economic parameters. As a result, in terms of territorial management 
and evaluation of digitalization, Chinese management structures are faced with the 
problem of finding the most adaptive methods and techniques for analysis and diag-
nostics. From this point of view, taking into account the bilateral desire for scientific 
and technological development, outlining the advantages of the proposed method-
ological tools: the methodology is based on regularly observed statistical data (a 
similar database has been created and is functioning in China); a combination of quan-
titative and qualitative data (binary assessment of individual digitalization trends); 
the underlying indicators of the level of digitalization in a region reflect the overall 
picture of changing technological conditions. As a result, the proposed assessment 
methodology can be used as an independent analytical tool; given the large number of 
differences in the development of regions, a flexible approach is used in calculating 
the coefficients of digital transformation, which determines the limits of integrable 
functions based on the quantitative metrics of a particular region; the technique makes 
it possible to use a different number of indicators, increasing or reducing the total 
number of metrics, thereby not limiting the researcher to constant indicators. 

Actively developing around the world, the factors and conditions for the digital 
transformation of the economy in modern technological realities form a number 
of expectations for a positive forecasted future for each country, and for enter-
prises to acquire significant competitive advantages in the long term, despite the 
ongoing processes of reducing jobs, strengthening inter-territorial differentiation, 
etc. In Russia, a number of regions, within the framework of strategic planning 
documents, have provided for a set of measures aimed at adapting to new digital 
realities. In particular, these events are aimed at enterprises and organizations that 
are capable of implementing end-to-end: digital twin technologies, artificial intelli-
gence systems, big data collection, and analysis, etc. [16, 18]. Meantime, a number of 
regions can be called lagging behind, requiring additional investments, and building 
up digital competencies. In turn, in China, a similar trend is observed, the provinces 
have different approaches to the issue of adapting to digitalization trends, and the 
more relevant the issue of finding and implementing analytical tools becomes. Thus, 
as an option for applying methodological developments for assessing the level of 
digitalization of the economy of Russian regions in the practice of the PRC, this 
proposed methodology for assessing the level of digitalization of the regions of the 
Russian Federation is used.
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5 Conclusion 

The methodological cooperation opportunities between the Russian Federation and 
China in digitalization outlined in this paper allow for continuing the dialogue seeking 
to adapt a methodology for assessing the digitalization of Russian regions to the 
practice of the PRC, shifting it to the Chinese provinces. 

Thus, from the standpoint of expanding Chinese-Russian cooperation in the direc-
tion of scientific and technological interaction in digital transformation, several 
provisions can be identified. 

First, in the scientific discourse of both Russia and China, there is no unambiguous 
correct universal methodology for assessing the economic processes of digitalization. 

Second, the total nature and high speed of digital transformations require from 
the management system of each country adaptive tools for diagnosing and evaluating 
digital phenomena, taking into account the diversity of administrative and territorial 
features. It should be taken into account that China’s digital economy is actively 
developing, but the problem of lagging behind in building management systems 
and national standardization systems has become noticeable. Russia’s experience 
in building management rules and methodological standards in advance, instead of 
looking for solutions when problems arise, is very important for China. China has 
its own uniqueness in stimulating the viability of enterprises and local governments 
to develop the digital economy. 

Third, the similarity of the principles of the administrative-territorial organiza-
tion of Russia and China increases the possibility of adapting Russian methodolog-
ical developments to assess digital phenomena and processes, forming a system of 
interaction and a common digital space. 
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and Sustainability. A Systematic 
Literature Review 

Giada Pierli , Federica Murmura , and Laura Bravi 

Abstract The study contributes to enriching the current literature on the connection 
between digital transformation and sustainability at the industry level, by devel-
oping a Systemic Literature Review (SLR). The database used to identify the docu-
ments was Web of Science; the selected time period was from 2010 to 2022 in 
order to perform an as comprehensive as possible analysis of the published arti-
cles on this topic. Three research categories were selected: Business, Management, 
and Economics. The results underlined that digital transformation can significantly 
support the achievement of sustainable goals, representing a key opportunity for both 
institutions and businesses to change their management models to meet the commu-
nity’s increasingly pressing expectations in terms of environmental protection and 
social welfare. In this sense, the results show the need for more comprehensive studies 
on the relationship between digital transformation and the pillars of sustainability, 
especially the social one. The study has some limitations deriving from only using 
articles, a single database, and a specific query to identify relevant documents. 

Keywords Digital transformation · Sustainability · Systemic literature review 

1 Introduction and Theoretical Background 

Over the past decade, the topic of sustainability has become the focus of a major 
academic, industry, and policy debate. As environmental, social, and economic pres-
sures have become increasingly severe and unrelenting, international organizations
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and countries worldwide have begun to promote the adoption of new action plans 
[1] that are able to combine economic growth with environmental protection and 
societal well-being. 

In this context, the concept of sustainable development—closely intertwined with 
that of sustainability—has become the guiding principle of development policies 
globally. Although this theme has undergone a profound evolution depending on the 
different contexts of application [2–4], the widely shared definition of sustainable 
development is the one formulated in the Brundtland Report carried out in 1987 by the 
World Commission on Environment and Development (WCED). According to this 
report, sustainable development can be defined as “development that meets the needs 
of the present generation without compromising the ability of future generations to 
meet their own needs” [5, p. 43]. This concept is the result of the increased awareness 
of the planet’s resource exhaustibility and the consequent need to preserve the natural 
heritage [6], through the definition of more balanced economic-social development 
models than those adopted in the past. On this basis, sustainability can be declined 
into three main pillars: environmental, social, and economic [7, 8]. 

The environmental dimension is concerned with the need to preserve the repro-
ducibility and availability of natural resources, the social dimension is aimed at 
tackling inequalities and ensuring the inclusion and accessibility of services, and 
the economic component is related to the ability to ensure economic efficiency and 
income for businesses and jobs for people’s livelihoods [9, 10]. Over the last few 
years, the idea of sustainability has been increasingly intertwined with that of digital 
transformation [11], emphasizing the important role of technology in improving 
global well-being. Since 2016, the United Nations have been committed to an 
international agenda to achieve the 17 Sustainable Development Goals (SDGs) by 
2030, underlining the relevance of technology to their achievement [12]. Similarly, 
the European Commission has recently highlighted the fundamental function of 
digital technology for the implementation of the Green Deal, which is Europe’s 
new growth strategy to promote the green transition with the ultimate goal of 
reaching climate neutrality by 2050 [13]. Most recently, the Next Generation EU 
fund, set up by the European Union in response to the significant economic and 
social impacts generated by the Covid-19 pandemic, further stressed the need to 
combine sustainability and digitalization, laying the foundations for a significant 
transformation in this direction [14]. 

Despite being apparently distant, the themes of sustainability and digital transfor-
mation are closely related and mutually complementary. In order to understand this 
interconnection, it might also be useful to introduce the definition of digital transfor-
mation. Among the many existing notions, it could be generically described as “the 
most profound and accelerating transformation for business activities, processes, 
competencies, and models to leverage the changes of digital technology and their 
impact in a strategic and prioritized way” [15, p. 723]. Digital transformation thus 
represents an evolutionary process in which digital technologies and capabilities 
generate new opportunities for value creation, requiring fundamental changes in 
organizations that can also have a strong impact in terms of sustainability [16, 17]. 
According to the United Nations and the Organization for Economic Co-operation
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and Development (OECD), digital technologies are not only essential tools for busi-
ness operations, but they can also significantly facilitate the achievement of sustain-
able goals [12, 18]. Similarly, Seele and Lock [19, p. 183] state that “digital tech-
nologies in the form of e-health services, robotics, or emission reduction solutions 
could help individuals, organizations, and nations achieve a more sustainable planet 
in light of the sustainable development goals.” 

Digital transformation is not an exclusively organization-focused process, but 
rather a phenomenon that triggers changes in industry and society [20]. Indeed, digital 
technologies are able to produce widespread effects that simultaneously involve all 
dimensions of sustainable development [11], including global productivity, social 
equality and inclusion, and environmental protection. The main technological inno-
vations to drive the transition to sustainability include the Internet of Things (IoT), 
big data analytics, blockchain, artificial intelligence and machine learning, cloud, 5G 
Internet, and virtual reality systems [21–23]. Specifically, the environmental pillar 
can benefit significantly from the use of such digital tools, which can effectively 
protect the ecosystem by contributing to emissions reduction, waste management, 
resilience to natural hazards, and minimization of climate change effects in any 
economic sector [11, 16, 24]. Regarding the social dimension, digital transformation 
offers effective methods and solutions for ensuring access to basic services—such as 
food, health, water, and energy—thus reducing inequalities and improving the health 
and food conditions of populations [11]. Finally, the economic component can take 
advantage of digital technologies in terms of innovation in production processes, 
which allows an increase in efficiency and a reduction in emissions [11]. 

It is therefore evident that sustainability and digital transformation are closely 
interconnected. According to Weippl et al. [25], information and communication 
technologies (ICTs) are a key determinant in achieving sustainable development 
goals through their potential for more efficient use of resources, education, and busi-
ness operations. As stated by Vinuesa et al. [26], artificial intelligence can contribute 
to the fulfillment of the most sustainable goals by acting on all dimensions of sustain-
ability. Kostoska and Kocarev [27] developed a new Information and Communica-
tions Technology (ICT) framework to address sustainability, arguing that digital 
technologies can enable its effective achievement. 

Despite the consistent discussion on the different possible ways to meet sustain-
ability goals, there are still few studies on the relationship between digital transfor-
mation and sustainability [11, 16, 17, 28], especially at the corporate level. In this 
context, a useful recent tool for identifying a company’s sustainable performance is 
the Environmental, Social, and Governance (ESG) score. As outlined by the European 
Banking Authority (EBA) [29], ESG factors are “environmental, social or governance 
matters that may have a positive or negative impact on the financial performance or 
solvency of an entity, sovereign or individual.” Precisely, ESG is a standard used by 
investors to evaluate corporate behavior and future performance based on three key 
elements, namely Environment (E), Social (S), and Governance (G) [1]. In this sense, 
companies are required to adopt innovative business models capable of fostering the 
joint pursuit of environmental, social, and economic performance.
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Given the need for more knowledge to understand the connection between digital 
transformation and sustainability, this study aims to fill this gap by developing a 
Systemic Literature Review (SLR) on the topic. Specifically, it aims to address the 
following research question: 

What is the current state of the art on the relationship between digital transfor-
mation and sustainability at the industry level? 

In this perspective, the study contributes to enrich the current literature and identify 
potential future research directions and developments. Furthermore, it could offer 
useful insights for institutions and companies on what are the main benefits and 
controversial aspects encountered in the combination of digital and sustainability, 
encouraging their application and possible support measures. 

The paper is organized as follows: Sect. 2 describes the methodology used to 
develop the systematic literature review, Sect. 3 illustrates the results, and Sect. 4 
provides the main conclusions and future research. 

2 Methodology 

In order to present current and future research trends with respect to the relationship 
between digital transformation and sustainability in industrial settings, a Systematic 
Literature Review (SLR) was developed. Indeed, it provides an effective method for 
identifying the current state of research and defining future research opportunities [30, 
31]. Based on guidelines from the previous studies on doing a Systematic Literature 
Review [32, 33], the following steps were implemented: 

(a) Selection of sources. The database used to identify the documents of interest 
was Web of Science, which is considered as one of the most relevant academic 
search systems [34]. 

(b) Setting search criteria. The keywords used in the search were (“sustainability” 
OR “sustainable development” OR “ESG”) AND “digital transformation.” In 
this way, it is possible to find all articles that have the words sustainability and 
digital transformation, sustainable development and digital transformation or 
ESG and digital transformation in the title, keywords, or abstract. 

(c) Selection criteria. The selected time period was from 2010 to 2022 in order 
to perform an as comprehensive as possible analysis of the published arti-
cles related to this last topic. It is clarified that the information included for 
2022 corresponds to the first six months of the year since the search process 
was carried out on July 1, 2022. The analysis includes all articles published in 
English. Publications such as books, conference proceedings reports, working 
papers, etc., were excluded from this study. Based on the objective of the study, 
three research categories were selected, namely, Business, Management, and 
Economics. Finally, the abstract of each article was read to confirm or not its 
relevance to the investigated topic.
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(d) Content analysis and synthesis. After selecting a sample of articles, a content 
analysis was conducted. To this end, each article has been analyzed in terms 
of authors, year of publication, paper title, type of research category, journal, 
and citations. This provided a framework for understanding the current state of 
the art on the topic. Subsequently, the articles were analyzed and grouped by 
research area, with the aim of identifying the main themes addressed. 

Initially, 501 different manuscripts were identified in the search. After applying 
the selection criteria defined above (iii), 60 articles were considered within the scope 
of this analysis. 

3 Results 

This section presents the main results of the analysis conducted. It has been divided 
into three parts, consistent with the perspectives considered: (1) time, (2) journal, (3) 
subject areas, topic, and citations. 

3.1 Paper by Time 

As shown in Fig. 1, the topic investigated has increased in recent years. In particular, 
2021 has the highest number of publications on the relationship between digital 
transformation and sustainability, while 2010 is the year when the first article on the 
topic was published. The research was carried out in June 2022, so it is interesting to 
note that in just 6 months, 19 articles have already been published, which is a very 
close number to those of the previous year. 

1 0 0 0 0 0 0 
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Fig. 1 Article’s distribution over time
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3.2 Papers by Journal 

The articles analyzed are distributed in 48 different journals. The journal with the 
highest number of publications on the subject is Business Strategy and the Environ-
ment, in which there are 4 articles published during the period considered. Techno-
logical Forecasting and Social Change follows with 3 published articles. Other rele-
vant journals where at least 2 papers on this issue have been published are Journal 
of Asian Finance Economics and Business, Ecological Economics, Total Quality 
Management & Business Excellence, Journal Of the Knowledge Economy, Journal 
of Business Research, Industrial Marketing Management, Economic Annals-XXI. 

3.3 Papers by Subject Area, Topic, and Citations 

Figure 2 shows the distribution of the documents analyzed with respect to the selected 
subject areas. It should be noted that some papers do not belong exclusively to 
one category, but were included in at least two subject areas. Thus, the category 
with the highest number of manuscripts is Business (16), followed by Management 
(15), Business & Management (12), and Economics (9). The remaining areas are 
Business & Economics and Management & Economics, with 6 and 2 papers each. 

Table 1 summarizes the main topics of the articles analyzed with a subdivision by 
category. In the Business area, the main topics are the impact of digital transforma-
tion in terms of corporate financial, production and environmental performance and 
the use of digital technologies to effectively communicate Corporate Social Respon-
sibility (CSR). On the other hand, the main topics in the Management category 
are the impact of digital transformation in achieving the Sustainable Development 
Goals (SDGs), the importance of developing innovative business models for sustain-
able business transformation, the positive relationship between digital transformation 
and the company’s environmental and financial performance, the role of digital tech-
nologies in improving production and managerial processes, the link between digital

16 
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12 

6 

2 

0 5 10 15 20 

Business 

Management 

Economics 

Business Management 

Business Economics 

Management Economics 

Fig. 2 Distribution of papers by subject area 
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technologies and the circular economy, and the importance of digitization in making 
the supply chain sustainable. For the Economics area, the main topics include the 
role of digital transformation as a key factor for governments in promoting inclusive 
economic growth, social development, and environmental protection; the efficiency 
of governance in implementing sustainable goals using digital technologies; chal-
lenges and opportunities of the digital and sustainable transition; and the use of 
digital tools to implement sustainable practices within public institutions. Finally, 
the categories Business & Economics, Business & Management, and Management & 
Economics mostly present an overlap of issues compared to those illustrated indi-
vidually for the three previous areas. Nevertheless, new issues can be identified in 
terms of Green Digitization, complexity of digital and sustainable transformation 
at the organizational level, and the importance of adopting automated methods and 
processes to reduce energy waste and CO2 emissions.

Consistent with the years in which publications began to increase, the highest 
number of citations is recorded from 2019 (Fig. 3). The year 2021 represents the 
one with the highest number of citations (305), showing a significant increase from 
the previous year’s 84 citations. The date for 2022 is also quite positive, with 211 
citations achieved just in the first six months of the year.

4 Discussion and Conclusion 

The aim of this study was to analyze and identify the state of knowledge related 
to the relationship between digital transformation and sustainability, with a focus 
on the industry level. In order to achieve this goal, a Systematic Literature Review 
(SLR) was developed through which selected papers could be examined in terms 
of year of publication, journal, subject area, main topic, and citations. In particular, 
the analysis performed indicates that interest in the topic has grown in recent years, 
especially since 2021. The fact that the first six months of 2022 reached a number 
of publications rather close to that of 2021 is an indicative of increasing attention to 
the topic. Articles have been published in several important journals, among which 
Business Strategy and the Environment ranks first in terms of publications on the 
issue. Consistent with the period of greatest publications, the highest number of cita-
tions is in 2021. The main topics of the selected papers include (i) the impact of 
digital transformation in achieving sustainable goals, especially with respect to the 
environmental and economic dimensions; (ii) the importance of adopting innovative 
business models in order to facilitate digital and sustainable transformation; (iii) the 
role of digital transformation as a key factor for governments in promoting inclusive 
economic growth, social development, and environmental protection. These results 
confirm the need for more comprehensive studies on the relationship between digital 
transformation and the different pillars of sustainability, especially with respect to 
the social one [20, 35]. They also support that most scholars have focused on the
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opportunities provided by digital transformation to make a given business sustain-
able [11], while there are still few studies on the relationship between these two 
dimensions. 

Nevertheless, it is possible to argue that digital transformation is an effective tool 
for achieving sustainability [19, 36], through a range of tools that enable organizations 
to significantly improve their environmental, economic, and social performance. As 
pointed out by Camodeca and Almici [11], artificial intelligence, blockchain, data 
analytics, robotics, Internet of Things, social media, cloud technology, and digital 
reality are tools through which businesses can contribute to the protection of the 
ecosystem by circular economy models, the development of sustainable production 
and consumption patterns, and the reduction of inequality and discrimination by 
ensuring equity, parity of opportunity, and broad accessibility to primary services. 

It is therefore evident that digital transformation can significantly support the 
achievement of sustainable goals, representing a key opportunity for both institutions 
and businesses to change their management models in order to meet the community’s 
increasingly pressing expectations in terms of environmental protection and social 
welfare. 

The paper presents both academic and practical contributions. Indeed, it 
contributes to the existing literature by providing a framework on the current state of 
the art in the field and identifying emerging and potential avenues for future research. 
The study provides practical implications. In particular, it emphasizes the need for 
action by policymakers both to introduce measures to promote sustainability-friendly 
technology investments and to foster international cooperation in the digital and 
sustainable transition. In addition, it highlights the importance of adopting key perfor-
mance indicators within the enterprise—such as ESG—to monitor and assess its 
environmental, social, and economic impacts concurrently with the implementation 
of organizational and operational digital changes. 

The study has some limitations. Firstly, the research focused only on articles, 
excluding books, conferences, and other sources. Therefore, additional sources might
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lead to different conclusions. Furthermore, a specific query was used to identify 
relevant articles and only one database was used. The use of different terms and the 
consideration of multiple databases could lead to alternative results. 

Future research could focus exclusively on the mutual relationship between digital 
transformation and sustainability. To date, most studies investigated the impact of 
digital technologies in achieving sustainable goals, analyzing their linkage unidirec-
tionally. Furthermore, it might be interesting to further investigate the correlation 
between digitalization and the social dimension of sustainability within the business 
context, which is still poorly investigated. Finally, it might be important to analyze 
what digital transformation capabilities and organizational and operational changes 
are required to successfully combine digitalization and sustainability. 
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The Contribution of Digital 
Transformation Industry (DTI) in Micro-
and Macro- Economy 

Grigorios L. Kyriakopoulos 

Abstract Recently, national economies attempt to retard transformational changes 
of global economy and confront the economic recession by taking measures regarding 
protectionist measures and growing introduction of sanctions and trade restrictions 
partially caused by the Covid-19 pandemic. Besides, at a human resource side, the 
pursuing of high-quality and crisis-free economic growth is also attributed to an 
imperative need of following new styles of leadership, the adaptability towards digi-
talized economies, the adoption of Industry 4.0 forms of industrialization, as well 
as the introduction of a planning system based on new technological paradigms and 
novel patterns of production. In the relevant literature, the Digital Transformation 
in Industry (DTI) is extended to a wide range of applications, including the hospi-
tality industry, single-industry “smart” cities, environmental concerns, Exploration 
and Production (E&P) industry. All these applications showed that DTI plays a deci-
sive role in the contexts of micro- and macro-economy, especially in the sectors 
of entrepreneurship and manufacturing. Conclusively, the main DTI challenges and 
future prospects have been also signified. 

Keywords Digital transformation industry ·Microeconomic development ·
Macroeconomic development · Industry 4.0 · Smart cities · Entrepreneurship ·
Manufacturing 

1 Introduction 

During the last decade, the global economy has undergone sharp and steady transfor-
mational changes. As a result, national economies attempt to retard such an unstable 
and liquefied condition by taking measures like that of strengthening of protectionist 
measures and growing introduction of sanctions and trade restrictions partially caused 
by the Covid-19 pandemic. As a result, global economic crisis in the entrepreneurial
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sector is determined by the onset of qualitatively new equipment, the technological 
spur of advanced technologies, as well as a radically different system of economic 
relations. Besides, at a human resource side, the pursuing of high-quality and crisis-
free economic growth is also attributed to an imperative need of following new 
styles of leadership, the adaptability towards digitalized economies, the adoption 
of Industry 4.0 forms of industrialization, as well as the introduction of a planning 
system based on new technological paradigms and novel patterns of production [19]. 
In the relevant literature, the Digital Transformation in Industry (DTI) is extended 
to a wide range of applications, including the following: 

Hospitality industry [20, 21]. Indeed, digital technologies should play a deci-
sive role in the national economic energy sector, while directly impacting on 
the hospitality industry. It is noteworthy the practical importance of determining 
the hospitality industry business structures and, to a broader sense, the financial 
importance/dimension of digital transformation of the energy sector. The enterprise 
expenses in the hospitality industry can be carried out by considering those energy 
complex activities that co-exist at the materialization of such a digital transforma-
tion concept, as well as the assessment of the hospitality industry risks emerged 
within the framework of the chosen research area. It is also important for researchers 
and policy planners to consider those key aspects of the interconnection of domestic 
power grid companies with enterprises in the hospitality industry, because the degree 
of influence by the digital transformation tools of the economy of the national energy 
sector can feasibly support enterprises in the hospitality industry to be clustered and 
maintained operative. In such a way, promising technological trends in the energy 
sector are revealing the influential role of digital energy on the development of the 
hospitality industry through the transition of business in the form of the digitization of 
individual tasks up to the digital transformation of the whole industry [20]. In a similar 
study the hospitality industry is also regarded as one of the most attractive, fast devel-
oping business areas and company executives have an acute problem of forming a 
new management system that meets the challenges of the global digital environment. 
Through the pilot implementation of DTI-based projects in the hotel and restaurant 
business of the industry 4.0, they were shown the prospects of developing those 
mechanisms of adaptation to the emerging problems and grasp the opportunities of 
the digital transformation of the hospitality industry, enabling such enterprises to 
organize effective management and increase their competitiveness [21]. 

Single-industry “smart” cities [7]. Modern cities are experiencing a digital trans-
formation that is mainly reported through the adoption of Information and Communi-
cation Technologies (ICT). Such an urban digitalization can support competitiveness, 
improve the quality of life, establish social interactions among citizens, business and 
government. All these are attributes of the “smart city” definition. In this context, 
there is the definition and functionality of “single-industry” cities that are in great 
demand for “smart” solutions. In such a way problems emerging in single-industry 
cities they can be considered as one of the main priorities of national policy. For 
instance, in Russia the single-industry cities have been determined as one of the 
core-foundation pillars of the Russian economy but, simultaneously, they are proven 
among the most vulnerable elements of the socio-economic space. Contrarily to the
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today designed measures of downsizing of production and consumption, an economy 
digitalization proposed single-industry cities to follow a new development model 
of joint social and economics characteristics that enhances the efficiency of the 
economic mechanism based on the introduction of digital technologies and platform 
solutions into the economy and management of the city. Then, companies are in the 
position to choose the appropriate model of a single-industry city being based on a 
comprehensive assessment of its competitiveness. Such a selection can be decided by 
considering theoretical and empirical data of competitiveness of single-industry cities 
under digital transformation of the economy and to develop guidelines for digital 
transformation of the single-industry city depending on the model developed [7]. 

Digital transformation of manufacturing industry by adopting the principles of 
circular economy [17]. The today overuse of raw material to meet high living stan-
dards is unavoidably resulting in resource scarcity and cost explosion of materials, 
making governments overstrained to dispose the constantly accruing amounts of 
wastes generated, nationally and globally. In such a negative environmental perspec-
tive, it is always challenging to adopt such measures and policies of materials circu-
lation and regaining them for more rounds of use. In such a circulated system of 
production-consumption-disposal-production, this closed material cycle can further 
eliminate the overwhelming production of wastes. In this point, it is crucial the adop-
tion of digital transformation potentials to enable a transition from a linear economy 
towards a circular economy. Key-enabling factors can materialize the aforesaid orga-
nizational shift but, at the time being, there are only a few researches that investigated 
the exact ways under which digital technologies could turn to a circular economy 
transition at the manufacturing sector. In such a research study, nine success factors 
were introduced to implement this organizational shift based on digital transfor-
mation technologies. Subsequently, there were organized two dimensions: the first 
one consists of three phases (manufacturing, usage, and reutilization/recycling) of a 
product lifecycle. The second dimension depicts the design levels of business engi-
neering (strategic-, system-, and information levels). In such a way, the nine success 
factors were described for each level of the framework along the product lifecycle in 
the context of digital transformation, enabling challenging issues to be disclosed and 
overcome recommendations to be proposed in the context of realizing the principles 
of circular economy among manufacturing companies [17]. 

Environmental concerns [14]. An important and stressful indicator of environ-
mental concern is the uncontrolled disposal of plastics industry, e.g., in Europe this 
plastic industry sector employs 1.5 million people and its 60,000 businesses that 
totally generate revenue of 350 billion. This industrial sector should be particularly 
impacted by the expansion of circular economy and digital transition, bringing 
structural and workforce changes that require reconsidering of traditional roles and 
all traditionally-associated skills, being also determining on changes at businesses’ 
economic models, job offers, designing shift of production methods, as well as 
different ways of wastes recovery. In such a DTI context, the introduction of 
cobotization (human–robot collaboration) and blockchain are valuable counterparts, 
all supporting those strategies in alignment with growing skills hybridization,
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rechanneling businesses’ plans, and enriching training bodies to achieve higher 
revenues [14]. 

Exploration and Production (E&P) industry which is a specific sector within the 
oil and gas industry that is referring to the early stage of energy production and it 
involves an upstream segment of the oil and gas industry through oil and gas explo-
ration activities. In particular, E&P encompasses the processes and the methods 
involved in locating potential sites for oil and gas drilling and extraction. In this 
context, the “exploration and production” activities contain the creation of geolog-
ical surveys, the holding of land rights, as well as the production activities, which 
include onshore and offshore drilling [16]. In this organizational environment, digital 
transformation for the upstream industry can support the industrial transforming by 
using digital oilfields, digitization, and digitalization within local business ecosys-
tems. Subsequently, DTI can profoundly impact on how the E&P industry should 
evolve to meet future challenges and to improve businesses profitability [16]. 

2 DTI in the Contexts of Micro-Economy 
and Macro-Economy 

Nowadays, the fast-evolving changes in the global economy are characterized by 
the transition to the sixth technological order and the development of the Fourth 
industrial revolution concept [6]. Such accelerated economic transition is predomi-
nately achievable through the development of innovative technologies, the DTI, and 
the modern information and communication technologies (ICTs) all being imple-
mented by industrial enterprises [13]. Therefore, the analysis of innovation indica-
tors should be aligned with the software ICTs in the wider context of transition to 
a digital economy. Such an analysis revealed those drivers and barriers of the inno-
vative industrial development and identified the constraints of industrial production 
through innovative solutions, paving the ways to minimize them [13]. 

2.1 DTI Characteristics and Operation 
in the Entrepreneurship Sector 

Internet of Things (IoT) technologies, such as edge computing, sustain high potential 
for the digital transition towards sustainability, but they are vulnerable to signifi-
cant carbon footprint due to the use of scarce raw materials and increasing energy 
consumption in the processes of manufacturing, operating, and recycling. In this 
respect the Green IoT (G-IoT) has been proposed to reduce such carbon footprint, 
though of low sustainability achievement due to the advent of Edge Artificial Intel-
ligence (Edge AI), which imposes the consumption of additional energy. Therefore, 
the design and the development of Edge-AI G-IoT systems can be practically used
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in Industry 5.0 for improving operator safety and operation tracking. It also remains 
challenging the evaluation of the energy consumption needed, as well as the carbon 
footprint identified in different countries and applications of such Edge-AI G-IoT 
systems in the future [3]. 

In the entrepreneurship context benchmarking against current technology is able 
to significantly reduce the engineering time required for data reconciliation, rectifica-
tion, and standardization. Instead of spending 80% of their efforts on such activities, 
process engineers and data scientists started to spend most of their time on real-time 
process analysis and decision-making, through cloud-based architectures developed 
under a cooperative project between Vitro and Microsoft. Such architectures repre-
sented a typical paradigm of how an enterprise, in this case the glass industry, could be 
easily adaptable to digital transformation, but it can be also applied to other industry 
sectors, such as the chemicals, petro-chemicals, pharmaceutical, agricultural, and 
metallurgical industries. Such a broad applicability enabled the data collection and 
the processes’ running at or close to optimal conditions minute by minute, day by 
day, and week by week, as product portfolios and markets change [10]. 

In a wider business perspective, enterprise architectures can play an influential role 
to the sustainability of software systems enabling them to induct design changes for 
evolving business requirements. They also provide high-level abstraction by repre-
senting structural and behavioral properties of software system while representing 
multiple views to address the needs of diverse stakeholders of business organiza-
tions. Therefore, it is critical research to define various types of architectures that are 
applicable in software systems design which address various problems within the 
context of customer and system requirements [22]. 

2.2 DTI Characteristics and Operation in the Manufacturing 
Sector 

The process of digital transformation is ongoing and widespread actually covering 
the strategic agendas of all companies, independently from size and industrial type. 
In this respect, small and medium-sized enterprises (SMEs) are constantly chal-
lenged to integrate the process of digital transformation into their strategy towards 
sustainability and problem-specific approaches [2]. In this challenging and problem-
solving approach, a DTI applicability of manufacturing interest is that of the food 
industry. In such a context, it is research work to be devoted to the diagnostics of 
the food packaging under air-tight conditions. Such a diagnosing method of the air-
tightness of the food products package under the conditions of in-line production can 
be developed through a prototype of a self-learning software and hardware vision 
system that performs the diagnostics of the air-tightness of food packaging in a flow 
production environment [15]. This novel technical vision has been based on the use 
of advanced methods in the field of artificial neural networks and machine learning, 
revealing that the development vectors of modern innovative elaborations, as well as
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a general trend in the scientific and technical literature can offer a valuable view of 
how innovative systems of technical vision, methods of artificial neural networks and 
machine learning can influence the DTI-driven enterprises provided “Industry 4.0” 
growth [15]. It can be also argued that the DTI adoption is of particular importance 
to be adopted among emerging and developing economies that focus their efforts on 
overcoming the lagging behind. In such a perspective the introduction of Industry 
4.0 can support, firstly, the competitiveness of production and attracting investment 
in the economy and, secondly, help to increase efficiency in optimal resource use. 
Therefore “digital transformation” can be considered to some extend synonymous 
to “process transformation” [4]. 

While it is reasonable different enterprises, different industries, and different sizes 
have varied paces and operative capabilities to speed up the implementation of digital 
technologies, it is also significant to denote the necessity of measures to be undertaken 
by state policies to support digitalization taking into account these varied features, 
especially among SMEs and industrial enterprises. In drawing such state policies, 
the identification of external and internal barriers also play a decisive role toward 
digital transformation [12]. 

Among the most suitable businesses in which DTI could be applicable and adapt-
able it is that of electronic industry. Such an operative adaptation should consider 
foreign experience in the implementation of digital transformation technologies for 
enterprises in the electronic industry, while deploying a model to choose the proper 
digital transformation technologies and identifying the drivers or barriers concurring 
at this digital transformation of enterprises in the electronic industry. The key-aspects 
of consideration are the level of maturity of management processes, the types of 
finished products as well as the level of competition in the market [11]. 

3 Conclusions 

The digital platform acts as a catalyst for the economics, the initiation of which in any 
industry leads to a significant reduction in costs and acceleration of operating cycles 
[21]. Besides, through investment and innovation in IT, adequate strategic tools can 
be developed in boosting productivity in Europe since it is expected that three quarters 
of the value of the digital economy will come from traditional-industrial sectors thus 
it is vital for future managerial and entrepreneurial processes to support their digital 
transformation [4]. 

Conclusively, future researches of DTI orientation and applications cannot under-
mine the fact that industrial processes are inherently characterized as energy-intensive 
processes, making an imperative need strategic planning of industrial interest should 
integrate technologies that improve energy performance [1, 18], of environmental 
care [8], and renewables provision [5, 9].
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the Export Potential of High-Tech 
Industry at the Regional Level 
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Abstract In the context of the digital transformation of society and the Industry 4.0 
gaining momentum, the role of high-tech industry and its products in the economies 
of industrial countries is increasing. In this regard, increasing the export potential of 
the high-tech industry can improve the economic performance and competitiveness 
of the country’s economy. At the same time, the issue of finding ways to increase 
the export potential of the high-tech industry remains under-researched. The authors 
conducted a scientometric and content analysis based on the study of data from SciVal 
and ScienceDirect. The results of the analysis showed an increase in the demand for 
research on the problems of improving institutions and tools for the export activities 
of enterprises at the regional level. The authors further investigated the institutions 
and tools for activating the export activities of high-tech enterprises in the Rostov 
region of Russian Federation. This region was chosen for the case study as a typical 
Russian region with a high level of export potential. As a result, a model of institutions 
and tools for the development of the export potential of the high-tech industry of the 
Rostov region within the framework of an integrated digital system was proposed. 
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1 Introduction 

The analysis of the world practice of economic development indicates the existence of 
a positive relationship between the level of export potential of high-tech industry and 
the economic growth of the state. In the context of the increasing spread of Industry 
4.0, accompanied by the introduction of cutting-edge technologies into industrial 
production, the use of automated, smart and cyber-physical systems, the emergence 
of distributed digital chains and value creation networks, the global demand for high-
tech industrial products is increasing [9]. This leads to the acquisition of competitive 
advantages by countries and regions with high export potential in the corresponding 
segment of the economy. 

This determines the importance not only of the development of high-tech industry, 
established as a strategic priority for the modernization of the Russian economy, but 
also of increasing its export potential. To solve this problem, the government is 
actively developing institutions and tools and implementing a set of measures to 
support the production and activation of export activities of high-tech enterprises in 
the regions of the country, including through the introduction of the latest digital 
systems into this process [10]. In the conditions of increasing uncertainty and the 
destruction of a significant part of traditional export models, the importance of 
creating a flexible and adaptive institutional and instrumental construct to support 
the export activities of high-tech industry enterprises is only increasing. 

At the same time, a number of circumstances need to be considered during the 
study. Firstly, Russian regions are characterized by a high level of differentiation in 
industrial, export, innovation, and management potential [12]. Secondly, the reori-
entation to the establishment of an economy at a higher technological level has not 
been fully implemented until now [17]. It should also be noted that it is advisable to 
revise existing solutions in this area, taking into account the advantages and risks of 
the digital economy. Thus, the search for effective institutions and tools to activate 
the export potential of the high-tech industry at the regional level is relevant. At 
the same time, there are not enough studies that would take into account all these 
circumstances and offer options for boosting exports adapted to the regional environ-
ment and taking into account the possibilities of the digital economy in the analyzed 
scientific field. 

With this in mind, the purpose of this study is to search for institutions and tools 
for implementing a high-tech development track and successfully promoting relevant 
products to world markets that are adequate to specific regional conditions. 

The Rostov Region of Russia was chosen as a model region for the case study. 
This is determined by several factors. Firstly, the region is characterized by a fairly 
high export potential due to its geographical location, established economic relations, 
and the level of socio-economic development. Secondly, the region is quite typical 
in a number of ways for Russian regions, which makes it possible to use the findings 
and results of the study for other territories of the country. Thirdly, in the region, 
significant attention is paid at the strategic and institutional levels to the development 
of export potential.
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The study covers three main objectives. Firstly, to determine the theoretical foun-
dations for the institutional and instrumental support for exports based on literary 
analysis. Secondly, to analyze the case of a specific region of Russia to determine 
the conditions for supporting industrial exports. Thirdly, to propose solutions to 
improve export support for a specific regional system (using the capabilities of the 
digital economy). 

This determined the originality and novelty of the presented research. Firstly, 
within the framework of study, the analysis of tools and institutions for the devel-
opment of industrial exports is combined. This is important because, according to 
research, economic instruments themselves lose effectiveness without an adequate 
institutional environment. Secondly, such an analysis was carried out using a combi-
nation of scientometric and qualitative analysis methods, including a case study. 
Thirdly, consideration of general trends and real regional specifics of export support 
for enterprises in the high-tech sector in digital reality was implemented. It allows 
us to propose an original conceptual model and digital platform for the development 
of the export potential of the high-tech industry of the Rostov region. 

The logic of the article is represented by the following structural elements: First, 
a theoretical analysis of scientific papers on the issues of determining factors, tools, 
and institutions to support the export of high-tech industry enterprises was carried 
out. Furthermore, the methods and materials of the study are disclosed. After that, the 
results of the case stage of the implementation of export support in the Rostov region 
of Russia as a typical region of a country with high export potential are presented. 
Based on the results, conclusions are presented, including limitations and future 
research directions. 

2 Literature Review and Theoretical Background 

In the modern economic literature, various aspects of the development of high-tech 
industries are characterized by a fairly high degree of elaboration. 

The high-tech sector of the economy is represented by a set of high-tech industries, 
enterprises, and research and design institutes that develop, produce, repair, and 
modernize high-tech products [6]. The high-tech sector includes many industries [7]. 

The high-tech industry sector plays a key role in the development of the state’s 
economy [13]. In the era of large-scale digitalization of economic, political, and social 
processes through the use of cutting-edge digital technologies, high-tech products 
are in great demand in the world market. In this regard, states have a need to increase 
the pace of production of high-tech products and increase the export potential of 
the high-tech industry [13]. This requires the development of institutions and tools 
to activate, support, and ensure the export activities of high-tech enterprises at the 
regional level. 

As part of the study, the authors conducted a scientometric analysis of the 
subject field using the apparatus and data of the SciVal, Scopus, and ScienceDi-
rect systems of the Elsevier ecosystem. The development of the export potential of
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Table 1 Scientometric 
indicators of topic cluster 
TC.24—Industry; Innovation; 
entrepreneurship in the SciVal 
system [25] 

Scientometric indicator 2011–2020 2016–2022 

Scholarly output 115.687 89.618 

Field-weighted citation impact 1.23 1.19 

International collaboration 26.729 22.715 

Views count 5,149.076 3,522.43 

Citation count 1,548.916 673.797 

Topic prominence percentile 98.997 98.997 

high-tech industries at the regional level is associated with increasing the efficiency 
of their functioning and the pace of their production. With this in mind, the authors 
chose Scival Topic Cluster TC.24—Industry; Innovation; Entrepreneurship. Table 1 
presents scientometric indicators reflecting the relevance of scientific research in this 
cluster. 

The results of the analysis showed that scientific research in this thematic area is 
in high demand. There is a positive trend in the number of scientific publications as 
well as indicators reflecting the citation level; international cooperation in the study 
of industry, innovation, and entrepreneurship is growing. The Topic Prominence 
percentile is close to the highest indicator of 100 and is equal to 98. Publications 
related to the use of innovative digital solutions that contribute to the development 
and increase in the volume of production of high-tech industries are particularly in 
demand and have a high impact. 

In turn, 15.374 publications were selected in the Sciencedirect system using the 
keywords “export potential of high-tech industry.” Having narrowed the field of 
research to the study of specific institutions and tools that contribute to the develop-
ment of the export potential of the high-tech industry, 3.648 scientific publications 
were identified. The analysis of the annual dynamics of the number of publications 
on this topic allows us to define the annual growth in the number of publications. 
So, for 10 years, the interest of researchers in this scientific area has grown 3 times 
(Fig. 1).

Based on the analysis of publications indexed in SCOPUS, a selection of the most 
relevant publications (1137 articles) was made according to the keywords “indus-
trial AND export AND support”. A network map of keywords was built using the 
VOSviewer software product (Fig. 2) [34].

The analysis shows that, currently, the support of industrial exports is closely 
linked to digital transformation, data, interactions, and industrial policy. While 
specific institutions and tools find less attention in scientific publications. 

The analysis of bibliometric indicators and scientometric data made it possible to 
identify a number of articles most closely related to the research topic. The content 
analysis of these studies made it possible to identify the scientific results most closely 
related to the subject of this paper.
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Fig. 1 The number of publications on the research of institutions and instruments for the 
development of the export potential of high-tech industry [26]

Fig. 2 Network visualization for publications connected to industrial export support

Shoufu Lin et al. adhere to the positions according to which the effectiveness of 
technological innovations plays a very important guiding role in industrial devel-
opment and determines the overall trajectory of the development of the high-tech 
industry [19].
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Zhi Yuan Lü and Mu Zhang consider the effectiveness of financial incentives for 
the high-tech sector from the point of view of the activities of specific enterprises and 
regions, using the tools of the DEA static analysis model to assess the pure technical 
efficiency, scale efficiency, and comprehensive efficiency of the new generation of 
high-tech industry financial support. Using this digital model when planning the 
volume of high-tech products produced, the authors identify the most promising 
regions for the activation of export activities of high-tech enterprises [24]. 

In their research, Bofei Yang and Shengjun Zhu claim that state financial institu-
tions play a key role in promoting digital innovation in high-tech industries. Using a 
set of data on high-tech industries in China, the authors pay attention not only to the 
direct impact of public funds on the innovative dynamics of high-tech industries, but 
also to their indirect effects and the articulation of public and private funds. Empirical 
results confirm that state financial institutions can increase the innovative efficiency of 
high-tech industries in terms of the development of patents and new digital products. 
However, the share of public funds should be maintained at a certain level in order 
to avoid excessive dependence of high-tech industry enterprises on public funds. 
Public funds are needed more in lagging regions and immature industries with a lack 
of financial resources and other factors for innovation in high-tech industries [2]. 

Guowei Dong, Ari Kokko, and Haoyong Zhou examine the role of ownership 
(state and foreign) in the relationship between innovation and exports. Analyzing a 
large set of data on Chinese manufacturing firms for 2000–2007, the authors found 
that state ownership has a positive impact on the relationship between innovation and 
exports. Researchers connect this effect to the privileged access of state-owned firms 
to additional resources and networks that strengthen their ability to use innovation 
to create exports [8]. 

Based on the research of the impact of both internal and external forces on China’s 
solar photovoltaic industry exports during 2007–2016, Xiangdong Zhu, Canfei He, 
and Zhutong Gu determined that policy incentives are essential in stimulating PV 
exports by compensating for the shortage of industrial bases [22]. The authors also 
managed to identify a significant impact of regional specifics on the realization of 
the export potential of high-tech industry companies, in particular, in the context of 
the introduction of protectionist restrictions. 

Silvaa Jesus and co-authors propose methods of data mining to predict the 
export activity of a company. The following methods are distinguished: Synthetic 
Minority Oversampling Technique, K-Means Clustering, Generalized Regression 
Neural Network, Feed Forward Back Propagation Neural Network, Support Vector 
Machine, Decision Tree, and Naive Bayes. Artificial neural networks showed 85.7% 
of the ability to distinguish and classify companies according to their competitive 
profile. The analysis covers the stages of measurement, evaluation, and classification 
of companies based on the proposal of 16 key factors of export potential [18]. 

Based on the analysis of 53 countries and regions with the closest high-tech 
product trade relationships with China, Wang J. & Du Y. built the Gravity Model 
and identified the main factors influencing the export of high-tech products in China 
since 2006 [21]. Along with recommendations on the strategic choice of countries for 
exporting high-tech products, the authors show that China should actively participate
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in the development of various trade rules. This once again underlines the empirically 
proven great role of institutions in the activation and provision of high-tech industries. 

Malik et al. show in even more detail how informal (cultural features) and formal 
(government policy) institutions affect high-tech exports [20]. 

Bierut and Dybka, analyzing the impact of institutional and technological factors 
on the export of high-tech products, note that higher patenting increases overall 
exports; higher R&D transforms export structure; and most institutions also have 
either a direct or transformational impact on exports [1]. According to the results of 
this study (based on data for 28 countries in the European Union over the period 1995– 
2017), exports of manufactured goods benefit most from a higher level of freedom of 
international trade, improved quality of regulation (credit market, business, and labor 
market) and institutions that ensure the stability of the value of money (especially 
those that maintain low and stable inflation). 

In turn, Ce’line Carrere, based on a gravity model that includes 130 countries 
and is estimated with panel data over the period 1962–1996, proved that regional 
agreements have generated a significant increase in trade [3]. 

The incentives and limitations of innovation-oriented development of high-tech 
industry in an institutional context (taking into account the role of the state) are also 
studied in various works in relation to industry, regional specifics, or features of 
various economic entities [16], including directly in its export part [4, 11, 23]. 

It is possible to conclude that, despite the significant attention paid to the analysis 
of the factors affecting the development of the high-tech industry sector and the export 
of its products, there is no agreement on the role of these factors. At the same time, the 
importance of taking into account territorial and sectoral specifics in the formation 
of tools and institutions for the development of industrial exports is recognized. 
The majority of the authors also testify in favor of a systematic approach to solving 
relevant issues. This determines the importance of analyzing and evaluating the 
institutional support for the export activities of the high-tech industry and developing 
recommendations for specific regional systems. 

3 Materials and Methods 

The presented study was conducted using a systematic, regulatory-targeted, and 
resource-based approache. Initially, the methods of scientometric and bibliometric 
analysis were used in the research. Based on that, the most important publications in 
the thematic field under consideration were identified. Their content analysis made it 
possible to determine the conditions for further research of institutions and tools for 
the development of the export potential of high-tech industry in relation to a specific 
regional system of the Russian Federation. The Rostov Region of Russia was chosen 
as a model region for the case study. It allows to assess both the availability and 
effectiveness of the existing export support system. 

The study further carried out a qualitative analysis of the institutions and tools 
for activating the export activity of the region on the example of the Rostov region,
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since this region has a fairly high level of export potential of high-tech industries due 
to the concentration of large high-tech manufacturers on its territory [5]. Qualitative 
analysis allowed us to get the most realistic vision of the institutional structure of 
the development of the export potential of the high-tech industry of the Rostov 
region. This method allowed us to describe the existing institutions and tools and to 
determine the causal relationships between the institutional structure and the level of 
development of the export potential of the high-tech industry in the region. Formal and 
informal institutions of the Rostov region related to the export activities of high-tech 
enterprises were studied in detail. Tools for supporting the export activities of high-
tech enterprises of the region were identified on the basis of information provided 
by federal executive authorities of the Russian Federation, regional authorities of the 
Rostov region, as well as specific development institutions (Export Support Center 
of the Rostov region, Export Council under the Governor of the Rostov Region, 
Rostov Regional Agency for Entrepreneurship Support, as well as the Chamber of 
Commerce and Industry of the Rostov region) [27–33]. The authors identified the 
shortcomings of the existing regional institutional framework of the high-tech sector 
of the Rostov region, which allowed us to build our own integrated conceptual model 
of institutions and tools for the development of the export potential of the high-tech 
industry of the Rostov region, based on digital interdepartmental interaction. 

4 Results 

The efficiency of the high-tech industry sector, its further modernization, as well 
as the development of the export potential of high-tech industries directly depend 
on the functioning of institutions and tools aimed at improving the current state 
of the export potential of the high-tech industry sector and the mechanism of 
their interaction at the federal and regional levels [14]. The system of considered 
institutions and instruments for the development of the high-tech export of the 
Rostov region is presented in Table 2.

The current scheme has a number of imperfections, including the lack of a unified 
system of interconnected functioning of institutions and tools; a complex and hetero-
geneous structure; violation of the hierarchy of subordination between institutions; 
overlapping tools in terms of providing consulting services; excessive bureaucracy; 
irregularity of functioning; low awareness of enterprises about the existing insti-
tutions and support tools; the unprocessed mechanism of control and supervisory 
activities; high time and transaction costs of enterprises for the provision of services, 
which proves a relatively small indicator of the share of high-tech industry in the 
total exports of the Rostov region. 

As a means of removing the limitations identified during the study, it is proposed 
to create an end-to-end integrated system to support the export of high-tech products. 
The technological core of such a system should be a common digital platform [16]. 
The growth of the production of high-tech goods will occur due to stimulating and 
preferential measures aimed at the development of the latest scientific technologies,
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the creation of new industries, and the modernization of old ones. The functioning of 
this mechanism will expand the export potential of high-tech companies in the region. 
Figure 3 shows a conceptual model of institutions and tools for the development of 
the export potential of the high-tech industry of the Rostov region. The proposed 
system includes five entities with a linear-functional organizational structure, whose

Table 2 Institutes and instruments for the development of the export potential of the high-tech 
industry of the Rostov region [15, 27–33] 

Institutions Instruments 

Formal institutions 

Federal executive authorities Government of the Russian 
Federation 

Development of a policy in the 
field of manufacturing and 
export of high-tech productsMinistry of Economic 

Development of the Russian 
Federation 

Ministry of Industry and 
Trade of the Russian 
Federation 

Adoption of strategies for the 
implementation of the 
developed policy at the federal 
level 

Regional executive authorities Government of the Rostov 
region 

Implementation of policy in the 
field of production and export 
of high-tech products at the 
regional level 

Ministry of Economic 
Development of the Rostov 
Region 

Ministry of Industry and 
Energy of the Rostov Region 

Implementation of strategies 
for the developed policy at the 
regional level 

Development institutions Export Support Center of the 
Rostov region 

Search and selection of a 
foreign buyer. Support of the 
export contract. Organization 
of fairs, exhibitions, business 
missions. Export acceleration 

Expert Council under the 
Governor of the Rostov 
Region 

Recommendations on the 
identification and reduction of 
administrative barriers, on 
measures of state support for 
export activities 

Rostov Regional Agency for 
Entrepreneurship Support 

Provision of loans. Provision of 
consulting, educational, and 
property services 

Chamber of Commerce and 
Industry of the Rostov Region 

Promotion of entrepreneurship 
in the region. Examination and 
certification of the origin of 
goods for export. Provision of 
expert and evaluation services

(continued)
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Table 2 (continued)

Institutions Instruments

Informal institutions 

Society regulation Culture Customs and traditions formed 
in society form a mentality that 
affects the consumer ability of 
an individual 

Norms of morality 

Regulating the activities of a 
high-tech enterprise 

Corporate culture They have an impact on the 
increase in the costs of the 
enterprise, determine the level 
of motivation to work and the 
quality of work 

Business culture

activities are aimed at developing and implementing tools that contribute to increasing 
the growth rate of production of high-tech of the region. The interaction between these 
institutions should be carried out using digital platform that provides information 
exchange and decision-making.

The authors selected five institutions based on the results of the analysis of the 
existing institutional system. These institutions need to reform and adjust their func-
tional characteristics in the context of the interconnectedness of actions to solve the 
task of activating the export activities of high-tech enterprises. In this regard, an 
attempt was made to build a conceptual model that combined five separately func-
tioning institutions into a single integrated system. The construction of this model 
using a linear-functional organizational structure is explained by the convenience of 
management, combining a clear division of labor with a hierarchy of management 
levels, flexibility, and rapid adaptation to external and internal shocks. 

The Federal executive authorities develop vectors directions for the development 
of the high-tech sector, taking into account the quantity and quality of available 
resources, the availability of production and technical bases, labor resources, scien-
tific developments, and the conjuncture of the world and domestic markets, and also 
approve an action plan (strategy) to increase the export potential of Russian high-
tech products. Regional executive authorities develop and approve their own set of 
measures (tools) for the development of high-tech industry production in the Rostov 
region. 

The activities of the Center for the Development of the High-Tech Industry Sector 
of the Rostov region are aimed at creating favorable conditions for the functioning of 
high-tech enterprises through the implementation of financial incentive mechanisms, 
tax and credit preferences, assistance in the registration of all necessary documents, 
licenses, and reducing time and transaction costs of enterprises. Particular attention 
should be paid to the creation of territories of advanced socio-economic development 
within the framework of the proposed system, whose residents can only be enterprises 
and sole proprietors specializing in the production of high-tech products, which will 
increase the motivation of enterprises to create and develop activities in the field 
of production of high-tech goods. Since the government of the Russian Federation
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Fig. 3 Conceptual model of institutions and tools for the development of the export potential of 
the high-tech industries of the Rostov region

has announced a course for the introduction of digital automated technologies in the 
manufacturing industry, this institute provides material and technical assistance in 
the implementation of the achievements of the Industry 4.0 in manufacturing. 

The Export Center of the High-tech Industry sector combines a set of competencies 
currently belonging to special institutions for the development of the export potential 
of the region, namely, the Export Support Center of the Rostov Region, the Export
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Council under the Governor of the Rostov Region, the Rostov Regional Agency 
for Entrepreneurship Support, and the Chamber of Commerce and Industry of the 
Rostov region. That is, this institution helps to stimulate growth and simplify export 
procedures for high-tech goods. The tools for implementing the functions of the 
Export Center in the high-tech industry sector include searching for a potential buyer; 
drafting a commercial offer; services for translating information and documentation 
into a foreign language; assistance in concluding a foreign trade contract; consulting 
services; conducting business missions and training webinars; customs clearance; 
and coordination of after-sales service of high-tech products abroad. 

High-tech enterprises are the last institutions included in the structure of the 
proposed system. The production of high-tech products can be carried out by legal 
entities or sole proprietors. Manufacturers of high-tech products implement the 
following tools to improve production: updating fixed assets; attracting highly quali-
fied specialists; conducting research and development within the enterprise; as well as 
developing export potential: conducting marketing research; developing a marketing 
strategy; increasing advertising costs; searching for partners. 

Within the framework of the proposed model of the functioning of institutions 
and tools for developing the export potential of high-tech industries, it is necessary 
to introduce a system of digital interaction between all institutions to reduce time 
and material costs and improve the efficiency of the digital integrated system. 

The proposed model in the future is able to increase the export potential of the 
high-tech industry of the Rostov region due to the digitally integrated functioning of 
the system of joint activities of institutions and tools that contribute to the creation 
and improvement of conditions for the production of high-tech products in the region 
and their further export to the world market. 

5 Conclusion 

The study showed that the issues of institutional and instrumental support for high-
tech exports are relevant in economic science and practice. At the same time, the 
development and adoption of the most effective solutions in this area are connected 
with the peculiarities of specific regional systems. In the Rostov region, within the 
framework of this direction, federal and regional institutions are functioning, imple-
menting a set of measures (tools) to support the production and activation of export 
activities of high-tech enterprises. However, this mechanism is insufficiently effective 
due to a number of circumstances, the main one of which is the absence of a single 
digital integrated system reflecting the process of manufacturing high-tech prod-
ucts at all stages, from the development by state executive authorities of a unified 
economic policy in the field of high-tech sector development to the implementa-
tion of measures to coordinate after-sales service of high-tech products abroad. In 
this regard, the authors of the study proposed a model of institutions and tools that 
contribute to the development of the export potential of the high-tech industry of 
the Rostov region, functioning within one integrated digital system. The proposed
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model of the export support mechanism has several important characteristics. Firstly, 
it involves taking into account the universal components of the macro level, but it 
is also focused on the regional capabilities of authorities and public organizations. 
Secondly, the author’s scheme covers institutions and instruments in one system. 
Thirdly, it is assumed that the institutions and tools for boosting exports are quite 
closely related to the general conditions for the development of high-tech indus-
tries in the regional dimension. In addition, thanks to the integrated digital platform, 
enterprises have the opportunity to use new solutions of the digital economy. The 
proposed model is quite universal and can also be used in other regions of Russia 
to increase the efficiency of export support for high-tech products. It should also be 
noted that it is most appropriate to use the proposed conceptual model for regions 
similar in geographical and economic characteristics in the Rostov region, which 
acted as a model region for the case study. 

The limitations of this study are related to the complexity of assessing the effective-
ness of the functioning of institutions for the development of the high-tech industry 
in the region as well as the lack of a unified methodology for assessing the level 
of export potential of the high-tech industry in the region. Future research will be 
related to the implementation of these two vectors of scientific research. 
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Abstract Following the digital transformation of economic industries, the issue 
of digital industrial platforms that constitute new market structures and provide 
value accumulation for participants in industrial ecosystems is becoming relevant. 
A digital industrial platform represents a hybrid ecosystem that provides efficient 
networking through the use of end-to-end digital technologies aimed at increasing the 
competitiveness and innovation/technological development of participants in indus-
trial ecosystems. The aim of this research is to provide a typology of digital industrial 
platforms according to the criteria of functionality and manageability. The theoret-
ical framework of the study is represented by the market-based, institutional and 
networking approaches. The period of existence of digital industrial platforms is 
just over 10 years, thence the data for assessing their functionality and economic 
efficiency are just in the process of conceptualization. Therefore, to date, the basic 
method of studying digital platforms in industries is an extended case study. One of 
the world’s largest gas industry companies, Gazprom, was selected as a case study 
for validating the typology of digital industry platforms. The research focused on the 
functionality, architecture and management type of Gazprom’s four digital platforms: 
the counterparty interaction digital platform, continuous production management
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digital platform, supply chain management digital platform and technology vision 
digital platform. As a result, the authors confirmed the typology of digital indus-
trial platforms by the criterion of functionality: type I platform (a digital ecosystem 
of the interaction of industrial ecosystem participants), and type II platform (a set 
of end-to-end production technologies forming the business model of the industrial 
enterprise). The typology was supplemented by a new criterion—the ‘manageability’ 
of the platform, which made it possible to introduce additional types of digital indus-
trial platforms: centralised, decentralised and mixed. The results stemming from this 
research are intended to provide a better understanding of the phenomenon of digital 
industrial platforms and can be used in the development of strategies for the digital 
transformation of industrial markets. 

Keywords Digital platform · Digital industrial platforms · Gas industry ·
Ecosystem · Gazprom 

1 Introduction 

Technological revolutions yield new forms of organisations that are better adapted 
to the new value creation methods in the new technological environment. This is 
also true of the markedly growing trend of digitalisation of the economy, which has 
spawned a new kind of business organisation known as ‘digital platforms’. Compa-
nies with a business model representing a digital platform have the highest capitali-
sation values. The cumulative market capitalisation of just four companies: Alphabet 
(Google’s parent company), Amazon, Microsoft and Apple were over $5.7 trillion in 
December 2020, which exceeds the total market capitalisation of the entire Euronext 
stock exchange and a third of the value of the Standard & Poor’s 100 U.S. stock 
index [18]. The ‘big tech’ platform firms have become so highly capitalised that 
they have become richer and more influential than many countries [10, 43]. Lately, 
there has been a significant activation of research covering the development of a 
digital platform economy—the so-called ‘gig economy’, as defined in academic 
literature, which influences the formation of a networking institutional environment 
of participants in industrial ecosystems [25, 46, 48]. The gig economy covers many 
sharing platforms (e.g. Lyft, Airbnb and Uber), micro-work platforms (e.g. Amazon’s 
Mechanical Turk) or the ‘mass work’ platforms (e.g. Fiverr, Deliveroo and Upwork) 
[47]. However, the cited cases belong predominantly to the service and development 
sector. 

When it comes to the industrial manufacturing, digital platforms are just at the 
onset. The experience of corporations and the conclusions of academic literature 
shows the increasing role of digital industrial platforms. The industry is actively 
forming vertically and horizontally interconnected networks [4, 29] that are creating 
value and changing industrial markets [25]. The present paper aims at highlighting 
the development trends of digital industrial platforms and at showing their diversity.
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Therefore, the aim of the study is to validate the typology of digital industrial plat-
forms according to the criteria of functionality and manageability, based on a case 
study in respect of one of the world’s largest gas companies, Gazprom PJSC. The 
main research questions of the paper are: (1) What types of digital industrial plat-
forms can be distinguished on the basis of their functionality? (2) In what way the 
functionality of a digital industrial platform affects the platform management type? 

The answers to these questions will allow us to expand knowledge of digital plat-
forms in the industry, add extra awareness about their architecture and functionality, 
as well as about the type of management. 

2 Theoretical Frameworks 

The review of the current research literature devoted to the functionality of digital 
platforms makes it possible to formulate several tendencies inherent in the economy 
and economic agents operating in the new environment of the digital platform prolif-
eration. The digital platform concept is already common in economic literature as 
a symbol of the digital age. Digital platforms represent quite a powerful factor 
in the transformation of economic relations. Today, according to Osipov [37] and 
other researchers, they are side-lining such postulates of economic formation as 
‘marketability’ and ‘regularity’. The following wording, out of the many definitions 
of a digital platform, seems to be the most concise and best characterising its func-
tional essence. A digital platform is ‘a digital infrastructure that creates value by 
enabling two or more groups to interact’ [31]. 

Networking in industry is viewed by scholars as a conjugate process involving 
the integration of mutually beneficial interests between businesses and customers, 
as well as other actors such as suppliers, informal networks, regional business and 
industry networks, higher education institutions and research centres. Strengthening 
of such interaction contributes to maximising socio-economic effects and stirring 
innovation activities [8, 18, 42, 44, 49]. 

To address the posed research questions, the following theoretical framework will 
be followed: First, the authors shall rely on the market (industry-specific) approach, 
which makes it possible to identify potential industrial markets where digital plat-
forms are in the process of active formation or where all necessary conditions for 
this have already been shaped [1, 5, 20, 23]. Industry specifics in individual sectors, 
technological readiness and digital maturity determine in the aggregate the pace and 
quality of the digital transformation of business models in industry, as well as the 
potential for the formation of digital ecosystems. 

The fundamental core of platforms supposes organising a bond between buyers 
and sellers, creating an institutional environment that allows its users to gain bene-
fits and obtain contracts while minimising transaction costs. In fact, this type of 
institutional environment was practised in economic and social life well before the 
digital age. The format of offline platforms has been known since long ago in the 
form of fairs, exhibitions, newspapers, magazines, organisation of conferences and
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many other social events. However, the technological transformation and the spread 
of ICT have led to a change in the organisation pattern of platforms—from physical 
to virtual nature (from offline to online mode). The digital organisation of platforms 
has brought its main effect—an increase in the number of users, which ultimately 
enhances the outcome value for each user [37, 39]. The enhancement of this value 
for platform users, depending on their number, is primarily provided by the network 
effect and the scale effect. The participants in digital networking platforms, without 
being tied to specific activities, get an opportunity to enter new markets. This yields 
a favourable effect of digital platforms—lowering the market entry barriers. If a 
company is operating on a digital platform, its size is not a dominant factor influ-
encing its competitiveness. However, on the one hand, by levelling the participants’ 
rights and opportunities and through increasing consumer awareness of all market 
conditions, the digital platform creates due conditions for purer competition. On 
the other hand, by dictating the conditions for the interaction of agents within the 
digital platform, it can influence the economic behaviour of both the producers and 
consumers, as well as establish the price of its end products based on the charges for 
its digital services. 

The second theoretical framework of the present study is the institutional approach 
which will enable one to understand the actual substance of platformization in 
industry as a global and dynamic process of hybrid reality formation (fusion of 
physical and virtual realities) driven by the development and spread of multilateral 
platforms [17, 19], and to realise the digital platform regulation particularities [15, 
36]. The key role of digital platforms as mediatory transaction institutions is the 
accumulation of digital and non-digital information, as well as tangible, intangible, 
financial and other resources, and providing ecosystem participants with access to 
these resources. By the end of 2021, the Markets-and-Markets analysts noted a signif-
icant increase in spending by both public and private global companies on Big Data 
processing technologies. The total worldwide corporate expenses on Big Data tools 
reached $162.6 billion by 2021 [30]. Research And Markets analysts forecast that 
the Big Data analytics market will grow at an average rate of 11.9% from 2020 to 
2028. This report shows that Big Data analytics is a driving force of the entire digital 
environment, since their analysis provides information representing a commercial 
value. The issue of legal safeguarding of personal data and user privacy, as part of 
the operation of digital platforms, is currently under active discussion. In partic-
ular, in 2019, the EU introduced a new Platform for Business Regulation. The key 
aspects handled by this regulation include ensuring the transparency of relations, 
dealing with unfair practices and improving the trading environment for digital plat-
form users. In 2020, the EU Commission published its proposals for a New Digital 
Markets Act (DMA) and a New Digital Services Act (DSA) [13, 14]. The objectives 
of these Acts involve the creation of a safe digital space protecting the rights of all 
users dealing with digital services, as well as the provision of equal conditions for 
the stimulation of innovations and growth of competitiveness both in the EU and 
globally. The formation of digital platforms in Russia is institutionally based on the 
Russian Digital Economy Programme and the regulations governing its realisation 
[11, 12].



Types of Digital Industrial Platforms: Case Study of a Gas Company 129

The third approach to be relied on is the networking approach that makes it 
possible to understand the principles of interaction between active participants in 
digital platforms [23, 32, 34, 45]. The digital transformation of industry brings 
a global change to business models in general, with the value creation process 
shifting to the network space involving interaction between different partners and 
the intersection of individual business models in the cross-industrial environment. 

Numerous information network effects take place at the level of the global 
information economy. These are essentially synergistic network effects expressed 
in various forms. The simultaneous effect of Moore’s law, the Internet, computer 
involvement and the new financial instruments has led to the ‘rapid innovations’ 
period. The diminishing marginal productivity law no longer applies in the network 
economy, unlike the traditional economy. Direct network effects and positive feed-
back generate increasing marginal productivity. At the same time, the integration 
and networking processes involving developers, producers, sellers and consumers 
of intelligent information goods, as well as the processes adding value to network 
effects, are significantly scaled up. 

And finally, the fourth framework of our research is the trends of gas industry’s 
development. As a high-quality fuel and relatively clean energy, natural gas is essen-
tial for adjusting the energy structure of the global economy [54]. Global tendencies 
in gas consumption and trends in gas mining in countries with high reserves deter-
mine the multi-scenario demand for natural gas in the world [22, 41]. Against this 
background, a large-scale digital transformation of the gas industry is taking place— 
the latest technologies allow gas companies to create digital twins of their assets 
[52], the demand for robots to perform technical safety tasks in regions with extreme 
temperatures is growing at a tremendous rate [53] and digital tools based on artifi-
cial intelligence solve monitoring and forecasting tasks [26]. Nevertheless, there are 
unresolved problems in the industry itself related to the efficiency of the transition 
to shale gas [51], desertification of the territories where gas mining has ended [38], 
focusing on investments in the recovery of the natural environment and people’s 
places of life [9]. 

The above theoretical frameworks will allow the authors to focus on the conclu-
sions relative to the active functionality of digital industrial platforms and their 
management models. 

3 Methods and Data 

The period of existence of digital industry platforms is just over 10 years. Within this 
period, the scope of data for assessing their functionality and economic efficiency has 
just been in the process of conceptualisation. Therefore, to date, the basic method of 
studying digital platforms in industries is the extended case study. Its methodology is 
presented in academic literature [7, 24, 35, 50]. These methods enabled the authors 
to realise the case-based context-sensitive research strategy.



130 W. Strielkowski et al.

In the course of the research, the functionality of different types of digital platforms 
in industry, as presented in the authors’ previous studies, will be shown on the case 
platform [2, 3]. 

Type I digital industrial platform is a digital ecosystem focused on creating value 
in industrial production through direct buyer–supplier interaction, as well as digital 
transactions between them. This type includes two types of platforms:

 • An information and communication platform allowing for the information 
exchange and operational communication between industrial market participants 
(examples of this platform type are electronic catalogues of industrial goods, 
enterprise potential products catalogues, etc.).

 • A transactional platform providing communicative, financial and legal support of 
transactions (examples of this platform type are public and private procurement 
platforms). 

Type I platforms represent the first evolutionary step in the construction of more 
sophisticated digital industrial platform models. 

Type II digital industrial platform is a set of interconnected production techniques 
conjoined by end-to-end digital technologies securing the product lifecycle on the 
basis of the industrial Internet of Things (IoT) and modelling of digital twins. The 
core of this platform is the product and its digital twin being in the focus of all 
participants’ actions. The involved parties represent the development and design 
segment, the core production segment, the outfit segment, the supply segment and 
the consumer segment. 

This methodology will be used to implement the case study and validate the 
typology herewith introduced. It will also be important to explore the management 
type of digital industrial platforms for each of their subtypes. For this purpose, the 
methodology by Mishra-Tripathi [33] and Flechsig et al. [16] will be used, and the 
centralised and decentralised types of digital platforms in industry will be identified 
[6, 27]. 

Figure 1 presents a centralised management system for a digital industrial plat-
form, which is specifically characterised by a hierarchical management structure. 
The platform developer and owner stores and processes all the participants’ data, 
takes decisions unilaterally, restricts the participants’ access to the data, and is in 
charge of operation security Fig. 2.

The decentralised management model is achieved through the introduction of the 
blockchain technology. The decentralised digital industrial platform is defined as 
‘a type of digital ledger system based on distributed ledger technology, comprising 
an infrastructure of services and communities of independent users endowed with 
equal or predetermined rights that are distributed across the tiers of the decentralised 
management model to ensure sustainability of this system’ [28]. The blockchain 
represents a digital technology with great potential for application in various types 
of industrial platforms. Another distinguishing feature of decentralised management 
systems is decision-making accord, absence of transaction intermediaries, avail-
ability of information to all platform participants, formalisation of interaction and 
equality of participants.
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Fig. 2 Decentralized digital platform management system

Gazprom PJSC, a major gas company in Russia and worldwide, was chosen as 
a case study with a view to validate the typology of digital industrial platforms. 
Gazprom PJSC’s core activities include a complete cycle from gas exploration to 
the sale of gas to end consumers. Gazprom accounts for 16% of the world’s gas 
reserves and 12% of the global gas production, while in Russia Gazprom owns 71% 
of the reserves and realises 68% of gas production. Gazprom PJSC ranks 17th in 
S&P Global Platts’ list (2018) of the largest energy companies [40].
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4 Results and Discussion 

There are four digital platforms, set up and efficiently operated by Gazprom PJSC, 
that are fundamentally different in functionality and type. 

4.1 Gazprom’s Digital Counterparty Integration Platform 
(CIP) 

This platform (https://gazpromneft-marketplace.ru/) represents the gas company’s 
digital ecosystem and is the simplest and easiest in terms of organisation and manage-
ment. The platform brings together the offerings of Gazprom PJSC’s subsidiaries 
with a proven track record and presents high-quality products and services to all 
company’s counterparties from various spheres. A total of 80% of Russian busi-
nesses cooperate with the Gazprom group. The ecosystem platform is particularly 
valuable for the small and medium-sized business partners seeking new sale markets 
and scale-up. Gazprom, as the largest developer of IT solutions in the industry, 
provides its partners with the services involving the development of digital business 
models and corporate products, the provision of financial and insurance services, and 
the promotion of small and medium business’ products and services in Gazprom’s 
ecosystem. The CIP-Gazprom platform is a classical two-way platform—a market-
place that is of value to the platform users in terms of integrating the partners’ offers 
on the platform’s digital storefronts Fig. 3. 

The CIP-Gazprom digital platform, in the terminology herewith accepted, is a type 
I platform, ‘transactional platform’ subtype. The classical marketplaces, even in such 
sectors as the gas industry, are designed according to the decentralised principle.
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Fig. 3 Chart of the Digital counterparty integration platform (CIP) 
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4.2 Digital IIoT Continuous Production Management 
Platform—Zyfra Industrial IoT Platform Oil & Gas 
(ZIIoT O & G) 

The ZIIoT O&G digital platform (https://idp.zyfra.com/) represents a technology 
constructor for designing industrial automation systems in the oil and gas industry. 
The platform provides great extensibility through its tools for the development, 
deployment and support of external applications. Furthermore, it includes an inte-
grated object model and modern microservice architecture and quickly adapts IT 
infrastructures to meet Gazprom’s enterprises’ business challenges. The platform is 
based on the open-source components and is not bound to any specific supplier. The 
ZIIoT O&G development is the first Russian production management system that is 
completely ready for industry scaling Fig. 4. 

The pilot ZIIoT O&G platform was successfully implemented by a number of 
Gazprom subsidiaries, with over 100 industrial objects connected to this platform. 
The distributed facility sensors transmit information to the platform, which accumu-
lates the data on all technological, production and logistics chains, allowing for the 
formation of digital twins of the said processes. 

According to the terminology of this article, the ZIIoT O&G platform is a type 
II platform characterising the company’s digital technology business model with a 
combined management system. On the one hand, the designed centralised scheme for
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IoT Platform Oil & Gas (ZIIoT O&G) 
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the collection, storage and processing of Big Data increases the efficiency of different-
type data usage, improves the decision-making quality and results in the company’s 
increased productivity. On the other hand, the platform is based on the open-source 
components and is not bound to a specific supplier, allowing for decentralisation. 

4.3 ISource Gazprom Digital Platform 

The iSource digital platform (under development) is developed on the basis of 
Gazprombank’s e-trading platform and Gazprom’s subsidiary, Gazpromneft-Supply. 
The platform represents a ‘digital twin’ of the supply chain, which registers, monitors, 
and adjusts the procurement and supply processes, as well as the relevant financial 
transactions, in a virtual environment. The purpose of the platform is in increasing 
the transparency of procurement and logistics business processes. The digital twins 
of business processes enable the company and its counterparties to monitor the 
performance of contractual agreements and the actual project realisation process 
in real-time mode Fig. 5. 

The services forming the core of the iSource digital ecosystem follow the customer 
journey from the moment of request to resource generation, allowing for the greater 
efficiency of business processes and risk reduction. In addition, the core of the digital 
service ecosystem also includes financial services—bank guarantees and factoring. 

According to the terminology of this paper. the iSource platform is a Type II 
platform characterising the company’s digital technology business model with a 
centralised management system—total integration of end-to-end production and 
supply chains.
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Fig. 5 Chart of Gazprom’s iSource digital platform 
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4.4 Digital Technological Vision Platform 

Digital Technological Vision (https://gazprom-neft.digital/radar#/radar) is a strategic  
initiative of the Gazpromneft company, which integrates and coordinates all the 
company’s efforts towards the development of the full potential of digital technolo-
gies in the oil and gas industry. Digital initiatives are evaluated and ranked within the 
framework of this initiative. In addition, various projects related to the development 
and the use of digital technologies in the company’s business are launched. The 
Digital Technological Vision platform is a proprietary methodology for analysing 
promising technologies through the prism of the company’s needs. The core of the 
platform is the creation and maintenance of the digital technology database, to be 
accessed by all technology and business sectors of the company, when planning the 
use of digital technologies, looking for digital tools to match their objectives and 
evaluating information products, technologies and solutions Fig. 6. 

The Digital Technological Vision’s customisable filters can be used to see:

 • ‘digital technology maturity’ in terms of its real application;
 • digital technologies needed by the company—at present and in the future;
 • technologies which the company is ready to use and those to be prepared for.
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Fig. 6 Gazprom’s digital technological vision platform 
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According to the terminology of this paper, Gazprom’s Digital Technological 
Vision Platform is a type I platform, subtype ‘information and communication plat-
form’, which provides an open exchange of information about the technological solu-
tions applied in Gazprom’s business units and subsidiaries. This platform belongs to 
the centralised type in terms of management. 

5 Conclusion 

In the present research, the authors validated the typology of digital industry platforms 
based on the functionality criteria, proposed by the academic literature, and supple-
mented this typology with the manageability criterion. The detailed study of the 
digital platforms operated by the major gas company Gazprom allowed the authors 
to show that Type I digital platforms (counterparty digital ecosystems) are charac-
terised by a decentralised management system. In turn, Type II digital industrial 
platforms (digital twins of business processes) are characterised by the centralised 
or mixed management systems. 

Our study shows that digital industrial platforms are going to become more 
widespread in the future. Among the risks that may negatively affect the economic 
and social development of society is the market monopolisation risk. Every digital 
platform is set at the entry point for the distribution of benefits and contracts and can 
control access to the markets. Powerful technology and industry giants can assign 
champions and outsiders throughout the entire industry they control. In order to 
prevent the risks of the abuse, the development of appropriate legislation, as well 
as the diffusion of technologies to ensure data security and integrity, is needed. The 
digital infrastructure represented by the digital platforms has to become more open 
for control and should not interfere with the democratic foundations of society and 
should not impede the due functioning of market forces ensuring free competition. 

When these digital industry platforms are organised in good faith, their participants 
gain a number of unconditional benefits. In the first place, this means the access to 
innovations, reduced transaction costs and expansion into the new markets. From 
this point of view, interterritorial networking of economic agents reaches the new 
cross-national levels, but can be limited by agents’ logistic capacities in the physical 
world. The inclusion of companies in industry digital platforms provides them an 
access to the global digital space, increases the chances of international financing of 
projects through digital crowdfunding and blockchain, expands the possibilities of 
structuring export transactions through the use of smart contracts and much more. 
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Abstract In today’s world, the promotion of electric vehicles has become the 
number-one priority of the low-carbon economic development paradigm in devel-
oped and major developing countries. In contrast to mature economies, the Russian 
electric vehicle market is only at the initial stage of its formation. The article discusses 
the opportunities for promoting a high-tech, environmentally friendly electric vehicle 
industry in Russia. The methodological framework of the study is based on the theo-
ries of sustainable and long-term technical–economic development. The methods of 
comparative and structural analysis and SWOT analysis are used. We hypothesize 
that in Russia there are prerequisites and opportunities for creating a new high-tech 
electric vehicle industry, which implements ESG principles. The paper determines the 
current trends in the development of the global electric vehicle market and identifies 
the key factors affecting its dynamic growth. The authors systematize the experience 
of advanced countries relating to direct and indirect measures of state support for 
the development of electric vehicles and EV charging infrastructure. Based on the 
SWOT analysis results, the real opportunities and risks associated with the unfolding 
of the Russian electric vehicle market are established. We substantiate that it is of 
great importance for Russia to develop the electric vehicle industry from the stand-
point of the environmental agenda as well as the creation of a new high-tech industry 
that stimulates the emergence of numerous related end-to-end technologies. We have 
found that the country’s regional and municipal authorities and the Russian business 
are keenly interested in advancing the electric vehicle industry. The main findings of 
the study can be useful when formulating regional programs for the development of 
electric vehicles and adjusting regional industrial policy of the constituent territories 
of the Russian Federation. 

Keywords High-tech production · Electric vehicles · ESG principles · SWOT 
analysis · Decarbonisation of the economy

O. Romanova · A. Ponomareva (B) 
Institute of Economics of the Ural Branch of the Russian Academy of Sciences, 29 Moskovskaya 
St., Ekaterinburg 620014, Russian Federation 
e-mail: ponomareva.ao@uiec.ru 

O. Romanova 
e-mail: romanova.oa@uiec.ru 

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 
V. Kumar et al. (eds.), Digital Transformation in Industry, Lecture Notes in Information 
Systems and Organisation 61, https://doi.org/10.1007/978-3-031-30351-7_12 

141

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-30351-7_12&domain=pdf
http://orcid.org/0000-0002-6647-9961
http://orcid.org/0000-0003-0525-7115
mailto:ponomareva.ao@uiec.ru
mailto:romanova.oa@uiec.ru
https://doi.org/10.1007/978-3-031-30351-7_12


142 O. Romanova and A. Ponomareva

1 Introduction 

In today’s unpredictable, unstable, and complex conditions, some development trends 
not only remain unchanged, but gain in importance. Among such trends are the 
increasing topicality of green solutions and ESG principles, implemented both in 
the practice of the largest industrial corporations and in decisions taken by state 
authorities at various levels. The low-carbon agenda being implemented in Russia not 
only keeps its relevance in the face of a new reality, but also creates new opportunities 
for the emergence of modern high-tech and environmentally friendly industries. 
The transition from fossil fuel vehicles to electric ones is known to be one of the 
sustainable trends in the world economy today. 

The retrospective analysis of the emergence and evolution of the EV industry 
indicates the presence of alternating stages of interest and complete indifference in 
this type of transport. The first electric vehicle appeared 50 years earlier than its rival 
with an internal combustion engine; however, electric cars saw serial production only 
in the first decades of the twenty-first century. The global green energy boom typical 
of this period was the key reason behind the growing demand for electric vehicles 
characterized by zero emissions and allowing to abandon petroleum as a resource for 
gasoline production. But what are Russia’s chances to fit into this trend? The study 
aims to identify opportunities for the development of a high-tech, environmentally 
friendly electric vehicle (EV) industry in Russia. 

To attain the stated purpose, we set the following objectives: to analyze the 
development trends in the global electric vehicle market; to systematize measures 
to support the production and use of electric vehicles in the global economy; to 
clarify the goals, factors, and measures for stimulating the development of the elec-
tric vehicle market in Russia; to reveal the regional practice of transitioning to the 
EV infrastructure in Russia; and to carry out a SWOT analysis of the development 
of the electric vehicle market in Russia. 

The transport sector, as is known, generates 68% of all emissions from the combus-
tion of fuel [2, 32], and internal combustion engine vehicles consume such an amount 
of gasoline which, to be produced, requires about 44% of oil extracted worldwide. 

This fact has made EVs a priority goal within the low-carbon economic develop-
ment paradigm implemented in the world’s largest economic centers. The underlying 
trends and the most plausible development scenarios for the global electric vehicle 
market, as well as a comparative analysis of various government support measures for 
electric transport and charging infrastructure, confirmed that the increase in demand 
for environmentally friendly EVs became a logical continuation of the green energy 
boom in the car industry. 

In contrast to the existing studies devoted to the country-specific features of the EV 
market, our research concentrates on the regional specificity of the Russian transport 
electrification.
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2 Development Trends in the Global Electric Vehicle 
Market 

The advancement of electric vehicles has become a top priority for the low-carbon 
economic development paradigm in the world’s leading economic centers. It is of 
particular importance to systematize the main EV trends in the global economy in 
order to identify the opportunities and risks of this process in Russia. 

High growth rates of the global electric vehicle market. A clear trend in the 
development of the global electric vehicle market is not only the absolute growth in 
the number of electric vehicles (Table 1), but also its high growth rates (Fig. 1). 

The 2010s witnessed the steady growth of the electric vehicle market. If in 2010 
the global EV fleet was only 17,000 units, then by the end of 2020 their numbers 
exceeded 10 million vehicles. China demonstrated the highest growth rates during 
2015–2020, and the country’s share increased from 24% in 2015 to 44% in 2020. 
With the absolute 8 times growth of the electric car fleet in Europe over the same 
period, its share in the structure of the global market in 2020—31%—remained at the 
level of 2015. Among the world’s leading industrial powers, the lowest growth rates

Table 1 Global electric vehicle fleet, thousands 

Countries 2010 2015 2018 2019 2020 

World, 
including 

17 1,245 5,094 7,123 10,196 

Europe 7 380 1,239 1,738 3,160 

China 2 293 2,289 3,349 4,509 

USA 4 404 1,123 1,450 1,778 

Source Compiled by the authors based on [25] 
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Fig. 1 Structure and dynamics of the global electric vehicle market. Source Compiled by the authors 
based on [25] 
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of the EV fleet for the period of 2015–2020 were recorded in the USA, where the 
number of electric vehicles increased from 404 thousand units up to 1,778 thousand 
units, that is, an increase of 4.4 times. However, its share in the global market almost 
halved from 32% in 2015 to 17% in 2020. 

The main factor hindering the more rapid development of the electric vehicles 
production during this period is the relatively small demand caused by the high cost 
of the EV battery, low single-charge mileage, and the poor state of infrastructure [6]. 
But in the highly developed economies, these problems are successfully solved [15]. 
For example, with an increase in the EV production, the battery cost significantly 
lowered, the weighted average price of which decreased from $395/kWh in 2015 
to $135/kWh in 2020. At that, there was a simultaneous increase in the average 
single-charge mileage from 200 to 340 km over the same period (Fig. 2). 

Market growth is fueled by the ever-increasing number of electric vehicle models, 
reaching 370 in 2020. In some countries, there is an increase in the number of 
registrations of hybrid electric vehicles, that is, EVs that combine a conventional 
internal combustion engine system with an electric propulsion system. However, 
the leading positions are still occupied by battery electric vehicles, whose share 
in the Netherlands was 82% of all EV registrations, Norway—73%, the United 
Kingdom—62%, and France—60% [5, 24]. 

Globally, the largest variety of models in 2020 was found in the SUV segment. 
Over 55% of the models declared worldwide are SUVs and pickup trucks. SUVs are 
the fastest-growing market segment in Europe and China [34]; they also make up the 
largest market share in the US. SUVs tend to be more expensive than smaller cars, 
which usually results in higher profits. By the end of 2020, more than 20 countries 
around the world announced a ban on selling conventional vehicles or allowed selling 
of only new vehicles with zero emissions. 

Even amid the pandemic, governments of some developed countries expanded 
incentives to protect the EV industry from a downturn in the car market. In 2020, 
the increase in electric vehicle registrations was 41%, while the pandemic-caused 
decline in car sales worldwide was 16% [24].
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Fig. 2 EV battery cost and single-charge mileage in 2015–2020. Source Compiled by the authors 
based on [29] 
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Development of the modern EV charging infrastructure. The development of the 
charging infrastructure is one of the most important factors in the promotion of elec-
tric transport [31]. According to the global practice, the largest number of charging 
stations are privately owned [3]. In 2015, there were 1.3 million private charging 
points and 190,000 publicly accessible charging points. If the structure of public 
chargers is largely influenced by government incentive policies, then the structure of 
the private charger market follows the general structure of the global electric vehicle 
market. 

A number of countries, such as France, have defined and legally formalized the 
requirements for the infrastructure and mandatory equipment of all new residential 
and public buildings with EV charging points [20, p. 1286]. The Federal Government 
of Germany has prepared the Charging Infrastructure Master Plan, which aims to 
create a network by 2030 to charge about 10 million electric vehicles [14]. Charging 
points are planned to be created in parking lots, supermarkets, hotels, and in the 
central areas of large cities [30]. The German government has obliged all gas stations 
to create comprehensive conditions for charging electric vehicles. 

R&D activities. To ensure the successful development of the electric vehicle 
market, it is necessary to intensify targeted research activities supported by both 
the state and business. The key area is the design and production of batteries and 
cells [8]. Currently, more than 97% of the global demand for batteries is supplied by 
imports from the countries of Southeast Asia, primarily China [2]. 

To reduce this dependence, serious studies are being carried out in the EU to orga-
nize the national production of batteries. Since 2020, the German Federal Ministry 
of Education and Research has been implementing the Competence Cluster Recy-
cling & Green Battery (greenBatt) with funding of 100 million euros. Within the 
framework of the project, there are four competence clusters: intelligent battery 
cell production (InZePro), recycling and green batteries (greenBatt), battery utiliza-
tion concepts (BattNutzung), analytics and quality assurance (AQua). The four new 
competence clusters are an important step in the further development of the project, 
which focuses on turning Germany into one of the leaders in the battery market and 
reducing dependence on supplies from China. 

In 2017, the European Battery Alliance platform was launched in the EU, 
which brought together more than 120 companies. The Alliance aims to ensure 
the functioning of a complete battery value chain. 

Research in the field of battery production will significantly reduce the cost of 
electric vehicles, promote zero-emission electric vehicles, which will help preserve 
the environment and improve human health. 

EV production and use stimulation policies in the global economy. The policy 
on stimulating the production of electric vehicles is country-specific, which is deter-
mined by the level of the car market development, the presence of automakers, and 
the financial capacity of the state [7, 11, 12]. The global measures for road transport 
electrification can be divided into two models—American and European. The latter 
is more stringent and aims to completely phase out internal combustion engine vehi-
cles, with a potential ban on selling traditional cars. The American model is softer,
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with no federal requirements for the promotion of electric vehicles, and EVs sales 
are mainly stimulated at the initiative and at the level of individual states. 

Until recently, among the most effective measures to stimulate the production 
and use of electric vehicles were benefits and discounts, tax incentives, etc. [12, 26]. 
However, with an increase in the EVs production and the growing evidence of their 
cost-effectiveness, the focus is shifted toward reducing operation costs rather than 
stimulating sales. It was also found that the convenience of using an electric car is 
an attractive factor for buyers [11]. 

Non-monetary support measures consist in granting certain rights to EVs owners. 
For example, in a number of cities in Norway, the United Kingdom, the USA, 
Germany, France, etc., EVs owners have a preferential access to restricted highway 
occupancy vehicle lanes [17]. According to experts, Norway is one of the leaders in 
stimulating the electrification of transport. Among the Norwegian EV incentives are 
the following: no VAT and purchase/import tax on EVs, reduced annual transport 
taxes, abolished fees for municipal parking lots, electric vehicles are allowed to use 
public transport lanes [16]. As a result, internal combustion engine cars are signif-
icantly more expensive for the buyer both when buying one and over the course of 
servicing one. It is highly likely that half of Norway’s car fleet will be converted to 
electricity by 2025. There have been proposals to ban selling traditional cars from 
2025 [18, 33]. 

3 Goals and Factors in the Development of the Russian 
Electric Vehicle Market 

The electric vehicle market in Russia. The EV market in Russia has not seen any 
significant developments in comparison with its rapid growth in the EU, China, the 
USA, and other developed countries. By boosting the advancement of the EV market, 
countries pursue various goals. For example, Denmark, the Netherlands, Norway, 
etc., work toward environmental and energy independence goals. However, some 
countries support electric vehicle technologies in order to solve specific economic 
problems, such as forming and winning new markets for high-tech products [19] and 
stimulating national innovation systems [9]. A number of nations, namely, the USA, 
China, Germany, and France, are interested in electric vehicle technologies to revive 
stagnating industries. 

EV technologies prioritization in Russia seems to be predetermined by national 
environmental goals, primarily in the largest industrial cities, and by the growing 
output of electric vehicles as high-tech products, which are designed and produced 
through a number of end-to-end technologies that enhance the overall technological 
level of the Russian car industry. 

The above analysis of the development trends in the global electric vehicle 
market allows identifying the common factors that affect the dynamic growth of 
EVs in all countries. This is the state policy in the first place, that, on the one hand,
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tightens the requirements for harmful transport emissions, and on the other, subsi-
dizes the transition to EVs and stimulates the progress of charging infrastructure. 
The second factor is large business that has invested heavily in electric transport and 
is striving to keep its share in this promising high-tech market. The third factor is 
consumers, whose requirements for the environmental friendliness and efficiency of 
vehicles are constantly increasing. Among the crucial factors is also the availability of 
capacious traction batteries that allow electric vehicles to run long without charging 
the battery repeatedly and significantly reduce charging time. The last factor having a 
decisive impact on the attractiveness of electric vehicles is the cost of batteries. Many 
researchers believe that the last two factors are the key ones for the development of 
electric transport [27, p. 96].  

Although there has been no mass production of electric vehicles in Russia so far, 
in the first decade of the twenty-first century, Moscow, Siberia, and the Far East 
initiated the trial use of foreign-made electric vehicles. Mostly, these were second-
hand cars imported from Japan, which continue to dominate the market today [25] 
(see Table 2). 

Russian-made EV models are at various phases of readiness. In 2020, a presen-
tation of an electric car developed by KAMAZ PTC together with Peter the Great 
Saint Petersburg Polytechnic University (SPbPU) was held. In the city of Togliatti, 
ZETTA LLC launched serial production of electric vehicles under the Zetta brand. 
An experimental batch of Russian electric vehicles EL Lada was released in 2012. 
It was the first environmental-friendly EV project in Russia. EL Lada cars were first 
used as passenger taxis in the city of Kislovodsk, but the lack of a vast charging 
points network made it impossible to completely replace gasoline-powered taxis in 
the city with electric vehicles. To date, only five electric taxis operate in Kislovodsk, 
which are allowed to enter the conservation park. 

To eliminate the significant gap between the developed countries and Russia in 
manufacturing electric vehicles, in August 2021 the Government of the Russian 
Federation adopted “The Concept for the Development of Production and Use of 
Electric Road Transport in the Russian Federation for the Period up to 2030.” It is 
going to be implemented in two steps: from 2021 to 2024 and from 2025 to 2030. By 
the end of the first stage, it is planned to produce at least 25,000 electric vehicles and 
open 9,400 charging stations across the country. The key indicators of the second 
stage are as follows: the share of electric cars should be at least 10% of all vehicles

Table 2 EV brands in the 
Russian car market in 2020 

Brand Number, units Market share, % 

Nissan 9747 85 

Tesla 457 6 

Mitsubishi 346 4.3 

Jaguar 167 2.1 

Lada 96 1.2 

Source Compiled by the authors based on [25] 
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manufactured; start of production of battery cells; commissioning of at least 72,000 
charging stations and at least 1,000 hydrogen filling stations [28]. 

The phased implementation of the Concept resulted in a more than twofold 
increase in the total fleet of EVs in Russia from 11,000 vehicles in 2021 to 23,300 
vehicles at the end of the first half of 2022. Unfortunately, the share of electric cars 
(including plug-in hybrids) is only 0.05% of the total car fleet (45 million units) [4]. 
The bulk of them (60%) is still concentrated in Siberia and the Far East, although 
the growth rate of electric cars in the central regions of Russia is higher. 

At the beginning of 2020, Moscow became the leader in the number of electric 
vehicles in Russia with 2,161 EVs registered [13]. The Russian capital has long been 
used advanced technologies in the field of urban transport, such as electric buses, 
electric bicycles, and electric scooters. The first electric bus was launched in 2018, 
and in 2022 there were more than a thousand of them. By 2030, the entire fleet of 
the capital’s buses will be replaced by electric buses. 

The first EV manufacturer in Russia—Motorinvest in the Lipetsk region—started 
serial production of electric vehicles in 2022 with 2,000 eco-friendly electric cars to 
be manufactured by the end of the year. The first model to roll off the assembly line 
is the Evolute i-Pro sedan. The launch of such a factory in today’s difficult conditions 
indicates that high-tech production, and electric vehicles in particular, remain a top 
priority of the state industrial policy [22, 23]. 

The Moscow car manufacturer Moskvich has resumed operations at the plant and 
plans to produce about 600 cars by the end of 2022, of which 200 vehicles will have 
electric motors. It is going to be a SKD assembly implemented with the help of 
eastern partners. The key point is that Moskvich is creating an electric car model on 
its own platform. 

Sanctions pressure on Russia has made major changes to the structure of the 
country’s EV fleet. As mentioned above, the largest share of the Russian electric 
vehicle market (85%) was taken by Nissan. However, in October 2022, Nissan and 
Mercedes-Benz announced they were pulling out of Russia. At the same time, the 
Chinese company Skyworth made its debut in Russia with the Skywell ET5 electric 
crossover designed on its own platform. 

Development of the EV charging infrastructure is the most important task in trans-
port electrification. In 2014, PAO Rosseti instituted the All-Russian Program for the 
Development of Charging Infrastructure for Electric Transport [1], which concen-
trated on the large-scale R&D for producing basic technological solutions in the 
field of electric transport. Among the anticipated effects was the improvement of the 
environmental situation in large cities of the Russian Federation, which, as practice 
shows, should improve the quality of life of the population. Other important outcomes 
included stimulation of innovation activity, commercialization of R&D results in the 
power grid complex, adoption of technical solutions for combining traditional distri-
bution network facilities with the charging infrastructure. However, this program 
was never implemented, although some of its provisions were introduced in some 
constituent territories of the Russian Federation. 

Among the activities performed, we can name a network of 20 charging stations 
created in Saint Petersburg in late 2014–early 2015, and an intelligent charging
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infrastructure established in Skolkovo, where only electric transport was allowed to 
move around the Skolkovo territory. 

The Russian government has assembled a list of regions where a pilot for the 
creation of infrastructure for electric transport was launched with the first 258 
charging points installed in 2022. The projects on creating fast charging stations 
will be supported by state industrial policy instruments. In 2023, these projects can 
receive co-financing of up to 60% of the total costs. The average EV battery charging 
time at such stations is 20 min. 

Stimulating the production and use of EVs in Russia. Every country institutes its 
own measures to encourage the transition to the most environmentally friendly mode 
of transport. According to analysts, electric vehicles in Russia will be in demand 
both among corporate clients and ordinary consumers. The state’s commitment to 
ESG principles in industry is proved by serious measures adopted to stimulate the 
advancement of electric vehicles. For example, to expand the production of Evolute 
i-Pro, a subsidy of 925,000 rubles is provided. Without the subsidy, the price of 
an electric car is 2.99 million rubles [10]. In addition, Evolute electric vehicles 
will be included in the preferential car loan program. While the current measures 
for supporting auto loans provide an extra 20% discount, the discount for electric 
vehicles is 35%. 

In Moscow, Saint Petersburg, the Krasnodar region, etc., electric vehicles are 
provided with a number of benefits, such as free parking, no transport tax, and no 
payment for using particular toll roads. In Siberia, the transport tax has already 
been abolished in Zabaykalsky, Krasnoyarsk, Kemerovo, and Omsk regions and 
the Republic of Buryatia. Since 2018, Rosseti Siberia has been taking the initiative 
to abolish this tax in all regions of Siberia. There are also debates about offering 
additional benefits for EVs owners. 

In 2022, the authorities of the Omsk region approved a regional program on 
equipping the territory with EV charging stations [21], which implies lower payments 
for allocating charging points on municipal and state-owned land. To increase the 
number of EV chargers, the owners of traditional filling stations are proposed to 
install additional EV charging systems. 

The progress of the electric vehicle industry in Russia will be stimulated through 
the full production cycle, from designing EVs to recycling battery systems and 
ensuring the cybersecurity of the vehicle and IT infrastructure. These transport elec-
trification measures will be accompanied by the development of related end-to-end 
technologies. 

The policy focused on stimulating the production and use of electric vehicles 
confirms the state’s interest in this high-tech, environmentally friendly product. 

Regional practice of transport electrification. The spread of electric vehicles in 
different regions of the Russian Federation indicates a growing interest in this type 
of transport from consumers as well as federal and regional authorities. Consumers’ 
interest is due to the increasing attention to the environmental qualities of vehicles, 
their safety, and usability. State authorities at all levels declare that there is no alter-
native to the low-carbon development agenda. Moreover, EV manufacturing is able
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not only to revive the car industry, but also establish a new high-tech production and 
create high-tech jobs. 

Prospects for the development of electric transport in Russia were discussed at 
the International Fair INNOPROM in Ekaterinburg in July 2022. The experts were 
completely unanimous regarding the high prospects of this type of transport. Their 
opinion is confirmed by a number of surveys about the annually growing need 
of Russians for an environmentally friendly and safe transport. The experts also 
expressed confidence that the widespread use of electric transport in Russia is just 
beginning and has a great future. For example, Sinara Group presented the Sinara-
6253 electric bus in Ekaterinburg, which is capable to travel nearly 250 km on a 
single charge. All its digital solutions allow integrating electric buses into the Smart 
City system. It is worth noting that three-quarters of the parts used in assembly work 
are made in Russia. It is obvious that passenger transport will be the driver for the 
introduction of EVs in Russia. 

Currently, the EV production is concentrated mainly in the central part of Russia. 
At the same time, the regions with the largest EV fleet are Siberia, the Far East, and 
the center of the country. The Urals, a highly developed industrial center of Russia, 
traditionally lags behind in the number of EVs. Only 7% of the total EV fleet in 
Russia are registered in the Greater Urals. At that, their largest number, 210 units, 
was registered in the Sverdlovsk region (Table 3). 

Despite the small number of electric vehicles in the Urals, their sales rate is quite 
high. For example, in 2020, 69 new electric vehicles were registered in the region, 
while in 2021 this number increased to 172, that is, an increase of 2.5 times. 

To ensure the faster development of the electric vehicle market in the regions, 
it is necessary to enhance the network of charging stations not only in large cities, 
but also on interregional routes and highways. Analysts highlight that the lack of 
charging stations between cities limits EV sales growth. 

While Rosseti is the central organization responsible for the EV charging infras-
tructure across Russia, within the Greater Urals there are two regional companies— 
Rosseti Ural and Rosseti Tyumen. Rosseti Ural have already installed 22 charging 
stations, 10 stations are planned for launch by the end of 2022, and another 32 stations

Table 3 EVs registration: top brands and regions 

Top-5 brands, units Top-5 regions 

Russia, units Greater Ural, units 

Nissan 11,765 Moscow 2,161 Sverdlovsk region 210 

Tesla 1,660 Primorsky region 1,652 Tyumen region 165 

Porsche 674 Irkutsk region 1,540 Republic of Bashkortostan 139 

Audi 522 Krasnodar region 1,085 Chelyabinsk region 135 

Mitsubishi 465 Khabarovsk region 861 Perm region 123 

Source Compiled based on data from Autostat [13] 



The Comparative Analysis of the Electric Vehicle Markets … 151

by 2025. Rosseti Ural is introducing an ecosystem for managing its charging infras-
tructure and working out models to interact with market participants. One of the 
important parts of the ecosystem is the EV charging stations management software. 

Rosseti Tyumen installed three charging stations each in Tyumen and Surgut. 
Until 2025, another 18 new stations will be launched in Tyumen and on federal roads 
connecting Tyumen with the cities of Omsk and Tobolsk. 

Charging stations in the territory of the Greater Urals are mostly free. However, 
local entrepreneurs believe this fact hinders the further progress of the charging 
infrastructure. In contrast to private chargers, free ones are often out of work or 
poorly maintained. 

According to experts, only slow charging stations will remain free in the future, 
which will be located, for example, at shopping centers, and all fast chargers will 
require payment. Private business is increasingly interested in building up a network 
of charging points. Private high-speed chargers have already appeared on the high-
ways of the Greater Urals. In 2022, three fast charging stations were placed on the 
Tyumen-Omsk highway; one high-speed EV charger is located between Ekaterin-
burg and Chelyabinsk. Although the Urals region is still lagging behind in terms of 
the EV fleet and infrastructure, there are enough opportunities there to accelerate the 
development of electric cars. 

Systematization of research in the field of the global electric vehicle market, as 
well as the analysis of the economic, technological, environmental, resource, and 
spatial characteristics of Russia have allowed us to conduct a SWOT analysis of the 
development of the electric vehicle market in Russia (Table 4).

The SWOT analysis shows that Russia has a number of advantages that determine 
the feasibility of developing the internal electric vehicle market. In addition to envi-
ronmental well-being, the strengths of the Russian market are its attractiveness for 
global automakers; a possibility to reorganize large-scale business from manufac-
turing traditional cars to electric vehicles; vast reserves of rare earth elements, which 
are the main resource for battery production. 

Among the weaknesses, we can note the shortfall in revenues to the Russian budget 
due to a decrease in demand for motor fuels; poorly developed charging infrastruc-
ture; higher costs for electric vehicles compared to vehicles with internal combustion 
engine. The country has substantial capabilities to promote the EV production, which 
can serve as a basis for creating a new high-tech industry with high-performance jobs. 

Support for the EV industry will have the most significant effect on related high-
tech markets, such as new production technologies (digital platforms, digital engi-
neering, digital twins); new materials and additive technologies (composite mate-
rials, plastics, production of body panels and components); robotics components 
(modernization of production systems of enterprises); neurotechnology and artificial 
intelligence, etc. 

As for the opportunities, the following are the most promising ones. An increase 
in the production of electric vehicles and the subsequent decline in the demand for 
gasoline will lead to the transformation of oil and gas companies into more effec-
tive, so-called “energy corporations.” Another important but ignored opportunity is
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Table 4 SWOT analysis of the Russian electric vehicle market 

Strengths Weaknesses

 • Environmental benefits for large cities;
 • Lower greenhouse gas emissions as a 
contribution to achieving the goals of the 
national climate policy;

 • Large-scale business that can be refocused 
from traditional vehicle assembly to electric 
vehicles;

 • Attractiveness of the Russian market for 
global automakers;

 • Substantial reserves of rare earth elements 
(as a resource for the production of batteries); 

Price competitiveness of electric vehicles in 
the future

 • Lost income of the Russian budget due to a 
decrease in demand for motor fuels;

 • At the initial stage of the electric vehicle 
market development, EVs are more 
expensive compared to vehicles with internal 
combustion engine;

 • Poorly developed charging infrastructure;
 • Lack of localized technologies for the 
production of traction batteries and their 
components, as well as hydrogen fuel cells 

Opportunities Threats

 • Creating a Russian high-tech production of 
electric vehicles stimulating the development 
of related end-to-end technologies;

 • Creating high-performance jobs;
 • Forming a regulatory framework that 
supports the production and use of electric 
vehicles;

 • Diversification of oil and gas companies 
toward creating “energy companies”;

 • Commercialization of R&D results in the 
power grid complex;

 • Establishing the EV charging stations 
industry;

 • Creating sustainable electrochemical systems 
as an alternative to lithium-ion batteries;

 • Entering foreign high-tech markets;
 • Intensification of federal and regional 
industrial policy

 • Limited state financial support under 
sanctions;

 • Poor purchasing power of the population;
 • Limited financial resources of Russian EV 
manufacturers for large-scale investments in 
research, development, and new 
technologies;

 • Lack of hydrogen fueling stations;
 • High dependence on rare earth elements 
imports as a resource for battery production;

 • Growing imports of electric vehicles and 
their components 

Source Compiled by the authors

enhancing the use of the current industrial policy instruments and developing new 
ones aimed at supporting the production of electric vehicles. 

However, massive anti-Russian sanctions have posed additional threats to the 
evolution of the Russian electric vehicle market. These are limited state financial 
support in the context of sanctions; scarce financial resources of Russian EV manu-
facturers for large-scale investments in research, development, and new technologies; 
insufficient purchasing power of the Russian population, since in 2013–2020, even 
before severe sanctions were imposed, people’s real income fell by 10% and annual 
new cars sales—by 42% [25].
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4 Conclusion 

The conducted study indicated that there exists no alternative to the new environmen-
tally friendly and climate-neutral electric transport. The sufficiency of the charging 
infrastructure was found to be the determining factor in promoting EVs. We demon-
strated that, in contrast to the Russian market, most charging stations worldwide are 
privately owned. It is of high necessity to intensify the state and private research 
activity in the EV market, especially in the field of battery design and production. 

We have systematized the global measures for supporting transport electrification, 
which made it possible to single out two predominant models—European and Amer-
ican. The former aims to completely phase out internal combustion engine vehicles, 
with a potential ban on selling traditional cars. The American model features no 
federal requirements for the promotion of electric vehicles, and EV sales are mainly 
stimulated at the initiative and at the level of individual states. The study revealed 
a shift in the EV support measures that are now centered around reducing opera-
tion costs rather than stimulating EV sales. Currently, the electric vehicle market in 
Russia is in the initial stage of its formation, while the EU, China, and the USA it is 
experiencing a rapid growth. 

The conducted studies have confirmed Russia’s commitment to implement the 
low-carbon agenda of economic development with a special emphasis on electric 
transport. The Russian car industry strives to keep up with the global trend in 
promoting EVs as a mode of transport with maximum environmental friendliness, 
autonomy, and intelligent systems and services with Internet access. 

In Russia, there are three possible avenues to expand the production of electric 
vehicles, these are EVs as such, universal components for using on various car plat-
forms, and hybrids combining a conventional internal combustion engine system 
with an electric propulsion system. It is projected that by 2030 all key components 
of electric vehicles, charging infrastructure, batteries, and fuel cells will be manu-
factured in Russia. However, under sanctions, the Russian car industry is facing the 
task of recovering the country’s auto market by reintroducing a variety of models 
and configurations and expanding the range of electric vehicles. 

The research findings demonstrate that Russia has the necessary prerequisites 
and sufficient opportunities for the development of a new high-tech EV industry 
based on ESG principles. The reliability of the results is also proved by the active 
support of the regional authorities for transport electrification and by Russian experts’ 
conclusions about the growing need of Russians for an environmentally friendly and 
safe means of transport. Among the directions for future research are in-depth study 
and identification of regional specificities in promoting EVs in Russia and major 
developed nations, such as the US and China, where the spatial factor plays a central 
role in transport electrification. 
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Abstract The sustainable development of enterprises, industries, and complexes in 
the conditions of formation of the digital economy in industrialized regions must 
be based on the principles of the ESG agenda with an important factor to control 
the impact of industrial production on the environmental component of the regional 
space in terms of the intensification of production carried out in the implementa-
tion of import substitution. The paper examines the dynamics of the relationship 
between the industrial production index and a set of indicators characterizing the 
ecological state of the regional space. The selected set of indicators, revealing the 
level of anthropogenic load on the environment of the region, is aggregated into an 
integrated index of the regional environmental profile. Based on the trend model of 
the relationship between the industrial production index and the integrated index of 
the ecological regional profile through the example of one of the industrial centers of 
the Russian Federation—the Perm Territory—the paper substantiates the tendency of 
industrial development of the region toward sustainability in the form of coexistence 
of interrelated trends of industrial growth and the relative stability of indicators of the 
regional environmental profile. For the Perm Territory, the relationship of the studied 
indicators is inverse, which is expressed in the presence of the decoupling effect and 
confirms the introduction of digital and innovative technologies is a prerequisite for 
the sustainable economic development of industrially-oriented regions in the digital 
space. 
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1 Introduction 

High-tech production, based on the use of innovative technologies, is the basis of 
the digital economy and necessitates the digital transformation of both the industrial 
sector and the entire regional spatial and sectoral structure for the successful devel-
opment of the regional economy in the new environment. These issues are particu-
larly relevant for the old industrial regions of Russia, where economic development 
is determined by the state of the backbone production industries and complexes, 
historically formed based on the natural resource and having the most morally and 
physically obsolete production and technological base, at the same time with a long 
history of existence, the operation of which causes significant damage to the envi-
ronment, which is unacceptable in the world ESG agenda [16, 17]. In accordance 
with international standards, sustainable development is achievable under the condi-
tion of ecologization of production and reduction of the industry-related load on 
the environment, which is achieved through the implementation of the principles 
of lean production, rational resource management, increasing the depth of resource 
processing, wasteless production, and technologies to reduce the human factor in 
production processes, based on the introduction of innovative and digital technolo-
gies. Thus, in implementing the processes of production digitalization, the relevant 
and practically significant task is to determine and assess the relationship and mutual 
influence of the industrial production index and the environmental component of 
regional development, due to the significant increase in production capacity by indus-
trial enterprises, due to the implementation of the state policy of import substitution 
in conditions of tightening sanctions policy of some unfriendly countries. 

To solve the indicated problems, the authors set and solved the task of assessing 
the dependence of the set of environmental characteristics of the regional space and 
the industrial production index in the region in dynamics, based on the calculation of 
the integrated index of the environmental profile of the region and the establishment 
of its dependence on the industrial production index, including the assessment of 
the strength and direction of the identified relationship by correlation analysis using 
the Pearson coefficient. Also, a development forecast of the established relation-
ship of the estimated indices was made based on the trend model obtained by the 
approximation method. 

2 Literature Review 

At present, scientific interest in the economic category of Industry 4.0 does not 
weaken and receives a new round of development. Thus, in their work on the trans-
formation of industry and regional aspects of the modern stage of industrial develop-
ment, Akberdina and Romanova consider the definitions of “fourth industrial revo-
lution,” “Industry 4.0,” “digital transformation of the industry” and “new industri-
alization,” noting their similarity and highlighting the differences, and also reveal
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approaches to the industrial development of the region and the territorial location of 
industry [1]. At the same time, the digital transformation of industrial enterprises is 
a key factor of spatial competitiveness, determining the direction of regional devel-
opment and the possibility of increasing the growth rate of the national economy. 
For example, scientists-economists study the spatial relationship in the processes of 
digital technology use by manufacturing enterprises at the regional level [13]. 

There is active research in scientific literature on various aspects of the digital 
agenda as it relates to industrial production. The reasons and consequences of the 
introduction of digital technology in relation to the international competitiveness of 
companies are analyzed. It is noted that in the Industry 4.0 era, the competitive advan-
tages of the entire business community depend on the transformation of individual 
industries [9]. The uncertainty and complexity of the digital economy in general 
[11], as well as its multidimensionality from the perspective of the ESG agenda [4, 
10] in the use of digital technologies in production processes that lead to a complete 
transformation of business models through digital platforms [7], is emphasized. The 
factors and industry specifics of the digital transformation of the industry from the 
standpoint of environmental efficiency are highlighted [10, 18, 21]. 

Of interest is a study by a team of scientists that assesses the effectiveness of 
the transition to Industry 4.0 by cluster analysis based on an index that includes 
indicators of industry use of digital technologies such as big data, CCS, and CPS 
models. Based on this, 33 analyzed countries are divided into 5 groups according to 
the usage level of digital technology in the industry [2]. 

Some scientists [19] emphasize the importance of sectoral specialization of inno-
vation and digital technology, especially for the industrial sector, in particular for 
mechanical engineering, which makes it possible to significantly increase the tech-
nological capabilities of industrial sectors in the context of Industry 4.0 for the 
development of the digital economy. 

The works devoted to the analysis of the level of industrialization and innova-
tion performance of industrial regions, the development of models of industrial-
innovation development of Russian regions [6], and the assessment of the level of 
socio-environmental-economic well-being of regions [22] seem to be significant. 

The team of scientists led by Aturin considers the problems and trends of the digital 
economic transformation and highlights the areas of modern uncertainty, which are 
the sources of formation of threats, challenges, and shocks, where they include the 
environment [3]. The growing tension of the ecological situation in Russia requires 
identifying and analyzing the main current challenges in the ecological sphere of the 
country and its individual regions, as well as finding ways to overcome them. First 
of all, for industrial regions, the ecologization of production and the introduction of 
new innovative technologies are necessary [5]. 

In their studies, Romanova and Sirotin call the strategic direction of economic 
transformation the ecologization of industrial production in industrial regions, where 
the ecological load on the territory is the highest [15]. The same scientists consider 
the spread of green digital technologies and their impact on the industry, highlight the 
key tasks of digital transformation, the directions and models of green digitalization,
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the potential socio-economic consequences of the introduction of digital technologies 
in industrial production [20]. 

Thus, the analysis of scientific sources describing the trends and problems of 
digitalization of industry and ecologization of production in the digital space indi-
cates the need to determine the conditions for sustainable development of the 
regional economy, due to the need to consider the multidimensional influence of 
multidirectional factors of the regional space. 

3 Materials and Methods 

The selection of particular indicators characterizing the level of anthropogenic impact 
on the environment was carried out to solve the tasks of analyzing the regional 
ecological situation. The study is based on the example of the Perm Territory as one 
of the largest industrial centers of the Russian Federation, which ranks first in the 
Urals in terms of industrial production. The leading regional industries under study 
are machine-building, metallurgy, chemical and petrochemical, timber, as well as 
fuel and paper-pulp industries. The study was conducted in the dynamics for 5 years 
(2016–2020). The set of particular indicators was aggregated into an integrated index 
of the regional environmental profile, which is understood as a system of indicators 
describing and revealing the ecological situation in the region and making it possible 
to assess the technogenic burden on the regional environment [8]. 

The methods of normalization by the maximum, considering the direction of 
the impact of particular indicators, rating, and weighing, were used to calculate the 
integrated index of the regional environmental profile. 

Calculations were performed by the authors’ methodology presented in Fig. 1.
In the first stage of the methodology, indicators reflecting the state of the regional 

environmental profile were selected. The data source was the official statistical indi-
cators for the regions of the Russian Federation, which can be characterized as 
freely distributed and parametric, to meet the conditions of data relevance. In the 
second stage of the methodology, normalization by maximum, taking into account 
the direction of the impact of particular indicators, which made it possible to avoid 
the complexities associated with the different units of measurement of the indica-
tors, was carried out. The third stage was to determine the weight of the indicators 
in the integrated index. The method of calculation of averages was used for calcu-
lation based on the fact that the selected indicators are equivalent (the goal is not to 
display the significance of each component in the index, but to diagnose the overall 
relationship of the integrated index with industrial development), and determining 
in the final index is their metric value. Accordingly, in the fourth stage, taking into 
account the calculated weights of indicators and normalized values of indicators, the 
integrated index of the regional environmental profile was calculated. The fifth and 
sixth stages provided for the diagnosis of the relationship between the integrated 
index of the regional environmental profile and the index of industrial production 
and its interpretation. Verification of the calculated data was performed employing
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Fig. 1 Calculation method of the integrated index of the regional environmental profile. Source 
Compiled by the authors

analysis of variation using a standard scale for evaluating the results of calculating 
the variability index. 

The study is based on the hypothesis: the industrial production index (data gener-
ated by Rosstat) and the calculated integrated index of the regional environmental 
profile are interrelated. The diagnosis of this relationship and the assessment of its 
direction and strength require the use of correlation analysis with the use of Pearson 
correlation since this method allows determining the nature of changes in one indi-
cator in response to changes in another. Accordingly, the type of correlation rela-
tionship is established by constructing a correlation field using various functional 
approximation models. A predictive analysis of the relationship of the indices under 
study for 5 periods was carried out based on the resulting trend model. 

4 Results 

The list of particular indicators for the Perm Territory characterizing the state of the 
regional environmental profile for 2016–2020 is presented in Table 1.

The analysis of the obtained value of the Pearson correlation ratio (Table 2) showed  
that there was a weak inverse relationship between the industrial production index 
and the integrated index of the regional environmental profile, indicating that the 
growth of industrial production has little effect on the ecological situation in the 
region. This situation confirms the so-called decoupling effect [14], which consists 
of the following position: the increase in the production of industries does not lead 
to an increase in the man-made impact on the environment, that is, the indicators



164 A. Kahramanoglu et al.

Table 1 Particular indicators of the environmental profile of the Perm Territory for 2016–2020 

Indicators 2016 2017 2018 2019 2020 

Emission of pollutants into the 
atmosphere from stationary sources, 
ktons 

308.9 310.8 292.8 293.1 280.8 

Captured and neutralized air 
pollutants, ktons 

1041.3 1239.1 918.8 1202.4 981.6 

Discharge of polluted wastewater, 
million cubic meters 

357.8 317.1 212.0 209.5 194.2 

Use of fresh water, million cubic 
meters 

1593.0 1603.0 1470.0 1251.0 1103.0 

Production and consumption waste 
formed, ktons 

38,855.8 41,267.0 45,721.5 46,387.6 47,840.4 

Environmental protection costs, RUB 
mln 

11,355.2 10,980.4 13,745.5 16,303.0 15,798.6 

Source Compiled by the authors according to Rosstat, https://rosstat.gov.ru

of the environmental profile do not determine. This shows that the Perm Territory 
is moving in the right direction in terms of ecologization of the region’s industrial 
production. 

Given the synthetic nature of the integrated environmental profile index of the 
region, let us assess the reliability of the correlation ratio using Student’s coeffi-
cient. At the significance value of 0.05, one can conclude that the data obtained are 
statistically significant (see Formula 1). 

tr (0.41) ≥ tcri t (0.39) (1) 

By constructing a correlation field using different functional models of approxima-
tion, the most reliable approximation describing the trend model of the relationship 
between the indices under study was determined to predict the further behavior of 
the relationship between the studied indices (Fig. 2).

Table 2 Correlation assessment of the dependence of the integrated environmental profile index 
and the industrial production index in the Perm Territory for 2016–2020 

Index 2016 2017 2018 2019 2020 Pearson correlation ratio 

Industrial production 
index, % of the previous 
year (IPI) 

99.7 102.5 100.3 98.9 97.5 −0.08 

Integrated environmental 
profile index (IEPI) 

0.58 0.62 0.55 0.69 0.60 

Source Compiled by the authors 

https://rosstat.gov.ru
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y = 0.019x3 - 5.7066x2 + 569.87x - 18,965 
R² = 0.937 
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Fig. 2 Polynomial trend of the dependence of the industrial production index and the integrated 
environmental profile index of the Perm Territory. Source Compiled by the authors 

The best approximation with the highest degree of reliability of smoothing (deter-
mination factor 0.937) is approximation by a polynomial function of the third degree 
(of the six options considered). 

Then the approximation model has the following form (Formula 2): 

y = 0.019x3−5.7066x2 + 569.87x−18, 965 (2) 

Using the obtained trend model (Formula 2), the authors built a forecast of 
the dynamics of the relationship between indices of industrial production and the 
integrated environmental profile index of the region for 5 forecast periods (Fig. 3). 

The results of forecast analysis of the relationship between the industrial produc-
tion index and the integrated environmental profile index revealed the perspective 
strengthening of the existing relationship, which means the weakening of decoupling 
effect and, therefore, the strengthening of the negative impact of industrial production

y = 0.019x3 - 5.7066x2 + 569.87x - 18,965 
R² = 0.937 
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Fig. 3 Forecast of the relationship between the industrial production index and the integrated index 
of the regional environmental profile for 5 forecast periods. Source Compiled by the authors 
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on the environmental profile of Perm Territory. Since the decoupling effect is one of 
the basic principles of the green economy, its achievement and preservation becomes 
a priority task for achieving sustainable regional development. Accordingly, regional 
authorities and industrialists must intensify and accelerate implementing digital and 
innovative technologies aimed at production ecologization. 

5 Conclusion 

The study of the relationship between the industrial production index and the inte-
grated environmental profile index of the region in the dynamics for 5 years through 
the example of the Perm Territory has shown that the growth of industrial production 
has little impact on the regional environmental profile. The weak inverse relation-
ship between the industrial production index and the integrated environmental profile 
index revealed the existence of a decoupling effect caused by the introduction of inno-
vative resource-saving technologies into industrial production and rational resource 
consumption within the framework of the region’s economy ecologization. Thus, in 
the studied period, the strategy for the development of industrial production in Perm 
Territory, focused on the introduction of innovative technologies and digitalization 
of production, consistent with the principles of ecologization and rational resource 
use, as evidenced by the identified decoupling effect. 

However, the results of the predictive analysis of the relationship between the 
industrial production index and the integrated environmental profile index of the 
region revealed that in the strategic perspective this relationship is rapidly increasing. 
Since the orientation of the studied relationship is reversed, i.e., the growth of produc-
tion has a negative impact on the ecological state of the regional space, the preser-
vation of the decoupling effect through the introduction and increase in the share of 
digital and innovative technologies seems to be extremely important and a prerequi-
site for achieving sustainable economic development of industrialized regions in the 
digital space. Thus, regional authorities and the industrial business community need 
to intensify and accelerate the introduction of digital and innovative technologies 
aimed at sustainable resource use and ecologization of production to maintain the 
decoupling effect and achieve sustainable development of the regional space in the 
strategic perspective. 

The methodological approach considered and tested on the example of Perm 
Territory can be replicated for use in other regions, subject to adaptation to the 
specifics of the environmental profile of a particular region. The results obtained can 
be useful and interesting both to the state authorities to control and correct the state 
of the ecological space of the region, and to the general public. 

Further research on the relationship between indices of industrial production and 
the regional environmental profile, in terms of studying the nature and dynamics of 
the decoupling effect, seems promising for achieving green economic growth, which 
is not accompanied by environmental degradation in the long term.
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Digital Technologies and Circular Value 
Chains for Sustainable Development 

Anastasia Nikitaeva and Olga Dolgova 

Abstract Achieving the Sustainable Development Goals is an urgent task not only 
for governments but also for the management of industrial enterprises. Based on the 
analysis of the scientific literature and the methodology of building network maps, 
the close connection between the concepts of digitalization, sustainable develop-
ment, and circular economy is confirmed. The study also provides an answer to the 
research question of which digital technologies should be used to build a sustainable 
circular business model. The set of technologies was identified based on content anal-
ysis, including the Internet of Things, big data, artificial intelligence, etc. The paper 
presents a matrix of digital technologies that are the most promising for creating 
circular business models. The article presents a system developed by the authors 
for connecting digital technologies and closed loops for different stages of value 
creation, for which the introduction of these technologies has the greatest impact on 
increasing sustainability and circularity. 

Keywords Circular economy · Digitalization · Sustainable development · Digital 
technologies · Industrial value chains 

1 Introduction 

After the adoption of the Sustainable Development Goals by the United Nations in 
2015 [18], the concept of circular economy is becoming increasingly relevant for 
their practical achievement. For industry, this concept involves changing the existing 
business models and building new ones based on the principles of a general reduction 
in the use of materials; increasing the reuse of products by extending their life cycle 
through repair, reconstruction, and restoration; as well as increasing the processing
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and extraction of materials from production and consumption [8]. In this case, the 
business model is considered as a description of how an organization creates, delivers, 
and captures value in the existing economic, social, institutional, cultural, and tech-
nological context, taking into account the internal logic of enterprise activities and 
relations with external stakeholders [14]. The circular business model assumes the 
appropriate characteristics of the value chain and ensures that the negative envi-
ronmental impact is reduced and the enterprise receives economic effects through 
more efficient and prolonged use of all types of resources and waste reduction. This 
is especially true for industrial enterprises, all of whose activities involve working 
with materials and other resources and have traditionally had a high level of waste 
generation. 

Due to the relative closeness of biological and technological loops in the circular 
business models of industrial companies, a higher level of sustainability is achieved. 
In turn, the distribution of value creation, the high role of partnerships, and cyclical 
loops allow enterprises to use such business models to be more resistant to external 
shocks and unstable impacts of external environments. Thus, it can be concluded 
that circular models affect not only the implementation of the concept of sustainable 
development but are also closely related to resilience. There are different definitions 
of the term “resilience.” In this paper we use the definition of Donella Meadows, 
who defines resilience as “the ability of a system to recover from perturbation; the 
ability to restore or repair or bounce back after a change due to an outside force” [12]. 
The closeness of value chains and the territorial proximity of partners help industrial 
enterprises with circular business models to recover faster after various shocks. 

However, at the moment, only a small number of companies have switched to 
circular models [13]. The low prevalence of circular business models is caused by a 
number of factors, including the ignorance of business owners about this concept, low 
demand for goods made from recyclables, the complexity of restructuring business 
models, etc. Many scientists believe that cutting-edge digital technologies can help 
organizations ensure the circularity of their business processes [1, 7, 10, 21]. Today, 
the definition of the relationship between the circular economy and digital technolo-
gies is an urgent issue discussed not only by academics but also by politicians and 
entrepreneurs [21]. Therefore, the study of the relationship between digitalization, 
sustainable development, and the circular economy is of high relevance. This vector 
of research is the first objective of this paper. Another important research issue is the 
identification of digital technologies for increasing circularity and sustainability in 
value chains. Thus, the second objective of the study is to identify the main digital 
technologies for advancing the circularity of each stage of the value chain. 

2 Literature Review 

In the course of the study, we analyzed a wide array of research literature on the 
selected subject field. On the basis of scientometric analysis, publications on digital-
ization, sustainable development, and circularization were analyzed, and a content
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analysis of works revealing all three concepts in interrelation was conducted. Among 
the publications under review, several main areas of research can be identified. 

Some scientific publications focus on solving specific applied problems of forming 
circular business models and achieving sustainable economic development with the 
help of information technology. For example, Gong et al. [6] paid special attention 
to the possibility of using blockchain technology in circular marine plastic debris 
management. This paper presents the concepts of business models and processing 
chains based on blockchain technology. Dobermann et al. [4] examine how digital 
technologies can contribute to increasing the sustainability and circularity of food 
systems. 

Part of the research examines how specific types of digital technologies affect 
the increasing circularity of business processes. For example, Ellsworth-Krebs et al. 
[5] consider digital passports not only from the viewpoint of technology, but also 
as a means to improve communication between participants in the value chain. The 
authors present the advantages of a digital passport for overcoming barriers in the 
implementation of the circular economy concept. 

Teisserenc and Sepasgozar [16, 17] review the technical literature on blockchain 
technology and offer a technological basis for the use of blockchain throughout the 
project life cycle. The model developed by the authors takes into account not only 
environmental and regulatory aspects but also the implementation of the circular 
economy concept. 

Kolmykova et al. [9] analyzed the current trends in the transformation of global 
value chains, which are based on the symbiosis of physical and virtual production 
systems. This symbiosis helps to establish new operational models (including circular 
production) that contribute to achieving sustainable development goals as well as 
providing economic growth. 

Martn-Gómez et al. [11] provide an overview of the current state of cognitive 
production and the main digital tools of Industry 4.0. The authors propose a system 
that allows modeling the metabolism of production systems at all stages of the value 
chain, which allows implementing measures to increase its sustainability. 

A number of studies have also been conducted to examine current approaches 
and trends in the field of the interaction of digital technologies and circular economy 
concepts. For example, Howard et al. [7] studied six small and medium-sized busi-
nesses operating in different sectors of the economy, from the point of view of 
their implementation of the concept of a closed-cycle economy. The authors cite 
various modern management tools and digital technologies that can help small 
and medium-sized businesses to make their business models more sustainable and 
cyclical. 

Awan et al. [1] conducted a literature analysis, which showed that effective knowl-
edge exchange between different participants in the value chain requires interaction 
between the circular economy and Industry 4.0 to be organized. 

Kottmeyer [10] examines the transformational potential of digitalization. His 
research focuses not only on the critical social outcomes of this process but also 
on how to mitigate the negative consequences of digitalization by combining 
information technology and the circular economy.
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Wynn and Jones [21] explore the use of digital technologies by a small number 
of firms to increase the sustainability of their business processes and conform to 
the concept of a closed-loop economy. Based on the survey data of representatives 
of various companies, the authors concluded that for organizations that implement 
projects within the circular economy, there is no obvious relationship between the use 
of digital technologies and increasing the circularity of business processes. Despite 
this statement, researchers note the positive impact of information technologies on 
achieving sustainable development. 

Thus, in the general body of research devoted to various aspects of digital trans-
formation, sustainable development, and the formation of circular business models 
of industrial enterprises, there are studies devoted to assessing the possibilities of 
digital technologies for the circulation of the value chain. At the same time, the issue 
of the potential of digital solutions for creating a circular value chain and ensuring 
sustainable development in general has not been sufficiently developed to date. 

3 Materials and Methods 

An analysis of the literature was carried out to check whether there is a relationship 
between the concepts of “digitalization”, “sustainable development”, and “circular 
economy”. In a schematic form, the methodology of the study is presented in Fig. 1.

Using the Scopus database, articles on the corresponding selected concepts and 
keywords published from 2011 to 2022 were selected. 2,000 of the most relevant 
articles on each of the three topics were selected. Based on the analysis, a hard query 
was formed, on the basis of which a search for scientific papers was carried out in 
the Scopus database. A total of 31 articles were found, of which 11 publications 
were selected as the most relevant to the subject under study. A content analysis was 
carried out on the publications, and a network map was built using the VOSviewer 
software [20]. This made it possible to solve both research issues using the methods 
of scientometrics and theoretical analysis. 

4 Results 

The main digital technologies identified by researchers as promising for the imple-
mentation of initiatives in the field of circular economy are presented in the form of 
a matrix in Fig.  2.

Some digital technologies were provided by individual authors. ERP systems, 
social networking, digital fabrication, Bluetooth, cognitive technical systems, GPS, 
digital passports, open data standards, and fog computing are examples of such 
technologies. 

The most frequently mentioned technologies are artificial intelligence, big data, 
and the Internet of Things. This is caused by the extremely broad potential of their
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Fig. 1 Methodology overview

application in a variety of fields. Big data makes it possible to carry out research 
on extensive samples, which allows one to get a more accurate result. The Internet 
of Things technologies contribute to the regular collection of data on production 
processes, which allows them to be optimized. The use of artificial intelligence helps 
in finding patterns, forecasting, image and video processing, robot control, etc. 

A network map was built based on the analysis of keywords found in scientific 
publications on the subject of research, using the VOSviewer software, as shown in 
Fig. 3.

As can be seen in Fig. 3, there is a strong relationship between all the three concepts 
in the scientific field, and this relationship is even stronger between the circular 
economy and digitalization than between the circular economy and sustainable devel-
opment (since there are many articles in which these keywords are used together, 
therefore these keywords belong to the same thematic cluster and are highlighted in 
the same color).
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Fig. 2 Digital technologies for business process circulation. Source [1, 4–7, 9–11, 16, 17, 21]

It should be noted that the distinctive features of the circular value chain are: (1) 
its construction is not linear but cyclical form, and (2) the appearance of relatively 
closed cycles at various stages of the value creation process. 

Based on the literature review, a framework was compiled (Fig. 4), which reflects 
the most effective digital technologies for increasing sustainability and implementing 
the concept of a circular economy at certain stages of the value chain. According 
to the results of research, the most versatile technologies are artificial intelligence, 
big data, advanced analytics, data banks, modeling and simulation, software, remote 
access, the Internet, cloud computing, virtual reality, and augmented reality. Some of 
these technologies have already found practical application in industrial companies 
for increasing the circularity of their business processes.

For example, the Internet of Things is used in supply chains as well as in 
agricultural production [2]. 

The identified digital technologies can contribute to increasing the circularity of 
business models in various ways. Figure 5 shows a framework demonstrating at 
which stages of the circular value chain different digital technologies can be used by 
industrial companies.
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Fig. 3 Network map of keywords by topics “digitalization”, “sustainable development”, and 
“circular economy”

Fig. 4 Distribution of digital technologies by stages of value creation

The UNIDO scheme was used as a basis for this visualization. It has been modified 
for the stages of the value chain corresponding to the “smiling curve”. Furthermore, 
it was supplemented with a list of digital technologies that can be effective for 
increasing the circularity of various stages of the value chain. This image is illustra-
tive, so it shows a maximum of two technologies that are promising for use at this 
stage.
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Fig. 5 Circulation of supply chains based on digital technologies. Source Developed by the authors 
based on [19]

According to the authors, this approach makes it possible to increase the practical 
feasibility of the proposals shown. Most often, enterprises have limited resources 
and opportunities to implement the technologies of the digital economy. Consistent 
concentration on one or two digital technologies for the effective creation of closed 
cycles at different stages of value creation will allow increasing the manageability 
of the transition to circular business models. The definition of technologies for each 
closed loop was carried out on the basis of content analysis and an analysis of the 
practical experience of industrial companies. 

Specific cases can be given as an example. The French tire manufacturer Michelin 
using the Internet of Things organized the collection of tire-related data as part of 
the implementation of the tire-as-a-service business model, which minimizes fuel 
consumption and downtime. Group SEB, an international manufacturer of tableware 
and household appliances, has started using 3D printing technology to manufacture 
spare parts on demand, thereby eliminating excess inventory and reducing emissions. 
To minimize the amount of food waste, Walmart tested blockchain technology that 
allows real-time tracking of food data, including its location [3]. 

To achieve the greatest economic, social, and ecological effects, it is necessary to 
consider three interrelated issues in an integrated manner. Firstly, what is the current 
level of maturity and digital support for the stages and links of the company’s value 
chain? Secondly, which aspects of business model circulation are the enterprise’s top 
priorities in the short term? Thirdly, which digital technologies can provide a strategic 
transition to a fully circular business model? To get answers to these questions, it is
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recommended to use the conceptual and analytical framework proposed in the given 
study. 

5 Conclusion 

Currently, digital technologies are used in various processes and fields of activity 
within industrial enterprises. At the moment, there are practically no enterprises that 
are not at least partially computerized [13]. However, some new technologies can 
radically change the structure of the existing business processes. For example, the 
widespread introduction of blockchain technology will significantly transform the 
interaction of enterprises and modify value chains. More importantly, digital tech-
nologies are an integral component of the implementation of strategies for sustainable 
enterprise development and the construction of circular business models. The essen-
tial relationship between digitalization, sustainability, and circulation is confirmed 
by the authors in this study on the basis of scientometric tools. 

According to Neligan et al. [13], 9 out of 10 industrial enterprises in Germany 
are computerized, while 1 out of 10 companies is fully digitized. The processes, 
products, and/or tools of such a company are fully virtualized. The onset of Industry 
4.0 and, therefore, comprehensive digitalization is getting closer. At this stage of 
development and use of digital technologies, it is important for industrial companies 
to choose the right focus for the implementation of digital solutions and connect it 
with the overall strategy of transformation and development of the business model. In 
particular, digital technologies make it possible to create effective circular business 
models and ensure the sustainable development of enterprises. 

Based on the results of theoretical analysis and practical experience, we proposed 
a framework demonstrating at which stages of the circular value chain different 
digital technologies can be used by industrial companies to develop closed loops. 

Despite the fact that many modern technologies can be applied to increase the 
sustainability and circularity of various stages of the value chain, the introduction of 
digital technologies should not be an end in itself but a means to achieve the goal. 
The digitalization process for the closed-type economy concept is more than the 
introduction of digital technologies; it is a new business model aimed not only at 
reducing the amount of waste but also at using recyclables, increasing the service life 
of products, etc. Digitalization as an isolated process will not be able to automatically 
increase sustainability indicators [3]. In addition, the integrated circular transforma-
tion of the value chain requires not the use of separate information technologies but 
the establishment of a digital platform. This is due to the fact that research has shown 
that different technological solutions contribute to the creation of closed cycles at 
different stages of the value creation of industrial companies. 
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Abstract ESG-transformation is about ensuring a course towards compliance with 
environmental and social priorities, as well as the principles of governance trans-
parency. The introduction of ESG principles and digitalization has become key busi-
ness development trends in the last decade, as they may help to achieve sustainable 
development goals at the highest level of economic efficiency. In the last 6 years, the 
E component (the environment) has become particularly relevant due to the aggra-
vation of the climate, waste management, and resource conservation. However, the 
COVID-19 pandemic has shifted the focus to the S component due to increased 
attention to health and social stability. Digital technologies are able to ensure the 
effective achievement of sustainable development goals, however, not all compa-
nies use the benefits of digital transformation equally, and many enterprises are still 
focused on maximizing short-term profits without taking into account the interests 
of future generations. This study highlights issues related to the impact of digital 
transformation on the activities of Russian and international IT companies in the 
field of sustainable development, and also assesses the level of digital technologies 
use in achieving sustainable development goals, as well as the company’s digital 
transformation management system in conjunction with sustainable development. 
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1 Introduction 

In the last decade the digital transformation has globally and radically changed the 
way people, businesses and society interact and operate. These changes are associ-
ated not only with the positive effects such as cost reduction, increased transparency, 
flexibility and sustainability of business [17], but also with the negative effects such 
as increasing polarization between developed and developing countries as a result 
of the digital gap, rising unemployment as a result of automation, worsening global 
environmental problems as a result of the increase in energy consumption and green-
house gas emissions by the ICT sector, as well as the annual generation of 50 million 
tons of electronic waste, 80% of which ends up in landfills or is disposed in environ-
mentally inefficient ways [22]. The International Data Corporation (IDC) predicts 
that digital transformation spending will reach $1.97 trillion in 2022 and a staggering 
$6.8 trillion globally by 2023. Therefore, the ongoing digital transformation must 
take into account the UN 2030 sustainable development goals for the benefit of future 
generations. 

Along with digital transformation, the trend of the last decade was a stronger focus 
on sustainable development. On January 1, 2016, the 17 UN Sustainable Develop-
ment Goals for the period up to 2030 officially came into force [21]. Over the next 
15 years, during which these universally applicable goals must be achieved, coun-
tries will intensify their efforts aimed firstly at ecology and environmental protection, 
including the fight against climate change, the conservation of biodiversity, marine 
ecosystems and much more; secondly, at social and economic development, such as 
quality education, decent work, and economic growth; and thirdly, at other areas, 
among which we can highlight effective institutions and justice, partnerships for 
sustainable development, and so on. The amount of funds needed to achieve the UN 
Sustainable Development Goals is estimated by the World Bank at about $80 trillion 
dollars; Allianz Group forecasts a higher amount—200 trillion dollars [1]. All this 
provides a guideline for business transformation with an emphasis on the unity of the 
three ESG factors: a responsible attitude to the environment (Environmental), high 
social responsibility (Social), and high-quality corporate governance (Governance). 

In order to accumulate the necessary amounts of funds and use them in the chosen 
direction of sustainable development, a new ecosystem of global finance is being 
formed in the world; it focuses on the development of the green finance market, 
which gives priority to companies that adhere to ESG principles. The institutional 
environment for green finance is still at the stage of formation, but its benefits are 
available to businesses today, and there are some precedents for greenwashing to 
improve the ESG rating of companies without real actions, which usually involve 
high investments with a long payback period. At the same time, digital tools and 
solutions are able to neutralize the negative effects of the lack of an established insti-
tutional environment for ESG transformation and achieve sustainable development 
goals while maintaining economic efficiency through digital monitoring, automated 
reporting verification, and impact visualization.
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The results of the BCG study based on the results of a survey of 850 companies 
revealed the relationship between digital technologies and the achievement of sustain-
able development goals [2]. Successful digitalization of companies gives impetus 
to the development of ESG principles. Increasing waste and climate problems are 
orienting business structures primarily towards solving problems within the frame-
work of the E-direction, but in the healthcare industries the S-aspect comes to the 
fore and G-initiatives prevail in financial institutions. At the same time, digital tech-
nologies are able to balance the E, S, and G factors in order to achieve the goals of 
sustainable development. 

One of the drivers of structural shifts is the telecommunications sector, which 
provides the basis for the information society development [11]. The Russian 
telecommunications market consists of telecommunications equipment (30% of the 
market) and communication services (about 70%). Russia’s share in the global ICT 
market is no more than 0.6% at the end of 2020 [16]. At the same time, for the Russian 
Federation, the telecommunications sector is a backbone and makes a significant 
contribution to the development of the Russian economy, primarily to digitalization 
and the development of mining, trade, and real estate industries. Taking into account 
the fact that the policy of the Russian Federation in the field of telecommunications 
is formed at a qualitatively new economic, political, and social level, in the face of 
new challenges, the ESG transformation of the sector is becoming an integral part 
for maintaining the long-term competitiveness of the industrial and service sectors 
of the Russian economy. 

Thus, this study is aimed, firstly, at identifying the impact of digital transformation 
on the activities of Russian and international IT companies in the field of sustainable 
development (SD), secondly, at assessing the level of digital technologies application 
to achieve the UN-2030 sustainable development goals (SDGs), thirdly, at assessing 
the company’s digital transformation management system and sustainable develop-
ment and their correlation. One of the key aspects of the study was the assessment of 
companies’ compliance with the key principles of sustainable development: the prin-
ciple of involvement (consideration of the interests and requests of key stakeholder 
groups), materiality (correct assessment of the significance of identified problems and 
risks for stakeholders and determination of the company’s impact degree), manage-
ability (presence of sustainable development management tools), transparency, and 
accuracy of information disclosure. 

The study is structured as follows. Section 2 covers literature review on sustain-
able development, digitalization, and ESG transformation of companies. Section 3 
describes the research methodology, and Sect. 4 presents the key results. The 
conclusion outlines the main conclusions and opportunities for future research.
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2 Background 

2.1 Sustainable Development 

At the 2nd UN World Conference on Environment and Development in 1992 in 
Rio de Janeiro, a declaration on sustainable development principles achievement 
was adopted. It bases on the idea of combining environmental protection with the 
achievement of environmental, economic, and social goals. On September 25, 2015, 
at the UN Headquarters in New York, world leaders, including heads of state and 
governments, approved the post-2015 development agenda. They promised to lift 
humanity out of poverty and “heal” the planet by adopting 17 economic, environ-
mental, and social goals. At the beginning of the twenty-first century the concept of 
sustainable development has been developed and filled with new plans and views, 
including decisions on the transition to an inclusive and green economy, which were 
integrated into such documents as the strategy “Innovation for sustainable growth: 
bioeconomy for Europe”, the Eighth “Program action in the field of environmental 
protection” of the EU for the period up to 2030. 

In 1859, the Irish scientist Tyndall John found and proved the greenhouse effect, 
which is climatic fluctuations occurred even due to small changes in the Earth’s 
atmosphere. At the end of the nineteenth century, the Swedish physical chemist 
Svante Arrhenius predicted that due to the greenhouse effect, the temperature of the 
Earth’s surface could change significantly as a result of the concentration of carbon 
dioxide [20]. In connection with serious threats, in 2015 under the UN Framework 
Convention on Climate Change an agreement, which regulates measures to reduce 
carbon dioxide in the atmosphere since 2020, was concluded. The agreement was 
prepared during the Climate Conference in Paris and adopted on December 12, 2015, 
and signed on April 22, 2016, by 190 countries and EU. Since 2016, the degree of 
certainty that climate change is caused by human activities has reached the so-called 
“gold standard” of five sigma (99.99% probability of a non-random result). On April 
4, 2022, the final third volume was published, which is dedicated to reducing the 
anthropogenic impact on the climate. It emphasizes that countries’ current climate 
targets lead to stabilization of global warming by the end of the century only at a 
level of about 3 °C [8]. 

Cutting-edge publications on climate change and biodiversity present catastrophic 
consequences and call for quick and strong business actions. Achieving carbon 
neutrality, overcoming the global waste crisis, and halting biodiversity loss are all 
interconnected with long-term prosperity and the preservation of life on earth. Enter-
prises play a leading role in solving global problems [4, 6], so ESG transformation 
is a key task for companies around the world.
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2.2 Digitalization 

Digital technologies can become a primary tool for achieving sustainable devel-
opment goals particularly at a high level of economic efficiency. The correlation 
between digitalization and sustainable development is studied by many authors 
both from positive [7, 19] and negative aspects [10]. According to the UN, it is 
possible to achieve the sustainable development goals in all sectors using digital 
technologies [13]. Digital transformation is essential to obtain positive effects in all 
areas of sustainable development, including protecting the environment, conserving 
resources, preserving natural ecosystems and reducing waste and climate-active 
gases emissions [3], increasing global productivity, ensuring equity and inclusive-
ness, improving health and well-being of people, as well as to introduce circular 
supply chains [24]. 

The most relevant digital technologies for achieving sustainable development 
goals are the Internet of Things (IoT), big data analytics, blockchain, artificial 
intelligence, cloud technologies, virtual, and augmented reality [5]. 

2.3 ESG Transformation 

The goals of sustainable development were developed basing on three directions to 
achieve long-term sustainability: social, environmental, and economic one [12]. The 
classical approach is aimed at reducing negative externalities such as waste, green-
house gas emissions, inequality, etc., but this does not always provide the economic 
basis for the enterprise’s activity. This gap at the enterprise level is compensated by 
the concept of ESG as a strategy to reduce costs and increase efficiency to ensure 
long-term competitiveness and sustainability [18]. It has been proven that positive 
ESG indicators can improve the financial state of companies [23]. Therefore, for 
long-term sustainability and efficiency, it is necessary to change the focus from 
current profit maximization to a responsible attitude towards the environment and 
social and corporate responsibility. 

Companies annually invest $18 billion into the restoration of natural ecosystems 
[13], and much more into digitalization—$1.5 trillion [14]. Combining digital tech-
nologies with company-level sustainable development goals in the form of ESG 
principles is necessary to preserve and enhance natural capital and human well-
being. Financial capital depends on natural and social capital. Since natural capital 
may be finite or non-renewable, its availability may limit financial capital and affect 
long-term economic performance. Financial and natural capital should be considered 
equally important in assessing the financial risk of a company. A set of recommenda-
tions issued by the Task Force on Climate-Related Financial Disclosures indicate that 
factors such as extreme weather events and changes in temperature or precipitation 
patterns can lead to lower revenue due to reduced production capacity and higher 
labor costs due to increased health problems and safety, etc.
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Table 1 Effects of digital technologies usage in the field of sustainable development goals of 
companies 

ESG-factor Sustainable 
development goals 

Digital technologies Effect 

Ecological SDG 6, SDG 7, SDG 
11-SDG 15 

Internet of things, robotics 
and sensors, virtual and 
augmented reality 
technologies 

Reducing the consumption 
of raw materials and 
energy resources, 
monitoring and reducing 
greenhouse gas emissions, 
waste processing and 
recycling development, etc. 

Social SDG 1-SDG 5, SDG 
8, SDG 10 

Artificial Intelligence, 
additive technologies and 
digital twins 

Increasing labor safety, 
strengthening corporate 
culture, improving the 
quality of working 
conditions, reducing the 
number of routine 
operations, improving 
employee competencies 
and career opportunities 

Govarnance SDG 9, SDG 16, SDG 
17 

5G communication 
technologies and satellite 
communications, 
distributed registry 
systems 

Increasing the transparency 
and reliability of data, the 
speed of decision-making, 
the unification and 
automation of business 
processes, etc. 

Enterprises will be able to effectively respond to modern challenges and fulfill 
their obligations to various stakeholders, taking into account all the possibilities 
of combining digital technologies with factors E, S, and G [9]. The introduction 
of digital technologies and their ability to influence the achievement of sustain-
able development goals and ESG transformation are becoming increasingly relevant 
(Table 1). 

3 Methods 

The following companies were selected as the object of analysis:

 • 20 Russian companies in the RAEX-600 rating, including 7 companies from the 
telecommunications industry, 9 companies from the IT industry, and 4 companies 
from the Internet service sector (the sample also included international companies 
operating in Russia)

 • Top 10 international IT companies. 

Of the 20 companies in the RAEX-600 rating only 2 companies are members of 
the UN Global Compact network that publicly disclose their practices and report in
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the field of SD, while 7 companies report on sustainable development in the National 
Register Corporate Non-financial Reports of the Russian Union of Industrialists and 
Entrepreneurs (RSPP), which indicates that at least 35% of companies publish reports 
on activities in the field of sustainable development in the public access. 

Of the 10 largest global IT companies, 8 companies are members of the UN Global 
Compact network, which means that companies follow the 10 principles of the UN 
Global Compact, contribute to the achievement of the SDGs, and provide all the 
needed reporting. 

The subject of the analysis was digital transformation, its impact on the activities of 
companies in the field of sustainable development and the publicly disclosed results 
of this activity, corporate practices (policies, programs and projects in the field of 
sustainable development and digitalization), reflecting the company’s contribution 
to the SDGs. 

The sources of empirical data were corporate non-financial reports, “Sustainable 
Development” sections in the annual reports of companies in 2020–2021; materials 
from the companies’ websites; corporate strategies, and/or policies in the field of SD 
and digitalization. 

The research methodology is based on the determination of criteria that meet the 
objectives of the study. Based on these criteria, a qualitative content analysis of the 
practices of companies in the field of SD was carried out. 

In accordance with the objectives of the study, the analysis of the companies’ 
SD-activities was carried out according to the following criteria: 

1. Reporting in the field of SD. Disclosure of information on SD-activities and on 
the use of digitalization tools to achieve sustainable development (disclosure of 
information about IT, software products and other digitalization tools that are 
used to achieve the SDGs); completeness and quality of information disclosure 
in non-financial reports; 

2. Integration of the SDGs into the corporate strategy (having a strategy in the field 
of SD, development and approval of relevant policies); 

3. Setting goals in the field of SD and digitalization, their reflection in internal 
corporate documents; use of an appropriate system of indicators and indicators; 

4. Assessing the risks and opportunities associated with digital transformation and 
affecting the economic, environmental, social and ethical aspects of activities, 
the use of a risk management system in the company; 

5. Identification of key stakeholder groups, their information requests and expecta-
tions regarding the company’s activities in the field of sustainable development 
and digital transformation; 

6. Having a management system for the company’s digital transformation and 
sustainable development; 

7. Identification of SD aspects in the company most affected by digital transforma-
tion; 

8. Availability of relevant digital transformation programs on the SD aspects. 

The assessment of the degree of compliance of the company’s activities with the 
mentioned criteria was carried out on a scale of 1–5 points:
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4.5–5 points—the information is fully disclosed, a high degree of compliance 
with the analyzed criteria. Sustainable development activities are systemic, the areas 
of activity correspond to the SDGs, the company has developed internal documents 
that trace the relationship between activities in the field of sustainable development 
and areas of digitalization, and the relevant performance indicators are approved; 

3.5–4.5 points—the information is fully disclosed, a medium–high degree of 
compliance. The company pays enough attention to the SD aspects, and there are 
attempts to use digitalization tools to achieve the SDGs, however, the company’s 
SD-activities are not systematic, the areas of activity only partially correspond to the 
SDGs, and internal documents in the field of SD and digitalization are fragmentary 
or under development; 

2.5–3.5 points—the information is sufficiently disclosed, an average degree of 
compliance, the company has begun to make attempts to integrate the SDGs and 
SD-principles into the main activities of the company, the connection with the areas 
of activity in the field of SD and the digital transformation of the company is poorly 
traced, only single projects and initiatives in this direction are described, internal 
documents in the field of SD and digitalization are “not agreed upon”, it is not possible 
to draw a conclusion about the use of digitalization tools regarding corporate social 
performance (CSP); 

1–2.5 points—the information is presented fragmentarily, low degree of compli-
ance, the company is not focused on the SDGs, there are no internal documents in 
the field of sustainable development and digitalization, single projects, and initia-
tives are described, it is impossible to draw a conclusion about the impact of digital 
transformation on SD-activities, there are no relevant indicators; 

1 point—the disclosed information about SD-activities and digital transformation 
does not allow to conduct objective assessment according to the selected criteria. 

4 Results 

The results of the analysis of the SD-activities of companies included into the sample 
are shown in the Diagram (Fig. 1.)

The analysis of the activities of companies in the field of sustainable development 
showed that the average score for 7 criteria was 2.97 out of 5. This result allows us 
to conclude about the average level of compliance of the company’s activities with 
the chosen criteria and the completeness of their implementation. The companies 
received the highest result (3.00) according to the criterion “Identification of key 
stakeholder groups, their requests regarding the impact of digital transformation on 
the company’s activities”, which indicates that the majority of the analyzed compa-
nies understand the need to communicate with stakeholders and inform them about 
the results of the company’s activities in a timely manner. Companies also received 
an average result of 3.00 according to the criterion “Digital transformation programs 
in accordance with SD-aspects”, disclosing information about the goals, objectives,
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Fig. 1 The results of the analysis of SD-activities and their relation with the digital transformation 
of the company

programs, and projects in the field of using digital technologies and offering tech-
nological solutions for each of the SD-aspects. All companies disclose informa-
tion about the impact of digital transformation on their core activities, plan their 
further development and economic performance with the development, implementa-
tion and use of the latest technological solutions. A score of 2.98 was given to criteria 
“Reporting in the field of sustainable development”, the analyzed companies form 
reports on sustainable development, integrated reports and annual reports containing 
the section "Sustainable development". However, 11 companies from the sample do 
not form non-financial reports, but only fragmentarily disclose information about 
corporate social performance and its relationship with the digital transformation of 
the company on the website. 

The criteria characterizing the process of setting goals in the field of SD and 
the presence of a digital transformation and sustainable development management 
system also received an average score of 2.98, which indicates that most of the 
analyzed companies have developed the relevant internal documents (strategies, 
roadmaps, programs, policies), where planned indicators, KPIs and departments 
and/or officials responsible for their achievement are indicated. The criterion related 
to assessing the risks and opportunities of the company’s digital transformation 
scored 2.97 points. It is worth noting that 8 companies out of 30 did not disclose 
information on risk assessment, which led to a decrease in the average score for this 
criterion. Most companies (22 out of 30) highlight the risks associated with cyberse-
curity, the use of personal data, and confidential information. The lowest score (2.86) 
was given to the criterion related to the orientation of companies towards achieving 
the SDGs. 11 of the 30 analyzed companies did not disclose information about their
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SD-activities in the reports, but only posted fragmentary information on the official 
website. The rest 19 companies that provide non-financial reports are guided by the 
SDGs when setting strategic goals, and most companies refer to the SDGs in their 
corporate strategy and/or in their internal documents. 

5 Discussions 

The study showed that the analyzed companies hold leading positions in their industry 
and pay great attention to the development of new technological solutions for their 
main activities in order to minimize the negative impact on the environment, increase 
work, and internal communication efficiency, and also to improve interaction with 
all interested parties. At the same time, 11 Russian companies out of 20 included 
in the sample do not form non-financial reporting, but only fragmentarily disclose 
information about sustainable development on the website, which may indicate the 
absence of a systematic approach to corporate social performance or the unreadiness 
of companies at the current stage to the disclosure of such information. 

Most of the analyzed companies form non-financial reporting using more than 
two international standards in this area, and also undergo independent assurance 
procedures, which may indicate a fairly high quality of the information disclosed. 

Risks related to cybersecurity and personal data protection are included into the 
list of priorities. At the same time, digital solutions are used to minimize their own 
negative impact on the environment, as well as the use of various technological 
solutions to build effective communication with stakeholders, to train employees 
and to implement labor protection programs and production safety. 

At the same time, it is too early to talk about the implementation of a systematic 
approach to identifying priority areas of activity in the field of sustainable devel-
opment, which involves identifying stakeholder requests, analyzing socio-economic 
trends and non-financial risks. When declaring contribution to achieving one or 
another social SDG, companies often do not formulate specific tasks and define 
appropriate indicators, which may signal a formal approach and use of the SDGs for 
“marketing” purposes. 

6 Conclusion 

Based on the literature review and the conducted research, it can be concluded that 
telecommunication companies are aware of the importance of integrating the prin-
ciples of sustainable development into their activities. However, it is too early to 
talk about a systematic approach, the availability of related strategies in the field of 
sustainable development and digitalization, as well as the availability of appropriate 
KPIs. A further area of research could be more detailed studies of the naming of
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digital signature technologies for the company’s activities in the field of sustainable 
development, as well as issues of ethics and security of the use of personal data. 
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Abstract The proliferation of industry 4.0, often known as digital technologies, 
over the last decade has enabled new business models, the digitalisation of products 
and services, and the integration of every link in the company’s value chain: product 
development and innovation, manufacturing, distribution, digital sales, and customer 
relationship management. This paper aims to magnify and accelerate the impact 
offered by integrating the most recent advances in the field of supply chain manage-
ment. Following a qualitative interviewing approach, this paper explores whether 
digital technologies can enable or enhance and streamline small and medium enter-
prises (SMEs) digital supply chain performance. This study also reviews potential 
barriers to digitalising the supply chain and suggests ways to overcome them. The 
study shows that digital adoption helps organizations improve data security, connec-
tivity with supply chain partners, traceability, and supply and demand management 
capabilities. Literature review and interviews identified cost savings, responsiveness, 
quality improvement, and environmental benefits as key factors driving technology
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adoption. On the contrary, a lack of clearly defined goals, cultural issues, high invest-
ment, a shortage of skilled labor and legal uncertainty have been identified as barriers 
to the successful implementation of Industry 4.0 technologies. 

Keywords Digital technologies · Industry 4.0 · Supply chains · Barriers ·
Enablers · SMEs 

1 Introduction 

Managing supply chains effectively has become vital for businesses’ success in 
today’s highly complex and competitive global landscape. Supply chain manage-
ment (SCM) is defined as a process of coordinating the business functions across the 
businesses within the firm and across industries within other firms in the supply chain 
to provide and improve products. Information flows from suppliers to end customers 
to enhance firm performance and satisfy customer needs, wants, and requests [1]. It is 
a complex concept that covers the entire production and distribution channels and is 
responsible for fulfilling customer demand, improving responsiveness, and creating 
a network among different stakeholders. Supply chain management is an enormous 
framework involving multiple disciplines such as location, transportation and logis-
tics, marketing and channel restructuring, inventory and forecasting, sourcing and 
supplier management, product design and release of new products, etc. 

Several studies [2, 3] have identified the most effective strategic technology 
enablers that have transformative and disruptive impacts across supply chains. 
Industry 4.0 refers to a family of technologies such as the Internet of Things (IoT), 
additive manufacturing, advanced robotics, big data analytics, blockchain tech-
nology, cloud computing, augmented reality, and artificial intelligence (AI) [4]. Digi-
talisation offers many opportunities to the supply chain concerning storing data from 
within the firm and externally. For example, smart devices now allow manufacturing 
firms to share and record customer data to personalise the sales process and product 
design, leading to shorter changeover time and enhanced service levels [5]. Busi-
nesses utilise customer data to understand, analyse, and predict their characteristics 
and behaviour [6]. The amount of available data can benefit organisations in making 
better decisions. Still, digitalisation has caused both challenges and fear, speculating 
numerous threats of job loss in the field of the supply chain. One of the studies argues 
that companies with excessive use of robotics, artificial intelligence, and blockchain 
will gain complete control and reduce third-party involvement [7]. Lyall, Gstettner, 
and Mercier [7] further show how this labour-intensive automation can reduce safety 
concerns within the operations and the need for workers in remote areas. This study 
argues that implementing such processes would create more job opportunities for 
the employees in extracting knowledge from the data and optimising the use of these 
technologies for supply chain network performance. 

As the supply chain is becoming more diverse and distributed, the major challenge 
and requirement for any organisation are to make it more visible and accessible for all
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stakeholders. However, small and medium enterprises (SMEs) often lack resources 
and knowledge and are more vulnerable to the challenges of the fast-changing busi-
ness environment. Therefore, SMEs can benefit from adopting digital technologies 
in their supply chains. However, the existing studies on digital technology adop-
tion are mostly centred around large organisations, with little evidence reported on 
SMEs. Therefore, this study addresses the research question: What are the drivers 
and barriers to digital technology implementation in supply chains? 

2 Literature Review 

In a study, Muller et al. [8] suggested that to realise the intense potential of the 
resources and maximise the outcome through digitalisation. However, the process 
must be backed up by the top management and incorporated into the organisation’s 
atmosphere. Furthermore, to remain sustainable in the competitive global market, 
incumbents must realise that new market entrants may already acquaint themselves 
with new business models and the latest technology to threaten the existence of 
current market players [9]. Therefore, it becomes more important for organisations to 
bring advancements in their core competencies and business models by offering supe-
rior products through superior manufacturing capabilities. For example, the manu-
facturing sector in India has started making inroads towards enhancing the existing 
assets rather than increasing capital expenditure. According to Chanda [10], Indian 
companies adopting smart manufacturing and digital supply chain have increased 
their operating profits by 40%. Although India has been strengthening its position in 
global manufacturing in recent years, its annual manufacturing labour productivity 
is $6000 per employee compared to the $63,400 of China [11]. Furthermore, the 
government initiatives such as ‘Make in India’ and ‘Green Corridor’ have created 
a niche for market jobs and have increased the hiring of workers in the manufac-
turing and service sectors. Therefore, government bodies need to provide schemes 
that enable the adoption of new practices by micro, small and medium enterprises, 
such as: promoting the development of networking agencies, promoting cross-border 
traits to enhance technology sharing, strengthening laws regarding privacy protection 
to avoid the wrong usage of data, and labour and safety management rules must be 
redesigned to aid the adoption of digitalisation by companies [12]. 

Industry 4.0 principles necessitate changes in the company’s overall functioning 
by enumerating the technologies of the future, i.e. cyber-physical systems, IoT, 
blockchain, internet of services, robotics, big data, artificial intelligence, cloud 
computing, etc. [13]. These technologies not only focus on real-time improvements 
in process performances in terms of productivity, security, energy efficiency and cost 
but also helps in developing systems for better communication, intelligent decision 
making and automation capabilities by supply chain players. In addition, several 
studies [8, 14–16] have reported on the growing need for companies to transform 
from traditional supply chains to digitalised supply chains. Supply chain digitalisa-
tion will help organisations to address issues like managing information systems for
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data security and confidentiality laws, effective handling of smart supply chain and 
delivery of real-time information to all supply chain partners. 

Various factors affect the adoption of industry 4.0 technologies. Srivastava et al. 
[15] emphasise the importance of organisational factors, such as internal resources 
and staff capabilities, in the process of Industry 4.0 adoption. A study by Dubey 
et al. [17] shows that implementing digital technologies can eliminate the need for a 
high volume of production facilities, large bulk inventories, and low-level assembly 
workers, thus reducing the supply chain cost. Evidence also shows that it can save 
transportation and tooling costs, enable economical mass customisation and simplify 
the production processes [18–20]. Digital technology also creates a close relationship 
between design, manufacturing and marketing. Hence, its usage can help eliminate 
the time lag between design and product, shorten the lead time, enable on-demand 
manufacturing and improve process flexibility [21]. Krishnan et al. [12] suggest 
that top management is the major enabler of Industry 4.0 implementation, whereas 
government policies enable substantial support for digital transformation. In addi-
tion, businesses are under immense pressure to deliver on sustainability and net-
zero goals, which has also been an enabler for digital technology adoption [16, 22]. 
Digital technologies have also been proven to improve quality and help eliminate 
waste, manage demand uncertainty, and improve performance by reducing supply 
chain risks [23]. Industry 4.0 emphasises creating a sustainable environment through 
resource utilisation, recycling and reuse. It also emphasises promoting quality over 
quantity, green development, optimisation of industry structure and nurturing human 
talent [22]. Some key digitalisation enablers from existing studies are cost savings, 
speed responsiveness, quality improvement, and environmental benefits. 

From the operational point of view, several studies [24] underline the barriers 
to adopting digital technologies in supply chain management, such as the lack of 
standards, increasing need for communication channels, higher requirements for 
computing networks, meeting regulatory compliance, and contractual ambiguity. A 
critical barrier to digital technology adoption is the lack of a well-defined goal [25]. 
Digital transformation in the supply chain could help reduce invoice processing time, 
cut costs, and enhance efficiency. However, without clear, well-defined objectives, 
the organisation would not know how to proceed and how the desired results would 
be achieved. Successful implementation of new systems or processes requires close 
management, a roadmap and a framework to approach the complexities efficiently. 
Still, without proper knowledge transfers and the required skills to work with new 
systems, the workforce would not be able to implement any project [26]. Innovation 
culture requires skills and competence by employees which are presumably beyond 
the traditional basic knowledge [37]. Therefore, lifelong learning should be part of 
the organization’s strategic goals [38]. Industry 4.0 imposes additional requirements 
on employee skills, continuous retraining and advanced training. 

The digitalisation of the supply chain is capital-intensive and often acts as a barrier. 
Therefore, it is essential to choose the correct platform which supports the combi-
nation of solutions suitable to the business requirements [26]. Businesses continue 
with traditional supply chain methods due to lacking capabilities and knowledge to 
deal with cyber threats and data thefts. This increased risk of security breaches can
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be caused by the incorrect deployment of technology and can harm confidential data 
and disrupt the relationship with key partners. Such fears discourage the adoption 
of digital processes and force companies to rely on traditional communication chan-
nels [27]. Changing company culture is also one of the biggest challenges for any 
organisation, as the employees often struggle to identify the benefits of new digital 
technologies. 

Moreover, added responsibilities and growing job requirements can lead to a 
higher stress level due to fear of job losses. This would require educating the relevant 
stakeholders, increasing organisational awareness by encouraging better communica-
tion and collaboration and empowering employees to work at each stage of the supply 
chain with access to critical data [28]. There are ample empirical examples to support 
the importance of communication, the way data is communicated, and maintaining 
transparency [35, 36]. Implementing digital technologies can improve the compet-
itiveness of companies; however, organisations need to overcome barriers such as 
the lack of well-defined goals, cultural challenges, high investment, lack of skilled 
workforce, and legal ambiguity to adopt industry 4.0 technologies successfully. 

In today’s increasingly globalised economy, SMEs contribute greatly towards 
economic development and employment generation [29]. According to many 
researchers, such as [30, 31], SMEs occupy 70–80% of market space in most 
emerging countries. SMEs generate employment, contribute to entrepreneurship, 
and significantly impact supply chain performance. SMEs are also important growth 
engines in many countries in the current competitive business environment and 
global marketplace. However, they often have limited financial, management, and 
personnel capacities based on their owner-manager’s competency [31]. Studies show 
that SMEs are so disparate in size that they cannot apprehend the complexities of 
supply chain management and are pressed with external pressures such as economic, 
governmental, political, socio-cultural and technological [32]. Implementing the 
digital supply chain can provide innovative opportunities for SMEs to improve their 
customer service and responsiveness, communications, and electronic trading and 
develop more clarity on business strategies and core competencies. However, SMEs 
are often ill-equipped to face these new possibilities regarding digital adoption in 
their supply chains [33]. This study, therefore, aims to understand the barriers and 
enablers of digital technology adoption in supply chains for SMEs. 

3 Materials and Methods 

The data gathered in this study was acquired by interviewing the SME owners and 
managers to fulfil the study’s objective. The purpose of conducting semi-structured 
interviews with SMEs was to understand the enablers and barriers to technology 
adoption from their perspectives and then try to draw a similarity with the literature 
review of this paper. 

The interviewees were the owners and managers of a restaurant, construction 
company, manufacturing firm and warehouses. As digital technologies completely
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transform the methods and practices carried out in businesses concerning commu-
nication, data acquisition, and transfer of information systems, those SMEs were 
targeted that would benefit greatly from the use of technologies in their supply chain 
network. First, the interviewees were contacted over email and briefed about the 
research objectives. Following this interview was scheduled with each participant 
based on their availability. Each interview lasted approximately one hour. The study 
was conducted during the pandemic. Hence all interviews took place online through 
Microsoft Teams. 

Ethical approval was taken, and all ethical protocols were followed during and 
after the data collection. 

The study is based on interviews and may contain a subjective assessment of 
the respondents. In view of the fact that a large number of respondents took part 
in the survey, the results of the survey may contain a perception error. We make a 
number of assumptions to accommodate these research limitations and conduct a 
more extensive review of the literature to confirm our findings. 

4 Results and Discussions 

The findings of this study are based on semi-structured interviews with five SME 
owner-managers. Table 1 provides an overview of the participants’ work experi-
ence, their position in the company and their organisation’s domain. Based on their 
knowledge, experience and education, the owner-managers of SMEs set the road 
map for the organisation, which include forming alliances, maintaining supply chain 
matrices, setting performance indicators, etc. As fewer departmental interfaces are 
involved in SMEs, it is often easier to implement changes, and the organisation can 
adapt quickly to volatile market conditions [34]. These arguments were explored 
while conducting the interview. As small firms face resource gaps in finance, skills, 
knowledge and technology, they heavily rely on the capacity and competency of their 
managers or business owners to play a central role in the business [30, 31]. 

Table 1 Profiling of 
interviewees 

Participants Years of 
experience 

Position Sector 

A 20 Managing 
director 

Restaurant 

B 12 Manager Warehouse 

C 15 Managing 
director 

Construction 

D 7 Managing 
director 

Manufacturer 

E 10 Managing 
director 

Restaurant
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The findings show that most business owners were implementing digital tech-
nology in some way or another to maintain the supply chain network. When asked 
about the drivers of technology implementation in their businesses, one of the inter-
viewees (Participant A) stated that they run one of the busiest restaurants in the city, 
and digital technology implementation has created so many opportunities for their 
business. Earlier, their orders used to be handwritten and then manually transferred 
to the kitchen, but now the servers use the tablets to take orders and the receipt of 
which goes to the kitchen for the preparation of the food and to the reception area for 
billing. Owner A further stated, “The implementation of technology over the tablet 
has helped us save the cost of an accountant as all his finances can be easily calcu-
lated with the use of software and the entire data gets saved in the cloud. In addition, 
it requires a minimal maintenance fee in case of any software bug fixes, thus helping 
us save operational costs”. When asked if they recognised the enablers and barriers 
identified in this study as relevant to their business, they were in sync with most of 
them by identifying cost savings, speed responsiveness, quality improvement, etc., 
as potential drivers. In contrast, most interviewees also identified a lack of well-
defined goals, cultural challenges, high investment, lack of skilled workforce, and 
legal ambiguity as potential barriers to technology adoption in their supply chains. 
Most interviewees also observed that acceptance and understanding of digital tech-
nology have helped them grow their businesses and have helped them strengthen their 
relationships with customers by providing them with better services and products. 

Though all the interviewees were using digital technologies in their daily oper-
ations, it was also noted that most still rely on traditional ways of operating busi-
nesses, such as emails and phone calls to contact their suppliers for shipment and 
delivery instead of real-time information exchange. For example, one of the partic-
ipants (Participant B) confirmed that they get notified about the order weekly. If 
there has to be a delivery on an urgent basis, then they have to select the order 
with maximum priority. Most interviewees reflected upon their backgrounds and 
explained how their efficacies helped them create a unique business environment. 
While some (Participants A, C and D) provided insights about their plans to expand 
the business and implement new technologies by taking bank loans and getting funds 
from close relatives, others (Participant E) did not want the unnecessary burden that 
comes with recent assets acquisition. In summary, the interviewees provided an idea 
of their risk preferences and the ambitious ventures they might carry out soon. While 
most interviewees possessed and exhibited much knowledge about their domain, they 
seemed a little less aware of the digital technologies that can be utilised to advance 
their current businesses and attract more customers. 

Some informal comments provided by interviewees also indicated a lack of 
knowledge of digital supply chain management. However, the study found that the 
businesses were conducted less formally than large firms, with few employees and 
manager handling most of the duties and carrying out most of the decisions. This 
speaks of the need for education in this field because if they approach handling vast 
volumes of business transactions in future, the process would be totally inefficient as 
it would be labour-intensive and error-prone manual processes, such as paper-based 
record keeping and communication through phone calls and emails.
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The study, however, has certain limitations. First, due to time constraints, the 
research was limited to contacting only five SME owners and managers for their 
profiling data collection. Although the study identified enablers and barriers to digital 
technology adoption in SCM, the comparison between the supply chain network 
of multinationals and small and medium-sized enterprises could only be achieved 
through the findings of previously published articles and reports. Secondly, although 
an online interview saved time and money concerning travelling, in-person interviews 
would have provided better insights about participants’ current work, especially 
when the interview topic is seen to be interesting and relevant to their current work. 
The study emphasises that the discussion on digital supply chain provides a new 
perspective, a new line of investigation and a future research agenda, particularly in 
the context of SMEs. 

5 Conclusion 

This study highlights the importance of adopting digital technologies in supply 
chains. This study identifies several enablers and barriers to digital technology imple-
mentation in supply chains through a comprehensive review of the literature. The 
study shows that adopting digital technologies such as big data, artificial intelligence, 
IoT, and cloud computing will help organisations improve data security, communi-
cation with supply chain partners, traceability, and demand–supply management 
capability. The study also identifies enablers and barriers to digital technology adop-
tion in the context of SMEs. The literature review and interviews identified cost 
savings, speed responsiveness, quality improvement and environmental benefits as 
key enablers of technology adoption. In contrast, a lack of well-defined goals, cultural 
challenges, high investment, lack of skilled workforce, and legal ambiguity were 
identified as barriers to adopting industry 4.0 technologies successfully. 

Previous studies have discussed the advantages of stand-alone technologies such 
as blockchain, big data, cloud computing and artificial intelligence. Still, there is very 
less empirical evidence of the impact of these technologies in SCM and how they 
assist SMEs in gaining a competitive advantage. The literature indicates that compa-
nies worldwide are finding new ways to improve supply chain performance to reduce 
working expenses, improve margins, retain and increase market share, and increase 
responsiveness to customers. It also indicates that by creating readiness for new 
responsive digital systems, supply chain and procurement can record several benefits 
such as improved asset utilisation, higher uptime, lower warehousing and inventory 
costs, efficient delivery of products and more efficient inbound supply chain. This 
study shows that companies wishing to improve their supply chain performance must 
rely on technological advancements to satisfy better customer requirements in real 
time. The study revealed that most SMEs do not have the transaction volumes to 
justify the investments in technology and therefore are unwilling to make neces-
sary changes in their business processes. For these companies, discipline, planning,
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committed top-down leadership and education about digital SCM could help them 
make better-informed adoption decisions. 

6 Ethical Statement 

The work was performed in accordance with the ethical guidelines of the University 
of Bristol. 
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Theoretical Prerequisites for Creating 
a Digital Twin Prototype of Value Chain 
Reliability Management 

Alexey Tyapukhin , Andrey Yumatov , and Raisa Vidishcheva 

Abstract The article aims to substantiate the approach to creating a Digital Twin 
Prototype for managing the reliability of value chains followed by the develop-
ment of a technical specification for creating a Digital Twin for Chain Manage-
ment. The research methods of classification, analysis and synthesis, induction and 
deduction are used. Among the tools applied are binary matrices based on qualita-
tive attributes and dichotomies of objects and components of Chain Management. 
The article justifies the enlarged structure of the Digital Twin Prototype of Chain 
Management, clarifies the classification of reliability of chain objects and compo-
nents, discusses the content of the criterion “reliability” of the management chain 
“consumer—focus enterprise—supplier”, defines variants for reliability indicators 
of Value Chain Management, and establishes the criteria for the value of consumers 
for assessing its reliability. 

Keywords Chain · Value · Digital Twin Prototype · Reliability 

1 Introduction 

Great economic performance of enterprises in the modern market is determined by 
their focus on creating values for end consumers of products and (or) services [23], the 
transition of enterprises from local activities to being a part of chains [21], including 
value chains, ensuring sustainability of these chains [11], or their reliability [29].
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These factors taken into account in the practical activities of enterprises are associ-
ated with a significant number of problems: Numerous interpretations of the terms 
“value” [13], “Supply Chain Management” [28], “sustainability”[10], “reliability”, 
and their possible combinations; difficulties in identifying the main components of 
chain reliability management; determining the relationships between them, as well as 
detecting trends in their transformation under the influence of environmental factors; 
determining optimal management modes for the reliability of chains at large and 
their components, in particular; monitoring and measurement of these components, 
most of which are described by qualitative characteristics. 

The solution of the above problems requires a system approach using the appro-
priate management software based on Digital Twins or “a digital simulation model of 
a real logistics system, which features a long-term, bidirectional, and timely data-link 
to that system” [7]. In turn, it is possible to design Digital Twin on basis of Digital 
Twin Prototype “that contains the set of data/information that is essential to create 
or manufacture a physical copy from the virtual version” [25]. 

Since creating the Digital Twin of a virtual (non-physical) object, including chain 
reliability management, is more complex than creating the Digital Twin of a physical 
object, the objectives of this study are to form the structure of the criterion “reliability” 
of the management chain “consumer—focus enterprise—supplier”; to determine 
variants for reliability indicators of Chain Management; to clarify the criteria for the 
value of consumers to assess its reliability. 

2 Literature Review 

Chain as a management object is characterized by ambiguity of interpretations. The 
term covers such objects as “integration of trading partners’ key business processes” 
[33], “a series of integrated enterprises” [12], “total systems approach to managing 
the entire flow of information, materials, and services” [4], “the management of 
upstream and downstream relationships” [9], etc. If chains are created first, and only 
then values for end consumers are created, it is advisable to distinguish between 
chains in statics (enterprises and relationships) and chains in dynamics (processes and 
flows). In addition, experts talk about several types of chains: Values [23], demands 
[5], and supplies [21]. 

Enterprises as objects of management and as links of chains in statics are hetero-
geneous in the structure and management approaches used. This aspect of the study 
is clearly shown by the example of the term “value”, the content of which varies from 
“the amount buyers are willing to pay for what a firm provides” [23] to “a percep-
tion that becomes the reference and evaluation in seeing the attributes of products” 
[34]. It is possible to assume that the first interpretation of the term is preferable for 
the initial supplier of the chain, which is characterized by mass production, and the 
second interpretation is typical of its end link, the value of which is “highly individual 
to each consumer” [19]. At the same time, it is necessary to take into account the
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stages of the value life cycle, such as desired value, value creation, value appropria-
tion, and perceived value [24]. For example, Bhandal et al. [6] emphasized the need 
to consider the value of the end consumer when creating Digital Twins of the chains. 

The features of the chains leave an imprint on the essence and concepts of 
managing the reliability of these circuits, which can manifest itself in the following 
forms: “sustainability” [26], “resilience” (e.g., [8]), “transformability”, “adaptabil-
ity” [22], etc. Each of them characterizes the state of chain links, which requires 
them to be identified, measured, assesses, analyzed, and corrected [29]. Even in the 
first approximation, the researcher of chain reliability management issues faces the 
need to clarify the object of research and study its components. The use of Digital 
Twins (DTs), which include Digital Twin Prototype (DTP) and Digital Twin Instance 
(DTI) [17], can significantly facilitate finding the solution to these problems [20]. 

The special features of DTP management of the virtual (non-physical) object are: 

(1) DTP is the basis for creating DTI, and DTP is developed by its consumer and is 
of value to them. At the same time, in order to create a DTI, the consumer gener-
ates demand that is satisfied by suppliers specializing in information technology. 
That is, when creating DTI, the concepts of Chain Management—values, 
demands and supplies—are consistently implemented; 

(2) DTP can be created either in the traditional way through tangible media or 
electronically using the appropriate software; 

(3) DTP includes a set of management objects (enterprises, relationships, processes, 
and flows), the analysis of which helps identify their components and shows how 
the relationships between them are formed. Moreover, each object and compo-
nent is characterized by quantitative and qualitative parameters that describe not 
only these objects and components, but also environmental factors that influ-
ence their structure and application. These parameters are designed to iden-
tify and detail management objects and components in accordance with the 
sequence “environment → desired value for the consumer → value prototype 
→ management concept → management system → chains in statics → chains 
in dynamics → value carrier → perceived value of the consumer”. In other 
words, DTP is a set of elementary, impersonal components of management 
objects for the consumer to select from to create the most appropriate combina-
tion of formalized components based on which specific management objects are 
designed, reflecting the consumer’s vision of the specific management situation 
and allowing him/her to make adequate managerial decisions founded on the 
appropriate parameters and characteristics [14]; 

(4) Regardless of the method for creating a DTP, it is advisable to assign the binary 
code to each object and its component corresponding to the location of this 
object or component in their totality, ordered both vertically and horizontally. 
The use of these codes allows implementing the system-based approach to 
creating a DTP, distinguishing objects and components by their parameters 
and characteristics, providing for the possibility of their transformation and 
changing relationships, taking into account the likelihood of their replacement 
and the adoption of new managerial decisions. At the same time, it is expedient to
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distinguish between the system of codes formed in manual mode and necessary 
for the user when creating a DTP, and the system of codes formed in machine 
mode, developed automatically when creating a DTI; 

(5) DTP is usually used to create a DTI and, accordingly, new physical or virtual 
(non-physical) objects. At the same time, it is possible to create a DTI “from the 
reverse”, that is, based on the existing management objects and components. 
In this case, the DTP is utilized as a DTI testing tool, in order to determine its 
possible inconsistency with these objects [2]. At that, when testing the existing 
virtual (non-physical) objects, for example, management principles, numerous 
problems arise, which requires an appropriate methodology to be applied. 

3 Methodology 

The choice and refinement of the research methodology is based on the following 
prerequisites: 

(1) The objects and components of management should be described by quantita-
tive and qualitative attributes and measured, respectively, by numbers and, at a 
minimum, by dichotomies; 

(2) To identify and substantiate the qualitative characteristics of objects and compo-
nents of management, as well as their dichotomies, it is advisable to use a 
descriptive research method based on the analysis of literary sources and/or 
sociological surveys of specialists at a specific time; 

(3) To structure and formalize objects, as well as to classify components of manage-
ment, it is advisable to use a faceted research method, in which binary matrices 
are formed, allowing one to obtain “2x” variants of these objects [1], where the 
digit “2” corresponds to the number of dichotomies, and x is the number of 
qualitative attributes of the object or component; and 

(4) The binary matrices make it possible to develop the classification of variants of 
objects and components within the research method of analysis. Based on the 
outcomes, more complex variants of the object or component can be formed 
using synthesis. Any combination of variants obtained through binary matrices 
is processed by means of deduction and induction. 

4 Results 

The above allows determining the enlarged structure of DTP of Chain Management, 
which includes four basic blocks: The value chain (of objects), the chain in statics, the 
management system and the chain in dynamics, and the three-link chain in statics 
“consumer—focus enterprise—supplier” is selected as the main chain. The focus 
enterprise performs the functions of integrator when fulfilling the order of the end 
consumer on the basis of formal relationship with the consumer and supplier. Since
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the length of the actual chain, as a rule, is more than three links, the functions of 
the integrator are passed from the focus enterprise to its supplier up to the initial 
supplier, which allows considering and investigating the actual chain as the integral 
management object based on creating values of all its links, despite the heterogeneity 
of this chain. 

The basis of DTP of Chain Management is the stages of the value life cycle or its 
objects. The transition from one stage to another requires forming various types of 
chains in statics and dynamics, as well as management systems for links and the chain 
as a whole. This process is repeated at least three times. In this case, the criterion for 
chains’ effectiveness is the correspondence of the desired and perceived value of the 
end consumer, or the reliability of value objects of this consumer at the stages of the 
life cycle. 

Accordingly, the reliability of value objects of the end consumer is determined by 
the reliability of Chain Management objects: Enterprises, relationships, processes, 
and flows. In addition, these objects can be distinguished using the following classi-
fication attributes and dichotomies: “state of the chain in time” (static, symbol “0”, 
and dynamic, symbol “1”), and “activities or functions of chain links” (resources 
processing, symbol “0”, and receiving/transferring resources, symbol “1”) (Fig. 1) 
[30]. 

Each of the chain management objects has its own type of reliability, and it 
is advisable for them to include entrepreneurial, technological, organizational, and 
logistical reliability. On the one hand, these can be structured down to elementary 
types, and, on the other hand, allow creating combinations of them, such as industry, 
resource, static, and dynamic reliability, up to the reliability of Chain Management. 

Figure 2 presents the reliability of main stages of the life cycle of value or its 
objects and allows making the following conclusions:

(1) When managing the chain reliability, it is necessary to take into account the 
reliability of the desired value, the value prototype, the value carrier, and the 
perceived value not only of the end consumer, but also of the links of three-link 
chains;

State of the chain in time 
Statics (0)    Dynamics (1) 

Enterprise (00) 
(entrepreneurial re-

liability P) 

Processes (01) 
(technological 
reliability Т) 

Relationships (10) 
(organizational 
reliability О) 

Flow/Inventory (11) 
(logistical 

reliability L) 

Resources  
processing (0) 

Activities or functions 
of chain links 

Receiving/transferring  
resources (1) 

Static 
reliability (0010) 

Dynamic 
reliability (0111) 

Industry 
reliability (0001) 

Resource 
reliability (1011) 

Fig. 1 Classification of Chain Management components, types and codes of their reliability 
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Fig. 2 Structure of the criterion “reliability” of the Chain Management “consumer—focus 
enterprise—supplier” 

(2) When determining the reliability of Value Chain Management, including 
formalization and consumption chains [30], the reliability of Demand Chain 
Management, and Supply Chain Management should be considered; 

(3) Effective management of the reliability of value chain is dependent on the rela-
tionships between the links of the chain, established according to the desired 
values of these links; and 

(4) The reliability of the chain is largely determined by the presence of cross-
functional barriers, the elimination of which is the prerogative of logistics 
management. 

As discussed earlier, the reliability of Chain Management objects can manifest 
itself in various forms: Sustainability, flexibility, resilience, and survivability [29]. 
At the same time, a particular reliability variant is predetermined by the mode of 
operation of the Chain Management objects (Fig. 3).

As follows from Fig. 3:

(a) The reliability variant is chosen according to two basic attributes—the goals of 
links in the value chain and their potentials; 

(b) Each reliability variant corresponds to a certain risk level—the lowest for 
sustainability (risk level 4) and the highest for survivability (risk level 1); 

(c) The links in the value chain may be characterized by one or another reliability 
variant and, accordingly, the level of risk; and 

(d) One or another variant of chain reliability can manifest itself when the particular 
chain management object is affected and functioning (Fig. 2), which allows
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Sustainability S (00) 
(Mode: Return) 

Flexibility F (01) 
(Mode: Adaptation) 

Survivability U (10) 
(Mode: Survival) 

Vitality V (11) 
(Mode: Counteraction) 

Stable (0) 
Stability of the goals 
of the management 

object 
Adjusted (1) 

Loss and restoration of po-
tential (0) 

Loss and change 
(increase/reduction) of 

potential (1) 

Mode of operation of the management object 
under negative external influences 

Fig. 3 Classification of variants for the reliability of management object according to the attributes 
of “potential–goal”

Table 1 Combinations of reliability of link, channels and chain of value 

Reliability 
variants 

Types of reliability 

Entrepreneurial 
reliability E (00) 

Technological 
reliability T (01) 

Organizational 
reliability O (10) 

Logistical 
reliability L (11) 

Sustainability S 
(00) 

S/E (0000) S/T (0001) S/O (0010) S/L (0011) 

Flexibility F 
(01) 

F/E (0100) F/T (0101) F/O (0110) F/L (0111) 

Survivability U 
(10) 

U/E (1000) U/T (1001) U/O (1010) U/L (1011) 

Vitality V (11) V/E (1100) V/T (1101) V/O (1110) V/L (1111) 

establishing combinations of reliability of links, channels and value chains, 
each of which is indicated by a four-digit binary code (Table 1).

The above information makes it possible to substantiate variants for determining 
the reliability indicators of Value Chain Management (Fig. 4).

A consumer who is in a certain state and in the specific situation assumes to get 
the desired value. Since values are created jointly with suppliers, the desired value 
must be transformed into the value prototype, which is formalized in the form of 
demand intended for this supplier. When familiarizing with the consumer’s demand, 
the supplier gets the idea of its own desired value, for which to be created it needs 
to define the goal and have a certain potential. 

Based on the agreements of desired values of consumer and supplier, they establish 
certain relationships, thereby forming the channel in statics. With the standard form 
of these relationships, the universal DTP should have the typical scenario of these 
enterprises’ behavior, which serves as the basis for converting the value prototype 
of the supplier into the value carrier, performing processes, and managing resource 
flows. This value carrier, on the one hand, allows the consumer to assess the perceived 
value through sensations, impressions, experience, and compare it with the desired
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Table 2 Options, codes, and criteria for the value of consumers of products and/or services to 
assess its reliability [15, 18] 

Value variants Code Authors Value criteria 

Scale Criteria variant Code 

“The amount buyers are 
willing to pay for what a 
firm provides” 

00 Porter (1985) 1 Loss 0000 

2 Wastage 0001 

3 Bonus 0010 

4 Income 0011 

“An experience, and it 
flows from the person (or 
institution) that is the 
recipient of resources” 

01 Feller et al. (2006) 1 Delusion 0100 

2 Mistake 0101 

3 Skill 0110 

4 Competence 0111 

“Products and services 
being viewed as a bundle 
of attributes” 

10 Lancaster (1975) 1 Unnecessary 1000 

2 Excess 1001 

3 Attractive 1010 

4 Necessary 1011 

“A perception that 
becomes the reference and 
evaluation in seeing the 
at-tributes of products” 

11 Woodruff (1997) 1 Irritation 1100 

2 Disappointment 1101 

3 Approval 1110 

4 Delight 1111 

value, and, on the other hand, enables the supplier to do the same, focusing, for 
example, on profit. 

As the result of joint activity of consumer and supplier, prerequisites are created 
for assessing the reliability of the stages of life cycle or objects of value, management 
objects, as well as their various variants using the system of criteria indicated in Table 
2 by four-digit binary codes. 

The information above allows one to develop the methodology for assessing the 
reliability of Value Chain Management, which is the purpose of further research. 

5 Discussion 

The problem of creating a DTP and a DT of managing objects and components of 
chains of various types has not yet been solved and not even formalized. There are two 
main approaches to tackling this problem. The first approach is aimed at developing 
the potential of already created information tools that allow modeling and assessing 
the effectiveness of management decisions, such as SCOR reference model [31] and 
others [3, 16, 27, 29, 32]. The second approach focuses on rethinking the essence 
and content of DTs of this type and forming their new concepts.
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In this study, the theoretical and methodological prerequisites for resolving the 
mentioned problem are built on the second approach, which, according to the authors, 
has not yet been properly developed. Therefore, in the future, the discussion is 
possible on the aspects of creating DTP and DT of the management of objects and 
components of business chains, such as clarifying the terminology of Value, Demand, 
and Supply Chain Management, for the development of unified terms of their objects 
and components; creating the set of relevant and irrelevant (promising) classification 
attributes and dichotomies to substantiate their content and relationships; determining 
transformation variants of these objects and components when changing traditional 
approaches to managing diverse chains; developing typical scenarios for the behavior 
of chain links in statics, depending on the mode of their functioning; forming the 
system of indicators of the effectiveness of Chain Management, etc. 

6 Conclusion 

The following findings obtained by the authors highlight the novelty in the current 
study: The enlarged structure of DTP of Value Chain Management is substantiated 
(Fig. 1); the content of the criterion “reliability” of the Chain Management “con-
sumer—focus enterprise—supplier” is clarified (Fig. 4); variants for determining 
the indicators of reliability of Value Chain Management are determined (Fig. 4); the 
criteria for the value of consumers of products and (or) services for assessing its 
reliability have been established (Table 2). 

Further studies are expected to clarify some theoretical and methodological 
aspects of creating DTP and DT of management of objects and components of chains 
of various types. Among possible avenues for further research are clarifying the struc-
tures of these twins and the content of their main blocks; substantiating and defining 
the content of the approach to developing DTP and DT management of objects and 
components of chains; formulating proposals to create the methodology of design, 
formation, use and optimization of DTs of this type; determining the set of qualitative 
attributes of objects and components of Chain Management and their dichotomies 
that allow identifying these objects and components; identifying possible variants 
for their transformation and basic combinations; justifying the set of typical impact 
scenarios taking into account environmental changes, etc. 
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Methods of Assessing the Institutional 
Environment for the Development 
of Information Logistics 

Alexander Baranov 

Abstract In the context of global processes of innovative economy formation, the 
traditional logistic system is losing its relevance. The leading role in the world 
economy is shifting to information logistic services as a system of new organiza-
tional and economic interaction. Meanwhile, at present, there is no single approach 
to the institutional environment of such practice. The author of the article analyzes 
methods of the research of information logistics, clarifies the correlation of logis-
tics with information and material flows, saving information and transaction costs, 
more efficient allocation of time resources; systematizes the evolution of forms and 
methods of economic integration using information logistics, the differences between 
the digital ecosystem and information clusters. In the research the indicators of the 
digital transformation of logistics services that can be used to assess the effectiveness 
of information logistics at the micro level are supplemented. The paper presents a 
framework for creation of the method for assessing the formation of the institutional 
environment for the digital transformation of logistics services on the example of 
Republic of Belarus. 

Keywords Information logistics · Information flows · Information and transaction 
costs · Digital ecosystems · Clusters 

1 Introduction 

In a historical retrospective, at the first stage of the genesis, the main problems of using 
logistics systems in the conditions of an industrial mode of production belonged to 
the sphere of material flows. Support for the movement of goods from a supplier to a 
consumer was only the accompanying information. Thus, according to the American 
management model, logistic is associated not only with the planning, implementation 
and control of the technical and economical efficiency of transportation of tangible
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and intangible products, but also with the transfer of additional information between 
the place of production and the place of consumption. 

The research question, theories, and methods of logistics services are sufficiently 
deeply and versatile reflected in the scientific works of researchers. The problems 
of strategic management of integrated transport and logistics systems, as well as 
certain conceptual provisions of logistics theory, were developed by representatives 
of the leading scientific logistics schools D. Bowersox, D. Closs [1], J. Cooper, 
K. O’Laughlin, J. Kresge [2], J. Mentzer, K. Kahn [3], J. Stock [4], et al. The works 
of P. Radanliev, D.C. DeRoure, J.R. Nurse, P. Burnap, E. Anthi, U. Ani, L. Maddox, 
O. Santos, R.M. Monitalvo [5], et al. are devoted to the conceptual approaches to 
the analysis of the development of transport and logistics services. The problems of 
cluster formation and digital ecosystems are devoted to the work of Y. Sheffi [6], Mc. 
Kinsey [7], F. Meisel, T. Kirschstein, and C. Bierwirth [8]. The researches of Y. Wan 
[9], W. Kersten, T. Blecker, C.M. Ringle [10], F. Klug [11], M. Lisa Ellram [12], L.V. 
Zhuravleva, V.D. Kirilin, P.O. Repnikov, M.A. Usyukin [13], et al. are devoted to the 
problems of informatization and digitalization of economics and logistics. 

However, the theoretical and methodological provisions of the formation of digital 
ecosystems and information clusters of digital transformation of logistics have not 
been fully developed at present. In addition, a mechanism for improving information 
and materials management processes in logistics systems based on the formation of an 
appropriate institutional environment has not been developed. It is necessary to solve 
several problems related to the study of the conceptual and theoretical foundations 
of saving information and operational costs, more efficient allocation of information 
and time resources in the logistics system. The methods for using digital tools in 
managing logistic systems requires justification. 

These problems hinder the formation and development of information clusters and 
digital ecosystems of logistics services, including the optimization and management 
of operational activities in logistics systems in the context of the development of the 
information economy. 

The author tried to offer his vision to solve these problems by offering the 
methods for assessing the formation of an institutional environment for the digital 
transformation of logistics services. 

Of course, the research suggests some limitations related to the use of the author’s 
method. There is no enough connection between researchers and practitioners in this 
field. However, empirical data on logistics in the Republic of Belarus make it possible 
to note patterns confirming the main hypotheses of the author. 

The first part of the article is an introduction that introduces the activity of the 
topic. The second part gives review of theoretical aspects of the research. The third 
part—the review of the literature on the topic of the research, the genesis of the views 
on logistics in the information economy. The fourth part is devoted to the evolution 
of the methodology for the study of information logistics, digital ecosystems, and 
information clusters and measuring the depth of integration relationships in logistics 
intersystem formations of the corporate level. The fifth part is devoted to the formation 
of a new methodology for researching the institutional environment of information
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logistics of the Republic of Belarus. The sixth part is a conclusion that summarizes, 
outlines further prospects for research in this area. 

2 Theoretical Aspects 

Logistics refers to the overall process of managing material, financial, and informa-
tion flows. Accordingly, logistics management is the sphere of activity of the business 
entity aimed at organizing and regulating financial, material, and information flows 
in order to minimize costs along the entire route, as well as general optimization of 
the enterprise’s activities. Interorganizational logistics involves the coordination of 
the actions of the organization, suppliers, consumers, and logistics intermediaries to 
achieve the goals of the logistics system. 

There are three levels of logistics integration: The first level—separate logistics 
functions are performed; the second is internal integration, when logistics functions 
are combined under a single management within the enterprise, the third level is 
the external integration, when various enterprises integrate their logistics activities 
in the supply chain; enterprises compete not with each other, but with enterprises 
operating in other supply chains. The volume of logistics services is distinguished— 
the volume of logistics operations, as a result of which qualitative changes in the 
material flow (movement and transformation) in the field of trade occur. At the same 
time, forwarding services are services related to the organization of the process of 
departure and receipt of cargo, as well as the performance of other work related to the 
transportation of cargo in accordance with the contract of the transport expedition. 

Achieving logistics goals requires constant monitoring and influencing the logis-
tics processes of management of the process of movement of materials and informa-
tion.Management in this case is aimed at coordinating the activities of all departments 
engaged in the production and sale of products. The tool for such a combination is 
information support. Information arises from various logistics activities and accom-
panies the material flow at all stages of its progress. Information is used when devel-
oping and making management decisions in the logistics system. Accordingly, it is 
necessary to manage and control information processing flows. 

One of the key trends in the development of logistics in the XXI century is the 
increasing integration of network counterparties within the framework of various IT 
platforms that optimize cross-functional business processes, this process refers to 
the informatization of logistics. 

Information logistics is the area of organization logistics that solves the problems 
of organization and integration of information flows for making management deci-
sions in logistics systems. With the help of information logistics and the improvement 
of planning and management methods based on it, companies in leading industrial 
countries are currently undergoing a process, the essence of which is the replacement 
of physical stocks with reliable information. 

Information logistics organizes the flow of data that accompanies the material 
flow and is a significant link for the enterprise that connects supply, production,
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and sales. The task of information logistics is to ensure a high degree of information 
content of the management system, as well as to provide each level of the management 
hierarchy of the logistics system with the necessary information of the proper quality 
and in the necessary time. 

From the point of information logistics, an information flow is a collection of 
messages circulating in the logistics system, between the logistics system and the 
external environment, necessary for managing and monitoring logistics operations. 
Information logistics organizes the data flow that accompanies the material flow and 
is the essential link for the enterprise that connects supply, production, and sales. It 
covers the management of all processes of movement and storage of real goods in 
the enterprise, allowing the timely delivery of these goods in the required quantity, 
picking, quality from the point of their occurrence to the point of consumption with 
minimal costs and optimal service. 

The sustainability of the commodity circulation chains has become one of the most 
important parameters of the functioning of supply chains, along with the provided 
level of service and costs, while if cost reduction is achieved mainly due to local 
optimization, then sustainability acts as a criterion for the effectiveness of the entire 
supply chain. 

The digital transformation of logistics services is the digitalization of cargo trans-
portation, which includes intelligent systems for managing and tracking goods at 
all stages of transportation, complete automation of document management (elec-
tronic commodity and transport documents) in ensuring transportation within the 
country and in international communication with rapid customs clearance of goods 
in cross-border communication. 

The digital transport corridor is used as a market definition of an integration 
and distribution information and service system for electronic logistics and ensuring 
effective monitoring and support of transcontinental cargo flows along transit and 
trade corridors. 

The fundamental difference between digital transformation, automation and 
informatization is not just in increasing the efficiency of existing processes, but in 
the creation of new opportunities and the construction of new processes of activity. 
This defines the potential for digital transformation of logistics. 

The intensity and efficiency of the information and logistics system is an assess-
ment of the success rate of solving logistics problems through the use of an 
information system. 

In the supply network, none of the organizations works autonomously and does not 
compete alone. The focus company depends on network partners who provide it with 
parts for assembly, goods for sale, ensure the movement of goods, etc. The logistics 
strategy of full vertical integration of industries is clearly outdated. The traditional 
approach is that suppliers specialize in delivering the part of the value proposition that 
they have succeeded in integrating into a single supply chain. Evidence that increased 
depth of integration relationships (bothorganizational and interorganizational) leads 
to increased efficiency of the overall supply chain. It has been obtained through the 
research of M. Frolich and F. Westbrook [14].
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The authors found that strategies for the broadest integration lead to the highest 
rates of significant improvement in performance. They presented that point in the 
form of time savings in logistical integration. It can be assumed that wider integration 
reduces the uncertainty of material flow through the supply network, which in turn 
increases efficiency and reduces the time of operations. 

3 Literature Review 

The concept of information logistics was updated at the fourth stage of its evolution 
in the 90 s of the XX century. Its formation led to a continuously growing array 
of information in the field of production, circulation, and finance, which required 
appropriate processing, as well as the development of communication tools and 
computerization of economic activity. The emergence of information logistics can 
be associated with the change in the technological order in the world economy that 
has taken place since the 80 s of the XX century, gave impetus to the development of 
international financial and industrial groups, transnational clusters and corporations; 
in addition, flexible production systems and technologies began to be used. The 
formation of TNCs is inherently informational in nature, involving the creation of 
special logistic organizations. 

According to H. Yi-Hui, L. Chieh-Yu [15], the term «information logistics» can 
be defined as the optimal management and control of information processing flow in 
terms of storage time, distribution, and presentation of resources to achieve optimal 
company results compared to its costs. It can also be considered as a concept of using 
IT to optimize the logistics process. 

Foreign scientists consider information logistics from two positions. On the one 
hand, some experts refer information logistics to the functional area of information 
management. On the other hand, information logistics is considered as a company’s 
information resource management system based on logistics principles [16]. 

These methodological approaches do not contradict each other and can be used to 
clarify the concept of integrated information logistics. On the one hand, information 
logistics can be represented as a supporting subsystem of the functional sphere of 
logistics management or the general theory of logistics. Then its goal is to provide the 
most complete up-to-date information of logistics systems, reduce transaction costs 
in this area, and the object of study is information flows that accompany material ones. 
On the other hand, information logistics becomes a tool that performs the function 
of providing the entire organization with information, based on the basic principles 
of logistics (necessity, completeness, accurate calculation, time). Thus, information 
logistics is becoming a separate scientific area that has significant integration poten-
tial, which is able to combine and strengthen the institutional interaction between 
the key functional elements of a virtual enterprise or information cluster, such as 
obtaining resources, the production process, marketing, obtaining finished products, 
and its implementation.
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From our position, information logistics is associated not only with information 
and material flows, but also with saving information and transaction costs, more effi-
cient distribution of time resources, so it can be defined as the optimal management 
of the processes of movement of material and information from the standpoint of 
storage, distribution, and transportation resources, which contributes to the growth 
of efficiency and profitability of the subjects of the information economy. Logistics 
itself is associated with information flows that carry information about the trans-
portation of goods, the movement of resources, etc. However, the integration of IT, 
blockchain technologies, and smart contracts into the logistics system leads to a 
sharp reduction in information and transaction costs, which should include the costs 
of time, anthropogenic resources in order to develop models of optimal collaboration 
of cluster subjects based on improved efficiency, modeling of vertical, and horizontal 
informational correlation. 

Information logistics in some scientific works was called Internet logistics, and 
in the works of Y. Wang, I. Giannoccaro, L. Purvis, A. Iffikhar—e-logistics [17], it 
indicates a wide scale of use logistics information systems, which are of particular 
importance in the context of the transformation of traditional economic activity into 
an electronic form, which allows quickly, without the use of an intermediary mecha-
nism and distribution centers, redirect material flows directly from the producer to the 
consumer, saving time resources and implementing the principles of prosumerism, 
characteristic of the new information economy. 

Information flows in information logistics are formed in accordance with material 
ones. It is assumed that each material flow corresponds to an information. Such a 
correspondence is not always isomorphic (complete). Often, information and material 
flows occur in different time intervals. Thus, a material flow can arrive at a given 
place, and documents for it may not yet be delivered here. If the arrival of a material 
flow is ahead of the arrival of documents on it, then this is considered unpackaged 
deliveries, accepted by the recipient for safekeeping and only then, after the arrival of 
documents, the compliance of the arrived materials with these documents is checked. 
Maybe vice versa: Documents for cargo arrived at their destination, and the material 
flow is still on the way. If the opposite, then the documents are recorded as a basis 
for accounting for “stocks on the way” and after the arrival of the cargo are checked 
with its composition and volume. Preferable is the option of advance of information 
flows in comparison with movement of material ones. This makes it possible for 
better preparation for receiving goods. In fact, information flows are not always 
ahead of the curve. Information flows should be adequate to material ones in terms 
of the characteristics of these flows. Thus, information logistics should assume a 
consistent relationship (which can be reflected as correlation) between material and 
information flows, the values of which should be analytically dependent on each other 
and on the resulting indicators of the end object of information logistics management. 

The term “value chains” was developed and introduced by M. Porter in 1985 in the 
book “Competitive Advantage” [18]. It describes the value chain as a set of various 
types of company activities aimed at development (making new products, using new 
technologies), production, marketing (growth in the loyalty of consumers), delivery, 
and maintenance of its products. Per research unit M. Porter takes an individual
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company in a particular industry. The value chain consists of main (internal logistics, 
external logistics, manufacturing process, marketing, service) and ancillary (mate-
rial and technical support, technological development, frame management, company 
infrastructure) activities. Value chain is a series of sequential actions of the company 
to transform resources into a final product or service. In the general sense, this is a 
tool aimed at strategic planning, in order to describe in detail the activities of the 
organization. 

However, according to a number of researchers [19, 20], the informatization of 
logistics activities is not associated exclusively with the use of IT, this process is 
progressive in parallel with the introduction of new forms of economic integration, 
such as virtual enterprises, strategic alliances, innovation clusters, etc. In our opinion, 
information logistics is especially relevant when we organize the activity of transna-
tional information and information-time clusters, the subjects of which are dispersed 
around the world, and the management of logistics flows moves to the information 
level. 

4 Material and Methods 

The logistics principles are generalized experimental data, the laws of it phenomena 
can be found from the observations of logistics experts. Knowledge of principles 
by logistics experts makes it easy to compensate the uncertainty of some institu-
tional environmental factors. The basic principles of logistics include: consistency, 
complexity, scientific, specificity, constructiveness, reliability, and variability. 

When analyzing and designing logistics systems, methods and techniques of logis-
tics management, the following principles of logistics system management were 
developed and tested: a systematic approach—manifests itself in considering all 
elements of the logistics system as interconnected and interacting to achieve a single 
management goal. However, a distinctive feature here is that the functioning of 
individual elements is not optimized, but it can be done with the entire logistics 
system in general; the principle of global optimization—when optimizing the struc-
ture or management of the logistics system, it is necessary to agree on local goals 
for the functioning of system elements in order to achieve a global optimum (espe-
cially in information clusters and digital ecosystems); the principle of total costs 
is to take into account the totality of the costs of managing material and related 
financial and information flows in the logistics chain; the principle of logistic coor-
dination and integration—provides for the achievement of an agreed, integral partic-
ipation of all links of the logistic system in the management of material, financial 
and information flows in the process of implementing the goal of the system; the 
principle of modeling and information support—when analyzing, synthesizing, and 
optimizing objects and processes in logistics systems and chains, various mathemat-
ical, economic-mathematical, graphic, and other models are widely used (at the same 
time, the non-use of information and technology support is practically excluded); 
principle of development of the necessary set of subsystems providing the process



226 A. Baranov

of logistic management of technical, economic, institutional, legal, organizational, 
personnel support, etc.; the principle of universal quality management—ensuring the 
high quality of operation of each element of the logistics system to ensure the overall 
quality of goods and service provided to end consumers; the principle of human-
ization of technological solutions—solves the issues of compliance of the logistics 
system with environmental, ergonomic, social, ethical requirements, etc.; principle 
of stability and adaptability—consists in stable operation of the logistic system at 
permissible deviations of parameters and factors of the environment and flexible 
adaptation at their significant fluctuations. 

In a digital environment, the organization of work changes throughout the value 
chain. Software integration, work in the cloud, data analysis must be combined with 
the design, production, and technical support of complex "physical" equipment. It 
must be stated that with the appearance of the classic control model is not effective 
for smart devices. 

Automation and robotization cover all mining processes. In modern conditions, 
companies are being transformed into digital corporations, in which many stan-
dard business processes are already automated, hierarchies, and connections within 
companies and the procedure for interacting with the entire industry ecosystem with 
competitors, suppliers, and customers are changing. Automation from the opera-
tions moves to the control area, and the information system implements this process 
cheaper, more reliable, more effectively. 

The structure of the enterprise management, which causes the appearance of new 
functional structures: Data Management development department; IT Operations 
Quality Assurance Department; Client Experience Management are changing. In 
the digital ecosystem, the IT and R&D division works especially closely together 
to implement improvements and updates as soon as possible. The effect that the 
company receives as a result of organizational transformations depends on the art 
of processing the obtained data. Thus, information becomes an asset that affects 
business performance [21]. 

In addition, the more partners in a single network and ecosystem, the smarter it 
is, machine algorithms allow you to identify patterns, create models and generate 
recommendations. Ultimately, the use of digital technology will lead to an increase 
in labor productivity due to a significant decrease in time spent on production oper-
ations, reduction of production costs and power consumption for the manufacture 
of products, which makes it possible to reduce supply prices. Qualitative analysis 
of data, according to estimations of foreign experts, allows to increase performance 
from 3% to 15% [22]. 

Digital Ecosystem, according to I. A. Arenkova, T. A. Lezina, M. K. Tsenzharik, E. 
G. Chernovoy [23] unites members of the value network and attracts new participants 
by providing them with access to technologies and valuable resources. It is controlled 
by a founding company that owns a digital platform and unique technologies. For 
example, the leaders of the world economy Microsoft, Apple, WalMart form ecosys-
tems within the created digital platforms, which, as a result, create value for all its 
participants in the form of new products, technologies, or growth in the loyalty of 
consumers. The digital ecosystem differs from the traditional idea of clusters and
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Table 1 Differences between the digital ecosystem and clusters 

Characteristic Traditional cluster Informational cluster Digital ecosystem 

Geographic 
proximity of 
participants 

Important Not important Consciously rejected 

Role of 
competition and 
cooperation 

Effectivity is achieved 
through competition 

Competition is more 
important, but 
cooperation promotes 
innovation 

Equally important is 
competition and 
cooperation 

Generation and 
transfer of 
knowledge 

Limits help to share 
knowledge and create 
them cooperatively, but 
locally communications 
are an important driver 
of innovation 

Characterized by the 
exchange of 
operational 
information, there is no 
close relationship at the 
strategic level. 
Knowledge is 
generated, distributed 
in the network 

Focus on involving all 
innovative actors in the 
use of technologies for 
the development of new 
decisions 

The foundation 
integration 

Geographic proximity Strategy presents the 
resource base 

Digital platform is the 
technological resource 

Degree of 
independence of 
participants 

Members in a certain 
degrees are independent 

The cluster core is the 
leader and performs 
control functions 

Leadership formally 
belongs to the 
company-founder 
(keystone) 

most closely correlates with the concept of information and information-time cluster 
formations (Table 1) [24]. 

As a result of the involving of IT in the processes of information logistics manage-
ment, prerequisites and tools are formed not only for improving the efficiency of 
individual economic entities, but also for intersystem associations created with their 
help in the form of information and information-time clusters, which leads to an 
increase in the effect of informatization of management by increasing sustainability 
and flexibility of the created integration structures. An important problem in the 
evolution of new forms of interaction between firms in the information economy is 
the intersystem compatibility of constituent elements, which is assessed through the 
prism of technological and organizational indicators, that requires the use of new 
mechanisms and methods of information management based on a closer model of 
interaction. 

At the same time, an unlimited increase in the level of management informa-
tion capacity, which is characteristic of the digital ecosystem, does not seem to be 
economically feasible, since there is a limit of the effectiveness of management using 
IT, which, in turn, is determined by the characteristics of interorganizational logistics 
interaction. 

Let us consider the indicators for assessing the level of logistical integration, the 
analysis of which allows us to assess the degree of correlations within individual 
logistical intersystem formations (information and information-time clusters) based
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on the analysis of material, informational and financial flows connecting participants 
in the integration formation (Table 2). 

Turning to transport logistics, it should be noted that the role of information flows 
in the management of transport and cargo is evidenced by direct agreements between 
senders and ports, calendar and contact schedules for the delivery of trains and ships. 
The goods following the transshipment should be separated from the general loading, 
tracking should be organized for their movement on the network of railways in order 
to inform transport hubs in advance about the cargo flows sent to them.

Table 2 Measuring the depth of integration relationships in logistics intersystem formations at the 
corporate level 

Index Designation reading Analytical expression Explication 

Analytical indicators of the intensity of mutual connections 

Significance indicator 
of mutual material 
flows 

TFT T FT  = FTa 
FTs 

, FTa—the total freight 
turnover between the 
participants of the 
logistics intersystem 
formation; 
FTs—total freight 
turnover of participants 

Significance indicator 
of mutual financial 
flows 

TI T I  = Ia 
IZ 
, Ia—total mutual 

investments of 
participants; 
Iz—total investments 
of participants in the 
economy 

Significance indicator 
of mutual information 
flows 

TInf T inf = I n fa 
I n fs 

, Inf a—the total value of 
the intensity of the 
information flow 
between the 
participants; 
Inf s—the total 
intensity of information 
flows of participants 

Significance indicator 
of mutual information 
resources 

TRInf T Rinf = RI n fa 
R I n fs 

, Rinf a—volume of the 
joint database of 
participants; 
Rlnf s—the total 
volume of information 
resources of 
participants 

Index of openness TO T O  = T Az  
Dz , TAz—the total cost of 

transactions between 
participants; 
Dz—the total income 
of participants

(continued)
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Table 2 (continued)

Index Designation reading Analytical expression Explication

Indicator of the degree 
of diversification of 
activities (sectoral 
analysis) 

GL GL == 

1 −
Σ

i
Σ

j |Xi j−Mi j |Σ
i
Σ

j(xi j +
Σ

j M j) 

Xij—volumes of 
supplies from 
participants within the 
logistics intersystem 
formation; 
Mlj—volumes of 
deliveries to 
participants within the 
logistics intersystem 
formation; 
i—kind of activity; 
j—participants of 
logistics intersystem 
education

Transport and freight flows directly depend not only on information, but also on 
financial flows, that can be classified by their intended purpose: payment (purchasing, 
payment for services), investment, fiscal, etc. The most important in the context of 
the information economy are investment, since they allow to assess the potential for 
the development of information logistics systems in the long term. The intensity of 
the information flow is an assessment of the success rate of solving logistics problems 
through the use of an information system. 

To estimate the depth of integration of logistic relationships functions within 
the framework of corporate system is proposed to use a set of indicators, shown 
in Table 2. Source Components for indicators were based on subcomponents of 
Digital Transformation Index and Industry Digitization Index by McKinsey (Digital 
Quotient). 

We believe that each type of logistics intersystem formations can be characterized 
by a range of values indicators and the totality of components will reflect depth of 
integration relationships. 

Taking advantage of research N.A. Gvilia, A.V. Parfenova, T.G. Shulzhenko [25] it  
can be noted that the hypothesis of the required level of use of elements of informa-
tization in logistics activities depends on the level of logistics integration within the 
association. According to a PwC study, which cites in their work M.M. Kovalev, G.G. 
Golovenchik [26], information systems will be used by 90% of logistics companies 
in the world and that will become the determining factor in the digital transformation 
of the industry in the next five years. 

From our point of view, this index and indicators can be used to determine the 
intensity and effectiveness of information logistics transformation at the micro level 
(firms, virtual enterprises, information, and information-time clusters) [27]. For each 
variable, it is necessary to set a rating from 1 to 10, depending on the share of the 
target indicator (up to 10%—1 point, 11–20%—2 points, etc.). The rating of a firm or 
a cluster is determined by the normalized value of the initial data relative to the score
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scale. Thus, the digital transformation index of logistics services can be compiled 
both vertically (supply, demand, potential) and horizontally in terms of indicators, 
which allows to perform a detailed SWOT analysis and identify areas for further 
stimulation of the transformation of logistics services. 

According to our research [27], information and information-time clusters have 
the average significance of mutual material flows (TFT ), the average significance of 
mutual financial flows (TI), the high significance of mutual information flows (TInf ), 
a high indicator of the significance of mutual information resources (TRInf ), a high 
indicator of openness (TO), and a low indicator of the degree of activity diversification 
(sectoral analysis) (GL) [28]. In the economy of the Belarus, a promising form of 
application of digital logistics is supra-systemic formations, which elements can be 
the source of the unification and integration of logistics systems of partner countries 
in EAEU. From our point of view, supersystem formations can have the highest level 
of depth of interorganizational integration through the use of information clustering 
technologies, which implies an increase in the index of digital transformation of 
logistics services [29]. 

In the Concept of the Development of the Logistics System in the Republic of 
Belarus until 2030 (Approved by Government Decree № 1024 of December 28, 2017) 
[30], the following tasks in the field of digitalization have been formulated: the transi-
tion to electronic document management technologies along sustainable commodity 
circulation chains; formation of a single digital platform for logistics systems based 
on the integration of interaction with international information systems; unification 
of standards for information exchange of data between participants in the logistics 
system; development of an electronic exchange trading system in the provision of 
logistics services. 

In compliance with the research of E.M. Karpenko, according to the methodology 
for assessing the development of logistics in the country based on the Logistics 
Performance Index (LPI), the efficiency of the logistics system of the Republic of 
Belarus is characterized by negative dynamics. So, in accordance with the Logistics 
Performance Index (LPI), this indicator for the Republic of Belarus is 2.54 (110th 
place in the world). At the same time, the targets of the logistics system of the Belarus 
should be considered: the growth of the position of the country in the world ranking 
in terms of the logistics efficiency index to a level of at least 50th place; growth in the 
volume of logistics and forwarding services, a twofold increase in transit revenues 
[31]. 

As a part of the digital agenda of the EAEU, such projects in the field of informa-
tization of logistics as “Digital Road” and “Digital Transport” have already being 
implemented. According to the Dean of the Faculty of Economics of BSU A.A. 
Koroleva: “It is advisable to expand the connection to cargo transportation through 
online channels of small and medium-sized businesses. The best examples are 
the multimodal systems Cargoclix.com, DBSehenker, Cargomatic, UPS, MyDHL, 
Xeneta, and Inttra, which simplify the process of purchasing logistics services for 
legal entities” [32]. A.A. Koroleva emphasizes that information logistics is a key
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factor in the growth of the economy of the Republic of Belarus, which can be imple-
mented through the creation of a Eurasian digital transport corridor between China 
and the EU as part of China’s New Silk Road project. 

From our position, the information and information-time clusters can become 
centers of such interaction, and the informatization of logistics systems and cluster 
mechanisms can significantly improve the economic efficiency of such integration 
mechanism. 

5 Results 

Institutionalization of logistics is the process of transformation of its structures 
from ordinary organizational forms into a full-fledged socio-economic institute. 
Its consequences are monitored in the formation of sustainable demand through 
the subsystems of the information economy, including e-government, IT sector, 
science, new opportunities for logistics operators, new forms of financial relations 
(smart contracts, blockchain technologies), super-complex organizational forms of 
economic relationship (information clusters). 

The creation of new digital partner interaction platforms raises questions about 
the participation of key institutions in the supply by communication environment 
and building the potential for its use in information logistics. But none of the experts 
considered the institutional environment of logistics with the proposed system of 
indicators. 

Conceptually, such research will make it possible to form a set of directions to 
ensure the sustainability of the functioning of information logistics space in relation 
to the impact of external threats and internal adverse factors. 

The proposed recommendations are based on the results of an analysis of the 
trends and features of the development of international supplies in the world digital 
economy, they can provide the possibility of determining the sequence of actions 
to stimulate the digital transformation of international cargo transportation in the 
Republic of Belarus, strengthening existing and gaining new competitive advan-
tages at the international level. All that indicators will make it possible to calculate 
the index, characterizing the use of digital technologies, and their aggregates along 
the entire chain of international transport and logistics services, based on offered 
indicators (supply, demand, potential). 

It is necessary to refer the specific weight of the organizations in Belarus, using 
the Internet for interaction with suppliers to strengths of demand—88.3% (that is an 
important prerequisite of formation of information clusters); specific weight of the 
organizations using the Internet for interaction with consumers, in the total number of 
the surveyed organizations—78.6% (that belongs to positive aspects of development 
of subsystems of information economy and create prerequisites of strengthening of 
interaction with consumers in cluster structures). 

The share of organizations in Belarus that use electronic sale of goods (works, 
services) or using the system automated exchange messages between organizations
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(EDI), in general number of surveyed organizations—30.5%. The specific weight of 
the organizations conducting electronic procurement of goods (works, services) to 
the orders obtained by means of special forms—38.8% (that belongs to the average 
level of relevant indicators, but are much below than indicators of the European 
countries—50–70%). 

The specific weight of the population in Belarus, using the Internet for imple-
mentation of interaction with state bodies and the state organizations in total popu-
lation—23.6% (that is a low indicator, because, for example, in Russia the specific 
weight of the population, using the Internet for receiving the public and municipal 
services in total population—77.6% [28]). 

Among indicators of the Supply, it should be noted investments into startups. In 
EU countries the corresponding indicator grew in 2021 by 2.9 times to the nearly 49 
billion euros. Leaders of the European market, with the greatest number of high-tech 
startups were Great Britain (32%), Germany (15%), and France (14%) [16]. Taking 
into account the difference in scales of economies of Belarus and EU countries, this 
rate in our country is rather high—404.8 million Belarusian rubles. 

The share of expenses on research and development in the commercial sector in 
GDP is rather low in Belarus and doesn’t exceed 0.5% of GDP. The volume of budget 
financing organizational activity and development of material and technical resources 
on subjects of innovative infrastructure, as well as the dynamics of attraction of 
venture investments, are also at a low level and need additional measures to increase 
in financing. 

High level of financing of the State program “Digital development of Belarus” in 
2021 is comparable in relative sizes to similar programs in Russia and the countries 
of the European Union; that belongs to the positive aspects. 

The rating of Belarus, considering indicators of patent statistics, according to the 
World organization of intellectual property is at rather low level—the 62nd place 
from 171. At the same time not only EU countries, but also Ukraine (28th place) and 
Russia (8th place) considerably are ahead of Belarus. 

The index of cluster development corresponds in 2020 to the 60th place, this 
indicator in Belarus is higher, than in Russia and the CIS countries, but considerably 
concedes to the corresponding indicators not only the countries of Europe, the USA, 
Japan, but also to the countries of Southeast Asia. 

The Rating of institutional blockchain conditions on which in 2020 Belarus took 
the 19th place from 141, belongs to considerable advantages, having outstripped 
almost all CIS countries (except of Russia), developed and developing countries. 

In the DESI 2020 Index (in accordance with our calculation results) Belarus 
took the 17th place that exceeds similar indicators for Portugal, Croatia, Hungary, 
Slovakia, Poland, Cyprus, Italy, Romania, Greece, and Bulgaria [27]. 

The rate of development of the electronic government in Belarus in 2022—the 
58th place, showed the lowering dynamics, on this indicator Republic of Belarus 
conceded to the countries of Eastern and Western Europe, Russia, and Ukraine [33]. 

To determine the Index of Digital Transformation of Transport and Logis-
tics Services of the Republic of Belarus (Dfti), we will use the methodology of
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T.S. Kuprievich [34] in a modified version, taking into account the LPI—the logis-
tics efficiency index; any digital transformations can be constrained by the overall 
level of efficiency of the country’s logistics system. However, we will offer our own 
indicators of digital transformation and combine the application and potential of 
digital transformation in logistics into the single position (Table 3).

The Index of Digital Transformation of Transport and Logistics Services can be 
calculated using the geometric mean method (multiplicative method), which implies 
a more accurate result due to the synergy of partial indicators: 

D fti = 3
√  

Ddt Sdt E Pdt (1) 

where Ddt is indicators of demand for networking in logistics activities, associated 
with IT use initiatives; Sdt is indicators of the existing offer of products and services 
in the IT field, used for the informatization of logistics; EPdt is indicators of the use 
of IT in the field of international logistics and the potential for its development. 

Indicators Ddt, according to the results of our research, are relative indicators, 
Sdt—absolute, and EPdt—are characterized by international ratings, showing the 
institutional conditions of digital transformation: 

D fti = 3
√
30.2∗748.4 ∗ 58.56 = 111.529676 (2) 

From our position, in addition, it is necessary to adjust the potential for the digital 
transformation of logistics, taking into account the current quantitative indicators of 
the development of logistics services in Belarus (Table 4).

The highest growth rates are demonstrated by the volume of transport forwarding 
services, which may be due to the large volume of investments in fixed assets in the 
transport and logistics sector. 

Aft—generalized average growth rate of logistics activity indicators in the 
Republic of Belarus. 

A f t  = n
√  
(A f t1 ∗ ... ∗ A f tn) = 3

√  
(123.8 ∗ 115.98 ∗ 128.32) = 122.593099 (3) 

where Aft is the generalized average growth rate of indicators of logistics activities in 
the Republic of Belarus; Aftn is average growth rate of 1…n-th indicators of logistics 
activities in the Republic of Belarus. 

In general, weak points of Republic of Belarus on indicators of demand are indi-
cators of electronic interaction with suppliers, consumers, and the government orga-
nizations. Weak points of supply indicators—volume of budget financing of organi-
zational activity and development, development of venture investment and expenses 
on research and development. 

From our position, the Republic of Belarus need to create supranational informa-
tion clusters that would cover several regions and unite them with the help of logis-
tics, information, production, scientific and technological ties. Information clusters,
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Table 3 Indicators of the formation of the institutional environment for the digital transformation 
of logistics services in the Republic of Belarus (2018–2021) 

Indicators Demand (Ddt) Supply (Sdt) Potential (EPdt) 

IT The share of 
organizations that use 
electronic sale of 
goods (works, 
services) or using the 
system automated 
exchange messages 
between organizations 
(EDI), in general 
number of surveyed 
organizations—30.5% 

Investment in IT 
startups—404.8 
million of belarusian 
rubles 

Evaluation of 
performance digital 
transformation 
economy of 
Belarus– 0.588 

Science, including 
e-science and 
innovation 

The share of 
organizations that 
spent on innovation in 
the total number of 
surveyed organizations 
–19.7% 
The share of issued 
national patent 
applicants on ICT 
inventions in general 
number of national 
applicants for patents 
for inventions—2.3% 

Share of expenditure 
on R&D in the 
commercial sector in 
GDP—441 million of 
belarusian rubles 

The rating of Belarus 
according to the 
World Intellectual 
Property 
Organization—393 

Information clusters The share of 
organizations using the 
Internet for interaction 
with suppliers, in the 
total number of 
examined 
organizations—88.3% 

The volume of budget 
financing of 
organizational 
activities and the 
development of the 
material and technical 
base for the subjects 
of the innovation 
infrastructure of 
Belarus—46.5137 
million of belarusian 
rubles 

Cluster development 
index—4 (60th place 
as the component of 
the Global 
Competitiveness 
Index) 

Smart contracts, 
blockchain technology 

Investments in 
blockchain to the 
volume of investments 
in fixed assets—0.3% 

Dynamics of attracted 
venture investments in 
belarusian 
startups—55.66 
million of belarusian 
rubles 

Blockchain 
institutional 
conditions 
rating—8.51 
(according to the 
Global Crypto 
Adoption Index)

(continued)
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Table 3 (continued)

Indicators Demand (Ddt) Supply (Sdt) Potential (EPdt)

Formal institutions for 
the functioning of 
subsystems of 
information economy 

The share of 
organizations using the 
Internet for interaction 
with consumers, in the 
total number of 
examined 
organizations—78.6% 

Investment in fixed 
assets of the ICT 
sector—723.5 million 
of belarusian rubles 

Digital Economy and 
Society Index 
(DESI)—0.498 
(according to the 
results of our 
calculations) 

Logistics operators The share of 
organizations 
electronic procurement 
of goods (works, 
services) orders, 
received through 
special forms, placed 
on the website, or on 
the Extranet, or using 
the system automated 
exchange messages 
between organizations 
(EDI), in general 
number of surveyed 
organizations—38.8% 

Investments in fixed 
capital in transport 
and logistics 
sector—2711.9 
million of belarusian 
rubles 

Logistics 
Performance Index 
(LPI)—2.54 

Electronic government 
(e-government) 

The number of 
citizens, having digital 
skills in general 
population—0.69% 
The proportion of the 
population,using the 
Internet for interaction 
with state authorities 
management and 
public organizations in 
general 
population—23.6% 

Investments in the 
implementation of the 
State Program 
“Digital Development 
of Belarus 
2021”—855.171311 
million of belarusian 
rubles 

E-Government 
Development 
Ranking—0.8084

Table 4 Indicators of logistics activities in the Republic of Belarus, 2017–2021 

Index 2017 2018 2019 2020 2021 Average pace growth,% 

The volume of logistics 
services, million of 
belarussian rubles 

296.7 302.2 438.5 511.2 673.1 123.8 

The volume of transport 
forwarding services, 
million of belarussian 
rubles 

653.1 727 906.9 1334.8 1735.9 128.32 

Number of logistics 
centers, units 

35 44 60 58 61 115.98
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digital ecosystems based on information logistics are the determinant of the devel-
opment of the information economy, which can bring Belarus economy to the level 
of an international digital platform for interaction between East and West, providing 
a key role in the global economic system. 

6 Conclusion 

Despite the applied methodical rigor, this study has some limitations that need to be 
considered when interpreting its findings and conducting in the future research. 

Future studies could investigate if there are any differences in the integration 
potential that links and proves cooperation between basic institutions and functional 
areas of information economy actors at the micro-level. 

Complementary research may be needed in the sphere of digital ecosystems of 
organizations in the aspect of IT and R&D interaction departments, which will have 
the effect of accelerating innovation. The effect that the company receives as a result 
of organizational transformations depends on the depth of integration connection and 
the level of digital transformation of logistics services. 

Ultimately, information logistics contributes to the growth of labor productivity, 
increasing the efficiency of modeling horizontal and vertical information connection 
not only at the micro level, but also at the level of transnational clusters, the level of 
international economic relations. 

Informatization makes it possible to ensure the increase in the efficiency of the 
main processes and operations of transport and logistics services, in particular, to 
increase the accuracy of planning and forecasting parameters of information and 
material flows, to process incoming delivery requests with high speed, to quickly 
select the most suitable type of vehicles, relative to the characteristics of the product, 
to determine rational transportation routes, to speed up the fulfillment of delivery 
orders. 

Thus, the relevance of the research is determined by the problems listed above, 
their significance from the standpoint of conceptual, theoretical, methodological 
and practical justification, insufficient study of issues, related to the development 
of digital ecosystems and information clusters and the need to improve informa-
tion and materials management processes in logistics systems, based on the forma-
tion of an appropriate institutional environment. The practical significance of the 
research results is that the theoretical and methodological provisions, formulated in 
the work, can be used by organizations in the development of strategic solutions 
for the implementation and development of digital logistics service ecosystems in 
order to reasonable reduce total logistics costs and improve the efficiency of flow 
process management. The use of the results, obtained in the work makes it possible 
to realize the scientific and applied advantages of logistics as a tool for improving 
the efficiency of material and information flow management in information clusters 
and digital ecosystems.
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Digital Model of a Transport Enterprise: 
The Role of Intensity and Operating 
Conditions of Vehicles 

Evgeniy Kozin 

Abstract This paper presents a digital simulation model of a motor transport enter-
prise, which is part of a decision support system for enterprise management. The 
model is built using the Python programming language and implements the concept 
of a digital twin of a transport enterprise. The model is based on the principle of 
a queuing system and allows to simulate changes in the technical condition of the 
vehicle fleet, simulate maintenance and repair of vehicles, carry out resource planning 
for vehicles, and manage the age structure of the fleet. With the help of the developed 
model, it is possible to search for solutions for the development of an enterprise within 
the framework of solving a step-by-step inverse problem of multicriteria optimiza-
tion of mathematical programming. The user of the system enters the performance 
indicators of the enterprise and has the opportunity to evaluate the possible param-
eters of the enterprise when one or more target indicators change. The result of the 
system operation is a list of recommended values of indicators, following which will 
allow achieving the goal set by the user related to achieving economic benefits or 
reducing the costs of the operation of the enterprise. The program is intended for 
managers and engineering and technical workers of vehicle service enterprises for 
forecasting activities, forming business plans, or an enterprise development strategy. 

Keywords Digital twin · Transport enterprise · Simulation model · Fleet of 
vehicles 

1 Introduction 

One of the important and urgent problems for the management of motor transport 
enterprises now is the presence of a large number of factors that complicate the 
decision-making process for the management of motor transport enterprises and 
forecasting their commercial activities. At the same time, the costs of maintenance 
and repair of vehicle fleet, spare parts, and the maintenance facilities have a large
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weight in the cost of road transportation. Surveys conducted among the management 
of enterprises made it possible to conclude that there is a need to digitalize the 
processes of collecting and analyzing data and using modeling tools as one of the 
ways to make managerial decisions. 

Quality indicators characterize the ability of the car to meet certain needs when 
used for its intended purpose. Consequently, the questions of the regularities of 
changes in the quality of cars have always been in the focus of scientific interests 
of various researchers. In the theory of technical operation of cars, six types of such 
patterns are defined: Patterns of changes in the quality of cars by operating time; 
patterns of random processes of changing the quality of cars; patterns of change 
in indicators of group behavior of cars by operating time; patterns of influence of 
operating conditions on the quality of cars; patterns of change in the quality of cars 
over time; patterns of change in indicators of group behavior of cars over time. The 
patterns of types 1, 2, 4, and 5 are the most studied. At the same time, within the 
framework of enterprise management and the current level of information technology 
development, the application prospects are the least studied patterns of changes in 
the group behavior of cars (patterns of types 3 and 6), which allow predicting the 
flow of requirements for maintenance, repairs, logistics, and other areas of activity 
transport company. 

Thus, the scientific problem can be formulated as follows: Within the framework 
of the modern fleet management paradigm, the patterns of changes in the indicators 
of the group behavior of cars over time have not been established. 

The purpose of this study is to develop a simulation model of a motor transport 
enterprise, which is based on the patterns of changes in the quality of vehicles. This 
model is a part of the decision support system together with the recommender system 
module and the information analysis and visualization module. The work is aimed 
at establishing patterns that form the flow of requirements for enterprise resource 
management. 

Simulation modeling can be used to evaluate the processes of changing the quality 
of cars. It allows you to evaluate various options for combinations of factors, to form 
forecasts about the values of car quality indicators. On the basis of simulation models, 
it is possible to evaluate and predict the management processes of a motor transport 
enterprise: From the parameters of the technical operation of cars to the financial and 
economic indicators of the enterprise’s activities related to cars and special vehicles 
[33]. Such simulation models can be used as part of decision support systems, which 
have been increasing in importance and application prospects in the last few years. 
On their basis, it is possible to train models based on artificial neural networks 
technologies, verifying them on real data from enterprises. Establishing patterns 
of changes in the quality of cars and their integration into a simulation model will 
improve the accuracy of modeling and create an effective tool for managing a modern 
enterprise using information technology. 

The scientific novelty of the study is as follows: Development of the concept of a 
digital twin of a motor transport enterprise, which synthesizes methods for managing 
the technical operation of vehicles, taking into account the intensity and operating 
conditions, and the technical capabilities of the development and design tools for
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software products in the field of working with data; establishing patterns of changes 
in the indicators of group behavior of cars in terms of operating time and time and, 
on this basis, increasing the efficiency of managing a motor transport enterprise. 

2 Literature Review 

Many researchers emphasize the importance of fleet management processes for 
various types of industry, since transportation plays a key role in the continuity 
of production processes [7]. At the same time, to ensure the readiness of the fleet, 
considerable attention should be paid to timely maintenance and repair of equipment 
[24]. Due to the influence of random factors on the reliability of the fleet, stochastic 
models can be applied to manage the readiness of the fleet [14, 22]. Such models 
can take into account the uncertainty of demand for vehicles [23], and also be the 
basis for generating and processing big data [4, 34], for managing and coordinating 
the car fleet [3, 28], and for determining the optimal size of the fleet [27]. 

Simulation models can be used to predict the state of the fleet of vehicles in order 
to improve the efficiency of its management [15, 25, 26]. The issues of simulation 
modeling of cars, as well as the processes of changing the quality of cars, are described 
in sufficient detail in [8, 16, 21]. Models allow you to set the reliability parameters of 
vehicles [2, 17], plan car maintenance [13]. At the same time, the authors emphasize 
the prospects of using the patterns of changes in the indicators of the group behavior of 
cars over time, considering the system “Car – operating conditions” [35]. Simulation 
models can also be used for strategic planning of enterprises, for example, to justify 
a car maintenance strategy [5, 9, 29, 31]. 

One of the modern stages in the evolution of simulation modeling of technological 
processes is the digital twin [1, 30]. Digital twins are used for forecasting [11], 
modeling of the work of enterprises [12, 20]. 

At the same time, the vehicle fleet cannot be considered separately from the 
parameters of the main production in which it is involved [18]. This may be reflected 
by seasonal fluctuations in the intensity and operating conditions of vehicles. With 
regard to modeling the operation of a motor transport enterprise, the concept of 
a virtual or digital environment for the functioning of an enterprise can be used, 
within which it is possible to simulate its various states without the risk of errors in 
experiments on a real enterprise [19]. 

At the same time, analytical studies have shown the absence of simulation models 
that describe the operation of motor transport enterprises, taking into account the 
intensity and operating conditions.
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3 Materials and Methods 

The study used the basic statements of the theory of technical operation of road 
transport. An external customer generates a flow of requirements for vehicles, i.e. 
determines the intensity and conditions of operation of vehicles. The model takes into 
account two technical states of the vehicle: Operational and faulty. When the car is 
in working condition, it performs transport work. In this case, there is an increment 
in the daily operating time (mileage) of the car. For each unit of model time, the 
operating time is compared with the interval between scheduled maintenance and 
with the time between failures. The frequency of maintenance is determined by the 
maintenance and repair system, as well as the recommendations of the manufacturer. 
The model used a preventive maintenance and repair system. When modeling, the 
condition was taken into account that the car must be serviced and repaired with a 
given indicator of the quality of work. 

The failure puts the car in an inoperable state, after which it is placed in the repair 
zone, where the failure is eliminated within a specified time. After the failure is 
eliminated, the car is transferred to a working state and returns to the line again. 
The intensity and operating conditions are set as initial parameters using harmonic 
mathematical models and random variables. The maintenance and repair subsystem 
is a multichannel queuing system with a queue [6]. The flow of requests to the system 
is generated by the vehicle operation module. The intensities of the flow of receipt of 
applications, the flow of service are random variables with user-defined distribution 
laws. 

Technically, the simulation process was implemented using the Python program-
ming language in the IPython programming environment using the Jupyter Notebook. 
The model is formed using the principles of object-oriented programming, where one 
car is an object that has attributes (for example, age, manufacturer, and model) and 
methods (in work or under repair). With each iteration of the model, a given number of 
such objects is generated, simulating the operation of a fleet of vehicles. According 
to the results of a large number of iterations of the model, the spread of random 
values of the variables is averaged and allows to interpret the results. The collection 
of statistical data on the operation of the model is implemented using the Numpy 
framework and Pandas. 

The results were visualized using the Matplotlib package and Seaborn. Modeling 
of random variables is carried out using simulation within the framework of the theory 
of operations research and was implemented using the Random library. According to 
the results of the model, a flow of requirements for spare parts for cars is formed. The 
optimal order quantity was determined using the economic order quantity (EOQ) or 
Wilson model. This takes into account the cost of maintaining a unit of stock and the 
execution of one order. The optimal number of car maintenance and repair workshops 
(or units within one workshop) was determined using a feasibility study [10]. The 
method involves finding the extremum point of the function, which is the sum of the 
costs for the operation of units and the losses from waiting for requests in the queue or 
requests that have left the queue. The resulting simulation model is integrated into the
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management decision support system, which operates on the basis of a step-by-step 
inverse problem of multicriteria optimization of mathematical programming. The 
system can serve as the basis for business planning of the organization’s processes. 

4 Theory and Calculation 

The algorithm of the simulation model of the technical operation of the vehicle fleet 
is considered in Fig. 1. 

The model is based on the intensity generator of vehicle operation for each unit of 
model time. The operating time generated by the model is compared with the current 
quality level of the car, also generated by the model and expressed by the value of 
the probability of failure, taking into account the intensity and operating conditions. 
If the daily operating time of the vehicle exceeds the threshold value of failure, then 
the failure counter is activated, and the equipment is transferred to a faulty state. 

This takes into account the age of the car, which also affects the quality indicators. 
The car is in a faulty state during the repair, after which it goes into working condition 
and is again sent to the line. The model allows at the macro level to carry out enterprise 
resource planning and evaluate the results of management decisions. 

The motor transport enterprise carries out resource planning in time, as a rule, 
within a calendar year. At the same time, the quality indicators of cars change 
according to the operating time (mileage). To do this, the model must include patterns 
of change in operating time over time and quality over operating time. At the same 
time, the operating conditions also affect the change in the quality indicators of cars.

Fig. 1 Algorithm for the simulation model of car operation 
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In the works of modern researchers, it was revealed that the reliability of cars changes 
under the influence of natural and climatic factors, road conditions and some other 
indicators. The model determines several different factors that characterize the oper-
ating conditions, as well as the type and parameters of the functions that describe 
them. 

In general, the process of changing the quality of a car over time T can be described 
by a function of the initial quality indicator set by the manufacturer Yi, the intensity 
L and operating conditions X: 

Y = f [Y i, L(T ); X (T )]. (1) 

With a nominal quality indicator known in advance, the simultaneous influence of 
intensity and operating conditions on the quality Y of cars for simulation conditions 
is determined by an additive model that takes into account their equivalent influence 
and averages their values. 

Y = (a · 1 + b ·
∑n 

i−1 (X1 + ...Xn) 
n 

/2), (2) 

where a, b is the coefficients of significance of the factor (weights); n is the number 
of factors characterizing the operating conditions X. 

However, based on statistical data, the user can make adjustments and set the 
weights of the formula indicators and even the type of the model itself. 

Since the main production, which forms the demand for car operation, often has 
periods of increase and decrease in activity, the intensity of car operation for the 
conditions of the model is usually described by harmonic models of the form: 

Yi = Y0 + 
g∑

k=1 

AYkCos(m(kTi − T0k)), (3) 

where Y0 is the average value of Y per cycle; k is harmonic number; g is the number 
of harmonics; AYk is oscillation half-amplitude of the k-th harmonic; m is interval 
between Ti and Ti+1 in degrees; T0k is initial phase of oscillation in degrees. 

It should be noted that some operating conditions can also be adequately described 
by the harmonic models presented above. This may be applicable, for example, to 
natural and climatic conditions, road infrastructure factors. Other factors character-
izing the operating conditions can be described by mathematical models of other 
types: Linear, quadratic, exponential, power, etc. 

For the conditions of modeling the regularities of changes in the quality indicator 
of a car by operating time, according to the implementation of typical models was 
adopted. These are models that provide a smooth and monotonic change in the 
quality index, or a smooth non-monotonous or stepwise change, or the absence of a 
relationship between quality and operating time.
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To take into account the impact of random processes on the change in the quality 
of cars, a random component was added to the model, which has a user-defined 
distribution law between the given values. As the initial data for modeling, a fleet of 
40 vehicles with a pronounced seasonality in the intensity of operation, described by 
harmonic models, was chosen. The average age of the fleet was about 10 years, and 
the average value of the interval between failures was 5,000 km. The service interval 
is 15,000 km. The duration of maintenance and troubleshooting was about 3 days. 
Random variables were distributed according to normal or uniform distribution laws. 
The simulation period was one year. 

5 Results and Discussion 

A graphical display of the results of modeling the patterns of changes in the quality 
of cars from the intensity of operation is shown in Fig. 2. 

Based on the initial conditions of the presented iteration of the model, the car is 
not used as intensively in summer as in the rest of the year, while the peak of intensity 
occurs in winter. This is typical, for example, for special vehicles in the oil and gas 
sector. The intensity of operation should be understood as the rate of increment of the 
vehicle’s operating time per unit of time, usually a month. With different intensity 
of operation, the quality indicators of the car also change. Thus, at high intensity, 
the moments of failure are reached faster, which will affect the overall level of fleet 
readiness. 

The process of changing the quality of a car under the influence of operating 
conditions, which also change over time, is modeled in a similar way. A graphical 
representation of the change in the quality indicator of a car over time when it is 
affected by intensity and operating conditions together (lower part) and separately 
(top and center) is shown in Fig. 3.

The figure shows a situation where the conditions and intensity of operation have 
the opposite effect on the quality in the same seasons of the year, which determines

Fig. 2 Modeling the patterns of changes in the operating time of a car over time and the quality of 
a car by operating time 



246 E. Kozin

Fig. 3 Modeling patterns of quality changes from operating conditions and from time, subject to 
the equivalent influence of these indicators

the form of the resulting dependence with several maximum points – in winter and 
summer. Obviously, the technical service of the enterprise must be ready to ensure 
the readiness of vehicles in both of these periods. 

When performing a given number of iterations, the simulation model for each 
vehicle allows to analyze the results of its operation by visualizing the accumulated 
mileage, intensity of operation, the time of occurrence of failures, and putting into 
maintenance (Fig. 4).

For the car shown in Fig. 4, the intensity of its operation decreases in the summer, 
while most failures are associated with periods of the most intensive operation. At 
the time of failure, the car is being repaired, and there is no increase in daily mileage 
on the graph. The moments of sending the car to the maintenance area upon reaching 
the planned mileage are distributed relatively evenly throughout the year. 

For the management of the enterprise, the distribution of failures of the entire fleet 
of equipment during the year is interesting. This indicator is the sum of the number 
of failures of each car in the fleet. Fig. 4 (below) shows the simulation results for 
failures and maintenance requests for a fleet of 40 vehicles over one calendar year. 

Seasonality characteristic for each individual car is also observed in the distribu-
tion of the total number of failures – two peaks are clearly visible on the graph: From 
February to March and from July to September. 

These data are an important indicator for planning the work of the enterprise as 
a whole at the strategic and tactical level: Management of the workshop (produc-
tion base) for the maintenance and repair of vehicles; planning the supply of spare 
parts and materials; managing the age structure of the park. These subprocesses are 
implemented in the simulation model and will be discussed below.
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Fig. 4 Simulation of the operation of one car, taking into account the intensity and operating 
conditions

The production and technical base is a multi-channel queuing system, the channel 
of which is a workshop (or a single unit) equipped with personnel and equipment for 
car maintenance and repair [32]. The intensity of receipt of applications is due to the 
vehicle operation module. According to systems theory, this information enters the 
input of the system. Each channel has a certain complexity of request processing, 
which can also be set by the user. Usually it depends on the type of failure, the 
normative complexity of the work, the equipment of the unit and some random 
component. The output of the system is the optimal number of units (workshops) 
that can process the entire flow of incoming requests without queuing and rejecting 
requests, and also satisfies the established economic criteria for the cost of a unit of 
time for a workshop and the losses associated with idle requests waiting for service. 
This method is called techno-economic.
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Fig. 5 Determining the load and finding the optimal number of workshops for car repair during 
the year for a fleet of 40 vehicles 

The results of modeling the operation of the production base for the maintenance 
and repair of vehicles are shown in Fig. 5. 

For the given modeling conditions, the optimal will be the presence of 7 units, 
which corresponds to the minimum point of the total cost curve, which is green in 
the graph on the left side of Fig. 5. 

The model contains an algorithm for leveling the loading of units to avoid over-
loading the first units and underloading the last ones. This allows you to reduce the 
load factor of units and use their working time more efficiently. The visualization of 
the degree of loading of units during the year is shown in Fig. 5 on the right, where 
1 is 100% loading. 

An important element in ensuring the technical readiness of the fleet of vehicles 
is the efficient operation of the logistics service of the enterprise. This service deter-
mines the optimal order size for spare parts, forms a delivery schedule, taking into 
account the minimum insurance stock size. At the same time, planning should be 
linked to the types of vehicle failures and the intensity of their occurrence. 

The simulation model was based on an algorithm for modeling the optimal size and 
frequency of ordering spare parts according to the technical and economic method 
(EOQ-model or Wilson’s formula). The model takes into account the costs of storage 
and implementation of the order. The simulation results for a fleet of 40 vehicles and 
the previously determined intensity of the formation of requests for repairs are shown 
in Fig. 6.

For the conditions of the model, the optimal order size is 70 units, the frequency 
of deliveries for this order will be 10 times a year. The distribution by type of spare 
parts for the specified example was not carried out. 

The model allows assessing the change in the readiness indicators of the car fleet 
depending on its average age. To do this, the operation of the fleet for a period of 
10–15 years is modeled, after which the average daily mileage of cars, the average
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Fig. 6 Modeling the size of the order and the frequency of deliveries of spare parts

annual number of failures, the number of days in operation and a number of other 
indicators are estimated. For the simulation conditions, an increase in the average age 
of the park from 10 to 20 years is noticeable. At the same time, the average annual 
mileage decreases, as the number of vehicle failures caused by the aging of the fleet 
increases. This also affects the average number of working days per year, which also 
decreases markedly. The presented module will allow assessing the impact of the 
age of the fleet of vehicles on the management of other production processes of the 
enterprise (Fig. 7).

For example, to estimate the increase in the load of the repair area, which, obvi-
ously, may entail additional costs for personnel and technological equipment for car 
repair. In addition, it will allow evaluating various fleet renewal strategies and vehicle 
service management strategies, for example, involving contractors and abandoning 
their own repair areas. 

When added to the model of economic parameters, it can serve as a tool for 
planning and evaluating the effectiveness of enterprise services. 

The limitations of the model are due to the parameters of the current level of 
its detailing and allow the formation of forecasts in the framework of the strategic 
planning of the activities of a motor transport enterprise. 

6 Conclusions 

Thus, as a result of the research, a simulation model for the operation of the fleet 
of vehicles was developed. The model is implemented using Python programming 
tools, it is based on the patterns of changes in the quality of cars of 1–6 types. 
Algorithmically, the model is a queuing system that can be in several states, passing 
into each other sequentially with the intensity of the flow of requests λ and the 
intensity of the flow of services μ. The first module of the system is the simulation of 
the fleet operation. This module generates a flow of requirements to other systems of
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Fig. 7 Modeling the work of the fleet of vehicles for a long period of time

the model, simulating the work of various services of a motor transport enterprise – 
from the technical service for maintaining vehicles in good condition to the logistics 
and supply service of the enterprise. At this stage, the model implements modules for 
determining the optimal number of workshops for servicing and repairing vehicles, 
determining the optimal stock size and frequency of ordering spare parts, as well as 
a module for managing the age of the fleet. In the future, processes describing the 
operation of other enterprise services, as well as financial and economic indicators 
will be added to the model to provide the possibility of economic optimization of 
processes based on the use of the objective function. 

Further research directions are as follows: Formation of a classification set of 
features that characterize the management patterns of a modern motor transport 
enterprise to ensure the generation of options for making managerial decisions in the 
framework of ensuring the transition “before – became”; expanding the capabilities 
of the simulation model by adding other areas of activity of the technical service of 
the motor transport enterprise to it: The financial and economic service, the personnel 
management service, the process of organizing maintenance and repair of vehicles, 
expanding the simulated parameters of the production and technical base of the 
enterprise (technological equipment, premises and their layouts and etc.).
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Building Intelligent Transport Systems 
of the Eurasian Economic Union Based 
on Optimal Management and Forecasting 

Alexander Chupin , Petr Afonin , and Dmitry Morkovkin 

Abstract The article presents the results of the analysis of existing national intel-
ligent transport systems in the member states of the Eurasian Economic Union 
(EAEU). Currently, the development of intelligent transport systems (ITSs) is signifi-
cantly limited by the difficulty of creating the control part of the system, which, except 
for the simplest cases of linear second-order objects, requires the use of functional 
converters of many variables or complex computing devices that solve the boundary 
problem. The authors have developed a scheme illustrating the realization of ITS 
optimal control based on a number of principles. This scheme shows the principal 
possibility of constructing ITSs of optimal control of n-order objects in which a set of 
predictive devices is used as the optimal regulator. World experience shows that one 
of the most important elements of the economy of states is the transport infrastruc-
ture. It largely determines the scale of production and trade. Due to the increasing 
requirements for the quality of automatic control processes in the transport infras-
tructure, ITSs are increasingly being used. ITS is the transport management using 
the information infrastructure. In other words, it is the use of a control system and 
an extensive class of speed-optimal systems. The purpose of the study is the devel-
opment of ITSs in the EAEU countries by using the method of optimal management 
and forecasting. The paper is structured as follows. In Sect. 1, we describe the state 
of ITSs in the EAEU countries. In Sect. 2, we present a block diagram of the optimal 
ITS control system with single-coordinate prediction. Section 3 provides a descrip-
tion of various studies. And in Sect. 4, we conclude on the application of the optimal 
control and forecasting method.
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1 Introduction 

The analysis of the existing national intelligent transport systems (ITSs) in the EAEU 
member countries and the development of coordinated approaches to their interac-
tion will allow implementing a set of measures to justify the optimal cost, design, 
operation, and development of ITS projects. 

Currently, the state policy in the field of information infrastructure in the transport 
sector in the Republic of Armenia is not built, i.e., the current strategic and program 
documents are not defined [7]. The Republic of Armenia has already approved the 
concept of “Smart City”, which aims to improve the quality of life through the 
introduction and development of technological solutions. 

As part of the development of transport infrastructure in the Republic of Armenia, 
a number of measures are being implemented, such as the program “New bus network, 
integrated system of fares and tickets”, negotiations on the possibility of introducing 
a global navigation satellite system (GLONASS) and the electronic toll collection 
system “Platon”. 

In the Republic of Belarus, the state policy in the field of information infrastructure 
in the transport sector is defined by a number of legislative acts, conceptual and 
program documents [15]. 

Also, the Republic of Belarus is carrying out the following activities: 

– unifying documents needed for the implementation of transport and logistics 
activities; 

– developing logistics activities through the active use of innovative management 
technologies and automation; 

– enhancing international cooperation in the field of logistics information exchange, 
sharing of best practices, scientific, technical, and educational cooperation; 

– developing infrastructure and information and communication technology (ICT) 
in the field of logistics. 

As early as in 2022, it is expected to form an intelligent transport system, which 
will be integrated with the transport systems of the EU and the EAEU, uniting road, 
rail, air, and water transport on the basis of a single information transport space [1, 9]. 

The Republic of Kazakhstan is actively working on the introduction of information 
systems in the road transport sector through the implementation of the state program 
“Digital Kazakhstan” [10]. 

Thus, in order to systematically integrate vehicles, infrastructure, users and infor-
mation and communication technologies, certain steps are carried out to create an 
intelligent transport system, which consists of 11 components, with their phased 
implementation.
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The first two components are a set of technical means that collect data from road 
users in Kazakhstan and control and monitor road traffic. The remaining road safety 
components will be introduced in stages. 

The development of information systems in the road transport sector will improve 
the transit potential, form a world-class service infrastructure and networks of 
trade and logistics centers for multimodal transport, identify the needs for further 
development of infrastructure. 

In the Kyrgyz Republic, the information infrastructure in the transport sector has 
two automated information systems, namely: 

1. The Automated Information System “Electronic Transport Control” (AIS ETC). 
2. The Dynamic System of Weight and Dimension Control of Vehicles in Traffic 

(DSVK). 

In order to build an open and transparent state, improve the quality of life of its 
citizens, and improve conditions for business in the Kyrgyz Republic, a nationwide 
digital transformation program “Taza Koom” is being launched. It is a key compo-
nent of the country’s Sustainable Development Strategy—2040, a strategy based on 
human capital and innovation, in harmony with the environment [11]. 

The strategy recognizes the importance of developing ICT, which is an integral 
part of the country’s economic and social development as it seeks to become an 
information society. 

The information infrastructure in the transport sector of the Russian Federation 
is highly developed compared to the EAEU member countries. The definition of 
the term “ITS” is stipulated in the legislation of the Russian Federation. Thus, “The 
Strategy for Road Safety of the Russian Federation for 2018–2024” approved by the 
Government of the Russian Federation defines the term “ITS” in accordance with 
the country’s legislative framework and harmonized international standards [3]. 

Intelligent transport system is a management system that integrates modern infor-
mation and telematics technologies and is designed for automated search and adop-
tion to implement the most effective scenarios for managing the transport and road 
complex of the region, a particular vehicle or a group of vehicles to ensure a given 
population mobility, maximize the use of the road network, improve safety and 
efficiency of the transport process [4]. 

The Transport Strategy of the Russian Federation for the period up to 2030 
provides a number of measures aimed at developing information infrastructure in 
the transport sector of the Russian Federation in various areas of security in the field 
of road transport [20]: 

– implementation of intelligent transportation systems on the network of federal 
highways, where the highest level of traffic flows is observed; 

– creation of intelligent transport systems using GLONASS and modern ICT, infor-
mation standards and unified transport documents, ensuring the implementation 
of highly efficient commodity transport logistics technologies;
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– stimulating the development and implementation of innovative transport and logis-
tics technologies and intelligent transport systems that increase the availability 
and quality of freight transport; 

– stimulating the development and implementation of innovative technologies and 
intelligent transport systems that increase the availability and quality of passenger 
transportation; 

– integration of intelligent transport systems on the high-speed road network into 
the nationwide intelligent transport systems in the field of road sector management 
and organization of goods transportation logistics; 

– ensuring traffic safety on the toll road network through the use of technical solu-
tions that reduce the risk of accidents, including the use of road signs (counting 
variable information signs), markings, fences, modern elements of engineering 
equipment and road design, automated traffic control systems, and intelligent 
transportation systems; 

– improving the safety of road transport and pedestrians by improving road 
traffic organization and the introduction of intelligent transport systems that 
provide management of traffic flows and vehicles, as well as timely (emer-
gency) information and management of actions in incidents, emergencies, and 
emergencies; 

– development and implementation of a new-generation on-board safety systems 
based on computer technology with elements of artificial intelligence; 

– elaboration of the concept of development of intellectual transport systems in order 
to increase the efficiency of solving problems of transport complex of the Russian 
Federation. Creation of the regulatory framework (standards) in the development 
and interaction of intelligent transport systems; 

– development of advanced requirements for vehicles equipped with on-board 
“intelligent” safety systems. 

In accordance with the passport of the federal project “System-Wide Measures 
for the Development of Road Facilities” approved by the minutes of the meeting 
of the project committee on the national project “Safe and Quality Roads” dated 
December 20, 2018 No. 4, the following measures are planned to be implemented in 
the Russian Federation: 

– introduction of intelligent transportation systems on public roads, focusing, 
among other things, on ensuring the movement of unmanned vehicles; 

– introduction of intelligent transport systems that provide for automation of road 
traffic control processes in urban agglomerations; 

– implementation of intelligent transport systems focused on the use of energy-
saving technologies of road lighting. 

Thus, the analysis shows that the development of the information infrastructure of 
the UTP of international road freight transport in the territory of the EAEU is currently 
at different levels. At the same time, the overall level of its development in each EAEU 
state and the degree of harmonization of national information infrastructures among 
themselves vary [17].
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Table 1 Activities aimed at implementing a coordinated (harmonized) transport policy of member 
states in the field of road transport 

Event Implementation 
period 

Responsible executor 
(developer of the draft 
document) 

Planned result 
(document) 

Preparation of proposals 
for the formation of a 
legal framework for the 
creation, development, 
and operation of the 
national network of 
intelligent transport 
systems of member states 

2021–2022 Commission, Member 
states 

Analytical report 

Development of a draft 
concept for improving the 
interaction of the national 
ITS in the Union 

2023 Commission, member 
states 

Draft concept 

At the same time, to implement a coordinated transport policy of the EAEU 
member states, a roadmap has been developed, which prescribes a number of 
activities (Table 1) [19]. 

The development of a speed-optimal ITS is now significantly limited by the diffi-
culty of creating the control part of the system, which, except for the simplest cases 
of linear objects of second order, requires the use of functional transducers of many 
variables or complex computing devices that solve the boundary problem [5, 13, 16]. 

In this regard, new ways of constructing optimal control systems have been inves-
tigated recently. An analysis of control systems was carried out by [21], who proposed 
to search for the moment of switching the control action based on a fast-paced view of 
the family of phase trajectories (future trajectories of the object) under the assump-
tion that this switching will occur at some point in the future. This principle was 
further developed by [8, 12], who replaced the search for the moment of switching 
by a sequential analysis of the phase trajectory sections obtained also at a fast rate, 
assuming that the control action switching occurred at the current moment in time. 
In this case, the actual switching is performed when the predicted trajectory passes 
through the origin of coordinates. The characteristics of these works are: 

– prediction using big data with repeated solving of a set of future optimal trajec-
tories of the object with checking each trajectory for compliance with the given 
boundary conditions; 

– use of logic for second-order objects in the control system, designed for no more 
than one switching of the control action. 

In this case, it is possible to realize an optimal control system for an (n – 1)  
order object by having an optimal controller for an n-th order object and a predictive 
device. Applying the same principle sequentially to objects (n – 1),  (n – 2) etc. up to
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and including the second order, we can construct an optimal system for an object of 
n-order, the control part of which consists of a set of predictive devices [14]. 

2 Background 

Construction of ITS of optimal control by sequential lowering order and prediction. 
We consider objects described by a system of differential equations of the form: 

x1 = f1(x1, u); 
x2 = f2(x2, x1); 
........................ 

xn = fn(xn, xn−1), 
u = u(t) is control action and |u(t)| ≤ 1. 

(1) 

All functions fi are assumed to be continuous and continuously differentiable 
with respect to xi , xi−1, and fi is continuous with respect to u. It is also assumed that 
the partial derivatives ∂ fi 

∂ xi−1 
and ∂ f1 

∂u and do not change sign in the whole considered 
domain of change in the variables. 

In addition, some may be xk subject to restrictions of the type |xk | ≤ xk specifying 
the admissible range of states of the system in the phase space. The problem is to 
synthesize an ITS of control that provides a speed-optimal transfer of the object (1) 
from any initial state to an equilibrium state. 

When solving this problem, the property of the structure of optimal processes in 
objects of type (1) is used, which consists in the fact that the trajectory of the optimal 
process consists of successive sections, at each of which the corresponding control 
coincides with the optimal control for a system of type (1), but having a smaller order 
than the initial one. 

Figure 1 shows a block diagram illustrating the implementation of the ITS of 
optimal control based on the principles outlined above. This scheme consists of three 
main parts: a real object with an optimal (by (n − 1)-order) regulator, a predictive 
device (Z), and a logic unit (Y).

The optimal regulator in the object ensures the optimal motion of the (n−1)-order 
object to the value of the coordinate xn−1, set by the logic unit L. The predictor is a 
model of the object together with the coordinate (n − 1)-optimal regulator (whose 
setting corresponds to the given coordinate value xn−1), working at a fast pace and 
with solution repetition. Obtaining data on the object state at the beginning of each 
cycle of the solution, the predictor computes what value the coordinate xn is, if, 
starting from the given place, the system of order (n − 1)—to be transferred to the 
given equilibrium state in minimum time will reach. 

The output signal uY of the logic block Y is determined depending on the mismatch 
between the given value of the n xn—coordinate ass and its predicted value by the 
relation:
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Fig. 1 Block diagram of the ITS of the optimal control system with prediction by one coordinate: 
O is the object with the optimal regulator; P is the optimal regulator of the (n − 1) is order object; 
Z is the forecasting device; Y is the logic unit. Source Developed by the authors
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uY =
{
xn−1 sign (xn back − xn before) ∗ sign ∂ fn 

∂ xn−1 
at xn before /= xn back 

xn−1 back at xn before = xnback. 
(2) 

When a set point xnback is given, there is a mismatch between xnback and 
xnbefore, due to which the logical unit Y in accordance with (2) gives the optimal 
controller a set point for changing the coordinate xn−1 (taking into account the sign 
of the mismatch). The predictor continuously calculates the value of the coordinate. 

For further synthesis of the xn−1-order optimal regulator for the object and the 
prediction device, we can apply the same chain of reasoning which was used for the 
synthesis of the optimal system of the n-order, i.e., to carry out the transition to the 
system with the (n−2)-order optimal regulator and two prediction devices for coordi-
nates xn and xn−1. In this case, it is natural that the predictor which produces the future 
value xn−1 of the coordinate and which is part of the device predicting the coordinate 
xn must work at a faster rate than it does. Applying the above method n − 3 sequen-
tially once more, we come to an optimal control system n −1 containing a predicting 
device (Z1, Z2, ..., Zn−1) with corresponding logical blocks (Y1, Y2, ..., Yn−1) and 
containing no other optimal regulators. A characteristic feature of such a system is 
the optimal nature of the computed trajectories in any of the predictive devices that 
compute the motion of a sequentially shortening number of links at an ever-increasing 
rate. 

The main features of the construction of analog predictive devices. A predictive 
device is a fast artificial intelligence, working with big data with solution repetition 
with acceleration processes (with respect to the object). Due to the need to have a high 
repetition rate of the solution with relatively low accuracy requirements, the use of 
analog principles for the construction of predictive devices seems most appropriate. 

The repetition rate is chosen based on the admissible increment of the predicted 
value per solution stroke for accuracy reasons. The time scale is chosen on the basis 
of the repetition rate and the duration of the processes in the object predicted in this 
device. 

3 Discussion 

Sysoev et al. [18] discuss the possibility of using heterogeneous sources to calculate 
the necessary characteristics of the traffic flow, describe the existing approaches to 
aggregate information obtained from heterogeneous sources, and suggest a concep-
tual scheme of the module to aggregate heterogeneous data based on BigData and 
Data Mining methods. 

Agarwal et al. [2] consider several parameters like image size and processing time 
and discuss several approaches of ALPR. The authors presented an improved hybrid 
fuzzy technique for Malaysian Automatic License Plate Recognition (M-ALPR) 
system. The benefits include less processing time and reduced program complexity.



Building Intelligent Transport Systems of the Eurasian EconomicUnion… 261

According to Khamehchi et al. [6], the dead oil viscosity is a key parameter to 
numerous reservoir engineering problems such as modeling of (viscously-unstable) 
flow and transport in hydrocarbon reservoirs, sweep efficiency of enhanced oil 
recovery scenarios as well as the breakthrough times of the injected fluid. Predic-
tion of this thermos-physical parameter, however, is of challenge due to nonlinear 
dependence on reservoir conditions as well as the crude oil characteristics. Previous 
studies have attempted to develop predictive empirical correlations or other intel-
ligent models for dead oil viscosity; however, they often suffer from the lack of 
generality and required accuracy. In this work, based on a comprehensive databank 
from diverse geological sources, we develop three intelligent models—upon various 
schemes including simulated annealing programming, artificial neural network, and 
decision tree—for estimating dead oil viscosity. The latter may be used further for 
prediction of saturated and under-saturated oil viscosity as well. Our models function 
in wide range of temperatures and oil API gravity; hence, they can be employed as 
unified, general-in-purpose frameworks for universal prediction of dead oil viscosity. 
We compare the resulting novel frameworks with the pre-existing models available in 
the literature, and demonstrate the superiority of the decision tree-based model over 
others in terms of statistical (and graphical) error estimates as well as the (physical) 
validity of the model. The findings of this study can help for better understanding 
and more accurate management, simulation, and prediction in different oil fields. 

4 Conclusion 

The paper shows the principal possibility of constructing ITSs of optimal control of 
n-th order objects, in which a set of predictive devices is used as the optimal regulator. 
The synthesis of ITS of optimum control is carried out according to a certain scheme 
on the basis of the mathematical model of the object. It does not require complex 
calculations and simplifies the adjustment of the control system. The dissemination 
of this method to other, more complex, optimal control problems will require further 
research into the structural properties of optimal processes and the development of 
very fast and reliable mathematical modeling tools. Our work aims to show how the 
method of optimal control and forecasting can be used to develop intelligent transport 
systems of the EAEU member states. The method outlined above does not require a 
special additional self-adjusting system, the stability of which depends on the order 
of the equations of the object. 
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Abstract The current work contributes to stochastic hybrid flow shop scheduling. 
After a thorough literature analysis, it is firstly evident that works on stochastic flow 
shop scheduling are still limited in number; moreover, they often rely on simplifying 
assumptions; eventually, they may lack in a full viability for industrial application 
of the proposed models or algorithms. Considering these limitations, the present 
work proposes a scheduling framework based on Discrete Event Simulation and on 
Genetic Algorithms. The work stems from a previously published work, therefore, 
contributes by identifying some inconsistencies in the original algorithm in the so 
called “limit cases”. Overall, the paper proposes an alternative fitness function to 
avoid the generation of such inconsistencies; besides, it considers a realistic proba-
bility distribution to describe the stochastic processing times for robust scheduling 
of a hybrid flow shop. The end purpose is to move towards a viable application of 
optimization algorithms in industrial environments. 
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1 Introduction 

Scheduling is a decision-making process that is performed on a regular basis in manu-
facturing and service companies. It optimizes one or more objectives, by sequencing 
jobs, allocating jobs to resources, and selecting alternative resources among those 
capable to perform a job [1]. Due to its importance for industry, many efforts were 
made on scheduling problems in the past, to minimize the distance between the indus-
trial application and the academic research works, that are often based on simpli-
fying assumptions. Existing literature on scheduling proposes various approaches to 
scheduling problems, often based on heuristic or meta-heuristic. However, industrial 
practice rarely implements algorithmic optimization for the production scheduling, 
which is still often relying on experts’ knowledge. Often this is due to the complexity 
in modelling the scheduling problem in the company, with all its variables and uncer-
tainties, and to the long time it takes to run an optimization algorithm to find the 
optimal solution. Various works propose meta-heuristic approaches to the solution 
of scheduling problems and the genetic algorithms (GA) are discussed as a promising 
approach that is already validated in literature in a number of works. The present 
work focuses on the hybrid flow shop scheduling problem (HFSSP). This work starts 
with a thorough literature review of the previous works on GA-based scheduling of 
manufacturing systems, and the output of this review is a classification of GA applied 
to the different types of manufacturing systems. Then, the work identifies the research 
problems and gaps from literature to define the objectives of the present work. In 
order to specifically set the objectives of the work, a particular focus is provided on 
the paper by Chaari et al. [2], selected as a representative work potentially capable 
to guarantee industrial applicability but at the same time being a meaningful case for 
the need of adaptation so to solve the inconsistencies with respect to the real indus-
trial case. The proposed GA-based and simulation-based scheduling framework is 
presented and thus implemented in a stochastic HFSSP application case, replicating 
one of the cases reported also in [2]. The calculations and results are provided, and 
the discussion and the concluding remarks are finally reported. 

2 Background on Stochastic Scheduling Problems for Flow 
Shops 

Flow shops are production system configurations characterized by a unidirectional 
and linear flow of production lots (all products meet production resources in the 
same order). Hybrid flow shops (HFS) consist of production stages, each of which 
may have several production resources working in parallel. In general, FSSP and 
HFSSP are well-known combinatorial optimization problems which are NP-hard 
and consequently many of the conducted studies were made utilizing heuristic and 
meta-heuristic techniques to solve it [3, 4]. Flow shops, as any other production 
environment in the real world, are subjected to uncertainty. According to Chaari, it is
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possible to qualify data as Uncertain, Incomplete or Imprecise [5]. Uncertainty means 
that doubts exist concerning the validity of knowledge or concerning the veracity of 
a proposition, Incompleteness means knowledge about system features lacks or is 
partial, Imprecision means problems exist in the knowledge statement. 

Considering all the various types of input data, scheduling in the real world needs 
to consider reactivity, adaptability, and robustness that are of utmost importance in 
a dynamic environment with its inherent variabilities. In the light of this context, 
stochastic scheduling problems shall be addressed. Proactive (or robust) scheduling 
considers the variability sources to obtain schedules which are good also in the 
presence of disruptions, thus not requiring the generation of new schedules, that 
means that they can be adapted to external events with just few little changes. 

Stochastic FSSP have been addressed by multiple authors. Contribution on the 
analysis of processing times was then provided by [2, 4, 6–19], while other authors 
focused on other types of features of the flow shop system like machines or equipment 
breakdowns [12, 15, 20–24], arrival of jobs, cancellation of jobs, jobs release [23]. 
The mentioned literature suggests that FSSP with stochastic processing times lacks 
efficient methods which can provide high-quality solutions both in terms of industrial 
value of the solutions and reduced computational time. The main gaps found in 
reviewing the literature are: 

1. Gap 1: Most of the existing approaches are valid for small-size instances only. 
2. Gap 2: Most of the works are too theoretical at the expenses of the industrial 

viability of the found solutions, thus lacking a full support to decision-makers. 
They mainly focus on the mathematical side of the optimization and modelling, 
even more they apply too severe assumptions that do not reflect the industrial 
reality. 

3. Gap 3: it is worth noticing that most of the authors did not use simulation-based 
methods which allow to easily handle dependencies among processing times and 
use a wider range of probability distributions for representing the processing 
times. 

3 Identification of Research Problem and Objectives 
of the Work 

This work aims at contributing to the research on the stochastic proactive (robust) 
scheduling of flow shops by proposing a progress with respect to the results provided 
by Chaari [2], in which the authors studied the HFSSP considering different scenarios 
and modeled it by using sampled values of the processing times which follow a 
uniform distribution. 

The approach proposed by [2] sometimes issues solutions that, although math-
ematically consistent with the fitness function, are not optimal from an industrial 
perspective. More specifically, this paper considers “limit cases” as cases when the 
proposed model is not able to properly identify the schedule that would be chosen 
by an industrial decision-maker among different alternatives. In fact, the algorithm
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in the paper is based upon a bi-objective function that minimizes simultaneously 
the makespan and its standard deviation. In the “limit cases”, the algorithm would 
prefer a solution with a low standard deviation and a high makespan, whereas from 
an industrial point of view other solutions with higher standard deviations but lower 
makespan could be preferred. This translates into the need of an improved fitness 
function that would better reflect the needs of industrial practitioners. Moreover, the 
work by Chaari [2] models the processing times as uniformly distributed, which is 
not realistic with respect to the actual behaviour of production resources. Overall, the 
approach proposed by Chaari [2] provide problems coherent with Gap 2 generally 
found in the literature review. 

4 Proposed Framework 

In order to propose a solution to reduce the mentioned inconsistencies, the objec-
tives of this work are (i) to define a scheduling framework that combines the GA 
metaheuristic optimization and the production system Discrete Event Simulation 
(DES); (ii) to use the proposed scheduling framework to overcome the “limit cases” 
inconsistencies that are emerging from previous research works on the stochastic 
scheduling of HFS; (iii) to include a more realistic probability distribution to model 
the processing times. 

The proposed scheduling framework is based on a metaheuristic optimization 
method, namely a GA, which is the central core of the scheduling framework itself, 
and on the DES simulation of the production system, which adds flexibility to it, 
leading to more flexible capability for the performance evaluation. In fact, on one 
hand, the proposed framework can be applied to various production systems by only 
changing the simulation model since the structure is always the same, as discussed by 
[25]; on the other hand, if the simulation model properly replicates the real produc-
tion system, every possible model-based implementation or modification of circum-
stances is already contemplated whenever the production conditions are identified 
from field data acquisition. The choice of GA as metaheuristic algorithm is to allow to 
obtain a solution with a reduced computational time. This is the reason metaheuristic 
algorithms may be adopted in industrial environments. 

Figure 1 depicts the structure of the proposed scheduling framework underlying its 
dual nature. This framework is in line with previous works [25–27]. The optimization 
process is iteratively guided by the GA loop which applies its own operators until the 
optimal solution is reached. At each iteration, the algorithm interacts with the DES 
simulation model which processes every individual created by the GA. At this point, 
the simulation is run for a specified number of scenarios to enable the statistical 
estimations of the system performances.

The performance values are then given back to the optimization domain where the 
process is repeated until the maximum number of generations, or the convergence 
criteria is reached. 

The framework proposed in Fig. 1 includes the following elements:
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Fig. 1 Proposed scheduling framework

Input data: The problem consists in assigning jobs to stations at each stage 
knowing that all jobs are known before the processing starts. 
DES Simulation and performance evaluation: The simulation model represents the 
production system on which the list of jobs must be scheduled. The simulation 
computes performance indicators of the input job sequence on the production 
system. The stochastic processing times introduced in the model are randomly 
generated according to a specific probability distribution and for each scheduling 
alternative a number of repetitions is carried out in order to have information 
on the average and variability of the computed indicators. Hence, the simulation 
model transmits the average and standard deviation of the performance indicators 
associated with each schedule to the GA. 
Individual assessment: The assessment of each alternative is carried out through 
the computation of the fitness function which is an elaboration of the performance 
indicators values and variability provided by the simulation. The fitness function is 
highly problem dependent, and it must be customized according to the problem’s 
parameters and constraints. A fitness value is then univocally associated to each 
individual. Although the scheduling framework is general and not production 
system type specific, it is here applied to solve HFSSP for a typical multi-stage 
flow shop, in order to make a progress from the contribution by [2], in which GA 
was used to create a robust scheduling for the stochastic HFS scheduling problem. 

Chaari’s investigation considered an initial deterministic scenario and other 
disrupted scenarios in which the stochasticity is introduced. The work aimed at mini-
mizing the makespan of the initial scenario and the deviation between the makespan 
of all disrupted scenarios and the one of the initial scenario, in order to obtain a robust 
solution [2]. Therefore, the framework was adapted to one of the production systems
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Table 1 Details of the 
implemented framework 

Detail Value 

Implementation software of GA MATLAB® (R2020a) 

Implementation software of 
DES simulation 

MATLAB/Simulink [30] 

Crossover type in GA Ordered two-point crossover 

Selection approach in GA Roulette Wheel + Fitness 
scaling technique 

reported in [2], in order to be able to compare the main results. The HFS has five 
different stages, with one production resource in the first stage and two parallel iden-
tical production resources in the other stages, with inter-operational buffers between 
stages with infinite capacity. For more details, please consider [2]. 

The benchmark problems utilized are the ones suggested by Carlier and Néron 
[28]. These configurations imply ten jobs and five different stages, and the processing 
times uniformly lie in the interval between [3, 19]. Besides, also the number of 
disrupted scenarios N and the degree of uncertainty of the processing times α must 
be established. Lower bounds (LB) proposed by [29] for the HFS were considered. 
Details for the implementation of the framework are defined in Table 1. 

5 Model Implementation and Experimental Results 

After having replicated the results reported in [2] through the proposed framework, 
a new fitness function is proposed in order to propose a solution to handle the “limit 
cases” inconsistencies found in the robust solutions, in this way progressing the 
research on the problem. Finally, a new probability distribution is used to model the 
processing times in order to offer a more realistic behaviour of the schedules. 

The evaluation of the results first uses the same fitness function as the work by 
Chaari [2]. 

f (x) = γ 
Cmax I  (x) − LB 

LB
+ (1 − γ )  

/
1 
N

ΣN 
i=1(Cmaxεi 

(x) − Cmax I  (x))
2 

DEV_MAX(x∗) 

This is a bi-objective function that considers in the first term the minimization of 
the makespan of the initial scenario and in the second term the deviation between the 
makespan of all disrupted scenarios and the makespan of the initial scenario. The two 
terms are weighted with a γ coefficient. In details, CmaxI is the value of the makespan 
of the initial scenario I and LB is the lower bound of the initial scenario which is 
generated following the approach used by [29]. DEV_MAX(x∗) can be expressed as 
follows: 

DEV_MAX(x∗) = max
{(
Cmax I

(
x∗) − Cmax I  min

(
x∗)), (Cmax I  max

(
x∗) − Cmax I

(
x∗))}
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where: (i) x∗ is the best solution obtained for the initial scenario I, (ii) Cmax Imin (x
∗) 

is the makespan of the minimal processing time of jobs calculated from the initial 
scenario (PTmin = PT − α PT) and (iii) Cmax Imax (x

∗) is the makespan of the maximal 
processing time of job calculated from the initial scenario (PTmax = PT + α PT). For 
more details, refer to [2]. 

The number of considered scenarios is S = 21. One of them is the initial scenario 
I in which the processing times are deterministic, the remaining 20 scenarios are the 
disrupted scenarios with uniformly distributed processing times (N = S – 1  = 20). 
The choice of using N = 20 is in accordance with the values considered by [2] for  
this particular configuration of the HFS, thus allowing the possibility to compare the 
solutions found. This value is defined through a convergence test which is able to 
determine the optimal number of scenarios to be examined. The values used in this 
research work are: Total Scenarios S = 21, Population size = 40, # of Generations 
= 100, A = 10%. For what concerns the results, the overall algorithm performs well 
for a significant number of runs. Nevertheless, sometimes the GA with the fitness 
function proposed by [2] proposes a solution that would not be the choice of an 
industrial practitioner. In fact, as the fitness function is set, in the “limit cases” it 
would give more importance to the standard deviation of the makespan, with respect 
to the makespan itself, which is the first relevant objective from an industrial point 
of view. 

An example of the “limit cases” is shown in Table 2 and Fig. 2, with γ = 0.7. 
In fact, the bi-objective function chooses sequence A as optimal; while an industrial 
practitioner would prefer sequence B, where the makespan is always lower than 
sequence A. From a mathematical point of view, the fitness function is choosing 
a solution with a low standard deviation and a high makespan, that makes perfect 
sense according to the mathematical modelling, but would not be sensible from an 
industrial decision-making perspective. However, when the values are plotted as in 
Fig. 2, sequence B would be the choice from a decision-maker in industry, because 
the value of the makespan is always lower or at maximum a little bit higher than in 
sequence A. We could say that sequence A is dominated from an industrial viewpoint 
by sequence B.

In order to avoid falling in the “limit cases”, the bi-objective function was 
converted into a mono-objective function, which considers both the makespan of 
the initial scenario and the deviation between the disrupted scenarios makespan and 
the initial scenario one. The main difference lies in the assignment of the weights, 
in this case the same for both the terms (i.e., a unitary value). Moreover, the normal-
ization was removed with the purpose of finding a way to ensure that all the factors 
can be comparable in terms of the order of magnitude. The proposed mono-objective 
function is number. 

f (x) = Cmax I  (x) +
⎡||√ 1 

N 

NΣ
i=1 

(Cmaxεi 
(x) − Cmax I  (x))

2
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Table 2 Example of “limit 
cases” sequences 

Sequence A B 

Initial scenario 
makespan 

132 130 

Scenario Makespan of the N 
disrupted scenarios 

1 129.8491 130.2064 

2 132.9332 131.5229 

3 133.6098 129.0564 

4 133.1644 128.8059 

5 134.3919 130.6297 

6 130.1019 128.4979 

7 132.9156 132.2244 

8 131.5033 125.9583 

9 133.2702 130.0923 

10 128.4319 130.6501 

11 130.6196 128.2441 

12 133.7532 128.7908 

13 130.4260 131.0432 

14 133.9034 127.5773 

15 134.5274 130.2257 

16 133.9237 130.3034 

17 132.5174 132.5597 

18 131.6184 132.8778 

19 129.8582 136.3195 

20 131.7461 132.2973 

Standard deviation 1.7765 2.2668

As for the bi-objective function previously reported in Eq., CmaxI is the value of 
the makespan of the initial scenario I and Cmaxεi (x) is the makespan of the εi -th 
disrupted scenarios. 

With this new approach, the scheduling framework makes a more industrially 
sound choice also in the “limit cases” situation, and all the results are shown in Table 
2. As it is possible to see, the algorithm converges to populations with low fitness 
values. More important, it is possible to observe that the makespan of the initial 
scenario remains equal to 130 for all the tests performed. This value, as reported also 
in [2], corresponds to the value of the LB. This is a key result leading to conclude that 
the proposed algorithm chooses the best sequence viable for the industrial decision-
maker. Indeed, the algorithm gives more importance to the makespan, but without 
neglecting the contribution of the stochasticity. 

Since the model deals with stochastic processing times the trend of the best 
fitness values (red dots in Fig. 2) will always have a little fluctuation instead of
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Fig. 2 Case limit example

having a flat plot as in the deterministic case. More tests have been performed also 
varying the value of α, which is a parameter characterizing the uniform distribution 
of the processing times. Most of the scientific studies on stochastic FSSP focused 
on exponential, uniform, and normal distributions for job processing times. None of 
these realistically describes the real behaviour of stochastic processing times. The 
lognormal distribution is considered to describe better the reality as it cannot be 
negative, and it is skewed to the right, so it is more suitable for representing the 
processing time than the distributions previously seen [3]. The present work thus 
proposes to improve the results by [2] also by substituting the uniform distribution 
with a lognormal distribution for processing times. Parameters are reported in Mean 
= 8,5, Variance = 24,08,334. 

It was decided to keep the same processing time values as in the initial scenario 
of the uniform distribution case. Moreover, the mean and the standard deviation 
of the lognormal distributions are directly calculated from the uniform distribution 
values. The proposed scheduling framework, with the lognormal processing times, 
was tested for 20 runs and the results are shown in Table 3.

The fitness values in the lognormal distribution case vary less than the fitness 
values of the other case. This finally leads to more robust results of the optimiza-
tion. This outcome is for the Lognormal case, Expected Value = 131,178, Standard 
Deviation = 0,185,394; for the Uniform case, Expected Value = 131,3435, Standard 
Deviation = 0,456,706. The expected value of the fitness values and the relative 
standard deviation are computed for 20 repetitions.



276 L. Fumagalli et al.

Table 3 Experimental results 

Test Makespan of the initial 
scenario 

α = 10% α = 25% α = 50% α = 10%, lognormal 
processing times 

1 130 131.6108 133.3900 136.6499 131.3821 

2 130 131.4715 133.8294 136.9049 131.1723 

3 130 131.5813 134.3792 136.8696 131.2618 

4 130 131.9030 134.4928 136.8792 131.4399 

5 130 131.4448 133.9902 138.2731 131.2150 

6 130 131.6870 133.1917 136.8609 131.4241 

7 130 131.6564 134.7450 136.2267 131.1761 

8 130 131.6422 134.1367 138.8508 130.9624 

9 130 131.6487 133.7472 137.5844 131.3943 

10 130 131.2932 134.1369 138.0245 131.3584 

11 130 131.8055 134.1038 136.1134 131.2662 

12 130 131.4183 133.4338 137.3676 131.3803 

13 130 131.4418 133.6576 136.0546 131.2281 

14 130 131.5762 138.3476 138.3476 131.0125 

15 130 131.7444 137.6935 137.6935 131.4715 

16 130 131.6272 137.9646 137.9646 131.1499 

17 130 131.8470 139.3843 139.3843 131.3976 

18 130 131.6109 137.4690 137.4690 131.3211 

19 130 131.3318 136.5000 136.5000 131.8114 

20 130 131.5211 139.4398 139.4398 131.1816

6 Conclusions 

In the last years, the increasing need for lead time and work in progress reduction and 
the technology evolution gave a new boost in the research on production scheduling. 
This phenomenon is enhanced by the increasing operational flexibility and automa-
tion level of the industrial plants which could lead to better performances if fully 
exploited. Besides the market changes brought an increase in order variety, short lead 
times. These requirements can be met only through proper production scheduling 
approaches that help companies increasing their competitiveness on the market. 
Research on scheduling often proposes mathematical optimizations, without a deep 
thought on the industrial viability of the selected schedules. Having this concern, 
the paper proposes a GA-based and DES simulation-based scheduling framework 
for HFSSP with stochastic processing times. The framework was used to propose 
a progress in the research on stochastic HSSP, and especially with respect to the 
proposed work by Chaari et al. [2]. In particular, the authors replicated some of the 
experiments by Chaari and identified certain “limit cases” in which the behavior of 
the algorithm originally proposed by Chaari chooses solutions that are inconsistent
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with the expectation of a decision-maker. It chooses an optimal solution, that mathe-
matically corresponds to the minimum fitness value; nevertheless, when considering 
the variability of the makespan of the different repetitions, it is clear that other solu-
tions would be “industrially preferrable” with respect to the optimal solution found, 
as a result of a lower average makespan and a higher standard deviation. The paper 
therefore proposes a new fitness function to avoid falling in the so called “limit 
cases”, reproposing the experimentations done by Chaari with the different param-
eter values (α = 10, 25 and 50). Finally, considering the stochastic processing times 
not as uniformly distributed but lognormally distributed leads to a more industrially 
consistent input data modelling. 

The results obtained through the proposed scheduling framework were satisfac-
tory, because in almost all runs, the best sequences of the deterministic scenarios 
are the ones also of the stochastic scenarios. The new structure would enable a more 
performant management of the stochastic behavior whenever it is integrated with 
a control system, such as Manufacturing Execution System (MES): a MES would 
allow taking advantage of the real data, actually acquired from field and describing the 
progress of production activities; thereafter, the scheduling results would be directly 
fed into the Production Activity Control on the production system. In the light of 
this perspective, this work opens various possibilities of future work directions to be 
explored. 

• By integrating simulation inside a metaheuristic technique, the methodology 
allows adding a higher level of flexibility in terms of modeling parameters of the 
systems. Hence, the simulation model could be naturally extended to consider 
a different distribution function for each processing time and even possible 
dependencies among them. 

• Furthermore, future studies could examine the possibility of incorporating a 
rescheduling strategy in the proposed scheduling framework, thus promotive 
reactive capabilities to field disturbances. 

• Future works could also focus on the minimization of the computational time by 
hybridizing the GA or by optimizing the functioning of the whole scheduling tool 
(e.g., a proper tuning of the genetic operators could be applied). 

• Furthermore, other types of variability sources such as unexpected releases of 
high priority jobs or machine breakdowns could be incorporated. 

Overall, the ideas developed in this work may be a background for building digital 
twin modelling approaches where simulation enables predictive capabilities whereas 
optimization is seamlessly integrated in the control loop of the production activities 
in the shop floor. 
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Methods for Evaluating 
the Cost-Effectiveness of Using AI 
for Production Automation 

Maksim Vlasov and Anna Lapteva 

Abstract The analysis of publications revealed a lack of research on assessing 
economic indicators when introducing artificial intelligence into technological and 
production processes. In this regard, the authors aim to find and analyze published 
methods for assessing the economic effectiveness of automation of production 
processes using AI. It is rather difficult to evaluate the cost-effectiveness of AI 
introduced into production for the purpose of automation. Artificial intelligence in 
automated process control systems is a competitor to deductible means that are the 
basis of such systems. AI allows improving the quality of a number of functions 
performed by these means, for example, enhancing the quality of regulation. This, 
in turn, leads to a rise in the quality of products. However, it is challenging to assess 
in advance how this event will affect the profitability from the sale of these products. 
The article developed a methodology for assessing the economic effectiveness of the 
AI introduction. 

Keywords Artificial intelligence · Production automation · Robotization 

1 Introduction 

Today, the most advanced enterprises in the world are based on the Internet and digital 
platforms [9]. Scientists, social media, industries, and governments are investing a 
large amount of resources in the development of digital forms of technology, namely 
artificial intelligence (AI) [8].
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AI allows one to improve the quality of processes in which information processing 
is of paramount importance. Production automation is among such processes. The 
development of methods for assessing the economic effectiveness of the AI introduc-
tion into automated production is an up-to-date process. In addition, the relevance 
is due to the significant spread and gradual introduction of AI into the production 
processes of the enterprise. The growth of digitalization, in turn, determines the rele-
vance of the introduction of AI as a tool that increases production productivity and 
product quality. 

AI is defined as “the ability of a machine to mimic intelligent human behavior” 
or “the ability of an agent to achieve goals in a wide range of environments.” AI is 
widely used in Russian companies as [17]: 

• agents (automated support services for banks, medical and telecommunications 
institutions, chatbots of client services); 

• algorithms that optimize the decision-making process used in all areas 
from industry (recommendation systems for making technological decisions, 
improving production safety) to retail (logistics tasks, studying the behavior of 
buyers) and banks (forming individual proposals, improving targeting). 

When creating AI, neural networks are widely used. A neural network requires 
machine learning to function properly. Training is done with prepared large amounts 
of data. 

The leaders in the introduction and use of AI are banks, telecommunications 
companies, retail, etc. Such implementations are devoted to numerous publications, 
which provide a significant number of economic effects produced by the AI intro-
duction. Total spending on AI systems in 2023 will amount to $98 billion [23]. AI 
allows one to improve the decision-making process due to the ability to analyze large 
amounts of data [1, 24]. To identify the effectiveness of the AI use, models of its 
operation during production automation are compiled [2, 18]. The economic effect 
of the introduction of AI in some cases is not immediate [11]. This effect is detected 
when introducing AI, for example, into medicine [15]. The introduction of AI allows 
saving on expensive materials, optimizing processes based on big data processing, 
analyzing equipment resources in order to timely repair it [7]. AI can process big 
data [26], allows achieving sustainable business development [6], contributes to the 
creation of decision-making and control systems [4]. 

There is a scares number of publications on the use of AI for automation of 
production processes, for example, in automated process control systems (APCS). 
It is very difficult to find publications analyzing the effectiveness of AI in industrial 
production automation. It is reported that the main goal of the AI use is to diminish 
the influence of the human factor on technological processes (TP). This makes it 
possible to reduce the number of emergency situations due to the fault of a person 
and the damage from them [27]. 

In this regard, the authors believe that there is a problem in the economic analysis of 
the AI use in automation systems of TP. This article provides an overview of methods 
for analyzing the cost-effectiveness of AI implementation in such processes.
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The purpose of the work is to identify a suitable methodology for determining 
economic indicators when introducing AI into production and an APCS. The anal-
ysis of publications revealed that there is lack of research on assessing economic 
indicators when introducing AI into technological and production processes, insuf-
ficient elaboration of the methodological apparatus for supporting each stage of the 
AI introduction into an APCS. 

To achieve the state purpose, the following objectives need to be attained: to 
analyze the existing methods for assessing the economic effect of AI implementation 
and modify the methodology that is most suitable for APCS. 

The hypothesis of the study is that the introduction of AI leads to an increase in 
labor productivity in industry. 

2 Materials and Methods 

The article is based on the analysis of the existing methods for assessing the economic 
effectiveness of the use of AI for production automation. Thus, the materials are 
publications evaluating the effectiveness. Theoretical analysis was carried out using 
generally accepted methods. 

2.1 Difficulty Evaluating AI Implementation 

Nobel laureate Robert Solow noted that the computer age was everywhere except 
for the productivity statistics. The expected effectiveness of AI technologies is also 
often at odds with objective business performance indicators. Production inefficiency 
often reduces achievements from the AI introduction [19]. The analysis of publica-
tions revealed that there is an insufficient number of research on assessing economic 
indicators when introducing AI into technological and production processes. 

Three approaches to explaining Solow’s paradox are considered in the literature: 

• specificity of effect measurements. Automation of technology has an impact on 
people’s quality of life, but statistical tools for assessing this phenomenon are not 
able to fully assess it; 

• time lag between innovation and effect. 

Investment in AI during the R&D stages and the start of implementation does 
not create additional and high-quality output, which leads to a decrease in overall 
productivity. In the long term, with the accumulation of innovative potential, the 
growth in returns from automation factors is reassessed. As a result, the performance 
dynamics has a J-shape [3]. 

According to the PricewaterhouseCoopers (PwC) study, global GDP is going to 
increase by up to 14% (equivalent to $15.7 trillion) by 2030 as a result of the AI 
accelerated development [12].
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GDP increase numbers were obtained by modeling, for which data from three 
sources were used [11]. First, surveys were conducted by the McKinsey Global 
Institute (MGI) of about 3,000 corporations in 14 sectors on digital technology. 
Second, two MGI databases were used. One contained 400 possible uses of AI in 
various industries and functions. The other MGI database contained an analysis of 
the automation potential of individual workplaces. Macroeconomic data are taken 
from the statistics of international organizations. 

2.2 Implementation Objects 

The introduction of AI into production process automation systems can be considered 
at various levels. 

The impact of process automation on macroeconomic indicators is considered 
using economic models. In this case, for example, the movements of capital, labor, 
and gross product are analyzed. 

The largest part of AI is introduced in banks. 
The introduction of AI in APCS leads to a different methodology for assessing 

economic efficiency. Powerful servers are used at the upper level of APCS. These 
servers cannot be utilized to implement AI. Thus, powerful neuroprocessors imple-
menting AI will have to be purchased separately. Automated workstations (AWSs) 
are located on another level. With the help of AWSs, process operators monitor 
the state of the TP and, if necessary, issue control commands. Thus, the person is 
included in the control loop. A number of problems arise here. First, correct and 
timely perception of input information by the operator. Second, the right decision 
to correct the process. Such problems can violate the optimal TP course until the 
process stops in emergency situations. Each operator analyzes its own set of infor-
mation to make decisions within its functionality. However, in any case, all these 
decisions are a priori influenced by the human factor, which means that they may be 
erroneous. And the cost of such mistakes can have huge economic, environmental, 
and social consequences. Mitigation of these consequences is possible by using AI 
in the APCS control loop. 

Microcontrollers and programmable logic controllers (PLCs) interact directly 
with the process objects. Programs in PLCs are executed cyclically with a certain 
frequency. They are developed under the assumption of stable dynamic models of an 
adjustable object. In modern APCSs, adaptive control systems operating according 
to a special algorithm are used. Actuators are located on the lower level. All layers 
are connected by different types of computer networks. 

In APCSs, the advisory system of the type monitors all process parameters and 
formulates recommendations to the process operator who decides whether to follow 
the advice or not. 

There are two ways to introduce AI into APCSs: 

• designing APCSs from scratch using AI;
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• introducing AI into the existing APCS to improve its efficiency. 

For the first option, it is difficult to allocate the costs of implementing only AI, 
since the list of designed systems is very large. For this reason, further discussions 
are related to the second implementation option, i.e., with the modernization of the 
APCS. 

In the modernized APCS, the computer complex already includes regulatory 
bodies, actuators, the necessary sensors, as well as a process model, knowledge 
bases, and data for the operation of expert systems. In this regard, the cost of AI 
introduction into the modernized APCS is mainly determined by the costs of AI. 

Another implementation object is robotic systems. Robots are specialized 
machines. For example, there are robots for welding car bodies. Such robots work 
according to a rigid program, performing cyclic operations. Their advantage is the 
absence of fatigue and the liberation of human labor. The use of AI in such robots 
makes sense if their functions are expanded, for example, the use of vision. 

The next implementation object is a metallurgical plant. Its task is to produce steel 
of a certain composition, which is achieved by observing the required technological 
regime and introducing alloying additives into liquid steel at certain stages of the 
process. These additives require precise dosing depending on the composition of the 
alloyed steel and noble ferroalloys. 

3 Literature Review 

The concept of efficiency is a complex multidimensional indicator [13, 21]. The 
efficiency of production automation can be considered at various levels of abstraction. 
Methods for assessing the effectiveness of investments in specific projects use key 
indicators, such as costs and net income. According to these indicators, other criteria 
for economic efficiency are found. 

Methods differ in cost and revenue items. For example, the AI introduced in a 
bank generates revenues from the following processes: 

(1) salary savings for consulting operators; 
(2) optimizing the assessment of individuals’ creditworthiness; 
(3) improving safety due to identification of persons; 
(4) control optimization. 

In financial units, the effect can only be calculated for the first process. For the 
rest three, it is necessary to collect statistics on changes in the results of the bank’s 
activities before and after introducing AI into these processes. No such statistics were 
found in the publications.
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3.1 AI Implementation Models 

On the basis of modeling, the work [26] considers the influence of AI as the latest 
form of a controlling object on the growth process at the macroeconomic level. AI 
is defined as “the ability of a machine to mimic intelligent human behavior.” These 
definitions cause economic problems. In particular, what happens if AI automates 
the ever-growing number of tasks previously performed by human? AI, when used in 
the production of t-bars and services, could potentially affect economic growth and 
revenue share. But AI can also change the process by which we create new ideas and 
technologies, helping to solve complex problems and build creativity. What happens 
if AI can improve on its own and this leads to “singularities,” which are characterized 
by unlimited machine intelligence and unlimited economic growth. 

The authors seek to answer these questions by creating appropriate models. The 
initial automation model is represented by Zeira, in which the production function 
(economic and mathematical quantitative dependence between the output values 
(production quantity) and production factors, such as resource costs and technology 
level) is represented by formula 

Y = AXα1 
1 X

α2 
2 ·  · · ·  ·  Xαn 

n ,
∑n 

i=1 
αi = 1. (1) 

Here Y is a process coefficient, or total factor productivity, α is elasticity 
coefficient. 

Xi =
{
Li , i f  not  automated  
Ki , i  f  automated

}
(2) 

where L is Manual labor, K is captain. 

Yt = At K 
α 
t L

1−α 
2 , (3) 

where Yt is the production function. 
Let βt is the share of goods that were automated on date t. The manufacturing 

function can be written as 

Yt = At

[
βt

(
Kt 

βt

)ρ 
+ (1 − βt )

(
L 

1 − βt

)ρ]1/ρ 

. (4) 

The ratio of automated and non-automated production, or the ratio of the share of 
capital to the share of labor, is 

αKt  

αLt  
=

(
βt 

1 − βt

)1−ρ(Kt 

Lt

)ρ 
. (5)
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As seen from the models, if the value of substitution elasticity between goods is 
less than 1, i.e., ρ < 0, the increase in automation enhances the share of capital, and 
therefore boosts the long-term growth rate due to the multiplicative effect. 

3.2 Investment of AI in Sberbank PJSC 

Let us look at the following data: the total cost of developing the neural network 
of Sberbank PJSC to assess the creditworthiness of individuals is 90 million rubles 
[16]. The costs of implementing this system and training personnel to work with the 
software amounted to about 600 million rubles. The total costs of introducing AI 
into the lending division and electricity from additional equipment amounted to 820 
million rubles. 

The replacement of human labor with machines led to the benefit of the introduc-
tion of AI to assess the creditworthiness of individuals. This allowed Sberbank to 
free up many credit experts, security officers, and managers in the credit department. 

It was taken into account that 30% of qualified specialists will continue working 
in AI. The share of bank employees in the field of private lending was determined 
based on Sberbank’s 260,000 employees, of which 9% were managers [14]. Of these, 
35,500 employees issue consumer loans; 25,000 of them can be laid off. In addition, 
2,500 managers of these employees remain out of work and are subject to dismissal. 
With the average salary of 25,000 rubles of an ordinary Sberbank employee and 
35,000 rubles of a manager [22], the savings on wages and tax payments will amount 
to 925 million rubles per year, or 4.6 billion rubles in five years. In addition, with 
dismissal, it is possible to reduce the occupied area. 

Thus, the introduction of AI to assess the creditworthiness of individuals made 
it possible for Sberbank to save about 4.6 billion rubles over five years, as well as 
reduce problems with personnel and improve the quality of assessment. 

The introduction of AI into APCS decreases the likelihood of emergencies, raises 
the quality of regulation, improves management decision-making, and reduces a 
number of employees. Except for the last event, all the others are of a qualitative 
nature. There are no statistics on these processes. However, a methodology was 
published to determine the economic effectiveness of the AI introduction in APCS. 

Thus, the total costs of developing a neural network in this technique are not 
disclosed, but savings from the AI introduction are considered in detail. 

3.3 Procedure Described by Vlasov 

The introduction of intelligent APCS is associated with high financial costs. The 
procedure describes the algorithm for introducing AI into APCS. This algorithm 
allowed distinguishing the required procedures and the corresponding expense items 
[25]. Total costs will be calculated by formula
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Tc = Dw + Pe + PSP  + Iw + A + Ml (6) 

where Dw is design works; Pe is purchase of equipment; PSP is purchase of soft-
ware product; Iw is installation works; A is adjustment; Ml is machine learning. 
Expense items do not fully reflect costs. In particular, the costs of electricity, build-
ings, operating costs, maintenance of equipment, depreciation costs are not taken 
into account. 

The algorithm contains decision statements after execution, which can be returned 
to previous procedures, which will increase costs. However, in the proposed formula, 
this increase in costs is not considered. 

These expenses are compensated for the payback period during the operation 
of the system by increasing the price of the output product. The introduction of 
intelligent APCS allows one to reduce the staff of process operators, but will require 
the recruitment of specialists in the operation of AI. The introduction of intelligent 
APCS leads to a decrease in emergency downtime. Improving the quality of products 
results in an increase in the price of products. The optimization of the technological 
progress allows producing products with less energy and resources. 

Thus, the introduction of AI in APCS will lead to the following savings per year: 

S = Ro · Spo + Ed · Cd + Sr · Cs 
+Api · −Ns · Sas − (Dw + Ps + Iw + A + Pe)/Pp, 

(7) 

where Ro is the number of reduced process operators; Spo is annual salary of reduced 
process operators; Ed is emergency downtime per year; Cd is cost per unit downtime; 
Sr is savings on material and energy resources; Cs is cost of saved resources per year; 
Ns is the number of AI specialists accepted; Sas is annual salary of the AI specialists; 
Api is the added price from product quality improvement; Pp is payback period; Dw 
is design works of the system; Pe is purchase of equipment; Ps is purchase of software 
product; Iw is installation works; A is adjustment; Ml is machine learning. 

In this procedure, there are no estimates of the economic efficiency of APCS with 
AI due to a decrease in emergency situations caused by the exclusion of the human 
factor and an increase in the product quality owing to increased accuracy of process 
control. 

In addition, electricity costs did not fall into formula (1) as almost fully consumed 
by neurocomputers working around the clock. 

The methodology details the items of expenses and income. The basic principles 
of determining the economic efficiency of the AI implementation in APCS boil down 
to assessing costs and financial gains received as in a similar process of increasing 
production efficiency.
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3.4 Method Described by Dolganova 

The method was developed to assess the economic effectiveness of the control system 
of the multifunctional robotic complex (MRC) based on AI [5]. The designed MRC 
identifies the location, nature and types of destruction, the place and nature of fires, 
rubble and destruction caused by man-made and other disasters, etc. 

The MRC is designed to move around the studied area and perform useful work 
while examining technogenic formations in conditions of harmful environmental 
influences. In the process of operation, it can be lost due to man-made disasters. It 
consumes energy resources while moving. 

Obviously, this technique is limited to determine the cost-effectiveness of intro-
ducing AI into APCS. However, we try to compare it with the procedure discussed 
in the previous section. 

The mathematical expectation of Ms losses associated with the presence of uncom-
pensated harm from aggressive technogenic formations and a decrease in benefits 
from benign technogenic objects can be estimated by formula 

Ms =
∑

i 
P N i · C N i −

∑
j 
Pg 
j · Cg 

j (8) 

where i is index of the negative event; j is index of the positive event; P N i is posterior 
probability of occurrence of the i-negative event provided that the MRC management 
structure presented in Fig. 1 is used; Pg 

j is posterior probability of occurrence of the 
j-positive event provided that the MRC structure without AI is used; C N i is penalty 
for occurrence of the i-negative event; Cg 

j is the prize for occurrence of the j-positive 
event. 

Formulas are given to estimate losses associated with possible loss or damage 
to the MRC, with increased fuel or electricity consumption. These formulas are 
useful for evaluating a MRC designed to eliminate the consequences of disasters. To 
automate production within the framework of APCS, such estimates do not make 
sense. 

An estimate of K1 reduction of losses was introduced due to the improvement in 
the decision-making result based on the MRC computer using AI 

K1 =
(∑

i 
P N i · C N i −

∑
j 
Pg 
j · Cg 

j

)
−

(∑
i 
P N∗ 
i · C N∗ 

i −
∑

j 
Pg∗ 
j · Cg∗ 

j

)
→ max. 

(9) 

The (*) sign marks the values of indicators for the autonomous MRC. 
Additionally, the entered estimates K2 and K3 determine reductions in loss or 

damage to the MRC. For APCS, these estimates are zero. They should be replaced 
with estimates of reducing losses from equipment downtime due to incorrect actions 
of process operators.
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3.5 Cost-Effectiveness of Robotization (Procedure) 

The introduction of robots with AI to automate production processes allows using 
the same robots to produce various objects, since their restructuring is carried out by 
launching another program in the microcontroller (it must be pre-loaded there). 

The payback period of a robot without AI in years is determined by formula [20] 

T = C 

R − z 
(10) 

where C is cost of the robot; R is annual labor savings; z is robot maintenance costs. 

3.6 Cost-Effectiveness of the AI Implementation in Steel 
Smelting 

To obtain the required steel grade at the end of melting, ferroalloys of the required 
element are introduced into the steel. Insufficient or excessive amount of ferroalloy 
will result in faulty product. Fixing it will take a lot of time, labor, and raw materials. 
In addition, some ferroalloys are very expensive, which, if introduced in an amount 
greater than needed, lead to unnecessary costs. 

Another problem with the steel smelting process is the complexity of the operator’s 
task of determining the required amount of ferroalloy for the current smelting. AI in 
such a situation can act as an adviser. To do this, one needs to train it on a big data 
database. 

Thus, the AI introduction into steelmaking makes it possible to save resources 
and ensure optimal process management by providing advice to the process operator 
[7]. 

3.7 Efficiency of APCS 

Automation of various industries has a lot in common. For example, the introduction 
of an APCS defines the following items of costs for the computer equipment opera-
tion: computers power consumption; basic and additional wages of production staff; 
social security; depreciation of fixed assets, computing equipment, building; current 
repair of technical facilities; overhead costs. 

Annual profit growth (annual savings) of PA is calculated using formula [10] 

P A = P1
(
A2 − A1 

A1

)
+ P2

(
A1 − A2 

100

)
, (11)
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where A1, A2 is annual volume of products sold before and after the APCS imple-
mentation, respectively, thousand rubles; C1, C2 is costs per one ruble of the products 
sold before and after the APCS implementation, respectively, kopeks. 

4 Proposed Method 

Vlasov and Lapteva [25] list some of the items of expenses and income. 
Expenses R are calculated using formula 

R =
∑

i 
Sri (12) 

where Sri is the i-th expense item. 
Revenues for the year D are determined by formula 

D =
∑

j 
Sd j (13) 

where Sdj is the i-th revenue item. 
Table 1 shows 31 expense items depending on the specific automation object.
Table 2 presents 16 income items depending on the specific automation object.
Table 3 provides advantages and disadvantages of the analyzed methods when 

determining the economic effectiveness of the AI being introduced into automated 
production.

5 Results 

Based on a few publications on using AI to automate various TP, we can state that it 
is possible to assess its cost-effectiveness at different levels and in different types of 
production. 

At the level of macroeconomics [26], the effects of ratios of the volumes of 
automated and non-automated processes were investigated and it was shown that the 
increase in automation enhanced the share of capital. Automation and capital are 
seen as a generalized abstract phenomenon. Such a conclusion has a fairly general 
meaning. For a specific case of using AI for automation, this technique is of no 
interest. 

The economic effect of using AI in the banking system is achieved by reducing 
the staff and space occupied by them. In addition, AI allows improving the quality 
of service and increasing security [16]. The reduction of staff numbers and the 
improvement of product quality take place during the introduction of AI in robotic 
industries.
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Table 1 Expense items for the AI introduction 

i Expense items 

1 Cost of equipment used to implement AI 

2 AI training, implementation and debugging 

3 Salary, including production staff 

4 Additional salary of production staff 

5 Social security 

6 Other administrative and management expenses 

7 Materials 

8 Maintenance and current repair of buildings and inventory 

9 Depreciation of fixed assets (AI equipment) 

10 Wear and tear of low-value and life-limited items 

11 Occupational health and safety expenses 

12 Training costs 

13 Invention and technical improvements 

14 Electric power for production needs 

15 Maintenance and current repair of machines 

16 Amortization of AI, other counting machines, and equipment 

17 Specific consumption of raw materials for the production of one ruble of products 
under the AI 

18 Including raw materials and materials 

19 Fuel and energy for process needs 

20 Basic wages and social security for production workers 

21 Production preparation and development costs 

22 Equipment maintenance and operation costs 

23 Other production costs before and after the AI implementation 

24 Non-production costs before and after the AI implementation 

25 Pre-production costs for AI design development 

26 Capital investments for the creation of AI, including the residual cost of eliminated 
equipment and the cost of released equipment, structures that will be used in AI 

27 AI operation costs 

28 Basic and additional salary of the service staff of the information computing center with 
social insurance contributions 

29 Nominal annual fund of AI operation at three-shift loading 

30 Time for scheduled preventive maintenance and other planned downtime (15% of the 
nominal annual AI work) 

31 Installed power of peripheral equipment
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Table 2 Income items from the AI implementation 

j Income items (for the year) 

1 Profit growth under AI operating 

2 Increase in profit due to growth in the volume of products sold 

3 Profit gains due to lower production costs 

4 Profit gains due to reduced equipment downtime 

5 Loss from faulty products before and after the AI implementation 

6 Cutting raw materials costs after the AI implementation 

7 Number of workers released 

8 Cost savings 

9 Salary savings (with social security contributions) 

10 Savings on the wage fund formed by reducing the loss of working time under AI operating 

11 Conditional savings resulting from outstripping productivity growth compared to wage 
growth 

12 Savings from reduced overhead (35% of overhead excluding AI): 

13 Reducing scrap losses after the AI implementation 

14 Reduced costs due to elimination of the human factor 

15 Profit gains due to process optimization 

16 Profit increase due to the optimal use of equipment

Table 3 Comparison of the methods for determining the cost-effectiveness of the AI implementa-
tion 

Methods Basic performance 

Advantages Shortcomings Scope 

On models – – Country, world 

Sberbank Calculations in numbers 
by income items 

Spending items not 
disclosed 

Banks 

APCS with AI A specific list of cost 
elements 

Factors not considered: 
• improving the quality 
of goods; 

• influences of the 
human factor 

APCS 

Robot Ministry of 
Emergency Situations 
with AI 

– Negative and positive 
events are abstract and 
not specified 

Robotics 

Robotization without 
AI 

– Few factors considered Robotics 

Automated Enterprise 
Management System 
(AEMS) 

– Items of expenses for 
computing equipment 
(similar to AI) are 
considered in detail 

–
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Items of expenses and income during automation of production while imple-
menting AI are little different from such items during the implementation of AEMS 
and APCS (AI is a type of computer technology). 

An accurate assessment of the economic efficiency of introducing AI into APCS 
is difficult, since AI mainly contributes to reducing the human factor for TP and 
improving product quality. The economic results of these events can only be estimated 
with some probability if the probabilistic characteristics of these events are known. 

By the economic efficiency of APCS R we mean the ratio of the financial assess-
ment of P expected changes in the activity of the facility to the estimate of the 
expected costs C for the creation of APCS: 

R = P/C (14) 

6 Conclusion 

To assess the cost-effectiveness of the AI implementation in APCS, the most suit-
able method is described by Vlasov and Lapteva [25]. It is closely adapted to the 
production processes controlled by the AEMS. 

The theoretical significance of the study consists in the toolkit proposed by the 
authors for the quantitative assessment of the processes of introducing AI into the 
activities of industrial enterprises in order to increase the efficiency of TP, which can 
become the basis for further research on the analysis of the processes of using AI in 
automated systems. 

The practical value of the study lies in the possibility of using the results obtained 
by managers of high and mid-level industrial enterprises when planning activities to 
introduce AI into TP of automated systems. 
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1 Introduction 

The first step is to perform a chronological overview in an international context. 
Project management entails a decision-making process aimed at achieving project 
success in which stakeholder management is a fundamental area of knowledge. Stan-
dard ISO 9000: 2015 [1] defines “stakeholder” or “interested party” as the person or 
organization that can impact, experience change, or feel affected by another activity 
or decision. The term “quality” has also been adopted in standard ISO 9000:2005 
[1] as the degree to which a set of inherent characteristics (distinguishing features) 
of an object (anything perceivable or conceivable) fulfills requirements (need or 
expectation that is stated, generally implied or obligatory). 

According to the PMBOK® Guide 7th edition, published by Project Management 
Institute [2], quality is a project management principle, and quality is defined as the 
degree to which a set of inherent characteristics of a product, service, or result 
fulfills the requirements. Quality includes the ability to satisfy the customer’s stated 
or implied needs. The product, service, or result of a project (referred to here as 
deliverables) is measured for the quality of both the conformance to acceptance 
criteria and fitness for use. 

The Individual Competence Baseline for Project Management, published by Inter-
national Project Management Association [3], also defines “quality” as the degree to 
which a set of inherent characteristics fulfills requirements, both implicit and explicit 
in the project, their needs and achieve benefits. Stakeholder management is implicit 
in the various inherent responsibilities and characteristics of a project. The ideal situ-
ation, therefore, for project organization is that all the people, teams, and suppliers 
involved in project management are each competent to perform assigned tasks and 
assume their responsibilities. 

The notion of quality involves a leadership structure (power, urgency and legiti-
macy) which is strongly influenced by stakeholder theory [4], a concept developed by 
Freeman in his work on business management in 1983 [5], and which soon became 
oriented to the discipline of Project Management and currently creating synergies 
with other trends as strategic management (SM) [6], reflecting the humanization of 
stakeholders, not only from an economic point of view, but also in an analysis of 
their intrinsic needs and expectations, in a globalized and changing world faced by 
any organization. 

Reaching new goals and responding quickly to stakeholder needs and expectations 
can no longer be achieved through traditional methods. Integration, cultural change, 
and the implementation of Agile methodology may be the answer for managing the 
hybrid organization [7], supported by IT tools that allow digital transformation in 
industry. 

In this sense, the study developed by Keding [8] proposes the use of Artificial 
Intelligence (AI) to automate strategic management tasks, from two perspectives. 
The first one, condition-oriented view for the use of AI in strategic management, and 
the second outcome-oriented view, the consequences of AI in strategic management 
from a global perspective, for all stakeholders (internal and external).
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For all these reasons, the mission of the empirical study described in this document 
is to relate the critical success factors, their relationship with stakeholders and the 
impact on the organization, and finally discuss the decision-making process and the 
use of AI to support the digital transformation of the organization. To this end, a series 
of technological renovation projects carried out on the production line of a tobacco 
factory located in Spain, the head company of which owns 51 factories worldwide 
and employs approximately 30,000 people are studied. Supplying both the domestic 
and the foreign markets, the factory analyzed a range of production lines depending 
on the end product: semi-finished (cut tobacco) or finished (ready for consumption). 

2 Thematic Overviews of the Key Aspects in the Industrial 
Sector 

2.1 Stakeholders Management 

Stakeholder management is an increasingly important aspect of technological 
projects, and should therefore be approached in a methodical fashion, using existing 
tools already familiar to the profession of project manager [9, 10]. Stakeholder iden-
tification is considered a problem of classification and there are many different clas-
sification models. For example, in Mitchell [11], the degree of influence is measured 
through three dimensions: power, legitimacy, and urgency. ISO 21500—Project, 
program, and portfolio management—Context and concepts [12] also suggests 
identifying stakeholders (individuals, groups, or organizations) affected by or who 
affect the project and recording all relevant information regarding their needs and 
expectations. 

The Stakeholder Circle® methodology developed by Bourne in 2010 is another 
approach to analyze stakeholder influence, which is still relevant today, reinventing 
itself with the COVID-19 pandemic [13]. This method classifies stakeholders 
according to their influence on the project, their engagement with the work assigned, 
and the influence of this work on other people, with the possibility that someone may 
not be the right person for the tasks assigned. 

As can be seen, a stakeholder identification model should reflect a management 
approach rather than the traditional perspective of stakeholders, and it should be 
possible to apply it to practical aspects of a specific situation in a technological 
project, in changing environments. 

Project Management Institute (PMI) ascribes a leading role to stakeholders, and 
in line with ISO 21500 [12], the latest edition of the PMBOK® Guide 7th edition [2], 
defines stakeholder management as an area of knowledge; identification, planning, 
management, and monitoring of stakeholders are considered essential tasks in order to 
meet the needs (organization, project, and stakeholders) and to resolve any associated 
problems that may arise. Stakeholder management can enhance the probability of 
the project staying on course, improve the ability of people to work synergistically, 
and limit disruption during project planning and implementation.
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International Project Management Association (IPMA) regards interested parties 
management, and more specifically the competence known as Stakeholders, as one 
of the 14 practice competencies that a project manager should possess. In addition, 
it highlights not only the need to analyze internal and external networks and manage 
communications but also to have a stakeholder management plan and to manage their 
expectations and satisfaction—this being the most global and integrative approach 
toward projects and business activities, according to the ICB—IPMA Competence 
Baseline version 4.0 [3]. 

The IPMA indicates that project managers should identify all the stakeholders, 
since to a greater or lesser extent these can have a direct or indirect impact on a 
project. Indeed, “project success” is nothing other than “the various stakeholders’ 
assessment of the project outcomes.” Therefore, the project management objective 
is not only to produce project deliverables on time and within the budget, but also to 
satisfy all the stakeholders implicated. 

Recently renew published international standard, ISO 21500, Project, program 
and portfolio management—Context and concepts [12], provides guidance on those 
project management concepts and processes which influence project outcomes. The 
standard indicates that project organization represents a temporary structure, which 
should have well-defined limits that are communicated to all project stakeholders, 
which should be suitably managed. 

Tasks of the project manager should include identifying all the stakeholders and 
their different needs and expectations and ranking them in order of importance. 
However, this harmonization of interests is a broad and abstract concept. It is possible 
to apply design-based thinking method in business management, involving stake-
holders in defining the problem [13]. The authors warn that the application of this 
method is not the only way for the development of an organization. The implemen-
tation of Lean Thinking or Agile Methodology [14] can also be taken as the comple-
ment for harmonizing different stakeholder needs/expectations, and decision-making 
process. 

In engineering projects, Project Manager should also be identified as a stakeholder 
and with his team project, they play a key role in technological projects, establishing 
interoperability between pre-existing and new technologies and often bearing the 
brunt of tensions between the different stakeholders. The project manager is the key 
to success and must be agile in the decision-making process. 

2.2 Technological Projects 

Stakeholder engagement not only implies an increase in the probability of successful 
completion of the project—providing a strategic management perspective aimed at 
acquiring knowledge, adapting the project to users, and reducing conflict [15]. But the 
stakeholder engagement also has ethical implications: stakeholder participation can 
promote a social process which includes aspects related to corporate social respon-
sibility, raising awareness, and changing attitudes and behaviors that may adversely 
affect the daily work of the company staff.
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Globalization and the COVID-19 also have a great impact. The need to approach 
world projects and the availability of skilled, low-cost labor elsewhere have encour-
aged many companies to implement their projects in a virtual environment in a 
convulsive period with sanitary restrictions. Several authors have stood out the 
communication for its importance, when projects are carried out in a virtual 
environment with a different work culture, taking teamwork to a higher level [16, 17]. 

Stakeholder engagement and project manager’s role in technological projects has 
been displayed. It is important to identify the moment/stage and how the stakeholder 
participated in the project [10, 18]. The active participation of members of an organi-
zation in identifying and engaging stakeholders in project decision-making can lead 
to the commitment necessary to ensure application of the criteria defined stakeholders 
involved and help achieve project success [19]. Project managers should be aware 
of the key role they play in managing stakeholders and understanding their needs, a 
change of governance with a 360-degree vision through a collaborative model [20]. 

With respect to the launch of new products and market success, aspects of great 
importance for technological projects, other authors have suggested that empirical 
research should focus not only on customer barriers, but also on all other stakeholders 
involved in the process (distributors, suppliers, and competitors) [21]. 

In the case of multiple projects, adequate definition of project scope by all parties 
involved is not sufficient. Other key factors for success are involved, such as staff 
experience (project manager and teamwork) and good communication, especially if 
resources have to be shared across different projects. Joint management is another 
type of business which allows risks reduces conflict among the various stakeholders 
and increases productivity levels [22, 23]. 

It is necessary to use new languages or extensions capable of representing the 
dynamism, interoperability, and multiple technologies of smart factories, and where 
Artificial Intelligence has a relevant role [24]. 

2.3 Artificial Intelligence (AI) 

According to Schwab [25], Artificial Intelligence (AI) has made impressive 
advances, driven by the exponential increase in computing power and the avail-
ability of vast amounts of information. Some examples of AI use: algorithms to 
develop new drugs, consumer trends in society, or monitoring of industrial systems 
(case that concerns us). 

The evolution of the labor market has also been analyzed by Schwab [25], 
the impact of Big Data in decision-making, so that companies and governments 
provide services and support in real time. Leveraging Big Data can automate and 
replace processes that today are performed manually, mainly the so-called white-
collar workers (office, administration, and management tasks). Of course, this 
decision-making directly affects the labor market. 

In the study by Frey and Osborne [26], the possibility that certain jobs could 
be absorbed by Artificial Intelligence and robotics, which could be automated, was
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Fig. 1 Employment affected by automation. Source Frey and Osborne [26] 

analyzed, obtaining a high impact rate. The results obtained predict that up to 47% 
of U.S. jobs in 2010 were prone to be automated in the next years (Fig. 1). 

According to Schwab [25], the forecast is that processors will reach the same 
computing power as the human brain by 2025. At a top management level, Artificial 
Intelligence is already having a major impact, even forming part of the top manage-
ment teams of organizations for decision-making. The clearest example is the AI 
called VITAL (Validating Investment Tool for Advancing Life Sciences), as indi-
cated by different publications [27, 28]. Deep Knowledge Ventures has implemented 
AI to predict market trends that are invisible to human understanding, anticipating 
what is going to happen in terms of trading much further in advance than a group of 
human experts. 

Technological projects that include artificial intelligence (case study) have made 
it possible to improve production control, integrating regulation, predictive models, 
and self-adjustment (flow, capacity, and raw material supply). In this context, it is 
important to highlight that the projects implemented have a direct impact on the 
reduction of plant operators, as well as white-collar workers, e.g., plant supervisors 
or quality control personnel. 

3 Methodology and Case Study 

3.1 Methodology Applied for Analysis CSFs 

To overcome barriers to successful project management, stakeholder, and the impact 
of AI, it is important to detect critical success factors. According to Herath and 
Chong [29], critical success factors (CSFs) are those elements that are necessary 
for an organization to achieve success. Along the same lines, defined CSFs as those 
areas in which an organization must obtain satisfactory outcomes in order to achieve 
its mission, through digitization [30]. This theory can be applied to the detect CSFs 
in specific projects and in business digitalization, as has been done in other studies 
[31–33], the results of which have here been compiled and are shown in Table 1, 
included in the appendix with the corresponding references.
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The questionnaires designed through the information extracted from Table 2, 
where the most significant CSFs, through this review, we have been drafted the 
questionnaires, and subsequently validated by experts using the DELPHI method.

This study attempts to detect the CSFs associated with different stakeholders 
in different technological projects (that integrate AI). Analysis based on 315 ques-
tionnaires administered to various stakeholders who had participated in 45 projects 
implemented in a manufacturing company, in a time interval of 10 years. 

The questionnaires were completed by different key stakeholders. Thus, they were 
not limited solely to the opinions of clients/users and the organization in question, 
but also examined the direct or indirect impact of all other stakeholders. Among them 
are the project manager, project team members, sponsors, influential people, and the 
project management department itself. Participants scored each of the questionnaire 
items from Likert scale (1 = ‘strongly disagree’ to 5 = ‘strongly agree’). 

An initial key aspect was to ensure selection of a statistically significant sample. 
This was achieved by calculating the number of questionnaires in order to estimate 
their mean overall satisfaction on a scale from 1 to 5 (Likert scale) with a 95% confi-
dence interval, where the mean calculated for the sample would not differ by more 
than 0.25 points from the mean for the total stakeholder population [59], obtaining 
a minimum of 246 questionnaires. 

Based on figures on a prior literature review, for the present study 45 projects were 
examined with 7 stakeholders per project, obtaining a total of 315 completed ques-
tionnaires. Consequently, the sample studied was statistically significant according 
to established quality indices. 

The first methodological step was to define the scope, which entailed identifying 
all stakeholders with participation in the case study. For this, it was adopted the 
approach suggested in ISO 21500 [12], using the Project Charter and the Project 
Organization Chart in order to identify stakeholders and generate the resulting Stake-
holder Register. The second stage comprised data collection. To this end, the indica-
tors most frequently used in the technological projects implemented during the study 
period (scope, budget, project deliverables, and deviation) were grouped together. 
The questionnaires were then drawn up, incorporating the CSFs identified in the 
literature review, administered, and collected. Lastly, the research hypotheses on the 
relationship between the various CSFs were posited and analyzed using statistical 
tools, and conclusions were drawn. 

The results obtained were divided into two groups: one comprised the factors asso-
ciated with the stakeholders, and the other concerned the project success (dependent 
factor) and two groups of independent factors (Technical decisions supported through 
AI) and (Top management decisions supported through AI). 

3.2 Case Study 

The first contact of the European continent with tobacco was with the discovery of 
America. The Spanish Crown had the monopoly. Powdered tobacco from Cuba and
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Santo Domingo was important. At the beginning of the sixteenth century, the first 
tobacco manufacturing industries were established in the city of Seville, the first 
industries in Europe. 

With an artisanal manufacturing, the tobacco industry had to reinvent itself, 
becoming a private company in 1998. The Spanish tobacco company was selected 
because it was initially a public company that was later privatized. Starting from 
high number of personnel to undergoing a technological renovation based on 
private capital. It is a clear example of automation and the application of artificial 
intelligence, allowing the drastic reduction of personnel. 

Case study focused on technological projects directly related to tobacco product 
manufacture carried out under conditions of strict control as regards specific 
treatment parameters (temperature, humidity, toasting, and flavoring). Moreover, 
programmable logic controllers (PLCs) were used due to the large production volume 
in question (approximately 3,500 t/year–31,000 t/year, depending on the production 
process and the end product). 

At 62%, the budget deviation in the period B (last five years) was significant in 
Type A—Operational Improvement projects, and this was mainly due to strategic 
management changes. The projects show a turning point with integration at the 
European level (other national tobacco companies). 

There was also a time deviation of 167% in the period B (last five years) in Type 
B—New Product Development projects as a result of an overlap between different 
projects sharing the same resources. Since these were technological projects which 
in some cases required highly specialized personnel (PLC programming, calibration 
of communication network systems, etc.), the alternative of contracting new staff 
was not an option. Consequently, project implementation took longer than initial 
time estimates. 

Technology was a key component of all of the projects selected for the 
present study, although the goals varied (operational improvement, new product 
development, quality improvement, or technology transfer). 

The main characteristics and parameters of these projects have been grouped 
according to type in Table 1, in order to facilitate a clearer understanding of the 
scope of the present study. 

In this study, various stakeholders who to a greater or lesser extent could influ-
ence the decisions taken in the projects were identified. Generally, external stake-
holders are more difficult to identify and manage than internal ones. To identify 
stakeholders, the model was developed by Mitchell [11]. Figure 2 shows an example 
of an Operational Improvement project (ID Project A—Table 1) included in the 
present study.
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POWER 

LEGITIMACYURGENCY 
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DEPARTMENT 

QUALITY & ENVIRONMENT 
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DEPARTMENT 

EXTERNAL 
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MANUFACTURING 
DEPARTMENT 

SUPPORT 

PLC’S 

IT 

DEPARTMENT 

EXTERNAL PROJECT 
MANAGEMENT OFFICE 

(PMO) 
CUSTOMER/USER 

Fig. 2 Stakeholder typology for Type A projects. Source authors

4 Results 

Questionnaire data were analyzed using the SPSS software package for statistical 
analysis as follows. Factor analysis was performed to reduce large sets of items 
to a smaller number of dimensions (based on questionnaire items), and the factors 
obtained were ranked according to mean and deviation values. A theoretical network 
was established based on the results obtained from factor analysis, hypotheses were 
posited, reliability analyses of the results were conducted (Kaiser–Meyer–Olkin 
measure, Bartlett’s Test of Sphericity, and Cronbach’s alpha), hypotheses were tested 
using linear regression models, the interrelationship graph was revised, and mean 
results obtained according to the statistically significant factors in this study. 

4.1 Statistical Analysis 

Factor analysis was structured on the dependent variables (Tables 3 and 4), and 
independent variables (Table 4). The varimax rotation method was used to determine 
the components.
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Stakeholder (dependent variable) consists of two dimensions (Table 2), Factor 1 
and Factor 2. Factor 1, which was analyzed according to stakeholder actions and influ-
ence on the project (named Stakeholder Actions and Influence), comprised 7 items 
(Q04, Q08, Q11, Q13, Q21, Q30, Q35), while Factor 2, which was analyzed according 
to stakeholder identification and communication (named Stakeholder Identification 
and Communication), comprised 3 items (Q01, Q02, Q15). 

Project Success (dependent variable) consists of two dimensions (Table 3). Factor 
1, which was analyzed according to inherent characteristics of the project (named 
Project Scope, Deliverables, and Expectations), comprised 5 items (Q06, Q19, Q26, 
Q31, Q36), while Factor 2, which was analyzed according to the project-stakeholder 
relationship (named Project and Relationships), comprised 3 items (Q03, Q23, Q25). 

Factor analysis was also performed on 4 independent variables (Table 4). 
Independent Factor 1, Technical decisions supported through AI, which 

included Commitment to Planning & Control; Personnel/Teamwork; Technical Task 
Ability, comprised 8 items (Q07, Q12, Q05, Q34, Q33, Q32, Q17, Q09) and range 
of factors 0,963 to 0.605. 

Table 3 Factorial result for the dependent variable Stakeholder 

Items Factors 

1 2 

Q08—The project has directly led to improve or more effective 
decision-making or performance for the stakeholders 

0.893 0.099 

Q11—The different stakeholders were given the opportunity to 
provide input early in the project development stage 

0.888 0.251 

Q04—The stakeholders knew who to contact when problems or 
questions arise 

0.868 0.124 

Q30—The stakeholders understood their role on the project 0.86 0.399 

Q35—The influence of different stakeholder on the project 0.792 0.474 

Q21—The value of the project has been discussed with the different 
stakeholders 

0.746 0.543 

Q13—The limitations of the project have been discussed with the 
clients (what the project is not designed to do) 

0.602 −0.29 

Q02—The project leader possessed adequate information about the 
external stakeholder network 

−0.148 0.93 

Q01—The project leader possessed adequate information about the 
internal stakeholder network 

0.284 0.787 

Q15—The different stakeholders were kept informed of the 
project’s progress 

0.494 0.674 

Eigenvalue 2.59 3.68 

Percentage of Variance 59.76 17.86
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Table 4 Factorial result for the dependent variable Success 

Items Factors 

1 2 

Q36—The Project has completely fulfilled my expectations 0.954 0.204 

Q31—The project has completed on time 0.947 0.142 

Q19—I am satisfied with the process by which the project was implemented 0.944 0.136 

Q06—Given the problem for which it was developed, the project seems to 
do the best job of solving that problem 

0.791 0.387 

Q26—The project has completed according to the budget allocated 0.756 0.443 

Q03—The project has no or minimal technical start-up problems because it 
was readily accepted by its intended users 

0.001 0.907 

Q25—The results of the project represent a definite improvement in 
performance over the way clients used 

0.472 0.765 

Q23—The project has made a positive impact on those who have participated 0.634 0.670 

Eigenvalue 3.530 3.410 

Percentage of Variance 69.396 15.112 

Independent Factor 2, Communication, comprised 4 items (Q24, Q20, Q28, Q29) 
and range of factors 0.936 to 0.594. 

Independent Factor 3, Top management decisions supported through AI, which 
included Top Management Support; Project Mission/Common Goal/Direction, 
comprised 4 items (Q14, Q16, Q22, Q18) and range of factors 0.959 to 0.644. 

Independent Factor 4, Monitor Performance and Feedback comprised 2 items 
(Q27, Q10) and range of factors 0.760 to 0.597. 

According to the factor analysis, the factors obtained are displayed in Table 5, 
allowing to obtain the theoretical framework include in Fig. 4. The model was also 
validated through Kaiser–Meyer–Olkin measure, Bartlett’s Test of Sphericity, and 
Cronbach’s alpha. 

4.2 New Theoretical Framework 

According to the regression analysis obtained (dependent and independent variables), 
a new theoretical framework was obtained, represented in Fig. 3, shown below the 
final discussion and conclusions.
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Fig. 3 Final theoretical framework based on the factor analysis. Source authors

5 Discussion 

The present study has provided a more structured view of CSFs (Fig. 4), not only 
from the perspective of success, which has been thoroughly analyzed in the liter-
ature review (Table 2). Incorporating in this study the stakeholder management 
(action, influence, identification, and communication), where the figure of the project 
manager stands out. 

The CSFs identified in this study can help to better understand dimensions such 
as top management support, personnel/teamwork, and technical task ability, aspects 
that should not be overlooked as they affect the decision-making process. 

The model obtained indicates the importance of the project manager figure 
to manage technical projects both effectively and efficiently, taking an integrated 
approach which goes beyond achieving profit, budget, risk, and opportunity targets 
to consider behavioral and contextual competencies that facilitate the relationship 
between the organization, the team, and the work environment [8, 15, 16]. 

Results show the importance of Artificial Intelligence as a support top manage-
ment support and establishing a well-defined project mission, as shown by indepen-
dent factor 3 with a Standard Beta of 0.836. As regards the implementation of largely 
internal projects, we encountered large obstacles due to the company’s functional 
organization—a widespread structure among service and industry companies— 
which rendered it difficult to identify project managers and their teams. This explains 
why fast and efficient data analysis (trends, historical, and predictive models) aids to 
the top management support. Artificial Intelligence is already having a major impact, 
even forming part of the top management teams of organizations for decision-making 
[25, 27, 28].
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To end, the model raised by Mitchell [11] and applied in this study presents 
some limitations; while it may be useful in stable contexts, in the study described 
here, which dealt with technological projects, the impact of stakeholders varied in the 
project execution due to uncertainty factors, where the AI can reduce such uncertainty 
in process decision-making. 

6 Conclusions 

The know-how and experience of staff responsible for project tasks has become 
an influential factor in project success in changing environments [16, 17, 22, 23]. 
Furthermore, a clear understanding of the basic differences and similarities between 
projects can help project managers divide, allocate, and manage resources more effi-
ciently [8]; better outcomes were reported in the questionnaires when the project 
concerned involved technical personnel with experience not only in production 
systems, in this instance tobacco handling and treatment, but also in aspects related 
to the IA system. In project management, we currently find tools that integrate arti-
ficial intelligence and help the project manager and his team in making technical 
decisions (e.g., ClickUp, Monday.com, Asana, Teamwork, Basecamp, Wrike, …). 
A command of technology proved to be a key aspect in the present study, where 
engineers play a key role, optimizing time through IA [8, 16, 30]. 

We conclude with the definition of two future lines of research for its development: 
(1) The use of Artificial Intelligence as an opportunity for companies to support 
decision-making. (2) The need to advance in the development of digital competences 
related to Artificial Intelligence, to obtain its maximum potential. 
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Table 5 Factorial result for independent variables 

Items Factors 

1 2 3 4 

Q07—Problems that arised were solved completely 0.963 0.127 −0.026 0.073 

Q12—The appropriate technology (equipment, training 
programs, etc.) has been selected for project 

0.934 0.099 0.187 0.193 

Q05—The people implementing the project understood it 0.791 0.307 0.137 0.099 

Q34—Adequate technical and /or managerial training 
was available for members of the project team 

0.769 0.457 −0.091 0.270 

Q33—The personnel on the project team understood 
how their performance will be evaluated 

0.664 0.223 0.464 0.185 

Q32—There was a detailed plan for the completion of 
the project 

0.646 0.507 0.231 0.326 

Q17—The technology that is being used to support the 
project worked well 

0.642 0.394 0.200 0.201 

Q09—The project leader has the ability to motivate team 
members and maintain a cohesive project team 

0.605 0.579 0.213 0.438 

Q24—The lessons learned are documented for used in 
the future 

0.134 0.936 0.279 0.084 

Q20—Individuals/groups supplying input have received 
feedback on the acceptance or rejection of input 

0.543 0.632 0.273 0.236 

Q28—The results of project reviews were regularly 
shared with all project personnel 

0.587 0.596 0.193 0.417 

Q29—Regular meetings to monitor project progress and 
improve the feedback to the project team 

0.564 0.594 0.188 0.384 

Q14—The goals of the project were in line with the 
general goals of the organization 

0.191 0.063 0.959 0.109 

Q16—Upper management shared responsibilities with 
project team for ensuring the project’s success 

−0.081 0.321 0.869 0.087 

Q22—I agreed with upper management on the degree of 
my authority and responsibility for the project 

0.064 0.187 0.847 0.205 

Q18—The basic goals of the project were made clear to 
the project team 

0.316 0.242 0.644 0.203 

Q27—All important aspects of the project were 
monitored 

0.330 0.310 0.421 0.760 

Q10—The results of planning meetings were published 
and distributed to applicable personnel 

0.456 0.576 0.208 0.597 

Eigenvalue 3.074 2.517 3.735 2.385 

Percentage of Variance 67.636 14.848 6.098 3.196
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Table 6 Ranking of the independent and dependent variables 

Items Mean Deviation Rank 

Variable Independent 3—Top Management Support & Project 
mission /common goal / direction 

3,60 0,14 1 

Variable Independent 1—Commitment to planning & control, 
Personnel / teamwork & Technical task ability 

2,82 0,27 2 

Variable Independent 2—Communication 2,10 0,39 3 

Variable Independent 4—Monitor performance and feedback 2,02 0,32 4 

Variable dependent Stakeholder—Stakeholder actions and 
influence 

3,55 0,18 1 

Variable dependent Success—Project scopes, deliverables, and 
expectations 

3,40 0,08 2 

Variable dependent Success—Project and Stakeholders 3,04 0,43 3 

Variable dependent Stakeholder—Stakeholder identification 
and communication 

2,17 0,31 4 

Fig. 4 Theoretical framework. Source authors 
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The Relationship Between Objectives 
and Stages of Agile Implementation 
in Organizations 
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Abstract The paper analyzes application of Agile in software development, 
revealing that Agile initially referred to software development, then in the context of 
agile began to be applied to the management of any processes in different fields and 
areas of knowledge. In this way, there was a shift. Therefore, “agile development 
methodology” and “agile management” may have different meanings. The survey 
results serve as the material for the study. These materials are interesting as they have 
the relevance of respondents to Agile. In addition, respondents answered the ques-
tions without additional incentives and could interrupt the survey at any time. 1,501 
people have participated in the present survey. Purpose of the study: an exploration 
of the relationship between objectives and stages of agile implementation in organi-
zations based on the opinions of developers. Within the present study, Pearson’s rank 
correlation coefficient was used to calculate the interdependence between the vari-
able “How many years has your company been applying Agile practices?” and the 
variable “Number of goals.” To figure out the interdependence between respondents’ 
answers to the question “what stage of Agile implementation is your company at?” 
and the variable “Number of goals” that the respondent associates with Agile, the 
Spearman rank correlation coefficient was used. The results showed that the number 
of Agile implementation goals depends on the level of Agile competencies in the 
organization: then higher the level of Agile competencies in the organization, then 
more goals the organization has. The results of the study enrich the knowledge of 
goal-setting in Agile. In addition, it can stimulate to consider the problem from a 
new point of view - the study of the evolution of goals from implementing Agile. 
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1 Introduction 

Information technology (IT) has evolved astonishingly over the last 20–25 years. 
The improved IT environment has greatly enhanced an organization’s ability to 
integrate various mediums and has expanded the choice of delivery vehicles for 
the organization. The rapid growth of information technology has made reasonably 
priced technology available with a tremendous potential to improve communication 
efficiency and effectiveness within and between organizations in support of agile 
business practices. Technology exists for any medium or combination of mediums 
(multimedia) suitable for conveying information in a rich, meaningful, and easily 
understood format [11]. 

The proliferation of IT has brought many changes to the organizational environ-
ment. Organizations can enlarge their operations into the global domain as they use 
technology. 

Digital technology is transforming the services and business models of orga-
nizations and changing the structure of the economy and society. Organizations 
are becoming virtual, and there is a trend toward remote working. IT companies 
are gaining more weight in the GDP structure. The needs of society are becoming 
dependent on electronic devices: smart watches, smart homes, heart rate monitors, 
etc. These changes are taking place through the use of information technology. We 
can assume that digital transformation can be interpreted in different ways, as there 
are many approaches to the definition. First, it depends on the area of scientific 
interest in digital transformation studies. Secondly, it depends on the object of study. 
A sociologist, for example, will have a different view of digital transformation from 
a programmer. Digital transformation exists in Industry 4.0—the Internet of Things 
concept. This concept assumes that every physical object has integrated technology. 
The technology allows the physical object to interact with other entities. A key 
driver of the fourth industrial revolution is integrating cyber-physical systems into 
manufacturing processes. 

Agile is an approach to digital transformation and optimization of internal soft-
ware development processes. The essence of agile is the creation of product value, 
created in an unpredictable environment and rapid changes in the context of digital 
transformation. Thus, almost any company is now forced to become an IT company 
in one way or another. Simplifying processes, increasing velocity, and focusing on the 
customer will benefit any company, regardless of the industry. The limiting parameter 
for the transformation may be the company’s size, the current level of culture in the 
organization, and its compliance with the basic principles of agile. The principles 
of agile are declared in the Agile Manifesto [2]. The Agile Manifesto is a docu-
ment describing the values and principles of agile software development, proposed 
in February 2001 at a meeting of programmers. 

The transition to agile approaches or NeoClassical Theory of Management is 
not due to continuous process optimization trend because of the general desire of 
managers to make these changes but to the variability of the environment and the
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increasing complexity of the systems and software to be produced. Thus, the under-
standing concerning the future result between developers and customers is different 
from each other. The solution to this problem and bringing to a common ground is 
business analysis, which acts as a bridge between customers and developers. Busi-
ness intelligence has resulted, in part, in terms of reference—a document that outlines 
the requirements for the final software product. A further increase in the complexity 
of understanding processes and the development of the customer-centricity category 
called for the developer community to change its approach to constructing plans and 
the execution of tasks. Each new task appears as a result of reflection on the results 
of the previous task. 

Agile development approaches in distributed teams have specific problems related 
to cultural differences, behavioral aspects, and different geographical distributions 
of employees. It generates another factor—different time zones so that all team 
members may have different activities simultaneously. Consequently, trust within 
teams, the basis for employee interaction, becomes very important. 

Agile is a group of approaches. By approaches, we can mean both methodolo-
gies, models and methods. In this paper, we will not discuss what a methodology is 
and what a method is. It is only essential to understand that Agile is not classical 
management and not classical project management. If Agile is not classical manage-
ment, it contains characteristics that are different from classical management. Agile 
contrasts itself with the predictive Waterfall model. The name “Waterfall” speaks 
to the essence of this model. Processes move from top to bottom, giving us the 
understanding that we cannot go back to previous tasks. Accordingly, we see rigidity 
in the Waterfall model. “Waterfall” refers to determinism. Determinism defines a 
causal relationship of events as a result of the completion of previous events. Agile 
refers to indeterminism. Indeterminism denies the objectivity of causality because 
subsequent events may involve more significant factors unknown at the event’s time. 
The software development industry shifts from determinism to agile development 
approaches. A feature of agile approaches is the active participation of stakeholders 
throughout the development process [17]. Whereas deterministic approaches, based 
on classical theories to control, involve them in the initial stages, such as initia-
tion or planning, as well as in the implementation of absolute control. Deterministic 
approaches predetermine the state of future objects based on resulting changes and 
initial plans, compliance with which is a principle of predictive models. 

The Agile approach emerged because of a changing marketplace. Customers 
began to value rapid speed to market for products and began to be more flexible in 
formulating product requirements as the system’s complexity increased. Flexibility 
started to manifest in an awareness among customers that software requirements may 
need to be completed or may be fragmented. 

Purpose of the study: we will explore the relationship between objectives and 
stages of agile implementation in organizations based on the opinions of developers.
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2 Literature Review 

There are few comprehensive studies on Agile with a large field sample. There 
are only anecdotal case studies, and their number steadily increases yearly, which 
confirms the high interest in Agile among researchers. Moreover, there are studies 
in computer science: that implement Agile UX (User Experience) in the context of 
software startups [6], and the software team’s evolution to self-organized collab-
oration practices, agile planning practices, and involved customer concentration 
depended on the customer’s trust in the software team and flexible, collaborative 
routines [7]. Agile as social science: applying Agile principles to students’ group 
work in project management [10]. There are papers in the business and management 
section: Researchers found that digital transformational leadership and organiza-
tional agility positively impact digital transformation, and digital transformational 
leadership impacts organizational agility [4], and researchers are exploring a lean 
and agile strategy for the supply chain in the construction industry based on an Agile 
approach [14]. Moreover, the focus of the examples mentioned above of articles is 
more related to the business and management section, as most of the papers need 
technical novelty. 

Initially, agile methodologies were related to the information technology sector. 
Then in the context of agility, they began to be applied to the management of any 
processes in various fields and areas of knowledge. It is how it happened. There-
fore, the articles “agile development methodology” and “agile management” refer 
to different objects and contents. Instead of technical novelty, a novelty in teamwork 
and productivity and velocity, relationships with customers, and others, is proposed. 
By the way, a lot of the work in the business and management section is related to 
something other than information technology, the domain of Agile, but to general 
organizational agility. 

Goal setting in Agile can be seen in the context of critical roles in different Agile 
frameworks such as Scrum (the framework that allows developers to create value 
for the user through adaptive solutions to complex tasks), Kanban (development 
framework that implements the “just-in-time” principle), and others. 

For example, consider the Scrum framework: the product owner prioritizes 
backlog. Prioritization balances arguments at the work planning stage and shows 
attention to changing conditions. Consequently, the value of the software is increased 
[16]. Scrum Master is responsible for the productivity and velocity of the team [12]. 
Self-organizing development teams in Agile instead of the structure in traditional 
management are collectively responsible for the sprint execution process, which 
includes task planning, performing, managing the tasks, following daily stand-ups, 
and communicating with the Scrum teams [8]. Therefore, team performance depends 
on maturity [9]. In addition, developer teams stimulate the technical perfection of the 
product to occur, at the expense of which quality is increased [3]. Product quality is 
a priority for both the customer and the developers; production speed is also crucial, 
so risk management should be consistent with these aspects [15]. The idea can be
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further developed by adding artifacts: burndown chart, sprint backlog, and product 
backlog [5]. The purpose of the above artifacts contains the goals of agile. 

Further, we will consider the approach to goals in the example of a paper [13], 
which considers the move to Agile because of the desire to eliminate the hierarchical 
management structure. Leveling out the hierarchy cannot be the primary goal, so 
another more economic goal is to improve team results and enable working remotely. 
So here we see that the researcher can claim one goal, but it will hide another goal. 

If we summarize the literature review on goal-setting in Agile, there can be many 
goals in different fields. Goals can be focused on the artifacts of Agile approaches. 
Objectives can be oriented toward Agile principles as well as Agile values. Therefore, 
the research topic is broad, and we are grateful for the opportunity to participate in 
this research. 

3 Materials and Methods 

The research materials are the data provided by ScrumTrek LLC—the results of the 
2019 survey. This data is interesting because of the relevance of the respondents 
to Agile. In addition, the respondents answered the questions without additional 
incentives and could interrupt the survey at any time. This data has no shelf life, as 
it hides various patterns, the discovery of which will enrich Agile theory. 

A total of 1,501 people from different cities (primarily Russian) took part in the 
survey. Respondents answered questions about the organization where they work. 
Thus, the results of the survey allow us to analyze the characteristics of the use of 
Agile in the following groups of organizations: IT (605 people, 40%), finance (341, 
23%), telecommunications (64, 4%), and non-IT spheres (491, 33%). The survey 
report is available online at the link in the literature [1]. 

Participants in the survey came from various roles within their organizations, from 
senior managers and business owners to developers. 

The distribution of employees by primary activity (role) varies across companies 
in different industries. The highest representation of middle managers is in telecoms, 
while top managers and company owners are in non-IT. Thus, the highest percentage 
of Scrum masters and Agile coaches is recorded in the financial sector organizations 
(26%), the maximum representation of project managers—in telecommunications 
and IT. 

To calculate the interdependence between the variable “How many years has 
your company been applying Agile practices?” and the variable “Number of goals,” 
the Pearson rank correlation coefficient was used, a parametric method used to 
examine the relationship between phenomena statistically. This method was used 
because, in this pair, both variables are quantitative and have a normal distribu-
tion (the normality of the distribution of the respective attributes is indicated by the 
asymptotic significance value, which for both variables takes a value less than 0.05. 
See Table 1).
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Table 1 Kolmogorov–Smirnov one-sample test (testing variables for normality of distribution) 

Number of goals How many years has your 
company been 
implementing Agile 
practices? 

N 1501 1303 

Mean 2.64 3.19 

Normal parameters a,b standard deviation 2.412 2.590 

Difference between Two 
Extremes 

Module 0.214 0.177 

Positive 0.214 0.177 

Negative -0.137 −0.113 

Kolmogorov–Smirnov Z statistics 3.736 7.736 

Asympt. value (two-sided) 0.000 0.000 

a. Comparison with a normal distribution 

b. Estimated from the data 

Note The correlation tables use the following indications of the significance of correlations: 
**—Correlation is significant at the 0.01 level (bilateral) 
*—Correlation is significant at the 0.05 level (bilateral) 

The Spearman rank correlation coefficient was used to calculate the interdepen-
dence between the respondents’ answers to the question “What stage of Agile is your 
company at?” and the variable “Number of goals” that the respondent associates with 
Agile—this is a non-parametric method suitable for studying the relationship. This 
method was used based on the fact that, in this pair, one of the variables under study 
(the variable “At what stage of Agile implementation is your company in?”) is ranked 
(not quantitative). Spearman’s correlation calculation is used to assess the strength 
of the relationship between such variables. 

When the correlation coefficient is used, the closeness of the relationship between 
the variables is conventionally estimated, considering values of the coefficient equal 
to. 0.3And less—The Indicators of the Weak Closeness of the Connection 

Values more than 0.4 but less than 0.7—indicators of the moderate closeness 
of connection, and values of 0.7 and more—indicators of the high closeness of 
connection. 

4 Results 

The top 5 goals for which organizations implement Agile are as follows:

1. Improving the way they manage changing priorities (49% of employees of 
companies using Agile consider this goal to be relevant to their organization); 

2. Improving product quality (46%); 
3. Speeding up product delivery and time to market (45%);
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Table 2 Goal alignment with Agile Manifesto principles 

Goal Agile Manifesto principle 

Better ways of managing changing priorities (49%) Principle 1 

Improving the quality of products (46%) Principles: 2, 7, 9, 11  

Faster delivery and speed to market of products (45%) Principles: 1, 3, 8 

Improved project management transparency (43%) Principles: 4, 6 

Better alignment between business and IT and increased 
productivity (41%) 

Principles: 3, 4, 6, 7, 12  

4. Improved transparency of project management (43%); 
5. Ensuring coordinated work of business and IT and increasing productivity (41% 

each). 

Thus, more than a half of respondents associate the need for Agile with the need 
for companies to manage the company coherently and openly in a transformational 
environment while improving product quality and accelerating processes. The overall 
ranking of Agile goals as perceived by organizations’ employees is shown in Table 3. 

Next, let us determine the alignment of the goals with the Manifesto principles, 
see Table 2. 

As we can see, the goals align with the Manifesto principles, which are logical 
and expected. “Ensure alignment of business and IT, and increase productivity” is 
the goal most consistent with the Manifesto and is in line with 5 of the 12 Agile 
Manifesto principles.

Logically, the set of Agile implementation goals depends on the level of Agile 
competence in an organization: the higher the level of Agile competence in an organi-
zation, the higher the proportion of its employees naming each Agile goal as relevant. 
See Fig. 1.

A weak trend is revealed: the more extended and more in-depth experience of Agile 
application an organization has, the more goals its employees associated with Agile. 
It is evidenced by the results of the correlation analysis between the respondents’ 
answers to the “How many years has your company been applying Agile practices?” 
question and the number of organizational goals associated with Agile. This number 
is calculated based on respondents’ answers to the multiple choice question, “What 
are your company’s goals for implementing Agile?” (correlation coefficient r= 0.106 
is weak and significant at the 0.01 level). Also, between the respondents’ answers 
to the “What stage of Agile implementation is your company at?” question and the 
number of organizational goals that the respondent associates with Agile (correlation 
coefficient r = 0.549 is medium and significant at the 0.01 level), see Table 4.

This result should be interpreted as follows: the greater the value of the first 
variable, the greater the value of the second. However, based on this relationship 
alone, we cannot argue that the benefits of Agile implementation depend on the 
implementation stage. We can only argue that the indicators’ dynamics are consistent 
over time. As Agile implementation deepens in organizations, the volume of benefits 
increases with a significant degree of probability.
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Table 3 “What are the goals of implementing Agile in your company?” 

No Goal % 

1 Better manage to change priorities 49 

2 Improve product quality 46 

3 Speed up product delivery/market entry 45 

4 Improve transparency of project management 43 

5 Ensure alignment between business and IT 41 

6 Increase productivity 41 

7 Increase motivation of teams 35 

8 Improve the predictability of delivery 25 

9 Better manage distributed teams 23 

10 Reduce project risks 21 

11 Improve engineering culture 20 

12 Facilitate product support 18 

13 Reduce project costs 17 

14 Other objectives 4 

15 I don’t know 2

The results of the correlation analysis suggest that the stage of Agile implemen-
tation has the most significant impact on the number of benefits such as 

– management of changing priorities; 
– acceleration of product delivery/market penetration; 
– facilitation of product support; 
– management of distributed teams; 
– Ensuring alignment between business and IT. 

5 Conclusion 

Overall, it can be said that the goals of the Agile transition are in line with the Agile 
Manifesto [2], which was anticipated in advance because it makes no sense to expect 
goals from Agile that other companies have not tested. 

Regarding an inevitable weak trend: the more experience Agile practices have, 
the more goals are pursued. This fact is likely due to the amount of experimentation 
during the experience of Agile approaches. The more practice, the higher the chance 
of benefiting from that practice. The number of goals achieves the increase in chance. 
If one of several goals is achieved, this one good result offsets the other unachieved 
goals. 

The results of the study enrich the knowledge of goal-setting in Agile. In addition, 
it can stimulate to consider the problem from a new point of view—the study of the 
evolution of goals from implementing Agile. In addition, the following studies can
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Fig. 1 “What are the objectives for implementing Agile in your company?”, depending on the level 
of Agile competencies in the organization
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Table 4 Results of the correlation analysis 

Number of goals 

How many years has your company been 
implementing Agile practices? 

Correlation coefficient 0.106** 

two-sided p-value 0.000 

N 1303 

What stage of Agile implementation is your 
company at? 

Correlation coefficient 0.549** 

two-sided p-value 0.000 

N 1443

determine the impact of goal-setting trends in organizations. Perhaps the content of 
goals is independent of Agile maturity but on trends. 

In practice, the acquired knowledge can be applied to compose courses and 
training, focusing on the respondents’ demand according to the Agile implementation 
goals. 
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Hierarchical Multi-agent Model 
for the Management of a Regional 
Industrial Network Complex 

Andrey F. Shorikov 

Abstract The paper considers the description of the dynamics and optimization of 
the regional network industrial complex in the presence of risks (disturbances) and 
information uncertainty. For their formalization, the economic-mathematical model 
in the form of a two-level multi-agent hierarchical intelligent semantic network is 
proposed. It describes the formalization of the problems of parameter identification, 
structurally balanced interaction, the prognosis of development and optimization of a 
guaranteed (minimax approach) result of managing the state of objects and processes 
of the regional industrial network complex in the presence of risks (disturbances) and 
information uncertainty within the proposed two-level multi-agent hierarchical intel-
ligent semantic network. The paper presents the methodology for solving the tasks 
under consideration. The economic-mathematical model of the regional network 
industrial complex proposed in the article makes it possible to develop algorithms 
for optimizing the processes under study, which can serve as the basis for creating 
intelligent management decision support systems. 

Keywords Multi-agent hierarchical control · Intelligent semantic network ·
Regional industrial · Network complex 

1 Introduction 

The network interaction of industrial enterprises in a particular region is deter-
mined by a number of factors and, above all, by the need for close information 
interaction in the implementation of regional projects, optimization of decision-
making process management, increasing the speed of managerial decision-making, 
full use of regional logistics capabilities, etc. This interaction of enterprises is compli-
cated by the presence of multifactors in its description, information uncertainty, and 
perturbations (risks).
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When solving various tasks of optimizing the interaction management of regional 
industrial enterprises, there is a need to model the dynamics of the objects under 
consideration and related processes in order to achieve acceptable or the best 
(optimal) values of the selected criteria for the quality of their implementation. The 
basis for solving such problems is economic-mathematical modeling and digitaliza-
tion of object interaction in the implementation of processes in such systems (see, 
for example, the studies [1, 2, 4, 6, 8, 9, 12, 14, 16, 19, 23–25, 28–30, 34, 37, 40, 42, 
43, 47, 50], etc.). 

The multi-agent toolkit, network modeling, and minimax approach are used here 
in for the formalized description of the dynamics and optimization of the functioning 
of regional network industrial complex objects in the presence of risks (disturbances) 
and information uncertainty in order to optimize the guaranteed results of the manage-
ment processes under study. The results obtained in the work are based on the research 
[3, 20, 21, 39–42, 45] and are closely related to the research [1, 2, 4, 14, 18, 19, 24, 
25, 36, 43]. 

2 Literature Review 

The level of development of industrial production in the region determines its 
economic potential and socio-economic condition. The region’s industrial enter-
prises have a key influence on all other economic activities in the region, create 
the majority of jobs, have a major impact on the development of inter-regional rela-
tions, develop inter-sectoral links, and are the main taxpayers. The regional industrial 
network complex is a complex object of management, influenced by various factors. 
In this regard, there are various tasks of regional network industrial complex manage-
ment, which require research in the field of economic and mathematical modeling 
and solving optimization problems. 

There is a different understanding of the regional industrial complex as an object 
of research and management in scientific literature. In the scientific works [5, 11, 12, 
16], etc., the object composition of the industry is described as a set of enterprises 
with production capabilities and manufacturing industrial products or providing 
production services. Various aspects of the functioning of regional network industrial 
complexes have been studied in the papers [1–3, 7, 15, 17, 27, 28, 33, 35, 38], etc. 

The main object of the study of regional network industrial complexes is a 
production enterprise. When solving various problems of management optimiza-
tion at production enterprises, there is a need to model the dynamics of the objects 
under consideration in order to predict the acceptable values of the main parameters 
describing their state in a particular time period. Based on the model of particular 
production enterprise dynamics, it becomes possible to investigate the problems of 
optimizing the management of the relevant processes with the purpose of achieving 
the acceptable or the best (optimum) values of the selected quality criteria of their 
implementation.
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The issues of management optimizing for the processes related to the func-
tioning of production enterprises are actively investigated in the framework of various 
approaches. For example, the paper [29] describes the methodology for optimizing 
the process of enterprise production management based on the linear mathematical 
programming model. Based on the developed methodology, the authors created a 
software product for the automation of managerial decision-making, the description 
of which is also given in the work. The article [50] considers the management of 
medical enterprise activity in order to optimize corporate social responsibility. In 
this work, the formalization of the initial problem in the form of a non-linear math-
ematical programming model is proposed. The model formed is linearized, and on 
its basis, the authors have developed an iterative heuristic algorithm that makes it 
possible to exclude the repetition of computational operations. The proposed algo-
rithm is also described in the paper, and results of computer simulation, ensuring 
acceptable results in solving the initial problem, are presented. The scientific work 
[44] is devoted to the problem of multi-criteria optimization of enterprise produc-
tion activity management (production of ceramic bearings). To solve the problem of 
finding compromise solutions, the authors use a linear mathematical programming 
model and analyze various acceptable solutions. The article [10] investigates the 
task of multicriteria optimization of enterprise production management. The solu-
tion to the problem under consideration is carried out with the use of the scalarization 
method of the vector target function, i.e. transformation of the original problem to the 
standard linear mathematical programming problem. The paper presents the results 
of a numerical experiment in MatLab. 

In [31], the problem of cost optimization in the production of given volumes 
of products was considered. To solve it, a linear discrete-time multistep economic-
mathematical model and dynamic programming method in modification [46] were  
used. The paper [13] considers a differential model of dynamic production planning 
optimization with a convex target function, which uses the Cobb–Douglas production 
function. Necessary optimality conditions in the form of Pontryagin’s maximum 
principle are analyzed to find a solution. In [24], a discrete-time dynamical model 
of a “digital twin” of a production enterprise (using the example of a television 
equipment assembly plant) is proposed. This paper describes an approach based on 
the combined application of discrete event and agent-based simulation methods. A 
conceptual model of a digital factory with software implementation in the AnyLogic 
simulation environment is proposed. The paper [18] considers dynamical economic 
and mathematical models of management of various socio-economic processes. 

Based on the above brief review of typical works adjacent to the topic of this 
study, the following conclusions can be made: 

(1) the problems of modeling the dynamics of production enterprises are complex 
and relevant to the study of network industrial complexes; 

(2) the majority of works on management optimization of production enterprises 
use static models of linear mathematical programming and different variants of 
the simplex method for the numerical solution of optimization problems;
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(3) in works, which use nonlinear mathematical programming models, for the 
numerical solution of optimization production tasks, linearization methods of 
initial models are developed, which transform them into corresponding linear 
mathematical programming models, or gradient, heuristic, and other methods 
are developed; 

(4) the solution of dynamical problems of the management optimization of produc-
tion enterprises in the presence of various technical and economic constraints 
is based on the use of linear or nonlinear, multi-step, or differential economic-
mathematical models, within which various modifications of dynamic program-
ming methods, the maximum principle of Pontryagin, agent-based modeling, 
etc. are used to find optimal solutions. 

3 Methods 

Modeling the dynamics of regional network industrial complexes and solving the 
problems of optimization of relevant processes require the development of new 
economic and mathematical tools that take into account the specifics of the objects 
under study. 

The basis for the development of automated and intelligent systems of manage-
ment decision support for complex multifactor economic systems are economic-
mathematical models of the objects and processes under consideration. One of the 
most common and intensively developing approaches to modeling socio-economic 
processes is the method of multi-agent or agent-based modeling (ABM). This method 
allows modeling complex dynamical systems to take into account the presence of 
heterogeneous agents and their interaction in a structured environment to achieve 
their goals. Then on the basis of the models generated using the ABM method, it 
is possible to develop effective tools for computer simulation of socio-economic 
systems functioning, as well as to solve complex practical problems. The results 
closest to the subject matter of this paper, using the ABM tools and taking into 
account the specifics of the Russian economy, as well as the development of social 
processes, are presented, for example, in the following works [4, 14, 19, 24–26, 30, 37, 
40, 42], etc. The results of foreign specialists in the field of modeling socio-economic 
processes using ABM tools and network modeling are presented, for example, in the 
studies [6, 8, 9, 32, 47–49], etc. 

It should be noted that within the application of the ABM method, there is a need 
to simulate the dynamics of specific agents in order to predict the acceptable values of 
the main parameters describing their state at a particular time, as well as to manage the 
processes in question in order to achieve acceptable or the best (optimal) values of the 
selected quality criteria of their implementation. Dynamical economic-mathematical 
models of management of various socio-economic processes are presented, for 
example, in the works [13, 14, 18, 22, 24, 31, 32, 36, 40, 41, 43, 46], etc. 

One of the main tasks in the functioning of a regional industrial network complex is 
to create a tool to manage the dynamics of the objects and processes of the complex in
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order to ensure optimal or acceptable values of its performance indicators. The solu-
tion to this problem requires the availability of an information system, which makes 
it possible to forecast the state of the main parameters characterizing the objects 
and processes of the complex. At that, in the real situations of the functioning of 
a regional network industrial complex, unforeseen a priori situations arise or nega-
tive perturbations are realized, which should be taken into account when developing 
the economic-mathematical toolkit. For this purpose, it is necessary to have the 
corresponding economic-mathematical models and methods allowing for the opti-
mization of the regional industrial network complex management taking into account 
the available technical and economic limitations, the presence of perturbations, and 
given target functions. 

In this article, the problems of description of the dynamics and optimization of the 
regional network industrial complex functioning in the presence of risks (perturba-
tions) and information uncertainty are considered. The economical and mathematical 
model in the form of a two-level multi-agent hierarchical intelligent semantic network 
is proposed for their formalization. It describes the formalization of the problems of 
parameter identification, structurally balanced interaction, the prognosis of develop-
ment and optimization of a guaranteed (minimax approach) result of managing the 
condition of objects and processes of the regional industrial network complex in the 
presence of risks (disturbances) and information uncertainty within the framework 
of the proposed two-level multi-agent hierarchical intelligent semantic network. The 
paper provides a methodology for solving the problems under consideration. 

This paper adjoins the studies [1, 2, 4, 14, 18, 19, 24, 25, 36, 43] and is based on 
the results of [3, 20, 21, 39–42, 45]. 

4 Results 

4.1 Formalization of the Dynamics of a Two-Level 
Multi-agent Hierarchical Intelligent Semantic Network 

The regional industrial complex is assumed to have a network multiagent organization 
and to consist of n industrial enterprises, n ∈ N (here and further, N is the set of 
all natural numbers) with parent enterprises—objects Ii , i ∈ 1, n = {1, 2, . . . ,  n}, 
managed by their respective dominant agents Pi , which have different objectives and 
information support tools for management decision-making. Each i-th enterprise— 
the object Ii (i ∈ 1, n) may have subdivisions (workshops or branches)—subordinate 
objects IIi j  , j ∈ 1, ji ( ji ∈ N), managed by subordinate agents Ei j  . 

Below, the authors present the formalization of a two-level multi-agent hierar-
chical intelligent semantic network to describe the dynamics and optimization of 
the functioning of objects and processes of a regional industrial network complex 
in the presence of risks (disturbances) and information uncertainty, which formu-
lates the considered in the paper problem of the guaranteed (minimax) optimization
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of the regional industrial network complex functioning, as a two-level hierarchical 
minimax network management problem. 

The management process of a regional industrial network complex is considered 
in the given integer time period 0, T = {0, 1, . . . ,  T } (T ∈ N). 

Let us identify the following elements required to formalize the proposed two-level 
multi-agent hierarchical intelligent semantic network (all formalization elements are 
dimensionless):{

X(i)∗ (t), U(i)∗ (t), V(i)∗ (t), S(i)∗ (t),L(i) (t),M(i ) (t),N(i) (t),K(i) (t),F(i) 
t

}
is a tuple of 

heterogeneous data describing constraints and conditions on the state of the i-th 
production enterprise (object Ii ) in the time period t ∈ 0, T , managed by the agent 
Pi (i ∈ 1, n), where 

X(i )∗ (t) is a polyhedron compact in the space Rki (X(i)∗ (t) ⊂Rki ), limiting the 

change of the vector X (i ) (t) =
{
X (i ) 
1 (t), X (i ) 

2 (t), . . . ,  X (i) 
ki 

(t)
}
—the phase vector of 

an object Ii in the time period t ∈ 0, T , the coordinates of which characterize 
the volumes of finished goods, materials, components, raw materials, etc. in that 
time period (this set describes the available technical and economic constraints on 
the parameters of the object Ii ), ki ∈ N(here and further, for k ∈ N, Rk is the k-
dimensional vector space of column vectors, even if they are written in a row to save 
space); 

U(i)∗ (t) is a finite set in the space Rpi (U(i )∗ (t) ⊂Rpi ), limiting the change of the 

vector U (i ) (t) =
{
U (i) 

1 (t),U (i ) 
2 (t), . . . ,  U (i) 

pi (t)
}
—the vector of the control action (or 

simply control) of the agent Pi in the time period t ∈ 0, T − 1, the coordinates of 
which characterize, for example, the intensity of use of the production technology 
available in the enterprise, the amount of investment finance, etc. in that period of 
time (this set defines the available management resources of the agent Pi ), pi ∈ N; 

V(i)∗ (t) is a polyhedron compact in the space Rqi (V(i)∗ (t) ⊂Rqi ), limiting the 

change of the vector V (i) (t) =
{
V (i ) 1 (t), V (i ) 2 (t), . . . ,  V (i ) qi (t)

}
—the vector of uncon-

trolled disturbances (risks) over a period of time t ∈ 0, T − 1, affecting the operation 
of the object Ii , the coordinates of which characterize, for example, the rate of infla-
tion, damage from insurance claims, etc. in that period of time (this set is determined, 
for example, on the basis of available statistical data on the functioning of the object 
Ii and solving the corresponding forecasting problem), qi ∈ N; 

S(i)∗ (t) is a polyhedron compact in the space Rsi (S(i)∗ (t) ⊂Rsi ), limiting the change 

of the vector S(i ) (t) =
{
S(i ) 
1 (t), S(i) 

2 (t), . . . ,  S(i ) 
si (t)

}
—the demand vector for the 

object Ii products in the time period t ∈ 0, T , the coordinates of which charac-
terize the volume of demand for its products in that time period (this set is deter-
mined, for example, as a result of solving the relevant forecasting problem or is set 
a priori),si ∈ N; 

L(i) (t) =
{
L(i ) 
1 (t), L

(i) 
2 (t), . . . , L

(i ) 
li 

(t)
}
is a tuple of data describing the conditions 

and constraints on the information supply of the agent Pi in the decision-making
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process over a time period t ∈ 0, T , e.g. description of access to required databases, 
functions describing information signals, etc.,li ∈ N; 

M(i) (t) ={(i, m1), (i, m2), . . . , (i, mi )} is an array of integer pairs defining the 
existence of information links between the management entities of a regional indus-
trial network complex in the time period t ∈ 0, T , e.g. in terms of providing commer-
cial information, using existing databases, etc., where a pair of (i, k), k ∈ m1, mi iden-
tifies the existing information link between the agents Pi and P, Pk, Ei j  , j ∈ 1, ji , 
mi ∈ 1, n; 

N(i) (t) = {(i, 1), (i, 2), . . . , (i, ji )} is an array of integer pairs defining the exis-
tence of control relationships between the control entities of a regional industrial 
network complex in the time period t ∈ 0, T , e.g. in terms of the provision of invest-
ment resources, technology, etc., where a pair (i, j), j ∈ 1, ji , identifies the existing 
management relationship between the agents Pi and P, Ei j  , ji ∈ N; 

K(i) (t) = {(i, k1), (i, k2), . . . , (i, ki )} is an array of integer pairs defining the 
existence of a relationship between the management entities of a regional industrial 
network complex in the time period t ∈ 0, T , e.g. relations of subordination, equality, 
following, dominance, etc., where the pair (i, k), k ∈ k1, ki determines the existing 
relationship between the agents Pi and P, Pk, Ei j  , j ∈ 1, ji , ki ∈ 1, n; 

F(i) 
t is the target function of the agent Pi , which is a real function of many variables, 

given by the representation of F(i) 
t :Rki → R1, whose values for each X (i) (t) ∈ 

X(i)∗ (t) are determined according to the formula F(i) 
t = F(i) 

t

(
X (i) (t)

)
and assess the 

quality of the phase vector state X (i ) (t) of the object Ii in the time period t ∈ 0, T , 
such as the profits of that enterprise during that period of time;{

X 
(i j  ) 
∗ (t), U (i j  ) ∗

(
t; U (i)

)
, V (i j) ∗ (t),S 

(i j) 
∗ (t), L (i j  ) (t), M 

(i j  ) 
(t), K 

(i j) 
(t), N (i j) (t), 

F 
(i j  ) 
t

}
is a tuple of heterogeneous data describing constraints and conditions on 

the state of the j-th subdivision (object IIi j  ) of the  i-th enterprise (object Ii ) in the  
time period t ∈ 0, T , j ∈ 1, ji ( ji ∈ N), managed by the agent Ei j  (i ∈ 1, n), where 

X 
(i j) 
∗ (t) is a polyhedron compact in the space Rki j  (X 

(i j) 
∗ (t) ⊂Rki j  ), limiting the 

change of the vector X 
(i j  ) 

(t) =
{
X 

(i j  ) 
1 (t), X (i j) 2 (t),  . . . ,  X (i j  ) ki j  

(t)
}
—the phase vector 

of the object IIi j  in the time period t ∈ 0, T , the coordinates of which characterize the 
volumes, for example, of finished goods, materials, components, raw materials, etc. 
in that time period (this set describes the available technical and economic constraints 
on the object IIi j  parameters), ki j  ∈ N; 

U 
(i j  ) 
∗

(
t; U (i) (t)

)
—for each control vector U (i) (t) ={

U (i) 
1 (t), U (i ) 

2 (t), . . . , U (i ) 
pi (t)

}
∈ U(i )∗ (t) of the agent Pi in the time period 

t ∈ 0, T − 1, there is a finite set in the space Rpi j  (U 
(i j) 
∗ (t;U (i) (t))⊂ Rpi j  ), limiting 

the change of the vector U 
(i j) 

(t) =
{
U 

(i j) 
1 (t), U (i j  ) 2 (t), . . . , U (i j) pi j  

(t)
}
—the vector 

of the control action (or simply control) of the agent Ei j  in the time period 
t ∈ 0, T − 1, the coordinates of which characterize, for example, the intensity of 
use of the production technology, the amount of investment funds, etc., available
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in the j-th subdivision of the i-th production enterprise in this time period (this set 
defines the admissible management resources of the agent Ei j  ), pi j  ∈ N; 

V 
(i j  ) 
∗ (t) is a polyhedron compact in the space Rqi j  (V 

(i j) 
∗ (t) ⊂Rqi j  ), limiting 

the change of the vector V 
(i j  ) 

(t) =
{
V 

(i j) 
1 (t), V (i j) 2 (t), . . . ,  V (i j  ) qi j  

(t)
}
—the vector of 

uncontrolled disturbances (risks) in the time period t ∈ 0, T − 1, affecting the oper-
ation of the object IIi j  , the coordinates of which characterize e.g. the rate of inflation, 
damage from insurance claims, etc. for that period of time (this set is determined, 
for example, on the basis of available statistical data on the operation of the object 
IIi j  and solving the corresponding forecasting problem),qi j  ∈ N; 

S 
(i j  ) 
∗ (t) is a polyhedron compact in the space Rsi j  (S 

(i j  ) 
∗ (t) ⊂Rsi j  ), limiting the 

change of the vector S 
(i j) 

(t) =
{
S 

(i j  ) 
1 (t), S (i j) 2 (t), . . . ,  S (i j) si j  (t)

}
—the demand vector 

for the products of the object IIi j  in the time period t ∈ 0, T , which coordinates 
characterize the volume of demand for its products in that time period (this set is 
determined, for example, as a result of solving a relevant forecasting problem or is 
set a priori), si j  ∈ N; 

L 
(i j) 

(t) =
{
L 

(i j) 
1 (t), L (i j) 2 (t), . . . , L (i j) li j  

(t)
}
is a tuple of data describing the condi-

tions and constraints on the information supply of the agent Ei j  in the decision-
making process in the time period t ∈ 0, T , e.g. description of access to required 
databases, functions describing information signals, etc.,li j  ∈ N; 

M 
(i j) 

(t) = {(i, 1), (i, 2), . . . , (i, ji )} is an array of integer pairs defining the 
presence of control subject information links the j-th subdivision of the object Ii 
in the time period t ∈ 0, T , e.g. in terms of providing commercial information, 
using existing databases, etc., where the pair (i, j ), j ∈ 1, ji , identifies the existing 
information link between the agents Ei j  and Pi , i ∈ 1, n, ji ∈ N; 

K 
(i j) 

(t) ={(i, 1), (i, 2), . . . , (i, ji )} is an array of integer pairs defining the exis-
tence of management links between management subjects of the j-th subdivision of 
the object Ii in the time period t ∈ 0, T , e.g. in terms of the provision of investment 
resources, technology, etc., where the pair (i, j ), j ∈ 1, ji , identifies the existing 
management link between the agents Ei j  and Pi , i ∈ 1, n, ji ∈ N; 

N 
(i j  ) 

(t) = {
(i, n1), (i, n2), . . . , (i, n ji )

}
is an array of integer pairs defining the 

existence of a relationship between the management subjects of the j-th subdivision 
of the object Ii in the time period t ∈ 0, T , e.g. relations of subordination, equality, 
following, dominance, etc., where the pair (i, k), k ∈ n1, n ji determines the existing 
relationship between the agents Ei j  and Pi , Eik , i ∈ 1, n, j ∈ 1, ji , n ji ∈ N; 

F 
(i j  ) 
t is the target function of the agent Ei j  , which is a real function of many 

variables, given by the representation F 
(i j) 
t :Rki j  → R1, the values of which for each 

X 
(i j) 

(t) ∈X (i j  ) ∗ (t) are determined according to the formula F 
(i j) 
t = F (i j) t

)
X 

(i j) 
(t)

(

and assess the quality of the phase vector state X 
(i j) 

(t) of the object IIi j  in the time 
period t ∈ 0, T , e.g. the profits of that enterprise during that period of time.
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Note that tuples of data
{
X(i)∗ (t), U(i)∗ (t), V(i )∗ (t), S(i)∗ (t), L(i) (t), M(i) (t), 

N(i) (t),K(i ) (t),F(i ) 
t

}
and

{
X 

(i j) 
∗ (t), U (i j) ∗ (t; U (i) (t)),V 

(i j) 
∗ (t),S 

(i j) 
∗ (t),L 

(i j) 
(t), 

M 
(i j) 

(t),K 
(i j  ) 

(t),N 
(i j) 

(t), F (i j) t

}
are specified in a digital form, i.e. as binary 

codes, where U (i) (t) ∈U(i )∗ (t). 
For i ∈ 1,n let the operatorΦ(i) 

t (e.g. linear [13]) be defined by the representation.

Φ
(i ) 
t : 0,T − 1 × Rki × Rpi × Rqi × Rsi × A(i) (t) → Rki , (1) 

which for each collection of data
(
t, X (i) (t), U (i) (t), V (i) (t), S(i ) (t), A(i) (t)

) ∈ 
0,T − 1×Rki ×Rpi ×Rqi ×Rsi ×A(i ) (t) determines a single phase vector X (i ) (t+1), 
namely. 

X (i) (t + 1) = Φ
(i) 
t

(
t, X(i) (t), U(i) (t), V(i) (t), S(i) (t), A(i) (t)

)
, 

X (i) (0) = X (i) 
0 , 

(2) 

where A(i) (t) ∈ A(i) (t) and the tuple A(i) (t) ={
L(i) (t), M(i ) (t), N(i ) (t), K(i) (t), F(i) 

t

}
defines the existing links, structural and 

functional parameters of the object Ii and the agent Pi in the time period 
t ∈ 0,T − 1;X (i ) 

0 is the given initial value of the phase vector of the object Ii . 
The recurrent operator Eq. (2) describes the controlled dynamics of the phase 

vector of the object Ii . 

It is assumed that the phase vector X (i ) (t) =
{
X (i ) 
1 (t), X (i ) 

2 (t), . . . , X (i) 
ki 

(t)
}
of the 

object Ii in each time period t ∈ 0,T satisfies a given constraint 

X (i) (t) ∈ X(i ) 
∗ (t) ⊂ Rki , (3) 

where X(i)∗ (t) is a convex polyhedron compact in the space Rki (here and further, by 
definition, it is assumed that the one-element sets in the finite-dimensional vector 
spaces under consideration are convex polyhedron compacts); the control vector 

U (i) (t) =
{
U (i ) 

1 (t), U (i ) 
2 (t), . . . ,  U (i) 

pi (t)
}
of the agent Pi in each period of time 

t ∈ 0, T − 1 satisfies a given constraint 

U (i) (t) ∈ U(i) 
∗ (t) ⊂ Rpi , 

U(i ) 
∗ (t) =

{
U (i) (t) : U (i) (t) ∈

{
U (i,1) (t), U (i,2) (t), . . . ,  U

)
i,K (i ) t

(
(t)

}
⊂ RPi

}
, (4) 

where U(i)∗ (t) is a finite set of vectors, i.e. a finite set consisting of K (i ) t 

(K (i) t ∈ N) vectors in the space Rpi ; the vector of uncontrolled disturbances 

(risks)V (i ) (t) =
{
V (i ) 1 (t), V (i ) 2 (t), . . . , V (i ) qi (t)

}
, affecting the operation of the object
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Ii , in each time period t ∈ 0,T − 1 satisfies a given constraint 

V (i ) (t) ∈ V(i ) 
∗ (t) ⊂ Rqi , (5) 

where V(i )∗ (t) is a convex polyhedron compact in the space Rqi ; the demand vector 

S(i ) (t) =
{
S(i) 
1 (t), S(i) 

2 (t), . . . ,  S(i ) 
si (t)

}
for the product of the object Ii in each period 

of time t ∈ 0,T satisfies a given constraint 

S(i) (t) ∈ S(i ) 
∗ (t) ⊂ Rsi , (6) 

where S(i)∗ (t), for each t ∈ 0, T , is a convex polyhedron compact in the space Rsi . 

Further, for i ∈ 1,n and j ∈ 1, ji let the operator Φ
(i j  ) 
t (e.g. linear [13]) be defined 

by the representation

Φ
(i j) 
t : 0, T − 1 × Rki j  × Rpi × Rpi j  × Rqi j  × Rsi j  × A (i j  ) (t) → Rki j  , (7) 

which for each collection of data
)
t, X (i j) (t), U (i) (t), U (i j) (t), V (i j  ) (t), S (i j) (t), 

A 
(i j) 

(t)
(

∈0,T − 1 × Rki j  × Rpi × Rpi j  × Rqi j  × Rsi j  × A (i j) (t) determines a 

single phase vector X 
(i j  ) 

(t + 1) of the object IIi j  , namely 

X 
(i j  ) 

(t + 1) =Φ
(i j) 
t

)
t, X (i j) (t), U (i) (t), U (i j  ) (t), V (i j) (t), S (i j) (t), A (i j) (t)

(
, 

X 
(i j) 

(0) = X (i j) 0 , (8) 

where A 
(i j) 

(t) ∈ A 
(i j  ) 

(t) and the tuple A 
(i j) 

(t) ={
L 

(i j) 
(t), M 

(i j) 
(t), N (i j) (t), K 

(i j) 
(t), F (i j  ) t

}
determines the existing links and 

the structural and functional parameters of the object IIi j  and the agent Ei j  in the 

time period t ∈ 0,T − 1;X (i j) 0 is the given initial value of the phase vector of the 
object IIi j  . 

The recurrent operator Eq. (8) describes the controlled dynamics of the phase 
vector of the object IIi j  . 

It is assumed that the phase vector X 
(i j) 

(t) =
{
X 

(i j) 
1 (t), X (i j) 2 (t), . . . , X (i j  ) ki j  

(t)
}
of 

the object IIi j  in each time period t ∈ 0,T satisfies a given constraint 

X 
(i j  ) 

(t) ∈ X (i j  ) ∗ (t) ⊂ Rki j  , (9) 

where X 
(i j) 
∗ (t) is a convex polyhedron compact in the space Rki j  ; for each control 

vector U (i ) (t) =
{
U (i ) 

1 (t), U (i ) 
2 (t), . . . ,  U (i ) 

pi (t)
}

∈ U(i)∗ (t) of the agent Pi in the time 

period t ∈ 0, T − 1, the control vector U (i j) (t) =
{
U 

(i j) 
1 (t), U (i j) 2 (t), . . . ,  U (i j) pi j  

(t)
}
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of the agent Ei j  in this period of time satisfies a given constraint 

U 
(i j) 

(t) ∈ U (i j) ∗
(
t;U (i) (t)

) ⊂ Rpi j  , 

U 
(i j  ) 
∗

(
t;U (i) (t)

) =
{
U 

(i j) 
(t) : U (i j) (t) ∈ 

∈
{
U 

(i j,1) 
(t), U (i j,2) (t), . . . , U (i j,K 

(i j) 
t ) (t)

}
⊂ Rpi j

}
, (10) 

where U 
(i j) 
∗

(
t; U (i ) (t)

)
, for each t ∈ 0,T − 1, is a finite set of vectors, i.e. a finite 

set consisting of K 
(i j) 
t (K 

(i j) 
t ∈ N) vectors in the space Rpi j  ; the vector of uncon-

trolled disturbances (risks)V 
(i j) 

(t) =
{
V 

(i j  ) 
1 (t), V (i j) 2 (t), . . . ,  V (i j) qi j  

(t)
}
, affecting the 

operation of the object IIi j  , in each time period t ∈ 0,T − 1 satisfies a given 
constraint 

V 
(i j) 

(t) ∈ V (i j) ∗ (t) ⊂ Rqi j  , (11) 

where V 
(i j) 
∗ (t), for each t ∈ 0, T − 1, is a convex polyhedron compact in the space 

Rqi j  ; the demand vector S 
(i j) 

(t) =
{
S 

(i j) 
1 (t), S (i j) 2 (t), . . . , S (i j  ) si j  (t)

}
for the product of 

the object IIi j  in each time period t ∈ 0,T satisfies a given constraint 

S 
(i j) 

(t) ∈ S (i j  ) ∗ (t) ⊂ Rsi j  , (12) 

where S 
(i j) 
∗ (t), for each t ∈ 0, T , is a convex polyhedron compact in the space Rsi j  . 

The resulting dynamical system (1)–(12) is an economic-mathematical model 
that describes the dynamics and existing constraints on the main elements of the 
industrial network complex. 

4.2 Description of Links and Relationships in a Two-Level 
Multi-agent Hierarchical Intelligent Semantic Network 

Let us describe the links in the proposed two-level multi-agent hierarchical intelligent 
semantic network. 

Primarily, consider the logical, informational, and control links available to the 
subjects of management of the regional industrial complex. 

The activities of a set of agents Pi , i ∈ 1, n, is coordinated by the coordinating 
agent P, controlling the generalized object I, describing the dynamics of a regional 
industrial network complex, for which all agents Pi and Ei j  , and objects managed 
by them Ii , i ∈ 1, n, and IIi j  , j ∈ 1, ji , of the system under consideration, are equal.
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The agent P assesses the state of the regional industrial network complex in the time 
period t ∈ 0, T by the values of the target function Ft , which are determined on the 
basis of a linear combination of the values of the target functions F(i) 

t , defined on 
admissible realizations of the phase vectors X (i ) (t) of the objects Ii , by assigning 
coefficients of significance λi , i ∈ 1, n. In fact, it allows the agent P to manage the 
behavior of the agents Pi and Ei j  ,i ∈ 1, n, j ∈ 1, ji . 

Figure 1 shows the symbols for information links, control links, and relationships 
between agents and objects. 

Figure 2 shows a diagram of the relationships and structural links between the 
objects and entities of the semantic network in question. 

It is assumed that each of the dominant agent Pi (i ∈ 1, n), in each time period 
t ∈ 0, T , knows the state of the phase vector X (i) (t) of the object Ii , managed by him, 

and the state of the phase vectors X 
(i j) 

(t) of the objects IIi j  , j ∈ 1, ji , managed by 
the agents Ei j  , j ∈ 1, ji , and subordinating to him. Given that, in each time period 
t ∈ 0, T , the agent Pi informs each agent Ei j  , j ∈ 1, ji , about his control choices 
U (i ) (t) ∈U(i)∗ (t), and in turn, each of the agents Ei j  informs agent Pi about the control 

choices U 
(i j  ) 

(t) ∈U (i j) ∗
(
t;U (i) (t)

)
. It follows, by virtue of the given constraint (10), 

that the behavior of each subordinate agent Ei j  , j ∈ 1, ji , clearly depends on the 
behavior of the dominant agent Pi (i ∈ 1, n).

a. Management links between agents and objects 

b. Information links between agents and objects 

c. The relation of equality between agents and objects 

d. The relation of subordination between agents and objects 

Fig. 1 The designations of information links, management links, and relationships between agents 
and objects 

I1 In 

P1 Pi 

Ii 

P 

Pn 

E11 E1j E1j En1 Enj EnjEi1 Eij 

II11 II1j II1j 

... ... 

Eij i n1 

1 
IIi1 IIij IIiji IIn1 IInj IInjn ... ... ... ... ... ... ... ... 

... ... ... ... ... ... 

Fig. 2 Scheme of relationships and structural links between objects and subjects of the semantic 
network. Source Compiled by the author 
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Each of the subordinate agent Ei j  (i ∈ 1, n, j ∈ 1, ji ), in each time period t ∈ 0, T , 
knows the state of the phase vector X 

(i j) 
(t) of the object IIi j  , which he managements, 

and knows the control U (i) (t) ∈U(i)∗ (t) of the agent Pi , communicated to him by the 
latter. Based on the data available, the agent Ei j  implements the formation of his 

control U 
(i j) 

(t) ∈U (i j) ∗
(
t; U (i) (t)

)
, which depends on the behavior of the dominant 

agent Pi . 
It is assumed that the coordinating agent P in each time period t ∈ 0, T − 1 has 

full information on the choice of controls U (i ) (t) ∈U(i)∗ (t) by the agents Pi , i ∈ 1, n, 
on the choice of controls U 

(i j  ) 
(t) ∈U (i j  ) ∗

(
t; U (i ) (t)

)
by the agents Ei j  , j ∈ 1, ji , 

and has full information about the state of the phase vectors X (i) (t) of the objects 
Ii , i ∈ 1, n, and X (i j) (t), as well as the objects IIi j  , j ∈ 1, ji . In each time period 
t ∈ 0, T − 1, the agent P is interested in such behavior of each agent Pi (i ∈ 1, n), 
so that for each admissible realization of the phase vector X (i) (t) of the object Ii , 
it could organize the choice of his control U (i ) (t) ∈U(i )∗ (t), which would guarantee 
him the minimum value of a given target function F(i) 

t+1, defined on the phase vectors 
X (i) (t + 1), taking into account possible worst-case risk vector realizations for him 
V (i ) (t) and the demand vector S(i) (t), i.e. which would define a minimax result, 
provided that the subordinate agents Ei j  , j ∈ 1, ji , also contribute to this goal (here 
X (i) (t + 1) = Φ

(i) 
t

(
t, X (i ) (t), U (i) (t), V (i) (t), S(i ) (t), A(i) (t)

)
, X (i) (0) = X (i) 

0 ). 
The aggregate of the agents P , Pi and Ei j  , i ∈ 1, n, j ∈ 1, ji and the 

objects they manage I, Ii and IIi j  , i ∈ 1, n, j ∈ 1, ji , forms  the dominant 
regional level of networked industrial complex management level I. Each agent 
Ei j  (i ∈ 1, n, j ∈ 1, ji ), in each time period t ∈ 0, T − 1, has full infor-
mation on control choices U (i ) (t) ∈U(i)∗ (t) made by the agent Pi to shape the 

control U 
(i j) 

(t) ∈U (i j) ∗
(
t;U (i) (t)

)
and has full information on the state of the 

phase vector X 
(i j  ) 

(t) of the object IIi j  , managed by him. In each time period 
t ∈ 0, T − 1, each agent Pi (i ∈ 1, n) is interested in the behavior of each agent 
Ei j  ( j ∈ 1, ji ), so that for each admissible realization phase vector X 

(i j) 
(t) of the 

object IIi j  , knowing the realization of his control U (i) (t) ∈U(i)∗ (t), he could orga-

nize the choice of control U 
(i j  ) 

(t) ∈U (i j) ∗
(
t; U (i) (t)

)
, which would guarantee to him 

the minimum value of a given target function F 
(i j  ) 
t+1, defined on the phase vectors 

X 
(i j) 

(t + 1), taking into account possible worst-case risk vector realizations for 
him V 

(i j  ) 
(t) and the demand vector S 

(i j) 
(t), i.e. determine the minimax outcome, 

provided that the dominant agent also contributes to this goal (here X 
(i j) 

(t + 1) =
Φ

(i j) 
t

)
t, X (i j) (t), U (i) (t), U (i j  ) (t), V (i j) (t), S (i j  ) (t), A (i j  ) (t)

(
,X 

(i j) 
(0) = X (i j  ) 0 ). 

The aggregate of the agents Ei j  , i ∈ 1, n, j ∈ 1, ji and the objects they manage 
IIi j  , j ∈ 1, ji form a subordinate production level of network industrial complex 
management—management level II. The formed dynamical system (1)–(12) and 
formalized logical, informational, and control relations between its objects and
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control agents will be called a two-level multi-agent hierarchical intelligent semantic 
network describing the control system of the regional network industrial complex. 

4.3 Formalization of a Two-Level Hierarchical Minimax 
Control Problem for a Regional Industrial Network 
Complex 

Based on the generated dynamical system (1)–(12) and the description of the goals of 
the agents Ei j  , i ∈ 1, n, j ∈ 1, ji , the paper formulates Problem 1—a minimax step-
by-step control of the object at the management level II of the considered two-level 
multi-agent hierarchical intelligent semantic network. 

As a result of solving this problem, for a fixed time period t (t ∈ 0, T − 1), 
the index i (i ∈ 1, n), admissible at the management level II of the considered two-
level multi-agent hierarchical intelligent semantic network, described by a dynamical 

system of the form (1)–(12), the realization of the phase vector X 
(i j) 

(t) of the object 
IIi j  ( j ∈ 1, ji ), of the given target function F 

(i j) 
t+1 of the agent Ei j  and admissible at 

management level I realization of control U (i) (t) ∈U(i )∗ (t) of the agent Pi , there is a set 
U 

(e) 
i j

)
t; X (i j  ) (t), U (i) (t)

(
⊆ U (i j  ) ∗

(
t;U (i) (t)

)
of minimax control on the word controls 

U 
(e) 
i j  (t) ∈ U (i j  ) ∗

(
t; U (i) (t)

)
of the agent Ei j  and the number c(e) 

i j

)
t; X (i j  ) (t), U (i) (t)

(
— 

a minimax result, corresponding to the control action U (i) (t) of the agent Pi , which 
satisfy the relevant minimax condition. 

Then, based on the generated dynamical system (1)–(12) and the description of 
the goals of the agents Pi , i ∈ 1, n, Problem 2 is formulated—minimax step-by-step 
object Ii management at the control level I of the two-level multi-agent hierarchical 
intelligent semantic network under consideration. 

As a result of solving this problem, for a fixed time period t (t ∈ 0, T − 1), the 
index i (i ∈ 1, n), admissible at the control level I of the considered two-level multi-
agent hierarchical intelligent semantic network, described by a dynamical system 
of the form (1)–(12), the realization of a phase vector X (i) (t) of the object Ii and 
given target function F(i ) 

t+1 of the agent Pi , there is a set U
(e) 
i

(
t; X (i ) (t)

) ⊆U(i )∗ (t) of 
minimax controls U (e) 

i (t) ∈U(i)∗ (t) of the agent Pi and the number c(e) 
i

(
t; X (i ) (t)

)
– the  

minimax result, which satisfy the corresponding minimax condition. 
Based on the solutions of Problems 1 and 2, Problem 3 is formulated. 
In this problem, for a fixed time period t (t ∈ 0, T − 1) and index i (i ∈ 1, n), 

admissible at the management levels I and II of the considered two-level multi-agent 
hierarchical intelligent semantic network described by the dynamical system of the 
form (1)–(12) of phase vector realizations X (i ) (t) of the objects Ii and phase vectors 
X 

(i j) 
(t) of the objects IIi j  , j ∈ 1, ji , for the given target function F(i) 

t+1 of the agent 

Pi and given collection target functions F 
(i j  ) 
t+1 of the agents Ei j  , j ∈ 1, ji , for each 

minimax control U (e) 
i (t) ∈ U(e) 

i

(
t; X (i ) (t)

)
of the agent Pi , which is found from the
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solution to the corresponding problem 2, for each j ∈ 1, ji , from the solution to 

the corresponding problem 1, it is required to find the set U 
(e) 
i j

)
t; X (i j) (t), U (e) 

i (t)
(

of minimax controls U 
(e) 
i j  (t) ∈U (i j) ∗

)
t;U (e) 

i (t)
(
of the agent Ei j  and the number of 

c(e) 
i j

)
t; X (i j) (t), U (e) 

i (t)
(
, which correspond to the control U (e) 

i of the agent Pi and 

satisfy the minimax condition of Problem 1. 

4.4 Methodology for Solving a Two-Level Hierarchical 
Minimax Regional Network Industrial Complex 

Based on the solution of Problems 1–3 formulated in the paper, the methodology 
for the implementation of minimax step-by-step management of a regional indus-
trial network complex described by a two-level multi-agent hierarchical intelligent 
semantic network in the form of the dynamical system (1)–(12) is implemented in 
the form of the following sequence of actions. 

1. For each time period t ∈ 0, T − 1, all data describing the economic-
mathematical model of the problem in question in the form of the controlled 
dynamical system (1)–(12) are generated. 

2. For a fixed index i (i ∈ 1, n), phase vector realizations X (i j) (t) of the objects 
IIi j  , j ∈ 1, ji , given collection target functions F 

(i j) 
t+1 of the agents Ei j  , j ∈ 1, ji , 

and each admissible at management level I realization of control U (i) (t) ∈U(i )∗ (t) 
of the agent Pi , the results ji of Problems 1 make it possible to find the sets 

U(e) 
i j

)
t; X (i j  ) (t), U (i) (t)

(
of minimax controls U 

(e) 
i j  (t) ∈U (i j  ) ∗

(
t; U (i ) (t)

)
of the agents 

Ei j  , j ∈ 1, ji , corresponding to the control U (i ) (t) of the agent Pi . 
3. For admissible at the management level I realizations of phase vectors X (i ) (t) 

of the objects Ii ,i ∈ 1, n, and given collection target functions F(i) 
t+1 of the agents 

Pi , i ∈ 1, n, the results n of Problems 2 makes it possible to find the sets 
U(e) 

i

(
t; X (i ) (t)

) ⊆U(i)∗ (t),i ∈ 1, n, of minimax controls U (e) 
i (t) ∈ U(i)∗ (t) of the 

agents Pi . 
4. For each minimax control U (e) 

i (t) ∈U(e) 
i

(
t; X (i ) (t)

)
of the agent 

Pi , i ∈ 1, n, the results ji of Problem 3 gives the possibility to find 

the set Ũ(e) 
i

)
t; X̃ (i ) (t), U (e) 

i (t)
(

= Π ji 
j=1 U 

(e) 
i j

)
t; X (i j  ) (t), U (e) 

i (t)
(

={
U 

(e) 
i1 (t),U 

(e) 
i2 (t), . . . ,  U (e) i ji (t)

}
=

{
Ũ (e) 

i (t)
}

of minimax controls of a collec-

tion of agents Ei j  , j ∈ 1, ji , or the generalized agent Ei , subordinated to the agent 

Pi , for the management level II, and the value of the vector c̃(e) 
i

)
t; X̃ (i ) (t), U (e) 

i (t)
(

=)
c(e) 
i1

)
t; X (i1) (t), U (e) 

i (t)
(
, c(e) 

i2

)
t; X (i2) (t), U (e) 

i (t)
(
, c(e) 

i ji

)
t; X (i ji ) (t), U (e) 

i (t)
((' ∈ 

R ji —the result of the minimax management for the agent Ei , where
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the vector X̃ (i) (t) =
)
X 

(i,1) 
(t), X (i,2) (t), . . . , X (i, ji ) (t)

(' ∈Rk̃i , k̃i =
Σ ji 

j=1 ki j  , and the vector Ũ (e) 
i (t) =

)
U 

(e) 
i1 (t), U 

(e) 
i2 (t), . . . ,  U (e) i ji (t)

(' ∈ 

R p̃i , p̃i = Σ ji 
j=1 pi j  , i.e. a tuple of results is generated:

{
U(e) (t; X (t)) ,

{
U(e) 

i

)
t; X̃ (i) (t), U (e) 

i (t)
(}

i∈1,n 
,
{
c̃(e) 
i

)
t; X̃ (i ) (t), U (e) 

i (t)
(}

i∈1,n

}
. 

The formed elements of the solution to Problems 3 correspond to a fixed minimax 
control U (e) 

i (t) of the agent Pi . 
5. For the set of numerical coefficients, shaped by the coordinating agent P ,λi ≥ 0, 

i ∈ 1, n,
Σn 

i=1 λi = 1, assessing the significance of the performance of its subordinate 
agents Pi , i ∈ 1, n, the optimal guaranteed value of the indicator F(e) 

t+1 is calculated 
according to the following formula 

F(e) 
t+1 = 

nΣ
i=1 

λi ·
||||||c̃(e) 

i

)
t; X (i) (t), U (e) 

i (t)
(||||||

j i 
, 

where for any vectorc ∈ R ji , the symbol ||c|| ji denotes the Euclidean norm of this 
vector in the space R ji . 

6. The results obtained for each time period t ∈ 0, T − 1 are displayed in an 
agent-friendly form P , Pi , i ∈ 1, n, and Ei j  , j ∈ 1, ji . 

5 Discussion 

In this work, the problem of developing an economic-mathematical model of a 
regional network industrial complex was studied in order to predict the state of 
the parameters of its objects and optimize the control of specific processes. 

As a result of the analysis, the main features of the objects of regional network 
industrial complexes were identified, which must be taken into account when 
developing the corresponding economic and mathematical models: 

(1) objects are dynamic; (2) to describe the state of objects, it is necessary to take 
into account the presence of many parameters, i.e. they are multivariable; (3) there 
are business entities—agents who have the ability to manage the relevant objects, 
i.e. multi-agent system; (4) management agents have different criteria for assessing 
the quality of process implementation; (5) real management processes are multi-
level and hierarchical; (6) in management processes, there are information, control 
connections and semantic relations between agents. 

The listed features of the objects of regional network industrial complexes and 
the analysis of scientific sources led to the conclusion that they are very complex 
systems for the implementation of economic and mathematical modeling and there 
is no data on the developed models of such systems in the scientific literature.
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In this article, for a formalized description of the dynamics and optimization 
of the functioning of objects of a regional network industrial complex, multi-agent 
tools, network modeling and a minimax approach are used to optimize the guaran-
teed results of the control processes under study. The basis for the development of 
automated and intelligent management decision support systems for complex multi-
factor economic systems is economic and mathematical models of the objects and 
processes under consideration. One of the most general and intensively developing 
approaches to modeling socio-economic processes is the use of ABM models and 
methods. This technology makes it possible to take into account, when modeling 
complex dynamic systems, the presence of heterogeneous agents and their inter-
action in a structured environment in order to achieve the set goals. Based on the 
models generated using the ABM method, it is possible to develop effective tools 
for computer simulation of the functioning of socio-economic systems, as well as to 
solve complex practical problems. It should be noted that within the framework of 
the application of the ABM method, it becomes necessary to model the dynamics of 
specific agents in order to predict the acceptable values of the main parameters that 
describe their state in a specific period of time, as well as to control the processes 
under consideration in order to achieve acceptable or best (optimal) values of the 
selected criteria for their quality implementation. 

In this article, for the processes of predicting the state and optimizing the manage-
ment of the production potential of the region, with the possibility of using a hierar-
chical agent-based control system, a new discrete controlled dynamic model has been 
developed in the form of a two-level multi-agent hierarchical intelligent semantic 
network. The model developed for the processes under consideration is determin-
istic, in which the dynamics of sets of main factors (phase vectors) characterizing the 
state (potential) of industrial objects of the region as a whole and specific produc-
tion enterprises with a two-level spatial structure is described by the corresponding 
operator discrete recurrent equations in the presence of control actions (controls) and 
disturbances (risks). In the proposed management system, two levels of managerial 
decision-making are distinguished—the dominant (regional or first level of manage-
ment), which is at the disposal of a generalized regional agent, and the second subor-
dinate (the level of production enterprises or the second level of management), which 
is at the disposal of production agents. The control system is hierarchical, in which 
the choice of control by a generalized regional agent determines the resource capa-
bilities of control of the corresponding production agents. All agents of the proposed 
management system are united a priori by certain information, management links and 
semantic relations. Realizations of the phase vectors of system objects, controls and 
risks are constrained by given geometric constraints, which have the form of compact 
polyhedron in the corresponding finite-dimensional vector spaces. Such restrictions 
reflect the existing technical, economic, resource and physical restrictions on the 
system parameters. The industrial potential of the region as a whole and the manu-
facturing enterprises that form it is estimated by the corresponding convex objective 
functions (convex functionals that estimate the mismatch of the actual realizations 
of the phase states of objects from their desired states) and all agents of the control 
system are interested in their minimum values.
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The article presents a new economic and mathematical formalization and a general 
scheme for solving the problems of predicting the state and optimizing the manage-
ment of a regional network industrial complex based on the proposed economic-
mathematical model in the form of a two-level multi-agent hierarchical intelligent 
semantic network. 

The results obtained in this work can serve as a basis for further research and for the 
development of specific economic and mathematical models that take into account 
the real conditions and features of the functioning of regional network industrial 
complexes. On the basis of such models, it is supposed to develop computer intelligent 
systems for supporting managerial decision-making. 

6 Conclusions 

The economical and mathematical model in the form of a two-level multi-agent 
hierarchical intelligent semantic network is proposed for the formalized descrip-
tion of dynamics and optimization of the regional network industrial complex in 
the presence of risks (perturbations) and information uncertainty. The formaliza-
tion of the problems of parameter identification, structurally balanced interaction, 
prediction of development, and step-by-step optimization of the guaranteed (minimax 
approach) result of managing the state of objects and processes of the regional indus-
trial network complex in the presence of risks (disturbances) and information uncer-
tainty within the proposed two-level multi-agent hierarchical intelligent semantic 
network is described. The paper presents a methodology for the implementation of 
minimax step-by-step control of the regional network industrial complex on the basis 
of solutions of the formulated minimax problems. The results obtained in the paper 
can be used in computer simulation and the creation of multilevel control systems for 
complex economic and technical processes functioning under uncertainty and risk. 
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Abstract Many scientists associate the prospects for sustainable development of 
industrial enterprises with the development of strategic partnerships. Although there 
are a number of studies that address different issues related to strategic management 
of sustainable development in industrial enterprises, little attention is paid to the 
problems of modeling resource flows within the framework of strategic interactions. 
This is largely due to the complexity of collecting information about the production 
processes at the enterprises. To solve this problem, we suggest applying digital twins, 
the existence of which is based on simulation models. The purpose of this article 
is to develop a simulation model for the resource flows of an industrial enterprise 
within the framework of a strategic partnership. This approach will allow making 
informed managerial decisions to achieve the goals of sustainable development. A 
simulation model discussed in this article will be developed on the example of a 
sugar factory. The difference between this model and the existing ones is that the 
resource flow parameters are determined taking into account the existing produc-
tion conditions and the interests of the participants involved in strategic interactions, 
i.e. by the volume of demand and the expected sales price. The simulation model 
is based on the principles of system dynamics. The indicators that set the sustain-
able development vector are determined by economic, social and environmental 
components. The decision-making process on sales volumes is described using Java 
code. The model experimental verification showed that it makes possible not only to 
analyze the parameters describing the enterprise’s sustainable development taking 
into consideration various cooperation alternatives, but also to determine the best 
interaction option that meets the goals of sustainable development. The study results 
may be used to form digital twins as a practical method to improve efficiency of 
industrial enterprises.
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1 Introduction 

Many researchers associate the improvement of sustainable development of indus-
trial enterprises with strategic partnerships at certain stages of added value creation. 
It is believed that strategic partnerships make it possible to ensure the resource flow 
stability, to share scarce resources, and to implement closed-loop business models that 
reduce the negative impact on the environment. The developers of a strategy (which 
implies creation of strategic partnerships) face the task of assessing the prospects of 
interaction options in terms of achieving certain sustainability parameters. The solu-
tion of this problem is complicated by the difficulties of collecting data related to the 
enterprises’ production processes, which determine the peculiarities of the generated 
resource flows. Therefore, when modeling the strategy of sustainable development 
for industrial enterprises, researchers most often focus on the financial and economic 
parameters of interactions. 

However, the rapid development of digital technologies (big data, cloud tech-
nologies, the Internet of things) has brought the possibility of using digital twins 
as an effective means of solution for the problems related to optimization of busi-
ness processes by replacement of physical tools and processes with digital tools and 
processes [13]. The use of digital twins to simulate the development of certain indus-
tries has already become increasingly popular among foreign researchers, but is not 
yet widespread in Russian practice. 

Since the basis of digital twins is a simulation model, its development creates the 
possibility of using digital twins in industry. Therefore, the purpose of this article 
is to work out a simulation model for the resource flows of an industrial enterprise 
within the framework of a strategic partnership. This approach will allow making 
informed managerial decisions to achieve the goals of sustainable development. We 
have developed the simulation model discussed in this article and illustrated its use 
through a case study based on a sugar factory. 

2 Literature Review 

In modern scientific literature, the concept of the digital twin is used by many 
researchers to consider various aspects of industrial process management. Most 
frequently, digital twins are used for modeling energy flows in various industries 
[5, 8, 16, 22]. Also, quite often, digital twins are applied to develop monitoring 
systems for safety management [24], planning logistics trajectories [6], resource 
planning and scheduling quality control [14]. Digital twin modeling is also carried 
out to monitor the status of remote assets.
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Although digital twins are emerging as a new technological paradigm, the 
complexity of their creation has hampered the development of digital twins in many 
traditional industries, including the sugar industry. Nevertheless, sustainable devel-
opment of any industry (including in the sugar one) requires simulation to be actively 
used as the basis for creating digital twins. 

The factors and conditions for sustainable development vary significantly 
depending on the industry and the particular contexts of its functioning, therefore, 
modeling the sustainable development parameters should always take into account 
industry specific peculiarities. For example, the sugar industry is characterized by 
its great dependence on sources of raw materials, a high level of water intensity, 
and significant volumes of production waste. Any increase in sugar production is 
usually achieved through over-exploiting natural resources. Traditionally, the objec-
tives of the sustainable development in the sugar industry are considered in terms of 
its economic efficiency: the percentage of sugar yield from beets/cane; volumes of 
sugar production; profitability, etc. [1]. However, recent years show that the factors 
related to spatial arrangement of resource flows between the participants of sugar 
production and consumption have become increasingly important. This is largely due 
to the fact that strategic partnerships in value chains make it possible to effectively 
redistribute natural, financial and other resources in order to significantly improve 
the sustainable development of both the sugar industry and food ecosystems [17]. 

When considering various interaction scenarios, the researchers develop several 
solutions to select the models that meet the objectives of sustainable development 
best of all. For example, Nieder-Heitmann et al. proposed to use multi-criteria anal-
ysis as an instrument for investigation of sugarcane biorefinery scenarios [18]. A 
similar problem was solved by López-Ortega et al. who offered comparative anal-
ysis as an effective means to study the technical and economic indicators of the 
project for each scenario [15]. Based on the methodology of multi-objective opti-
mization, Shavazipour et al. proposed a model for planning supply chains under deep 
uncertainty [20]. Safder et al. offered a Monte Carlo simulation as a way of optimal 
configuration and economic analysis of industrial networks as illustrated by the case 
of a sugar mill and a chemical plant [19]. Some studies are devoted to modeling 
energy consumption processes at a sugar factory, considering the possibility of using 
sugar production waste as an energy source [12]. The self-sufficiency of a sugar mill 
in terms of its supply with water and energy through biomass recycling and water 
reuse is reflected in the works of Bantacut and Novitasari, Lewis et al. [2, 13]. A 
model of a sugar factory producing animal feed and bioethanol from by-products 
and waste of sugar production is described by Henke et al. [7]. 

All these models differ in the set of parameters used and characteristics of condi-
tions in which the sugar industry operates (the uncertainty level, conditions of compe-
tition or symbiosis). Nevertheless, in general, they are characterized by the fact that, 
as a rule, they focus on either financial and economic parameters of interaction, 
or social and environmental ones. In addition, they usually aim at optimizing the 
performance of a sugar plant itself and do not take into account the interests of other 
interacting parties.
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As part of our study, we intend to remove these restrictions by including indicators 
that reflect the interests of external actors, i.e., farmers supplying raw materials as 
well as final and intermediate buyers of sugar products. We assume that the resource 
flow parameters will be determined based on the existing production conditions. 

3 Methodology 

In this study, we are going to clarify how sustainable development goals in the 
sugar industry, expressed by certain indicators, determine the volumes of resource 
flows at a sugar mill in terms of buying sugar cane and sugar beets and selling the 
primary product and by-products. The offered methodology may serve as guidelines 
for making informed decisions on choosing a direction for further development of 
strategic cooperation based on achieved parameters of sustainable development in 
the sugar industry and the most efficient use of the resource potential of the parties 
involved in the manufacturing and consumption of sugar products. Accordingly, the 
article is structured as follows: 

The first part of the study presents a simulation model of the resource flows in the 
sugar industry. The model is built based on the principles of system dynamics. The 
choice of simulation modeling as a tool for this study is determined by the fact that, 
compared to any other paradigm, this approach allows deeper penetration into the 
essence of what is happening in the system. Moreover, it provides a perfect oppor-
tunity to identify cause-and-effect relationships between objects and phenomena. At 
the same time, since the purpose of modeling implies a sufficiently high level of 
abstraction, the system-dynamics technique allows the researcher to reveal all the 
important relationships without going into detail. Another important advantage of 
this method is the ability to create a decision support mechanism that allows the user 
to simulate various market situations. The indicators that set the vector for sustainable 
development of the sugar industry are determined by the generalization of sustainable 
development features specific to food production systems in terms of their economic, 
social and environmental components [9, 21, 23]. To simplify the modeling process, 
within the framework of this study, we identified four main criteria that the chosen 
strategy must meet: 

(a) Percentage of sugar yield from beets/cane—economic component; 
(b) Sugar price—social component; 
(c) Percentage of recycled waste per 1 ton of sugar beets/cane used—environmental 

component. 
(d) Offer price ≥ product price ≥ cost price—a condition for the consistency of the 

strategic partners’ interests. 

To illustrate the model efficiency, such simplification seems quite appropriate, 
since it will not affect any of the fundamental components. Including additional 
criteria will make the model too unwieldy and unsuitable for demonstration.



The Use of Digital Twins for Elaboration of Strategic Guidelines … 357

However, if necessary, the number of criteria may be increased or changed, which 
will allow setting certain priorities for strategic development. 

In the second part of the study, the model is tested on an illustrative example of 
the sugar industry development in the region. The sources of data (characterizing the 
sugar industry in Egypt) were the Ministry of Planning and Economic Development 
[25] and the USDA Foreign Agricultural Service [27]. 

The section ‘Discussion’ provides recommendations on how to use the resource 
flow model for developing a strategy of the sustainable development in the sugar 
industry. The article ends with the conclusions about the limitations of this study 
results and the prospects for further development of this investigation. 

4 Findings and Scientific Contribution 

4.1 Simulation Model Development 

The key elements of the model are the following: 
1. A sugar mill producing crystal sugar and by-products, which can be used in 

other industries. 
2. Farmers who supply sugar beets and/or sugar cane to the factory. 
3. Buyers (intermediate and final) who purchase sugar and by-products of sugar 

manufacturing. In this model, it is assumed that the products are purchased directly 
from the sugar factory (without intermediaries). 

4. Parameters established by the user, that determine the conditions for concluding 
a transaction (price, sales volume, warehouse stock, processing price of one ton of 
sugar, and the percentage of sugar yield from beets/cane). 

5. The following variables, calculated during the simulation: Volume of sugar 
sales to each buyer (in monetary and quantitative terms); Volume of by-product sales 
(in monetary and quantitative terms); Quantity of unsold sugar (in tons); Quantity of 
unsold by-products (in tons); Financial results; Level of domestic demand satisfaction 
by own production; Sugar price; Percentage of recycled by-products per one ton of 
sugar beets/cane used. 

The research task was stated as follows. Farmers supply a certain amount of raw 
materials (sugar beets and/or sugar cane) at a certain price (these parameters are set 
by the user). The model also includes a random factor—a dynamic variable ‘yield’, 
which reflects the yield of farmers’ agricultural products. This indicator is a random 
determinant approximated with a triangular probability density function with the 
smallest number being 0.5, the largest—1.5, and the most likely value—1.0. Each 
time the model is run, this number is regenerated. The model assumes that the factory 
buys all of the raw materials offered at any price. 

Taking into account the fact that the existing technology involves significant 
volumes of waste and by-products derived from the sugar production process, the 
user should specify the parameter of their share in the total volume of processed raw
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materials. This indicator is set by the ‘Sugar output’ parameter. As a rule, the amount 
of waste and by-products is a certain constant value, determined by the technolo-
gies used at a sugar factory. However, the value of this parameter can be adjusted 
if it appears expedient to change the manufacturing structure in favor of certain by-
products. For example, the growing demand for ethanol makes some sugar mills 
produce more biofuels than refined sugar. 

It is assumed that all waste and by-products are placed in the warehouse for factory 
waste, while produced sugar in the warehouse for finished products. 

Waste and by-products are sold to the buyers who have different needs for certain 
types of waste and by-products and who are willing to offer different prices. These 
indicators are set by the parameters ‘Demand’ and ‘Price of waste’, accordingly. 
There are 2 types of buyers in the model: end ones, who buy waste for personal use, 
and intermediaries, who are engaged in resale. 

Within the framework of the developed model, the factory aims at selling all waste, 
so it is ready to sell them at any price. However, the priority is to make profits, so 
the orders of the customers who offered the highest price are satisfied first, the rest 
of the customers are dealt with on a ‘first come, first served’ basis. 

The factory aims at maximizing its profits when selling sugar to the customers. 
However, the minimum price per one ton is specified, that is, the price below which 
it is not profitable for the producer to sell, since the proceeds will not cover the costs. 
If the price offered by the customer falls below the minimum level, the purchase 
and sale transaction is not effected. The minimum price is calculated based on the 
production costs of one ton of sugar (the cost of raw material procurement / sugar 
output + production costs). 

If the factory may fail to sell all the sugar or all the waste and by-products 
taking into account the user-defined parameters, a corresponding text message will 
be displayed. 

Figure 1 shows possible interaction between physical and virtual components of 
a sugar factory digital twin. When a continuous transfer of data from the elements 
of the physical world to the simulation model is arranged a digital twin is created 
based on this model.

Figure 2 shows the developed simulation model of a sugar factory, which can 
be used as the basis for creating its digital twin. The following elements of system 
dynamics are presented in the model:

• Accumulators that simulate the movement of goods in warehouses; 
• Flows that simulate the movement of goods in space; 
• Parameters—indicators set by the user through the interface; 
• Variables—indicators set within the model; 
• Dynamic variables (numerical and textual) —variables whose value will change 

during the experiment. 

Events represent the data-driven sales decision-making process which can be 
easily implemented through the object-oriented programming approach using Java 
code (the language supported by Anylogic software).
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Fig. 1 Possible interaction between physical and virtual components within a sugar factory digital 
twin

Fig. 2 Sugar factory simulation model
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The choice of the Anylogic software model as a development environment is 
explained by the presence of a large number of modeling libraries, high-quality 
visualization tools and the ability to control the model by the program code. The 
implementation of model logic through program code was chosen to improve the 
convenience of introducing changes to the model. 

Unlike other models, the model we developed includes not only a sugar factory, 
but also various ‘external stakeholders’. Figure 2 shows the model elements related to 
different types of such ‘stakeholders’ marked by different colors: farmers supplying 
raw materials are highlighted in yellow; green—buyers of sugar; blue—buyers of 
production waste. The fuchsia color elements refer directly to the sugar factory. 

The model has a user-friendly interface that is shown before the simulation starts. 
The user sets the values of the model parameters by moving the slider within the 
specified limits (minimum and maximum). 

You can learn more about the code that implements the logic of the model and 
see the figures showing the results of experiments 1 and 2 in the repository [27]. 

4.2 Research Validation 

Experiment 1 (basic). During the experiment, conditional data were used, corre-
sponding to actual situation in the Egyptian sugar market. It was assumed that for a 
conditional sugar factory, the volumes of raw materials supplied by different farmers 
were 100, 250 and 150 tons of sugar beets, respectively. The yield percentage of 
sugar was set at 15%. The parameters of demand for sugar from three consumers 
were specified as: 30, 25 and 40 tons. It was assumed that not all waste was in the 
same demand therefore the probability of selling all waste was low. In this connec-
tion, the following waste demand values were set: 100, 80 and 100 tons. The prices 
offered by each of the farmers and buyers of sugar and waste were respectively: Raw 
materials—50$, 40$, 30$; Sugar—390$, 425$, 450$; Waste—55$, 45$, 32$. 

The random variable in the form of a yield index was assigned the value 1.133. 
The reserve of sugar in the warehouse was set at 3 tons, and the reserve of waste at 
2 tons. 

The experiment results showed that with the above parameters, the factory would 
sell all the sugar produced, but there remained an unsatisfied demand of 10.1 tons. 
The demand for waste was fully satisfied, but the factory was not able to sell all the 
available waste (as evidenced by the text alert and the volume of unsold waste). 

The sustainable development indicators had the following values: profit— 
$20,957, minimum price—$270 per ton, percentage of waste disposal—35.6%. 

Experiment 2 (demo). This experiment was carried out to demonstrate how the 
model works with different input data. 

The supply of raw materials was set as: 130, 100 and 150 tons. In order to 
demonstrate the model response to a significant excess of demand for waste over 
the demand for sugar, the following demand parameters were set: Sugar—28, 15, 30 
tons; Waste—130, 230, 500 tons.
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To clearly demonstrate the situation in which not all demand was satisfied, the 
following prices were determined: Raw materials—$50, $40, $30; Sugar—$200, 
$425, $450; Waste—$55, $45, $32. 

The indicators of sugar production, the production costs and the volumes of stocks 
in warehouses remained at the level of the previous experiment. 

In the second experiment, the sugar yield was set lower than expected (0.795), 
which led to decrease of raw materials purchased by the factory compared to experi-
ment 1. The minimum selling price for sugar was $273 per ton. Therefore, Company 
1, which bade $200, could not purchase it. Under these circumstances, a situation 
was created, in which the factory could not sell all the sugar produced and it began 
accumulating in warehouses. At the same time, some buyers could not purchase it 
because the price was too high for them. 

However, the factory sold all the generated waste and by-products, having 
achieved a 0% recycling and reuse rate. Moreover, there was an unsatisfied demand 
for waste from Companies 1 and 2, since all of these secondary products were sold 
to Company 3, which offered the highest price. It should be noted that despite the 
fact that all waste was sold to Company 3, nevertheless, its demand for waste was 
not satisfied to the full extent (by 243 tons). The total volume of unsatisfied demand 
for waste was 603.3 tons. 

The factory’s profit in this experiment was $19,052. The positive result (despite 
the fact that the factory did not sell all the produced sugar) can be explained by the 
sale of all available waste at a rather high price. 

In terms of the factory’s sustainable development, this situation is less preferable 
than the first one, taking into account its social and economic results. The performed 
calculations show that under the specified conditions, it is not possible to reconcile the 
interests of all interacting participants: Company 1 selling sugar and Companies 2 and 
3 buying waste. Therefore, this partnership option is considered ineffective. Hence, 
based on the obtained simulation results, the factory should consider technological 
changes to reduce the costs of sugar production, which will lead to reduction of the 
minimum price. 

Similar experiments can be carried out for other initial conditions, including 
changes in the number of farmers and buyers, the volume of raw materials, the 
prices, and the volume of demand for sugar and its by-products. 

5 Discussion 

The experiments demonstrated the possibility of using the proposed resource flow 
simulation model for solving the problems related to the improvement of sustain-
able development at enterprises in the sugar manufacturing industry. By setting the 
parameters that characterize the current situation in the sugar market, as well as 
entering data on potential buyers of sugar and by-products, it is possible to analyze 
the parameters of the sugar industry sustainable development under various options 
of cooperation, and to choose the best alternative for the interaction that will meet
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the goals of such development. Thus, the experimental verification has confirmed the 
possibility of using the proposed model to face the strategic challenges of sustainable 
development in the sugar industry. 

As the existing successful foreign experience shows, the strategic interactions 
between the sugar industry and other related industries increases the level of its 
sustainable development through circular business model implementation [4]. The 
existing models of the strategic development in the sugar industry demonstrate that 
sustainability may be increased through partnerships [3, 10, 11], which is consistent 
with our findings. At the same time, in comparison with the available literature, our 
model allows us to take into account the various interests of all participants interacting 
with their strategic counterparts. 

6 Conclusion 

The need to find and quantify the compromise between economic feasibility and 
impact on the environment requires a decision-making system that would become 
an instrument for elaboration of the sustainable development strategy, which can 
be used at different industrial enterprises. Digital twins would greatly contribute to 
the solution of this problem. However, the digital twins created nowadays usually 
directly reflect production processes only. They are rarely used to solve the problems 
of strategic planning. In our work, a simulation model of resource flows has been 
built (illustrated by a sugar mill case study), which can be used by a sugar factory to 
form its digital twin when working out a strategy for its sustainable development. 

The main limitation of our research is that it selects three criteria for sustainable 
development. In the context of specific regional conditions, it is advisable to use 
a larger number of criteria for a deeper understanding of which option of strategic 
partnerships will help increase the sustainability of the sugar industry. Besides, to 
create a digital twin, a greater detail of the sugar production process is required, 
including taking into account the indicators of specific equipment, the number and 
type of personnel, production infrastructure, etc. Our future research will take these 
limitations into consideration. 
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Abstract Small enterprises are drivers of innovative development in most devel-
oped countries. Due to their specificity—flexibility, adaptability, on the one hand, 
and limited resources and dependence on the external environment, on the other 
hand—they have advantages and disadvantages in digitalization processes. Modern 
development takes place within the framework of Industry 4.0, the basis of which 
is digital transformation. Digitalization has brought global changes to the innova-
tion processes in enterprises and has opened up previously unexisting opportunities 
for small enterprises. The aim of the work was to identify areas of influence of the 
digital transformation of the industry on innovation processes at small enterprises 
and their innovative activity. We identified factors of digital transformation that influ-
ence innovation processes at small enterprises, embedding them into digital inno-
vation ecosystems. The article describes features of managing innovative processes 
at small enterprises in the context of digitalization. We carried out the analysis of 
digitalization, the level of digital maturity of the Russian industry; the analysis of 
the dynamics of innovative activity of small industrial enterprises in Russia; and 
highlighted its most innovatively active sectors. We carried out an inventory of state 
support measures aimed at digitalization and innovative development of small enter-
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1 Introduction 

The industry is currently undergoing a digital transformation based on the concept 
of Industry 4.0 and smart factories. Empirical evidence suggests that digitaliza-
tion has a direct positive impact on company performance [1]. In modern condi-
tions, it is of particular importance to identify and measure the results and effects 
of digital transformation. One of the main aspects of this assessment is innova-
tion, including the development and implementation of new digital technologies, 
information technology management. 

The high practical relevance of the topic of digital transformation and innovation 
management makes it necessary to stimulate the study of this issue and subsequent 
theoretical and methodological developments. 

Small enterprises are drivers of innovative development in most developed 
economies. The digitalization of their activities has its own specifics. On the other 
hand, they are greatly influenced by the external environment, namely the digitaliza-
tion of large enterprises and public administration. Thus, the issue of assessing how 
digital transformation affects innovation processes in small enterprises is relevant. 

The aim of the work is to determine the directions of influence of the digital 
transformation of industry on innovation processes in small enterprises and their 
innovative activity. To achieve the goal, we solve the following tasks: 

– to conduct a bibliographic analysis on the topic of digitalization of the industry, 
specifics for large, medium and small enterprises, its relationship with innovation 
processes; 

– to analyze the current situation in Russia in terms of digital transformation of 
small industrial enterprises, the level of their innovative activity; 

– to study the legislative framework for the digitalization of the industry and revise 
government measures to support digital transformation, highlighting measures 
addressed to small industrial enterprises; 

– to make recommendations on improving the state policy to support the innovative 
activity of small industrial enterprises of the Russian Federation based on the 
digitalization of public services. 

This study contributes to the development of theoretical and methodological 
approaches to assessing the impact of digital transformation of the industry on inno-
vation processes in small enterprises in the system of their interaction with large 
enterprises and the state. 

2 Literature Review 

In recent years, economic analysis of industrial development has been carried out 
within the framework of the Industry 4.0 concept. Among the scientific works devoted 
to the digital economy and Industry 4.0, one can find studies on certain aspects of the
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digitalization of industry, such as innovative strategies for industrial modernization 
in the context of the digitalization of the economy, features of the implementation of 
the principles of the fourth industrial revolution [2], modeling of efficiency factors of 
production and technological processes [3], and the role of production management 
in Industry 4.0 [4]. 

A number of authors explore the relationship between innovation and digitaliza-
tion at the level of countries and regions [5, 6], the features of the innovation process 
in the context of digitalization [7, 8]. The relationship between digital transforma-
tion and innovative development is considered, in particular, in the article Tukkel 
et al. [9], which explores the benefits and challenges of digitalization for developing 
economies. 

Most authors note the positive effects of digitalization. Gobble [10] notes that 
digitally innovating companies have not only prospered, they have maintained a 
significant and persistent gap in productivity and financial performance. In our article 
[11], we conducted a preliminary analysis of the impact of digitalization on the results 
of innovative activities of Russian industrial enterprises. 

Russian authors [12] conclude that digital technologies will lead to the transfor-
mation of each of the stages of the innovation process, which will create a number 
of positive aspects. In this case, it is possible to reduce or eliminate some of the risks 
associated with innovation, which will create more favorable conditions for the inten-
sification of innovation activity at various levels of the economy. At the same time, 
one should take into account a certain range of problems created by the digitalization 
of the innovation process, the elimination of which will require the development of 
certain management decisions and mechanisms for their negative impact. 

Another topic related to the innovativeness of small enterprises is their foreign 
direct investment and internationalization [13, 14]. Although this is usually the case 
for large enterprises, small enterprises have a number of advantages and motivations 
for entering international markets. According to Wells’ small technology theory [15], 
enterprises in small markets such as developing countries have greater flexibility and 
lower technology costs, which allows them to conquer the market faster and at a 
lower cost. Johnson et al. studied strategies for the global integration of Taiwanese 
SMEs into the IT industry [16]. Rennie [17] and McDougall and Oviatt [18] proposed 
a theory of international entrepreneurship. It argues that the internationalization of 
SMEs is mainly related to the international vision of entrepreneurs and international 
experience, their development of internationalization is either proactive or reactive. 
In most cases, SMEs are involved in global value chains by joining industrial clusters 
[19]. Giuliani et al. believe that the competitive difference of SMEs stems from their 
ability to “modernize” and “improve”, and this competitiveness often manifests itself 
in the ability to innovate or increase the added value of products [20]. Some SMEs 
receive investment channels from their overseas suppliers. Moreover, SMEs can also 
create their own networks through enterprise clusters to reduce transaction costs, 
increase productivity, and promote information flow [14]. 

During the crisis associated with the pandemic, the use of digital technologies, the 
subsequent introduction of the principles of industry 4.0, and automation of produc-
tion accelerated. This may lead to a decrease in employment in large industries and in
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the public sector [21, 22]. The development of small and medium-sized enterprises 
is considered as one of the tools for adapting to these processes. The role of small 
entrepreneurship in the innovative development of economics is undeniable. New 
firms are able to create and develop promising markets, especially in the context of 
changing technologies and crisis phenomena. 

The principles of Industry 4.0 are being successfully implemented not only in 
large enterprises, but also in small and medium-sized enterprises. Small businesses 
face the need to improve productivity, the increasing market demand for a higher 
degree of personalization of products and services. According to the authors Matt 
et al., Industry 4.0 will enable SMEs to resolve the dilemma of the need to increase 
automation while reducing batch sizes [23]. 

However, literature analysis showed that a rather limited number of scientific 
works are devoted to the topic of digitalization of small industrial enterprises; they 
mainly consider general issues of implementing the principles of Industry 4.0 in small 
enterprises [24, 25]. However, in recent years in European countries, more and more 
authors are turning to the topic of the impact of digital technologies on small and 
medium enterprises. Safar et al. [25] and Muller [26] describe a specific framework 
for introducing new, innovative as well as digital business models in SMEs. 

According to the authors of a paper [27], the integration of innovation and digital-
ization into a coordinated development process is becoming a prerequisite for SMEs. 
They propose a research program dedicated to the possible contribution of the use 
of innovative tools and methods to the digitalization process. 

In Russia, there are practically no studies on the digitalization of small industrial 
businesses. In our previous works [28], we identified the need for special studies 
for the implementation of Industry 4.0 technologies in small industrial enterprises, 
which will allow them to be transformed into smart factories, and also highlighted 
the features of digitalization processes for enterprises of different sizes. Thus, the 
issue of innovative activity of small enterprises in the context of digitalization of 
industry in Russia remains a relevant area of research. 

3 Materials and Methods 

The theoretical and methodological basis of the study is the scientific results 
presented in publications in the field of the fourth industrial revolution, digitaliza-
tion of industry, digital transformation of small and medium-sized enterprises, and 
innovative development. 

The methodological basis of the research is the network and institutional 
approaches. Methods of theoretical generalization, systemic, logical, structural, 
comparative analysis, statistical methods are applied. To solve research problems 
related to the impact of digital transformation of the industry on innovation processes 
at small enterprises in Russia, we used the following main research methods: anal-
ysis of scientific publications, a descriptive method for analyzing the dynamics of 
changes in indicators of digitalization and innovative activity of Russian industrial
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enterprises. Thus, to solve the set tasks, we use a complex of complementary research 
methods: methods of theoretical analysis of the literature on the problem under study; 
methods of study, generalization and analysis of experience and existing results of 
management practice; quantitative and qualitative methods for collecting empirical 
information. 

For the purpose of the study, we did a literature review on digitalization of industry 
and innovation, in particular on small and medium enterprises, in Russia, where we 
analyzed articles and conference papers published before November 2022. Three 
databases were used for literature analysis: Web of Science Core Collection, Scopus, 
and eLibrary (Russian electronic library of scientific publications integrated with 
Russian Science Citation Index). We used key words “Digitalization of Industry”, 
“Digitalization in Small Manufacturing Business”, “Small and Medium Enterprises 
and Industry 4.0”, “Innovation and digitalization”. 

As a result of the bibliographic analysis, we found that a rather limited number 
of scientific works are devoted to the digitalization of industrial SMEs. Among 
publications in English, we found several articles in journals, several book chapters; 
most of the publications are articles in conference proceedings that are more of 
empirical character. Among the publications in Russian, there are practically no 
scientific papers on the topic of industrial small business in the context of Industry 
4.0 and digitalization. The same applies to statistics on the level of digitalization of 
manufacturing SMEs in Russia. There is no such data. Statistical studies of the level 
of digitalization in the Russian Federation concern only large and medium-sized 
businesses. However, we used Rosstat data to assess the dynamics of innovation 
activity of small industrial enterprises. 

The paper analyzes the digital maturity of industrial enterprises, and assesses the 
dynamics of innovative activity of small industrial enterprises. The information base 
of the study is the data of state statistics of Russia, regulatory information on state 
support for the digitalization of industry, data from statistical bulletins of the Institute 
for Statistical Research and the Economics of Knowledge of the National Research 
University Higher School of Economics, scientific reports of RANEPA, and expert 
opinions of heads of industrial enterprises. 

4 Change of Innovation Processes in Small Enterprises 
in the Context of Digital Transformation 

The modern development of the economy takes place within the framework of 
Industry 4.0 and digitalization. Industry 4.0 is aimed, on the one hand, at the introduc-
tion of highly efficient and automated production processes characteristic of mass 
production, and on the other hand, at the formation of an industrial environment 
where individual and customer-specific products are produced in accordance with 
mass customization strategies [29].
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The emergence of disruptive technologies and the acceleration of technological 
renewal is one of the main trends in global production. Simachev et al. [30] among the 
most important trends also highlight the increasing role of small and medium-sized 
enterprises as a driver of structural changes and economic growth. The transformation 
of production chains, the growth of requests for customization, digitalization, and 
service will determine the need for industrial policy to take into account horizontal 
and vertical links between production and other sectors in the economy. 

Specialists from ISSEK HSE [31] assessed the trajectories of advancement of 76 
world economies in the Global Innovation Index (GII) in 2017–2021. The final rating 
is calculated as the average of two sub-indices—innovation resources (institutions, 
human capital and science, infrastructure, market and business development level) 
and their results (development of technologies and the knowledge economy, results 
of creative activity). Russia closes the first third of the ranking of world economies 
in terms of innovative development, using its innovative potential by only 56.9%. 
In general, the final position on the five-year horizon (45th place) remains almost 
unchanged, for the period 2017–2021 the value of the GII rating decreased slightly— 
from 38.8 to 36.6 points. 

An analysis of the GII longitudinal data shows that, in order to achieve sustainable 
growth rates, the Russian economy needs not only to increase investment in science 
and innovation and stimulate the innovative activity of businesses (both large high-
tech and flexible, adaptive small businesses), but also provide favorable conditions 
for the rapid introduction of new technologies, products and services to the market. 

Let us consider the factors that affect innovative development, including small 
enterprises, in the context of digitalization. First, the driver of the digital economy is 
data. Their volume is constantly growing exponentially. They are resources for digital 
innovation. Big Data technologies are key in terms of digitalization. Secondly, the 
functional basis of the innovation process is “servicing”, i.e. service orientation. 
Flexible business models are emerging, and they are focused on solving the client’s 
problem through the provision of additional services and individualization of the 
product in accordance with its requirements. Large companies share their infras-
tructure and data and attract new players through their digital platforms. There is 
a dramatic expansion of market entry opportunities for small and medium-sized 
companies due to the spread of digital platforms. The low or notional price of renting 
digital infrastructure provides opportunities for seed startups to enter the market. 
Thanks to service-oriented innovation models, large companies can stimulate the 
diffusion of digital technologies to small and medium-sized enterprises, intensifying 
their activities. 

Thirdly, digitalization provides new opportunities for collaboration at all stages 
of the innovation process. The constant exchange of ideas and sharing of data makes 
the innovation process accelerated and continuous. The digital transformation of 
the innovation ecosystem provides new opportunities for the transfer of knowledge 
and the organization of network communications, where ready-made solutions and 
data are exchanged. Dolphsma notes that a decentralized communication structure 
reduces transaction costs and increases synergy for the innovation ecosystem and
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the economy as a whole [32], and digitalization makes it possible to create just such 
structures at the lowest cost. 

Thus, the hallmark of digital transformation is the rapid acceleration of the inno-
vation cycle. The latest technologies significantly reduce the time of creation and 
commercialization of innovations. Digital transformation requires the development 
of new technologies and the corresponding restructuring of business processes. 
Digital modeling and digital twins make it possible to incorporate the character-
istics of global competitiveness and high consumer requirements into products, as 
well as to increase the level of customization. In after-sales service, thanks to digital 
technologies, there is a transition to a service business model (“goods as a service”) 
and predictive maintenance (from “repair according to the regulations” to “repair on 
condition”). 

5 Innovation Management in Small Enterprises 
in the Context of Digitalization 

The success of innovation in the new digital era largely depends on an integrated 
approach to the transformation of all key aspects of the company’s activities, the 
creation of a technological platform on which all the company’s key ecosystems will 
be built [8]. 

In the digital economy, innovation management is associated with a quick response 
of management to a reduction in the life cycle of products, technological, social, 
marketing and institutional innovations, with the definition of parameters and the 
creation of an adequate environment and starting innovation platforms [33]. 

Bykovskaya emphasizes that the digitalization of the innovation process in the 
context of network interaction of subjects and objects is based on digital technolo-
gies, management decisions regarding the search, creation, processing, exchange 
and transfer of various information, and financial transactions between partners, 
stakeholders within joint project [7]. Digital technologies ensure the effectiveness of 
coordination, synchronization of actions of all participants in the innovation process. 

One of the criteria for assessing the achievement of the goals of digital trans-
formation is the level of digital maturity of industries, as well as public authorities 
[34]. As part of the current study, it is also important to talk about the digital matu-
rity of individual companies. Research is developing various approaches to defining 
and measuring digital maturity: as a tool for comparing the achieved level with the 
target, and for cross-industry comparison of the level of digitalization. For example, 
the OECD assesses the digital maturity of business sector organizations based on 
three dimensions: 

– ICT opportunities (training employees in digital skills, availability of ICT 
specialists, introduction of digital technologies); 

– advanced ICT functions (information security, business management software 
adaptation, own developments);
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– web maturity (availability of a website with the possibility of conducting 
electronic commerce, placing online advertising) [35]. 

Digital transformation consistently entails rethinking the business model, 
changing business processes, creating a new corporate culture, and developing the 
company through the introduction and application of digital innovations [36]. Diag-
nostics of a company’s digital maturity will allow it to develop its own strategy for 
introducing new digital technologies. 

Researchers from France and Canada [37] believe that the actual problem of 
applying Industry 4.0 technologies in small and medium-sized enterprises is their 
typical management style and short-term strategy, which differ from larger firms. 
Despite a growing number of new tools and technologies, most of them are under-
used or completely ignored by small businesses. Their research shows “that the least 
expensive and least revolutionary technologies (simulation, cloud computing) are 
most widely used in small and medium enterprises, while those that allow for deep 
business transformations (CPS, machine-to-machine communication, large data, 
robots) are still ignored by small and medium enterprises” [37]. Further research is 
needed to develop specific strategies, methods and tools for the effective digitalization 
of SMEs in the industry and the growth of their innovative potential. 

6 The Current Situation in the Field of Digitalization 
of Industry and Innovative Small Business in Russia 

The manufacturing industries make a significant contribution to the total cost of 
Russian organizations for the implementation and use of digital technologies—8.7%, 
or 256.6 billion rubles in 2020 [35]. The manufacturing industry is one of the sectors 
for which monitoring of digital maturity is carried out as part of the achievement 
of the national goal “Digital Transformation”. In November 2021, a strategy for the 
digital transformation of the manufacturing industries was approved [38], which, 
among other things, is aimed at achieving its digital maturity. The Russian manu-
facturing industry is noticeably ahead of other sectors of the economy in terms of 
the use of digital technologies [39]. The overall value of the digital maturity of the 
manufacturing industry was 21% in 2021, and by the end of 2022 it is planned to 
reach a value of 40% [35]. 

In 2021, the level of innovative activity of small industrial enterprises, defined 
as the share of enterprises engaged in innovative activities, in their total number, 
amounted to 6.9%. This is the highest indicator for innovative activity for 2011–2021 
(Table 1) [40, 41]. Partially, the growth of indicators can be explained by the fact 
that the calculation of indicators in 2011–2017 performed for small enterprises that 
carried out technological innovations, and from 2019, non-technological innovations 
are also taken into account.

The highest values of the indicator of the level of innovative activity in 2021 
were recorded at enterprises producing medicines and medical materials (23.75%),
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Table 1 Main indicators of innovative activity of small industrial enterprises 

2011 2013 2015 2017 2019 2021 

Level of innovative 
activity, percent 

5.1 4.8 4.5 5.2 5.8 6.9 

Costs for innovation 
activities (million 
rubles) 

9479.3 13510.5 12151.8 19220.4 27340.2 54441.8 

As a percentage of the 
total volume of shipped 
goods, performed 
works, services 

0.86 1.03 0.64 0.81 0.96 1.3 

The volume of 
innovative goods, 
works, services (million 
rubles) 

16389.7 27126.6 31270.9 37523.0 67055.9 118825.9 

As a percentage of the 
total volume of shipped 
goods, performed 
works, services 

1.5 2.1 1.6 1.6 2.4 2.8

computers, electronic and optical products (20.4%), electrical equipment (13.1%), 
chemicals and chemical products (11.7%), production of machinery and equipment 
not included in other groups (11.4%), other finished products (11.2%) [41]. 

The cost of innovative activities of small enterprises amounted to 27.3 billion 
rubles in 2019 and 54.4 billion rubles in 2021. The growth of costs has been occurring 
since 2017. The indicator of the intensity of costs for innovation activities (i.e. their 
share in the total volume of shipped products of small enterprises) rarely exceeds 
1%. Its highest values were recorded in the production of medicines and medical 
materials (5.8%), motor vehicles (4%), computers, electronic and optical products 
(2.7%). 

The actual volume of innovative industrial products produced in the small business 
sector in 2019 reached 67.1 billion rubles, in 2021 it already amounted to 118.8 billion 
rubles. A significant increase in the scale of production for the period 2011–2021 
was revealed. The output of new and improved goods, works and services increased 
by 2.5 times (in constant prices) and reached its maximum values. Specialists of 
ISSEK HSE calculated the level of innovative activity of small enterprises in various 
industries based on alternative sources. It surpasses the corresponding data of federal 
statistical observation. Thus, the value of the obtained indicator for 2021 was 19.5% 
against the statistical 6.9% for small industrial enterprises in 2021 [42]. 

Among all industries that carry out innovations, it is possible to single out groups 
with the highest level of activity. Firstly, these are the knowledge-intensive services 
sectors—activities in the field of information and communication (26.3%), profes-
sional, scientific and technical activities (24.4%), where small enterprises carry out 
research and development, invest in intangible assets such as software, licenses, 
patents to support their own activities. Among them are enterprises—residents of
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Skolkovo, winners of competitions under the programs of the Innovation Promotion 
Fund, business entities implementing the results of intellectual activity. Secondly, 
the manufacturing and extractive sectors (19.4 and 18.7%, respectively), turned out 
to be the most productive in terms of the production of innovative products and the 
introduction of innovative technologies. 

According to Russian Academy of National Economy and Public Administration 
experts [43], promising markets for the digital economy in Russia are likely to be 
filled with small firms. Cases of individual regions and cities already demonstrate 
the significant role of entrepreneurship in Russia in the formation of new industries: 
engineering in Tolyatti, information technology in Tatarstan, radio electronics and 
biotechnology in Tomsk, robots in the Perm region, etc. 

Thus, with a low level of innovation activity and its slightly growing dynamics in 
small industrial enterprises, there are industries that demonstrate leading indicators, 
there are small enterprises—industry leaders in the field of digital technologies. 
Accounting for their experience can be useful for formulating a policy to stimulate 
innovative development. 

7 State Support Measures for Small Enterprise in the Field 
of Innovation and Digitalization 

Today, digital innovations are being created faster than the state and business are 
used to making decisions. This requires new approaches to industrial policy, the 
rules of the innovation market, as well as the acceleration of bureaucratic processes. 
In this regard, the governments of different countries not only adopt digital strategies 
themselves, but also build their entire socio-economic policy based on the fact that 
digital technologies are becoming a key component of the economy. 

For example, the German digital strategy “Digital Strategy 2025” consists of ten 
steps that need to be taken for the digital transformation of Germany [5]. Two of them 
are directly aimed at small enterprises: the second one—is a support for start-ups 
as engines of digital transformation with the help of large technological companies; 
the sixth one is the introduction of new business models for small and medium-sized 
businesses. 

We should note that one of the key difficulties in implementing the policy of digital 
transformation of the manufacturing industry in Russia is to ensure full coverage of 
enterprises not only large backbone companies (including state-owned companies 
and state corporations), but also small and medium-sized private businesses must go 
through the transformation of production and business processes, which will create 
new, more efficient production ecosystems based on digital platforms (including 
within the concept of virtual factories) [35]. 

Thus, it is advisable to focus on the improvement of policies and measures to 
support the digital transformation of industry on the tasks of “massification” of the 
introduction of digital technologies by enterprises. To do this, it is necessary to
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overcome such barriers as lack of financial resources, lack of competencies (both 
for management of digital transformation projects—for management, and for the 
use of digital technologies and for production and service personnel), “patchwork” 
automation and digitalization, carried out at earlier stages on the basis of disparate 
IT solutions, mostly foreign, lack of practices and culture of working with data, 
information security risks (for some industries). 

In Russia, over the past 10 years, various instruments to support innovation and 
mechanisms of the innovation ecosystem have been formed at the federal level. There 
are a lot of discussions about the quality of the available tools, their demand on the part 
of the innovative business and their applicability in Russian legislation. At the same 
time, at the regional level, there is an increase in the activity of regional authorities 
in work aimed primarily at retaining and attracting start-ups and innovative projects 
[43]. RANEPA specialists in their study identified successful regional practices aimed 
at implementing projects in the field of digital transformation. The realization of the 
possibilities of the digital economy is largely determined by the policy of the regional 
authorities to stimulate entrepreneurial initiative and grow technology leaders. In the 
implementation of the digitalization of the economy, the development of human 
capital in the field of innovation, digital technologies, and IT entrepreneurship is 
also of particular importance. A large number of Russian regions are included in the 
support and development of projects aimed at increasing digital literacy and training 
innovative personnel. 

In 2021, the Ministry of Digital Development of Russia launched the Program to 
Support the Digitalization of Small and Medium Enterprises as part of the federal 
project “Digital Technologies” of the national program “Digital Economy of the 
Russian Federation”. Companies with an annual income of up to 2 billion rubles and 
the number of employees no more than 250 people can purchase SaaS solutions from 
Russian developers with a 50% discount. 

It is also necessary to note the Federal project “Creation of a Digital Platform 
with a mechanism for targeted selection and the possibility of remotely obtaining 
support measures and special services for small and medium-sized enterprises and 
self-employed citizens” [44]. It implies the creation of a single digital ecosystem 
containing comprehensive up-to-date information on all measures and institutions to 
support small and medium-sized enterprises and allowing an entrepreneur to select 
and receive remotely the support measures he needs. Since February 2022, 20 online 
services have already been available on the SME.RF Digital Platform, more than 
180 thousand users have already registered, and more than 170 support measures are 
available for online application. 

As promising areas of state support, we consider the digitalization of all adminis-
trative processes, control and supervisory requirements and support tools. Long-term 
support measures should be aimed at adapting to crisis and post-crisis conditions, 
including support for changing the structure of the SME sector towards an increase 
in the share of the Internet economy (online trading, delivery, online services, etc.), 
support and training for the digital transformation of enterprises (mobile applications, 
digital platforms, etc.).
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Thus, it is necessary to continue to develop the digitalization of public services 
that support SMEs, to create institutional conditions for the formation of innovative 
entrepreneurial ecosystems, and expand tools that contribute to the development of 
human capital in the field of digital literacy and entrepreneurial skills. 

8 Conclusion 

Digitization and digital transformation are giving to small enterprises new bene-
fits in innovation. In addition to directly new production technologies, they include 
new information processing technologies, communication methods, service models, 
digital platforms, access to new markets. All this significantly accelerates innovation 
processes. 

Among all the industries where small enterprises innovate in Russia, we have 
identified the groups with the highest level of activity—the knowledge-intensive 
services and manufacturing sectors. 

Small enterprises function as part of a digital innovation ecosystem. In accordance 
with this, it is necessary to change the approach to managing innovation activities 
in small enterprises, on the one hand, and approaches to state support for innovative 
activity of enterprises in the context of digital transformation through the digitaliza-
tion of public services and the development of interactions within the ecosystem, on 
the other. 

Digital transformation requires building new business models, changing business 
processes, creating a new corporate culture, and developing the company through 
the introduction and application of digital innovations. It is important to assess the 
level of digital maturity of an enterprise in order to form an adequate strategy for its 
innovative development associated with the introduction of digital technologies. 

In modern conditions, promising forms of state support for small enterprises in the 
field of digitalization are the programs to support the digital transformation of busi-
ness, the elimination of the digital divide, the formation of innovative entrepreneurial 
ecosystems based on digital platforms. 

The limitation of this study was that in Russia there are practically no scientific 
works devoted to the digitalization of small industrial business. Data on the digital-
ization of industrial enterprises is limited; often it is the result of surveys or case 
studies. Statistics on the level of digitalization of small businesses, especially indus-
trial SMEs, are not available. Data on the innovation activity of SMEs also have 
similar limitations. 

Our study has contributed to the development of theoretical and methodological 
approaches to assessing the impact of digital transformation of the industry on inno-
vation processes in small enterprises and their innovation activity. We have proposed 
directions for improving the state policy on the digitalization of the economy in terms 
of developing an ecosystem approach to supporting innovative entrepreneurship. 

As promising areas of research, we can talk about the development of a method-
ology for assessing the innovative effects of digital transformation of the industry
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for small businesses, as well as the effectiveness of state support measures for digi-
talization in terms of the development of innovative activities at small enterprises in 
the industry of the Russian Federation. 
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Artificial Intelligence Transformation 
in the Industry: Challenges 
and Opportunities 

Fatima Roumate 

Abstract Artificial intelligence (AI) ensures alternative solutions to global issues, 
ranging from food security to economic development and the development of health 
services. AI transformation is impacting all sectors and all products. These innovative 
technologies are a culmination point in this fourth industrial revolution. This paper 
deals with AI transformation in the industry. The starting point is the transition from 
digital to AI transformation in the industry. Major challenges are imposed by AI 
transformation in the industry related to regulation and technological sovereignty. 
As concluded in this paper, optimal actions are needed since AI transformation in the 
industry is strengthening the gap between the Global North and the Global South. 
Rethinking legal standards is an obligation rather than a choice, considering that 
codes are not laws and the importance of ethics in AI for the global governance of 
AI. 

Keywords Artificial intelligence · Industry · Legal standards · Ethics · AI 

1 Introduction 

Artificial intelligence (AI) offers new opportunities and alternative solutions to 
industry, ranging from research and development to production processes, marketing, 
customer services, and delivery system. However, these innovative technologies bring 
new challenges to all sectors from food, to health care and automated cars. AI trans-
formation is the current characteristic of this fourth industrial revolution. This paper 
attempts to examine opportunities and challenges related to the transition from digital 
to AI transformation in the industry. This transformation is an important feature of 
the new world economic order characterized by the race toward AI. 

The main questions one should ask are: How AI transformation will reshape the 
industry? What are the opportunities offered by AI transformation to industry and 
what are the challenges imposed by AI to industry and what are the consequences of
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AI transformation in industry? To answer these questions, we ‘ll have a closer look 
at AI as a culmination point in the fourth industrial revolution with a special focus on 
the challenges imposed by AI transformation in the industry including those related 
to international legal standards and technological sovereignty. 

To accomplish these objectives, the paper is divided into four additional sections. 
Section 2 analyzes the transition from digital to AI transformation in the Industry. In 
Sect. 3, the paper draws on various challenges related to AI in the industry. Section 4 
concludes that the governments, as principal actors in international economic society, 
are forced to rethink national and international AI strategies. A new international 
economic order is in progress considering the rise of new technological and economic 
forces which means emerging of new players and new rules of international economic 
relations. 

2 Methods 

This paper is based on the several approaches needed to define and evaluate challenges 
imposed by AI transformation in the industry to international economic society. 
Multidisciplinary approaches are needed to achieve the goal of this study. First, the 
political approach is necessary to measure the impact of AI on international economic 
relations. The second is the legal approach which is also important to determine the 
challenges related to international economic law. The third one is the prospective 
approach used to analyze challenges related to artificial intelligence trends. 

3 Background 

3.1 Industry from Digital to AI Transformation 

Artificial intelligence offers tremendous opportunities to the industry. This sector is 
already prepared for this new step in this fourth revolution which means the transi-
tion from digitalization to AI transformation. The industry is already digitalized and 
ready for a new transformation using AI. Digital transformation means «(…) is the 
deliberate and ongoing digital evolution of a company, business model, idea process, 
or methodology, both strategically and tactically (…)» [1]. According to IBM, digital 
transformation aims to «build a technical and operational foundation, to evolve and 
respond in the best possible way to unpredictable and ever-changing customer expec-
tations, market conditions and local or global events» [2]. This leads to how tech-
nology is changing not only customers’ expectations, partners, and employees but 
most important how technology is invested in the business and manufacturing process 
[3]. AI is a huge boost to the digitalization of the industry and it’s an advanced level 
in the digitalization process. AI transformation focuses more on how data is used in
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industry and for the industry. The goal is to increase flexible and efficient production 
based on the improvement of machine efficiency availability based on the use of AI 
technologies [4]. AI is not something new but it started in 1950. AI transformation 
continues to make changes in all institutions including companies since this date. 

According to Nvidia, AI is used for the first time by a group of scientists in 
one meeting at the University of Dartmouth, New Hampshire. The main goal of 
scientific research was how to get the machine to think like a human. That means 
that scientific research in AI is a cornerstone of AI transformation in the industry 
and other sectors since 1950 [5]. This process is the most important argument that 
the AI transformation is already a reality and now we are in a new step characterized 
by big data which is the bride between digital and AI and digital transformation. 

The culmination point in this process is COVID-19 which is an important step in 
international relations including international economic relations. The global tran-
sition to a new economic world order is linked to this pandemic with all changes 
and challenges imposed by the massive use of AI in all fields and by all actors. 
COVID-19 is a new Westphalian system based on AI as a cornerstone of the new 
international economic world order considering the emergence of new powerful 
states and the global investment in AI. According to the Tortoise Global AI Index, 
global AI investment reached $77.5 billion in 2021 [6]. The US is the winner consid-
ering the global investment of AI companies. China’s public investment in AI is set 
to far outstrip the rest of the world’s investment in AI. In a sense and considering 
AI transformation’s impact on the industry, “A McKinsey survey found that 11% of 
1,140 business executives believe their current business models will be economically 
viable through 2023” [7]. According to PwC, “60% of companies believe that digital 
transformation will be critical to their growth in 2022” [7]. 

In industry, AI technologies are widely used at different levels from production to 
marketing and customer services, etc. Therefore, they are used more in information 
technologies by about 44% of 835 companies [8]. In Customer Service, AI is used to 
collect and analyze customer data to predict their choices and ensure good service. AI 
is a tool that supports business Operations and decision-making processes. In a sense, 
«IBM estimates that by 2025, the data-based decision-making tools market will be 
$2 trillion» [8]. Automation implies several fields such as finance and accounting 
tasks which will be fully automated in the coming years. Artificial Intelligence can 
help streamline many human resources. AI is creating a profound change in the 
industry considering the power of big data which is a new oil in the AI economy. 
AI tools ensure flexibility and efficiency during the manufacturing process and this 
good increase growth and ensure easy access to customized product for all social 
categories [4]. 

As a study by Roland Berger shows, by 2035, intelligent, digitally networked 
systems and process chains could account for additional growth of roughly e420 
billion in western Europe alone [9]. AI can also contribute up to US$ 15.7 trillion 
to the global economy in 2030 [9]. According to PWC «in a survey of more than 
650 business executives, including 89 chief information and chief technology offi-
cers, 60% say capitalizing on digital transformation initiatives is very important to 
their businesses in 2022. It ranks second, behind the enduring priority of hiring and
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retaining talent (77%)» [9]. According to the same survey, «59% of these compa-
nies will invest a lot in digital transformation in 2022 (….) and 42% of all business 
leaders will accelerate digital transformation initiatives and 53% of CIOs indicating 
they will accelerate digital transformation initiatives (…)» [9]. AI strategies adopted 
by companies to ensure AI transformation are based on a key priority which is rein-
venting the cloud and data [9]. However, 61% of the companies consider that AI is 
the most important pillar in their AI strategies followed by digital identity (57%), 
5G (56%), and the Internet of Things (54%) according to the PWC’s survey [9]. 
According to the same survey, less importance is given to the metaverse (including 
virtual reality, augmented reality, and immersive interfaces) at 46%, Cryptocurrency, 
and digital assists at 43%, and Digital twins at 37% [9]. The results of this survey 
are proof of the transition to an advanced step in the AI transformation process that 
started in 1950. However, this will impose new challenges to international economic 
society. 

3.2 Challenges Imposed by AI Transformation 
in the Industry 

For AI challenges, we have two types. The first type is related to the dual use of AI 
which means that AI is used for civil and military goals. AI is sometimes used as a 
weapon for example cybersecurity. The second type is legal challenges considering 
that in the AI era, national legislations become heavily traditional. AI influences 
also all international law branches such as international economic law and inter-
national health law, but also international law of human rights, in this case, social 
and economic rights. We have some good international mechanisms; the first one is 
the Budapest Convention on Cybercrime adopted by the Council of Europe. Even 
if adherence to this convention is open to all countries, it remains a regional instru-
ment limited only to cybercrime. The second international mechanism is the World 
Trade Organization Technical Barriers to Trade Agreement which covers some of 
these advanced technologies such as autonomous vehicles. However, it needs to be 
updated to the current and future challenges of AI [10]. 

The third is the international instrument on the ethics of AI. In this context, we 
underline the recommendation on the ethics in AI adopted by UNESCO in November 
2021. Eleven policy areas set out in this international mechanism addressed to the 
Member States based on sovereignty and equality as it was included in the inter-
national law. According to this recommendation, coordination between academia, 
transnational corporation, and international organization is needed to enhance inter-
national cooperation and to rethink the legal framework considering ethics as a pillar 
in all possible and feasible solutions for technological development [11]. Interna-
tional cooperation and collaboration in the field of AI to bridge geo-technological 
lines is necessary to insure the benefit of AI industrial transformation to all coun-
tries [11]. Technological exchanges between the global north as in the global south
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and inside countries between public and private sectors are a cornerstone of this 
fourth industrial revolution. This recommendation is a presenting a “strategy” able 
to ensure AI industrial transformation considering human rights and all international 
legal frameworks related to this field. Even if the recommendation is not a banned 
document, it’s the first instrument in this field and it could guide international society 
in the AI governance process. Ethics of AI aims to create a bridge between algo-
rithms and law and to bring a solution to all challenges imposed by AI to all countries 
considering the gap between the Global North and the Global South. 

Other challenges are related to technological sovereignty which is a large notion 
that refers to other types of sovereignty such as innovation and scientific sovereignty 
[12]. Edler et al. defined «technology sovereignty as the ability of a state or a feder-
ation of states to provide the technologies it deems critical for its welfare, compet-
itiveness, and ability to act, and to be able to develop these or source them from 
other economic areas without one-sided structural dependency» [13]. Technological 
sovereignty refers to technology independence in all fields, politics, economy, and 
society. This means states should be able to choose their political and economic 
systems without any intervention or influence from other states such as the use of AI 
to manipulate public opinion and to change election results. Therefore, technolog-
ical sovereignty depends on other types of sovereignty, for example, innovation and 
scientific sovereignty. Technological sovereignty is a condition to sovereignty as a 
principle of international law and it’s a key to other types of sovereignty (economic, 
agriculture, science, innovation, etc.). This explains the race and competition for AI 
and technological sovereignty. 

Technological sovereignty covers sovereignty in all space and all fields. This 
notion is ranging from politics to the economy because technology, including AI, is 
influencing all actors and fields. Vladimir Putin warned Russians that the country 
that led in technologies using artificial intelligence will dominate the globe [14]. 
Angela Merkel said, «…on the one hand, we want to retain our digital sovereignty 
but, on the other, we want to act multilaterally, and not shut ourselves off. Of course, 
digital sovereignty is very important» [15]. The problem with these new notions is 
that there is no unified definition that makes a common understanding difficult. 

During the keynote speech of the three-day World Internet Conference in the 
city of Wuzhen, Chinese President Xi Jinping said «China is willing to work with 
the international community for the common welfare of all people, to uphold the 
concept of cyberspace sovereignty and to make the global cyberspace governance 
system fairer and more reasonable» [16] and he urged executives in the tech industry 
to «respect cyberspace sovereignty» [16]. Common governance of AI and cyberspace 
with cooperation start first with a consensus on notions. The definition of this notion 
is the first step toward a common understanding of the challenges. 

State’s competition for technological sovereignty could be illustrated using three 
criteria: AI and robotics investment, 5G technologies, and Research and Development 
in AI.
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AI and Robotics Investment 

In the industrial field, the International Federation of Robots presented 2020 a new 
world report under the title «Record 2.7 Million Robots Work in Factories Around 
the Globe—#WorldRo» and it expects average growth of 12% per year from 2020 
to 2022. Global sales value for service robots reaches US$12,9bn [17]. 

China remains the strongest market for industrial robots reaching about 783,000 
units—plus 21% in 2019. Japan ranks second with about 355,000 units—plus 12%. 
The USA reached a new operational stock record of about 293.200 units—up 7%. 
Europe reached an operational stock of 580,000 units in 2019—plus 7% [17]. 

This increased investment in industrial robotics is explained by this report on 
the COVID-19 impact on the AI transformation process in this sector which takes 
advantage of social distancing. 

5G Technologies 

50 companies are involved in this war but behind them, we have states, especially, 
China and the US. In this context, the commercial value of the internet of things is 
12 billion and it’s linked to 5G. China is leading in 5G [18]. Over 200,000 5G base 
stations were built by Huawei on May 20, 2020, and this company spent 800 million 
dollars on 5G research and development. Huawei takes 30–40% of the global market 
and 15% of patients. Therefore the game is not over. The 2020 ranking from the World 
Intellectual Property Organization (WIPO) reveals that the U.S. is leading in inno-
vation [19]. It’s the third country after Switzerland, and Sweden, in the high-income 
group while China is leading the Upper middle-income countries composed also of 
Malaysia, and Bulgaria. Competition for technological sovereignty is not limited to 
States. Transnational Companies especially Big tech are also competing with States 
and racing for technological sovereignty. They are monopolizing cyberspace with 
their innovation and they are guiding consumers’ choices and influencing consuming 
habits. IBM said, «technological sovereignty should be based on presence, values, 
and trust, not the geographic location of the company» [20]. Codes are laws, but are 
they superior to the constitution and international law? Codes must be complying 
with local laws including data privacy laws [21]. 

This leads us to rethink the governance of AI linked to the governance of the 
Internet which should be based on a multidisciplinary approach. Governance of this 
sector should be the first mission of the State considering the impact of AI in all 
walks of life because protecting, defending, and promoting human rights is the main 
goal of the state and because individuals have a social contract with the state not with 
the big tech who are looking for profit [22].
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4 Conclusion 

In the era of AI, new reforms are needed at different levels considering the new 
identity of the international economic society with the increasing role of transnational 
corporations that have invested in AI more than in some states. 

Great powers and small states should rethink the legal framework concerning their 
relations with transnational corporations, especially Big Tech to ensure peace and 
security for all. Governments should work with transnational corporations to build 
an enabling environment for data protection, transparency, and trustworthiness. 

In the same context, international organizations should be, not only, a space of 
negotiation limited to the Member States, but it’s time to create new tools which 
could facilitate the integration of transnational companies in the global governance 
of AI. 

AI strategies in the industry need to focus at the same time on growth as a way to 
ensure development. That means it’s necessary to create a balance between profit and 
human rights considering the gap between the Global North and the Global South. 
In a sense, national and international strategies on AI should be based on the ethics 
of AI which is the only way to create a balance between codes and law. 
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Mobile Technology in the Digital 
Transformation Strategy of Industrial 
Enterprises 

Wang Can 

Abstract In the context of Industry 4.0, a variety of advanced technologies such 
as big data, artificial intelligence, cloud computing, and mobile technology have 
integrated design, supply, manufacturing, and sales. Interconnection and collabo-
rative work provide efficient and high-quality overall solutions for the manufac-
turing industry, realize intelligent, precise, personalized and customized products or 
services. Mobile technology plays an important role in the development of industrial 
enterprises, which can implement the intelligent enterprise management, enhance the 
operation efficiency, improve the standardization of operation and management, and 
promote the core competitiveness. The digital economy’s ideas and methods centered 
on mobile technologies such as the fifth generation (5G) are integrated into all aspects 
of the manufacturing process, running through the entire manufacturing system and 
traditional production. By analyzing the significance and value of mobile technology 
for the development of industrial enterprises, this study discusses the strategic path of 
mobile technology to advance the digital transformation of enterprises in industrially 
developed, developing and backward regions. 

Keywords Mobile technology · Digital transformation · Strategic analysis ·
Industrial enterprise 

1 Introduction 

Mobile technology is increasingly becoming an organizational information tech-
nology (IT), which has received great attention and a lot of investment from enter-
prises. In its 2013 report, Intuition [15] showed that the compound annual growth rate 
of mobile data traffic of Fortune 500 companies reached 78%; in 2014, the percentage 
of the world’s companies or organizations that installed enterprise applications on 
employees’ mobile devices was 90%. As of December 2017, mobile technology

W. Can (B) 
Southern Federal University, 105/42 Bolshaya Sadovaya St., Rostov-on-Don 344006, Russian 
Federation 
e-mail: 156041318@qq.com 

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 
V. Kumar et al. (eds.), Digital Transformation in Industry, Lecture Notes in Information 
Systems and Organisation 61, https://doi.org/10.1007/978-3-031-30351-7_29 

389

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-30351-7_29&domain=pdf
mailto:156041318@qq.com
https://doi.org/10.1007/978-3-031-30351-7_29


390 W. Can

ranked first with 77% of the top five technology fields that attracted major atten-
tion in the world, and became an essential element in most enterprises’ information 
systems. 

To understand how these shifts will affect the global marketplace over the next five 
years, Chinese researchers have performed a study of 363 corporate decision-makers 
[7]. The research identified four key technologies (Fig. 1). 

The majority of respondents (57%) say that mobile technologies will have the 
greatest positive impact on their business over the next five years. Survey respondents 
across the companies of all sizes see mobility as a game-changer, and more than 
half of them within each industry note that their firms will invest heavily in mobile 
technologies over this period (Fig. 2). 

What mobile technology brings is not only the integration of technologies, but 
also the transformation of the times. Against the background of Industry 4.0, the 
value chain, management and transaction costs of enterprises have changed, which 
affects the implementation of the original strategy of industrial companies. Consid-
ering the huge group of mobile users and the enterprise’s substantial investment in

Fig. 1 Key technologies with the greatest effect on companies in five years [7] 

Fig. 2 Respondents’ expectations about the role of mobility in business growth [16] 
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Table 1 Utilizing mobile technology to deliver final products [14] 

Manufacturing sectors Final products provided to 
increase the province’s GDP 
(thousands of yuan) 

Share of added GDP (%) 

Food manufacturing and tobacco 
processing industry 

75,653,154.05 12.24 

Textile industry 15,955,106.01 2.58 

Apparel leather down industry 18,394,988.00 2.98 

Chemical industry 18,212,321.41 2.95 

Metal products industry 5,379,190.90 0.87 

Electrical machinery and 
equipment 

15,723,375.00 2.54 

Communication equipment, 
computer electronic equipment 

2,089,044.91 0.34 

Other sectors 6,863,041.60 1.11 

informatization, mobile technology has been widely used in the internal communi-
cation and external cooperation to improve the competitiveness of enterprises and 
promote their overall economic development [8]. 

For example, in Henan Province, China, the input–output table is used to calculate 
the pulling effect of the total amount of final products provided by manufacturers 
using mobile technology on the economy as shown in Table 1. 

As shown in Table 1, the increased GDP driven by the final products provided 
by various manufacturing sectors accounts for nearly half of GDP (45.21%), which 
indicates that the manufacturing sector has a greater driving effect on economic 
development. 

1.1 Problem Statement 

Digital transformation refers to the transformation associated with the application 
of digital technology covering sales, marketing, products, services, new business 
models, etc. Digital transformation of the enterprise is deep reconfiguration and 
reconstruction of business and management supported by mobile technology, which 
is a strategic task for enterprises to enhance their core competitiveness. 

This study holds that digital transformation implies using mobile digital tech-
nology to integrate and upgrade the scientific-technological innovation and indus-
trial development activities of the enterprise, and form the twinned complementary 
state of the industry chain business and the digital platform in which the enterprise 
operates, so as to enhance the core competitiveness of enterprises. 

In the context of Industry 4.0, with the rapid development of science and tech-
nology and the advent of new technology revolutions, mobile technology plays a vital
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role in the development of industrial companies. The ideas and methods with 5G and 
other mobile technologies as the core are integrated into all aspects of the manufac-
turing process, run through the entire production system, and organically combine 
traditional manufacturing with mobile information technology, mobile communica-
tion technology, and mobile technology platforms [23]. This paper explores the 
strategic path to promote the digital transformation of industrial enterprises in 
different regions in China through the use of mobile technology. 

1.2 Research Questions 

1. What is the role mobile technology plays in promoting the digital transformation 
of industrial enterprises? 

2. In Industry 4.0, what are the strategic paths that mobile technology can take to 
drive the digital transformation of industrial companies? 

3. How to put forward an innovation strategy for the digital transformation of 
industrial enterprises from the perspective of technological innovation? 

1.3 Research Significance 

Research significance of the study is threefold. 
Increase production efficiency. Digital transformation is conducive to the realiza-

tion of digital technology, thus improving the quality of products and services and 
increasing business efficiency. Fully digitizing and upgrading the industrial chain, 
including technological R&D, product design, production and construction, and oper-
ation and maintenance can encourage the deep integration of digital technology and 
industrialization, enhance the efficiency of production and operation, and boost the 
overall economic efficiency. 

Optimize resource allocation. Digital transformation is beneficial to mining and 
service industry chain demand. By collecting the data resources of the whole industry 
chain, the detailed data resources covering the upper and lower reaches of the 
industry chain are formed, and the demand precise analysis is carried out by using 
data modeling and data mining that help the whole industry chain to link upstream 
and downstream on-demand production, on-demand supply, and minimize inventory 
through the construction of smart supply chain to achieve the optimal allocation of 
resources in the whole industry chain [5]. 

Improve the level of industrial chain governance. Digital transformation is 
conducive to the upgrading of the overall level of modernization of industrial chain 
governance. Through the digital platform system, the systematic digital management 
of human, financial and material resources of nuclear enterprises is realized, the appli-
cation rules of data resource management are established, and the data resource pool 
of the industrial chain is constructed and perfected, mining the data characteristics
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and data value behind all business links, improving data asset management ability, 
enabling industry chain management level through data governance. 

2 Literature Review 

Digital transformation is a transformation and subversion of the way of thinking. 
The rapid evolution of IT and high concentration of data has exerted a huge 

impact on the development of society and completely changed people’s way of life; 
most companies are also becoming more aware of the importance of big data. In the 
era of the accelerated development of artificial intelligence (AI), enterprises have 
to adapt to the changes happening. Most enterprises will use AI and big data deep 
integration, thereby improving manufacturing, services and marketing in order to 
optimize business processes and thus improve enterprise productivity [6]. However, 
not all of the goals can be achieved in the implementation process, so traditional 
IT cannot provide enough technical support for AI and big data, thus inhibiting the 
digital transformation of enterprises. 

At present, the vigorous growth of China’s digital economy and the continuous 
promotion of healthy development of the manufacturing industry provide favor-
able opportunities for the digital transformation of Chinese industrial companies. 
However, there are a number of problems, such as weak awareness of digital trans-
formation, large differences in transformation progress, and difficulties in obtaining 
and integrating digital resources that still constrain the digital transformation of 
Chinese industrial companies. Look at these issues in more detail. 

1. Lack of awareness of enterprises’ digital transformation. Currently, some 
Chinese enterprises are not aware of the urgency of digital transformation. In partic-
ular, some small and medium-sized enterprises (SMEs) do not have a deep under-
standing of it or interpret it as the updating and upgrading of software, equipment or 
production lines. Due to the poor informatization and lack of business data, it is diffi-
cult for SMEs to survive in the digital economy era, and the digital transformation 
of SMEs deserves special attention. 

2. Large differences in the digital transformation progress. There are obvious 
differences in the progress of digital transformation among industrial enterprises 
in different regions of China. Some leading enterprises in developed regions have 
entered the stage of digital and network development, but in underdeveloped regions, 
some enterprises are still at the initial stage of informatization or concentrated at the 
stage of application and coverage of IT in individual business links, which leads to 
the weak digital foundation of China’s manufacturing industry as a whole. 

3. Difficulties in obtaining and integrating data resources. In the digital economy 
era, the collection, analysis, mining and application of data resources are the impor-
tant basis for its value. The digital transformation of the manufacturing industry 
cannot be separated from the support of data resources. It requires not only the 
collection, summary and analysis of the production, operation and related business 
process data of the enterprise, but also the mastery of the information on upstream
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and downstream enterprises in the industrial chain, knowledge of related industries, 
information on market supervision and even citizens. In addition, the collection of 
data resources is mainly restricted by the way enterprises use data. Some enter-
prises attach importance to collecting and analyzing data resources, and can timely 
implant mobile technology into the data acquisition methods. Some enterprises still 
use traditional data acquisition methods resulting in the low quality and efficiency 
of the collected data, thus affecting the subsequent analysis and application of data 
resources. 

Therefore, there are still some inadequacies in the research on the digital trans-
formation strategy of industrial enterprises. However, the use of mobile technology 
can promote the application of AI and big data in enterprises, and advance enterprise 
innovation and development. With the use of mobile technology, big data services 
can fully meet the needs of users and provide some guidance for enterprises to 
develop more high value-added and personalized products. The application of big 
data and mobile technology can help enterprises realize intelligent marketing, intel-
ligent customer service, intelligent design, etc. and stimulate enterprise business 
innovation. In this paper, we deal with mobile technology integrated into enterprises 
in different regions of China as a starting point of using mobile technology to promote 
the digital transformation of industrial enterprises strategy. 

3 Material and Methods 

3.1 Realization Path (Literature Analysis Method) 

This article uses general scientific research methods, such as literature survey, 
analysis and synthesis method. 

Mobile technology plays a crucial role in improving the competitiveness of 
industrial companies. Mobile technology can be represented by the integration 
of mobile communication and information technology [25]. Mobile technology 
includes mobile information technology, mobile communication technology, mobile 
technology platform, and mobile application services. This research focuses on 
the impact of mobile communication technology, especially 5G, on the digital 
transformation of industrial companies. 

Mobile technology has brought great changes to human society. In recent years, 
it has become the focus of attention in the industry due to the integration of mobile 
communication technology and IT. With mobile technology gradually maturing, 
mobile interaction, online connection available anywhere anytime, communication 
and information exchange provide the possibility to accelerate digital transformation 
of industry [11].
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3.2 Influence Elements 

Analyze the advantages of mobile technology integration into industrial companies. 
Firstly, it helps improve manufacturing productivity and further reduce produc-

tion costs. Since the reform and opening up, China’s manufacturing industry has 
experienced rapid development, basically transforming from an agricultural to 
industrial country. However, the manufacturing industry has long suffered from the 
problem of low production efficiency. With the rise in labor prices, China needs to 
actively use information to modernize its manufacturing industry with intelligent 
technology, reduce production costs by improving production efficiency, offset the 
growing pressure of production costs caused by escalating labor expenses, and 
thus maintain the international price advantage of the manufacturing potential. 
As a new IT generation, mobile technology has strong advantages in network 
information technology for the manufacturing industry. The transformations in 
China, especially in the sphere of informatization and intelligence, can play a major 
role in promoting the Made in China label and help the country accelerate the 
realization of the Industry 4.0 principles. In fact, China’s temporary key advantage 
in the field of mobile technology is the result of the long-term promotion of 
industrialization and informatization integration and active stimulation of the manu-
facturing industry’s intelligent development. The evolution of mobile technology 
and network communication has a positive interactive development relationship 
between the macro-economy including the manufacturing industry and the need for 
the transformation and upgrading of the industrial structure [24]. 

Secondly, mobile technology integration helps offset the pressure of rising labor 
costs and maintain the price advantage of export products. The introduction of mobile 
technology to manufacturing can be reflected in all aspects of its production, opera-
tion, and management. From the perspective of production, mobile technology has 
a higher transmission rate, shorter time delay, stronger network stability and secu-
rity, and lower costs, which will play a major role in improving the informatization 
and intelligence level of manufacturing. The vigorous improvement in R&D and 
manufacturing capabilities of intelligent equipment, as well as the rapid populariza-
tion of such equipment in production have added fresh impetus to develop artificial 
intelligence and mobile technology in China [18]. Due to the number of labor applica-
tions utilized in labor-intensive industries, production costs are reduced substantially. 
Since the beginning of the twenty-first century, labor costs have risen more than ten 
times. China’s export price advantage based on low labor prices is weakening, and 
to a certain extent, the country’s international competitiveness has also been falling. 
Moreover, in order to deal with the hollowing out of the manufacturing industry and 
maintain its core advantages, developed countries led by the United States proposed 
a “re-industrialization” strategy, trying to rebuild their manufacturing advantages, 
increase their employment rate and reduce the trade deficit with China. This initiative 
resulted in more intense competition faced by China in the international market. In 
this context, informatization and intelligent upgrading of the manufacturing industry 
using mobile technology will help ease the pressure on production costs brought
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about by rising labor costs, thereby maintaining China’s long-standing export price 
advantage, so as to improve the global competitiveness of Chinese manufacturing. 

Thirdly, mobile technology integration helps accelerate the transformation and 
upgrading of the manufacturing industry and optimize the structure of China’s export 
commodities. The industrial structure of any state reflects its socio-economic level. 
Developed and developing countries generally have different industrial structures. 
The manufacturing industry in China as a newly industrialized country accounts 
for a large proportion of GDP. The country’s industrial structure is undergoing a 
massive upgrading with the accelerated development of the service industry and a 
relative decline in the proportion of the manufacturing industry. In fact, in the process 
of China’s industrial structure transformation, with the share of the manufacturing 
industry declining and the service industry increasing, the two industries are not 
contradictory, but are in the relationship of interdependence and synergy. Once a 
certain upgrade level is achieved, for the manufacturing industry to develop further, 
it should be supported by technology and capital-intensive producer services [1]. 
Mobile technology can provide more advanced mobile network IT support for the 
development of producer services and form a stronger driving force for the expansion 
of the manufacturing industry itself. 

4 Results 

According to the characteristics of unbalanced industrial development in different 
regions of China, the country’s territory is divided into industrially developed (coastal 
and Beijing-centered regions), medium-developed (Northeast and Central Plains) and 
backward industrial areas (Southwest, Northwest) [2]. GDP growth rates of the three 
types of regions are given in Tables 2, 3 and 4. 

As seen from Tables 2, 3 and 4, China’s economic pattern is unbalanced and 
different regions have obvious differences. According to different industrial devel-
opment levels in China, this paper explores the path of using mobile technology to 
promote the digital transformation of industrial enterprises.

Table 2 GDP growth rate of 
industrially developed regions 
in 2018 [14] 

Coastal and 
Beijing-centered 
regions 

GDP 
(unit: 100 million 
yuan) 

GDP growth rate 
(%) 

Shanghai 32,679.87 7.8 

Beijing 30,320 7.7 

Shenzhen 24,221.98 7.6 

Guangzhou 22,859.32 6.8 

Tianjin 18,809.64 6.8



Mobile Technology in the Digital Transformation Strategy of Industrial … 397

Table 3 GDP growth rate of 
medium-developed industrial 
regions in 2018 [14] 

Northeast and 
Central Plains 

GDP 
(unit: 100 million 
yuan) 

GDP growth rate (%) 

Jinan 7856.56 6.4 

Xuzhou 30,320 6.2 

Harbin 24,221.98 5.3 

Shenyang 22,859.32 5.4 

Shijiazhuang 18,809.64 5.8 

Table 4 GDP growth rate of 
backward industrial areas in 
2018 [14] 

Southwest, 
Northwest 

GDP 
(unit: 100 million 
yuan) 

GDP growth rate (%) 

Nanning 4341.2 5.1 

Guiyang 3798.45 4.9 

Lanzhou 2732.94 4.5 

Yinchuan 1901.48 4.2 

Xining 1286.41 3.6

4.1 Strategies for Increasing the Digital Transformation 
of Industrial Companies in Industrially Developed 
Regions 

The development of industrial economy should account for the aspect of improving 
the innovation ability of mobile technology. 

Innovation is the cornerstone of national rejuvenation and social progress. Techno-
logical innovation is a difficult problem faced by China’s industrial development. The 
improvement of technological innovation capability should play an important role in 
the national industrial overall development strategy and be viewed as a central link 
to enhance industrial competitiveness of all regions, including industrially devel-
oped ones, such as the southeastern coastal areas and the Beijing-centered areas. 
Positive technological shifts will allow enhancing the original innovation capabili-
ties, expanding the integrated ones, as well as boosting the ability to import, digest, 
absorb and re-innovate. 

The learning and introduction of mobile technology is an important factor 
that directly promotes industrial productivity and competitiveness. It is also an 
inescapable process in backward countries and regions. Amid technological innova-
tion, foreign advanced high-tech achievements should be adopted selectively [17]. 
Special attention should be paid to adjusting measures to local conditions and regional 
industries, and learning advanced mobile technology in a diversified manner. 

The manufacturing industry in the coastal areas and around Beijing has good 
prerequisites for development. When determining the directions for industry
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advancement, attention should be paid to the forward-looking introduction and active 
use of mobile technology in the fields of electronic information, bioengineering, new 
materials, fine chemicals, energy technology, and high-tech light and textile industry. 
Diverse mining technologies absorb the advanced scientific knowledge generated 
within the industry of the country and the world. In particular, it is necessary not 
only to purchase advanced equipment, but change the way technology is introduced 
and learn related domains. It is necessary to shift from the introduction of hard-
ware to the introduction of software, as well as to combine both. This is the only 
way to be close to reality and raise the mobile technology level of the regional 
industry [22], strengthen the system conducive to technological innovation, effec-
tively allocate technological innovation resources, promote the commercialization 
of new technologies, protect technological innovation achievements, and facilitate 
the introduction of foreign capital and technology [10]. 

Therefore, the southeastern coastal and Beijing-centered areas should formulate 
planning and control policies to guide foreign capital to invest more in high-tech 
industries and the technological transformation of the existing enterprises, accelerate 
the upgrading of the industrial structure, maximize the overall utility of the system, 
and promote the improvement of technological innovation capabilities. 

4.2 Strategies for Enhancing the Digital Transformation 
of Industrial Enterprises in Medium-Developed 
Industrial Regions 

The medium-developed industrial regions include the Northeast and the Central 
Plains, which are at the midstream level of regional industrial competitiveness. The 
main difference between these two regions lies in the application of mobile tech-
nology in enterprise management. Since the two regions concentrate a large number 
of state-owned enterprises, they are the key areas for the reform, especially in North-
east China [21]. The practice of reforming state-owned enterprises over the past 
few years has proved that without learning advanced management experience and 
management innovation, the industry will not have vitality. 

While introducing technology and independent innovation, attention should be 
paid to learning and adaptation. Management innovation is a relatively large cate-
gory, including enterprise production management innovation, enterprise system 
innovation, organizational structure innovation, etc. 

To establish a management innovation strategy, industrial enterprises set the goal 
of its future development, so as to realize the strategic management. According 
to the principle of dynamic balance of corporate environment, goals and capabil-
ities, select the appropriate strategic combination to continuously strengthen the 
company competitiveness. Practice has shown that promoting strategic management 
is conducive to establishing long-term development directions and goals for enter-
prises, improving corporate image and efficiency, and ensuring the comprehensive 
implementation of modern management, so that industrial enterprises enjoy stronger
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competitiveness [13]. In addition, the modern enterprise system requires a sound 
corporate governance structure, fully clarifying the responsibilities, rights and inter-
ests of the board of directors, supervisors and managers. From the experience of 
developed regions and nations, it should be learned how to solve the problems with 
reforming state-owned enterprises, establishing a modern system of such enterprises, 
dealing with corporate governance structure, etc. [26]. 

The mobile office system can be used to improve management efficiency. Mobile 
office allows enterprise managers to quickly and comprehensively control the overall 
timely and effective system information, and make well-timed management and 
control responses. Sorting out the business suitable for mobile office and realizing 
the efficiency of enterprise management through the system is the key path for the 
long-term stable development of the enterprise. Mobile management can effectively 
guide enterprise experience, problems, methods, knowledge, etc., effectively dissem-
inate, share, utilize, resonate and reflect, and prompt employees to use more appro-
priate methods and measures to avoid the same mistakes and reduce unnecessary 
duplication of work [9]. The mobile office carrier provides integrated tools, such 
as employee management, task management, business management, office manage-
ment, communication, collaborative documents, and video conferencing, which can 
be utilized flexibly and effectively, greatly promoting business management to a new 
level and enhancing competitiveness. 

Therefore, mobile office can realize intelligent enterprise management and 
improve operation efficiency, standardization of operation, and core competitiveness. 

4.3 Strategies for Increasing the Digital Transformation 
of Industrial Companies in Industrially Backward 
Regions 

The backward industrial areas include the southwest and northwest regions. These 
two regions are characterized by slow industrial development and weak foundation 
in China. The industrial development in the western region should mainly improve 
the competitiveness through the advancement of characteristic economy by using 
mobile technology. 

The western region is rich in natural resources, including the Yangtze River, the 
Yellow River, the Pearl River and other rivers in the region, with huge reserves of 
water energy. In order to develop industry in the region and turn resource advan-
tages into economic advantages, it is necessary to increase the processing depth of 
resources and increase the added value of products [3]. However, the realization of 
this transformation method requires advanced technical conditions. The technology 
available in the region cannot support the comprehensive development of its industry, 
which requires the selection of transportation hubs, central cities, resource concen-
tration areas, and important ports. Therefore, the model of “first center and then 
diffusion” is adopted as the center to drive the overall industrial development in the 
western region.
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Table 5 Potential impact of mobile technology on companies in regions with different levels of 
industrial development 

Industrial development level Use of mobile technology Digital transformation 

Industrially developed areas Strengthen the ability to 
innovate using mobile 
technology 

Improve 
innovative-technological ability 

Medium-developed industrial 
areas 

Using mobile technology to 
enhance the company’s 
strategic management 
capability 

Promote strategic management 
and development ability 

Backward industrial areas Using mobile technology to 
develop characteristic 
economy 

Increase competitiveness 

At present, the western region already has the foundation of some advantageous 
industrial chains, such as coal chemical industry, salt chemical industry, petrochem-
ical industry, natural gas chemical industry, electro-chemical, etc. in Urumqi and 
its surrounding areas, Inner Mongolia Erdos, and Shenmu in northern Shaanxi [4]. 
The western region should prioritize the development of industries in these areas, 
make full use of resource advantages, actively carry out deep processing of resources, 
extend the industrial chain, increase the added value of resource-based products as 
much as possible, and accelerate the formation of a number of high-tech industries 
[19]. Among other goals are to organize dynamic management, ensure strong market 
competitiveness of characteristic industrial clusters in the west, promote rational 
agglomeration and development of industries, form a growth pole for industrial 
expansion, and drive the progress in surrounding areas through the trickle-down 
effect, form scale effects, and enhance industrial competitiveness level. 

As seen from the above, the use of mobile technology has an impact on industrially 
developed, medium-developed and backward industrial regions, and different areas 
experience different influences. The impact of mobile technology on digital trans-
formation of companies in regions with different levels of industrial development is 
shown in Table 5. 

By virtue of its special advantages in industrial transformation and upgrading, 
mobile technology has become an important factor in China’s economic transforma-
tion to high-quality development. 

5 Prospects and Applications 

China’s manufacturing industry plays a significant part in the global market. It 
produces a wide range of products used all over the world. Look at the business 
practice of Chinese enterprises in Russia in the field of 5G networks and make 
tentative conclusions about its influence in this domain.
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Fig. 3. 5G Penetration Forecast for 15 million-plus cities in Russia [12] 

Forecasts for 5G adoption in Russia suggest commercial deployments from 2020, 
with the total 5G base set to reach 46 million by 2025, equivalent to 20% of connec-
tions [20]. The forecast for the penetration rate of 5G devices for million-plus cities 
of Russia until 2030 is shown in Fig. 3. 

5G technology has a number of specific characteristics boosting its efficiency and 
competitiveness. Among these advantages are the following. 

5G propagation speed. High speed is one of the biggest features of 5G. Compared 
with 4G networks, 5G networks have higher speeds, and the peak requirements for 
5G base stations are not less than 20 Gb/s. This is the peak speed, which can greatly 
improve the production agility of the manufacturing industry. 

5G communication capacity. The high capacity of 5G can solve the problem of 
dense personnel, and 5G signals can cover several miles, which is very beneficial to 
factories covering large areas such as automobile assembly plants. Another issue is 
signal penetration: until very high frequencies are reached, there will be no problems 
with the 5G network, which will help manufacturers improve their operations. 

5G low latency. When responding to an emergency, the low latency of 5G can 
improve the ability to quickly reach and notify the first respond, and protect the safety 
of equipment and personnel; the low latency performance can also improve overall 
efficiency in daily operations. 

5G low power consumption. If 5G is to support large-scale manufacturer applica-
tions, it must have power consumption requirements. 5G can reduce power consump-
tion, allowing most IOT products to be charged once a week, or even once a month, 
which can greatly improve user experience and reduce costs. 

The launch of 5G in Russia will help industrial companies achieve their goals. 
In addition, the development of 5G communication networks will have a significant 
impact on the implementation of many projects and initiatives. The introduction of 
5G technology will significantly impact economic potential in Russia.
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6 Conclusion 

The use of mobile technology will allow industrial companies to increase produc-
tion efficiency, optimize resource allocation and improve the level of industrial chain 
governance. Through the integration of mobile technology and industrial compa-
nies, the mobile digital transformation will be realized and management accelerated. 
It also improves the ability of industrial companies to effectively pursue resource 
integration goals and enhances the overall competitiveness of industrial companies. 
Company managers should not wait for mobile technology to change it, but should 
be leaders in introducing new technologies and new ideas, consciously strengthen 
technological innovation, expand the application of mobile technology led by the 
latest technological advances and innovative thinking, and continuously promote the 
digital transformation of industrial companies. 
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Managing the Digital Potential 
Development of an Industrial Enterprise: 
The Incremental Approach 

Artem Darenin and Olga Chernova 

Abstract One of the main directions of modern industrial enterprises’ development 
is the implementation of digital transformations in production. Despite a significant 
amount of research in the field of modernization management, the specificity of 
digital technologies development shows the inefficiency of traditional solutions and 
sets challenges in identifying new approaches to managing digitalization processes. 
This research aims to substantiate the advantages of the incremental approach to 
managing the digital potential development of an industrial enterprise over tradi-
tional strategic planning approaches. By analyzing scientific publications on the 
research issues and applying a context-oriented approach, the article determines the 
place of the incremental approach in the mechanism for managing digitalization in 
industry and its role in solving strategic and tactical objectives of the digital poten-
tial development of an industrial enterprise. The results of the study can underlie 
the formation of a comprehensive mechanism for managing digital transformation 
in industry. 

Keywords Industrial enterprise · Digital potential · Incremental approach ·
Management mechanism · Strategic planning 

1 Introduction 

Industry 4.0—the paradigm of neo-industrial development—brings up the ques-
tion of the ability of Russian industrial enterprises to develop their digital poten-
tial ensuring sustainable digital transformation. The concept of sustainable digital 
transformation is related to the concept of sustainable digital development expressed 
in the unity and balance of economic, social, and environmental progress. Digital

A. Darenin (B) · O. Chernova 
Southern Federal University, 88 Gorkogo Str., Rostov-on-Don 344002, Russian Federation 
e-mail: aid-dar0330@rambler.ru 

O. Chernova 
e-mail: chernova.olga71@yandex.ru 

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 
V. Kumar et al. (eds.), Digital Transformation in Industry, Lecture Notes in Information 
Systems and Organisation 61, https://doi.org/10.1007/978-3-031-30351-7_30 

405

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-30351-7_30&domain=pdf
https://orcid.org/0000-0002-4170-7833
https://orcid.org/0000-0001-5072-7070
mailto:aid-dar0330@rambler.ru
mailto:chernova.olga71@yandex.ru
https://doi.org/10.1007/978-3-031-30351-7_30


406 A. Darenin and O. Chernova

technologies make a tangible positive contribution to the achievement of the sustain-
able development goals. For example, the introduction of digital tools can reduce 
CO2 emissions by 15% in various industries, which in absolute terms is as much 
as the United States and the European Union emit together [30]. According to the 
Global Enabling Sustainability Initiative (GeSI), the average possible acceleration 
of achieving sustainable development goals through the use of digital technologies is 
at the level of 22% [16]. According to the World Economic Forum and PwC, the use 
of modern technologies can accelerate the achievement of at least 10 of 17 Sustain-
able Development Goals [30]. Consequently, 70% of 169 indicators aimed at ending 
poverty, fighting inequality, promoting the prosperity of society, and protecting the 
environment by 2030 can be attained using the existing digital tools. However, along 
with the opportunities, digitalization also creates challenges for sustainable develop-
ment. Sustainable digital transformation is the concept that refers to the process of 
digitalizing the economy in a long-lasting, green, and organic way. Sustainable digi-
talization includes three fundamental aspects: sustainable digitalization, green tech-
nologies, and a circular economy, and an innovation-enabling policy and regulatory 
framework [10]. 

The digital potential mainly determines the quality of development of all enterprise 
subsystems integrating its resources with the opportunities for open innovations [39]. 
Digital transformations contribute to the growth of labor productivity [6, 14], and 
enhance the environmental component of the sustainable development of an enter-
prise [25, 26]. A case study of a power tool factory in Mexico showed that the use 
of Wi-Fi RFID tags resulted in a 10% increase in work efficiency and an 80%–90% 
increase in the utilization rate of the most in-demand workforce [8]. Digital transfor-
mations in the production process reduce losses from errors and equipment downtime 
by 5–15% [22]. The use of digital technologies also lowers energy consumption, 
which has been reduced by 40% in the case of a multinational company providing 
equipment and services to the plastics industry [32]. 

The efficiency of digital transformations is directly determined by the efficiency 
of their management processes. The management of Russian industrial companies 
reveals an increased willingness for digital changes. Seventy-two percent of managers 
of Russian companies from 14 industries consider the introduction of digital tech-
nologies to be strategically important [28]. At the same time, the existence of a 
strategic plan is regarded as the main success factor [36]. 

The industry 4.0 market is projected to grow by an average of 20.7% over the next 
5 years [24]. The rashness and unpredictability of digital technologies’ development 
lead to significant challenges in determining long-term planning horizons. Accord-
ingly, traditional strategic planning approaches to managing an enterprise’s digital 
potential turn out to be ineffective. At the same time, approaches that go beyond tradi-
tional management procedures and involve greater flexibility in decision-making are 
extremely rare. 

Concerning the identified issue, the goal of the article is to substantiate the advan-
tages of the incremental approach to managing the digital potential development of 
an industrial enterprise over traditional strategic planning approaches.
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2 Literature Review 

“The digital potential of an enterprise” is a relatively new economic category, so 
discussions about the essence of digital potential and its components are still ongoing. 

In the Russian scientific literature, when defining the term “the digital potential 
of an enterprise,” the special emphasis is put on resources (a set of data, software and 
hardware for creating, storing, processing data, etc.) and the possibilities of using 
them with maximum efficiency [19, 27]. 

In foreign research publications on digital transformation in industrial enterprises, 
we have found no mention of the term “digital potential”. The object of digital devel-
opment management is digital values as the combined resources and opportunities in 
the creation of digital systems [35]; digital technologies integrated into all production 
systems and business systems [11]; and digital innovations in production processes 
[31]. However, these terms are essentially similar to the term “digital potential” used 
in Russian studies. 

The number of scientific publications on the processes of industry digitalization 
is constantly increasing. Current studies are focused on understanding the logic of 
managerial decision-making [37], identifying key managerial actions and functional 
roles of a manager [12], and assessing the impact of the enterprise digital matu-
rity on decision-making about managerial influences [20]. However, management 
approaches and technologies are almost unexplored as success factors for manage-
rial decisions in the field of the digital potential development of an enterprise, and the 
existing literature in this area mainly focuses on involving employees in controlling 
digital transformations [18, 38]. 

Therefore, exploring the possible relevance of the incremental approach applied 
to manage the digital potential of an enterprise can contribute important theoretical 
ideas to the development of a mechanism for implementing digital transformations 
in industry. 

3 Material and Methods 

The selected methodology consists of the following main stages. At the first stage, the 
incremental approach is described based on the analysis of literary sources. To that 
end, we scrutinize scientific articles indexed in the international databases Web of 
Science and Scopus. At the second stage, we substantiate the advantages of using the 
incremental approach to form a mechanism for managing the digital potential devel-
opment of an industrial enterprise over traditional strategic planning approaches. 
We also consider the possibility of using the approach to solve strategic and tactical 
objectives of developing the digital potential in the mechanism for managing digi-
talization processes in industry. Our reasoning is based on the comprehension of 
scientific publications about using the context-oriented approach. At the third stage, 
in the Discussion section, we compare our conclusions with those in relevant studies
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on managing the digital potential development of an enterprise. In Conclusion, we 
discuss the limitations of the study and the prospects for its development. 

4 Results 

4.1 The Essence and Advantages of the Incremental 
Approach to Management 

Traditional approaches to strategic planning are expressed in more than 10 schools of 
strategic planning. The most popular approach is the Harvard Business School model 
[33]. It consists in ensuring the correspondence between the external capabilities 
and the internal potential of the enterprise in accordance with a SWOT analysis. 
The principles of this school are becoming obsolete and its key disadvantage is the 
inability to work in the conditions of complexity and multifactoriality of the modern 
market. 

Ansoff’s model—another traditional approach—differs from the previous one by 
deepening concretization in setting goals and considering feedback, which ensures 
the interactivity of the planning procedure [1]. The main disadvantage of this model is 
the complexity of its application because the process is highly formalized, it involves 
examining factors that are prioritized by calculation of weight coefficients, as well 
as various diagrams and rules for choosing an alternative. 

Mintzberg [23] notes that all the schools are based on one theoretical construction, 
or basic model, i.e., a formalized sequence of choosing alternatives, setting goals and 
objectives, and differ from each other in details more than in the fundamental prin-
ciples. In such approaches, planning based on the top-down strategy does not corre-
spond to today’s highly turbulent environment. Often, central planning departments 
do not receive sufficient information about the constantly changing daily market real-
ities and, finally, about the experience of front-line employees interacting directly 
with customers. Consequently, staff members are forced to execute plans that do not 
correspond to the environment and the needs of customers. 

The concept of incrementalism was first introduced in political science by Charles 
Lindblom in his work “The Science of Muddling Through” [21]. He opposes the 
incremental approach to strategic planning: incrementalism allows concentrating 
resources on tackling the most pressing current problems, while strategic planning 
involves significant time and other costs to design a plan that risks being unrealized 
due to the high mobility of the environment. Lindblom argues that incrementalism 
providing even a minor positive gain moves the system forward. 

In economics, the incremental approach initially found application in budgeting, 
when in the mid-1960s, American researchers wondered how the fund distribution 
mechanism in the formation of the federal budget operated. If in political science
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incrementalism was presented descriptively, then in budgeting the theory of incre-
mentalism was aimed to explain the process of making managerial decisions. More-
over, based on statistical analysis, there was built a model with the empirical evidence 
of its reliability. 

The incremental approach was further developed by Quinn, who considered it 
as a technological method that allowed improving and integrating the analytical and 
behavioral aspects in the formation of a company’s development strategy [29]. Quinn 
believes that the incremental approach is effective in practice, does not ignore the 
limited rationality of the individual and the environment’s unbearable uncertainty, 
and turns the imperfections of human decisions into the science of achieving success. 

Since the beginning of the twenty-first century, the incremental approach has 
been supported by an increasing number of researchers. For example, Edelman 
and Benning define the incremental approach as the foundation for large-scale 
changes, when transformations result from non-stop small adjustments, rather than 
a time-limited stage of directed activity [7]. The effectiveness of the incremental 
approach in management is also confirmed by Russian researchers. Thus, Balatsky 
and Ekimova [3] note that traditional approaches based on the need to compile labor-
intensive extensive reports with statistical information depreciate over time under the 
conditions of accelerating changes. 

In this way, most researchers highlight that the major disadvantage of traditional 
strategic planning approaches is the impossibility to correctly assess the potential 
implications of specific decisions with significant financial, time, and labor costs 
for their development and justification. Involving a continuous sequence of quick 
solutions, the incremental approach allows concentrating on simple but most pressing 
problems. In this case, great progress comes through small increments. 

4.2 Incremental Approach in the Management Mechanism 
of Digital Potential Development 

The mechanism for managing the digital potential development of an industrial enter-
prise based on the principles of the incremental approach has the following specific 
features: 

– permanence of digital transformations, since there is no certain level of digital 
potential, which, if reached, implies that its development is completed; 

– interdependence of decisions in the field of an enterprise’s digital potential devel-
opment, when some changes cause others according to the principle of a chain 
reaction; 

– digital transformation processes synchronized in time and space at all stages of 
the value-added chain; 

– constant adjustment of the goals and objectives of the digital potential develop-
ment based on feedback and monitoring.
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There are distinguished the following blocks in the structure of this mechanism: 
organizational and managerial, procedural, and instrumental. 

The organizational and managerial block is designed to ensure the process of 
making management decisions and their successful implementation based on moni-
toring information about the digital potential performance of the enterprise, as well 
as considering the characteristics of the environment. Changes in the environment 
are regarded as opportunities to improve production efficiency through the use of 
modern information technologies. 

The procedural block is designed to ensure the endless process of the digital 
potential development of an enterprise and its constant adjustment in accordance 
with changing environmental conditions. This process includes the following main 
stages: collecting information about the state of the environment and the digital 
potential of the enterprise; analyzing this information; identifying threats and oppor-
tunities; setting goals and objectives for development; devising a plan to implement 
the objectives; taking actions in accordance with the plan; evaluating the results and 
effects; gathering feedback. 

The instrumental block is designed to provide a systematic assessment of the 
digital potential of the enterprise and monitor the indicators aimed to characterize 
its state with the identification of an incremental surplus. Note that the instrument 
itself may also be adjusted following the development of digital technologies, and, 
consequently, the emergence of new aspects of assessment and/or abolition of the 
old ones. 

In general, the use of the incremental approach in the mechanism for managing 
the digital potential development of an industrial enterprise provides the following 
advantages compared to the traditional strategic planning approaches: 

– since each subsequent step is based on previous experience, the decisions are 
more reliable, and their possible implications (effects) are more predictable; 

– not performing “big” actions focused on the fundamental solution to the problem, 
managers avoid “big” mistakes related to the fact that, when making their 
decisions, they relied on forecasts that might have not come true; 

– “small” solutions allow promptly verifying their effectiveness and quickly 
neutralizing the negative consequences, if occur. 

4.3 Incrementality in Tactical and Strategic Objectives 
of the Digital Potential Development of an Industrial 
Enterprise 

Even though the incremental approach to managing the digital potential development 
of an industrial enterprise is expressed in the implementation of “small” steps, the set 
of these steps should ensure the achievement of “big” goals. Thus, the incremental 
approach to management is designed to guarantee the achievement of both tactical 
and strategic development objectives.



Managing the Digital Potential Development of an Industrial Enterprise … 411

Fig. 1 Opportunities for using the incremental approach in strategic objectives of the digital 
potential development of an industrial enterprise 

Opportunities for using the incremental approach in strategic objectives of the 
digital potential development of an industrial enterprise are shown in Fig. 1. 

All the “small” steps focus on achieving some strategic development goal. Such 
a strategic goal, if exists, is fundamentally important, since it makes it possible to 
avoid the “slippery slope” error, when multiple consecutive particular decisions lead 
to undesirable results. 

There are four groups of strategic objectives for developing the digital potential 
of an enterprise: 

– managerial—improving the enterprise management system based on the benefits 
provided by the integration of digital technologies; 

– economic—the more rational use of the enterprise’s resources through digital 
technologies; improving the efficiency of the enterprise’s business and production 
processes; 

– procedural—increasing the efficiency of the interaction system within the 
enterprise and with the environment; 

– production—improving labor safety; ensuring production processes to be reli-
able and uninterrupted, as well as raising the level of adaptive capabilities of 
production. 

It is important to emphasize that strategic goals are “endless”, consequently, the 
enterprise is not expected to ever reach such a level of digital potential, where it 
is fulfilled: the goals are achieved and there is no need for further development of 
the digital potential. Strategic goal is a sort of a development vector, the direction
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of which is set by technological frontiers. Strategic goals determine the content of 
tactical objectives of the digital potential development of an industrial enterprise. 
In fact, tactical decisions detail the directions for strategic objectives and determine 
their time frames. 

For example, the strategic “endless” objective of improving the reliability of 
production in the current year is provided by solving such tactical objectives as 
selection, acquisition, installation, and maintenance of specialized sensors to reflect 
the digital model of production, as well as computers capable of generating this 
model; purchase of specialized software for digital production modeling; training 
employees to work with new equipment and software, etc. Thus, the implementation 
of a strategic objective implies tactical objectives to be formed in the areas of digital 
development, which are expressed in creating a group of projects designed to bring 
incremental growth. 

Opportunities for using the incremental approach in tactical objectives of the 
digital potential development of an industrial enterprise are shown in Fig. 2. 

The implementation of tactical objectives for managing the digital potential devel-
opment of an industrial enterprise is based on the use of a project approach. The set 
and content of projects will be determined on the grounds of the information about 
the state of the company’s digital potential.

Fig. 2 Opportunities for using the incremental approach in tactical objectives of the digital potential 
development of an industrial enterprise 



Managing the Digital Potential Development of an Industrial Enterprise … 413

5 Discussion 

The experience of using the incremental approach in the modernization transforma-
tion management at foreign enterprises of various industries and fields of activity 
demonstrates its advantages over the traditional approaches in terms of greater flexi-
bility in decision-making. For example, Franco et al. [13] substantiate the expediency 
of using the incremental approach to regulate the process of studying the risks of 
using nanomaterials. The benefits of this approach to managing innovation in manu-
facturing are justified by Gärtner et al. [15]. However, Escrig-Tena et al. [9] find 
that the use of the incremental approach in quality management helps to enhance 
the innovative capabilities of an enterprise. Staniškis and Katiliūtė [34] note that the 
incremental approach to innovation management ensures an increase in the sustain-
ability of an enterprise’s development. Berggren [5] adheres to a similar viewpoint 
demonstrating that the implementation of innovative projects requires a combination 
of traditional and incremental approaches. The incremental approach has proved its 
significance in the field of managing the transformational processes of a company. In 
one of the latest studies, the benefits of its use in the implementation of the moderniza-
tion process have been empirically demonstrated. An analysis of observational data 
from US firms between 1983 and 2007 using databases such as Compustat, CRSP, 
and USPTO found that firms that adopted hopping change outperformed those that 
favored gradual, continuous, incremental change [17]. 

However, in Russia, the incremental approach is less known to national busi-
ness. A small number of publications on the opportunities of using this approach 
in management are related to the strategic planning of the regional [2] or municipal 
development [4]. As for the opportunities of applying the incremental approach to 
managing the development of industrial enterprises, no studies have been discov-
ered. Nevertheless, considering that all researchers emphasize that the incremental 
approach to management demonstrates significant advantages over the traditional 
approaches in a high variability in the environment, as well as in the implementation 
of innovative transformations (which, in particular, include digitalization projects), 
it can be argued that it will have the same advantages in resolving the problems of 
the digital potential development of industrial enterprises. Moreover, in the current 
conditions of great uncertainty in the environment, there is a strong probability of 
adverse events and situations that require flexible adjustment of the existing digital 
development plans. The above confirms the expediency of using the incremental 
approach in dealing with the digitalization problems in the national industry. 

6 Conclusion 

In the given research, we substantiate the advantages of the incremental approach 
to managing the digital potential development of an industrial enterprise over the 
traditional strategic planning approaches. Considering that in modern literature there
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is almost no attention paid to the implementation of the incremental approach at the 
micro level, our research helps to fill the gaps in understanding how this approach 
can be used as part of a mechanism for implementing digital transformations in the 
national industry. The article establishes the main components of this mechanism 
and demonstrates the relationship between strategic and tactical tasks of incremental 
control. 

The main limitation of our study is that it considers the issue of managing the 
digital potential development of an enterprise at the strategic level. For a deeper 
understanding of this process, it is necessary to investigate the industry and the 
regional context of the issue with access to relevant detailed information. Our future 
research will take into account this limitation to improve the understanding of how 
to effectively implement digital transformations in specific industries. 
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18. Kıyıklık, A., Kuşakc, A., & Mbowe, B. (2022). A digital transformation maturity model for 
the airline industry with a self-assessment tool. Decision Analytics Journal, 3, 100055. https:// 
doi.org/10.1016/j.dajour.2022.100055 

19. Kozlov, A. V., & Teslya, A. B. (2019). Digital potential of industrial enterprises: essence, 
definition and methods of calculation. Bulletin of the Transbaikal State University, 25(6), 
101–110. https://doi.org/10.21209/2227-9245-2019-25-6-101-110 

20. Kryukov, V., Shakhgeldyan, K., Kiykova, E., Kiykova, D., & Saychuk, D. (2022). Assessment 
of transport enterprise readiness for digital transformation. Transportation Research Procedia, 
63, 2710–2718. https://doi.org/10.1016/j.trpro.2022.06.313 

21. Lindblom, C. E. (1959). The science of “muddling through.” Public Administration Review, 
19(2), 79–88. https://doi.org/10.2307/973677 

22. McKinsey & Company. (2018). Digitally enabled reliability: Beyond predictive main-
tenance. https://www.mckinsey.com/capabilities/operations/our-insights/digitally-enabled-rel 
iability-beyond-predictive-maintenance 

23. Mintzberg, H. (1994). The rise and fall of strategic planning. Free Press. 
24. Mordor intelligence. (2022). Industry 4.0 Market. https://www.mordorintelligence.com/ind 

ustry-reports/industry-4-0-market 
25. Nikitaeva, A. Y., Chernova, O. A., & Molapisi, L. (2022). Smart territories as a driver for the 

transition to sustainable regional development and green economy. R-Economy, 8(2), 120–134. 
https://doi.org/10.15826/recon.2022.8.2.010 

26. Pauliuk, S., Koslowski, M., Madhu, K., Schulte, S., & Kilchert, S. (2022). Co-design of digital 
transformation and sustainable development strategies - What socio-metabolic and industrial 
ecology research can contribute. Journal of Cleaner Production, 343, 130997. https://doi.org/ 
10.1016/j.jclepro.2022.130997 

27. Popov, E. V., Semyachkov, K. A., & Moskalenko, Y. A. (2019). Digital potential of the enter-
prise. Economic Analysis: Theory and Practice, 18(12–495), 2223–2236. https://doi.org/10. 
24891/ea.18.12.2223 

28. PwC. (2018). Corporate management of digital technologies. Survey of members of the boards 
of directors of Russian companies. https://media.rbcdn.ru/media/reports/russian-boards-sur 
vey-pwc-2018-r.pdf 

29. Quinn, J. B. (1978). Strategic change: Logical Incrementalism. Sloan Management Review, 
20(1), 7–21. 

30. RAEC. (2020). Russia and sustainable digital development. https://raec.ru/upload/files/rus-dig 
ital-dev.pdf 

31. Rahnama, H., Johansen, K., Larsson, L., & Rönnbäck, A. (2021). Exploring digital innovation in 
the production process: A suggested framework for automation technology solution providers. 
Procedia CIRP, 104, 803–808. https://doi.org/10.1016/j.procir.2021.11.135 

32. Resolutions and Decisions Adopted by the General Assembly During its Seventy-fifth 
Session: Resolutions, 15 September – 31 December 2020. (2021). New York: United Nations 
Publications, 1388. http://digital.casalini.it/9789210011488 

33. Spirina, A. M. (2012) Characteristics of theoretical approaches to strategic planning at the 
enterprise. Young Scientist, 1(36), 144–150. https://moluch.ru/archive/36/4183

https://doi.org/10.1016/j.techfore.2022.121785
https://doi.org/10.1016/j.techfore.2022.121785
https://doi.org/10.1016/j.procir.2022.05.011
https://doi.org/10.1016/j.procir.2022.05.011
https://gesi.org/research/download/36
https://gesi.org/research/download/36
https://doi.org/10.1002/smj.3119
https://doi.org/10.1016/j.dajour.2022.100055
https://doi.org/10.1016/j.dajour.2022.100055
https://doi.org/10.21209/2227-9245-2019-25-6-101-110
https://doi.org/10.1016/j.trpro.2022.06.313
https://doi.org/10.2307/973677
https://www.mckinsey.com/capabilities/operations/our-insights/digitally-enabled-reliability-beyond-predictive-maintenance
https://www.mckinsey.com/capabilities/operations/our-insights/digitally-enabled-reliability-beyond-predictive-maintenance
https://www.mordorintelligence.com/industry-reports/industry-4-0-market
https://www.mordorintelligence.com/industry-reports/industry-4-0-market
https://doi.org/10.15826/recon.2022.8.2.010
https://doi.org/10.1016/j.jclepro.2022.130997
https://doi.org/10.1016/j.jclepro.2022.130997
https://doi.org/10.24891/ea.18.12.2223
https://doi.org/10.24891/ea.18.12.2223
https://media.rbcdn.ru/media/reports/russian-boards-survey-pwc-2018-r.pdf
https://media.rbcdn.ru/media/reports/russian-boards-survey-pwc-2018-r.pdf
https://raec.ru/upload/files/rus-digital-dev.pdf
https://raec.ru/upload/files/rus-digital-dev.pdf
https://doi.org/10.1016/j.procir.2021.11.135
http://digital.casalini.it/9789210011488
https://moluch.ru/archive/36/4183


416 A. Darenin and O. Chernova
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Has Digitalisation Alleviated the Impact 
of the COVID-19 on Manufacturing 
Sectors? Evidence from Sectoral-Level 
and Cross-Country Data 

Tien-Ming Yip , Wee-Yeap Lau , and Shankaran Nambiar 

Abstract This study is motivated by the repeated call from international organisa-
tions on the potential role of digitalisation in alleviating the adverse impact of the 
COVID-19 pandemic on the manufacturing sector’s performance. Using a balanced 
panel data of 24 sub-sectors in Malaysia’s manufacturing sector from January 2020 
to December 2020, the empirical result shows that the COVID-19 pandemic signif-
icantly and adversely impacts manufacturing sales performance if digitalisation is 
low. However, the negative effect diminishes with a rising level of digitalisation. 
Further analysis using cross-country datasets from 79 countries documents similar 
results. This implies that the key finding of a mitigating effect of digitalisation is 
not confined to Malaysia but widespread across countries worldwide. Overall, the 
empirical results indicate that digitalisation is the key to the sustainable growth of 
the manufacturing sector during a health crisis. 

Keywords Digitalisation · COVID-19 pandemic · Manufacturing sector 

1 Introduction 

The outbreak of the COVID-19 pandemic brought conventional economic activities, 
such as manufacturing activities, to a standstill. Global manufacturing production 
growth has decreased since 2019 due to the ongoing trade dispute between the United 
States and China [35]. However, the slowdown is exacerbated by the outbreak of
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the COVID-19 pandemic in the year 2020. Based on the UNIDO statistics, global 
manufacturing production recorded a negative 4.1% growth in 2020 [35]. 

Across the regions, European industrialised countries recorded the highest fall 
in manufacturing production (−7.6%), followed by Latin America (−7.3%), North 
America (−6.7%), Africa (−5.4%) and East Asia (−4.7%). Implementing a national 
lockdown policy to curb COVID-19 transmission has halted manufacturing activity, 
whereby factories are prohibited from operating during the lockdown period. 

Consequently, this negatively affects the output and sales performance of the 
manufacturing industry. The adverse impact of the COVID-19 pandemic on manu-
facturing sector performance has been widely documented in the existing literature 
[2, 6, 7, 17, 21, 30, 37, 40]. According to [19] in a report from Future Development, the 
COVID-19 pandemic affected most businesses across Central Europe [19]. Different 
countries implemented diverse policies to alleviate the shock to the firms based on 
the information collected by the World Bank [39]. 

Implementing a national lockdown policy to curb COVID-19 transmission has 
halted manufacturing activity, whereby factories are prohibited from operating during 
the lockdown period. Consequently, this negatively affects the output and sales perfor-
mance of the manufacturing industry. The adverse impact of the COVID-19 pandemic 
on manufacturing sector performance has been widely documented in the existing 
literature [2, 6, 7, 17, 21, 30, 37, 40]. 

International organisations such as the World Bank [38], UNCTAD [34] and 
International Monetary Fund [24] suggest that digitalisation is the solution to mitigate 
the negative impact of the COVID-19 pandemic on sectoral performance. Practically, 
digital technologies such as digital payments, e-commerce and robots would help 
businesses cope with national lockdown measures, ensuring business continuity and 
offsetting the adverse impact of the pandemic. The theoretical argument for the 
mitigating role of digitalisation is proposed by [15]. Specifically, digitalisation would 
offset the adverse impact of the COVID-19 pandemic on firms’ performance by 
providing effective crisis response strategies to cope with the pandemic. 

As such, highly digitalised firms tend to have greater dynamic capabilities in 
sensing the crisis, seizing new opportunities and reconfiguring resources to cope with 
the crisis. This strategy would result in effective crisis response strategies and offset 
the pandemic’s adverse impact on firms’ performance. Notably, the mitigating role of 
digitalisation is further highlighted in the empirical study, in which digital adoption 
is essential in helping firms overcome the challenges imposed by the COVID-19 
pandemic and subsequently sustain their business operation [3]. 

Malaysia is one of the countries seriously affected by the COVID-19 pandemic. 
As of 31 December 2020, Malaysia has recorded a total of 3491 COVID-19 cases per 
million population, far surpassing the neighbouring countries, such as Thailand (102 
cases per million population), Brunei (358 cases per million population), Vietnam 
(15 cases per million population) and Indonesia (2717 cases per million population). 
The COVID-19 figures are obtained from the Our World In Data database. The spike 
in COVID-19 cases has disturbed Malaysia’s economic performance, as shown by 
the 5.6% contraction in the annual GDP growth rate in 2020.
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As indicated above, international organisations have repeatedly emphasised digi-
talisation as the key to coping with the challenges imposed by the pandemic. However, 
to the best of the authors, there is no empirical study quantifying digitalisation’s 
mitigating effect in Malaysia’s context. The finding is important as it would provide 
alternative policy options to the Malaysian government in helping the local manufac-
turers to cope with the COVID-19 pandemic. Moreover, for the manufacturers, the 
finding would suggest alternative crisis response strategies to help them to sustain 
their business operations during the pandemic. Accordingly, this study investigates 
whether digitalisation mitigates the negative impact of the COVID-19 pandemic on 
Malaysia’s manufacturing sector performance. The COVID-19 pandemic is a global 
health crisis. It negatively impacted the manufacturing sector performance in coun-
tries around the world. Therefore, it is also important to investigate whether digital-
isation can help to offset the adverse impact of the pandemic on the manufacturing 
sector performance in other countries. Thus, apart from providing the sectoral-level 
analysis for the Malaysian context, this study expands the scope of analysis by 
providing a cross-country analysis for the mitigating effect of digitalisation. 

Based on a balanced panel data of 24 sub-sectors in Malaysia’s manufacturing 
sector from January 2020 to December 2020, the empirical result shows that 
the manufacturing sales performance is negatively associated with the COVID-19 
pandemic. Digitalisation is essential in mitigating the negative relationship. Specif-
ically, the COVID-19 pandemic significantly and adversely impacts manufacturing 
sales performance if digitalisation is low. However, the negative effect diminishes 
with a rising level of digitalisation. Further analysis using cross-country datasets 
from 79 countries documents similar results. This implies that the key finding of a 
mitigating effect of digitalisation is not confined to Malaysia but widespread across 
countries around the world. 

For the manufacturers, this study proposes an alternative crisis response strategy 
to help them to sustain their operations during the COVID-19 pandemic. The result 
indicates that manufacturers should actively pursue digitalisation in the workplace. 
For instance, adopting digital technology such as remote robots allows manufacturers 
to operate remotely following a national lockdown, thereby ensuring the continua-
tion of manufacturing production. Furthermore, e-commerce provides manufacturers 
alternative platforms to market their products and services, preserving sales perfor-
mance. Digitalisation can be regarded as the universal crisis response strategy for 
effectively helping manufacturers from Malaysia and countries worldwide cope with 
the COVID-19 pandemic. 

This study is arranged as follows. Section 2 reviews the theoretical argument on 
digitalisation in mitigating the effect of the pandemic. Section 3 describes the data, 
model and methodology used. Section 4 presents baseline estimation results followed 
by the robustness checks in Sect. 4.1. Section 5 concludes the study and makes policy 
recommendations.
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2 Theoretical Review 

The theoretical argument on the mitigating role of digitalisation is based on the 
study by [15]. Digitalisation would offset the adverse impact of the COVID-19 
pandemic on firms’ performance by providing effective crisis response strategies 
to cope with the pandemic. Specifically, highly digitalised firms are associated with 
greater dynamic capabilities in sensing the crisis, seizing new opportunities and 
reconfiguring resources to cope with the crisis. This digitalisation would result in 
effective crisis response strategies and offset the adverse impact on firm performance 
due to the pandemic. 

Dynamic capabilities refer to the firms’ capability to build, integrate and recon-
figure resources when coping with a rapidly changing environment [31–33]. This 
perspective is the key to formulating effective crisis response strategies for firms. 
Firms with dynamic capabilities are more likely to adapt to the changing environment 
and sustain company operations during a crisis [10, 22]. 

Meanwhile, digitalisation refers to organisational transformation through 
adopting digital technologies [15, 27, 36]. Digitalisation has been widely perceived 
as the key to sustainable development for business enterprises [25]. Digitalisation, 
particularly the application of big data analysis, enables firms to predict the changing 
environment to some extent, thereby better gauging the country’s future economic 
prospects. This digital application assists the firm in designing short- and long-term 
strategies to sustain the company amid future economic uncertainty. Moreover, digi-
talisation allows firms to expand their consumer market to venture into a new business 
model, such as the digital business. Furthermore, digitalisation enables robots in the 
production process, improving production efficiency and allowing firms to achieve 
greater economies of scale. 

Digitalisation interferes with all the firms’ dynamic capabilities dimensions. In 
particular, digitalisation enhances firms’ dynamic capabilities by responding better 
to the COVID-19 pandemic and subsequently preserving firms’ performance [15]. In 
other words, digitalisation is expected to offset the adverse impact of the COVID-19 
pandemic on firms’ performance. 

Digitalisation would enhance firms’ capability to sense the crisis for the first 
dimension in dynamic capabilities. Digitalisation enables firms to identify the spread 
of COVID-19, thereby providing an early indication of the possible implication of the 
pandemic on firms’ performance. Subsequently, early preparation can be conducted 
to cope with the pandemic. For instance, big data analysis would help firms predict 
environmental changes to some extent and allow them to perceive the pandemic 
better [14]. The analysis will enable the firms to formulate strategies to cope with 
the pandemic. 

As indicated by the above theoretical arguments, it can be argued that digitalisation 
plays an important role in the relationship between the COVID-19 pandemic and 
firms’ performance. In particular, the COVID-19 pandemic is conjectured to depress 
firms’ performance by reducing output produced and purchase orders. Digitalisation 
would mitigate this adverse effect by providing effective crisis response strategies



Has Digitalisation Alleviated the Impact of the COVID-19 … 423

to cope with the pandemic. Specifically, highly digitalised firms are associated with 
greater dynamic capabilities in sensing the crisis, seizing new opportunities in the 
crisis period and reconfiguring resources to cope with the crisis. This digitalisation 
process would result in effective crisis response strategies and offset the pandemic’s 
adverse impact on firms’ performance and vice versa. 

3 Data and Empirical Model 

3.1 Data 

This study utilises two sets of data to examine the mitigating effect of digitalisation. 
The first data set contains balanced panel data of 24 sub-sector (as shown in Appendix 
1) in the Malaysian manufacturing industry from January 2020 to December 2020. 
The main dependent variable in this study is the monthly growth rate of manufacturing 
sales (SALESMoM), a proxy for the Malaysian manufacturing sector performance. 
The monthly manufacturing sales (SALES) are obtained from the Department of 
Statistics Malaysia (DOSM) and subsequently transformed into a monthly growth 
rate by using the following formula: 

SALESMoMit = 
SALESit − SALESit−1 

SALESit−1 
∗ 100 (1) 

Next, the COVID-19 pandemic is a proxy by the total COVID-19 cases per million 
population (COVID) and digital adoption (DIGITAL) is a proxy by the number of 
fixed broadband subscribers of Telekom Malaysia. 

There are two reasons for choosing this proxy. First, Telekom Malaysia is the 
major internet service provider in Malaysia. Therefore, the number of fixed broad-
band subscribers will likely capture a broad range of internet users than other internet 
services providers such as Maxis, Digi, Celcom and U Mobile. Hence, it can be 
expected that Telekom Malaysia’s fixed broadband subscribers will likely capture 
the pace of digitalisation in Malaysia. Second, broadband penetration has been recog-
nised by the World Bank as an important source of growth for a country [23]. As such, 
broadband enables services such as cloud computing and mobile apps, facilitating 
innovation across various sectors of the economy. In application to this study, the 
broadband internet would facilitate innovation and productivity in the manufacturing 
sector by digitalising the production process. Digitalisation enables robots and facil-
itates the production, allowing projects to move faster and manufacturers to receive 
more orders. As a result, digitalisation enables manufacturers to practice economies 
of scale, improving output and company performance. However, the number of fixed 
broadband subscribers of Telekom Malaysia is available on a quarterly frequency.
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Hence, this study employs the cubic spline interpolation method to convert the quar-
terly subscribers into monthly frequency. This interpolation method is detailed in [16] 
and is widely adopted in empirical studies to overcome data unavailability [1, 20, 28]. 

Next, alternative measures for the manufacturing sales, namely the yearly growth 
rate of the manufacturing sales (SALESYoY), are included in the model. 

The second data set contains cross-country information on the manufacturing 
sector performance, COVID-19 cases and adoption of digitalisation from 79 countries 
(as shown in Appendix 2) in the year 2020. For country-level, the manufacturing 
sector performance is measured by the value added of the manufacturing and industry 
sectors. 

Next, country-level digitalisation is measured by the global connectivity index 
(GCI). Huawei created this index, which can be used for cross-country comparisons 
on the level of digital adoption [18]. Based on the global connectivity report published 
by Huawei, the global connectivity index is used to analyse a broad spectrum of ICT 
Infrastructure and digital transformation indicators to provide a comprehensive map 
of the global digital economy. The index benchmarked 79 countries according to their 
performance in 40 indicators that track the impact of ICT on a nation’s economy, 
digital competitiveness and future growth. Combining these countries account for 
95% of global GDP. The 40 indicators can be analysed both vertically (Supply, 
Demand, Experience, Potential) and horizontally (Broadband, Cloud, IoT and AI). 
The global connectivity index is a unique quantitative assessment that comprehen-
sively and objectively evaluates connectivity from a national and industrial perspec-
tive. The total COVID-19 cases per 100 million population are used to proxy for the 
COVID-19 pandemic. 

The selection of sampled countries and periods is based on the availability of the 
global connectivity index and COVID-19 data. As indicated earlier, the index was 
created for 79 countries from 2015 to 2020. However, the COVID-19 cases data is 
only available from 2020 onwards. Thus, this limits the estimation to cross-sectional 
instead of panel data analysis. All the variables from both data sets are shown in 
Table 1.

3.2 Empirical Model 

This study employs two empirical models to examine the mitigating effect of digital-
isation. The first empirical model is applied to the sectoral-level data obtained from 
Malaysia’s manufacturing sector, as such: 

SALESMoMit = β0 + β1COVIDMSIAt + β2DIGITALt 

+ β3COVIDMSIAt ∗ DIGITALt + vi + εit (2) 

where i is the sectoral index, t is the monthly index, SALESMoM represents the 
monthly growth rate of the manufacturing sub-sector sales value and COVIDMSIA
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Table 1 List of variables 

Variables Description Unit of measurement Source 

Variables used in the sectoral-level analysis 

SALESMoM Monthly growth rate of 
manufacturing sales 

Month-on-month % DOSM 

SALESYoY Yearly growth rate of 
manufacturing sales 

Year-on-year % DOSM 

COVIDMSIA Total COVID-19 cases in 
Malaysia 

Per million population OWID 

DIGITAL Telekom Malaysia’s fixed 
broadband subscriber 

Thousands TM 

Variables used in cross-country analysis 

MANUVA Value added of the 
manufacturing sector 

Constant 2015 USD WDI 

INDUSTRYVA Value added of the industry 
sector 

Constant 2015 USD WDI 

GCI Global connectivity index Index Huawei 

COVID Total COVID-19 cases Per 100 million population OWID 

Note 
1. DOSM denotes the Department of Statistics Malaysia 
2. OWDI denotes Our World In Data database 
3. TM denotes Telekom Malaysia 
4. WDI denotes the World Development Indicators database

represents the total COVID-19 cases per million population in Malaysia. DIGITAL 
denotes digital adoption, proxy by the number of fixed broadband subscribers of 
Telekom Malaysia. The vi represents the sector-specific effect and εi t  represents the 
error term. 

Both COVID-19 and digital adoption measures are unavailable at the sectoral 
level, so the aggregate value is included in the model. However, using aggregate value 
can capture the impact of COVID-19 and digital adoption on manufacturing sales 
performance. For instance, higher COVID-19 cases induce the Malaysian govern-
ment to implement a national lockdown policy to curb virus transmission. Conse-
quently, this halts manufacturing activity, whereby factories cannot operate during 
the lockdown period. This, in turn, negatively affects the sales performance of the 
manufacturing industry. 

For the digital adoption measure, the higher number of fixed broadband 
subscribers indicates a greater degree of internet penetration rate in the country, 
thereby facilitating manufacturing sales performance. From the consumer perspec-
tive, internet use allows them to purchase through e-commerce. This online system 
ensures consistent demand for manufacturers’ goods amid the closure of the physical 
store. 

The internet allows manufacturers to venture into a digital business model by 
providing an online platform to market their products and services. This approach
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would expand the consumer market and provide a constant revenue stream to the 
company, thereby offsetting the revenue loss due to the closure of physical stores 
during the pandemic. More importantly, the use of the internet, particularly high-
speed internet, such as a 5G network, allows firms to deploy remote robots in 
the factory. Remote robots enable employees to perform their daily routine in the 
factory, thereby ensuring the continuation of manufacturing activity despite the 
plant’s closure. This approach facilitates the output produced and sales performance 
of the manufacturing sector. 

Including the interaction term, COVIDMSIA*DIGITAL enables identifying the 
impact of COVID-19 on manufacturing sales at the varying pace of digital adoption 
in Malaysia. The marginal effect of COVID-19 on manufacturing sales depends on 
β3, that is: 

∂SALESMoMit 

∂COVIDMSIAt 
= β1 + β3DIGITALt (3) 

The Fixed Effect (FE) estimator was used to estimate Eq. (2). There are two reasons 
for choosing this estimator. First, the FE estimator includes the sector-specific effect 
in the estimation to control for heterogeneity across different manufacturing sub-
sectors. The Pooled OLS (POLS) estimator assumes homogeneity across the cross-
section unit. This homogeneity is a strict assumption, given that the sales value will 
likely differ across the sub-sectors. Hence, the FE estimator is deemed to provide 
an unbiased estimate compared to the POLS estimator. Second, compared to the 
Random Effect (RE) estimator, the FE estimator is consistent and efficient in the 
presence of a non-zero correlation between explanatory variables and the sector-
specific effect. Robust standard error was computed for the Fixed effect estimator to 
preclude heteroscedasticity and autocorrelation in the error term. 

Equation (2) provides evidence of the role of digitalisation in mitigating the 
adverse impact of the COVID-19 pandemic on Malaysian manufacturing sector 
performance. An immediate question is whether the findings from Malaysia can 
be generalised to a broad range of countries worldwide. To provide an answer to this 
question, this study estimates the second empirical model for cross-country analysis 
as below: 

LnMANUVAi = β0 + β1COVIDi + β2GCIi + β3COVIDi ∗ GCIi + εi (4) 

where i is the country index, MANUVA represents the value added of the manufac-
turing sector (constant 2015 USD), a proxy for the manufacturing sector performance. 
Equation (4) will be re-estimated to ensure the robustness of the finding using an alter-
native measure for the manufacturing sector performance, namely the value added of 
the industry sector (INDUSTRYVA). GCI represents the global connectivity index, a 
proxy for digitalisation for cross-country analysis. Next, COVID represents the total 
COVID-19 cases per 100 million population. The marginal effect of COVID-19 on 
the value added of the manufacturing sector depends on β3, that is:
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∂MANUVAi 

∂COVIDi 
= β1 + β3GCIi (5) 

Given that Eq. (4) is specified as a cross-sectional model, therefore the Ordinary 
Least Square (OLS) estimator will be used to estimate Eq. (4). Moreover, the robust 
standard error is computed to control for heteroscedasticity in the error term. 

4 Empirical Results 

4.1 Descriptive Statistics 

Table 2 shows the descriptive statistics for all the variables used in this study. The 
manufacturing sector in Malaysia experienced a positive average monthly sales 
growth rate of 0.183% in the year 2020. However, the yearly growth rate of manu-
facturing sales was negative 7.3%, indicating that the outbreak of the COVID-
19 pandemic has halted the manufacturing sector’s performance compared to the 
preceding year. Next, on average, the total COVID-19 cases stood at 682 cases per 
million population, far surpassing neighbouring countries, such as Thailand (41 total 
COVID-19 cases per million population), Brunei (328 total COVID-19 cases per 
million population) and Vietnam (6 total COVID-19 cases per million population). 
Meanwhile, the average number of Telekom Malaysia’s fixed broadband subscribers 
stood at 2253 thousand in 2020.

4.2 Estimation Results for Sectoral-Level Analysis (Eq. (2)) 

This section shows the estimation results for the sectoral-level analysis of Eq. (2). 
By focusing on column 1, it can be observed that the estimated coefficients for 
COVID-19 cases (COVIDMSIA) are negative and statistically significant at a 1% 
level. As observed, an additional 1 case increase in the total COVID-19 cases per 
million Malaysian population is associated with a 0.013% reduction in the manufac-
turing sales performance. The effect is substantial, given that Malaysia recorded 3491 
COVID-19 cases per million of the population in December 2020. The results indi-
cate that the COVID-19 pandemic suppresses the manufacturing sales performance 
in Malaysia. 

The result is consistent with the empirical finding in other countries, such as South 
Africa [30], Bangladesh [7], Pakistan [21], China [6, 37], the United Kingdom [17, 
26], Japan [40], New Zealand [29] and the United States [2]. These studies found that 
the COVID-19 pandemic has a dampening impact on the country’s manufacturing 
sector performance.
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Table 2 Descriptive statistics Variable Mean Std. dev Obs 

Variables used for sectoral-level analysis 

SALESMoM 0.183 51.506 264 

SALESYoY −7.309 23.660 288 

COVIDMSIA 682.439 1006.935 288 

DIGITAL 2253.260 56.916 288 

Variables used for cross-country analysis 

LnMANUVA 24.265 1.569 76 

LnINDUSTRYVA 24.964 1.544 78 

GCI 51.430 16.297 79 

COVID 226.098 194.461 79 

Note 
1. The sample period for sectoral-level analysis: January 2020-
December 2020 
2. Given that the manufacturing sales (SALESMoM) are measured 
in monthly growth rate. Hence, the data point for January 2020 
effectively drops out for all 24 sub-sectors 
3. Ln denotes natural logarithm 
4. The data used for cross-country analysis is based on the year 
2020

Besides, the finding is in line with the survey results published by the Feder-
ation of Malaysian Manufacturers (FMM). As such, the Federation of Malaysian 
Manufacturers (FMM)-Malaysian Institute of Economic Research (MIER) Business 
Conditions Index recorded a slump in manufacturing activity and local and export 
sales in the first half of 2020 [12]. Furthermore, the industry survey found that almost 
all businesses saw revenue drop in the first half of 2020, with 82% of the respondents 
surveyed reporting a decrease in income while 80% said their profitability plunged. 
Similarly, in the second half of 2020, most of the indicators under the Business 
Conditions Index remained below the 100-point threshold level of optimism, indi-
cating that the overall business condition in the Malaysian manufacturing sector had 
remained subdued [13]. 

Next, digital adoption (DIGITAL) positively and significantly influences manu-
facturing sales performance. The result indicates the importance of digital adoption 
in facilitating manufacturing sales performance. Notably, the finding is in line with 
the empirical literature [5, 8, 9, 11], which argued that digital adoption is the key 
to improving manufacturing sector performance. Moreover, the finding supports 
the numerous policy measures undertaken by the Malaysian government under the 
Malaysia Digital Economic Blueprint to accelerate digital adoption in the country. 

Turning to the focus of this study. Column 2 of Table 3 shows the mitigating effect 
of digital adoption. As noted by [4], it is inappropriate to interpret the coefficients of 
COVID-19 (COVIDMSIA) and digital adoption (DIGITAL) if the model contains 
an interaction term (COVIDMSIAxDIGITAL), as the former captures the effect of
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Table 3 Estimation results for Eq. (2) 

Dependent variable SALESMoM SALESYoY 

1 2 3 

COVIDMSIA −0.013*** 
(0.002) 

−0.606*** 
(0.164) 

−1.019*** 
(0.109) 

DIGITAL 0.311*** 
(0.058) 

0.437*** 
(0.090) 

0.297*** 
(0.045) 

COVIDMSIA × DIGITAL – 0.0001*** 
(0.0000) 

0.0004*** 
(0.0000) 

CONSTANT −692.582*** 
(128.422) 

−965.333*** 
(197.423) 

−658.428*** 
(99.460) 

Marginal effect 

Minimum – −0.065*** 
(0.016) 

−0.089*** 
(0.009) 

Mean – −0.047*** 
(0.011) 

−0.058*** 
(0.006) 

Maximum – −0.019*** 
(0.004) 

−0.009*** 
(0.002) 

No. Subsector 24 24 24 

Observation 264 264 288 

Note 
1. *, ** and *** denotes statistically significant at 10, 5 and 1% level, respectively 
2. Values in parentheses are robust standard errors. Ln denotes the natural logarithm 

COVID-19 pandemic on sales performance only if the digital adoption is equal to 
zero. The latter provides the effect of digital adoption on sales performance only if the 
COVID-19 cases are equal to zero. The interaction term (COVIDMSIAxDIGITAL) 
is positive and significant at the 1% level, implying that digital adoption mitigates 
the negative effect of the COVID-19 pandemic on manufacturing sales performance. 

Following the suggestion by [4], the marginal effect of the COVID-19 pandemic 
on manufacturing sales performance is computed at different levels of digital adop-
tion to exhibit its mitigating effect. The marginal effect diagram shows the role of 
digital adoption in mitigating the adverse effect of the COVID-19 pandemic on manu-
facturing sales performance (Fig. 1). As observed, the COVID-19 pandemic has a 
negative and significant impact on sales performance if the digital adoption is at the 
minimum level (2182 thousand of Telekom Malaysia’s fixed broadband subscribers). 
The negative effect corresponds to the intercept of the solid marginal effect line 
(−0.065%). However, the negative impact of the COVID-19 pandemic on manufac-
turing sales performance diminishes with the rising level of digital adoption. When 
digital adoption is at the maximum level (2366 thousand Telekom Malaysia’s fixed 
broadband subscribers), the negative impact is reduced to −0.019%. This outcome is 
equivalent to a 3.5 times reduction in the sales-deteriorating effect of the COVID-19 
pandemic. The substantial effect highlights the important role of digitalisation in 
offsetting the sales-deteriorating effect of the COVID-19 pandemic.
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Fig. 1 Marginal effect of the COVID-19 cases on manufacturing sales. Notes 1. The figure provides 
the marginal effect (solid line) and its 90% confidence interval (dotted lines) 
2. The above marginal effect diagram is plotted based on FE robust estimator in Table 3, column 2 

The finding of the mitigating effect of digital adoption is in line with the theoretical 
argument by [15], whereby digitalisation is essential in improving firms’ dynamic 
capabilities and providing effective response strategies to cope with the COVID-19 
pandemic. Thus, this mitigates the adverse impact of the COVID-19 pandemic and 
preserves firms’ performance. Empirically, the finding concurs with [3], in which 
digital adoption is essential in helping firms overcome the challenges imposed by 
the COVID-19 pandemic and sustain their business operation. 

Similar results are obtained in column 3, where the manufacturing sector perfor-
mance is measured by the yearly growth of manufacturing sales (SALESYoY ). Thus, 
the key finding of a mitigating effect of digitalisation is robust and not influenced by 
the choice of the dependent variable in the model. 

4.3 Estimation Results for Cross-Country Analysis (Eq. (3)) 

To ensure the findings from Malaysia can be generalised to a broad range of countries, 
this section shows the estimation results for the cross-country analysis of Eq. (3). By 
focusing on column 1 of Table 4, the estimated coefficient of the global connectivity 
index (GCI) is positive and statistically significant at a 1% level, suggesting that
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digitalisation increases the value added of the manufacturing sector in the 79 coun-
tries. The finding aligns with the estimation results obtained from Malaysia, whereby 
digitalisation plays an imperative role in enhancing the manufacturing sector’s perfor-
mance. In contrast, the estimated coefficient of COVID-19 cases (COVID) is nega-
tive and statistically significant at a 5% level, implying that the COVID-19 pandemic 
suppresses the manufacturing sector performance in the 79 countries. 

Turning to the focus of this study. Column 2 of Table 4 shows the mitigating effect 
of digitalisation. Consistent with the above results in Malaysia, the marginal effect 
estimate shows the important role of digitalisation in mitigating the adverse effect of 
the COVID-19 pandemic on manufacturing sector performance in the 79 countries. 
As observed, the COVID-19 pandemic has a negative and significant impact on 
the value-added of the manufacturing sector if the global connectivity index is at the 
minimum level. However, the negative impact of the COVID-19 pandemic diminishes 
with the rising level of the global connectivity index. When the global connectivity 
index is at the maximum level, the COVID-19 pandemic has an insignificant impact 
on the value added of the manufacturing sector. Similar results are obtained in column 
3, whereby the value added by the manufacturing sector is replaced with the value 
added by industry sector. This implies that the key finding of a mitigating effect of 
digitalisation is not confined to Malaysia but widespread across countries worldwide.

Table 4 Estimation results for Eq. (3) 

Dependent variable LnMANUVA LnINDUSTRYVA 

1 2 3 

GCI 0.059*** 
(0.011) 

0.047*** 
(0.015) 

0.048*** 
(0.014) 

COVID −0.002** 
(0.001) 

−0.006** 
(0.003)

-0.006** 
(0.003) 

GCI × COVID – 0.001 
(0.001) 

0.001 
(0.001) 

CONSTANT 21.733*** 
(0.531) 

22.348*** 
(0.709) 

23.105*** 
(0.640) 

Marginal effect 

Minimum – −0.005** 
(0.002) 

−0.005*** 
(0.002) 

Mean – −0.002*** 
(0.000) 

−0.003*** 
(0.001) 

Maximum – −0.000 
(0.002) 

−0.001 
(0.002) 

R-squared 0.313 0.331 0.339 

F-statistics 14.96*** 12.16*** 11.53*** 

Note 
1. *, ** and *** denotes statistically significant at 10, 5 and 1% level, respectively 
2. Values in parentheses are robust standard errors. Ln denotes the natural logarithm 
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5 Conclusion and Policy Recommendation 

In Malaysia, the outbreak of the COVID-19 pandemic brought conventional 
economic activities, such as manufacturing, to a standstill. The observation is 
reflected by the negative 2.6% year-on-year growth in the manufacturing sector in 
2020. On the other hand, the pandemic accelerated the growth of digital adoption due 
to an abrupt increase in work from home, a surge in video-based content consumption, 
e-commerce and internet banking. 

Based on the above discussion, digitalisation can be expected to play an impor-
tant role in reducing the sales-deteriorating effect of the COVID-19 pandemic on the 
manufacturing sector. Accordingly, this study aims to provide an empirical inves-
tigation on whether digitalisation mitigates the negative impact of COVID-19 on 
manufacturing sales performance in Malaysia. 

Based on the finding, this study offers three important policy recommendations 
to raise the degree of digital adoption in the Malaysian manufacturing sector. First, 
the Malaysian government could provide a tax incentive to encourage manufacturers 
to adopt digital technologies such as remote robots in the production process. Tax 
incentive plays an important role in providing additional cash flows to firms, thereby 
lessening their financial constraint and promoting greater investment. As a result, 
a tax credit would facilitate firms’ investment behaviour and accelerate the pace of 
digitalisation in the manufacturing sector. 

Second, the Malaysian government could provide public capital to support digital 
adoption among manufacturers. Public capital, such as providing a public grant 
programme, can address the financial constraint among small manufacturers, partic-
ularly Small and Medium Enterprises (SMEs). Generally, research and develop-
ment activity is costly. Therefore financial support from the government is essen-
tial in helping small manufacturers to develop and adopt a digital solution in their 
production process. 

Third, the Malaysian government should speed up the deployment of the 5G 
network in the country. Despite the introduction of Malaysia’s Digital Economic 
Blueprint, Malaysia is relatively slow in deploying the 5G network compared to 
neighbouring countries such as Thailand. The term 5G indicates the 5th generation 
of mobile networks, which enables the application of big data, the Internet of Things 
(IoT) and Artificial Intelligence (AI) in various sectors of the economy. 

The empirical analysis of this study shows that the mitigating effect of digitalisa-
tion is not confined to Malaysia but is widespread across countries worldwide. Thus, 
the above policy recommendations can be applied to other countries to uplift digital 
adoption and subsequently offset the adverse impact of the COVID-19 pandemic on 
the manufacturing sector’s performance.
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Table 5 Sub-sector in the 
Malaysian manufacturing 
sector 

No. Sub-sector 

1 Manufacture of food products 

2 Manufacture of beverages 

3 Manufacture of tobacco products 

4 Manufacture of textiles 

5 Manufacture of wearing apparel 

6 Manufacture of leather and related products 

7 Manufacture of wood and products of wood and cork 

8 Manufacture of paper and paper products 

9 Printing and reproduction of recorded media 

10 Manufacture of furniture 

11 Manufacture of cake and refined petroleum products 

12 Manufacture of chemicals and chemical products 

13 Manufacture of basic pharmaceutical products 

14 Manufacture of rubber and plastic products 

15 Manufacture of other non-metallic mineral products 

16 Manufacture of basic metals 

17 Manufacture of fabricated metal products 

18 Manufacture of computers, electronics and optical 

19 Manufacture of electrical equipment 

20 Manufacture of machinery and equipment 

21 Manufacture of motor vehicles, trailers and semi-trailers 

22 Manufacture of other transport equipment 

23 Other manufacturing 

24 Repair and installation of machinery and equipment 

Source Department of Statistics Malaysia (DOSM) 

Appendix 1 

See Table 5. 

Appendix 2 

See Table 6.
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Table 6 List of the country (79 countries) 

Algeria, Argentina, Australia, Austria, Bahrain, Bangladesh, Belarus, Belgium, Bolivia, 
Botswana, Brazil, Bulgaria, Canada, Chile, China, Colombia, Croatia, Czech Republic, 
Denmark, Ecuador, Egypt, Estonia, Ethiopia, Finland, France, Germany, Ghana, Greece, 
Hungary, India, Indonesia, Ireland, Italy, Japan, Jordan, Kazakhstan, Kenya, Kuwait, Lebanon, 
Lithuania, Luxembourg, Malaysia, Mexico, Morocco, Namibia, Netherlands, New Zealand, 
Nigeria, Norway, Oman, Pakistan, Paraguay, Peru, Philippines, Poland, Portugal, Romania, 
Russia, Saudi Arabia, Serbia, Singapore, Slovakia, Slovenia, South Africa, South Korea, Spain, 
Sweden, Switzerland, Tanzania, Thailand, Turkey, Uganda, Ukraine, United Arab Emirates, 
United Kingdom, United States, Uruguay, Venezuela, Vietnam 

Note Country selection is based on the data availability of the global connectivity index by Huawei. 
See https://www.huawei.com/minisite/gci/en/ 
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Impact of Electronic Government 
on Human Capital: Dynamics 
of Interaction 

Utsav Kumar Singh and Maxim Vlasov 

Abstract In the modern economy, there is an increased interest in the electronic 
state, and its role in the socio-economic development of human capital and society. 
This paper examines the results of previous studies on the analysis of the e-
government’s significance in order to assess its current level of activity and what 
value it should bring to society. The object of research is e-government and its social 
value. The information base of the study was the statistical data of the Federal State 
Statistics Service on the dynamics of digital economy indicators characterizing the 
development of the electronic state and human capital indicators in the Russian Feder-
ation. The study period is 2010–2019. Analysis of the development of e-government 
was carried out at the country level. During the study, the authors sought to answer the 
following two questions. To what extent is the issue of assessing the importance of e-
government for society developed in modern economic science? How does increasing 
the value of e-government for society affect the development of human capital? The 
subjects of the study are six discovered values of e-government: quality services from 
the state; administrative efficiency; open government; enhancing ethical behavior and 
professionalism; trusting relationship with the government; social value and well-
being, and the identified correlations between certain factors of human capital and the 
digital economy, and how they together form what we call e-government today. As a 
research methodology, the authors used a literature analysis of works on the value of 
e-government, and correlation analysis was applied to assess the dependencies. The 
findings of the study were divided into three dimensions of societal value: improved 
public services, improved administration, and increased social value. The obtained
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negative and positive correlations lead to conclusions that can improve our under-
standing of the social value of e-government from different points of view, as well as 
the intersection between them in real projects and e-government implementations. 

Keywords E-government · Information and communication technologies ·
Human capital · Digital economy · Digital state · Value of e-government 

1 Introduction 

The formation of an effective e-government makes it possible to increase the compet-
itiveness of the country’s economy [1, 2]. In turn, the acceleration of economic devel-
opment and GDP growth provides an increase in the level of the country’s human 
capital [3]. 

E-government is usually understood as a process of using digital economy tools 
by the state aimed at improving organizational structures and state operations [4]. 
In addition, it is expected that the introduction of e-government helps states provide 
services and transform relations with citizens, enterprises, and other government 
structures [5]. 

At present, in contrast to developed countries where e-government quality is at a 
high level, in developing nations e-government faces many challenges. These prob-
lems include, among other things, the digital divide, inadequate electronic infras-
tructure, and lack of skills and competencies for the development, implementation, 
and use of e-government systems and managing them. A high percentage of elec-
trical failures in the least developed countries was determined based on estimates, 
according to which 35% of projects are complete failures, 50% are partial failures, and 
only 15% are successful [6]. Failure of e-government entails many negative conse-
quences, such as loss of time and money, loss of a good image of the actors involved, 
and an increase in future costs. For example, unsuccessful electronic governments 
hinder future projects due to the loss of confidence in them as a tool for modern-
izing the public sector. Despite the high failure rate, interest in this topic has grown 
significantly in recent years [7]. 

The purpose of this work is to analyze the existing studies of the social value 
of e-government to explore the current state and what value the electronic state 
should bring, and using the data of the Russian Federation as an example reveals the 
relationship between the factors of digital economy in the context of the electronic 
state and human capital factors. 

Among the research questions are (1) to what extent is the issue of assessing the 
importance of e-government for society developed in modern economic science? and 
(2) how does increasing the value of e-government for society affect the development 
of human capital? 

The authors answer these questions based on the data of the existing works 
exploring the concepts of the values of electronic states that can serve as a guide for 
research and practice in the government bodies and also reveal correlations between



Impact of Electronic Government on Human Capital: Dynamics … 439

the main factors of the digital economy involved in e-government and human capital 
factors. 

2 Literature Review 

2.1 Definition of E-government 

There are various interpretations of the concept of e-government. Table 1 presents 
the most popular of them. 

Having analyzed the interpretations of the term “e-government” in Table 1, we  
have come to the following conclusions. First, today there are several different 
approaches to understanding this concept. In the first, the narrowest, approach, the 
concept of electronic government is considered only as digitized information neces-
sary for government work or only as a tool that allows digital interactions with 
citizens in the provision of public services. The second approach, the definition of 
“electronic state” is considered more broadly and in detail, as a set of innovative

Table 1 Approaches to defining the concept of e-government 

Authors Definition of the term “e-government” 

Tyushnyakov [8] Transformation of relations emerging in the public sector, aimed at 
improving the quality and efficiency of public services, through the 
introduction of information and communication technologies and 
network operations 

Shkurat and Sidorenko [9] Organization of the activities of government bodies using the 
Internet, ensuring the internal unity of advanced information 
technologies with legal and legal norms, and external interactions 
of state information and communication systems and technologies 
with tax residents of the state 

World Bank [10] A set of state systems built on the basis of information and 
communication technologies that ensure the transformation of 
interaction with citizens, private business structures, as well as 
government agencies and organizations, in order to empower 
citizens, improve the quality of services provided, strengthen 
control and accountability, cut off the maximum transparency and 
efficiency of functioning of public administration bodies 

Mamay [11] The introduction of advanced information and communication 
technologies into the activities of state bodies aimed at improving 
the quality of services provided to citizens, increasing the 
reliability of information protection, organizing public 
administration functions in the most efficient way, and stimulating 
civil and social activity of citizens 

Artyomova et al. [12] Organization of interaction between public authorities and the 
public in digital form 
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information and communication technologies that allow providing citizens with the 
highest quality public services. In the third approach [8], an attempt is made to 
consider e-government as a tool built on the basis of digital technologies to ensure 
internal and external relations of the state. The advantage of these definitions is that 
they are highly specialized and can help more accurately define the problems that 
electronic software solves. However, this narrow focus in these definitions is at the 
same time their minus, because there are limited opportunities that can be offered to 
e-government [4, 13, 14]. The narrow definition and misunderstanding of the general 
concept of e-government lead to frequent failures of government initiatives in the 
implementation of ICT and transition from regular government to e-government. The 
authors of this article believe that e-government is a complex concept with many 
variables, which requires a deep understanding to develop and implement successful 
e-states, which, of course, includes the use of ICT, on the one hand, for more efficient 
functioning of the e-state itself, and on the other hand, to provide better services to 
citizens and all structural units of a particular country. 

Thus, in this study, we propose the following definition of the term “e-
government”: this is the use by the public sector of innovative ICT that transform rela-
tions with citizens, the private sector, and/or other government institutions, with the 
aim of providing all citizens with improved services, reliable information, and deeper 
knowledge in order to facilitate access to the governance process and encourage 
greater citizen participation. 

2.2 Public Value E-government 

Comprehending e-government and its value requires understanding and experience 
in process management at the state level. When dividing organizations into private 
and public, their main goal remains the same, which is in the service people, but each 
group does it in different ways [15]. Private organizations serve people as customers 
and strive to maximize profits, while public sector organizations consider each person 
as a citizen of a particular state. As a result, we get organizations of the state sectors 
that, on the one hand, operate in order to earn money for their stability, and on the other 
hand, experience additional concerns about social value [16]. This article describes 
the concept of general intrinsic value, which is based on the theory of Moore [17]. 
This theory is inextricably linked with public administration, its main focus is the 
creation of value but of public administration, which includes performance criteria 
borrowed from private organizations. The main concept of social value is contributing 
to public welfare through entrepreneurial activity. According to Castelnovo [18], 
when considering the individual components of the general value, special attention 
is needed to focus on specific groups of people who somehow participate in the social 
value chain. The author argues that it is wrong to consider a citizen as a separate unit, it 
makes sense to consider citizens divided into subgroups according to various criteria, 
citizens involved in the public sector, citizens involved in politics, citizens with direct 
attitude towards the private sector, etc. In their scientific study, Pazmiño-Sarango et al.
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[19] prove that public organizations are the main driver that has the most significant 
impact on the development and generation of social value. Organizations to some 
extent contribute to the development of values in society. The term “social value” 
is a kind of description of ways to solve complex problems. The structure of social 
value includes the ability of e-government systems to provide increased efficiency 
of government agencies, improved services for citizens, and the protection of social 
values, such as freedom, democracy, equality, and the consequences of these changes 
will depend on the current socio-economic context [16]. 

The effectiveness of e-government can be judged on the basis of its ability to 
create societal value not just for all citizens, but also for those who can be considered 
as consumers, as well as citizens who influence government policy. In the context of 
public sector reforms with the help of ICT, the theory of public value [17, 20], either 
initially or because of its adaptation, is increasingly used to study these reforms. 
When creating public value of the state, we primarily take into account the goals 
that are economically unprofitable, but fall into the category of social goals, e.g., the 
effectiveness of the state’s actions, equality, social interaction, relative independence, 
transparency, the welfare of society, etc. [21]. Pang et al. [22] describe in detail 
how the state can create social value through ICT for only five areas: access to 
public services, the availability of open interaction with society, the potential for joint 
production, accumulation and multiplication of resources, and innovative component 
in public administration. Thus, the authors conclude that the creation of social value 
and bringing it to a qualitative level within the framework of the electronic state must 
be understood as the ability of effective interaction of individual e-government units 
between themselves and outside their borders while maintaining social values, such 
as freedom, democracy, and equality. 

2.3 Structure of the Electronic State 

The structure of the electronic state, according to Ndou [21], is detailed and includes 
all major components. According to this framework, the existing network of e-
government definitions lends itself to three main components that characterize the 
structure of e-government, namely: (1) areas of transformation; (2) users, stake-
holders, and their relationships; (3) scope. The following areas of e-government 
transformation can be distinguished: internal, external, and relative. Domestic refers 
to the use of advanced technologies within government structures aimed at increasing 
performance indicators. For example, using technologies in such a structure, it is 
easy to connect individual departments and divisions with each other by introducing 
internal workflow, which significantly speeds up the exchange of information [23]. 

As for the external area of transformation, here we can include the processes 
associated with external players of this structure within one state, namely, providing 
more efficient and transparent communication with citizens and businesses in the 
private sector. Relative areas tell how the introduction of ICT can lead to funda-
mental changes in relationships between citizens and the state, with implications
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for the democratic process and structuring government. According to the struc-
ture of e-government Ndou, the component “Users, Stakeholders and their relation-
ships” includes four fundamental components: citizens of this state, private organiza-
tions, government organizations, and employees of private and public organizations. 
Accordingly, the government interacts separately with each of these four groups: 
G2C (government to citizens) is a state with citizens, G2B (government to business) 
is a state with private organizations, G2G (government to government) is a state with 
a state organization, and G2E (government to employees) is a state with employees 
of private and public organizations. 

According to the e-government framework proposed by Ndou, the full use and 
implementation of the complex networks of interconnections described in the second 
component (users, stakeholders, and their relationships), entails three main areas of 
application and dissemination for e-government: e-administration, e-citizens, and 
e-services, and electronic society. As a result of theoretical research, the authors 
have changed the above application areas of e-government. Following the method-
ology of Gill [24], the author separated the concepts of e-citizens and e-services 
to make e-services independent, and in connection with their closeness in volume 
e-citizens now merged with the electronic society, to become a separate unit, which 
includes the whole society. Thus, the authors came to the following applied areas 
of e-government. E-administration is digitization of all internal tasks of the state by 
automating processes between individual components of state structures. E-services 
are the digitization of connections and provision services between government agen-
cies, citizens, and private organizations. E-citizens and e-society imply establishing 
relationships and interactions between government institutions, citizens, and civil 
society as a whole. 

2.4 Human Capital 

To correctly operate with the concept of human capital, it is necessary to determine 
the interpretation of this term. Arvanitis and Loukis [25] refer human capital as a 
whole to factors of production. Chu et al. [26] refer human capital to knowledge, 
experience, level of mobility, skills, experience of employees, and leadership of the 
entire organization. Huff [27] classifies human capital as the intangible resources 
of individuals and groups of people, such as intelligence, knowledge, skills, etc. In 
this study, the authors interpret human capital as the skills and knowledge acquired 
by a person in the process of education and training, which are used to create new 
knowledge and skills, as well as to ensure that human needs are met.



Impact of Electronic Government on Human Capital: Dynamics … 443

3 Methodology 

To identify the significance of the impact of digital technologies used in public author-
ities on the factors of human capital indicators, digital technologies and factors of 
human capital were analyzed. Among digital technologies are the share of public 
authorities and local governments using the Internet; the share of government author-
ities and local governments having a data transfer rate over the Internet of at least 
2 Mbps; the share of placed orders for the supply of goods, performance of work 
and provision of services for state and municipal needs using electronic trading plat-
forms; the share of electronic document flow between public authorities. Among the 
factors of human capital are the average per capita cash income of the population in the 
Russian Federation; the share of domestic expenditures on research and development 
of the ICT sector in the total volume of domestic research and development costs; the 
number of researchers performing scientific research and development, per 10,000 
employed in economy. To determine the relationship between digital technology 
factors and human capital factors, the authors carried out a correlation analysis. It 
reveals the relationship between two or more independent quantities, while changes 
in the values of one or more of these quantities are accompanied by a systematic 
change in the values of another or other quantities. The author analyzed independent 
statistical data on the development of digital technologies and e-government, which 
justifies the choice of correlation analysis as the main research method [28]. The 
information base of the study was statistical data on the values of the factors of the 
digital economy, directly related to the electronic state and factors characterizing 
the development of human capital, presented by the Federal State Statistics Service 
(Rosstat, https://rosstat.gov.ru/), the study period was 2010–2019. 

4 Results 

To conduct the study, the authors selected the factors of the digital economy that are 
directly related to the e-government, namely the share of state authorities (OGV) and 
local government bodies (LSG) that used the Internet in the total number of surveyed 
organizations of OGV and LSG; the proportion of OGVs and LSG that had a data 
transfer rate over the Internet of at least 2 Mbps; the share of placed orders for the 
supply of goods, performance of work and provision of services for state and munic-
ipal needs using electronic trading platforms in the total volume of orders placed, 
by the number of auctions; the share of electronic document circulation between 
public authorities in the total volume of interdepartmental document circulation. 
Also considered are three factors related to human capital, namely, the average per 
capita cash income of the population in the Russian Federation (rubles per month); 
the share of domestic R&D expenditures in the ICT sector in total domestic R&D 
expenditures; and the number of researchers in R&D, per 10,000 employed in the 
economy. In the example of the Russian Federation and eight federal districts of the

https://rosstat.gov.ru/


444 U. K. Singh and M. Vlasov

RF, correlations between the above factors were calculated. Table 2 shows that with 
a positive change in the share of OGV and CHI in the use of ICT, in particular the 
Internet, there is a positive correlation with such a human capital factor as household 
income, but it is worth noting here that in the period from 2012 to 2018, the change 
in the first factor was insignificant (1.5% per year). Thus, we can conclude that the 
increase in the first factor does not directly affect the increase in the second. Further 
in Table 2, such factors of the digital economy as the share of OGVs and LSG that 
had a data transfer rate over the Internet of at least 2 Mbps, which also applies to 
ICT, and to the Internet, in particular. There is also a positive correlation (0.9) in 
relation to the monetary income of the population. Here it can be argued that the first 
factor affects the second, because the first changes by 4% every year. In other words, 
the speed of the Internet in OGV and CHI has a positive effect on the income of the 
population. According to Table 2, it is worth noting that such a human capital factor 
as “The number of researchers in R&D” has negative correlations everywhere (from 
−0.5 to −0.99), except for the format “the share of electronic document circulation 
between public authorities.” According to the authors, this has nothing to do with 
the speed of the Internet in government institutions and with the share of government 
organizations that carry out transactions through electronic trading platforms; most 
likely, one or more other factors that are not directly related to the electronic state 
play a role here.

When considering such a factor of the digital economy as “the share of electronic 
document circulation between public authorities,” we can conclude that there is a 
positive correlation with such a factor of human capital as the number of researchers 
in R&D. 

5 Discussion 

According to Jansen [29], the concept of an open e-government means that the 
actions and policies of the state should be developed and implemented in conditions 
of openness, transparency, equality, and cooperation. Particular attention will be 
paid to the conceptualization of e-government, that is, in practice, the state, using 
digital technologies, aims to improve internal relationships, namely, the relationship 
between various authorities and their employees, and external relationships, namely, 
with citizens of the state and private organizations. In the course of the correlation 
analysis, it was possible to find both positive and negative dependencies, which in the 
future, when developing the concept of introducing certain ICTs in the public sector, 
will help to choose the most effective tools. The results also showed the dominance 
of the government’s desire to use ICT to improve relations between citizens and the 
state, which will ultimately lead to improved human capital indicators at the country 
level.
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Table 2 Correlation coefficients of digital e-government factors and human capital factors 

Factors Average per capita 
cash income of the 
population in the RF 
(rubles per month) 

Share of domestic 
spending on R&D in 
the ICT sector in total 
domestic spending on 
research and 
development (%) 

Number of researchers 
in R&S, per 10,000 
employed in the 
economy (persons) 

The share of public 
authorities and local 
governments using the 
Internet in the total 
number of surveyed 
organizations of 
public authorities and 
local governments 

0.465 −0.023 −0.552 

The share of public 
authorities and local 
governments that had 
a data transfer rate  
over the Internet of at 
least 2 Mbps, in the 
total number of 
surveyed 
organizations of 
public authorities and 
local governments 

0.927 −0.060 −0.949 

The share of placed 
orders for the supply 
of goods, performance 
of work, and provision 
of services for state 
and municipal needs 
using electronic 
trading platforms, in 
the total volume of 
orders placed, by the 
number of auctions 

−1 −0.292 −0.999 

The share of 
electronic document 
circulation between 
public authorities, in 
the total volume of 
interdepartmental 
document circulation 

−0.476 −0.742 0.604
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6 Conclusion 

The theoretical significance of the study lies in identifying, based on the results of the 
correlation analysis, the relationship between the factors of the digital economy and 
the factors that ensure the development of the electronic state, which are drivers of 
the development of human capital, which can serve as a theoretical basis for further 
research on the impact of digitalization of government structures on the level of 
development of human capital. 

The practical significance of the study is the ability to form predictive models for 
the development of e-government based on innovative ICTs in order to improve the 
efficiency and quality of public services provided to the population. 
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Open Engineering Education Tools 
in the Context of Education 4.0 

Karim Ismagilov, Andrey Vlasov , Alexey Karpunin , 
Alexey Kurnosenko , and Anastasia Strukova 

Abstract The article examines the impact of Open Engineering Education on the 
digital transformation of the social sphere. We focus on the methods of Open Engi-
neering Education as a tool to eliminate interregional inequality and provide universal 
access to educational resources through its digitalization. The paper analyzes how the 
trends in the digitalization of education affect the development of its infrastructure 
within Education 4.0. We propose the concept of Open Engineering Education, which 
implements individual learning paths, and formulate recommendations on adapting 
teaching practice to changing requirements in the context of Education 4.0. 

Keywords Industry 4.0 · Education 4.0 · Engineering education · Digitalization 

1 Introduction 

Digital transformation of the economy implies both industrial and social changes. 
High labor mobility and regional inequality as the context for the modern labor market 
formation underlie the new requirements in education [1]. Challenges of Industry
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4.0 [2] have resulted in the emergence of a new educational concept, i.e., Education 
4.0. Today’s model of Education 4.0 is based on such components as personaliza-
tion of learning, expanding open education opportunities, the use of digital educa-
tional tools, project-based learning and mentoring, simple, accurate and adequate 
evaluation, availability of analytical data and information resources, etc. [3, 4]. 
Amid digital transformation, it is of high necessity to alter the teaching practice 
in terms of creativity, communications and end-to-end informatization considering 
the individual characteristics of students and demands of the industry. 

Open education is one having no strict academic requirements for admission to 
educational institutions, but with flexible individual learning paths adopted online 
[5, 6]. 

To ensure the effective functioning of open education tools as components of 
digital transformation of the social sphere, a number of prerequisites need to be 
met [7, 8], including an appropriate level of IT literacy and supranational language 
expertise (communication tool) among students. In addition, a wide range of potential 
users should have access to the Internet. As a result, the dynamic development of the 
regional digital environment requires the unity of communication means (linguistic), 
an accessible digital infrastructure for data transmission, and a sufficient level of IT 
literacy among users. The current digital eco-environment suggests encapsulating 
the methods of ecology, social policy and state and corporate governance into a 
single digital living space. Equal access to information, technology and infrastructure 
throughout the country and through them to educational resources is a necessary 
condition for successful development in the context of digital transformation. 

The purpose of the article is to systematize and generalize the trends in digital 
transformation of education and, on this basis, to form the concept and tools of an 
open system for training engineering personnel. 

The objectives of the study are to formulate the concept and approach to the 
implementation of tools that ensure the effective functioning of a multiservice 
information-educational environment for Open Engineering Education. 

The proposed concept establishes the general functional features of a typical 
system of Open Engineering Education: accessibility, that is the ability to identify and 
access educational components from one remote location and deliver them to many 
others; adaptability, that is the ability to adapt training to individual and corporate 
needs; cost-effectiveness, that is the ability to increase efficiency and productivity by 
reducing the cost and time required to provide distance learning; durability, that is 
the ability to withstand technological developments and changes without extra costs 
incurred in redesigning, reconfiguring and changing the source code; compatibility, 
that is the possibility to take an educational component developed in one system with 
one set of tools and platforms and use it in another system with a different set of tools 
and platforms; reusability, that is the flexibility to attach an educational component 
multiple times in different applications and contexts. 

The toolkit of Open Engineering Education systems aims to provide delivery, 
tracking and reporting on educational program management, management of user 
learning progress and user actions.
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The first part of the work provides an overview of solutions in the field of Open 
Engineering Education and analyzes the trends in the development of educational 
technologies starting from Education 1.0 to Education 4.0. We demonstrate the rela-
tionship between the elements of Education 4.0 and the trends in Industry 4.0 and 
investigate the key methods and technological tools of digitalization of education. 
Based on the results of systematization and generalization, we develop a problem-
modular approach to the implementation of the main tools and services of Education 
4.0, which deals with technological and methodological aspects of modern educa-
tion. In conclusion, the paper analyzes the experience of implementing Education 4.0 
technologies on the basis of a technical university and gives recommendations for 
further development of the components of the digital educational environment, both 
from the standpoint of the use of modern digital technologies and modern teaching 
methods and techniques aimed at shaping ‘creative’ personal growth. 

2 Literature Review 

In the context of digital transformation of the economy, it is worth noting a number 
of trends, such as the growing need of rapidly developing digital industries for engi-
neering specialists and providing parallel advanced training programs for the staff 
of educational institutions capable of working in the context of the end-to-end appli-
cation of digital technologies [9]. Under Industry 4.0, social transformation leads 
to a decrease in the total number of jobs and changes their nature [1]. Currently, 
professional requirements for specialists are increasingly affecting the IT sphere and 
digital literacy is becoming a mandatory criterion for professional development [7]. 
All this poses new challenges to the workplace skills and competencies of the digital 
production staff. 

Education 4.0 [4, 10] is another social component of the overall digital trans-
formation, along with Medicine 4.0, Business 4.0, etc. Interpretations of the term 
‘Education 4.0’ vary significantly: from basic educational components (educational 
content, didactics, pragmatics, teaching methods) presented in the form of a ‘cube 
of opportunities’ to direct comparison with the methods and tools of the Fourth 
Industrial Revolution. Many researchers believe this concept covers not only new 
technological opportunities, but also methodological and educational tools. It is still 
difficult to judge the completeness and correctness of certain approaches. Typically, 
Education 4.0 is a kind of ‘philosophy of the future’ that stimulates practical learning 
and teamwork, as well as the use of distributed sources of data, cloud storage and 
other advanced digital technologies. All this is combined into the so-called learning 
factories [10]. 

Education 4.0 involves not just cybertechnologies integrated into the learning 
process, but the formation of a unified social-educational cyberenvironment focused 
on solving both educational and social problems of society [11]. Cybertechnolo-
gies (technologies that combine computing (sensor networks, the Internet, social 
networks, cloud services, etc.) and physical components) form new global value
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chains with an emphasis on individualization, product digitalization and production 
flexibility [7]. 

On the one hand, Education 4.0 corresponds to new methodological approaches, 
and on the other, it implies new technological opportunities [11–13]. It is difficult to 
say which is primary and which is secondary. New technologies create new opportu-
nities, but their effectiveness is dependent on new methodological techniques used. 
It can be stated that the core of the open education system at the present stage is the 
digital learning environment (DLE), which has experienced an active development 
since Education 2.0. Such an environment is an information and software complex for 
vocational training of specialists, in which knowledge and skills are formed through 
general access to distributed knowledge resources [11, 14]. 

The cornerstone of Education 3.0 was student-centered learning technologies 
[15]. Their implementation was based on online technologies and services accessed 
by the general public, which underlay the creation of distributed tools for imple-
menting personalized learning technologies. Through these technologies, students 
were able not only to access the resources of university clusters, but also indepen-
dently construct self-education routes, thereby creating a personal mobile learning 
environment. 

In the era of the digital economy, engineers should have practical skills in using 
research and technological equipment, as well as be experienced in independent 
design and production activities, which is attained by introducing project-oriented 
learning methods [16–21]. 

DLEs can be categorized into two groups: open environments (without feed-
back) and closed environments (with feedback) [22, 23]. The delivery of educational 
content in the first group does not depend on the degree it is assimilated. A significant 
event in this approach is the adherence to a given algorithm for completing the educa-
tional module. In closed DLEs, a significant event is the level of knowledge obtained 
at a certain step of the learning algorithm. Upon completion of every educational 
stage, students are supposed to assess their knowledge by passing control tests that 
can consist of both open-ended and closed-ended (multiple choice) questions. All test 
results are recorded and an assessment is formed, which is part of a comprehensive 
evaluation of the knowledge gained. 

Simulation modeling tools [24] make it possible to widely use the opportunities of 
modeling real situations in various subject areas. In addition to solving model prob-
lems, students can have an opportunity to use various training systems. Such tools 
allow for actively using various business games and project-based methods in the 
distributed learning process [25]. Such adaptive DLEs implement a comprehensive 
interactive approach to learning. For example, BridgetoEnglish is one of the digital 
tools forming language skills adequate for communication. Created in the UK for 
professional use, it has proven itself over the years. The product contains listening 
exercises, crossword puzzles, dialogues, spelling tests, classical grammar and vocab-
ulary exercises, pronunciation and grammar guides, dictionaries, etc. All texts are 
provided with native speaker’s pronunciation, and nearly every sound is recorded 
in both male and female voices. Classes are built on a modular basis. There exist 
other similar systems that, owing to numerous methodological techniques and a strict
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Fig. 1 Typical structure of a problem-modular DLE 

performance assessment system, have proven to be effective for learning Romance 
languages [26]. 

Given the modern requirements for DLEs, it is obvious that closed learning 
systems offer the best opportunities. Let us scrutinize the principles of implementing 
a typical closed DLE with elements of problem-modular learning for the purposes 
of Open Engineering Education [16, 22]. 

DLEs can be classified according to their algorithmic structure. When using linear 
DLE algorithms, a student is provided with DLE in-built blocks. The advantage of 
such DLEs is their relative simplicity. Among their disadvantages are difficulties 
with covering complex topics with wide semantic links and problems with building 
a complex route with a guarantee of studying all individual sections of the subject 
area. 

Non-linear DLEs give an opportunity to dynamically adjust the path for studying 
individual sections based on student’s reaction, which is recorded by feedback tools. 
In these systems, the main situational element is the student’s decision made in 
a particular node of the learning algorithm. Non-linear educational algorithms are 
divided into directed, cyclic, and combined. 

Figure 1 presents a typical structure of a problem-modular DLE and its 
components. 

An e-learning course is a set of didactic units that provide information and content 
of the learning course (lectures, reference books, class assignments) [16]. 

Computer testing subsystems are software modules evaluating the current level 
of user competence through pedagogical computer tests [12]. 

Databases/knowledge databases are sets of user data, learning strategies, e-
learning course structures, etc. stored in e-learning systems [14]. 

The learning path generator is a subsystem that corrects (adapts) the DLE work 
to guarantee the best learning effect and create an individual learning route [13]. 

Such a modular structure of modern DLEs allows one to forge problem-oriented 
learning paths (including individual ones). These learning systems have a certain 
structure based on a conceptual unity that allows revealing new knowledge through 
the existing one, forming semantic links between them and, as a result, formulating 
an idea of the whole subject area under study.
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It can be stated that the main goal of global digitalization of the eco-environment 
is to accelerate production relations and reduce overall labor intensity. The formation 
of a global digital space blurs national boundaries, accelerates innovation, allows the 
exchange of new technologies and, consequently, changes the structure of the labor 
market [1, 9, 11]. In such an environment, highly qualified IT-specialists come to the 
fore [7]. 

Recently, there has emerged a large number of different educational systems acting 
as the basis for distributed e-learning. However, despite certain achievements, the 
development of open education methodological tools remains an urgent task. There is 
a need for a unified, comprehensive concept of Open Engineering Education adapted 
to regional characteristics and individual learning paths and aimed at the imple-
mentation of problem-modular and project-based technologies. A new conceptual 
form of problem-modular learning organization needs to be established that expands, 
supplements and increases the effectiveness of traditional open education forms. 
Resolving this problem is of crucial importance since today’s negative challenges 
(international restrictions, pandemics, underdevelopment of communications, etc.) 
lead to stagnation and interregional inequality. The widespread use of e-learning 
systems implementing open education systems and engineering education, in partic-
ular, as the most project-intensive one, is aimed at achieving the goals of The Same 
Country—the Same Opportunities trend. 

One of the fundamental components in the formation of a modern and effec-
tive open system for training engineers is the material-technical and technological 
(instrumental) infrastructure of the learning process and problem-modular training 
model based on it. 

3 Material and Methods 

Consider the main methods and models for implementing DLEs. A classical DLE is 
constructed using network, interactive and multimedia technologies [14, 23] that 
allow applying various communication means and techniques (verbal and non-
verbal). This combination affects the special manner of information perception by all 
participants in the open education process, taking into account the emotional coloring 
and all sensory channels: auditory, visual, kinesthetic, etc. This makes the learning 
materials as visual as possible and, therefore, easily understandable and memorable. 
In addition, one of the most important advantages of DLEs is interactivity, which 
allows one to keep working in an interactive mode. 

Among the significant parameters of DLEs are communicativeness, accessibility, 
distribution, and modernity of the knowledge component. Modern DLEs include 
distance research workshops and simulation modeling modules, including through 
the use of Digital Twins technologies [24]. DLEs also cover control subsystems, 
such as adaptive ones, which combine periodic control and learning from simple to 
complex [12, 13].
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Fig. 2 Organizational forms of the educational process 

With the introduction of digital transformation elements, learning management 
systems (LMSs) have become the predominant systems of open education, where 
the emphasis is put on managing the content of learning programs and administrative 
support (lectures, chats, task management, etc.). Blackboard [27] and Moodle [14] 
are some of the most popular platforms. 

Using the Blackboard learning system, educators can post learning materials, 
course information, reference books, and home tasks. The system also provides 
features for student–teacher communication and other collaboration tools. The 
Moodle system (Modular Object-Oriented Dynamic Learning Environment) is an 
open source learning management system designed to provide the best experience 
for learners and an unparalleled level of data security. Moodle users can use the 
system in the cloud or on a server. The cloud platform MoodleCloud is quick to 
set up, easy to scale, and has many standard features available for instant use. The 
structure of the learning process on this platform is shown in Fig. 2. 

All learning materials are a single knowledge database, which stores all the infor-
mation on different courses. It also encompasses the elements indirectly related to 
educational materials, such as style requirements, tests, a full set of questions and 
answers to independent tasks, etc. The special features of the learning system make 
it possible to differentiate one educational material from another and not change the 
overall structure of the course. 

To assess the effectiveness of these technologies and tools in the implementation 
of DLEs, statistics on the implementation of corporate training for a distributed group 
of specialists (electronics manufacturers) at the training center of Bauman Moscow 
State Technical University are summarized. Statistical data were obtained as a result 
of testing study groups at various stages of the educational process and surveying 
students. The resulting sample is subjected to further processing using statistical 
methods, the Delphi method, etc. 

The capabilities of the LMS model allow one to fine-tune the architecture of the 
learning course to the needs of the educational process. The availability of materials
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can be controlled by the role-based access model, have date and time limits, as well 
as be restricted once a particular task is done. For instance, the access to the second 
lecture may be limited until the student has studied the first one and completed the 
corresponding tasks. It instills discipline and compels students to study the course 
materials. 

The implementation of Open Engineering Education based on the above solu-
tions covers a wide range of potential users. Such solutions are intrinsic to modern 
engineering education, distributed corporate learning systems and local profes-
sional development activities. Modern digital technologies blur boundaries and make 
knowledge accessible regardless of the user’s location or other restrictions. 

4 Results 

The educational system, viewed as Education 4.0, requires a constant connection 
to the data transmission medium, human participation and decentralized decision-
making. The major tools of Education 4.0 are cyber-physical systems (CPSs), virtual 
and augmented reality, cloud computing, big data analysis, etc. [28–30]. Digital tool 
manufacturing technologies in Industry 4.0 create a new type of factory of the future, 
namely smart factories [9]. Such factories pose new challenges for the training of 
specialists, their regional distribution and independence. It can be stated that it is 
human resources that are becoming the main resource of digital transformation [15]. 

Modern educational technologies are transforming and changing. They are 
becoming increasingly important for overcoming social and regional inequality and 
for creating a single distributed professional eco-environment. 

Problem-modular project-based learning is a learning system in which teachers 
create problem situations and encourage students to be active and independent in 
resolving them, thereby creatively acquiring knowledge, skills and abilities [19, 22]. 
At that, at all stages of the educational process, students receive information in 
accordance with a certain route-module. 

Analyze the main tools of problem-modular project-based engineering education 
that implement the provisions of Education 4.0. They are divided into organiza-
tional, methodological, and technical. In problem-modular learning, a module is a 
relatively integral structural unit of information, activity, process or organizational-
methodological structure that make up the discipline. 

To ensure the accessibility of open education in the context of a problem-modular 
learning system, the modules need to be divided into discipline submodules. The 
proposed hierarchical structure of the learning materials is presented in Fig. 3.

A small amount of learning materials in the discipline submodule gives students 
the impression of a simple task that can be solved without spending a lot of time. This 
encourages them to study the next submodules. Discipline submodules are arranged 
in a logical sequence, and the previous submodules serve as a source of initial data
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Fig. 3 Hierarchical 
structure of the learning 
materials

for the subsequent ones. Routing of initial data combined with the elements of adap-
tive testing ensures the continuity of educational materials and the assimilation of 
accumulated knowledge by students [13, 15]. 

Submodules are filled with multiplicative resources for collective use, developed 
using information technology and providing not only accessibility, but also vari-
ability. Such resources include visualized thematic dictionaries of terms and defi-
nitions based on the individual perception of ideas [16], educational software with 
user-friendly interfaces that do not need prior user training [23], libraries, video 
libraries, databases and search subsystems with direct navigators, etc. [5, 27, 30]. 

The predominance of laboratory and practical classes and project activities is 
typical of engineering education [15]. Project-based methods for performing prac-
tical work using social communication tools make it possible to effectively apply 
group (team) forms of training to technical disciplines, in which the process of 
fulfilling production tasks models and the system of industrial relations are impos-
sible to explain to students using only oral presentation of the course material [15–21]. 
Figure 4 shows the methodology of the traditional approach to the implementation 
of practical term paper. Unlike the traditional one, the implementation of project-
module training creates an industrial atmosphere, implements teamwork, situational 
decision-making, collective distribution of roles, simulated production situations that 
are as close as possible to real ones [25]. This approach creates conditions for the 
development of individual and leadership qualities of all participants in the project 
activity. To create teams, random or specifically selected methods are used. Students 
can be divided into teams by mentors or form a team independently based on their 
interpersonal relationships, group leaders or areas in which they better understand 
each other’s ideas about terms and definitions of the subject-specific vocabulary. 
Teamwork produces the greatest effect when students from different countries are



458 K. Ismagilov et al.

Fig. 4 Schematic 
representation of the 
traditional approach to 
writing and defending course 
papers 

involved in it. Through joint activities, they form a common supranational worldview 
and project-related culture. 

One of the main elements of modular education is a system for monitoring and 
evaluating student performance [12]. Practical work is evaluated according to the 
criteria of effectiveness and readiness of the practical object. Learning outcomes are 
assessed using various educational standards and pedagogical evaluation systems; 
measurement scales are recalculated. Course papers are evaluated using complex 
criteria. 

Generally, when implementing open education technologies, the methods of adap-
tive testing demonstrate the greatest effectiveness. While forming a learning route, 
adaptive testing is aimed at dealing with training objectives in the first place, and 
only then evaluation ones. This approach helps students absorb information and is 
less related to disciplinary functions, i.e., is more humane. Knowledge evaluation 
in DLEs is performed for various purposes. The relationship between knowledge 
assessment methods in DLEs is shown in Fig. 5.

To create a learning profile, students should pass an entry assessment in order 
to determine the incoming level of their competence and choose a path that will 
correspond to their abilities and be comfortable in learning. Pre-testing is carried out 
once individual sections (modules) for identifying the incoming knowledge level are 
completed. Current assessment provides control in the process of performing current 
assignments. Intermediate testing is usually undertaken to assess knowledge during 
intermediate performance reviews (modules). The final assessment (performance 
review, external testing, exam) is carried out after the completion of the discipline.



Open Engineering Education Tools in the Context of Education 4.0 459

Fig. 5 Knowledge assessment methods in DLEs

To check the adequacy of mastering educational programs, it is highly advis-
able to conduct an external assessment of learning outcomes (mastering a block of 
disciplines, etc.), for example, evaluation procedures in internationally recognized 
organizations, such as Thomson Prometric, VUE, CatGlobal-Promissor, etc. As a 
result, upon graduation, the student will have not only a diploma, but also a number 
of recognized international certificates in certain specialities. This approach allows 
assessing both the quality of mastering educational programs by students and the 
quality of the entire educational process. The more certified specialists graduate 
from an educational institution, the better it is adapted to rapidly changing market 
conditions and industry demands. 

The main element of project activities is course projects. Within the open education 
system, their implementation is unconventional. However, this project activity can 
also be effectively realized through modern systems of project management and 
version control including in the framework of group projects. The traditional method 
of writing and defending a course paper lies in consulting with the research advisor 
and designing the sections of the work. Once the paper is completed, the advisor 
looks it through and gives corrective advice, checks the corrected version and, if 
necessary, writes additional recommendations. After that the student defends the 
course paper in front of the examination board. With this form of training, it is 
difficult to distinguish between the contribution of the student and the teacher to 
the work performed and objectively assess the level of the student’s knowledge and 
skills. In essence, it is assessed how the student defends their work and answers to 
the questions. The traditional approach to writing and defending course papers is 
shown in Fig. 4.
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When implementing project-based methods in open education, practical work 
is evaluated according to five main criteria: topic complexity (three levels of 
complexity), completion period of the course paper, the content of the engineering 
analysis notes in accordance with the guidelines, the compliance of the engineering 
analysis notes with style recommendations, the compliance of graphic elements with 
requirements, defense of the course paper. At that, it is defended ‘invertedly’. The 
student writes all parts of the course paper based on the advisor’s recommendations 
and in accordance with the writing and style guidelines. During the defense, the 
examination board evaluates the student’s ability to present their work, the content 
and correctness of answers to the questions, and the research advisor assesses the 
content and compliance with the guidelines’ requirements. 

The analyzed methodological tools of open education are impossible to realize 
without an effective management environment. Lately, the SCORM (Sharable 
Content Object Reference Model) standard—a set of rules for organizing work 
with educational materials—has become widespread in the construction of inte-
grated learning systems. The developed generalized architecture of a SCORM-based 
learning system is shown in Fig. 6. 

The SCORM standard determines what types of service functions should be 
present in order to handle a certain problem of organizing learning materials, how 
these functions can be interconnected and how they can be used. The SCORM core 
is the learning management module. Its architecture is a set of services, each of 
which has a specific functionality aimed at delivering, tracking and reporting on the 
management of the educational process and materials, tracing learning progress and 
user actions.

Fig. 6 Generalized learning management architecture in a DLE 
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The SCORM standard allows focusing on the mechanisms of interaction (inter-
faces) between the learning materials and the functional work environment. This 
makes it possible to create a set of one’s own learning management services with 
unique competitive implementation. At that, the requirement that SCORM modules 
from different developers should be compatible is preserved. 

In SCORM, the learning process is managed through the client–server archi-
tecture, which provides an opportunity to operate and deliver material to the user. 
According to SCORM, the DLE core determines what to deliver and at what time, 
and tracks the progress and performance of the user while they are learning. 

Based on the results of research, a concept and approach to the implementation 
of distributed DLE tools are proposed, which differ from the existing alternatives 
in the problem-modular paradigm of educational services and personalized learning 
paths with the elements of adaptive testing and predictive analysis, which ensure 
the effective functioning of the multiservice information-educational environment 
of Open Engineering Education. 

5 Discussion 

Open Engineering Education tools have a significant effect on digital transformation 
of the social sphere as a whole. In the context of digital transformation, the combi-
nation of a problem-modular approach and modern digital tools allows forming a 
new type of educational technology, that is, smart education [3]. Smart education 
carries a high social connotation. It implies free access to knowledge, an individual 
approach to every student, and cross-learning of vocational communities. 

To evaluate the effectiveness of the proposed DLE technologies and tools and 
implement them, the results of corporate training for a distributed group of specialists 
(electronics manufacturers) were qualitatively analyzed. The survey results were 
processed using statistical data processing procedures. At the initial stage, incoming 
competence evaluation tests were used. Three independent groups of students (with 
varying sizes and from different companies) were tested. 60–70% of the participants 
from the first group (8 people) gave correct answers to the questions of the basic 
tests (basic knowledge of the subject area). In the second (15 people) and the third 
(6 people) groups, the share of correct answers amounted to 70–80% and 80–90%, 
respectively. The results are given in Fig. 7.

Among the main characteristics of DLE implementation are labor intensity, 
complexity, novelty, level of methodological support, and consistency. The char-
acteristics were assessed in relative units on a scale from 1 to 5, depending on the 
students’ incoming competence in each individual group (Fig. 8).

To assess how dependent the labor intensity of learning materials is on the 
incoming competence, each group were tested independently. 

Figure 9 presents the correlation between the complexity of learning materials and 
the incoming competence, and Fig. 10 shows the correlation between the novelty of 
learning materials and the incoming competence.
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Fig. 7 Results of incoming 
competence evaluation tests 
for the three groups of 
students
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The dependence of the methodological support level on the incoming competence 
is shown in Fig. 11, and the dependence of the consistency of learning materials on 
the incoming competence is shown in Fig. 12.
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Fig. 11 Correlation between 
the methodological support 
level and the incoming 
competence 
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In order to make the most of the DLE functionality and improve the learning 
process when integrating courses into DLEs, it is necessary to use a variety of types of 
educational materials and methods of their presentation (interactive lectures, business 
games, team tasks, etc.). The integration outcome also depends on the correct use of 
various open education tools, both technological and methodological, as well as the 
way the curriculum is formalized. 

The formalization method chosen correctly allows one to comprehensively 
analyze the training course for the subsequent integration of its learning materials 
into the DLE and to use the DLE functionality to the maximum. 

6 Conclusion 

The ever-increasing requirements for labor mobility in the context of digital trans-
formation determine the need to introduce new digital technologies for knowl-
edge transfer. Open education technologies and tools, along with smart factories, 
digital twins, smart social environment, etc., are the basis for dealing with digital 
transformation problems holistically. 

Creating a unified learning environment is crucial for an effective digital living 
space, whether it is a region, a municipality or an enterprise. It underlies the
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sustainable development of production activities, which implies a responsible envi-
ronmental attitude, high social responsibility and highly skilled human resources. 
When adopting investment plans, world industrial leaders account for the state of 
the training sector and its impact on the regional social environment in the first 
place. Education is among the fields having the greatest influence on the trends in 
the sustainable development of the social environment. The trends of ‘ubiquitous 
learning and end-to-end knowledge exchange’, testing and predictive formation of 
routes for each student taking into account the principles of sustainable development 
of their professional activity form a knowledge-based eco-environment. The evolu-
tion of any region should meet development standards in three categories—social, 
managerial and environmental—both in industry and education. 

The proposed solution for creating a SCORM-based multiservice educational plat-
form using the methodological and technological tools of Open Engineering Educa-
tion allows one to track the unfolding digital transformation. The developed gener-
alized architecture of educational management in the DLE can be used to prepare, 
analyze and enhance the unity of the educational environment, reduce interregional 
inequality and increase labor mobility. The effective methodological and techno-
logical tools of Open Engineering Education applied within Industry 4.0 make it 
possible to create prerequisites and forecast the development paths of the industrial 
digital revolution. 
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Abstract The fast-paced digitalization and automation make hard skills acquired 
by employees in their academic study programs outdated and irrelevant very fast. 
Hence, researchers and practitioners have recently demonstrated a growing interest in 
studying soft skills in various settings, including leadership, education, and training. 
Additionally, in times of digital transformation, businesses are promoting employee 
engagement evermore, particularly in the present context of crises and instability. The 
research intends to investigate this issue from the viewpoint of employee soft skills. 
We specifically look into the link between employees’ soft skills and workplace 
engagement. While doing our research in two different countries, we distinguish 
between commercial and non-commercial organizations as well as add an interna-
tional perspective. Based on an acknowledged European skills framework, we focus 
our study on such soft skills as teamwork, communication, and conflict management 
and use recognized surveys to quantify them. We use a well-known Gallup method-
ology to evaluate employee engagement. Using correlation analysis, we investigate 
the impact of the three selected skills on employee engagement while considering the 
organization type and country, factors that may play an important role in the digital 
transformation of businesses and companies. 
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1 Introduction 

Due to the times of crisis, the global economy is experiencing and the dramatically 
declining population’s purchasing power worldwide, organizations have to search 
for new ways to stay competitive and survive in the market. At the same time, in the 
fast-changing market, technology advancements and penetrating digitalization have 
established themselves as primary drivers of business growth [1]. However, these 
technologies shape not only businesses but also the workplace, triggering its change. 
As the new workplace encompasses individuals from different cultural backgrounds, 
interpersonal communication skills become a must to be able to work efficiently. The 
workforce’s demographics are likewise changing. People of various nationalities, 
gender identities, and ages, including those close to retirement, actively participate 
in the work processes. Due to such changes, businesses pay increased attention to 
soft skills [2]. 

We further observe that digitalization and automation are increasingly penetrating 
all sectors of the economy. For example, recently, the so-called Robotic Process 
Automation (RPA) topic has been rather trendy in research, and at present, it is a 
daily practice for many businesses. Hereby, robots, commonly known as “bots”, 
interact with software systems by imitating user behaviors, reducing the workload 
of the human workforce [3] or, in other terms, making many hard skills or even jobs 
obsolete in many sectors [4]. Predictably, such hard skills as programming have also 
undergone automation [5, 6]. Hence, relying solely on the skills acquired within an 
academic qualification is not sustainable. 

It becomes natural that scholars and practitioners started to show an increased 
interest in the research of soft skills in different contexts, for example, informa-
tion systems (IS) [7], education programs at universities [8], leadership training 
programs [9], comparative analyzes of the demand in hard and soft skills [10] to  
name a few. Hereby, the topic of employee engagement, i.e., energy, involvement, 
and willingness to contribute to organizational success [11, 12], is mentioned in 
several limited contexts, such as leadership soft skills advantageous for engaging 
employees [13–15]. Employee engagement can also potentially positively influence 
the imbalance in the hard skills due to the mentioned job automation. Further, [16] 
recommends increasing employee engagement by developing soft skills such as 
leadership, communication, and teamwork. Albeit this seemingly natural relation 
between the soft skills of employees and their willingness to engage in organiza-
tional work, the literature lacks empirical studies investigating the direct relation 
between employee skills and their engagement. 

Thus, motivated by this gap, in our preliminary study, we aim to select and empiri-
cally measure soft skills and study their relation to employee engagement, taking into 
account such factors as the type of organization and different countries. Hence, we 
pose the following main research question (MRQ): do employee soft skills influence 
their engagement in organizations? Based on this MRQ, we define the following 
RQs: 

RQ1: how do selected soft skills influence employee engagement?
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RQ2: does organization type (commercial, non-commercial) influence employee 
engagement? 

RQ3: does a country context influence employee engagement? 
In previous studies, soft skills have been suggested as an instrument to increase 

employee engagement which is also named as a key to corporate success, i.e., higher 
employee retention, productivity, better customer service, satisfaction, and loyalty, 
and, as a result, faster growth and higher profits [13–16]. In this study, we also 
consider which soft skills can potentially influence employee engagement to offer a 
functioning instrument in Human Resources (HR) management as one of the main 
success factors in dynamically changing environments. 

Accordingly, the scientific contribution of the research is empirical evidence of 
the relation between selected soft skills and employee engagement which is limited 
in the existing literature. Several studies mention soft skills among those factors 
likely influencing engagement. However, they lack detailed theoretically and method-
ologically grounded empirical research to analyze specific soft skills as factors for 
employee engagement increase. The practical contribution of the work consists of 
the following. Organizations can use this knowledge on soft skills to develop targeted 
training programs for existing employees and include specific questions in interviews 
and assessment tests in the selection process of potential candidates. 

The remainder of the paper is structured as follows. Section 2 provides background 
information and related work on soft skills and employee engagement research, 
including theoretical and empirical works. Section 3 presents the methodology of 
the research. It includes the review of evaluation methods of employee engagement 
and soft skills. Further, the methods and set of soft skills selected for this study 
are presented. Afterward, the survey set-up is described. Section 4 presents the data 
sample and survey results, followed by the discussion and reflection on the research 
questions. Key conclusions and outlook are provided in Sect. 5. 

2 Background 

In this section, we provide the theoretical background necessary to understand soft 
skills and employee engagement research in general and related work serving to 
identify the gaps in the intersection of these two topics. 

2.1 Soft Skills: Definitions and Main Research Directions 

Soft skills, a notion getting much traction in recent years, describe personal 
transversal skills such as social aptitudes, language and communication ability, 
friendliness and teamwork ability, and other personality attributes that characterize 
interpersonal connections. As a rule, soft skills complement hard skills or competen-
cies to accomplish a specific task or activity [17]. In contrast to hard skills, i.e., content
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expertise, soft skills are historically related to managing people. Whereas hard skills 
have always been a primary focus of HR managers, soft skills as a competence 
essential for individual, team, and organizational success [18] have been increas-
ingly getting the attention of researchers and practitioners [19]. Addressing such 
personal characteristics as teamwork, self-awareness, conflict management, effective 
communication, and soft skills significantly impacts the quality of products, services, 
organizational processes, and workers’ lives [17]. Hard skills are task-specific, and 
soft skills are applied in various situations. 

Unlike hard skills, soft skills are intangible and, thus, difficult to measure and 
quantify. Further, there is no unified definition of soft skills in the literature due to 
their abstract and vague character. According to [20], soft skills are a broad concept 
encompassing many aspects of personality, including emotional, behavioral, and 
cognitive components. This indicates the difficulty of defining what needs to be 
included or excluded from the definition. 

Legitimately, a large number of studies are devoted to systematic analysis and 
mapping studies aiming to define soft skills [21]. We refer to [20, 22], consolidating 
more than 30 soft skills definitions. These research works [21] highlight three main 
approaches to determining the concept of soft skills: (1) providing an explicit defini-
tion, (2) providing examples of specific soft skills, and (3) focusing on the comparison 
of soft and hard skills. 

Similar to these approaches, other literature on soft skills can be grouped into 
the following categories: (1) research and practical efforts on the classification 
approaches, i.e., development of various skills frameworks such as European Skills, 
Competences and Occupations classification (ESCO) [23], (2) research on soft skills 
in specific subject areas like soft skills in Information Systems and Software Engi-
neering [7, 24], (3) research aimed at the approaches to training soft skills such 
as educational games [20] or project-based learning [25], (4) both hard and soft 
skills research directions focused on the skill sets for various purposes, for example, 
information security managers profiles [26]. 

In line with the first point, literature evidences a number of various frameworks 
devoted to the classification of skills in general and in a particular area. For example, 
the e-Competence Framework (e-CF) is a competency reference framework for the 
Information and Communication Technology (ICT) industry [27]. It can be used 
by ICT practitioners, managers, human resources departments, the public sector, 
and educational and social partners across Europe [28]. Another popular framework 
related to the ICT sector is the Skills Framework for the Information Age (SFIA), 
which has been gradually developed over the last few decades to help individuals 
and organizations manage their skills [29]. Further, ESCO is a generic European 
Commission-promoted official labor classification that European Union employment 
agencies will implement in the near future. The primary goal of the ESCO frame-
work is to assist in bridging the gap between education and training and the labor 
market. As a result, the mismatch between employees’ skills and company demands 
might be addressed [28]. Another differentiation to be mentioned here is country 
specificity. Whereas ESCO is focused on job profiles in Europe, the Occupational 
Information Network (O*NET) is a publicly available online database developed to
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describe occupational features across US job titles [30]. Additionally, several other 
overarching frameworks, such as project management, address the topic of skills 
classification, among others [31]. 

Research on soft skills in specific subject areas has emerged triggered by certain 
trends. Accordingly, with the ongoing digitization and growing attention and demand 
on technical job profiles, soft skills, naturally not lying in the focus of these job 
profiles, have started to get increasing attention of research and practice in this rela-
tion. For example, [32] analyzed 500 advertisements for IT positions, focusing on 
the soft skills mentioned in these advertisements to determine which soft skills are 
in high demand for software development jobs and which soft skills are neglected 
despite their importance. In a recent research effort, [19] presents an analysis of the 
perceived importance and existing gap of soft skills for new entrants in the informa-
tion technology sector. Florea and Stray [24] investigate the job advertisements for 
testers from the perspective of soft skills. 

Another group of research works deals with the approaches to training soft skills. 
While some studies are targeted at designing and developing training programs [33], 
others aim to evaluate their effectiveness [34]. 

2.2 Soft Skills and Employee Engagement 

The harsh rivalry and global economic recession have recently increased the value of 
employee engagement, which has been of interest to managers for years. The rela-
tionship between employee engagement and performance has traditionally received 
much attention in study and practice, in addition to several literature reviews [35]. 
The study diversity has increased along with the demand. Currently, one can iden-
tify the following major research trends: (1) defining engagement, for instance, as a 
distinct and particular concept consisting of knowledge, emotion, and behavior [36], 
(2) measuring engagement, like an approach by Gallup [37], (3) factors influencing 
engagement [38]. The latter can be further split into (i) organization-related factors, 
such as already mentioned performance [35], (ii) personality-related factors, like 
various personality traits [39], and (iii) specific factors, for example, Covid [40] or  
different countries context [41]. 

When considering engagement and soft skills together, a number of studies can 
be cited, including [13–15], which looked into the soft leadership skills beneficial 
for motivating employees. Further, [16] suggests strengthening soft skills like lead-
ership, communication, and teamwork to raise employee engagement. Young et al. 
[39] perform a study to determine the workers most likely interested in their work. 
The eight personality qualities such as conscientiousness, neuroticism, extraver-
sion, agreeableness, openness to experience, proactive personality, and positive and 
negative affectivity, are highlighted. However, despite a variety of studies related to 
employees’ soft skills and their connection with other organizational and personal 
characteristics, the research lacks empirical studies investigating the direct relation 
between employee soft skills and their engagement.
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3 Methodology 

As indicated in the work’s title, this is a preliminary study that tests the research 
questions and approach while taking a minimal set of soft skills mostly highlighted 
by other researchers. Hence, as the first step in our survey design, we focused on 
scoping and selecting soft skills. Motivated by the research [16] and taking the already 
mentioned ESCO framework soft skills classification as a basis, we bring teamwork, 
communication, and conflict management soft skills into the study focus. 

Afterward, the related empirical research studies and relevant surveys were 
reviewed for the three selected soft skills. Accordingly, several studies were 
analyzed for measuring communication skills and adaptions of prominent surveys in 
specific domains like sports [42]. For example, the study by [43] considers several 
communication-related factors in an organization, including the standard of corpo-
rate information, the degree of information support, barriers to interpersonal contact, 
and an analysis of distinct business communication styles. With this, the author 
uses different question types and scales, which makes the usage of such a survey 
rather challenging. Another questionnaire was developed by [44] to collect data 
on the communication skills of project teams in the automotive industry. However, 
we encountered the same challenge of different question types and scales. Hence, 
further surveys more relevant to our research goal were identified [45, 46]. Finally, 
to assess the level of communication in the team, V. F. Ryakhovsky’s test was used 
with necessary adjustments in the wording to fit the topic and objectives of the study. 

For teamwork and conflict management, a similar search process was performed. 
To measure conflict management, the intra-group conflict analysis questionnaire 
presented by Lehmann-Willenbrock et al. [47], adapted to the topic and objectives 
of the study, was implemented. 

To measure the respondents’ team orientation, the “Teamwork” scale was adapted 
based on the standardized German questionnaire “Bochumer Inventar für berufsbe-
zogene Beschreibung (BIP)” [48]. Team orientation means a high appreciation of 
teamwork and cooperation and a willingness to support team processes. In addition, 
the willingness to give up one’s interests and position in favor of the team is measured. 
Moreover, teamwork is associated with accepting responsibility for cooperation and 
a willingness to support team decisions. The scale includes 13 items, e.g., “I am 
convinced that almost all current problems can only be solved in a team”, and “I 
can fully develop my abilities, especially in collaboration with others.” The response 
format consisted of four items ranging from “not at all” to “completely”. 

A well-known Gallup approach of 12 yes/no questions was used to measure 
engagement [49]. The final socio-demographic part of the questionnaire addressed 
questions about the demographic characteristics of the respondents. For all scales 
used in this study, Cronbach’s alpha coefficient was calculated to assess their internal 
reliability. The obtained data are higher than the recommended Cronbach’s α ≥ 0.7.
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The questionnaire was implemented in Google Forms and translated into two 
languages: Russian and German for Russian and German participants correspond-
ingly. In both countries, participants from commercial and non-commercial orga-
nizations were involved in the survey. The main dependent variable was employee 
engagement. The study was conducted in the period of April–May 2022. 

4 Survey Results and Discussion 

IBM SPSS Statistics data processing program was used to analyze the collected data. 
Average values with standard deviation were calculated for the variables. A paired 
Student’s t-test was used to evaluate the influence of employee soft skills on the 
main dependent variable. Spearman’s rank correlation method was used to estimate 
correlation links between employee soft skills and engagement. The differences were 
considered statistically significant at p < 0.05. As a statistical method, correlation 
analysis, using correlation coefficients, allows determining whether a relationship 
exists between variables and how strong it is. 

The main characteristics of the two groups are summarized in Table 1. 

Table 1 Characteristics of the groups of the study 

Characteristics Russia Germany 

Gender distribution, number of respondents 

Men 24 21 

Women 40 41 

Age distribution, number of respondents 

20–24 years old 7 1 

25–29 years old 6 9 

30–34 years old 5 17 

35–39 years old 16 10 

40–49 years old 9 17 

50–59 years old 11 5 

Over 60 years old 10 3 

Level of education, number of respondents 

Academic degree 2 15 

Higher (specialist, master) 37 32 

Bachelor degree 12 6 

Secondary education and other 13 9 

Form of business activities of the organization in which the respondent is employed 

Commercial 46 20 

Non-commercial (social, cultural, educational, spiritual, charity, etc.) 18 42
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In the course of the analysis, statistically, significant differences were found in 
the influence of employee soft skills on their engagement between groups in Russia 
and Germany (p ≤ 0.05) (see Table 2). This allows us to answer RQ1 and RQ3. 
An observable influence of the soft skill “Teamwork” on employee engagement 
in both countries was demonstrated. For the Russian organizations, the influence 
was identified as “moderate” (k = 0.43, p = 0.021) on the Cheddock scale, and, 
for Germany, as “noticeable” (k = 0.61, p = 0.050). A moderate influence of the 
soft skill “Communication” on the employee engagement was observed for both 
Russia (k = 0.41, p = 0.001) and Germany (k = 0.34, p = 0.030). A discrepancy 
was identified in the influence of the “Conflict management” skill on engagement: 
although the correlation coefficients are weak for both countries, there is a negative 
influence in the case of Russian employees (k = −0.15, p = 0.040), in contrast to 
German employees (k = 0.13, p = 0.025). 

The next step was to analyze the influence of the form of business activities of the 
organization in which the respondent is employed (commercial and non-commercial) 
and their engagement. Accordingly, it was found that the analysis results of the two 
countries are relatively similar for the employee engagement of non-commercial but 
different for commercial organizations (see Table 3). 

Further, following RQ2 and RQ3, the correlation between employee soft skills 
and their engagement in commercial and non-commercial organizations has been 
calculated. The results are presented in Figs. 1 and 2.

According to the obtained profiles of employee soft skills influence on their 
engagement in commercial and non-commercial organizations (Figs. 1 and 2), it 
can be stated that in non-commercial organizations of both Russia and Germany, the 
employee soft skill “Teamwork” has the most significant influence on their engage-
ment (k = 0.71, p = 0.014 and k = 0.57, p = 0.041, respectively). The employee soft

Table 2 Correlation analysis results of the influence of employee soft skills on their engagement 

Employee soft skills Correlation with engagement 

Russia Germany 

Correlation coefficient p Correlation coefficient p 

Teamwork 0.43 0.021 0.61 0.050 

Conflict management −0.15 0.040 0.13 0.025 

Communication 0.41 0.001 0.34 0.030 

Table 3 Employee engagement in Russia and Germany in relation to the form of business activities 

Form of business activities Average value of employee 
engagement 

Russia Germany 

Commercial organizations 7.06 ± 3.74 8.67 ± 2.25 
Non-commercial (social, cultural, educational, spiritual, charity, 
etc. organizations) 

8.94 ± 3.08 8.77 ± 2.48 
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Fig. 1 Correlation analysis results of employee soft skills influence on their engagement in 
commercial organizations in Russia (solid line) and Germany (dashed line) 

Fig. 2 Correlation analysis results of employee soft skills influence on their engagement in non-
commercial organizations in Russia (solid line) and Germany (dashed line)

skill “Conflict management” has shown a negative influence on their engagement in 
organizations of both countries (k = −0.34, p = 0.004 and k = −0.42, p = 0.026, 
respectively). 

In the case of commercial organizations, the analysis results slightly change. For 
Russia, “Communication” has demonstrated the greatest influence on engagement 
(k = 0.54, p = 0.046), whereas less significant effects are identified for “Teamwork”



476 A. Revina et al.

and “Conflict management” (k = 0.46, p = 0.008 and k = 0.039, p = 0.040, respec-
tively). In Germany, the employee soft skill “Teamwork” (k = 0.54, p = 0.034) has 
been shown to be important for their engagement, similarly to the values of non-
commercial organizations. If compared to non-commercial organizations, “Commu-
nication” appears to be more significant for engagement (k = 0.46, p = 0.008), and 
“Conflict management” has a weak but negative influence (k = −0.16, p = 0.003). 

We assume that the observed differences in soft skills influencing employee 
engagement are due to various reasons. In fact, we are confronted with different 
cultural and historical employment backgrounds, which may be reflected in different 
profiles of soft skills demanded in organizations and consciously developed by 
employees. As a result, this has an impact on their engagement. 

Further, soft skills profiles obtained for non-commercial organizations engaged in 
educational, spiritual, social, and other activities have similarities for both countries, 
while they vary, albeit partially, for commercial organizations. Commercial orga-
nizations are likely to create different requirements for their employees, reflecting 
the specifics of doing business in a particular country. This way, various soft skill 
profiles for an effective worker engaged in the work process are established. In the 
case of non-commercial organizations, we detected similarities in the influence of 
soft skills on engagement in both countries. We suggest that this is due to a similar 
set of values in the employees’ work performance in these organizations. 

5 Conclusion and Outlook 

To sum up, this preliminary study aimed to identify the influence of employee soft 
skills on their engagement in organizations. This way, the work contributes to a 
better understanding of those factors influencing engagement. Such knowledge can 
be used as a basis for training programs to increase employee motivation in the 
companies and, in this way, support digital transformation efforts of different levels. 
A comparative analysis of the survey results from the two countries showed the 
similarities and differences in the profiles of employee engagement as related to 
their soft skills. 

As follows from the title, this work serves as a starting point for a more extensive 
study implying a larger sample size, which will allow applying more accurate analysis 
methods, and considering other soft skills like time and stress management as well 
as critical thinking. 
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Specifics of Accounting for Agent 
Activeness in the Digital Twin 
of the Social System 

Mikhail Samosudov 

Abstract The paper presents an approach to formalizing agent activeness in a simu-
lation model of a social system for the purpose of creating a digital twin. It is shown 
that it is fundamentally important to consider the dualism of agent activeness, which 
has two coexisting components—resource and system activeness. These compo-
nents are linked, but not linearly. Moreover, resource activeness is more important 
for subjective evaluations of the agent, and the system activeness, which determines 
an irremediable conflict in the social system that requires the system’s dynamics to be 
considered in the calculation, is of crucial role in the development of the social system. 
We also examine the sequence of the agent’s activeness in the socio-economic space 
and the influence of subjective assessments of the environment, expected incoming 
flows of resources and messages, as well as outgoing flows of resources on activeness. 
The possibility of using gradients of information and resource flows for modeling 
the dynamics of the social system in the socio-economic space is put up for discus-
sion, which makes it possible to create predictive models of the dynamics of the 
environment and the social system. 

Keywords Digital twin of the social system · Simulation model · Digital 
transformation · Active system 

1 Introduction 

A digital twin is often called a computer model that simulates the behavior of a real 
object [5, 6, 8, 12, 27]. But it is advisable to distinguish between the simulation 
model (the mechanism for calculating the dynamics of the system) and the actual 
digital double (information about the values of phase variables at certain points in 
time). 

The digital twin of an object is a set of data (values of variables) that allows, using 
a specific simulation model, calculating the dynamics of an object and changes in
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its properties. By properties it meant the nature of the object’s interaction with the 
environment. In relation to the organization, it is an imitation of the movement of 
the social system in the socio-economic space (SES). In general, this implies the 
availability of data about the object under study and data about the environment of 
its functioning. 

“… in the literature, simulation modeling is most often defined as a numerical 
method for studying complex systems whose elements are described by a hetero-
geneous mathematical apparatus and combined by a connecting model” [18, p. 58]. 
Simulation models are often implemented in the form of software and hardware 
complexes. Agent-based models are increasingly being used to model social systems 
[3, 7, 10, 11, 14, 24]. 

Considering the above and the trends in the society and economy digitalization, 
the digital twin of the social system is a computer program that provides fixation 
and processing of a complex of information that allows one to trace the change 
in the situation in the company when modeling various influences on it, such as 
controlling, adverse impacts of the environment, etc. Such a complex information 
must consider all significant cause-and-effect relationships, and also contain the 
necessary and sufficient data set to simulate the behavior of an enterprise in the 
market environment. To do this, the digital twin should allow one to perform the 
following actions: 

• Fix the condition of the enterprise and the environment in which it operates, in the 
form of a set of values of phase variables (system and environment parameters). 

• Fix the change in the condition of the company in the event of any phenomena, 
changes in circumstances or the commission of certain actions by participants 
(economic agents). 

• Calculate the change in the condition and properties of the social system with 
shifts in the values of one or more parameters. 

• That is, it is a complex of software modules that record and process the current 
values of phase variables for modeling activities, the situation of the social system, 
calculating its behavior and the consequences of a particular impact. 

Social systems are active systems functioning in an active environment. Given 
that “motion” is a change in the state of an object over time, and the condition of 
any object is described by a set of phase variables, the functioning of the system can 
be represented as its movement in the SES. If, due to the movement of the system, 
its functional sustainability (the ability to maintain the possibility of functioning) 
increases, this will be the development of the system, if decreases, it will be its 
degradation. The source of activeness in the system and environment is a person. It 
cannot be a non-active element due to its dependence on the resources obtained from 
the SES, which makes it necessary to influence the agents of the environment. 

The purpose of the article is to establish the method of accounting for agent 
activeness in the digital twin as the most important characteristic of a person in the 
SES, as well as to determine the mechanism for implementing agent activeness in 
the SES.
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The novelty consists in considering the dualism of the agent’s activeness in the 
SES, i.e., activeness as an action and activeness as an effect on the SES, which is 
fundamentally important for modeling the dynamics of the system. The mechanism 
of activeness realization is also formalized, assuming the interpretation of received 
messages and resources into information affecting the agent’s behavior. 

2 Literature Review 

Many authors note the activeness of agents, but mostly deal with activeness as the 
ability to act in tune with desires. At the same time, “… activeness is a category that 
shows how much effort the subject has put into his activity, but not the activity” [1]. 
And it should be borne in mind that for the dynamics of the social system in the 
SES, it is not the human effort that matters, but the effect this effort creates, i.e., the 
resource flows entering the system. 

In the literature, interaction, including unproductive interaction, is often inter-
twined with activeness. Thus, in [13, 26] the concept of rent-seeking is developed, 
where agents seek to make a profit in the form of rent by manipulating society. In 
[30], opportunistic behavior is considered, and in [16] the influence of institutions 
on the agents’ choice of activity—production or redistributive—is revealed. In [15], 
it is shown how institutions direct agents’ intellectual efforts in entrepreneurship 
or “rent-seeking”. In [4], the authors state that entrepreneurship can be productive, 
unproductive, and even destructive. 

But quite often the model seems to be enlarged, for example, the interaction of 
groups and the mutual influence of groups on each other is considered (see, e.g., [9]). 
At the same time, considering the group as an integrity is only possible if its unity and 
proven team cohesion. And even then, only in a limited range of conditions and for a 
limited period—if the conditions that determine the commonality of goals, interests, 
etc. remain. In general, it is necessary to consider each agent and its reaction to the 
impact, both external (management, an attempt to change behavior due to competition 
or other motives, etc.) and internal (body signals). As shown in [19], the behavior of 
social systems, such as groups of people, enterprises, and even states is determined 
by the behavior of individuals. 

It is problematic to examine agents impersonally, as a passive part of the group. 
As a result, equations appear in the models that simulate, for example, the change in 
the number of groups when interacting with other groups (see, e.g., [9]). Along the 
way, we would like to note that coefficients that affect the dynamics are often used 
in equations, but factors that affect the value of the coefficients are not determined. 
Then it all comes down to solving equations and creating the illusion of solving the 
problem. This can also include the modeling of the system, assuming the determinism 
of actions, etc. And it is presumed that everyone and all know—actions, decisions, 
etc. “We will assume that each agent observes … the actions of all agents, the overall 
result and the winnings of all agents” [29]. Such presuppositions significantly limit 
the model and do not allow it to be used for different situations—a person does not
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observe the actions of all agents and often does not have information about their 
needs and benefits. But it predicts the incoming resource flows expected from the 
environment. Moreover, this is done automatically in the process of afferent synthesis 
based on the accumulated data [2, 23]. 

The natural limitations of people’s abilities to receive and process information 
determined the evolution of the concept of limited rationality to “restricted rational-
ity”. The factors of the decision-making environment play an important role in the 
creation and selection of alternatives. The necessity to consider the decision-making 
process led to the emergence of the concept of procedural rationality, but it is not 
as popular as the concept of bounded rationality. The phenomenon of “procedural 
rationality” more fully reflects the decision-making process of an agent in a digital 
environment [28]. We use the concept of local rationality, which implies that an agent 
makes a rational decision by comparing subjective estimates of resources obtained 
as a result of his/her actions (stimuli) and resources lost in the process of performing 
actions (limitations). At the same time, the value of resources is determined by 
the “local coordinate system” in the subjective subspace (for more details, see [20, 
p. 86]). The behavior and rationality of actions depends on a range of parameters: 
the actions of other economic agents (they can facilitate the achievement of a goal 
or the implementation of a decision or make it difficult); the objective function; the 
information received [17, pp. 36–37]. 

3 Methodology 

“Traditional methods of simulation modeling consider employees …, suppliers, 
customers, products, projects, etc. as an arithmetic mean or as passive resources. 
For example, … statements such as ‘the company employs 100 employees, they can 
create … 20 new products per year’, or ‘the company has 100 trucks that can trans-
port such and such a number of products per week, and 2% of them are written off 
every year and replaced with new ones’” [25, pp. 367–368]. 

To analyze the dynamics of the social system in the SES, as well as the role of agent 
activeness in the SES, we apply a comprehensive mathematical model of a social 
system functioning in an active environment [22] and the theoretical basis used to 
create the model. However, it should be noted that we adhere to an interdisciplinary 
approach, and considering the factors affecting agents’ behavior is based on research 
in the field of neurophysiology, psychology, human ethology, behavioral economics, 
and other scientific disciplines that somehow deal with human behavior in the SES. 

The principal features of the model are the following: 

• separating entities into subspaces independent on subjective (invariant) and 
subspaces dependent on subjective (variable); 

• embracing the whole variety of resources, including intangible ones (information, 
social, etc.), rather than reducing all types of resources to finance, as is often 
done. In a broad sense, economy is the interchange of resources in the first place.
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Money is the equivalent of value and a resource for the interchange only in certain 
social conditions, and the real value is the resources that allow one to carry out 
specific activities and get the necessary benefits. Therefore, when modeling the 
socio-economic dynamics, it is fundamentally important to consider all types of 
resources. In addition, it should be borne in mind that the resource value is not an 
absolute value, but depends on the subjective assessments of agents formed on the 
basis of information received at the time of decision-making (that is, it depends 
on the point of the SES, the subjective subspace of the agent); 

• separating the information carrier (a message as a set of signals representing 
combinations of primary elements of information—symbols, signs, etc.) and the 
actual information that arises in the subjective subspace in the process of inter-
preting messages based on the alphabet of the agent M j and is important for the 
formation of the agent’s activeness in the SES; 

• considering human behavior by introducing a behavior vector, i.e., a vector value 
(a 1 × n matrix) that determines the probability of some conditioned actions, 
which, in turn, are formalized by the transformation matrix of the resource base 
controlled by the subject of the action. 

4 Results 

The agent should be viewed as part of the environment and the source of activeness, 
which determines the features of the SES and the systems moving in the SES. It 
depends on the situation in which the person is. As found in the project of creating a 
digital twin, it is fundamentally important to regard activity not so much as an agent’s 
ability guided by their interests to react to the impact of the environment, but as an 
ability to influence the SES to change the situation. It is the necessity of modeling the 
dynamics of an active social system in an active environment that makes it possible 
to identify the dualism of an economic agent’s activeness. 

Obviously, the ability to make decisions based on desires, needs, goals and other 
factors is a manifestation of activeness. But not the only one and not the main one. 
Firstly, needs and desires are determined not solely by body signals, but also by infor-
mation received from the environment. Secondly, from the viewpoint of the situation 
dynamics, it is not a person’s decision itself that is important, but the redistribution 
of resources in the SES, the change in message flows and resources due to the actions 
of the agent. 

As a result of the impact on the SES by means of resource flows and messages 
emanating from the j-th point of the SES, agents change the activeness of other 
agents, which leads to a change in the allocation of resources in the SES. One can 
evaluate the agent’s activeness by redistributing resources in the SES as a result of 
their actions. 

Depending on the task, we estimate either the ratio of the number of agents who 
redistributed resources to the total number of SES agents or the ratio of the number 
of transferred resources to the total number of SES resources. But firstly, this is the
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resulting assessment; secondly, to determine it, it is necessary to study the influence of 
other agents. Therefore, in the process of managing the social system, it is necessary 
to consider the nature of human impact on the SES. 

Let us look at the mechanism for implementing agent activeness in the SES. 
Activeness depends on the agent’s contentment with the situation and the benefits 

that it gives them. If the expected benefits gexpect.j are more or equal to the desired 
benefits gdesir.j, the activeness impulse is zero; if less, then it is greater than zero: 

a j (t) = ϕ
(
1 − 

gexpect. j (t) 
gdesir. j (t)

)
. (1) 

Due to the determinacy of expected and desired benefits, activeness has a direction 
and determines the choice of actions that minimize the dissatisfaction of the subject of 
the situation. In general, the impulse of activeness leads to the choice of actions that, 
firstly, are more consistent with the agent’s ideas about the most appropriate actions in 
each situation; secondly, are more consistent with the agent’s current understanding 
of their needs. 

Since actions are an act of transforming the resource base, and the impulse of 
activeness leads to the use of part of the resources controlled by the agent to change 
its situation, resource activeness occurs, implemented through actions, which results 

in the transformation of the resource base and the emergence of flows of message M
 Δk 

j 

and resources R
 Δk 

j emanating from the agent (from the j-th point of the SES), directed 
to k-th subjects from the sets of agents receiving messages Qrec.inf. and resources 
Qrec.res. via the transmission channels selected by the j-th agent. The set of agent 
actions at time t: ∃O j (t) : ∀t O  j (t) /= ∅ it is determined by the current value of 
the behavior vector, more precisely by the components of the behavior vector, the 
probability of which is 1: 

O j (t) = Bj (t)|p(on )=1 (2) 

In turn, the current value of the behavior vector is determined by the sum of 
the agent’s behavior vector at the moment t0 and changes in the behavior vector
ΔBj(I j(t)) under the influence of information received from the moment t0 to t – a 1  
× n matrix, each element of which represents a divergence of human behavior (for 
more details, see [21]): 

Bj (t) = Bj (t0) + ΔBk

(
‿

I j (t)

)

= Bj (t0) + 

⎛ 

⎝ 
t∫

t0 

divB1 
j

(
‿

I j (t)

)
dt, ..., 

t∫
t0 

divBn 
j

(
‿

I j (t)

)
dt 

⎞ 

⎠ (3)
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Actions are the act of transforming the resource base Rj(t) controlled by the j-th 
agent. As a result, it changes (resources are consumed) and flows of messages and 
resources are formed, directed at k-x SES agents:

{
O j (t), R j (t)

} →
{
M
 Δk 

j (t), R
 Δk 

j (t), R j (t + 1)
}
, k ∈ Q = Qrec.inf. ∪ Qrec.res. (4) 

To simplify, we assume the equality of transmitted and received messages: 

M
 Δk 

j = ‿

M 
j 

k . But in general, this is not the case: the effect is exerted by the trans-
mission channels chosen by the agent (noise, distortion), as well as the behavior 
of recipients associated with receiving information (listening/reading/watching at a 
certain time, etc.). Based on the ideas about the SES, a person chooses the agents to be 
influenced to get the resources he/she needs and determines the actions necessary for 
the impact. The consequence of the selected actions are outgoing flows of messages 
and resources toward the k-th agents. Moreover, messages are created based on the 
person’s understanding of the alphabet of the k-th recipient: 

Î k j 
Mk 

j −→ M
 Δk 

j (5) 

Due to the receipt by the k-th agents of messages and resources from all SES 
agents, their activeness changes. This happens as follows. The k-th point of the SES 

receives flows of messages
‿

M 
j 

k and resources
‿

R 
j 

k from the j-th agents. The totality of 
messages is decoded based on the alphabet of the k-th agent Mk , because of which the 

information
‿

I k(t) received by the agent about the stimuli, limitations and probability 
of aftereffects associated with specific actions arises:

‿

I k(t) = ϕ 

⎛ 

⎝Σ
j

‿

M 
j 

k (t), Mk 

⎞ 

⎠ = {sn(ox ), lm(ox ), p(sn), p(lm)} (6) 

Decoding is carried out by means of the association of signals (combinations of 
primary elements of information) with actions and consequences of their commission 
(stimuli, limitations). Incoming resource flows are interpreted as a confirmation of 
the rules (a subjective assessment of the probability of effects due to the agent’s 
actions), as well as a basis for assessing the resource base available to the agent. 

This leads to a change in the behavior vector of k-th agents similarly to (Eq. 3), as 
well as a change in the expected and desired benefits from interaction with the SES, 
which leads to the emergence of an activeness impulse in accordance with (Eq. 1) and 
the emergence of a set of actions of the k-th agents similarly to (Eq. 2). In turn, their 
actions cause the transformation of their resource base, as well as the emergence of 
resource and messages flows originating from the k-th point of the space, i.e., there 
is a redistribution of resources in the SES.
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In the SES, agents interact with each other and at any given time a person must 
decide about actions. Therefore, we are interested in decoding signals precisely from 
the perspective of their influence on a person’s choice of certain actions. And this, 
as shown earlier in [20, pp. 85–93], is precisely subjective assessments of stimuli, 
limitations, and the likelihood of ramifications because of actions. 

5 Discussion 

The dualism of the agent’s activeness and the relativity of the SES causes a potential 
conflict in the social system due to the difference in the “coordinate systems”: it is 
natural for a person to evaluate the efforts on the cost of resources, and for the system, 
it is important to change the resource and information flows in the SES due to the 
influence of the agent (system activeness). As a result, a situation is possible where 
a person performs actions and gets tired, but these actions are practically irrelevant 
to the system since they do not properly change the flows of resources and messages 
in the SES. Such a conflict can be minimized by changing the qualifications of a 
person. 

The use of the concept of space in relation to society, coupled with an under-
standing of the activeness of agents and the mechanisms of its implementation, makes 
it possible to solve the problems of calculating the dynamics of social systems in the 
SES in a different way. For example, to reflect motivation as a phenomenon in the 
model, one can use a behavior vector that determines the direction of human activity, 
and to consider the actions of the system for motivating a person and assessing the 
impact of agents (system activeness), use the gradient of information and resource 
flows at the SES point: 

grad

(
‿

I j (t),
‿

R j (t)

)
=

(
∂ Bj 

∂sn 
, 
∂ Bj 

∂lm 
, 

∂ Bj 

∂p(sn) 
, 

∂ Bj 

∂p(lm)

)
(7) 

The calculation of the gradient components of information and resource flows can 
be performed according to the same principles as the calculation of the divergence 
of agent behavior based on information about the needs of a person, the resources 
available to him/her and the resources they need (for more details, see [20, 21]), 
considering the aspects described in the article on the interpretation of messages 
received by the agent from the environment. 

Information and resource flows contain signals directing changes in the behavior 
of agents due to positioned stimuli and limitations. Thus, there is an impact of the 
environment on a person at the SES point. We can express the direction and strength 
of this impact with a gradient. 

At the same time, this triggers a change in resource flows and messages emanating 
from the SES point. The direction of these flows also varies depending on incoming 
flows and internal signals. The change in this direction can also be determined by a 
gradient.
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This allows us to consider the impact of the environment more accurately on 
human behavior at each point of the SES and calculating the reaction of agents to 
this impact will help us to compute the expected flows of messages and resources. 
In turn, it is possible to calculate the dynamics of the space itself and predict the 
activeness of individual agents or groups of agents, including the forecast of social 
tension in some communities. The introduction of dynamic entities into the model is 
essential for simulating the dynamics of a social system in the SES for the purpose 
of creating a digital twin. 

It seems promising to consider the description of the environment image that deter-
mines the activeness of the agent as a gradient of incoming and outgoing resources 
and information flows at the SES point. This makes it easier to organize algorithms 
for calculating the dynamics of the system in the SES and more explicitly introduces 
dynamic entities into the model. 

6 Conclusion 

As a result of the research, it was determined that to properly account for the active-
ness of the agent in the simulation model, it should be seen as two interrelated 
phenomena—the resource activeness of the agent manifested in its actions and the 
system activity of the agent manifested in the impact on the agents of the SES. In 
terms of calculating the dynamics of the social system, it is system activeness that 
matters, but it cannot be regarded in isolation from the actions of agents, since it is 
the actions of agents that create outgoing flows of messages and resources. 

The analysis of the mechanism for implementing agent activeness and the tran-
sition from resource activeness to system activeness makes it possible to calculate 
marketing and control influences more accurately, determine the need to register 
information about active agents, flows of messages and resources created by them in 
the digital twin of the social system. 
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