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Abstract. In recent years, organizations are putting an increasing emphasis on
anomaly detection. Anomalies in business processes can be an indicator of system
faults, inefficiencies, or even fraudulent activities. In this paper we introduce an
approach for anomaly detection. Our approach considers different perspectives
of a business process such as control flow, data and privacy aspects simultane-
ously.Therefore, it is able to detect complex anomalies in business processes like
spurious data processing and misusage of authorizations. The approach has been
implemented in the open source ProM framework and its applicability was eval-
uated through a real-life dataset from a financial organization. The experiment
implies that in addition to detecting anomalies of each aspect, our approach can
detect more complex anomalies which relate to multiple perspectives of a busi-
ness process.

Keywords: Outlier behavior detection + Anomalous behavior + Data privacy *
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1 Introduction

Today, anomaly detection is essential for businesses. This concept refers to the problem
of finding patterns in data that do not conform to regular behavior. Outliers and anoma-
lies are two terms commonly used in regards to anomaly detection. The importance of
outlier or anomaly detection lies in the fact that anomalies in data can be translated
into valuable, and often critical and actionable information in a variety of applications
such as fraud detection, intrusion detection for cyber-security, and fault detection in
systems [4]. In the business process management domain, anomaly detection can be
applied for detecting anomalous behaviors during business processes executions. Often,
organizations look for anomalies in their business processes, as these can be indicators
for inefficiencies, insufficiently trained employees, or even fraudulent activities. Mostly,
companies rely on process-aware information systems to manage their daily processes.
The event logs of these information systems are a great source of information captur-
ing executed behavior of different elements involved in the business processes such as
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employees and systems. They can be used to extract valuable information about the exe-
cutions of a process (process instances) as they reflect executed behaviors. In the context
of business processes, an anomaly is defined as a deviation from a defined behavior, i.e.,
the business process model [11].

Nowadays, business processes have a high level of complexity. On top of a daily
process, many standards and regulations are implemented as business rules which
should be considered in anomaly analysis. For compliance checking, business analysts
should investigate the processes from multiple perspectives. This is a very challeng-
ing task since different aspects of processes should be considered in both isolating and
combining views in order to detect hidden deviations and anomalous behaviors. For
instance, generally employees are authorized to access sensitive data only in the context
of working and for a defined purpose. Privacy violations may happen when employees
misuse this authority for secondary purposes like personal or financial benefits. In this
regards, one of the articles in the GDPR regulation is about purpose limitation empha-
sizing “Who can access data for which purpose?”. Such data privacy rule is closely
related to three different perspectives: i) the control flow, or the tasks being executed;
ii) the data, or the flow and processing of information; and iii) the privacy, or the legiti-
mate role allocation. This example clearly shows that the approaches which focus only
on control flow or data flow aspects are not sufficient to detect deviations and anoma-
lies in complex problems. The potential of multi-perspective process mining has been
emphasized by several contributions [2,6,8]. Although these techniques consider data
objects and/or the resources, in all of them control flow is a priority since they assume
data objects or resources as attributes of activity instances in the process execution.

Previously, we presented a balanced multi-perspective approach for conformance
checking and anomaly detection which considered control-flow, data and privacy per-
spectives all together and simultaneously without giving priority to one perspective [9].
In this paper, we extend our previous approach by considering the type of data opera-
tions (mandatory or optional) and their execution constraints in the calculation of align-
ments. To the best of our knowledge, no other approach takes data layer restrictions
of data operation type and frequency into account. Furthermore, in our new approach,
we made the concept of context (purpose) of data processing more clear. As another
improvement, to avoid reporting false positive deviations in the control flow perspec-
tive, we consider partial order of activity executions. Similarly, Lu et al. [7] used partial
order in event data to improve the quality of conformance checking results. However
their approach checks only control flow alignment in contrast to our approach which is
a multi-perspective conformance checking method.

The remainder of this paper is structured as follows. Section 2 introduces our multi-
perspective conformance checking approach to detect complex anomalous behaviors in
business processes. Section 3 presents the applicability of our approach through a real-
life case study, discussing the experimental design and results. At last, the conclusion
of this paper is presented in Sect. 4.

2 Methodology

Current conformance checking methods use alignments (in detail explained in [3]) to
relate the recorded execution of a process with its model. Commonly, these techniques
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have a fundamental property, so-called synchronous product model. A synchronous
product model links observed behavior and modeled behavior in a Petri net format. By
using an A* based search strategy [1,12], the conformance checking techniques can
compute alignments for individual cases in an event log.

While traditional conformance checking approaches only consider control flow
aspect of a process, we consider data and privacy aspects together with control flow
perspective all at once. In the rest of this section, we explain the structure of the syn-
chronous product model in our new approach for multi-perspective conformance check-
ing and show the types of anomalies that our method is able to detect by employing A*
algorithm on the designed synchronous product model.

2.1 Construction of Synchronous Product Model

To clarify the steps of constructing the synchronous product in our approach, let us
consider the inputs shown in Fig. 1. Figure 1(a) shows a workflow-net as the process
model. This process model starts with activity A by role R1 and continues with activities
B, C, and D by role R2. According to the data model depicted in Fig. 1(b), for the
completion of activity A, mandatory data operation Read(x) should be executed and
the actor is allowed to repeat this data operation. Update(y) is another data operation
in the context of activity A that is optional and the actor is allowed to execute this
operation only once while performing A. Each of activities B, C, and D are expected
to execute one mandatory data operation in order to fulfilment. Figure 1(c) shows the
organisational model in our example. There are two roles in the organisational model.
Actor (resource) u/ has the role R/ and the actor u2 has the role R2.

Figure 1(d) shows one trace of the process log. This trace contains eight process
events that correspond to a single case. The start and complete events with the same
activity name and id indicate the occurrence of an instance of a specific activity. For
example, e3 and e4 both with id equal to 2 indicate the execution of one instance of
activity B. The events are sorted by their occurrence time.

Figure 1(e) presents a data trace with three data operations op1, op2, and op3, which
were executed on the data fields x, z, and m during the execution of case 100.

100

eh

ul

Start

. Data Mandatory/ .
Activity Operati Optional Repetition
P 2 s s ps perations ptiona
O . O . O . O . O |, |dRaiw M Allowed
! d2: Update(y) 0 Not Allowed
AR; B:R, CR, D:R,
(a). Process Model B &3: Update(z) M Not Allowed
Role Actor (Resource)
c d4: Update(K) M Not Allowed
Rl ul
CaselD  EventID 1D  Activity Actor  Type Time D ds: Read(x, y) M Not Allowed R w
100 el A ul Start  2021-02-01 12 (b). Data Model (¢). Organizational Model
100 €2 A ul  Complete  2021-02-01 12
100 3 ul Start  2021-02-01 12
100 el ul  Complete 2021-02-01 13 CaselD  EventID  Operation  Actor  Type Time
13

100
100
100

el
e7
o8

1
1
9
9
3
3
1
1

B
B
C
C

I
I

ul
ul
ul

Complete 2

Start
Complete

2
2
2 14
2

021-02-01 14:36:

100 opl
100 op2
100 op3

Read(x)
Update(z)

Update(m)

ul  Complete
ul Complete

2021-02-01 12:40:44

02-01

ul Complete  2021-02-01 13:32:38

(d). Process Trace (a fragment of the process log) (e). Data Trace ( a fragment of the data log )

Fig. 1. The inputs of the proposed approach in the running example



Detecting Complex Anomalous Behaviors in Business Processes 47

Figure 1(d) together with Fig. 1(e) shape the observed behavior for case 100. A close
inspection of the event logs already shows that there are some conformance issues. First,
from the control flow perspective, activity D appears to be missing while activity F is
an unexpected activity according to the process model. Second, from data perspective,
two mandatory data operations d4 and d5 are missing and op3 implies the execution
of a spurious data operation by user u/. Third, from privacy (resource) perspective,
activities B and C are expected to be performed by a user playing role R2, but it appears
that these activities and data operations were performed by user #/ who plays the role
RI. From combined perspectives, although activity B was performed in correct order
and expected by the process model and its executed data operation (op2) conforms with
the data model, there is a deviation in the privacy aspect. Data operation op2 is only
supposed to be executed within the context of activity B by an actor playing the role R2
however this data operation was accessed by a user who plays the role R1.

A traditional conformance checking technique, which focuses only on the control
flow, would ignore the resource and data parts of the modeled behavior. To address
this issue, now we present our approach which considers control flow, data and privacy
aspects of a business process simultaneously for anomaly detection analysis and can
automatically distinguish all kind of anomalies which were described earlier.

As a pre-processing step, to combine process, data and privacy (resource) aspects
into a single prescribed behavior, we first shape the operation net of each activity in
the process model considering corresponding data operations in the data model. For
instance, the operation net of activity A is depicted in Fig. 2 surrounded by a red line. It
represents how we model mandatory and optional data operations and their execution
constraint in a Petri net format. In the operation net of an activity X, there are two
corresponding transitions labelled with “Xs” (X+Start) and “Xc¢” (X+complete) (i.e.
transition As and Ac in Fig.2). For each expected data operation of the activity, one
transition labeled with the name of data operation and two places are created: one is the
input place and the other is the output place of the expected data operation. The input
place of the expected data operation is an output place for the activity transition with
the start type, while the output place of the expected data operation is an input place
for the activity transition with the complete type. An invisible transition is created and
connected to input and output places of each optional data operations (i.e. transition
below d2 in Fig. 2). An invisible transition is created and connected to input and output
places of each data operation that is allowed to be executed frequently. In this case, the
input place of the invisible transition is an output place for that data operation while
the output place of the invisible transition is an input place for that data operation (i.e.
transition above d/ in Fig. 2).

The first foundation of the synchronous product in our approach is Model net. The
model net (Ny) is constructed by replacing each activity in the original process model
(i.e. Fig. 1(a)) with corresponding operation net. Figure 2 shows the model net for our
running example. In this model, we enriched the process model (Fig. 1(a)) with the
expected data operations shown in Fig. 1(b).

The second foundation of the synchronous product in our approach is Process net.
The process net (Np) represents a process trace. It shows a sequence of the transitions
labelled with activities and their life cycle as they appeared in the process trace.
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Fig. 2. Model net of the running example. The operation net of activity A is surrounded by the
red line. (Color figure online)

The yellow part in the middle of Fig. 3 shows the process net constructed based on
the process trace example in Fig. 1. Two concurrent transitions Ac And Bs in this model
show the partial order of the completion of activity A (reflected in e3) and the start of
activity B (reflected in e3) which have the same timestamp. To match start and complete
events related to one instance of an activity, we consider a matching place labelled as
C and the name of executed activity (we call these type of places as context places).
The input and output of matching places are start and complete events related to one
instance of an activity. It should be noted that context places are created if and only if
the start and complete events related to one activity have the same “id” attribute.

The third foundation of the synchronous product in our approach is Data net. The
data net (Np) represents a data trace. It shows a sequence of the transitions labelled
with executed data operations as they appeared in the data trace. The red part in the
bottom of Fig.3 shows the data net constructed based on the data trace example in
Fig. 1.

Using the model net, process net and data net, we present the synchronous product
model as the combination of these three nets with two additional sets of synchronous
transitions. Figure 3 shows the synchronous product for our running example. For the
sake of less complexity, in this model, we relabeled the transitions of model net as ¢,,;,
transitions of process net as ¢,;, and transitions in data net as ¢4;. We also chose new
identifiers for the places in model net, process net and data net as py,;, Ppi and pg;,
respectively.

As shown in Fig. 3, other than transitions of the model, process and data nets,
there are two sets of synchronous transitions called synchronous transitions and data
synchronous transitions. Synchronous transitions only exist when an expected activity
appears in the process net. Data synchronous transitions only exists when an expected
data operation appears in the data net. Additionally, each data operation is associated
to a so called matched activity. The matched activity is the activity instance that was
executed by the same resource as the data operation and the timestamp of the data event
should be between the start and completion time of the matched activity in the process
net. These conditions are reflected in the model by input/output to the context place of
matched activity. Input places of synchronous data operations contain: the input place
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of the corresponding executed data operation in the data net; the input place of the
expected data operation in the model net; and the context place of matched activity in
the process net. Output places of the synchronous data operations contain: the output
places of the executed data operation; the output place of the expected data operation;
and the context place of matched activity.

For including the privacy aspect in the synchronous transitions, we consider a
penalty cost in case of expected activity and/or data operation done by an unexpected
role. This will be discussed in the next section under the cost function definition.

2.2 Multi-layer Alignment and Cost Function

An alignment is a firing sequence of transitions from initial marking to the final mark-
ing in the synchronous product model. In our approach, initial marking m; is the
set of starting places of each model, process and data nets. Final marking my is
the set of last places of each model, process and data nets. For instance, in Fig. 3,
m; = {Pm1,Pp1,Pa1} is the initial marking and m; = {pm15, Pp12,Paa} is the final
marking.

We need to relate “moves” in the logs to “moves” in the model in order to estab-
lish an alignment between the model, process trace and data trace. However, it might
happen that some of the moves in the logs cannot be mimicked by the model and vice-
versa. We explicitly denote such “no moves” by “>>”. Formally, we represent a move
as (tm, tp, ta), Where we set t,,, to be a transition in the model net, ¢, to be a transition
of the events in the process net (process trace), and ¢4 to be a transition of the events in
data net (data trace). Our approach separates moves into two categories: synchronous
moves and deviations. Synchronous moves represent expected behavior:

— A synchronous move happens when an expected activity was performed by a legiti-
mate role.

— A data synchronous move happens when an expected data operation was executed
by a legitimate role.

We further distinguish six kinds of deviations:

— A move on model happens when there are unobserved activity instances.

— A move on model happens when there are unobserved data operations.

— A move on process log happens when an unexpected activity instance was per-
formed.

— A move on data log happens when an unexpected data operation was executed.

— A synchronous move with illegitimate role happens when an expected activity was
performed by an illegitimate role.

— A data synchronous move with illegitimate role happens when an expected data oper-
ation was performed by an illegitimate role.

The computation of an optimal alignment relies on the definition of a proper cost
function for the possible kinds of moves. We extend the standard cost function to
include data and privacy costs. We define our default multi-layer alignment cost func-
tion as follows:



51

Detecting Complex Anomalous Behaviors in Business Processes

odwrexa Suruuni oy Joj uonduny 3509 JAR[-Nnw e Surunsse Juawudife [ewndo ue 0} Surpuodsariod 1onpoid snouoIYOuAs Ay} Jo uni [0y ‘p “S1q

Z 150D
Iy

S

d
rrdy

zray
(<< 019 “<<)

Z 150D
cy:2a
@, O

stug orug

(<< ‘<< STH]) (<< ‘<< T (<< ‘<< ETWY)

D

Z 150D
2y:5p

Z 150D

(<< 6% ‘<<)

T 150D
(<< <80y ) [0

Z 150D
cy:sa
O O

erwg zrwg

(<< “4dy rotuy)

(<< ‘<< ) (<< << TIWY) (<< fac OTHY)

T 150D

Z 150D
Ty:¢do
O O

P £p
d (£P1 ‘<< ‘<<) d

Z 350D

T 150D

(%P1 << 84)

T 150D
(<< 7oy <oy [E)

Z 1500

(<< ‘<< BW) (<< ‘<< B) (<< ‘<< LU)

z 1502

ouiy)

(<< ‘<< W)

(<< ‘<< W)

Z 350D

sv

Tdg

0 150D

(<< T T)



52 A. S. Mozafari Mehr et al.

Definition 1 (Multi-Layer Alignment Cost function). Let (t,,,t,,tq) be a move in
alignment between a model, process trace and a data trace. The cost K (t,,tp,tq) is:

2, if (tm,tp,ta) is a move on process log
or move on data log, or move on model

0, if (tm, tp,ta) is Process/Data sync. move
with legitimate role

1, if (tm, tp, ta) is process/Data sync. move
with illegitimate role

K(tm, tp, tq) =

Note that, to include the cost for deviations related to the privacy layer, we considered
a penalty cost equal to 1 in our cost function. If the actor of observed behavior was not
allowed to perform activity and/or data operation we add the penalty cost.

The alignment with the lowest cost is called an optimal alignment. We define Opti-
mal Multi-Layer Alignment as follows:

Definition 2 (Optimal Multi-Layer Alignment). Ler N be a WFR-net, o. and 3.
be a process trace and data trace, respectively. Assuming Ay as the set of all legal
alignment moves, a cost function K assigns a non-negative cost to each legal move:
An — RS‘ . The cost of an alignment ~y between o, (3. and N is computed as the sum
of the cost of all constituent moves K(y) = Z(tm,tp,td)ev K (tm,tp, ta). Alignment ~
is an optimal alignment if for any alignment ' of o, B. and N, K(v) < K(v').

For finding the optimal alignments we employed A* algorithm. Figure 4 illustrates
an optimal alignment for running example, depicted on top of the synchronous prod-
uct shown in Fig. 3. It shows that there are six kinds of deviations between observed
behavior and modeled behavior, namely synchronous moves with illegitimate roles on
transitions Bs, Bc, Cs, and Cc in light blue color, data synchronous move with illegit-
imate role showing spurious data operation on transitions d3 in orange color, model
moves showing missing data operations on transitions d4 and d5 and model moves
showing skipped activities on transitions Ds and Dc in purple color, process log moves
indicating unexpected activities on transitions Fs and Fc in yellow color, and a data log
move showing unexpected data operations on transition op3 in red color.

3 Evaluation

To evaluate the applicability of our approach to real-life scenarios, we used the event log
recording the loan management process of a Dutch Financial Institute provided by BPI
challenge 2017 [5]. After splitting the provided event log, the resulting process log and
data log contain 301,709 workflow events and 256,767 data operations, respectively.
These logs were recorded from managing 26,053 loan applications. The activities and
data operations were performed by 146 resources (employees or system).

Figure 5 shows the loan management process in Petri net notation. In this process,
there are four main milestones: receiving applications, negotiating offers, validating
documents, and detecting potential fraud. The execution of activities may require per-
forming certain mandatory or optional data operations. The data model of this pro-
cess which presents the relationship between activities and data operations is shown in
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Fig. 5. Loan management process model [10]

Table 1. Such data model is created according to domain knowledge and also indicates
whether the user is allowed to repeat the execution of the data operations. As shown in
the process model (Fig. 5), three roles are supposed to conduct the activities. Most of the
activities are supposed to be done by the role clerk. Activities related to fraud detection
are supposed to be done by a fraud analyst. The activity “W Shortened completion”

Table 1. Data model of the loan management process. Type: Mandatory (M), Optional (O). Rep-
etition: is allowed (True), is not allowed (False). A: Application, O: Offer, W: Workflow [10].

Activity

Data operation

Repetition

A-Create Application

Create: (applicationID)

False

W-Shortened Completion start

Read: (applicationID, email)

False

A-Accepted

Create: (offerID)

False

Read: (offerID)

False

Read: (address, email)

False

Read: (address)

False

A-Cancelled

Update: (OCancelledFlag)

True

W-Call after offer start

Update: (ACompletedFlag)

False

W-Call after offer complete

Update: (OAcceptedFlag)

False

W-Call after offer withdraw

Update: (OReturnedFlag)

False

W-Call after offer ate abort

Update: (OCancelledFlag)

False

W-Validate application start

Update: (AValidatedFlag)

False

A-Pending

Update: (OAcceptedFlag)

False

A-Denied

Update: (ORefusedFlag)

True

W-Validate application ate abort

Update: (OCancelledFlag)

True

W-Call incomplete files start

Update: (AInCompleteFlag)

= ===z giRiEloz g g R =l
3

False
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Table 2. The result of experiment with real-life data

Category | Anomaly Occurence
1 Ignored mandatory data operation “Update(OCancelledFlag)” | 40,869
2 Unexpected data operation “Update (OReturnedFlag)” 18,291
3 Unexpected data operation “Read (offID)” 11,874
4 Unexpected data operation “Create (offID)” 11,874
5 Unexpected data operation “Read (address- email)” 9,640
6 Ignored mandatory data operation “Create(applD)” 9,354
7 Unexpected data operation “Update (OCancelledFlag)” 5,624
8 Unexpected activity “W Call incomplete files complete” 2,565
9 Skipped activity “W Call incomplete files ate abort” 1,919
10 Unexpected data operation “Read (email)” 1,874

can only be executed by a manager. Managers also have the authority to perform all the
activities related to a clerk.

We implemented our approach as a package in the ProM framework called Multi
Layer Alignment in the “MultiLayerAlignmentWithContext” plugin. Using this tool,
we applied our approach on the described business process. A summary of our results
that shows ten most frequent anomalies is reported in Table 2. In addition to detect-
ing multi-layer deviations, the experiment remarks that the approach is capable to
reconstruct and provide the link between performed activities in the process layer and
executed data operations in the data layer to present the contexts of data processing.
For example, Table 2 shows mandatory data operation “Update(OCancelledFlag)” was
ignored 40,869 times. We have also developed a view that provides detailed informa-
tion, described in [10], which finds that this anomaly happened 16,735 times in the
context of activity “W-Validate application ate abort’, 16,184 times in the context of
activity “W-Call after offers ate abort”, and 7,950 times in the context of activity “A-
Cancelled”. Furthermore, it could detect who (in terms of roles and users) had the
anomalous or suspicious behaviors during process executions.

4 Conclusion

In this work, we presented an approach for detecting complex anomalous behaviors
in business processes. Through an example, we showed the structure of our multi-
layer synchronous product model which is the foundation of conformance checking
and applying alignment algorithms.

In existing multi-perspective conformance checking approaches, control flow per-
spective is a priority thus many deviations stay hidden and uncovered. In contrast, in
our approach, different perspectives of a business process such as control flow, data
and privacy aspects are considered simultaneously to detect complex anomalies which
relates to multiple perspectives of a business process.

We showed the applicability of our approach using real-life event logs of a loan
management process from a financial institute. The experiment demonstrated the app-
roach’s capability to return anomalies such as ignored data operations, suspicious activ-
ities and data operations, spurious and unexpected data operations. Additionally, our
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method could reconstruct the link between process layer and data layer from executed
behavior and present the contexts of data processing. Thus, it can discover data accesses
without clear context and purposes.

As future step, we plan a qualitative analysis of how useful the results of our app-
roach are to the business analysts to detect anomalous and suspicious behaviors in busi-
ness processes.

Reproducibility. The inputs required to reproduce the experiments can be found at
https://github.com/AzadehMozafariMehr/Multi- PerspectiveConformanceChecking
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