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Preface

The 27th edition of the European Symposium on Research in Computer Security
(ESORICS) was held as a hybrid event in Copenhagen, Denmark, September 26-30,
2022. In addition to the main conference, 13 workshops were organized and held in the
same time period.

This volume includes the accepted contributions to 7 of these workshops, as follows:

o the 8th Workshop on the Security of Industrial Control Systems and of Cyber-Physical
Systems (CyberICPS 2022);

e the 6th International Workshop on Security and Privacy Requirements Engineering
(SECPRE 2022);

e the 4th Workshop on Security, Privacy, Organizations, and Systems Engineering
(SPOSE 2022);

e the 3rd Cyber-Physical Security for Critical Infrastructures Protection (CPS4CIP
2022);

e the 2nd International Workshop on Cyber Defence Technologies and Secure Com-
munications at the Network Edge (CDT & SECOMANE 2022).

e the 1st International Workshop on Election Infrastructure Security (EIS 2022); and

e the Ist International Workshop on System Security Assurance (SecAssure 2022).

While each of the workshops had a high-quality program of its own, the organizers
opted for publishing jointly the proceedings; these are included in this volume, which
contains 39 full papers. The authors improved and extended these papers based on the
reviewers’ feedback as well as the discussions at the workshops.

We would like to thank each and every one who was involved in the organization
of the ESORICS 2022 workshops. Special thanks go to the ESORICS 2022 Workshop
Chairs and to all the workshop organizers and their respective Program Committees who
contributed to making the ESORICS 2022 workshops a real success. We would also
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like to thank the ESORICS 2022 Organizing Committee for supporting the day-to-day
operation and execution of the workshops.
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Preface

This book contains revised versions of the papers presented at the 8th Workshop on
Security of Industrial Control Systems and Cyber-Physical Systems (CyberICPS 2022).
The workshop was co-located with the 27th European Symposium on Research in Com-
puter Security (ESORICS 2022) and was held in Copenhagen, Denmark, on September
29th, 2022.

Cyber-physical systems (CPS) are physical and engineered systems that interact
with the physical environment, whose operations are monitored, coordinated, controlled,
and integrated using information and communication technologies. These systems exist
everywhere around us, and range in size, complexity, and criticality, from embedded sys-
tems used in smart vehicles, to SCADA systems in smart grids, to control systems in water
distribution systems, to smart transportation systems, to plant control systems, engineer-
ing workstations, substation equipment, programmable logic controllers (PLCs), and
other Industrial Control Systems (ICS). These systems also include the emerging trend
of Industrial Internet of Things (IloT) that will be the central part of the fourth industrial
revolution. As ICS and CPS proliferate, and increasingly interact with us and affect our
lives, their security becomes of paramount importance.

CyberICPS 2022 brought together researchers, engineers, and governmental actors
with an interest in the security of ICS and CPS in the context of their increasing exposure
to cyberspace, by offering a forum for discussion on all issues related to their cyber
security. CyberICPS 2022 attracted 15 high-quality submissions, each of which was
assigned to 3 referees for review; the review process resulted in 8 papers being accepted
to be presented and included in the proceedings i.e., the acceptance rate was 53%. The
chairs and members of the Program Committee had no involvement with or visibility of
the reviewing process of submissions authored or co-authored by them. The accepted
papers cover topics related to many aspects of cyber security in cyber-physical and
industrial control systems, ranging from threats, to risks that such systems face, to cyber-
attacks that may be launched against such systems, to ways of detecting and responding
to such attacks.

We would like to express our thanks to all those who assisted us in organizing the
event and putting together the program. We are very grateful to the members of the
Program Committee for their timely and rigorous reviews. Thanks are also due to the
ESORICS Workshop Chairs and to the ESORICS Organizers. Last, but by no means
least, we would like to thank all the authors who submitted their work to the workshop
and contributed to an interesting set of proceedings.

October 2022 Sokratis Katsikas
Frédéric Cuppens

Nora Cuppens

Costas Lambrinoudakis
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Towards Comprehensive Modeling
of CPSs to Discover and Study
Interdependencies

Aida Akbarzadeh®)® and Sokratis Katsikas

Norwegian University of Science and Technology, Gjgvik, Norway
{aida.akbarzadeh,sokratis.katsikas}@ntnu.no

Abstract. To a large extent, modeling Cyber-Physical systems (CPSs)
and interdependency analysis collaborate in the security enhancement of
CPSs and form the basis of various research domains such as risk prop-
agation, attack path analysis, reliability analysis, robustness evaluation,
and fault identification. Interdependency analysis as well as modeling of
interdependent systems such as CPSs rely on the understanding of sys-
tem dynamics and flows. Despite the major efforts, previously developed
methods could not provide the required knowledge as they have either
followed data-driven or physics-based modeling approaches. To fill this
gap, we propose a new modeling approach called BG2 based on Graph
theory and Bond graph. Our proposed method is able to portray the
physical process of CPSs from different domains and capture both infor-
mation and commodity flows. Based on the fundamental characteristics
of the Graph theory and Bond graph in the BG2 model, we discover
higher order of dependencies in CPSs and analyze causal relationships
within the system components. We illustrate the workings of the pro-
posed method by applying it to a realistic case study of a CPS in the
energy domain. The results provide valuable insight into the dependen-
cies among the system components and substantiate the applicability of
the proposed method in modeling and analyzing interdependent systems.

Keywords: Interdependency analysis - CPS Modeling -
Cyber-physical systems - Bond graph - Graph theory - Security

1 Introduction

Cyber-Physical Systems (CPSs) integrate computation, communication, and
control capabilities of Information and Communication Technology (ICT) into
physical objects and traditional infrastructures to facilitate the monitoring and
controlling of objects in the physical world. Based on the NIST framework for

This work was supported by the Research Council of Norway under project 280617
(Cyber-Physical Security in Energy Infrastructure of Smart Cities - CPSEC) and under
project 310105 (Norwegian Centre for Cybersecurity in Critical Sectors - NORCICS).
© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023

S. Katsikas et al. (Eds.): ESORICS 2022 Workshops, LNCS 13785, pp. 5-25, 2023.
https://doi.org/10.1007/978-3-031-25460-4_1
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cyber-physical systems, a CPS can be seen as an individual block or as a system
of systems (SoS) that encompasses multiple subsystems with several heteroge-
neous parameters [17]. It is worth mentioning that CPSs are the building blocks
of Critical Infrastructures (CIs) which are essential for the maintenance of vital
societal functions, such as manufacturing, healthcare, transportation, and the
energy sector [8,38].

In a CPS, as a system of systems, individual parts work collectively to accom-
plish the main objective of the system, and the service provided by the system
is actually formed based on the behavior of all constitutive parts and interactions
among them. That also implies that the functionality and security of a CPS depend
on each constitutive part and the relationship among them. Indeed, each part has
its own characteristic and may react differently in case of an unexpected situa-
tion like a cyber attack. Any failure or malfunction in an individual part not only
can affect the functionality of the part itself but also may influence the depen-
dent parts and the entire system. The electric power disruption in California [35],
the attack on Florida water treatment plant [2] and the Maroochy attack [1] are
examples of failures and cyber attacks which initiated at an individual part but
significantly affected the entire system. Therefore, researchers in many domains
attempt to develop appropriate methods to model Cyber Physical systems with an
eye to studying underlying relations and dependencies between the components of
a CPS. Identification of these dependencies in a CPS provides an insightful view of
cause and effect relationships, failure types, response behavior, state of operation,
and risks to the system [23,29]. For this reason, dependency analysis is an underly-
ing basis for various research domains such as reliability analysis [27], robustness
evaluation [14] and failure propagation [46] to name a few.

Significant efforts have been dedicated to modeling and analysis of CPSs
and their interactions, particularly in recent years. These proposed methods
were mainly developed based on Graph theory [47], Input-Output Models [39],
Bayesian networks, Petri nets [26], Agent-Based Models, and Multi-Agent Mod-
elling [43] and differ broadly according to the granularity, details, and level of
abstraction applied. Jensen et al. explained that a comprehensive model of a
CPS should portray the coupling of physical processes and computations in the
system by considering the environment in which the system resides [21]. Nev-
ertheless, the main focus of previously developed methods dedicated to model
CPSs as disjoint services/layers, and the interactions within a CPS and hetero-
geneity of these interactions gained fewer attention [11]. Considering these mod-
eling requirements for CPSs as well as the heterogeneous components and their
interactions in a system, Khaitan argued that the current modeling approaches
and frameworks are inadequate [22].

The concurrency of different physical and computational processes as well as
the heterogeneous nature of CPSs turn the CPS modeling into a complex task.
Zhang et al. [46] mentioned that current literature is lacking approaches that
can capture the engineering aspects of interdependent networks. The authors in
[27] also pointed to the differences between the physical and cyber facets in a
CPS and highlighted the lack of interdependent system modeling in literature
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to portray these fundamental differences. That becomes more critical when sys-
tem modeling aims to study the security of CPSs. We have recently witnessed
sophisticated cyber-physical attacks such as Stuxnet [13] and the Florida water
plant attack [2] that revealed the necessity of dependency analysis in CPSs more
than ever. Considering the concept of “kill chain” which describes an attack as a
step-by-step approach [45], the authors in [5] stated that each attack (or attack
path) refers to a “chain of dependency” in a system that has been successfully
materialized by attackers. Krotofil et al. showed that the physical process layer
should be included in system modeling in the security scope as the physical pro-
cess can be utilized as a communication medium to deliver malicious payloads
between system components [24]. Furthermore, the multidisciplinary nature of
CPSs is another factor that an ideal system modeling should be capable of
addressing to provide a deeper understanding of interdependencies and their
implications for system security [34]. Among different modeling methods, our
research showed that Bond graph (BG) has the capability of providing the afore-
mentioned requirements. Bond graph is a description formalism that can portray
the physical process of a system based on the flows of system commodities from
different energy domains such as the electrical, mechanical, mechatronics, chem-
ical, hydraulic, and thermal as well as multidisciplinary dynamic engineering
systems [10]. Additionally, the BG diagram can represent the causality between
system elements that contributes to the formulation of system equations and
investigation of the system behavior in terms of controllability, observability,
and fault diagnosis [9]. These characteristics of Bond graph turn it into an ideal
method for modeling the physical processes of CPSs and analyzing dependencies
between the system components. Moreover, reviewing recent interdependency
studies showed us that Graph theory, as the most common underlying method
applied for dependency analysis in complex systems, has significant features for
modeling and analyzing the cyber part of CPSs which performs the controlling
and monitoring tasks [7,37,41]. Therefore, in order to fill the gap found in the
literature for modeling CPSs and interdependency study as a basis of various
research domains, in particular, for the cybersecurity domain, we attempt to
develop a new method based on merging Bond graph and Graph theory. Based
on the proposed method, we will not only be able of extracting dependencies
in CPSs, but also we can study the cause and effect relationship between the
system components. Our main contribution is twofold:

— We develop a novel method, called BG2 model, based on Graph theory and
Bond graph for modeling cyber-physical systems considering the multidisci-
plinary nature of such systems, and

— we apply the proposed BG2 model to discover and analyze dependencies and
causal relationships within the system components in a CPS.

The remaining of the paper is structured as follows: Sect. 2 reviews the related
work on modeling CPSs and dependency analysis. Section 3 provides the neces-
sary knowledge background of Graph theory and Bond graph. We describe the
proposed method in Sect.4, and a case study to expound on the application
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of the proposed method is presented in Sect.5. Finally, Sect. 6 summarizes our
findings and indicates possible future work.

2 Related Work

A survey conducted by Hehenberger et al. on methods and applications of mod-
eling CPSs revealed the necessity of developing transdisciplinary models and
conceptual frameworks to encompass attributes of CPSs stem from different
domains such as electronics, mechanics, engineering, and control [18]. Rinaldi et
al. also reviewed pertinent approaches for modeling and simulating CIs and their
interdependencies and concluded that the multidisciplinary science of interde-
pendent systems such as CPSs which consists of multiple disciplines is relatively
immature [34]. To address this challenge, recently Akbarzadeh et al. proposed a
unified IT&OT modeling approach based on Bond graph to model CPSs, facili-
tate collaboration between IT and OT experts, and discover the attack surface
of system components with the goal of improving cybersecurity of CPSs. Their
work showed Bond graph as a promising basis for modeling CPSs and analyzing
their dependencies, particularly for the physical process of the systems. Bond
graph is an explicit graphical model for capturing and representing the common
energy structure of systems. Besides, one can apply the causal and structural
properties of BGs to study systems’ behavior. Kumar et al. utilized Bond graph
to model a system of systems (SoS) [25], while other researchers applied BG as
a homogeneous and multi-domain modeling approach to study fault detection
and isolation, observability, and controllability in complex systems [9,44].

Interdependency analysis in CPSs contributes to assessing the consequences
of failures occurrence and failures propagations in a system. Moreover, this helps
to understand how failures can disturb the functionality of a CPS and conse-
quently affect the reliability of the system. As a result, modeling CPSs with
the aim of interdependency analysis provides an insightful view of inter-system
and intra-system causal relationships, response behaviors, failure types, state of
operations, and risks the systems might encounter [23,29]. Besides, interdepen-
dency modeling and studying the systems’ behaviors in the presence of failures
is a common approach to evaluating the security and reliability of CPSs, as these
failures may be caused by adversaries [15,33].

Rinaldi et al. proposed six dimensions of infrastructure interdependencies
namely, type of failure, coupling and response behavior, infrastructure char-
acteristics, environment, types of interdependencies, and state of operation to
study dependencies in Cls [34]. In the follow-up paper [34], the same authors
highlighted the necessity of developing interdependency analysis capabilities and
improving information integration in modeling and simulation methods to pro-
tect Cls. The authors mentioned that these objectives are also aligned with
the homeland security programs and can provide insights into rare events like
complex cyber-physical attacks [20].

Satumtira et al. [37] surveyed 162 papers on interdependency modeling and
discovered that Graph theory is the most common method to study interde-
pendencies in Cls. later on, Torres [41] compared different methods applied for
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modeling CIs including Agent-based Models, Petri Nets, Bayesian Networks, and
Graph theory based on six different objectives namely Scalability, CPU time,
Usability, Tools accessibility, Dynamic simulation and Large systems modeling.
Their evaluation confirmed the capacity of Graph theory as the most suitable
method found in the literature to study CPSs, as Graph theory gained the high-
est value in four out of six different objectives in the comparison. Recently, the
authors in [4] proposed the Modified Dependency Structure Matrix (MDSM)
based on Graph theory to identify, illustrate and evaluate the quantitative
characteristics of connections, including multi-order dependencies, in large-scale
CPSs. Nevertheless, the Graph theory-based approaches mainly provide a high-
level perspective of CPSs with an emphasis on the topological characteristics of
the systems. In our previous paper, we reviewed and compared recent graph-
based interdependency analysis methods in the power domain based on differ-
ent features including the communication direction, applied control parameters,
system functionality, system security, complexity and scalability, and the results
showed us there are still remarkable open challenges require to address [7]. Graja
et al. also conducted a critical review of different modeling and analysis tech-
niques found in 62 papers and stated that despite significant efforts, current
research is still at the beginning stage [16]. In a nutshell, dependency analysis
as a basis for various research fields requires a paradigm shift from a disjoint
modeling approach to transdisciplinary models that enables to capture of the
physical processes in lower levels, the monitoring and controlling of the cyber
part as well as the communication between cyber and physical parts and their
corresponding functionalities in a CPS to portray the behavior of a CPS as a
collection of functionalities from different domains. This paves the way towards
causality analysis in complex systems and contributes highly to improving the
security of such systems [11,16,28,44].

3 Background

In this section, a brief overview of Graph theory and Bond graph is given.

3.1 Graph Theory

A graph is a mathematical representation of a network. A network can be mod-
eled as a graph G(V, E) where V is a set of vertices and F is a set of links [31].
A vertex (node) V is an intersection point of a graph and can denote a compo-
nent of a system, while an edge (link) E is a link between two nodes. V(G) and
E(G) are referred to as the vertez (node) set and the edge (link) set of graph
G, respectively. Graphs can be Directed or Undirected. If the direction of each
edge is defined in a graph, that is a directed graph. Otherwise, it is known as an
undirected graph. In Graph theory, a directed graph D is a pair (V, E) where F
is a subset of V x V = {(z,x)|x € V} and (u,v) € E implies that there is an
edge e which joins the initial node (tail) w to its terminal node (head) v [40].
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In graph G, the Indegree Centrality shows the number of links that enter each
node, while the Qutdegree Centrality refers to the total number of outgoing links
from each node. Graph theory is the study of the relationship between edges and
vertices and can be applied to any scenarios that aim to examine the structure
of a network of connected objects.

3.2 Bond Graph

A Bond graph is a graphical representation of a physical dynamic system based
on the energy exchange phenomenon between the system components. Due to
the fact that in each energy domain, the amount of power transferred equals the
product of two physical quantities, i.e., Power = Effort x Flow, Bond graph pro-
vides a uniform notation for modeling dynamic systems from different domains
such as electrical, hydraulic and mechanical as well as multi-domain dynamic sys-
tems [12]. For instance in electrical domain power exchange is computed based
on the Voltage (V) and Current (I) while in the hydraulic domain the two physi-
cal quantities utilized to compute power are Pressure (p) and Volume Flow Rate
(Q). Bond graph is composed of bonds (edges) and port elements. Bonds con-
nect port elements and portray the direction of power flow by half arrows while
the two power conjugated variables named effort (e) and flow (f) are assigned
to each bond. Port elements indicate how energy exchanges across bonds based
on the underlying physics principles in which energy can convert into another
energy form, transform in the same energy domain, transfer from one power port
to another, be distributed, or be stored [10]. Figure 1 shows port elements and
their corresponding causality in the Bond graph.

Port Element Type of Causality Causality
Effort Source (Se) Se —A

Fixed causality
Flow Source (Sf) S =
C-element C <

preferred causality
I-element I k=
R-element Indifferent causality R<— or Rk—
O-junctions

0 <

1-junctions Constrained causality ey
Transformer F2TFF— or —ATF—A
Gyrator F2GY—A or —AGYF—

Fig. 1. Bond graph port elements and their corresponding causality [6].
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One of the main advantages of BG modeling is its capability to study the
characteristics of causality in a system. This facilitates the analysis of interac-
tions and cause-effect relationships between the system components, as well as
the structural analysis of systems such as controllability and observability.

Causal stroke: In BG diagrams, a causal stroke shows the direction of imposing
effort (e) and represents by a short line perpendicular to the bond at one of its
ends, either the tip or tail of the half arrow. Notice that the causal stroke is
independent of the power transfer direction shown by the half arrow. In Bond
graph when one side causes effort, the other side causes flow and the causal
stroke is placed near the element for which the effort is known [30]. For instance,
in Fig. 2-(a), X imposes the effort (e) to Y, i.e. effort (e) is known for Y, whose
effect sets the flow (f) towards X. Figure 2-(b) shows the opposite situation in
which effort (e) is known for X.

Causality assignment: As explained earlier, the causal stroke is only assigned
to one end of a power bond. This assignment of causal strokes known as causality
assignment follows the systematic procedure called Sequential Causal Assign-
ment Procedure (SCAP). The SCAP algorithm begins with the elements having
the strongest causality constraints and continues until all elements get their
causality assigned in the following order: (1) effort and flow sources, (2) I- and
C-elements, (3) transformers and gyrators, (4) junctions and (5) R-elements.
After that, if a port element has still remained without the causal stroke, it has
flexibility in the causality placement, and its causality will be determined at the
end [36].

Causal paths: A path between two ports connected via O-junction, 1-junction,
or Transformer (TY) is called a causal path if bonds have similar causal stroke
directions and the sequence of the causal strokes follows the same pattern. Notice
that when a Gyrator (GY) connects two ports the causal stroke direction is
altered. Figure 3 shows two different types of causal paths, simple and indirect
causal paths, in which direction of causal paths are denoted by green dashed
lines.

)z\é‘/Y ) /X‘:-e Y)
- / — 2 7 -
e "Causal strokes" e
x ——1Y XH—=—1v
/ f
(@) (b)

Fig. 2. Causality strokes in bond graphs. (a) Effort is known for Y. (b) Effort is known
for X.



12 A. Akbarzadeh and S. Katsikas

(P1) (P1) a :
AT Sy i P2,
e AT TA AL A Al k=7 Ot
PR 4 7T

(P2)

(@) (b)

Fig. 3. Causal paths in bond graphs. (a) Simple causal paths and (b) indirect causal
paths.

4 Method

In this section, the process of modeling a CPS based on the BG2 model is
described. Then the relationships within the cyber and physical layers of a CPS
is extracted and relevant metrics of Bond graph and Graph theory are applied
to analyze the different characteristics of dependencies within the system.

4.1 BG2 Model

As mentioned earlier in Sect. 2, Graph theory has been widely applied to model
CPSs in recent years. In these research works, system components are modeled
as nodes and the interactions among the nodes are represented by edges. This
modeling approach can clearly represent the topology of a system and facilitate
analysis of different characteristics of a system based on Graph-based metrics.
For instance, the authors in [3] proposed a method to rank the importance of
nodes and links in a CPS based on the Closeness Centrality and two novel graph-
based metrics, namely the Tacit Input Centrality (TIC) and the Tacit Output
Centrality (TOC).

Graph theory provides a high-level and asset-oriented representation of a
system which makes it an appropriate choice for modeling the cyber part of
CPSs, which relies on information flow to monitor and control the systems, and
analyzing the dependency among the IT components. However, studying the
dependency in the physical part of a CPS as well as the interactions between the
cyber and physical parts requires considering the physics of the system which
Graph theory cannot cover. To fill this gap, we can apply Bond graph to model
the physical processes of CPSs based on their commodity flows as explained
earlier in Sect. 1. Therefore, to study different types of dependencies within a
CPS we propose the BG2 model which utilizes Graph theory and Bond graph to
model the cyber and physical parts of a CPS respectively and represents the two
different types of flow passing through each part, namely commodity flow and
information flow. However, unlike the Graph theory, Bond graph demonstrates
a system based on the power transfer principle between the system components.
Therefore, to be able to apply both Graph theory and Bond graph to model
a CPS we leverage the cyber-physical components that exist in CPSs as the
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interfaces between the cyber and physical parts of the system. Consequently,
these interfaces perform as merging points between the Graph and Bond graph
diagrams.

A Physical-to-Cyber interface is a component that converts the commodity
flow of a CPS into information flow, while a Cyber-to-Physical interface acts
the opposite (Fig.4). A sensor and an actuator can be seen as the Physical-
to-Cyber (P2C) and the Cyber-to-Physical (C2P) interfaces, respectively. As a
result, considering the characteristics of cyber and physical parts of a CPS, in
our proposed model, the cyber part in which the information flow plays the
main role is modeled based on the Graph theory, and the physical part of the
system which operates based on the commodity flow is modeled based on the
Bond graph, while the P2C and C2P interfaces merge these two parts together.
We will explain the BG2 modeling based on a case study represented in Sect. 5
in more detail. Figure 4 illustrates the proposed BG2 modeling for CPSs.

Graph digram
2D, AN _J

Cc2P p2Cc
interface interface

(\V \I:l/\

BG digram

Fig. 4. Conceptual representation of the BG2 model.

4.2 Dependency Identification Based on the BG2 Model

Here, we aim to track dependencies within the system components to study how
the behavior of an entity in a CPS depends on the other entities and subsystems.
The result of this step provides insight into improving the security of CPSs and
to a high extent collaborates in various research domains such as analyzing
cascading failures, attack path analysis, and risk management to name a few.
For this purpose, after modeling a CPS based on the BG2 model, we utilize
the properties of Graph theory and Bond graph to discover dependencies. It
is worth mentioning that, Dependency is a linkage between two entities in a
system, through which the state of one entity influences the state of the other.
Besides, the term Interdependency defines a bidirectional dependency between
two entities in a system in which the state of the first entity affects the state of
the second one and vice versa

As explained in Subsect. 4.1, the cyber part of a CPS is modeled following
Graph theory in the BG2 model. Accordingly, the cyber part can also be por-
trayed in form of an Adjacency Matrix (A). In Graph theory, an adjacency matrix
A is a square matrix used to represent whether the vertex v; is adjacent to the
vertex v; in a network or not, which shows with one or zero, respectively. Based
on the same definition, we define the Dependency Matrix (D) which repre-
sents the value of information flow (I;;) moves from vertex v; to vertex v; in the
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corresponding cell of the matrix D. Besides, the C2P and P2C interfaces in the
BG2 model have interactions with the physical part through the output/input
commodity flow. Therefore, to capture the entire interactions for interfaces, an
extra column and row labeled as (M) are assigned in the Dependency matrix
(D). The pair (M, M) will be further utilized to derive dependencies between
the two parts of CPSs as jumping points. Notice that the information flow can
be divided into Sensed data (/) and Control command (I.). This facilitates
distinguishing between faults/attacks on monitoring and controlling parts in fur-
ther steps. The sensed data (I) is collected from the physical layer by means
of P2C interfaces and moves towards the specific components in the cyber layer
for monitoring reasons, while the control command (I.) is issued by components
like controllers in the cyber layer and moves towards the C2P interfaces to apply
the desired changes in the physical process of the system.

Given that the physical part of a CPS is modeled based on Bond graph in
the BG2 model, we can extract the dependencies in this part by following the
commodity flow and tracking “Causal Paths”. Causal Paths are one of the sig-
nificant characteristics of Bond graphs which are derived based on the causality
in a system. Indeed, Causality indicates the dependencies between the dual vari-
ables effort and flow in a system, and specifies the independent variable(s). For
all the P2C and C2P interfaces in a BG2 model, we extract pertinent causal
paths. These causal paths reveal the dependencies between each interface and
system assets in the physical part. Therefore, one can use Dependency matrix
D to derive dependencies in the cyber part until reaching an interface (jumping
point) and then extract dependencies in the physical part based on the causal
paths corresponding to that interface. This enables us to extract higher order
of dependencies between those system components that are placed in different
parts or subsystems yet affect each other.

For each component in a BG2 model, particularly for the interfaces, we can
write a functional dependency relation. Assume that the elements of X, X =
{z1,22,...,z;}, are inputs and the elements of Y, Y = {y1, 2, ..., y; }, are outputs
of the component S, so that g expresses a functional input-output relationship
(9: X = Y) as shown in Eq.1, which is defined to represent both cyber and
physical aspects of this function.

Y = g(5|X) (1)

Equation 1 represents inputs, outputs, and the device S with the correspond-
ing inner functionality. Consequently, this mathematical representation of the
functional properties of a CPS component allows us to analyze both cyber and
physical aspects of a relation between inputs and outputs at the same time. This
can be further used to identify attack vectors in cyber-physical systems.

5 Case Study

In this section, we apply the proposed BG2 model into a realistic cyber physical
system shown in Fig.5 and extract dependencies within this system based on
the method described in Subsect. 4.2.
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5.1 BG2 Model of the System

Our case study is developed based on the realistic network infrastructures pro-
posed by Homer et al. [19] and Pan et al. [32], and encompasses four network
zones namely Corporate network, Demilitarized zone (DMZ), Field network, and
Control network. As shown in Fig. 5, the physical process of the system occurs
in the field network, while the other three networks collaborate in monitoring
and controlling. Therefore, the field network in this CPS is considered as the
physical part and the rest of the network zones form the cyber part. To model
the cyber part of the case study as a BG2 diagram, the first step is to discover
the direction of the interactions within the system components. Homer et al.
[19] explained that the web server (A7) and the VPN server (A8) are accessible
from the Internet (A6), and the VPN server (A8) has access to the File server
(A9), Workstations (A10) and Citrix server (A1l). The web server (A7) has
only access to the file server (A9). The Citrix server (All) has access to the
Data historian (A3) and Communication servers (Al). Operators can monitor
the field network and send commands to the field devices (if necessary) from
the Human Machine Interface (HMI). The Communication servers (A1) pro-
vide central monitoring and control and additionally interfaced with the data
historian (A3) so historical data could be collected and preserved and studied
outside of real-time operations. Given this information, we model the cyber part
of the system as a graph diagram shown in Fig. 6, in which system components
are depicted as nodes (V) and connections among components are represented
by links (E). Here, the Graph diagram of the entire system is displayed to help
readers compare the graphical representation of a system based on Graph theory
and the new proposed BG2 model. In Fig. 6, devices belonging to the cyber part

A\

Internet (A6)

Fireviall (AS) m \omz

CommunlcanonsServers(Al] N - Workstations(A10)\

%990 y G2

)
Firewall (A4) .
HMI (42) Data Historian ﬁ = 3
(A3)
(| B Citrix Server (A11)

\ Control Network \ Corporate Nework _/

Web Server (A7)

R ‘ 81 LOAD - )
L (GBIl \ Field Network 14 82 " >4
networks (A12) B '

Fig. 5. Graphical representation of the case study
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are depicted in red color, blue circles denoted to those components are placed
in the physical part which will be modeled later based on Bond graph, and the
P2C/C2P interfaces are depicted in half blue and red.

Following the BG2 model procedures, the second step is to model the physical
part of the system, i.e. the filed network, based on the Bond graph. In Fig.5,
the field network is a three-bus two-line transmission system which is a modified
version of the IEEE nine-bus three-generator system [32]. This physical part
illustrates the process of generating and transmitting power to the consumer
(Load). G1 and G2 refer to the power generators, BR1 through BR4 denotes
the circuit breakers, and R1 through R4 are relays. Each relay is able to trip
and open the related circuit breaker when a fault occurs on a transmission line.
Operators are also able to issue commands via HMI to each relay to open and
close the corresponding circuit breaker. Based on the port elements of Bond
graph represented in Fig. 1, we model the physical part of the system as shown
in the lower part of Fig.7. The generators G1 and G2 are modeled as effort
sources (Se) and Load Lz as an R-element. Besides, the dissipation phenomena
on the transmission lines .1 and L2 are modeled by impedance R:L1 and R:L2,
respectively. Following the approach proposed by Umarikar et al. for modeling
switches [42], we modeled circuit breakers BR1 through BR4 as 1s-junctions. A
circuit breaker switches between two states (on and off) to protect an electrical
circuit from damage caused by an over-current or short circuit. Likewise, 1s-
junction switches between two states that are determined by Boolean variables
U and U. The role of the Relays in the system is to measure the current that

[ X
@ Cybernode VAN

AN

@ Physical node P T I A7
/ A “‘

@ P2c/C2P node o | .

' R2

\ / ¥
\ . .‘BRZ 4 ©BR3 BR1 BR4
N / p /
YBus2 Bust Bus3
Y
i Load(L 3) G1 G2

Fig. 6. Digraph of the system
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passes through transmission lines and send the trip command to the associated
circuit breakers in case of overcurrent. Therefore, as explained in [6], a relay
in the BG diagram can be modeled as one sensor which measures the current
and one actuator that triggers the corresponding circuit breaker. Considering the
roles and input-output of the circuit breakers and relays in the system clears that
these components are connecting the cyber and physical parts of the system and
are the C2P/P2C Interfaces. In the BG2 model of the system shown in Fig. 7,
cyber components are depicted as solid red nodes while the C2P/P2C Interfaces
can be distinguished easily by the red border drawn around port elements.

5.2 Dependency Analysis

According to the proposed method explained in Sect. 4.2, dependencies among
the components placed in the cyber part of a CPS are represented via the depen-
dency matrix D, while dependencies in the physical part derive based on the
causal paths. Therefore, considering the BG2 model of the system displayed in
figure 7, here, we write the dependency matrix D of the system (see table 1). The
next step is to write the causal paths for interfaces. In this regard, we should
label the bonds and assign the causal strokes as explained in Sect.3. Causal
strokes display the direction of the effort variable (e¢) in a BG diagram and are
necessary for writing the system equations and causal paths correctly.

21
21 2 Se:G2
(83)

Sf=0 RiL, Si=0 R:Ls Sf;=0 R:L, Sf=0

Fig. 7. BG2 representation of the system
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Therefore, we assign the causal strokes of effort /flow sources in the first place,
then the I- and C-elements, afterward the transformers and gyrators, and finally
junctions and R-elements. Following that, as shown in Fig.7, all bonds were
labeled and the causality assignment was accomplished. After that, we are able
to write the causal paths for interfaces that have non-zero values on row M in
matrix D. For instance, consider the commodity flow (f19) in table 1 which is
an input from the physical part of the system to relay R;. Based on Fig. 7, the
causal paths terminating at relay R1 are as follows:

(R1- Path1)Sf; : 0 2 151 EER Df Rl
(R1- Path2) Sf,:0 2% 152 18, 212 pr.m

(R1- Path3) Df: R2 2% 1 /7, 152 ELRS LN Y LR NNy Y R 3|

Notice that for writing the causal paths, we start from Relay R1 and track
the sequence of port elements with analogous causality as R1. As an example, in
Fig. 7, relay R1 is connected to effort source G1 and 15:-junction. Here, only the
direction of casual stroke belonging to the 157-junction is similar to R1, which
means that for extracting the casual path, we have to take a step towards the
157-junction, not G1. Moreover, to write the causal paths for R1 we follow the
flow variable (f) as we aim to derive the commodity flow (fi9). Following the
same approach, one can extract the causal paths for other interfaces.

Table 1. Dependency matrix D

A | A7 | As | Ag | A1o| A1l | As Ay |A2 |\Ri |R2 |Rs (R4 |BR:i|BR2|BR3|BRs| M
A5 0 |Ie7 les 0 0 0 Jo 0 0 o 0o 0 0 0o o o o
A7z |0 |0 0 I79 10 0 0 0 0 0 0 0 0 0 0 0 0
As 0 |0 |0 |Ise Isio|ls.i O 0 0 0 0 0 0 0 o 0 o
Ay 10 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Ao |0 |0 0 0 0 T10,11 |0 0 0 0 0 0 0 0 0 0 0
Ay 0O O |0 0 |0 Liis 11120 |0 |0 0 0 0 0 0 0 0
As |0 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
A, |0 |0 0 0 0 Lz |0 Lo | Icy | Icio | Lo | Ic12| 0 0 0 0 0
As 0 |0 0 0 0 0 0 0 Ics Ica (Ics |Ics |Icr |Ic2 |Ice |Icr |0
R, |0 |0 0 0 0 0 g9 |Iaz |0 0 0 0 Ici3 |0 0 0 0
Ry |0 |0 0 0 0 0 Iaio |Iaa |0 0 0 0 0 Ic14 |0 0 0
Rz |0 |0 0 0 0 0 Igi1 | Ias |0 0 0 0 0 0 Ici5 |0 0
Ry |0 |0 0 0 0 0 Igi2 | Igs |0 0 0 0 0 0 0 Ici6 |0
BR: 0 |0 0 0 0 0 0 Isn |0 0 0 0 0 0 0 0 0
BR> |0 |0 0 0 0 0 0 Ig2 |0 0 0 0 0 0 0 0 0
BR3 |0 |0 0 0 0 0 0 lis | O 0 0 0 0 0 0 0 0
BR4s |0 |0 0 0 0 0 0 Iq7 |0 0 0 0 0 0 0 0 0
M |0 0 (0 |0 |0 0 0 0 | fio |foo |fa2 |for |fo |fs |fia | fux |O
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Based on the above causal paths we have:
R1, fo L {BR1, BR2, R2} (2)

which implies that R1 and value fi9 depends on the functionality of BR1, BR2,
and R2. As explained in Sect. 4, we can also extract the functional dependency
of each system component. Therefore, we can write the functional dependency
of components BR1, BR2, and R2 based on Eq.1 and considering the pertinent
variables shown in dependency matrix D, as follows:

Urfs+Urfs = g(BR1|Icy, Icys, f2) (3)
Usfr + Usfs = g(BR2|Icy, Iy, f5) (4)
Urfs+Urfs = g(BR1|Icy, Icas, f2) (5)

By substituting Egs. (3-5) into Eq. 2 we have:
R1, fio W{Ie1, Icis, fo, Ica, Iena, f5, 11, Iers, fo}, g(BR1), g(BR2),g(R2) (6)

Equation 6 clears that R1 and the value of f19 depends on operation of BR1,
BR2, and R2 and their inputs {Ic1,Icis, fa,lca, Ic1a, f5,1c1, a3, fo}. Also,
based on the matrix D we extract those chains of dependencies in the cyber
part that terminates at R1 in the following:

A6 — A8 — A1l — Al — RI,

A6 — A8 — A1l — A1l — A2 — RI,

A6 — A8 — A10 — A1l — Al — R1, and

A6 — A8 — A10 — A1l — Al — A2 — RI.

Therefore, by considering the above dependency chains and Eq. 6 which are
derived based on the causal paths for R1, one can analyze how different com-
ponents in the case study may affect R1 in case of any accidental failure or
cyber-attack. Following this approach not only helps to identify dependencies in
a cyber-physical system, but more precisely, it reveals the cause and effect rela-
tions between the system components and shed light on studying the behaviors
of complex CPSs in different scenarios such as security assessment, failure prop-
agation, or reliability analysis. For instance, the causal path (R1- Pathl) reveals
the causality between f19 and the state of BR1 which is modeled as 1.5;-junction.
Indeed, if U; equals to 1, then this causal path exist and S f; passes through bond
3, i.e. f3 = Sf1. Besides, the causal path (R1- Pathl) also shows that the value of
f19 depends on fy and f3. So, we can see that if U; equals 1, f1g9 will be zero and
R1 will sense and send this value to the cyber part. Considering the function of
circuit breakers, this fi9 = 0 happens when a fault has occurred on transmission
line L1 and BRI has tripped upon receiving a trip command from R1 or HMI to
protect line L1. In the same way, the causal path (R1- Path2) reveals that fig9
depends on the functionality and states of 1.5;-junction (BR1) and 1S5-junction
(BR2). Here, S f passes through bond 8 when Uz equals to 1. One can write the
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structural equations for all junctions that exist in the casual path to find the
value of fi9. Starting from 1S5-junction, we have f5 = fg if Uy is 1 and we know
fs = S fa. Notice that in a BG diagram, the same flow passes through all bonds
connected to a 1-junction, while a 0-junction implies connected bonds have the
same effort. Therefore, when U; equals to 1, because of the 1-junction placed
between bonds 4 and 5, we know that f5 = f;. For the same reason, f5 is equal
to fi9 and we can conclude that fi9 = S fo = 0. This implies that BR1 is working
in a normal situation while BR2 has been tripped because of a fault occurrence
on transmission line L1 and the fault was closer to BR2 than BR1. Finally, the
last causal path (R1- Path3) reveals the relation between the two relays R1 and
R2 as well as commodity flows fig and fao. In this case, if U; = Uy = 1, then
system is in the normal situation and the same flow is passing through trans-
mission line L1, i.e. fi9 = fyp and relays R1 and R2 measure the same value.
Therefore, based on the above causal paths, we could discover components and
states that influence the value of f19. Besides, we showed that these causal paths
can reveal different scenarios regarding fault occurrence in a system. Indeed, one
of the advantages of Bond graph is its ability to study controllability and observ-
ability in a system. Therefore, merging the information gained from the causal
paths with the chain of dependencies that can be extracted from the dependency
matrix D will assist us to study complex scenarios in which both cyber attacks
and faults may occur. For instance, consider the causal path (R1- Path2) as a
simple example in which the value of fi9 depends on the functionality of 15-
junction. Therefore, in the bottom-up direction which relates to the monitoring,
any fault, failure, or cyber-attack on BR1 can change the value of fi9 and affect
interdependent components in the cyber layer, i.e. {Al, A2, A11, A10}. And from
the top-down direction which relates to the controlling feature, any malfunction
or cyber attack on {Al, A2, A11, A10, R1(Msf : T1)} may change the state of
BRI and consequently influence the value of fig.

Based on the matrix D, one can extract dependency chains A6 — A8 —
A10 — A1l — Al — A2 and A6 — A8 — All — Al — A2 and leverage inter-
faces BR1-BR4 and R1-R4 to merge dependency chains with pertinent causal
paths to evaluate all possible scenarios.

Besides, as explained in Sect. 4, the BG2 model supports all the conventional
graph-based metrics. To clear that, we compute the Indegree/Outdegree central-
ity of the system components based on the Graph diagram depicted in Fig. 6 and
the BG2 model represented in Fig. 7 as shown in Table 2. Comparing the values
in Table 2 shows a slight difference between the measured values for components
placed in the physical part of the system. That is because the BG2 model can
provide a realistic abstraction of the physical process of the system and conse-
quently, the Indegree/Outdegree centrality measured based on the BG2 model
is more precise than the Graph diagram.
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Table 2. Comparing Indegree/Outdegree centrality derive from the BG2 model and
Graph diagram.

Nodes: As | A7 | As | Ao | A1o | A1 | A3 | A1 | A2 |G1| G2 | Bl R1|BR1|BR2| B2 | R3| B3| BR4| BR3 | R2| R4
Out (BG2) |2 |1 |3 |0 |1 2 06 8 |1 |1 |2 |3 |2 2 3 |13 |2 |2 2 3 3
In (BG2) 0 |1 1 |2 |1 2 2 /5 9 [0 |0 |1 |3 |3 3 2 |3 |1 |3 3 3 3
Out (Graph) |2 |1 |3 |0 |1 2 0 6 |8 (1 |1 |0 |2 |1 1 1 /2 (0 |1 1 2 |2
In (Graph) |0 |1 |1 |2 |1 2 2 /5 9 [0 |0 |3 |2 |2 2 4 |2 |3 |2 2 2 |2

6 Conclusion

In this paper, we proposed the BG2 model to capture and demonstrate the topo-
logical and functional characteristics of Cyber Physical Systems as an underlying
basis for interdependency analysis. The BG2 model is developed based on Graph
theory and Bond Graph to characterize the cyber and physical facets of a CPS
and the relationship between them. Interdependency analysis as well as model-
ing of interdependent systems such as CPSs rely on the understanding of system
dynamics and flows. In the BG2 model, the information flow that passes through
the cyber components for monitoring and controlling purposes is modeled based
on Graph theory, while the Bond graph is applied to model the physical process
of the system whose in charge of generating and delivering commodity flow(s).
We utilized physical-to-cyber and cyber-to-physical interfaces in the BG2 model
to bridge the gap between the data-driven and physics-based driven nature of
Graph theory and Bond graph and merge these two underlying methods. In the
BG2 model, the relationships between the system components belonging to the
cyber part are recorded in a dependency matrix D, causal paths are applied to
track the cause and effect relationships between those system components placed
in the physical part of a CPS, and the interfaces act as jumping points between
these two parts. The interfaces enable us to identify the chains of dependencies
for each component, regardless of which part its dependent components belong
to or geographical distance. In other words, we can extract the higher order of
dependencies for every component in a BG2 model. This facilitates studying
cascading failures in CPSs.

In reality, CPSs encounter failures and cyber-attacks. A cyber attack may
happen in different parts, and in a worst-case scenario, several attacks may hap-
pen together. As explained in Sect. 5, based on the proposed BG2 model, one can
distinguish between accidental failures and cyber-attacks in a CPS by analyzing
the behavior of the system and dependent components, particularly by noticing
the physical process of the system and causal paths. Unlike previous works, BG2
model is not only able to discover the dependencies between the system com-
ponents but also the cause and effect relationships. Studying the causality in
a system can address the “what-if” questions that relate to analyzing changes,
that might occur due to a cyber attack or failure, to the system under study.
The proposed method also satisfies Graph theory-based metrics that have been
applied and developed in previous works. We measured the Indegree/Outdegree
centrality based on the Graph diagram and the BG2 model and the comparison
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showed that the BG2 model can provide a more realistic result for the physical
part of the system.

Interdependency analysis substantially collaborates in improving the security
of CPSs and is the foundation of various research domains such as risk propaga-
tion, attack path analysis, fault identification and isolation, reliability analysis,
and robustness evaluation. Modeling CPSs based on the BG2 model and analyz-
ing dependencies can help us to identify cyber-attacks and predict corresponding
consequences and enable us to protect CPSs against them. Furthermore, based
on the significant features of Bond Graphs, such as the causal paths, we can
derive fault indicator algebraic equations for the physical process of the systems
and enhance system controlling and fault isolation. As a result, we aim to apply
the BG2 model to develop a new method to discover and analyze cyber-physical
attack paths in CPS. It can also help us to investigate the possibility of paral-
lel attack path analysis in cyber-physical systems to identify complex attacks.
Designing a unified safety and security risk management method based on the
BG2 model is also among our future research plans.
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