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Abstract. Digital thread, that is interoperability between the different layers of
companies’ organization and throughout their processes, is a key target for Indus-
trie 4.0 or SmartManufacturing. The historical drivers of integration, PLM and the
Automation Pyramid (ISA-95), were decisive to structure processes and organiza-
tions when no technical solution to reach global interoperability existed. However,
now, thanks to the maturity of new technologies at every level (growing comput-
ing power in machines, efficient communication protocols, reliable heterarchical
architecture), new solutions and architecture models are emerging. After a broad
state of the art, this paper intents to discuss the opportunities brought by new
architecture model such as RAMI 4.0, Service Oriented Architecture and Multi
Agent Systems applied to industrial use cases, and the necessary questioning of
the hierarchical integration approaches that are still prevalent.
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1 Introduction

The digital transformation, that is now widespread in industrial companies, is a mean to
increase quality of products and services through a full deployment of ICT (Information
Technology Tools). One of digital transformation core concept is digital continuity or
digital thread. This rests upon the idea of a channel to capture and share data across the
company. There have been many works, theoretical and practical, in the last 30 years,
supporting companies to deploy a digital thread through their organization. There are
several axes framing digital thread. The focus can be on a PLM (Product Lifecycle Man-
agement) aspect, or on a more OM (Operations Management) aspect, depending on the
source of the data. Yet the digital thread along these axeswas limited by the interoperabil-
ity between systems. Lately, new proposals addressing interoperability (communication
standards, Service Oriented Architecture, Multi Agent Systems) provide solutions to
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foster digital thread in these existing frames. But they also enable new, more distributed,
architecture, that are becoming interesting alternatives.

The present paper intents to question the current divergences between these axes
and explore the possibilities for a convergence. Section 2 will describe the digital thread
along three identified axis. Section 3 will explore recent proposals that may challenge
this axes division. Section 4 will discuss the risen challenges and opportunities.

2 Integration Axis

Digital thread, and its integration, relies on the concept of interoperability. The term
“integration” can have several meanings while addressing interoperability questions.
This section will clarify this ambiguity but as well define interoperability.

Integration can refer to the concept of interoperability: “interoperability lies in the
middle of an ‘integration continuum’ between compatibility and full integration” [1].
Furthermore, [2] proposes three integration axes: vertical, horizontal, and end to end.
Vertical integration describes the intelligent cross-linking and digitalization across the
different aggregation and hierarchical levels of a value creationmodule frommanufactur-
ing stations via manufacturing cells, lines and factories. Horizontal integration describes
the cross-company and company-internal intelligent cross-linking throughout the value
chain of a product life cycle and between value chains of adjoining product life cycles.
PLM integration describes the intelligent cross-linking and digitalization throughout all
phases of a product life cycle: from the raw material acquisition to manufacturing sys-
tem, product use, and the product end of life. These three integration axes are the subject
of the present section.

2.1 Integration Through PLM

“PLM can be broadly defined as a product centric – lifecycle-oriented business model,
supported by ICT, in which product data are shared among actors, processes and organi-
zations in the different phases of the product lifecycle for achieving desired performances
and sustainability for the product and related services” [3]. It is critical to ensure a data
continuity linking the different tools used for product design and manufacturing. For the
product development cycle (including design, simulation, manufacturing and assembly),
[4, 5] conclude that the two main ways to reach interoperability between the different
systems are the use of standard formats, and of ontology models.

Ontologies are explicit specifications of a conceptualization [6]. A conceptualization
is an abstract, simplified view of the world that we wish to represent for some purpose.
Every knowledge base, knowledge-based system, or knowledge-level agent is committed
to some conceptualization, explicitly or implicitly. In a literature review [7] presents
several ontology based product models such as PRONTO, PSL, OntoPDM, PROMISE,
OntoSTEP. These ontologies can be built from scratch or based on existing standards.
[8], makes a proposal for using ontology to enable semantic interoperability between
different PLM systems, that does not lead to any technology constraint or tool.

Then, the link between data from the design phase to the actual production is handled
by the Product Data Management. “PDM is the system developed to efficiently manage
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the product-related data and entire data flow for the work process emerging from new
product development or existing product modification based on the work of the R&D
division. Therefore, in the manufacturing industry, the connection from PDM of product
data, that is, of Bill of Material (BOM) data, to ERP is an essential requirement and also
the most important problem that needs to be solved” [9]. The link between engineering
data andmanufacturing data is done through the transformation of the Engineering BOM
(EBOM) in the Manufacturing BOM (MBOM) at the ERP level [10].

Predictably the Beginning Of Life (BOL) is the phase with the largest quantity of
data, and for which more efforts have been made to reach interoperability. Regarding
the latter stage of PLM, Middle and End of Life (MOL, EOL), there are less use cases
because of the lack of data. It would be interesting to assess accurately what frameworks
now exist for these stages of PLM, and how it can interact with OM.

2.2 Integration for Operation Management

While PLM is product centric, horizontal and vertical integration refer to the architecture
of the company. This architecture, although handling product data, is the support of
Operations Management: “OM is management of a systemic transformation process
to convert a set of inputs into outputs”. It rests on the ERP, as a central pillar, but also
embraces other management systems (Supply chain management, customer relationship
management., supplier relationship management., knowledge management.) [11].

Fig. 1. Automation pyramid [12]

A breakdown in several business layers of the IT system has been proposed in the
ISA-95 [12] (Fig. 1) framework: Level 0 and 1 are contained in the machines that
compose the industrial system. There the integration issues are the prerogative of the
Original Equipment Manufacturer (OEM).

Focusing on the 3 higher levels, (2:SCADA, 3:MES, 4:ERP) [13] proposes a new
pyramid more consistent with the current integration questions (Fig. 2). The different
machines are part of the field level and may be connected, although using distinct tech-
nologies (from legacy PLC to recent NC). The scope of the cell level is the orchestration
of the different systems on the field level, in order to achieve the goals set at company



Distributed Approach for Integration in Industrial Systems 119

level. MES and the humanmanagement of operations would occur at cell level; and ERP
at company level.

Fig. 2. Revised automation pyramid [13]

2.2.1 Integration Across Manufacturing Process (Horizontal)

Discussing the horizontal integration at field level is assessing the interoperability
between the different machines. In the framework of [14], it can be achieved by “integra-
tion”, “unification”, or “federation”. The integration approach means a standard is used
by all the components. The current standard that is broadly spread is OPC UA, although
MQTT is an emerging alternative [15]. Yet some systems that share more specific func-
tions can have amore specific standard (AML, PackML). However it is common to see in
a shopfloor successive generations of machine [16] that communicate and compute dif-
ferently. In this case a semantic data model can oversee the communications, providing
a translation between any component, suiting [14] definition of unification. Otherwise,
interfaces can be set between components to manage semantic translations issues, real-
izing interoperability through federation. Asset Administrations Shell is an application
of this strategy [17]. Notwithstanding these conceptually different approaches, it is usual
to mix them to extend the scope of interoperability, to provide bridges between different
standards or data models.

For cell level integration, MES solutions are usually unique for a given production
system and do not need horizontal interoperability. Regarding company level, ERP inter-
operability in the context of extended enterprise is a challenge but it does not enter the
scope of this paper.

2.2.2 Integration Across Business Layers (Vertical)

Data from machines is used strictly for follow up of production progress but an auto-
mated access at a sufficient rate enable more uses, such as monitoring for preventive
maintenance [18] or near real time modelling for digital twin [19]. The main prerequi-
site of these use cases is the deployment horizontal integration with recent standards at
field level (OPC UA or else). Regarding interoperability between ERP and MES layers,
it is less of a challenge because both MES and ERP (Fig. 2) networks are IP based; there
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is no issue regarding technical interoperability. Still the question of semantic understand-
ing stands. As a solution for this, MESA formalized a standard, B2MML (Business to
Manufacturing Markup Language) that consists of a set of XML schemas written using
the World Wide Web Consortium’s XML Schema language (XSD) that implement the
data models in the ISA-95 standard.

Vertical and horizontal integration, as well as PLM integration, were built on a
partition of high-level processes and organization in distinct layers, to frame tools and
methods to be use successively. It was necessary when there was no set of interoperable
ICT solutions to manage the workflows throughout a company. Now, the progress of ICT
tools and their deployments in industrial companies challenge the idea of integration
following numbered steps.

3 Architectures and Distributed Approaches

3.1 Multidimensional Architecture Model

In a recent review of enterprise architecture model, [20] lists IIRA (2015), RAMI 4.0
(2015), IIVRA (2016) SITAM (2016), IBM industrie 4.0 (2017) and LAFSA (2019), that
were created in the frame of Industrie 4.0. Amongst these 6 architectures, it is RAMI 4.0
and IIRA, that are the most popular and frequently mentioned. They both are supported
by industrial consortia: German Electrical and Electronic Manufacturers’ Association
(ZVEI) for RAMI 4.0 and the Industrial Internet Consortium (IIC) for IIRA.

For instance, RAMI (Fig. 3) has three dimensions: business layers, life cycle value
stream and hierarchy levels that create a multi-dimensional model allowing detailed
partition of the enterprise layers.

Fig. 3. RAMI 4.0 [21]

These reference architectures are remarkably different from the ISA95 proposal, and
challenge the approach by integration (horizontal, vertical, PLM) because they intent to
address all the different dimensions at once, and thus cannot be linearly described.

3.2 Service Oriented Architecture

Similarly, the service-oriented architecture is an architectural approach for software
development that allows the recursive aggregation of services into new business pro-
cesses and application. [22]. SOA takes business applications and breaks them down
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into individual functions and processes as services. Each existing services can be
recomposited, reconstructed, and reused to new applications [23].

SOA addresses the requirements of loosely coupled, standards-based, and protocol
independent distributed computing. Business operations running in an SOA comprise a
number of invocations of these different components, often in an event-driven or asyn-
chronous fashion that reflects the underlying business process needs. This functionality
is provided by the Enterprise Service Bus (ESB) that is an integration platform that uti-
lizes Web services standards to support a wide variety of communications patterns over
multiple transport protocols and deliver value-added capabilities for SOA applications
[24]. More practically, ESB is a three-party system with service providers on one side,
service customers on the other side, and a service broker that orchestrate the exchanges.

Unfortunately, ESB is a solution only for software integration, and does not embrace
industrial components. Yet, [25] and [26] offer an experimental extension of the ESB to
the manufacturing operations, with a Manufacturing Service Bus (MSB). They explain
that the traditional layers hierarchically ordered can be directly linked together with the
MSB. Thus, there is more flexibility for the business processes to make interact directly
any of its module notwithstanding any hierarchical difference. Other similar proposals
based on ESB exist: Line Information System Architecture (LISA) [27] or a service bus
gathering PLM, ERP and MES [28].

3.3 Multi Agent Systems in Manufacturing

[29] presents current and future industrials systems as Cyber Physical Production Sys-
tems (CPPS). CPPS are composed of industrial Cyber Physical Systems (CPS): collab-
orating computational entities which are in intensive connection with the surrounding
physical world and its on-going processes, providing and using, at the same time, data-
accessing and data-processing services available on the Internet. This new distribution of
data-accessing and processing among the components of industrial systems challenges
again the automation pyramid (Fig. 4): it is now possible to take decisions at a lower
level for real time critical events.

To summarize, the latest enterprise architecture reference model are matrices with
numerous interdependent partitions to be addressed and integrated. From the ICT per-
spective, SOA is now a mainstream solution to ensure interoperability in the IT layer of
the companies in a heterarchical way (Fig. 4). Then, from the machines point of view,
the concept of CPPS considers distributed computation power and new communication
protocol ensuring direct interoperability at the lower level. All these approaches are
consistent together but divergent compared to the linear and step by step integrations
presented earlier.
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Fig. 4. Transition from traditional industrial automation pyramid to cross-layer entity-to-entity
communication [20]

4 Discussion and Conclusion

Digital thread is a key challenge today because numerous software and data sources
coexist and there is a high business value to have a consistent set of interoperable solu-
tion to capture and use data. Section 2 presented the major guidelines for product data
and enterprise systems, namely PLM, and vertical and horizontal integration based on
ISA-95 automation pyramid. Lastly Sect. 3 focused on newer approaches that lean on
technologies recently available for industrial systems.

Although PLM and automation pyramid have structured industrials companies while
ICT tools were not available and integrated, new technologies and concepts are now
emerging that does not need so many layers and that provide more distributed abilities.

Firstly, the developments in this paper show a simplification of the issues about
vertical integration. Originally, the automation pyramid [12] had five levels. Regarding
industrial organizations, the integration effort from OEM has compressed in one “field
level” the first 3 (0: sensors and actuators, 1: automation, 2: SCADA) [13]. In the mean-
time, the broad deployment of SOA in IT-based networks, through ESB, has flattened
all hierarchy between software [24]. It then remains only two levels: the Information
Technology (IT) layer (IP-based network) and the Operational Technology (OT) layer
(Field area networks). Nowadays, the research efforts for vertical integration are thus
mainly focusing on the IT/OT interface.

ESB extending to the manufacturing process seems a very promising SOA solution,
using multi agent systems. Some experiments have been successful, but their scope
is quite small. An interesting research axis would be to assess the scalability and the
robustness of this concept at a company size. SOA could support the rising alternative
to traditional hierarchical architectures: decentralized networks (Fig. 4) of CPS. These
systems have by definition the ability to take decisions autonomously, thus providing
indisputably quicker reaction time. The need for near real-time decisions, and for reactive
and flexible systems [30] could become the issue that will trigger a reassessment of
traditional architectures: “As a result rigid and centralized organizations may become
obsolete” [29].

With the emergence of decentralized systems, also comes the possibility to set up
local optimizers to deal with disturbances or unforeseen events. Yet the need for a global
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optimization remains to reach delivery dates and performance goals. To handle both,
Dynamic Architectures have been proposed. [31] present a state of the art and the cur-
rent challenges of hybrid control architectures, that include switching systems between a
predictive mode (globally optimized) and a reactive mode (locally and temporarily opti-
mized). These theoretical architectures are very complex; but if they reached a sufficient
level of maturity, they could become mainstream thank to their unmatched industrial
efficiency.

Lastly, the opposition between PLM integration and OM integration was seeming
until the creation of new architecture reference models that support both axes. The
link between data from the product (drawings, BOM,…) and from the industrial system
(OEE, machines static parameters,…) are theoretically possible but a unified data model
would have a very large scope. For instance [32] proposes compatible data models for
product and process to link PLM and Equipment (machines) Lifecycle Management in
aircraft manufacturing, resulting in an already very complex model.

To conclude, the historical PLM and OM architectures have been both designed and
deployed to manage system and tools that were in no way interoperable. The recent tech-
nological advances, on software, hardware, and communication protocols, have unlocked
newpossibilities of integration, that bypass these architectures. The research axis empha-
sized in this paper are about the scalability of decentralized systems applied to manu-
facturing systems, SOA and dynamic architectures; and also, about the development of
solutions handling both product data and operation management data overpassing the
historical lack of awareness between PLM and Operation Management systems.

References

1. Tolk, A., Diallo, S.Y., Turnitsa, C.D.: Applying the levels of conceptual interoperability
model in support of integratability, interoperability, and composability for system-of-systems
engineering. Comput. Model. Simul. Eng. Fac. Publ. 27 (2007). https://digitalcommons.odu.
edu/msve_fac_pubs/27/

2. Stock, T., Seliger, G.: Opportunities of sustainable manufacturing in industry 4.0. Procedia
CIRP 40, 536–541 (2016). https://doi.org/10.1016/j.procir.2016.01.129

3. Terzi, S., Bouras, A., Dutta, D., Garetti, M., Kiritsis, D.: Product lifecycle management -
From its history to its new role. IJPLM 4, 360 (2010)

4. Danjou, C.: Ingénierie de la chaîne numérique d’industrialisation : proposition d’un mod-
èle d’interopérabilité pour la conception-fabrication intégrées. [PhD thesis]. Université de
Technologie de Compiègne (2015)

5. Danjou, C., Le Duigou, J., Eynard, B.: Manufacturing knowledge management based on
STEP-NC standard: a Closed-Loop Manufacturing approach. Int. J. Comput. Integr. Manuf.
30(9), 995–1009 (2017)

6. Gruber, T.R.: A translation approach to portable ontology specifications. Knowl. Acquisition
5, 199–220 (1993)

7. El Kadiri, S., Kiritsis, D.: Ontologies in the context of product lifecycle management: state
of the art literature review. Int. J. Prod. Res. 53, 5657–5668 (2015)

8. Sriti, M.F., Assouroko, I., Ducellier, G., Boutinaud, P., Eynard, B.: Ontology-based approach
for product information exchange. Int. J. Prod. Lifecycle Manage. 8(1), 1–23 (2015)

9. Lee, C., Leem, C.S., Hwang, I.: PDM and ERP integration methodology using digital man-
ufacturing to support global manufacturing. Int. J. Adv. Manuf. Technol. 53(1), 399–409
(2011)

https://digitalcommons.odu.edu/msve_fac_pubs/27/
https://doi.org/10.1016/j.procir.2016.01.129


124 S. Lacroix et al.

10. Fortin, C., Huet, G.: Manufacturing process management: iterative synchronisation of
engineering data with manufacturing realities. IJPD 4, 280–295 (2007)

11. Bayraktar, E., Jothishankar, M.C., Tatoglu, E., Wu, T.: Evolution of operations management:
past, present and future. Manage. Res. News 30, 843–871 (2007)

12. American National Standards Institute. : ANSI/ISA-95.00.01–2010 (IEC 62264–1 Mod)
Enterprise-Control System Integration - Part 1: Models and Terminology(2010)

13. Sauter, T.: The continuing evolution of integration in manufacturing automation. EEE Ind.
Electron. Mag. 1, 10–19 (2007)

14. International Standards Organization.: ISO 14258—Industrial automation systems—Con-
cepts and rules for enterprise models(1998)

15. Profanter, S., Tekat, A., Dorofeev, K., Rickert, M., Knoll, A.: OPC UA versus ROS, DDS,
and MQTT: performance evaluation of industry 4.0 protocols. In: 2019 IEEE International
Conference on Industrial Technology, pp. 955–962. IEEE (2019)

16. Givehchi, O., Landsdorf, K., Simoens, P., Colombo, A.W.: Interoperability for industrial
cyber-physical systems: an approach for legacy systems. IEEE Trans. Ind. Inf. 13, 3370–3378
(2017)

17. Fuchs, J., Schmidt, J., Franke, J., Rehman, K., Sauer, M., Karnouskos, S.: I4.0-compliant
integration of assets utilizing the asset administration shell. In: 2019 24th IEEE International
Conference on Emerging Technologies and Factory Automation (ETFA), pp. 1243–1247
(2019)

18. García, M.V., Irisarri, E., Pérez, F., Estévez, E., Marcos, M.: An open CPPS automation archi-
tecture based on IEC-61499 over OPC-UA for flexible manufacturing in oil&gas industry.
IFAC-PapersOnLine 50, 1231–1238 (2017)

19. Stark, R., Kind, S., Neumeyer, S.: Innovations in digital modelling for next generation
manufacturing system design. CIRP Ann. 66, 169–172 (2017)

20. Nakagawa, E.Y., Antonino, P.O., Schnicke, F., Capilla, R., Kuhn, T., Liggesmeyer, P.: Industry
4.0 reference architectures: state of the art and future trends. Comput. Industr. Eng. 156,
107241 (2021)

21. ZVEI. : Reference Architecture Model Industry 4.0. (2015)
22. Unger, T., Mietzner, R., Leymann, F.: Customer-defined service level agreements for

composite applications. Enterp. Inf. Syst. 3, 369–391 (2009)
23. Xu, L.D.: Enterprise systems: state-of-the-art and future trends. IEEE Trans. Ind. Inf. 7,

630–640 (2011)
24. Papazoglou, M.P., van den Heuvel, W.-J.: Service oriented architectures: approaches,

technologies and research issues. VLDB J. 16, 389–415 (2007)
25. Morariu, C., Morariu, O., Borangiu, T., Raileanu, S.: Manufacturing service bus integration

model for implementing highly flexible and scalable manufacturing systems. IFAC Proc. Vol.
45, 1850–1855 (2012)

26. Schel, D., Henkel, C., Stock, D., Meyer, O., Rauhöft, G., Einberger, P., et al.: Manufacturing
service bus: an implementation. Procedia CIRP 67, 179–184 (2018)

27. Theorin, A., Bengtsson, K., Provost, J., Lieder, M., Johnsson, C., Lundholm, T., et al. : An
event-driven manufacturing information system architecture for Industry 4.0. Int. J. Prod.
Res. 55, 1297–1311 (2017)

28. Trabesinger, S., Pichler, R., Schall, D., Gfrerer, R.: Connectivity as a prior challenge in
establishing CPPS on basis of heterogeneous IT-software environments. Procedia Manuf. 31,
370–376 (2019)

29. Monostori, L., Kádár, B., Bauernhansl, T., Kondoh, S., Kumara, S., Reinhart, G., et al.:
Cyber-physical systems in manufacturing. CIRP Ann. 65, 621–641 (2016)

30. Quintanilla, F.G., Cardin, O., Castagna, P.: Evolution of a flexible manufacturing system:
from communicating to autonomous product. IFAC Proc. Vol. 45, 710–715 (2012)



Distributed Approach for Integration in Industrial Systems 125

31. Cardin, O., Trentesaux, D., Thomas, A., Castagna, P., Berger, T., Bril El-Haouzi, H.: Coupling
predictive scheduling and reactive control in manufacturing hybrid control architectures: state
of the art and future challenges. J. Intell. Manuf. 28, 1503–1517 (2017)

32. Belkadi, F., Troussier, N., Eynard, B., Bonjour, E.: Collaboration based on product lifecycles
interoperability for extended enterprise. Int. J. Interact Des. Manuf. 4, 169–179 (2010)


	Distributed Approach for Integration in Industrial Systems
	1 Introduction
	2 Integration Axis
	2.1 Integration Through PLM 
	2.2 Integration for Operation Management

	3 Architectures and Distributed Approaches 
	3.1 Multidimensional Architecture Model
	3.2 Service Oriented Architecture
	3.3 Multi Agent Systems in Manufacturing

	4 Discussion and Conclusion
	References




