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Abstract From the beginning of the 21st century, the entire world suffers from two 
critical problems: the growth of the world population and the improvement of life 
expectancy of people owing to the development of healthcare facilities. This has 
ultimately led to urbanization where a lot of people migrated to cities in search of 
better prospects. To facilitate those migrating into these cities and with the purpose 
of better provision of city services, smart cities have emerged thereby connecting 
everything within the city with the aid of a complex set of technologies. The Inter-
net of Things (IoT) is the fundamental building block of smart cities applied in a 
variety of smart city solutions, offering real-time information exchange and facili-
tating ubiquitous connectivity. As IoT is a novel technology that is still in its infancy 
age and requiring continuous internet connectivity, it paves way for never-ending 
cyber-attacks targeting smart city services and ultimately endangering the lives of 
city residents. On the other hand, the security of smart city solutions has always 
been neglected during the development phase which also endangers the entire city’s 
ecosystem resulting into cyber-attacks from multiple attack vectors. In this chapter, 
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we are providing a brief review of security enhancement capabilities and utilities 
that can cope with smart cities for the purpose of improving their security against 
cyber-attacks and safeguarding the privacy of city dwellers. 

Keywords Smart city · Cybersecurity · Safety · Privacy · Internet of things ·
Cybersafe capabilities and utilities 

1 Introduction 

The technological revolution that began in the early 21st century has fueled the growth 
of many industries and has introduced many technologies to the world, among which 
the Internet of Things (IoT) is prominent owing to its ubiquitous connectivity, allow-
ing every digital object to be connected and exchange information [ 1]. For the time 
being, the world is undergoing an IoT evolution that connects everything and every-
one, allowing for the integration of Information and Communication Technology 
(ICT) and physical infrastructures (e.g., transportation systems, physical systems, 
power grids, and so on). This promising connectivity is laying the foundation for 
making cities smarter by connecting everything within them, including the citizens 
[ 1]. The beginning of the 21st century has been impacted by many challenges such 
as climate challenges, civil and global wars, growing population, urbanization, and 
disparity in resource allocation [ 2– 4]. On the other hand, at the same time, there 
was an intensified growth of many digital technologies such as the World Wide 
Web (WWW) and the Internet. Altogether these challenges and technological revo-
lution have intensified globalization, as to overcome most of the challenges and their 
adverse consequences leading to an integrated, intelligent, smarter, and sustainable 
world to make this world a better place [ 5]. 

According to the studies [ 2– 6], it is estimated that around 70% of the world 
population would live in cities by the year 2050 whereas only 13% of the world 
population lived in cities in 1900. With this rapid urbanization, the world economies 
have undergone immense pressure to provide necessities that are needed for the 
survival of citizens in those cities. Energy consumption, public safety, education, 
transportation, and healthcare facilities were the key resources that have been highly 
challenged, owing to this rapid urbanization [ 2]. This continuous pressurization has 
led to the need for utilizing technology-driven management of cities which paved the 
way for smart cities [ 1– 5]. In simple terms, a smart city refers to a community that 
is focused on sustainability, efficiency, and broad participation in decision-making 
and service provision, which utilizes intensified communication technologies along 
with IoT as the main backbone. Nevertheless, smart cities have been established in 
response to the convergence of digital technology and the significant phenomena of 
community growth and economic innovation that are needed to sustain in the long 
run. 

The IoT being the backbone of the smart city, helps to boost the growth of smart 
cities by allowing key stakeholders to connect more and more devices, thereby offer-
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ing seamless ubiquitous connectivity. The fast growth of IoT services in recent years 
has driven an ever-increasing rivalry in launching new and creative solutions for 
smart city applications. In doing so, system developers are often pushed to meet rig-
orous deadlines to maintain their competitive edge [ 1– 4]. Security and privacy needs 
are frequently seen as afterthoughts in this rushed development process, to be added 
to the system afterward as features. As a result, the process produces immature solu-
tions that fail to meet the security and privacy criteria of their intended applications, 
putting the entire IoT ecosystem and the smart city ecosystem in danger resulting in 
chaos. 

On the other hand, the security and privacy of smart cities have not been treated 
as an integral and important aspect of smart cities until the large-scale ransomware 
and distributed denial of service (DDOS) attacks encountered recently, resulting 
in major worldwide chaos [ 2]. The consequences of these cyber attacks instilled a 
sense of suspicion in the IoT, prompting some to accuse it of becoming the Internet 
of Vulnerabilities [ 2]. Owing to this mere vulnerable nature, the security and privacy 
of smart cities are becoming a major concern and many people are interested in 
discovering innovative ways and solutions to overcoming these ramifications [ 4– 6]. 
Thus, motivated by the fact that discovering these security and privacy-protective 
mechanisms protecting smart cities, in the following section we outline the key 
contributions of this book chapter.

. Following the introduction, in the next section we provide a brief overview of the 
architecture of a smart city, as it is deemed essential to look into the architecture 
of a typical smart city before moving into the security and privacy aspect.

. A brief overview of IoT in a smart city is provided, as the backbone of a smart 
city is made out mostly of IoT, whereas IoT applications in a smart city account 
for most of the vulnerabilities that exist in smart cities.

. A brief outline of cyber security of the smart cities is provided highlighting the 
security and privacy aspect of smart cities.

. Following discovery of the cyber security aspect of smart cities next we discuss 
thoroughly the capabilities and utilities available for enhancing the cyber security 
of smart cities.

. Finally, the future directions for securing smart cities along with the conclusion 
will be provided. 

The remainder of this chapter is organized as follows. Following the introduction, we 
provide a brief overview of the architecture of a smart city with a special focus on IoT 
in Sect. 2 as the IoT constitutes the backbone of a smart city. Next in Sect. 3, we dis-
cuss more on the cyber security aspect of smart cities while highlighting security and 
privacy issues. Thereafter in Sect. 4, we thoroughly discuss the available cybersafe 
capabilities followed by a comprehensive discussion of cybersafe utilities available 
for protecting smart cities from cyber threats in Sect. 5. In Sect. 6, we summarize the 
proposed future security and privacy enhancements of the presented cybersafe capa-
bilities and utilities using blockchain technology and finally, we provide a conclusion 
of the chapter while highlighting its main strength and weakness.
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2 Architecture of a Smart City 

The architecture of the smart city is a collation of cyber physical systems (CPS) 
which are made out of a mixture of digital and physical devices. These CPSs are 
essentially made out of interconnected physical objects such as a variety of sensing 
and networking devices for intercommunication. These CPSs in smart cities must do 
three key tasks: data gathering, determining which operations must be performed, and 
manipulating physical components [ 1– 5]. In light of CPS, they are prevalently used in 
various industries such as transportation, energy grids, and healthcare for providing 
smooth and seamless connectivity and performing real-time operations based on 
real-time data. On the other hand, according to the studies [ 4– 6], a typical smart city 
can be apportioned into six dimensions as shown in Fig. 1 [ 5]. These dimensions are: 
Smart governance, smart economy, smart living, smart people, smart mobility, and 
smart environment. 

On the other hand, the IoT is a vast network of diverse networked items that have 
a unique identity and can be referenced using IP or MAC addresses [ 4– 6]. The IoT 
is a subsidiary of the CPS that is made out of the architecture of the smart city which 
becomes an integral part of CPS. The IoT devices in smart cities include various sen-
sors used for sensing the environment, actuators, intelligent devices, RFID-enabled 
devices, and smart mobile devices communicating using de-facto communication 
protocols. As for the time being, the IoT in smart cities is evolving into a technology 
that allows for the creation of a system made up of cooperating smart autonomous 

Fig. 1 The six dimensions of a typical smart city
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physical-digital devices that are enhanced by sensors and actuators and provide essen-
tial processing, storage, and networking capabilities for the smooth operation of smart 
cities. 

In terms of IoT infrastructure used in smart cities apart from sensors and other 
devices, they consist of communication protocols and APIs (Application Program-
ming Interfaces) used for the collection, aggregation, management, and processing 
of a large amount of data collated from the city environment which is also known 
as big data. The implementation might take place on a local or global scale, and 
it will rely on technologies such as cellular networks, Wi-Fi, and fiber connections 
for the exchange of data, intercommunication, and connectivity with the Internet. 
Moreover, cloud computing infrastructures and platforms are also used to deliver 
flexible cloud-based processing power with big-scale IoT-based CPS. 

The underlying communication technologies that provide connectivity to IoT 
connect the physical city with the data analytics and management units over the 
Internet. Sensing devices gather data from the city environment, and smart cities 
modify that data to create a seamless, ubiquitous environment in which data is spread 
across huge networks and analyzed to produce and give sophisticated intelligent smart 
services to its people and all stakeholders who are involved in a smart city. According 
to the studies, it is evident that there is no unique architecture available for smart 
cities whereas most researchers have referred to the primary IoT architecture as the 
architecture of the smart city which can be apportioned into three layers; physical 
layer, network layer, and application layer. For better understanding, the holistic 
architecture of a typical smart city is presented in Fig. 2 [ 5]. 

The physical layer of a typical smart city comprises physical sensing devices which 
include smart sensing devices, industrial sensors, and wearable devices. These sen-
sors gather data from the physical city and send the gathered data to the processing 
and, management units in the application layer. These physical sensing devices often 
belong to the government, private organizations, or individual users. In between the 
physical and application layer, there is a network layer that is responsible for trans-
mitting gathered data from the physical layer to the application layer with the aid 
of network infrastructure and underlying communication protocols. The application 
layer analyzes and processes the obtained sensory data from the physical devices 
for effective decision-making, using cloud data storage, remote database servers, 
and specialized control systems. Government institutions, various industries, hospi-
tals, the military, and other approved and authorized bodies have various rights and 
licenses to examine the underlying information to perform and offer various services. 

Further, these institutions will make city-wide rules and regulations based on these 
inferred data. On the other hand, the smart city also feeds back to alter the actual envi-
ronment through control and operational components, such as smartphones, based 
on the decisions made by these processing and management units in the application 
layer. These control and operational components enhance physical surroundings and 
improve them to the point where an acceptable quality of life may be achieved in a 
smart city.
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Fig. 2 Architecture of a typical smart city 

3 Cyber Security Aspect of a Smart City 

Because smart cities are made out of IoT integrated CPS, all the IoT objects in the 
city are always connected to internal system networks as well as private networks 
or the internet for real-time exchange of information. This 24/7 connection to the 
internet always endangers whatever digital devices are connected to the internet in 
the absence of cyber protection mechanisms. Owing to this vulnerable nature in the 
absence of cyber security protection mechanism, it would endanger the entire smart 
city ecosystem where the level of security varies depending on the application and 
services where the CPS is utilized. Furthermore, the security can also range from 
physical security to data security while in transmission. 

Further, while the smart city applications offer greater flexibility and convenience 
to city residents, they open up another avenue for malicious cyber-attacks such as 
system hijacking and Denial of Service (DOS) attacks, jeopardizing every aspect of 
a smart city. Even though these IoT and associated CPS and eventually the end-user 
applications offer greater services for city residents, these services often come at a
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price, increased risk and vulnerability. Thus, the functioning and the operation of a 
smart city are subjected to the development and deployment of smart city security 
solutions. To ensure security, even at a minimal level, the following information 
security requirements have to be met. These also have to be constantly satisfied 
while configuring devices, services, and key infrastructure in the smart city.

. Confidentiality: This relates to the avoidance of information disclosure to unap-
proved people, organizations, or systems and protects the underlying infrastructure 
by preventing unauthorized individuals from accessing the generated data.

. Integrity: This is the prevention of falsification, and modification of underly-
ing transmitting network data by unauthorized people or devices, and it includes 
defense against the manipulation of information by injecting messages, replaying 
messages, and delaying messages on the network.

. Availability: This makes sure that only authorized entities may access data, ser-
vices, and other resources when they are needed.

. Authenticity: This security measure is designed to establish the reliability of a 
transmission, a message, or its author, or to provide a way of confirming a person’s 
consent to access certain data. 

4 Cybersafe Capabilities of a Smart City 

Comprehensive IoT security solutions which are simple, practical and yet very secure 
are required to safeguard connected IoT devices in a typical smart city depicted in 
Fig. 2 above. Instead of proposing a ‘super solution’ which may fail to work, these 
solutions are far more effective and different service providers and original equipment 
manufacturers (OEMs) can easily and widely deploy them. The following section 
describes the capabilities of such solutions for the security of smart cities. 

4.1 Secure Boot and Firmware Integrity 

Secure boot deploys techniques based on cryptographic code signing which guaran-
tees that an IoT device only is capable of executing code generated by the device’s 
original equipment manufacturer (OEM) or a trusted party. This technique ensures 
the prevention of attacks on the configured IoT devices by refusing to execute the 
program containing the unsigned malware such as worms, viruses, and pre-boot mal-
ware. In the end, hackers are restricted from changing the firmware with any other 
malicious versions of instruction sets [ 7]. 

For smart city devices, a secure boot is a required technological capability that is 
capable of guaranteeing the integrity and authenticity of software packages and also 
prevents the unsigned code from being executed [ 8].
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4.2 Security Monitoring, Analysis, and Response 

This involves the automated ability of a communications network to collect, record, 
and monitor various data emanating from several endpoints or locations and con-
nectivity traffic. It also involves the analysis of the collected data for purposes of 
identifying possible violations of security and assessing the severity of any detected 
threats to the network. Once threats and violations have been detected, response mea-
sures should be instituted in line with the general security policies. Such measures can 
include but are not limited to: temporarily disabling and isolating the compromised 
devices, quarantining, or complete disconnection and removal of those devices. 

This capability is particularly crucial for smart cities which majorly consist of 
several interlinked IoT devices that constantly communicate and share end-user data. 
As stated earlier, these devices are vulnerable to a wide range of attacks across all 
the layers in the smart city architecture. 

4.3 Secure, Mutual Authentication 

Different components of a smart city can communicate with each other across dif-
ferent layers of the architecture through various network communication protocols. 
Therefore, establishing secure communication depends on the integrity, confidential-
ity, and non-repudiation features of network security [ 9, 10]. The secure and mutual 
authentication capability for smart cities guarantees that the communicating entities 
(IoT device and service) can prove their identities to each other before data trans-
mission takes place. This process legitimizes the device and helps prevent malicious 
attacks from fraudulent devices connected to the network. 

4.4 Security Lifecycle Management 

This security capability allows original equipment manufacturers (OEMs) to manage 
IoT device security aspects during the period of their usage such as during a cyber 
disaster and unauthorized new services for scrapped IoT devices. Secure device 
shutdown guarantees that devices that have been scrapped will not be re-used to 
connect to a service without clearance from the authority. Also, to guarantee minimal 
service outage and disruption of end-user experience during a cyber incident, rapid 
over the air (OTA) device key(s) replacement can be adopted [ 11].
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4.5 Updating and Patching 

Software packages on IoT devices from OEMs must be periodically updated and 
the inbuilt security features enhanced to ensure their proper functioning as well as 
safeguard them from new and sophisticated attacks from multiple attack vectors. 
Furthermore, updating and patching enable the identification of vulnerabilities by 
enterprises and the provision of the means through which they can be resolved [ 8]. 

5 Cybersafe Utilities for Securing Smart Cities 

Without the means to ensure the necessary acceptable level of security and privacy, 
it would be meaningless to call smart cities smart. The holistic architecture of smart 
cities shown in Fig. 2 of Sect. 2 above involves several interconnected devices sup-
porting different city-wide services across different layers such as physical, network, 
and application. These interlinked devices, capable of sharing user data, run differ-
ent applications with unique vulnerabilities that can be exploited [ 12]. Any single 
compromised device can result in the rest of the devices across the network being 
compromised via several methods such as man-in-the-middle attacks, social engi-
neering, denial of service, unauthorized remote recording, botnets, ransomware, data 
and identity theft, parameter Tampering attacks, Trojan attacks, data spoofing attacks 
and buffer overflow attacks among others [ 13, 14]. This therefore poses serious and 
unique security requirements which in the long run, prevent the widespread adoption 
and application of the many services offered in smart cities. 

In this section, a detailed discussion of the cyber-safe utilities for enhancing the 
cybersecurity of smart cities is presented. 

5.1 Intrusion Detection System (IDS) and Intrusion 
Prevention Systems (IPS) 

An intrusion detection system is a technique in cybersecurity that is capable of 
detecting intruders and attacks from multiple attack vectors in any communication 
system such as in IoT. An intrusion prevention system on the other hand is a network 
security tool that continuously monitors and secures the network from any sort of 
malicious attacks sent from specific hosts and takes action to prevent them. Both 
IDSs and IPSs come in either hardware or software implementations and are crucial 
to be considered in their integration into the IoT environment to mitigate IoT-related 
security threats that intend to exploit IoT-related security vulnerabilities [ 7, 12, 13]. 

For smart cities, in which IoT devices are vastly deployed, IDSs can be deployed 
in smart transportation services and specifically connected vehicles. Here, the IDS 
can filter the data exchanged between various vehicles by detecting any anomalies.
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In this case, the IDS prevents attacks associated with connected vehicles such as 
distributed denial of services (DDOS), timing attacks, Sybil and blackhole among 
others [ 15]. The IDS can also be deployed in smart health services such as smart 
hospitals where they are used to detect unauthorized access to private health records 
of patients through false data injection (FDI) as well as illegal traffic [ 16]. Finally, 
intrusion detection systems have also been deployed in smart homes to detect mali-
cious communication from outside the home network, monitor the home network 
activities of smart home devices and trigger alerts on detected suspicious or malicious 
behavior [ 17, 18]. 

5.2 Honeypots 

A honeypot is defined as a cybersecurity technique designed in a safe and controlled 
manner to lure attackers into a computer system or network [ 19]. The hackers, upon 
successfully breaking into a system, think they have access to the real system and 
yet it’s a decoy made with the sole purpose of being broken into. The owners of the 
honeypot are then able to study the different attack vectors and other weaknesses 
through which attacks can be made on the real system. In smart home systems, 
the YAKSHA honeypot is often deployed to collect data for analysis and report 
information regarding the status of the YAKSHA smart installations system. In so 
doing, it has shown great success in providing good insights on actual attacks that 
were launched on a home smart system [ 20]. 

Several honeypots such as honeyd, honeydv6, conpot, CryPLH, Supervisory 
Control and Data Acquisition (SCADA), HoneyNet Project, and SHaPe have been 
explored for purposes of securing smart grids and industrial control systems 
(ICS) [ 21]. All of those honeypots have been used in identifying attacks, gathering 
intelligence on attack strategies as well as misleading hackers from attacking and 
causing damage to the smart grid infrastructure. Furthermore, the ZigBee honeypots 
have been implemented in several profiles for smart health, smart energy, smart agri-
culture, and smart homes through several standards and specifications intended for 
short-range wireless technologies [ 22]. Finally, several honeypots have been applied 
in water systems with varying levels of interaction (low, medium, high and hybrid) 
which simulated several services such as transmission control protocol (TCP), Eth-
erNet/Internet Protocol (IP), Hypertext Transfer Protocol (HTTP), and File Transfer 
Protocol (FTP) [ 19]. 

5.3 Demilitarized Zone (DMZ) 

A demilitarized zone (DMZ) serves as a perimeter network commonly deployed on an 
organization’s border to protect its internal local area network (LAN) from untrusted 
traffic. As the network expands with time, it is recommended for any large network to
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create a perimeter security network such as a DMZ to separate the internal network 
from the outside untrusted world. Typically, DMZ houses internal resources such 
as web servers, e-mail servers, domain name servers (DNS) and other systems that 
have some level of accessibility from the outside world. The resources in DMZ have 
limited LAN access with an interest to ensure that one can only access them via the 
public network rather than internal LAN [ 23]. This, therefore, makes it challenging 
for hackers to gain direct access to internal systems and sensitive organization data. 

In smart cities, a DMZ can be deployed in smart healthcare to separate public 
resources (such as patient application systems) from internal sensitive information 
(internal network) and thereby protecting patients’ records from being accessed by 
untrusted traffic [ 24]. Real-life smart city endeavors such as the Aspern smart city 
research project in Vienna, Austria have demonstrated the application of demilita-
rized zones to restrict which services have a higher likelihood of exposure to external 
entities. For instance, users in such a smart city should have access to the directory 
containing application programming interfaces (APIs) but be restricted from access 
to specific APIs via a firewall implementation [ 25]. 

5.4 Firewalls 

Firewalls (software or hardware) are used to monitor all incoming and outgoing 
traffic to allow “good data” in, but deny or block “bad data” from entering into a 
device or network. They act as the first line of defense and gatekeeper for all sorts 
of traffic flowing in and out of a network [ 26, 27]. Cloud-based firewalls can be 
configured in a smart healthcare environment to reduce the impact of cyber threats 
and safeguard cyber-attacks against smart healthcare devices that carry sensitive data 
and information [ 27]. Much as global positioning systems (GPS) and vehicular ad 
hoc networks (VANET) have long been used for the integrity and overall performance 
of vehicular networks in big cities, firewalls can also be incorporated to secure the 
smart transportation system and be free from security breach and jamming of the 
transportation network [ 28]. Finally, the firewall can also be deployed in a Smart 
Home system that uses IoT devices such as smart thermostats, cameras, speakers, 
toothbrushes, and so on to restrict their access by allowing certain traffic and blocking 
untrusted access from commanding and controlling IoT devices by unauthorized 
user [ 29]. 

In the table below, we present a summary of cybersafe utilities for securing smart 
cities (Table 1).
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Table 1 Summary of the cybersafe utilities 

Utility Smart city dimensions secured Articles 

Intrusion detection systems 
(IDSs) and Intrusion 
Prevention Systems (IPSs) 

Smart transportation, smart 
healthcare and smart homes 

[ 15– 18] 

Honeypots Smart homes, smart grids, 
water systems and smart 
agriculture 

[ 19– 22] 

Demilitarized zones Smart healthcare, an entire 
smart city 

[ 24, 25] 

Firewalls Smart healthcare, smart 
transportation, smart homes 

[ 27– 29] 

6 Future Directions 

Owing to their abilities to offer intelligent services such as smart transportation, 
smart grids, smart healthcare, smart homes, smart agriculture, and smart banking, to 
mention but a few, the implementation of smart cities is not yet widespread mainly 
due to numerous security-related concerns which have been partly addressed by 
the above cyber safe utilities and capabilities. The above services run sophisticated 
applications that require enhanced security capable of handling the huge amounts of 
data in the smart city network while at the same time improving the quality of the 
city dwellers’ lives. However, many IoT-related security issues are still unresolved 
in smart cities and the current technologies and methods are unable to fully address 
them. In this section, a discussion of the future direction for securing smart cities is 
provided through the adoption of Blockchain technology which has good security 
enhancements, especially for IoT. 

Defined as a decentralized, transparent, traceable & immutable ledger consisting 
of transnational records in Peer-to-Peer networks [ 30], blockchain is considered as a 
solution capable of enhancing security and privacy in smart cities [ 31]. In its initial 
stages, blockchain rose to fame as bitcoin whose solution was for the decentralized 
transfer of digital payments among different parties [ 32]. In addition to financial 
sector improvement, there are several applications where blockchain has potential. 
Fields like the internet of things (IoT), identity management, accounting and auditing, 
supply chain, healthcare, telecommunications, energy, and several government public 
services [ 33] are some of those in which blockchain is applied. 

The table below summarizes the proposed security and privacy enhancements for 
smart city services using blockchain (Table 2).
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Table 2 Summary of the proposed security and privacy enhancements for smart city services using 
blockchain 

Smart city 
service 

Proposed blockchain-enabled 
security and privacy solution / 
framework / Protocol / 
Prototype 

Brief description Articles 

Smart 
e-commerce 

Proof of Delivery (PoD) 
framework 

This framework deploys 
Ethereum smart contracts and 
blockchain technologies 
allowing for a secure and 
transparent logistics control 
and management of tangible 
assets either between 
intermediary transporters or 
through the sole carrier 

[ 34] 

Smart 
e-commerce 

Dual-Deposit escrow protocol This protocol helps in solving 
the buyer and Seller’s 
dilemma for selling a digital 
good in which case the 
dilemma entails the matter of 
trust for payment as well as 
genuine digital goods 
delivery 

[ 35] 

Smart 
transportation 

Blockchain-based Intelligent 
transportation system (B-ITS) 
framework 

Without technical details for 
real-world smart city 
implementation, this 
proposed framework employs 
a seven-layered blockchain 
configuration for securing 
vehicular networks in smart 
cities. The layers include the 
physical, data, network, 
consensus, incentive, 
contract, and finally the 
application layer 

[ 36] 

Smart 
healthcare 

MedRec This is a blockchain-based 
prototype aimed at providing 
the means through which 
e-health records are securely 
stored for medical research. 
This prototype is capable of 
addressing patient privacy 
together with ensuring 
improved quality and 
quantity of medical research 
data. Modification of medical 
records in this prototype is 
prevented through a 
cryptographic hash 
application 

[ 37] 

(continued)
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Table 2 (continued) 

Smart city 
service 

Proposed blockchain-enabled 
security and privacy solution / 
framework / Protocol / 
Prototype 

Brief description Articles 

Smart grid Blockchain as a cyber layer, 
agent/aggregator-based 
microgrid blockchains, and 
application-specific 
blockchains 

All those security solutions 
are capable of providing 
security and privacy in smart 
city power grids through the 
applications of cryptographic 
securitization together with 
the consensus mechanism. 
These ensure data 
immutability already 
contained in the blockchain 

[ 38] 

Smart home Homomorphic consortium 
blockchain model for 
sensitive data 
privacy-preserving 
(HCB-SDPP) 

This blockchain-based 
framework was proposed for 
the smart home system (SHS) 
to enhance security and 
privacy through the 
application of the Paillier 
encryption mechanism. Upon 
analyzing its performance, 
the framework was 
determined to be very robust, 
especially in terms of data 
availability, data security, and 
ledger storage security 

[ 39] 

7 Conclusions 

In this chapter, we have outlined a discussion on capabilities and utilities available 
for enhancing the cyber security of smart cities along with a summary of key future 
technologies, from our point of view. As the cyber-attacks targeting internet-facing 
devices are increasing rapidly, the residents and the relevant stakeholders must act 
immediately to cover up the vulnerabilities and implement or adapt the cyber security 
capabilities and utilities towards mitigating unforeseen cyber threats. 

The major strength of this chapter lies in the fact that the capabilities and utilities 
presented can easily and widely be adopted by cyber security specialists, service 
providers and original equipment manufacturers (OEMs) in their quest to ensure 
the security and privacy of users in smart cities. One key weakness however lies 
in the inadequate real-life implementations of some of the summarized future tech-
nologies for enhancing the security of smart cities using blockchain. This weakness 
is attributed to the slow-paced implementation of smart cities worldwide which in 
turn yields less information on the effectiveness and vulnerabilities of the proposed 
security enhancements.
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In summary, through our discussion, what we have understood is security should 
be an integral part of a smart city and the developers and architects should put more 
concerted efforts when designing smart city solutions. We believe this chapter would 
be an ideal guide for researchers and relevant stakeholders who are keen on this area. 
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