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Abstract. Edge computing plays an important role in processing and
storing data. By offloading tasks to the edge server, mobile users can
access necessary computing resources on demand. However, security of
edge computing service is still a major concern. This paper proposes an
edge computing resource allocation mechanism based on dynamic trust.
First, security problems due to lack of reliability in the resource alloca-
tion process are solved based on the trust mechanism. This mechanism
considers the resource allocation process between the mobile user node
and the edge server as a transaction, according to the trading behavior
in the transaction process of server to give its corresponding trust. Sec-
ond, a trust mechanism is used for dynamic credit granting. Mobile users
with similar behaviors form a group, where a representative is elected to
trade resources and bundle information into a block and attach it on the
chain. At the same time, the delay problem is added as a constraint to
the trust calculation. Finally, the simulation experiment shows that the
mechanism improves security of edge computing.

Keywords: Edge computing + Security - Trust - Blockchain -
Resource allocation

1 Introduction

Edge computing technology has emerged with the development of innovative
edge devices, such as the Internet of Things and smart phones. In order to
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improve the efficiency of computing resources and optimize performance indi-
cators, edge computing resource allocation and task scheduling have received
widespread attention [1]. At the same time, edge computing also faces many
security problems, its nodes are exposed at the edge of the network [2], comput-
ing power and storage capacity are limited, which make equipment and network
resources favor by attackers easily [3].

The attackers pose threats to different infrastructures in edge computing net-
work architectures, such as user devices, server nodes, and network resources. In
order to improve the security of edge computing in resource allocation, a reason-
able trust mechanism can be established to filter the infrastructure in the net-
work. To construct the evaluation mechanism including resource trust, identity
trust and behavior trust, it is necessary to integrate the historical information,
the matching degree of resources to different requirements.

For the design of trust mechanism, the credibility mechanism included in
blockchain technology has been relatively mature in the calculation of trust, so
it can be introduced to edge computing. The blockchain technology adopts the
method of distributed data storage, in essence, it can be seen as a decentralized
database. We can think of blockchain as an intermediary responsible for resource
allocation transactions, account management and currency exchange, which is
jointly managed and maintained by users. Therefore, compared with the tra-
ditional centralized database, the consensus mechanism, encryption algorithm,
smart contract and other technologies included in it make it have the charac-
teristics of multi-party maintenance, immutability, openness and transparency
[4], and data security and high availability are well guaranteed [5]. Therefore,
with the help of its immutable property, it can be considered to store the relevant
information in the transaction process of edge computing resources on the chain,
which can be monitored and viewed by users, and is not easy to be changed.

This paper studies the security of edge computing resource allocation and
proposes a dynamic trust-based edge computing resource allocation mechanism
(DTERAM). This mechanism regards the resource application process between
the edge server and the mobile user as a transaction, and dynamically grants
credit based on the behavior of the edge server in the resource transaction pro-
cess. At the same time, in order to reduce the number of interactions between the
edge server and mobile users and the cost of mobile users to purchase resources,
the DTERAM divides mobile users into groups and realizes resource sharing
within the group. Mobile users apply for resources to edge servers on a group
basis, preferentially select edge servers with a high degree of trust for transac-
tions, and group members share the cost of purchasing resources. The DTERAM
takes the security of resource transactions as the evaluation standard, realizes
resource allocation between edge servers and mobile users, and improves the
security of the transaction process.

The main contributions of this paper are as follows:

(1) A trust model is established to realize the resource transaction process
between edge servers and mobile users, which improves the security of resource
allocation. The server pricing process takes into account the relationship between
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price and user needs, and uses a greedy algorithm to solve the trust model to
improve the security in the process of resource transactions.

(2) An edge computing resource allocation mechanism based on dynamic
trust of blockchain is proposed. Two aspects of historical trust degree and
dynamic trust degree are considered. Adding trust in the evaluation of the server
status is more conducive for mobile users to select edge servers with high security.

The remainder of this paper is organized as follows. In Sect. 2, related work
is reviewed. Section 3 introduces the system model. Section4 introduces the
DTERAM resource allocation mechanism. Section 5 carries on the experimental
results and related analysis and the conclusion is given in Sect. 6.

2 Related Work

In recent years, there has been a lot of research work on resource allocation in
edge computing. Dong et al. [6] presented a task priority-oriented resource allo-
cation method for mobile edge computing, and assigned corresponding priorities
to tasks based on their average processing value to achieve the effect of reducing
overall delay and energy consumption. Li et al. [7] proposed a joint resource
allocation and task scheduling algorithm, which improved the peak load capac-
ity of the edge and reduced user delay. Xue et al. [8] established a joint convex
optimization goal based on computational offloading and task allocation, and
used Lagrangian multiplier method to iterate update to get the optimal solu-
tion. Yang et al. [9] proposed a joint optimization scheme for task offloading and
resource allocation in a 5G communication network based on edge computing,
and transformed the problem of task offloading and resource allocation into a
joint optimization problem of time delay and energy consumption. Alfakih T
et al. [10] proposed a state-action-state-action (RL-SARSA) algorithm based on
reinforcement learning to solve the resource management problem of edge servers.
Liao et al. [11] proposed a resource allocation and task scheduling optimization
scheme based on service emergency priority. Samrat Nath et al. [12] studied the
dynamic caching, computing shunting, and resource allocation problems in the
cache-assisted multiuser MEC system with random task arrival. Wang et al. [13]
studied the problem of effectively allocating and adjusted edge resources in the
case of high dynamics brought about by user mobility in edge computing.

The main focus of the above-mentioned research is on the algorithm opti-
mization of the edge computing resource allocation process, which is contin-
uously improved under the premise of considering the characteristics of delay
and mobility, but the security issues are ignored. However, the Internet tech-
nology is becoming more and more perfect, security issues such as data leakage
and personal information privacy appear to be particularly important. There-
fore, improving the security in the process of resource allocation has become an
urgent problem to be solved in related fields.

As the underlying technology of the Bitcoin system, blockchain technology
has been more and more used in recent years due to its high security. With
the development of blockchain technology research, there are more researches on
the application of blockchain in the field of non-digital currency [14], such as in
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applying it to edge computing to solve security problems. Ref. [15] proposed an
edge computing distributed trusted authentication system based on blockchain
technology. Xu et al. [16] aimed at the problem of lack of trust in sharing the data
generated in edge computing among stakeholders, developed a blockchain-based
big data sharing framework, and a new type of blockchain transaction includ-
ing Express. Zhang et al. [17] aimed at the security problem of the consensus
algorithm vulnerable to attacks in blockchain-based mobile edge computing, pro-
posed a group signature scheme to verify the generated blocks of the blockchain
and verify the identity of mobile users. Wu et al. [18] introduced an incentive
mechanism and a decentralized accountability mechanism to establish a trust
and reputation system for CEC stakeholders, and used smart contracts to ver-
ify correctness and automatically punish them in case of failure. Nabil EI Loini
et al. [19] established a trusted orchestration management framework based on
blockchain, which supports the identification, traceability and orchestration of
all participants, and achieves complete tracking and verification of data. Huang
et al. [20] used blockchain technology to improve the security of edge computing
resource allocation, while taking into account the fairness cost (FDC) and node
mobility (RDC). In the reputation based consensus mechanism (PoR) included
in the D2D-ECN framework proposed in Ref. [21], the device with the high-
est reputation score is responsible for packaging the resource transactions and
reputation records of the blockchain.

For the existing research on improving the security of edge computing with
the help of blockchain technology, the trust degree is mainly based on identity
verification, data storage and verification, but the behavior trust of participants
is only an evaluation value based on historical information. Therefore, we con-
sider a dynamic trust evaluation of participants behavior, and evaluate trust
from two aspects: historical information and real-time transaction behavior.

3 System Model

First, an example of edge computing resource trading is given to describe the
process of resource trading. The process consists of four parts: pricing, bidding,
selection and negotiation, transaction and feedback. When a transaction occurs,
the sequence of steps performed is as follows:

(1) The edge server sets the price of a unit resource with reference to the
overall demand put forward by the mobile user, and the unit resource price is
inversely proportional to the overall demand of the mobile user.

(2) After negotiation within the group, mobile users give their own bids based
on their actual conditions.

(3) Mobile users select the target server based on the trust level, the resource
pricing and the resource capacity of the edge server, then negotiate the final
price with the target server, and the final price must be higher than the cost
price of the resource. The negotiation process is divided into three types: 1) If
the mobile user bid is not less than the selling price of the edge server, the final
price is the mobile user bid; 2)If the mobile user bid is less than the selling price
of the edge server and greater than the resource cost price, the final price is the
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selling price; 3)If the mobile user’s bid is less than the cost price of the resource,
then the transaction failed.

(4) The mobile user group and the edge server conduct transactions at the
final price determined in step 3. After the transaction is completed, the mobile
user will give feedback on the quality of experience during the transaction.

The specific process is shown in Fig. 1. The mobile users are divided into dif-
ferent groups. The members in the group have the same preference for resources
and the group is used as a unit to apply for resources. In order to improve the
security in the resource allocation process, the mobile users select edge servers
for transactions based on factors such as trust and price. The resource transac-
tions involve a group of edge servers (sellers) and mobile user groups (buyers).
The edge server sets its own selling price according to the overall needs of users.
The user makes a choice with reference to the trust and selling price of the edge
server. During the transaction, mobile users do not know each other’s bids, and
edge servers do not know each other’s selling prices, and the information is stored
on the blockchain. According to resource demand, trust and price, complete the
mapping of edge server and mobile user group to realize resource service.

As shown in Fig. 1, we model the process of resource allocation between edge
servers and mobile users as trust transactions, and design a high security feasible
solution for j mobile user groups to allocate ¢ edge server resources. The solution
considers that the resources provided by different servers are heterogeneous,
because the same type of resources provided by different servers are different
due to factors such as trustworthiness, service quality, and price.

In the transaction process between the edge server and the mobile user, in
order to obtain the maximum utility, the edge server acts as the seller and
sets the resource selling price according to the resource cost and demand. As a
buyer, in order to reduce costs and the number of interactions with edge servers,
the mobile users form a group with the same hobbies, share the resources and
distribute the cost evenly. Additionally, the representative selected by group
conduct transactions with the edge server. In the selection process of the edge
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Fig. 1. Trading model of resource allocation mechanism based on dynamic trust
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Table 1. Parameters of the system model

Symbol | Description

1 The set of edge servers

J The set of mobile user groups

C; Capacity of edge server %

B; Bandwidth of edge server 4

Di Unit resource final price of edge server i

Si Unit resource selling price of edge server ¢

c; Unit resource cost price of edge server 4

val; Unit resource bid of mobile user group j

D; Total resource demand of mobile user group j

mi,j Resources demand by mobile user group j from edge server 1
trust; | Trust of edge server i

Ay State evaluation by mobile user group j for edge server

server, although each edge server has its own resources, due to the difference in
service quality, the user group will first evaluate the status value of the server
through the trust level, resource capacity and resource price of the edge server,
then select the server with the best status value for resource service. The main
symbols involved in the transaction model are explained in Table 1.

Edge Servers: Edge server provides mobile users with the resources they
request, the set of edge servers is denoted by I = {1,2,...,4,...,m}, the capacity
of edge server i is denoted by C; and the bandwidth of edge server i is denoted
by B;. Different edge servers have different quality of service when providing
resources to users. The trust degree of the edge servers is evaluated, the initial
trust degree is set to 0.5, and the upper limit is set to 1. The edge servers are
divided into three categories through trust changes: high-quality, low-quality,
and malicious edge servers. Edge servers with a degree of trust between [0.5,1]
provide high-quality services, with a large number of successful transactions, rea-
sonable resource prices, and low transaction delays; Edge servers with a degree
of trust between [0.2, 0.5) provide low-quality services, the number of successful
resource transactions is moderate, resource prices are high, and the transaction
process delay is relatively high; Those with a trust level of [0, 0.2) are malicious
edge servers. When users apply for resources, they conduct malicious competi-
tion through measures such as price reduction, or tamper with the content of
resources, which lead to a higher number of transaction failures.

Mobile User Groups: Mobile users with similar interests form a group, the
set of mobile user groups is denoted by J = {1,2,...,4,...,n}, the number of
mobile users in mobile user group j at time ¢ is denoted by n,;(¢). Most of the
resources required by the members of the group are the same, so a representative
from a user group can be selected to apply for resources from the edge server
and conduct resource transactions. The total resource demand of mobile user
group j is denoted by D;. The resources obtained after the transaction is com-
pleted can be shared and exchanged within the group, which can improve their
QoE. In addition, the members of the group equally share the costs required in
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the resource transaction process, which not only reduces the number of interac-
tions between the user and the server, avoids repeated applications for the same
resource, but also reduces the cost for users to obtain the required resources.

Blockchain: Blockchain can be divided into public chain and private chain.
Public affairs can be verified by all independent participants, and private affairs
need to be processed by authorized participants. In this paper, a public chain is
used to record the resource transaction process between edge servers and mobile
users. The block structure is shown in Fig.2. Each block contains two parts:
Block header and Transaction. The Block header realizes the connection between
blocks through the included hash value, and Transaction is responsible for storing
the relevant information of each transaction. Members of the same mobile user
group can view and verify the information on the blockchain. Representatives
selected by each group are responsible for packaging the relevant transaction
records of each resource application and uploading them to the blockchain.

Smart Contract: The smart contract is a set of commitments defined in digital
form, and an agreement that includes contract participants to implement these
commitments. Smart contracts can be introduced in the transaction process, and
information such as pricing, payment, storage, and delivery can be processed
through smart contracts. As shown in Fig. 3, each smart contract is assigned a
unique address, which can be triggered by sending a transaction. Different events
are triggered by processes in the smart contract, and related transactions will be
recorded on the blockchain in the order of timestamps. The use of smart contracts
can enable entities to write transaction rules according to certain specifications of
their own conditions, and achieve the purpose of maximizing utility through time
and transaction prices. In addition, using smart contracts to execute transactions
does not need to rely on trusted third parties (banks, Government, etc.).
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The specific conditions and process of the smart contract are as follows:

Initialization: 1) Initial settings for resource transactions. The capacity Cj,
cost price ¢;, selling price p; and trust trust; of edge server ¢; The resource
demand D, resource bid val; of mobile user group j; Transaction deployment
time dTime. 2)The edge server ¢ and the mobile user group j negotiate smart
contract transaction rules.

Creation: After the edge server ¢ and the mobile user group j agree on the smart
contract transaction rules, use the create function to deploy smart contracts on
the blockchain. The output of this function is the address of the smart contract
on the blockchain, which is public to all edge servers and mobile users, so each
entity can be selective Interact with the contract. In addition, in order to ensure
the smooth progress of the smart contract, both the edge server ¢ and the mobile
user group j must put some deposits in their accounts into the smart contract
to prevent malicious behavior. The smart contract will return the deposit after
the transaction is over.

Transaction: If a smart contract is deployed on the blockchain, the transaction
function is executed, resource transactions between edge server ¢ and the mobile
user group j will start after time ¢ > dTime. The mobile user group j calculates
status A; ; based on the trust trust;, the resource capacity C;, and the unit
resource selling price p; of the edge server i, choose the server with the largest
value of A; ; to apply for resource transactions. The edge server i determines
the resource selling price according to the total resource demand of mobile users
in order to obtain the maximum utility u;. In addition, smart contracts can
supervise content delivery between mobile user group j and edge server 4. If
any party does not abide by the signed agreement, the function Penally() will
be called. Finally, if the smart contract reaches the service period, financial
settlement is performed, and all assets owned by it are recovered.

Threat Model: We also consider the harm of untrusted edge servers and mobile
user groups. First, the edge server maliciously participates in the competition of
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resource transactions, such as malicious bidding that interferes with the trans-
action, resulting in a waste of time or resources. Second, attackers may use them
to return malware or viruses to the requesting program to gain potential intent.
Third, a malicious mobile user group may refuse the resource service of the edge
server and thus refuse to pay. Similar to the existing blockchain-based applica-
tions, this paper uses a reputation mechanism to grant dynamic trust, and uses
trust as an important reference condition in the resource transaction process to
ensure security.

4 Dynamic Trust-Based Edge Computing Resource
Allocation Mechanism

The specific process of the dynamic trust-based edge computing resource alloca-
tion mechanism is shown in Fig. 4. There are four stages including Start, Selec-
tion, Transaction, and Finish. Among them, the Start stage is mainly the pricing
stage of the edge server, the pricing process is based on the total demand of
mobile users. Selection, Transaction and Finish are three stages of the transac-
tion process. In this three processes, mobile users will calculate state values based
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on the trust and the pricing of the edge server, then select the edge server with
the largest state value for transaction negotiation. The negotiation is mainly for
the price of resources. The negotiation process is divided into three types, which
corresponding to different results. Finally, the mobile user evaluates the edge
server on the transaction quality, the transaction information and evaluation
results will be recorded in the block.

4.1 The Resource Pricing of Edge Servers

Because the resource capacity of each edge server is limited, mobile users must
pay the corresponding service fee when applying for resource services from the
edge server. Therefore, after the transaction is completed, the utility u; of the
edge server ¢ is denoted by:

u=p;*Dj—c;xDjsiel,jed (1)

where p; is the final price of unit resource, ¢; is the cost price of unit resource
and Dj is the total resource demand of mobile user group j from edge server i.

Considering the relationship between the resource demand of mobile users
and the resource pricing of the edge server, when the edge server sets the resource
price, it needs to know the total demand for the resource of the mobile user.
When the price is high, the demand will become lower. Conversely, when the
price is low, the demand will become higher, that is, the user’s demand and the
price are inversely proportional. So in order to describe the relationship between
price and demand, we use a linear function to describe it.

Ci—&*siys < S
Dj:{ & (2)

0,s; > ?:

where C; is the resource capacity of the edge server i, s; is the selling price of
unit resource and &; is the price reference value of edge server ¢ when pricing.
The &; is related to many factors, including the number of mobile users, the size
of the resource applied for, and the popularity of the resource. Therefore, the
calculation method of the &; in reference [22] takes into account the relationship
between the price of edge server resources and the demand of mobile users, and
rewrites the utility of the edge server i as

u; = (pi — i) % (Cy — & x54);Vie 1 (3)

In this process, the malicious edge server can have two kinds of attack behav-
iors. The first type of behavior is that a malicious edge server deletes, modifies,
or replaces the resource content applied by the mobile user to achieve some of
its potential intentions. The second type of behavior is that the edge server has
been destroyed, thereby injecting viruses or malware into mobile users request-
ing resources from themselves. If an attack is to be implemented here, mobile
users need to select a malicious edge server to apply for resources. In the solu-
tion proposed in this paper, the choice of edge server is related to trust and
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resource prices. Therefore, in order to attract more mobile users, each malicious
edge server needs to obtain a higher degree of trust, and need to set a lower
resource price, but this will not maximize the utility. At the same time, after a
transaction is over, the feedback of mobile users will reduce the trust value of
the malicious edge server, making it unable to have a higher trust value, then it
will not continue to be selected. Therefore, our proposed scheme can avoid these
two attack methods.

4.2 Mobile User Groups

In the process of resource transactions, the attack of malicious edge servers may
cause mobile users to be unable to obtain the required resources for security.
Therefore, in order to improve the security in the transaction process, we have
added the concept of trust to enable mobile users to obtain reliable and trust-
worthy resource services. We assign a trust value to each edge server, and use
the trust value to indicate the credibility of the edge server. The higher the
value, the higher the credibility of the server and the safer and more reliable the
resource services provided.

According to the interactive behavior and result of the resource transaction
process with the edge server, the mobile user can evaluate the service quality of
the edge server. If the user is satisfied with the service, they can send a high-level
feedback, and the user can achieve dynamic credit to the edge server based on
the real-time feedback of each service quality, update its trust value in time, and
ensure high security at any time.

According to the processing method in reference [23], the DTERAM mecha-
nism divides the entire process into a series of epoch from the running time, each
epoch completes a resource transaction and generates a block, which is divided
into three parts in the process of calculating the trust degree of the edge server.

(1) The initial trust trust;(his) based on the historical records before the
start of each epoch;

(2) The trust trust;(t — 1) of the last transaction at the current transaction
moment 7;

(3) The delay time Latency obtained by the calculation method of delay in
reference [24].

First, based on the logistic regression model, the calculation method of the
initial trust degree of the edge server is given.

L (4)

trust;(his) = ,
( ) ]_ + 6_0‘(2;;& Vz_'YXZT,:o ‘Pz)

where trust;(his) is the initial trust given to the edge server i based on the
previous behavior of 7 at the beginning of the current transaction, n is the
current nth transaction, a is the total number of transactions that the server
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has participated in, v, is whether edge server ¢ is trading normally during the
zth transaction, normally is 1 and otherwise is 0. And ¢, is whether edge server i
is trading maliciously during the xth transaction, maliciously is 1 and otherwise
is 0, 7y is the penalty weight for malicious transactions performed by the edge
server, which can be set by the user. The greater the weight, the greater the
penalty for malicious transactions. At the same time, the initial trust level is
specified as trust;(0) = t=km=m =0.5.

The logistic regression model has a rapid increase in the trust value during
the logarithmic growth period. It is not reasonable to judge the trust value
purely based on the model. Therefore, this paper balances the trust of current
transaction based on the historical and the trust of the last transaction. At the
same time, considering the delay of edge computing, the formula for calculating
the trust of the transaction is finally obtained.

A

t ti(t) =0 %t t;(hi 1— )t ti(t—1 _—
rust;(t) = B x trust;(his) + ( B)trust;( )+Latancy

()
where trust;(t) is the trust of the edge server ¢ in the tth epoch resource trans-
action. Here, parameter (8 issued to modify the rate of increase of trust to avoid
the centralization of trust in the initial stage caused by excessive growth. The
initial value of § is 1, because at the beginning it is not known whether the
edge server will be prone to malicious transactions. Parameter A is to weight
the delay, the delay and the trust have an inverse relationship. The smaller the
delay, the greater the trust degree value. Conversely, the greater the delay, the
lower the trust degree value.

The change of parameter 3 is determined by the cumulative trust deviation
v * ttrust;, and the specific relationship is

O; x trust;
= threshold —_—
h reshotd e x 1+ vy *x trust; ©)

Initially, vg * trust; = 0, parameter ¢ can be defined by the user to control
the weight of the reaction to the recent behavior of the edge server. threshold is
a threshold set to prevent (3 transition saturation from tending to 1, the initial
value is set to 0.25, d; * trust; is the trust degree deviation, the calculation
method is,

Ot * trust; = [trust;(t — 1) — trust;(his)] (7)

At the tth epoch transaction, the trust degree deviation of edge server i is
equal to the difference between the current initial trust degree and the absolute
value of the trust degree in the t — 1th epoch transaction, therefore, the cal-
culation method of the cumulative trust deviation v; * trust; in the tth epoch
transaction is

Vg k trust; = ¢ X 0 * trust; + (1 — ¢)vp_1trust; (8)
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The larger the value of the parameter c, it means that the weight of the recent
trust deviation given by the mobile user is more important than the previous
cumulative trust deviation weight.

Latency is the delay time, which is inversely related to the trust. Here the
delay time is divided into four parts, namely the bidding time of mobile user
grouplbidj, the bidding time of edge server charge’ and the time of negotiate
Cond.

Latency = {bid’, charge®, Cond’ } (9)

After obtaining the trust of the edge server, the mobile user group will choose
the edge server with the best trust according to their needs. There are two
criteria for mobile users to choose the best edge server: 1)The optimal edge
server selected should have a high degree of trust and be able to provide safe,
reliable, and high-quality resource services; 2)The resource price of the optimal
edge server should be low and the capacity should be large. Therefore, each
mobile user group will establish a trust threshold to judge whether the edge
server is trustworthy. The trust threshold is calculated as:

Vi j(t) = wirtrust] () + a x log(1 + :27(;) (10)
! ny e (t)

trust%‘”(t) is the maximum trust of the mobile user group j to the edge
server 4 from the initial time to the current time ¢, n;(¢) represents the number of
users in mobile user group j at time ¢, n"** (t) represents the maximum number
of users in the mobile user group in time[0,t], « is a weighting parameter, and
wyy 18 a threshold adjustment parameter.

Each mobile user group calculates the resource status of the edge server,
and then selects an optimal server for resource transactions. We define the
resource status of the server as the ratio between trust level, resource capac-
ity and resource price. Then for the mobile user group j, the resource status of

the edge server 17 is
Ay = N * trusti, j + px C; (1)

Si

where 1 and p are the weighted parameters of trust level and resource capacity
respectively, according to the resource status of each edge server, the mobile user
group j selects the best edge server for transactions.

i* = argmax; {A; j|trust; ; > ((t)} (12)

After the mobile user group j selects the edge server i* corresponding to
the maximum state value A; ;, the two will negotiate the resource price of the
transaction. The negotiation process is:

valj,val; > s;
pi = 1§ Si,¢i Swaly < sy (13)
fail;val; < ¢
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On the other hand, trust can be used as a reward for edge servers to provide
high-quality services, and it is also a manifestation of edge server reputation.
In order to maintain the number of edge servers participating in the resource
transaction process, trust consumption is introduced. In addition, based on the
characteristics of the Logistics regression model, the trust level of the edge server
is limited by the upper limit. Here, the reference to trust consumption is to ensure
the participation of edge servers. If few edge servers participate in the transaction
process, the resource allocation mechanism based on dynamic trust is of little
significance. As long as the edge server participates in the bidding and selection
of resource transactions, regardless of whether it is selected by the mobile user in
the end, there will be no trust consumption. On the contrary, if the edge server
does not participate, then its trust will be consumed. The calculation formula
for the trust consumption of the edge server ¢ is

1 A =0
n—1 n—1 B
trust;(his) = { 1+e” =0 "rWXEl:Ao ea)’ '
trust;(t) x e P*A8 otherwise

(14)
where Ap represents the block interval, that is the interval between the last par-
ticipating transaction and the current participating transaction (starting from
0), the calculation method is Ag = By, - Bpre. If two transactions are consec-
utive, then Ag = 0, at this time, the edge server participates in the calculation
and transactions with the current trust level, and the trust consumption function
will not be executed, which greatly ensures that the edge server actively par-
ticipates in resource transactions. The value of D will be dynamically adjusted
according to the transaction quality, and the final resource transaction qual-
ity will be maintained at a stable level. The increase in transaction difficulty
will make transactions require more trust weighting. High-quality servers will
choose not to participate in the transaction temporarily, in order to find that
the difficulty is reduced, and the opportunities will increase to participate in the
transaction, but when the participation of the edge server is too low, the prob-
ability of the malicious edge server’s success becomes higher. At the same time,
the increase in difficulty will increase the trust consumption of edge servers that
do not participate in transactions, which will help increase the participation of
edge servers.
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4.3 DTERAM Algorithm Implementation

The Algorithm1 is the implementation process of the proposed DTERAM,
DTERAM is mainly composed of two main parts, the user’s choice of edge
server (SelectEdgeServer) and the utility calculation of the edge server (Edge-
serversutility). The DTERAM algorithm takes edge servers I, resource cost price
¢i, resource selling price s;, initial trust trust;(his), delay time T}, mobile user
group J, resource demand D; and resource bid val; as input. In each round
of transactions, the mobile user group j will read the trust level of the edge
server ¢*, then calculate the service status d; ; of ¢, next sort the edge server sta-
tus values in descending order, and select the server ¢* with the highest status
value, and then conduct price negotiation to get the transaction price p;. After
completing the transaction with price p}, the mobile user group j evaluates the
server ¢*, and the server ¢* calculates its own utility.

The DTERAM algorithm mainly uses blockchain-related technologies to
improve the security of edge computing in the process of resource allocation.
However, while using blockchain technology, the process of generating blocks
and put the block on the chain will consume a part of the time. Therefore, the
mechanism needs to be optimized in terms of time performance. The next step
can be to reduce time consumption and improve the performance.

5 Experimental Results and Analysis

In this section, we evaluate the proposed method through simulation experi-
ments. First, we introduce the relevant settings of the simulation experiment,
and then analyze the results of the experiment.

5.1 The Setup of Simulation Experiment

First, 5 mobile user groups and 10 edge servers are deployed in the net-
work. The number of users in each mobile user group is randomly deter-
mined between [5,10], the resource demand of resources is randomly determined
between [1,10] Mb, and the resource capacity of each edge server is randomly
determined between [10,50] Mb. The initial trust level of each edge server is set
to 0.5, and the edge servers are preliminarily divided into three types: high qual-
ity, low quality and malicious. The proportions of the three types are 0.4, 0.3
and 0.3 respectively. Other parameter configurations are: ((i,j) = 0.4, v=2, a
= 1, threshold = 0.25, n = 0.3, u = 0.4.
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Algorithm 1. Dynamic Trust-Based Edge Computing Resource Allocation

Mechanism

Require:
The edge servers I,the resource cost price c¢;, the resource selling price s;, the initial
trust trust;(his), the delay time T;, the mobile user group J, the resource demand
D; and the resource bid val;.

Ensure:
The set of redundant service DW Sy and the set of active execution service for
tasks in user request Uy;

1: Initial: ¢ = 0, trust;(his) = 0.5, p; = 0.
2:fort=1—T

3: procedure SelectEdgeServer

4: get trust;(his) of each edge servers by using blockchain
5: calculate trust;(t) by Eq.(5)

6: fori=1—1

T forj=1—1J

]: n*trusti‘,.j+,u,*0i

9: if trustbi,j > n(t)

10: 1" — max;;

11: end if

12: end for

13: end for

14: forj=1—1J

15: if val; > s

16: p; «— val;

17: Transaction

18: else if val; < s; and val; > ¢
19: pi — Sj

20: Transaction

21: else if val; < ¢

22: Transaction failure

23: end if

24: end for

25: Each social group updates its current trust for Edge Server by Eq.(4)
26: return updated trust;(t)
27: end procedure
28: procedure Edgeserversutility
29: fori=1—1
30: tij «— (pi —ci) x Djor 0
31: pi — 37y pig
32: end for
33: end procedure
34: t—1t+1
35: end for
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5.2 The Analysis of Simulation Experiment Results

Figure5 illustrates the relationship between the edge server unit resource price
and the number of transactions. It can be seen from the figure that the unit
resource price of a highquality edge server increases with the increase in the
number of transactions, and eventually stabilizes. The unit resource prices of low-
quality edge servers and malicious edge servers both increase at the beginning,
but will gradually decrease in the future and eventually stabilize. It can be
understood that the initial trust of all edge servers is the same at the beginning,
the mobile user group will prefer lower-priced servers when choosing, so the
resource prices of low-quality and malicious edge servers that have lower-priced
will increase. However, as the transaction progresses, trust is an important basis
for the selection of mobile user groups, low-quality edge servers and malicious
edge servers will be exposed, users gradually turn to high-quality edge servers,
which will cause the resource prices of high-quality edge servers to gradually
rise to achieve greater utility. When the trust tends to stabilize, the price tends
to stabilize accordingly and this time the utility of the edge server reaches its
maximum value. At the same time, lowquality and malicious edge servers can
only participate in the competition by lowering resource prices due to the decline
in trust. However, since trust is an important basis for selection, the effect is not
great. Figure6 is the relationship between the resource demand and resource
price of the mobile user group when the edge servers are 10, 20, 30, and 40
respectively. It can be seen that when the number of edge servers is different, as
the mobile Fig. 6. unit resource price-resource requirements. user groups demand
for resources increases, the price gradually increases. At the same time, when
the resource demand of mobile users is the same, the fewer the number of edge
servers, the higher the resource price. It can be understood that when the demand
for mobile users increases, edge servers will increase resource prices to obtain
greater profits. In addition, when there are more edge servers, the edge servers
will participate in the competition by reducing prices to attract more mobile
users to conduct resource transactions. Therefore, the more edge servers there
are, the lower the resource price will be.
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Figure 7 shows the relationship between the average trust of edge servers
and the number of transactions. This paper calculates the average values of the
trust levels of highquality, low-quality, and malicious edge servers respectively.
The initial value of trust is 0.5, therefore, the initial values of the average trust
levels of the three types of servers are all 0.5. It can be seen from the figure
that the average trust of highquality edge servers increases with the increase
in the number of transactions, and then gradually stabilizes. Conversely, the
trust of low-quality and malicious edge servers will decrease over time. It can be
understood that high-quality edge servers provide high-quality resource services.
Due to high-quality services, mobile users’ trust evaluation of the server during
the transaction process will also increase, and as the number of transactions
increases, the server’s average trust level will stabilize. On the contrary, low-
quality and malicious edge servers provide low-quality services that will cause
mobile users to lower their trustworthiness, which leads to their average trust-
worthiness gradually decreasing as the number of transactions increases.
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Figure 8 shows the relationship between the overall trust of high-quality edge
servers and the number of transactions when the ¢ are 0.1, 0.5, and 0.9 respec-
tively. Since the high-quality ratio among the 10 edge servers is 0.4, the initial
overall trust level is 2, and the upper limit of trust level is 4. It can be seen from
the figure that the c¢ value is different, the corresponding trust rate growth rate
is also different, but in the end it will be close to the upper limit. The larger the
value of ¢, it means that the trust growth rate in recent transactions accounts for
a larger proportion of the overall trust growth rate, that is, the real-time trust
changes reflected in the transaction process have a greater impact on the trust
calculation. After the transaction, the trust of the edge server will be maintained
at a stable level.
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Fig. 8. Total trust-number of transactions

Figure9 shows the decline process of the overall trust of edge servers. This
process assumes that all edge servers remain offline when their trust reaches their
peak, that is, if they do not participate in resource transactions, then the entire
transaction will no longer be safe. It can be seen from the figure that if all edge
servers do not participate in resource transactions, the trust level of the first few
transactions remains basically stable, but after the fifth transaction, the trust
level has dropped significantly, and the decline process is non-linear. After the
seventeenth transaction, it gradually tends to zero.
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6 Conclusion

In view of the malicious competition and vulnerability of edge computing in the
process of resource allocation, an edge computing resource allocation mechanism
based on dynamic trust of blockchain is proposed in this study, regarding trust
as an important basis for selection, at the same time all transaction information
is stored on the blockchain to avoid attacks such as malicious tampering of
information. It is verified through simulation experiments that as the number
of transactions increases, the trust of high-quality edge servers will gradually
increase to a stable state, while the trust of low-quality and malicious edge servers
will gradually decrease as the number of transactions increases. Mobile users
choose high-quality edge nodes for resource services, and transaction information
is stored on the blockchain, which greatly improves security.

This paper addresses the security of edge computing in the process of resource
allocation, taking into account the security of mobile users when making choices
and the security of information storage, using smart contract technology to pro-
cess the transaction process. However, the use of smart contracts is still on the
surface. Later, we will consider in-depth study of smart contract technology and
borrow smart contract technology to better improve the security of edge com-
puting resource allocation.
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