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Abstract. Let Fy be a finite field of ¢ elements with ¢ = p” for some odd
prime integer p and a positive integer r. Let R = F,[e], where e =e.
The purpose of this paper is to investigate Fg q.q4(R) be the twisted
Edwards curves over R, with a,d € R. In the end of the paper, we study
the complexity of this new addition law in Eg,q,4(R) and highlight some

links of our results with elliptic curves cryptosystem.
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1 Introduction

The use of elliptic curves in cryptography is an important tool in several cryp-
tography going back independently to Koblitz [10] and Miller [11]. Elliptic curve
cryptography (ECC) is an approach to public-key cryptography based on the alge-
braic structure of elliptic curves over finite fields. It allows smaller keys to provide
equivalent security compared to other cryptosystem. It can also be used to encrypt
images of different sizes in embedded systems such as in (cf. [12-14]). In particular,
it is shown that Edwards curves and twisted Edwards curves can be very useful to
improve the efficiency of protocols (cf. [1-4]). Let us quote here some interesting
works that are related to the subject of our paper. In 2007, Edwards introduced a
new normal form for elliptic curves on a field K with characteristic an odd prime
p, containing a unified addition formula for adding and doubling points (cf. [1]).
Bernstein and Lange, presented fast explicit formulas for group operations on an
Edwards curve and they compared it to the different shapes of elliptic curves and
different coordinate systems for base group operations. The comparison indicated
that the Edwards curve is a good choice in cryptography (cf. [2]).

Thereafter, in 2008, Bernstein and his co-authors introduced the twisted
Edwards curves with equation:

(aX?4+YH 2% = 7% +dX?Y2. (1)
For Z # 0 the homogeneous point (X : Y : Z) represents the affine point
(X/Z,Y]Z) of equation: aX? +Y? =1+ dX?Y?, where a,d € K are non zero
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and distinct. In addition, they introduced explicit formulas for addition and
doubling over a finite field K as follows:

X1Y2 —+ Y1X2 Y1Yz — aX1X2

X1,Y1) + (Xa,Y2) =
(K, 1) + (X2, ¥2) (1+dX1X2Y1Y2’1—dX1X2Y1Y2’

the group operations on Edwards curves were faster than those of most other
elliptic curve models known at the time. The mentioned authors gave quick
explicit formulas for twisted Edwards curves in projective and inverted coordi-
nates. Furthermore, they showed that twisted Edwards curves save more times
than many other curves (cf. [3]). In the same year, Bernstein and his co-authors
introduced the binary Edwards curves (cf. [5]). In 2019, Boudabra and Nitaj
studied the twisted Edwards curves on the finite field I, where p > 5 is a prime
number, and they extend their study to the ring Z/p"Z and Z/p"¢°7Z. They also
proposed a new scheme and studied its efficiency and security (cf. [4]). In the
current work, we study twisted Edwards curves over the ring R = Fle], with
e? = e and F, the finite field of order ¢ = p™, n a positive integer, and p an
odd prime integer. Furthermore, we give the relation between twisted Edwards
curves over a finite field F; and twisted Edwards curves over the ring R. In
2022, Elhamam and his co-authors studied the binary Edwards curves on the
ring Fan[e],e? = e (cf. [8]). This paper is structured as follows: In Sect. 2, we
collect some known arithmetic properties of the ring R which we need to use in
the remainder. In Sect. 3, we define the twisted Edwards curves Eg o 4(R) over
R and study the invertibility of ab(a —b) in R, which allows us to define the two
twisted Edwards curves Eg . (a),xo(d)(Fq) and Eg ., (a),x (4)(Fq), where 7 and
1 are two surjective morphisms of rings defined by:

mo: Fgle] —TF, and U Fole] — T,
o+ T1e — g To+x1€6— 2o+ T71.

Next, we present the elements of E, ¢(R) and give a bijection between the two
sets; B q,a(R) and Eg o (a),m0(d) (Fq) X BB x, (a),m (a)(Fq). Section4 is dedicated
to the study of the addition in twisted Edwards curves over the ring R. We define
the additive law P+Q in Fg ,.4(R) by P+Q = 7~ (7(P)+7(Q)), for all points P
and @ of Eg 4 4(R), and we conclude that the map 7 is an isomorphism between
the groups EE,a,d(R) and EE,ﬂ'o(a),Tro(d) (Fq) X EEJTI(C'/);T(I(d) (Fq) Thereafter, we
study the complexity of the sum law in the twisted Edwards curve Eg 4 4(R).
We conclude by highlighting some links of our results with cryptography. For
more works in this direction we refer the reader to [7,9].

2 The Ring F,le],e? = e

Let IF, be a finite field with ¢ = p" for some odd prime integer p and a positive

integer r. Consider the quotient ring R = )H;‘;[jg](. Since X2 — X is the minimal

polynomial of e over F,, the ring R is identified to the ring F,[e], where ¢ = e.

Therefore,

R = {xo + z1€|(w0,71) € (Fy)*}.
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The arithmetic operations in R can be decomposed into operations in F, and
they are computed as follows:

X+Y = (xo +yo) + (361 +y1)e,
XY = (zoyo) + (woy1 + T1y0 + T191)e.

Then we have the following known proprieties [6] :

(R,+,") is a finite unitary commutative ring.

R is an [F-vector space of dimension 2 with F,-basis {1, e}.

X .Y = (woyo) + ((zo + 21)(yo + y1) — Toyo)e.

X2 =22+ (xo + 1) — 2d)e.

X3 =23+ ((zo +21)® — 2d)e.

Put X = 29 + x1e € R. Then, X is invertible in R if and only if zq # 0 and
2o + 1 # 0. In this case we have, X1 = mal + ((zo+x1)" = xgl)e.

7. R is a non local ring.

8. 7 and 71 are two surjective morphisms of rings.

SR ol

In the remainder of this paper we assume that p # 2.

3 Twisted Edwards Curves over the Ring R

Let X,Y, a and d be four elements of R such that X = xg +x1e, Y = yo + y1€,
a = ag+are and d = dy +die. We recall that a twisted Edwards curve is defined
over finite fields. By analogous, we extend it as follows:

Definition 1. A twisted Edwards curve is defined over R is defined by the equa-
tion:
aX?+Y?=1+dX?*Y?
such that A = ad(a — d) is invertible in R. We denote it by Eg q,4(R);
EpaaR):={(X,)Y)€ER|aX?*+Y?=1+dX?Y?}.
The following proposition allows to test the inversibility of A.

Proposition 1. Let Ay = agdp(ag—dp) and Ay = (ag+a1)(do+d1)((ap+a1)—
(do + d1)). Then,

AO = ’/T()(A)

A= Ao+ (A _AO)and{Al — m(A).

Proof. We have:

A = ad(a —d)
= (ap + a1e)(do + die)((ap + are) — (do + die))
= [aodo + (apd1 + a1do + a1dy)e][(ap — do) + (a1 — d1)e]
= apdo(ap — do) + [apdo(a1 — d1) + (apd1 + a1do + a1d1)(ap — do) + (apd1 + a1do + a1di)(a1 — di)le
= apdo(ag — do) + [(ao + a1)(do + d1)((ap + a1) — (do + d1)) — apdo(ag — do)]e
= Ag + (A1 — Ag)e.

Thus, Ag = mo(A) and Ay = 71 (A). O



A New Addition Law in Twisted Edwards Curves on Non Local Ring 43

The following corollary is an immediate consequence of Proposition 1.
Corollary 1. A is invertible in R if and only if Ay # 0 and Ay # 0.

By Corollary 1, if A is invertible in R, then FEg () r ) (Fq) and
Eg xi(a),m (a)(Fq) are two twisted Edwards curves over the finite field F,. Note
that

Ep roa)mo(a)(Fq) = {(x,9) € (Fg)? | aoz® + y* = 1+ doz’y?},
Eg iy (a)ma)(Fg) = {(z,y) € (Fg)? | (a0 + a1)z” + y* = 1+ (do + d1)z%y}.

The following theorem characterizes the points of the twisted Edwards curves.

Theorem 1. Let X and Y be two elements of R. (X,Y) € Egq4(R) if and
only if (m;(X), m(Y)) € Ep x,(a),m:(d)(Fq), fori € {0, 1}

Proof. We have:
aX? +Y? = (ap + are) (o + z1€)* + (Yo + yr€)
= (a0 + are)(xf + (w0 + x1)* — x5)e) + y5 + ((yo +v1)* — yp)e
= apx? +y3 + [(ao + a1)(zo + 21)* + (yo + y1)? — apz? — y3le, and

1+dX?Y? =1+ (do + die)(zo + 21€)*(yo + y1e)*
=1+ (do +dre)(xf + (o +=1)* — 25)e) (w5 + ((yo + v1)* — ¥5)e)
=1+ doxdys + [(do + di)(wo + 1) (yo + v1)? — doxiygle,

As {1, e} is an F,-basis of the F,-vector space R, then aX?+Y? = 14dX?Y?
if and only if

aozd + yg = 1+ doxdyg
and .
(a0 + a1)(wo + x1)* + (yo +y1)* = 1+ (do + d1) (o + 21)* (Yo + y1)*

Which gives the result. a
Corollary 2. The mapping:

it Epaa(R) = Eg x,(a),m@ Fq)
(X,Y) = (m(X),m(Y))

is well defined, i € {0,1}.
Proof. By Theorem 1, we have (m;(X), 7(Y)) € Eg x,(a),m(a) (Fq). If (X1,Y1) =
(X2,Y3), then Xy = X; and Yy = Y;. Therefore,
(X2, Y2) = (mi(X2), mi(Y2))
= (mi(X1), (Y1)
=7;(X1,Y7).
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Now we classify the elements of Eg 4 4(R). In fact we have:
Proposition 2. The elements of Eg q4(R) are of the form:

e (X,Y) such that X is invertible,
e (ze,a+ye) such that o € {~1,1} and (v, +Yy) € Ep x, (a),m (a)(Fq),
o (x—ze,y+ (a—y)e) such that o € {—1,1} and (z,y) € Eg xy(a),m0(d) (Fq)-

Proof. Let P = (X,Y) € Egq,4(R), where X = x¢ + z1e and Y = yo + y1e.
We distinguish two cases of X:

The First case: X is invertible.

The second case: X is not invertible. In this case we distinguish the next two
sub-cases:

i) If X = xze, where z € F,, we have: mo(ze,yo + v1e) = (0,y0) €

E‘E,Tro(a)nro(d)(IFI ) then (0 yO) - (O 1) (0 yO) = ( )a ($67Y)
(ze,a + ye) such that (x7 a+y) € EE,ﬂl(a),‘n'l(d) (Fy); a € {-1 1}
ii) If X = x—we, where z € F, then we have: m (z—ze, yo+y1€) = (0, yo+y1) €

EE,Trl(a)Jrl(d)(Fq) thena (anO + yl) = (071) or (anO + yl) = (07_1)a SO
(z —we,Y) = (x — ze,y + (a — y)e) such that (2,y) € Ep xy(a).mo(d)(Fo);
ae{-1,1}.

O

Corollary 3. The maps 79 and 71 are surjective.

Proof. Let (z,y) € Eg r(a),m0(a)(Fq) (resp. (2',y) € Eg x,(a),m(a)(Fg)), then
(x —xe,y+ (1 —y)e) (resp. (z'e, 1+ (y' — 1)e)) is an antecedent of (z,y) (resp.

(@', y))- 0

The following theorem establishes a 1 — 1 correspondence between Eg 4 q(R)
and Eg o (a),m0(d) Fq) X Bz (a),m (4)(Fq), and so it will be used to calculate the
cardinal of Eg 4 4(R) in Corollary 4.

Theorem 2. The map 7 defined by:

71 Ep.ad(R) = Eg xy(a)mo(d) (Fq) X BB xi(a),m (@) (Fq)
(X,Y) = ((mo(X),m0(Y)), (m1(X), m(Y)))

is a bijection.

Proof.

e As 7g and 71 are well defined, then 7 is well defined.

o Let ((z0,%0), (z1,%1)) € EE ro(a),mo(d) Fq) X EE ry (a),m (d)(Fq), then
aoajg + yg =1+ dox%yg,

(ap + ar)zi +yi =1+ (do + d1)ziyi,
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Put X = z¢ + (1 — x0)e and Y = yo + (y1 — yo)e. We have:

aX?+Y?= aox% + yg + [(ap + al)xf + y% — agxg — yg]e,
1+dX%Y2=1+ doxgyg + [(do + dy)ax3y? — doa:gyg]e,

So (X,Y) € Egq.4(R). Note that 7((zo + (z1 — zo)e,yo + (y1 — Yo)e)) =
((zo,90), (z1,y1)). Hence 7 is a surjective map.

e Let (X,Y) and (X', Y’) are elements of Eg ,q(R), where X = x¢ + z1e,
Y = yo+yie, X' = af + 2he, Y = yi + vie. I (zo,y0) = (x(,y,) and
(o + 21,90 + 1) = (xg + 21,95 + ¥1), then

r_ r_

Yo = Yo Y1 =Y.
Therefore, 7 is an injective application.
We can easily show that the mapping 7! defined by:

7~T71((150’%)7 (w1,y1)) = (w0 + (21 — To)e, yo + (Y1 — Yo)e)
is the converse of 7.
O

Corollary 4. The cardinal of FEgqq(R) equals to the cardinal of
Ep,xo(a).mo(d)(Fa) X B ri(a),mi(a) (Fo)-

Ezample 1. In R =TFsle], let a = 1+ 3e and d = 2 + 3e. We have:

Ep a,a(R) = {(0,1), (0,4), (0,1 + 3e), (0,4 + 2e), (2,2 + 3¢), (2,3 + 2e), (3,2 + 3¢), (3,3 + 2e),

(2e,1 + 4e), (2e,4 + €), (3e,1 + 4e), (3e,4 + €), (1 + 4e, e), (1 + 4e, 4de),
(24+e,2+4+3€),(2+¢,3+2¢e),(2+ 3e,2+ 2e), (2 + 3e,2+ 4e), (2 + 3e,3 + 3e),
(2+3€e,3+¢€),(3+4e,2+ 3e),(3+4e,3+2€),(1+¢,0),(4+e,e),
(4+e,4e), (1 4+ 2€,0), (34 2e,2 + 2e¢), (3 + 2¢,2 + 4e), (3 + 2¢,3 + 3e),
(3+2e,3+¢€),(4+ 3e,0), (4 + 4e,0)},

EB,mq(a),mo(d) (Fs) = {(0,1),(0,4),(1,0),(2,2),(2,3), (3,2), (3,3), (4,0)},

B or, (a),my () (F5) = 100, 1), (0,4), (2,0), (3,0)}.

4 Addition in Twisted Edwards Curve Eg . q(R)

Let (z1,91), (z2,y2) two points on the twisted Edwards curve Eg 1, (a),x(d) (Fq),
for i € {0,1}.
The sum of these points on Ep . (a),x (a)(Fq), for i € {0,1} is given by:

T1Y2 + Y122 Y192 — mi(a)z122
1+ m(d)z1zay1ye’ 1 — m(d)zizay1y2

(@1,91) + (22, 92) = ( (2)
The neutral element of this law is (0,1) and the inverse of an element (x1,y1)
is (—x1,%1). These formulas are complete if 7;(a) is a square and m;(d) is a
non-square in the field Fy, for i € {0,1} (cf. [3]).
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Lemma 1. Let a = ag + a1e be an element the R. Then, a is a square in R if
and only if ag and ag + a1 are squares in Fy,.

Proof. Let us start by proving the direct implication. If a is a square in R, then
there exists b = by +bie € R, with a = b?. Thus, ag+aze = b2+ ((bo+b1)? —b3)e.
So ag = b% and a; = (b + by1)? — b2. Therefore, ag = b3 and ag +ay = (bo + b1)?,
i.e. ap and ag + a1 are squares in IFy.

For the converse let a = ag + ai1e be an element of R, with ag and ag + a; are
squares in F,. Then, there exists (bo, b1) € (F,)?, where ag = b3 and ag+a; = b3.
Therefore, ag +aje = b3 + (b3 —b3)e = (bo+ (b1 —bo)e)?, i.e. ap +aye is a square
in R. a

The following example shows that if a is not a square in R, then the addition
on Eg 4 q(R) is not always defined as in the following example. Consider p =5,
a =2+ 3e,d =2+ 3e, then a and d are not squares and P = (2 + 4e, 1) and
Q = (4,44 2e) are a point on Fg , 4(R). Nevertheless, P + Q not possible since
the inverse of 1 + dX1X2Y1Ys = e does not exist.

Lemma 2. Let dy + die, a € {—1,1}, and (X1,Y7), (X2,Y2) be two points of
the twisted Edwards curve Eg qq4(R), where X1 = o + x1e, Y1 = yo + y1€,
Xo = a(+ e and Y1 = y) + yie, then a+dX, XY Y3 is invertible in R if and
only if a+dozoxhyoyy # 0 and a+(do+dy)(zo+a1)(xy+2)) (yo+y1) (yo+yi) # 0
in Fy.

Proof. We have:

a+dX1XoY1Yae = a + (do + die)(zo + z1e)(z + zhe) (yo + yie)(y6 + yie)
= a+ dozozpyoyp + [ + (do + di)(wo + z1)(zg + #1) (yo + y1) (yo + 1) —
(o + dozozoyoyo)le,

a4+ dX1X2Y1Ys is invertible in R if and only if mo(a + dX;X2Y1Y5) # 0 and
m(a +dX1X2Y1Ys) # 0in Fy, ie.: o+ dozoriyoyy # 0 and o+ (do + dr)(xo +
z1)(xh + 7)) (Yo + y1)(yh + ¥4) # 0 in Fy. -

Corollary 5. Let do+die be an element in R and (X1,Y1), (X2,Y2) two points
of the twisted Edwards curve Eg 4 q(R). If mo(d) and m1(d) are not a square in
F,, then a + dX1 X2Y1Ys is invertible in R, o € {—1,1}.

Corollary 6. Let a, d be two elements of R and (X1,Y1), (X2,Y2) two points
of the twisted Edwards curve Eg q q4(R). Assume that a is a squre and d is not
a square in R, then

XiYo+Y1 Xy VYo —aX1Xo
14+dX 1 X2Y1Ys 1 —dX1XoY1Ys

(X1,Y1) + (X2, Y2) = (

is well defined in Eg q.q(R).
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In order to reduce the computation cost in Eg 4 4(R), we introduce a new
addition in Eg q,q(R) in Sect. 4, and we compare the computation cost of the
new law with the that law given in Corollary 6.

As 7 is a bijection mapping between the two sets Egqq(R) and
Eg xo(a),mo(@)Fq) X Bz (a),m (a)(Fq), we can define the sum on Ep qq(R).

Definition 2. Let P = (X1,Y1) and Q = (X2,Y3) be two points of the twisted
Edwards curve Eg o q(R), assume that a is a square and d is not a square in R,
we define the additive law P+Q in Eg q.4(R) by: P+Q = 7~ Y(7(P) + 7(Q)).

Keep the assumptions of the above definition during this section. The follow-
ing corollaries can be easily proved:

Corollary 7. The set (Egq.a(R),+) is a commutative group, which has (0,1)
as its zero element and the inverse of (X1,Y1) is (—X1,Y1).

Corollary 8. The T mapping is an isomorphism of groups.

By using formula (2), Theorem 2 and Proposition 2, we shall give the explicit
formula of sum of two points in the twisted Edwards curve Eg 4 4(R) in the next
lemmas.

Lemma 3. Let P = (ze,a + ye) and Q = (a’e, 5 + y'e) be two elements of
Fg.q4(R) such that « € {—1,1} and B € {-1,1}. Then P+Q = (z3e,af +
(ys — aB)e), where

~ z(B+Y) +(aty)r
T3

B and y3 = (a+y)(B+y) —m(a)z’
14+ m (d)xx’(a + y)(ﬁ + y/)

T 1l-m(d)zr (e +y)(B+y)

7o(ze, a4+ ye) = (0, @) mi(ze,a+ye) = (z,a +y)
Proof. As {fro(x'e, B+1y'e)=(0,06) and 7 (z'e, B+ y'e) = (/,a+y')’
according to the formula (2), we have:

7o(ze, a4+ ye) + 7o(z'e, B+ y'e) = (0,aB) and 71 (ze, a + ye) + 71 (z'e, B+ y'e) = (z3,y3), where

__w(B+y) + (aty)’
1+ m(d)zs’(a+y)(B+ ')

(a+y)(B+Y)—mi(a)z
1—m(d)zz'(a+y)(B+y)

T3 and y3 =

Therefore,
P_T'Q = 7?71((07 O‘ﬂ)v ($3,y3)) = (1‘36, af + (y3 - O‘ﬁ)e)'
O

Lemma 4. Let P = (ze,a+ye) and Q = (' —2'e,y’ + (B —y')e) be two points
of the twisted Edwards curve Eg q q4(R) such that o € {—1,1} and g € {-1,1}.
Then P+Q = (ax’ + (Bx — ax')e, oy’ + (B(a +y) — ay’)e).
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’

Proof. As #o(ze, a +ye) = (0, @) and #1(ze, a +ye) = (z, 0+ y)
7o(a —a'e,y + (B —ye) = (', y) 71(a’ —a’e,y + (B —y')e) = (0,0)
According to the formula (2), we have:

Fo(ze, o+ ye) + Fo(a'e, B+y'e) = (aa’, ay’) and 71 (e, a + ye) + 71(z'e, B+ y'e) = (Bz, B(a + ).
Then
P1Q =7"'((az',ay), (Bz, Bla +y))) = (az’ + (Bz — az)e,ay’ + (B(a +y) — ay)e).
O

Lemma 5. Let P = (x — ze,y + (o« —y)e) and Q = (' — 2'e,y’ + (B — y')e)
be two points of the twisted Edwards curve Eg 4 q(R) such that o € {—1,1} and
B € {-1,1}. Then P+Q = (z3 — z36,y3 + (a8 — y3)e), where

on = Yy e =YY — mo(a)za!
P T 1 mo(d)za'yy BT mo(d)zz'yy'
Proof. As oz — ze,y + (a — yle) = (z,y) and T1(x — ze,y + (o — y)e) = (0, )
Fo(a' —a'e,y’ + (B —y')e) = (', y) 71(a —2'e,y’ + (B —y')e) = (0,8)

According to formula (2), we have:

To(x — we,y + (. —y)e) + To(2' — 2'e,y' + (B —y')e) = (x3,y3) and
Ti(z —ze,y + (a—y)e) + Ti(a' — 2'e,y’ + (B —y')e) = (0,ap), where
zy +ya' yy' — mo(a)ra’

= d =
1+ mo(d)za'yy’ ys

3 1 —mo(d)zalyy’

Therefore,

P+Q =7 ((x3,y3), (0,a8)) = (x5 — z3€,y3 + (0 — Y3)€).
O

Lemma 6. Let P = (ze,a + ye) and Q = (xo + x1€,y0 + y1€) be two points
of the twisted Edwards curve Ep o 4(R) such that o € {—1,1}. Then P+Q =
(axo + (v3 — axo)e, ayo + (Y3 — ayo)e), where

z(yo +y1) + (@ + y)(zo + 1) (@ +y)(yo +y1) — mi(a)z(zo + 1)

ndys = 7 —mi(d)z(xo +x1)(a+y)(yo +y1)

B I m@a(zo + 21)(a + 1) (Wo + 41)

PI‘OOf. AS 7o (ze, a + ye) = (0, @) and 71 (ze,a + ye) = (z,a + y) ’
7o(zo + z1e,y0 + y1e) = (20, ¥0) #1(zo +z1e,y0 +y1e) = (zo + z1,v0 + Y1)

According to the formula (2), we have:

To(ze, a + ye) + To(xo + x1€, 90 + y1€) = (axo, ayp) and
m1(ve, a +ye) + 71 (xo + x1€,y0 + y1€) = (23,¥y3), Where
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z(yo +y1) + (o + y)(z0 + z1)

= (+y)(yo + y1) — m1(a)x(xo + 1)
1+ m(d)z(zo + z1)(a + y)(yo + y1)

1 —mi(d)x(xo +21)(a+y)(yo +y1)

and y3 =

z3
Therefore,

P+Q =7 ((awo, ayo), (w3, y3)) = (azo + (v3 — axo)e, ayo + (Y3 — ayo)e).
O

Lemma 7. Let P = (x — ze,y + (o — y)e) and Q = (zo + x1€,y0 + Y1) be
two points of the twisted Edwards curve Eg 4 4(R) such that o € {—1,1}. Then
P+Q = (z3 + (a(zo + 1) — x3)e, ys + (a(yo +y1) — ys3)e), where

TYo + oY

_ and ys = yyo — m1(a)xxg
1+ mo(d)zz0yY0

x =20 T
’ 1 — m1(d)rToyyo

Proof. Agl M@ —zeyt(a—ye)=(sy) 1] 71l@-zeyt(a—ye)=(00a)
#o(zo + 1€, 90 + y1e) = (20, Y0)
According to the formula (2), we have:

T1(zo + z1€,9y0 + y1e) = (zo + 1, ¥0 + ¥1)

7oz — ze,y + (v — y)e) + To(xo + z1€, Yo + y1€) = (23,y3) and
71 (ve, a + ye) + T (xo + x1e,y0 + y1e) = (a(xo + 1), ®(yo + y1)), where

Yo + ToyY

_ and yz = yyo — m(a)rxo
1+ mo(d)xzoyyo

T — J9Y T AAeR0

3 1 — mi(d)zzoyyo

Therefore,

PIQ =7""((z3,v3), (a(wo+x1), a(yo + 1)) = (3 + (e(wo +21) — m3)e, ayo + (a(yo +v1) — y3)e).
O

Lemma 8. Let P = (zo+x1e,yo+y1e) and Q = (xj+x)e, yo+yie) be two points
of the twisted Edwards curve Eg o q(R). Then P+Q = (z3 + (25 — z3)e,ys +
(y5 —ys3)e), where

- Toyo + Yo Js = Yoy — mo(a)woxy
1+ mo(d)zoyhzhyo’ 1 — mo(d)zoyhzhyo’
o = (@ot+z1)(yo + 1) + (Yo +y1) (2o +27)
° T 1+ mi(d) (o + =1) (yh + y) (wo + y1) (@ + 24)
and
= (yo +y1)(yo + y1) — mi(a)(xo + x1) (g + 7)
L=

1 — i (d)(zo + 21) (Yo + 1) (Yo + y1) () + )

,
7o(zg + w1e, ¥y +y1e) = (24, y)) 71 (g + xhe, yo + yie) = (2 + o1, yp + 1)

According to the formula (2), we have:

To(xo + z1e,y0 + y1€) = (z0, Yo T1(zo + z1€,90 + y1€) = (w0 + 71,90 + 1
Proof. As (o + +ue) = ( ) and (o + tyie) = (o + +u)

To(xo + T1e,y0 + y1€) + 7o(zg + 1€, ¥y + y1e) = (v3,y3) and



50 M. B. T. Elhamam et al.

T1(xo + T1e,90 + Y1) + 71 (2o + e, yp + yie) = (23, 3), where

__ Toyotovo - Yoyh — mo(@)roth
1+ mo(d)zoyhzhyo’ 1 — mo(d)zoyhzhyo’

T3

, (ot z)(yo +91) + (Yo +y1)(xh + 1)
xh = ; - , —~ and
L+ mi(d)(zo + 1) (yp + 1) (Wo + y1)(zg + 1)
(Yo + y1) (o +y1) — mi(a)(wo + x1)(wg + @)

1 —mi(d)(zo + 1) (Yo + ¥1) (Yo + y1) (@) + 7))

Y5 =
Therefore,

P—T—Q = 7?_1((33372/3)7 ($é7y2/3>) = (.173 + (xg - $3)€,y3 + (yi/’) - 93)6),

which completes the proof.

Lemmas 3, 4, 5, 6, 7 and 8 can be regrouped in the next theorem which given

the additive law of the twisted Edwards curve Eg 4 q4(R).

Theorem 3. Let P = (X1,Y7) and Q = (X2,Y2) be in Eg 4 4(R). Assume that
mi(a) is a square and 7;(d) is not a square in Fy, wherei € {0,1}. Under the law
+, (Eg.aa(R),+) is an Abelian group with zero element (0,1). More precisely

for every a, B € {—1,1}, we have P+Q = (X3,Y3) is given by:
1) If 7o(P) = (0, ), then
X3 = Oé7T0(X2> + (.Tg — 047T0(X2))€,
Y3 = am(Yz2) + (y3 — amo(Y2))e,
where
71 (P) + m(Q) = (23,93)-
2) If 71 (P) = (0, ), then
X3 = I3 —+ (Oé’lTl(Xg) — Zg)e,
Y3 =ys + (am(Y2) —ys)e,

where
To(P) + 70(Q) = (3,y3)-
3) If 7o(P) = (0,a) and 71(Q) = (0, 3), then
X3 = am(Xz) + (B71(X1) — ame(Xa))e,
Y; = aﬂ'o(YQ) + (ﬁﬂl(Yl) — 047T0(Yv2))6.
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4) If 7o(P) # (0,) and 71(P) # (0, ), then

X3 = x3 + (25 — 73)e,

Y3 =ys + (y5 — y3)e,

where

7o (P) + 70 (Q) = (3, ¥3),
T1(P) + m1(Q) = (25, y3).

Proof. For the proof, we can easily show that the lemmas from 3 to 8 verify the

cases of the theorem.
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O

Now we shall focus on the complexity of the sum law in the twisted Edwards

curve Eg 4 4(R).

Let S be the cost of the sum and M the cost of the multiplication in the

field F,. The computation cost of calculating P 4 @ the sum that is defined in
Corollary 6 and P+(Q the sum that is defined in Definition 2 are given in the

following table (Table 1):

Table 1. The complexity of the additions in the twisted Edwards curve Eg q,4(R).

Addition | + +

Cost Sum | Mult | Sum | Mult
Lemma 3|21S |75M |13S |13M
Lemma 4 | 3S ™ 2S 4M
Lemma 5|7S |27M |5S |13M
Lemma 6| 41S | 146M | 13S | 13M
Lemma 7 12S |32M |6S 13M
Lemma 8| 48S |284M | 26S | 26M

The following graphics illustrate the above results (Fig. 1).
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Fig. 1. The complexity of the additions in the twisted Edwards curve Eg , 4(R).

Concerning the complexity reduction of the sum law in the twisted Edwards
curve Eg 4 4(R), one can remark that the direct calculation of the sum P +
Q is more expensive compared to the calculation of this sum P+ using the
isomorphism 7. Which explain the need of this study.

Links with Cryptography

Let us close this section with few applications in cryptography. We have:

o card(Eg q,4(R)) = card(Eg xy(a),xo(a) Fq)) X card(Eg x, (a),x, (a)(Fq))-

¢ Epqd(R) and Eg o (a),x0(d)(Fq) X EE x (a),m (d)(Fq) have the same security
discrete logarithm problem.

e In cryptanalysis, break the discrete logarithm problem on Eg , ¢(R) is equiv-
alent to break the discrete logarithm problem on Eg 1 (a)x(a)(Fq) and

EE,‘I\'1((1),7T1 (d) (Fq)
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