®

Check for
updates

Role of Internet of Things and Cloud Computing
in Education System: A Review

Ajay Krishan Gairola'>® and Vidit Kumar'

1 Graphic Era Deemed to Be University, Dehradun, India
ajaykrishangairola@gmail.com
2 Graphic Era Hill University, Dehradun, India

Abstract. The current outbreak of the coronavirus (COVID19) pandemic has
affected education across the world. To meet the current challenges posed by
COVID19, educational institutions (schools, colleges and universities) need to be
more efficient in providing quality educational services virtually. Cloud computing
and Internet of things (IOT) are such technologies that accomplishes this. In this
work, we review the recent works related to the cloud technology and IOT in
education system and explores its various benefits and challenges. Furthermore,
this article examines recent work on the potential scope of 10T in the Education
Sector.

Keywords: Cloud computing - Virtual learning - Internet of Things - Online
teaching - Virtual classes - Smart device

1 Introduction

The international quarantine imposed since December 2019 due to the coronavirus pan-
demic has put pressure on us to reconsider the idea of e-learning [1]. Cloud computing
is a must-have within the academic process, and it is widely employed in enterprises.
For individuals in every aspect of the process of mastery, cloud technology makes train-
ing a true and enjoyable pleasure. With the help of smart devices, students can now
communicate with each other or with teachers and experience the flexibility of learning.
The offerings of cloud computing have advanced the results of an institution’s study
and have allowed professors and college students to access this modern technology as
well as receive additional blessings. Over time the educational system has changed and
at the same time is no longer limited to blackboard classrooms and textbooks. Training
in the cutting edge landscape of cloud computing has emerged as an advantage for the
commercial enterprise, while all and sundry are trying their hardest to combat the virus
posed by COVID-19 [18]. From preserving scholarly data to storing information, from
online training systems to advanced study analysis, it has completely revolutionized
teaching-learning training. Students, professors, and instructors can now enjoy cloud-
primarily based totally training‘s accessibility and convenience. The Internet of Things
connects processes, people, data, and devices, making it easier for education stakehold-
ers to convert data acquired from portable devices and sensors into useful information
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and to take meaningful steps taken in response to that facts [2]. It is crucial to con-
sider the influence of IoT adoption in order to understand the problems and benefits
of Internet of Things in Education, especially as IoT is still in its early stages in the
education system. The Internet of Things provides numerous advantages, including: the
development of intelligent interactive classes; the ability to customize dynamic models
in which Students are active learners process; the encouragement of imagination; as well
as real-time monitoring of students’ cognitive processing. The COVID19 epidemic has
put a strain on both research and the use of new technology in education. Higher interest
in this study issue is indicated by an increase in the number of publications on the use
of IoT in education, while contemporary educational practices are a factual evidence of
such interest. Nevertheless, due to the fact that those possibilities are limitless within a
cloud pack- age and educational process, this research focuses on providing the recent
progress related to the cloud technology and IOT in education system along with its
benefits and challenges.

1.1 Cloud Computing and Education

Cloud computing is a method of delivering a variety of services via virtual machines
that are placed on top of a big pool of actual equipment in the cloud [3]. Services
are stored in laboriously scalable information in visible form centers fashionable the
cloud and accessed via the internet by some connected scheme. In the dispersed cloud
environment, we have a lot of compute power and storage capacities. Some applications
of cloud technologies in education are depicted in Table 1.

Table 1. Examples of the application of cloud technologies in education

Google Classroom [4] Google Classroom is a cloud-primarily based totally gaining
knowledge of control machine this is a part of the Google Apps for
Education suite of products. Students can use Google Classroom on
PCs, tablets, and cell-phones

Blackboard [5] Education, mobility, communication, and trade software program, in
addition to associated services, are furnished via way of means of
Blackboard to customers together with instructional institutions,
enterprises, and authorities agencies. In January 2014, round 17,000
faculties and businesses in a hundred nations had been the use of its
software program and services

Knowledge Matters [6] Knowledge Matters is a major virtualized online firm that teaches
important business principles to college and high school students
through interactive web, game-like business simulations

Coursera [7] The most well-known educational site, in my opinion. Anyone can
study a wide range of subjects on Coursera. There isn‘t a single student
in the United States, Canada, Thailand, Russia, or Ukraine who isn’t
aware of Coursera’s opportunity to gain valuable knowledge

(continued)
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Table 1. (continued)

Microsoft Education Centre [8] The Microsoft Education Centre turned into supposed to permit

college students to retain studying irrespective of their circumstances.
They make on- line studying viable and offer the best training to each
and every student

Classflow [9]

Classflow is an interactive screen-based course delivery program that
runs in the cloud. They offer customers unlimited access to lessons and
learning tools without a subscription

1.2 IOT Enabled Education Environment

The Internet of Things is changing the way we live by transforming every product
becoming an intelligent entity. All of this is correct in the teaching institution, where a
veritable cycle of power is intelligently carried from Smart University, Smart Classroom,
Smart Learning, Smart Learning and Smart Teaching to Smart Analysis (Table 2).

Table 2. Smart education

Smart Education

The purpose of smart education is to educate students with the skills and expertise
they need to succeed in today’s market. Smart education’s success is dependent on
sensing devices, an IoT infrastructure, communication linkages, and user apps. The
IoT integration in the classroom institution would conclusion in higher educational
quality since students will learn quickly and teachers will be prepared to carry forward
their educational duties more efficiently [10]

Smart University

A smart university combines cutting-edge hardware and software, cutting-edge
concepts, education techniques based on trendy, learning tactics, and smart teaching
and smart classrooms equipped with cutting-edge technology [11]. A smart university
has access to a diverse range of worldwide materials, an interactive teaching
environment that can be examined inside the network, and learning that is flexible to
data acquired. Many institutions have IoT devices such as temperature control devices,
security cameras, electricity, heating systems, and building access devices

Smart Classroom

A smart classroom is a location where students can access educational activities
utilizing electronic equipment such as internet-connected gadgets, digital screens and
video projectors [12]. Beginning in 2012, a smart class is built on automated
communication devices, mobile learning and mobile technologies, which use cameras,
facial recognition algorithms, video projectors, sensors, and extra modules to keep
track of many characteristics of the natural environments. When machines are linked
to the Internet of Things, they form a smart class that allows access to knowledge from
everywhere and at any time. A smart class offers numerous advantages, including
greater information communication, flexibility, interactive learning, educational
content exchange, and improved thinking capacities

(continued)
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Table 2. (continued)

Smart Teaching The manner in which information is transmitted via electronic devices can differ
greatly from traditional teaching approaches. The material is always accessible, and
Learning is adaptable, allowing you to stay up to date on the most recent
advancements. The Internet of Things may provide access to the actual world, which
might make teaching difficult because it must be adjusted and adapted to meet the
needs of students with various impairments. Teaching methods must also be modified
to accommodate students with disabilities

Smart Learning Smart learning is a learning approach that makes use of electronic gadgets. According
to [13], smart learning is a procedure that assists students in learning by focusing on
the subject as well as the students themselves. This technology’s intelligence,
adaptability, and efficacy are dependent on the ICT infrastructure. The usage of
Internet of things e-learning apps is critical for establishing a virtual classroom and a
competitive learning process, both worldwide and locally. Because Students have
access to every library or lab throughout the universe to collect data, conduct
experiments, and send assignment or for self-evaluation and be assigned, the Internet
of Things fosters online self-teaching

Smart Assessment | Smart assessment [14] goes beyond the traditional methods by adding other types of
evaluation, such as interviews and focus groups. To make an accurate assessment, we
must consider the effects of modern technology on how we work. The evaluation
process then evolves as we engage inside an ever-expanding IoT ecosystem. To
capture student behavior in online learning assessments, new learning systems must
have the appropriate technologies. The Internet of Things instruments are available for
use in assess the student’s concentration, which is critical in assessing their education.
It is feasible to design adaptive exams that are adjusted to the student’s responses to
questions and are presented in the student’s preferred learning style. This type of
examination would allow us to delve into the students’ knowledge, how they
understand and apply it, as well as their learning styles and skills. The usage of
simulations during educational activities is an important component of smart
assessment and can also be utilized as a learning approach

2 Literature Review

2.1 Cloud Computing in Education

In recent years, cloud computing implementations have attracted attention in several
areas, including higher education in emerging markets. In this section we present a
review of the adoption of cloud computing on education. Moodle was investigated [15]
as a case of cellular cloud gaining knowledge of structures in better learning. Posted in
[16] an overview on the use of mobile cloud computing (MCC) within the instructional
field, which summarized the demanding conditions and troubles that MCC requires to
gain knowledge of structures, as well as privacy, interoperability arise because of. The
cognitive load on college students due to exceptional operating platforms, information
integrity, community availability and community speed, and large learning materials
and courses. Cloud computing (CC) in education was evaluated from the perspective
of teaching staff and IT professionals in Saudi Arabia [17]. [19] The authors studied
characteristics influencing adoption by collecting data from a mobile cloud learning
environment from Blackboard users at the University of Leeds in the United Kingdom
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using a structured questionnaire. [20] The authors examined their country’s potential to
transition to remote mastering and reviewed structures that have been used in schooling
and supported by government access, as well as modern online conversation structures.
Those who are advanced with the help of using Microsoft Teams. [21] The authors
noted China’s revelations about the duration of the covid-19 lockdown with continued
learning. Authors described technical support for instructors and knowing help for col-
lege students. [22] The authors examined the risks of using an automated machine and
provided a web multi-element authentication test method. The authors [23] summarized
the conditions of seeking to achieve the amazing distance of knowing and e-checking
from the thoughts of professors and college students in Arab universities. Universities,
schools and various educational institutions are important for the standard development
of a country.

[24] Used the ambiguous AHP to take a look at the determinants of CC adoption
in better Indian educational institutions. The maximum important factors decided to be
relative profit, IT demand and security. [25] Using a SEM approach, the authors evaluated
cloud computing-based education in Saudi Arabia and influenced characteristics such
as reliability, social impact, information quality and ease of use. Tuan suggested that
it would be more accurate to assess teacher research productivity using an integrated
multi-criteria decision-making approach (MCDM). To do this, the researchers used the
hybrid AHPTOPSIS technology. Due to the suspension of on-campus classes, a large
jump in student ranks, monodemic content, and the content offered, and the material
provided, e-mastering structures have grown at an exponential rate [26, 27]. The cloud
era is now being used by many educational institutions, and it is very clear [28] that it
has a shiny destiny.

In addition, due to the fact that there is a single database for all customers in the
cloud, cyber security modifications can be analyzed and made quickly [29]. [30], as it
was designed to allow customers to collaborate from anywhere at any time. It can reach
out to more students outside the general study room and meet their needs. Due to better
calls to keep education afloat, establishments are paying additional interest on a mix of
cloud generation and e-learning. Almost all educational institutions saw it as a viable and
suitable e-learning option. Nevertheless, the lack of study may also provide a theoretical
framework on which to build a technology. On the other hand, the potential inherent in
the cloud approach can also be highlighted as a major advantage in the development of
an analytical framework and one-hit training techniques [31]. However, in the literature,
common features of the cloud are associated with social participation and collaborative
learning activities [32].

2.2 10T in Education

The term “Internet of Things” (IoT) refers to state-of-the-art technology that connects all
intelligent objects in a network without the need for human intervention. This is indeed
a new study focus that would have recently discovered an important and compelling
research base in a wide range of academic and industrial disciplines [33]. According to
Walcott [34], many governments are implementing the latest digital defense strategies in
the fight against COVID 19. During this time, digital technology and innovation gradually
became the focus of mankind. The economic demands of COVID19 strongly drive the



56 A. K. Gairola and V. Kumar

deployment and creation of new digital technologies at a particular pace and scale.
Population surveillance, response assessment, incident detection and touch tracking is
one of the digital tools used to facilitate the international public health impact of COVID
19, with a focus on public participation and data mobility. According to Islam [35], the
integration of IoT with advanced technology could be a major step forward in efforts to
combat new epidemics. The potential of the Internet of Things will have a significant
impact on the ability of Western countries to achieve the SDGs (Sustainable Development
Goals). In environments where Internet-ofThings-enabled devices and applications are
used, it is essential to implement specified protocols, patient monitoring and primary
identification procedures, to reduce the chances of spreading the coronavirus.
According to Jawed [36], the Internet of Things can send and receive both information
and physical goods (IoT). Intelligent hospital equipment and concepts were controlled
via wireless and wired Internet. Various medical diagnostics, instruments, advanced
imaging equipment, artificial intelligence and sensors are essential for the implementa-
tion of IoT in the medical field. Intelligent technologies can collect and share data to
carry out essential tasks in our daily lives. The application will pave the way for enter-
tainment systems, automobiles, connected healthcare and smart cities. These advances
have increased both the quality of life and the efficiency of industries and societies, both
new and old. This technology is flourishing in health surveillance during the COVID 19
pandemic. According to Nasajpur et al. [37] Innovation has retained most of the infor-
mation about COVID19 patients inside the data center to ensure adequate attention,
and that could be more helpful. Internet of Things (IoT) combines all-digital, computing
technologies and mechanicals to transmit data over the web without human intervention.
In this dire scenario, many people die of late and incorrect medical information. The
Internet of Things is taking over every day human activities and changing health prob-
lems. Sensors are used to quickly notify the system of health issues [38]. The successful
operation of medical institutions requires proper equipment. During the COVID-19 pan-
demic, the use of the Internet of Things improves patient care. Smart medical devices
are connected via smart connectors to deliver important medical data to doctors. These
devices use the Internet of Things to successfully track real-time data, saving lives from
a variety of health problems. The Internet of Things (IoT) has great potential to analyze
and leverage impactful activities including after-services [36]. De Rauer and Radanlive
[39, 40] focused on ethical IoT design updates and IoT design, but did not discuss the
implications of the coupled and multiple risks of IoT system-themes. They concluded
that before new ICT systems are incorporated, production facilities should be coupled
with an ethical assessment of cyber threats. They enable governments, health experts, and
medical organizations to build a framework to provide guidance in this article [41] as the
introduction of IoT into the vaccination supply chain increases risk. [42] Applications of
the Internet of Things include contact tracing devices, wearable health monitors, thermal
cameras, temperature sensors and package tracking to help fight disease by providing
critical data needed for the safe delivery of COVID19 vaccines. In this COVID situa-
tion, IoT has helped to make automated activities in warehouses and supply chains more
resilient to encourage social distancing and secure remote access to industrial machines.
By studying the potential of IoT in the socio-economic development areas of
Bangladesh, Parvez et al. [43] Created a conceptual framework model, and the model
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showed that Bangladesh needed to develop a set of policies for IoT deployment to
implement a national strategy on the Internet of Things. Miyazi et al. [44] The 10T,
introduced in Bangladesh, reveals technical challenges, financial challenges, security,
privacy issues and device reliability, along with opportunities such as occupational safety,
mHealth, traffic safety, service management and environmental monitoring. Sarkar et al.
[45] Highlighting the future prospects and problems of some of the most promising IoT
applications. As per the literature review on IoT applications in Bangladesh, no such
in-depth work has been found on the current scenario of employing IoT in various indus-
tries during COVID-19. As a result, a conceptual model of the impact of Inter-Net of
Things applications across multiple industries was created during the pandemic. Dur-
ing the pandemic, this study looks at the barriers and benefits of adopting IoT services
across multiple sectors, and the findings will help organizations respond and adapt to
IoT services more quickly, giving them a competitive advantage.

3 Discussion and Conclusion

In India, cloud computing adaptation in higher education is an under-studied area and
the literature does not document systematic studies. We studied in this article how cloud
computing can be used in educational contexts. Due to the COVID-19 pandemic which
has prompted many schools, colleges and establishments to supply online training, it
has become mandatory. According to the analysis’ overview, using cloud services in
E-learning is a good option since it allows teachers to take use of cloud adaptability,
flexibility, and security to reflect the primary framework of E-learning education acces-
sible from anywhere, at any time, and on any device. We can fully use the prospects
presented by an efficient learning environment with specialized information that is easily
adaptable to today’s educational paradigm. Integrating an elearning system into the cloud
has several advantages, including increased storage, computing, network connectivity
and prioritize software and hardware cost savings. On the other hand, it offers a more
diverse range of educational programs at a lower license cost. The replacement rate for
student computers is lower due to the extended machine life. These savings add up to a
reduction in IT personnel costs associated with computer lab maintenance and software
updates. Today’s e-learning services and systems are all about personalizing learning and
learning for each user. As a result of this technology, students receive generic e-learning
that is not tailored to their specific needs. In most modern systems, interaction between
professors and students is essential for improving the quality of each student’s learning
experience. When evaluating the scale of a problem, there are many things to consider.
In response to customer concerns about security and privacy, cloud service providers
have made major investments in cloud infrastructure and platforms. Furthermore, coun-
try limits are necessary since some countries require data to be maintained within their
borders, making data storage remotely or outside of the country illegal. As per current
research, academics have a wealth of data at their disposal to aid in building cloud-based
elearning frameworks and implementations. A quantitative assessment of the impact of
switching to a cloud e-learning environment on several factors such as access speed,
educational quality, and return will be conducted in the future. The adoption of IoT in
universities may be influenced by education policy in terms of administrative support



58

A. K. Gairola and V. Kumar

and change mindset. There is a need to examine the advantages and disadvantages of
Internet of Things in depth. Information and communication technology (ICT), a soci-
ety that places a high value on acquiring knowledge, and the current pandemic have all
contributed to an increase in the amount of pressure on the education system to adopt
ICT and make education more intelligent. There is also a need to explore machine learn-
ing algorithms [46-50] in cloud based analysis of education systems for tasks such as
student monitoring, student lecture engagement, etc.
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