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Abstract. Conventional locker system faces continuous threat of breaching of
data due to phishing scams, which raises high demand of encryption at server’s
end. Blockchain based security system provides efficient solution so far either by
applying personal signature, or by adopting peer-to-peer network. In the present
proposal, security is entrusted by generating new encrypted message from the
already received binary information from user’s end. The code is incremented at
each subsequent step which helps to track the number of times the security door
is opened with individual time-stamp along with image capture facility. Corre-
sponding circuit is designed at 433 Hz spectrum where relay is connected with
electromagnetic door lock through microcontroller. A novel algorithm is pro-
posed to control cloud-based web server for accessing every HTTP request with
NodeJS and a MongoDB database. Enhanced security and privacy can therefore
be obtained through low-cost hardware system associatedwith blockchain feature.

Keywords: Blockchain based security system · Digital signature · Internet of
Things · HTTP web server · RF communication · Time-stamp image

1 Introduction

The Internet of Things (IoT) has grown in significance in our data-controlled world as
a result of technological innovation [1]. The Internet of Things is essentially a technical
amalgamation of intelligent devices with embedded chips, sensors, and actuators that
gather information about themselves and their surroundings and communicate it via the
Internet [2, 3]. The automation of repetitive chores and subsequent real-time monitor-
ing of equipment and tasks are the biggest benefits that IoTs deliver. These gadgets
unfortunately typically have inferior processing capacities, security risks, and are more
vulnerable to cyberattacks. Additionally, IoTs produce very sensitive personal data about
their users, which is then managed by centralized businesses, raising major privacy and
data integrity concerns [4]. Because of the technology that could help IoT devices with
their issues, blockchain has just lately become popular [5]. Even in the early stages of its
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development, blockchain has attracted experts from all around the world who recognize
the many benefits of this technology.

Smartphones and other embedded devices evolve far more slowly than desktop com-
puters [6]. Due to their weak computing capabilities and small data storage, these quiet
devices struggle to process transactions utilizing this blockchain-based system. Instead
of using IoT devices for mining, some hardware, such as application-specific microcir-
cuit (ASIC) chips, are created specifically for the purpose. Therefore, while considering
the integration of blockchain with IoT, new approaches to overcoming these problems
are required. Due to the adoption of blockchain technology, one of the main issues is that
IoT devices can only be embedded with so many resources [7, 8]. Work has been carried
out using CNN based surveillance model [9] where security is adequately taken care
of with image recognition and classification technique. As different applications have
different requirements, a replacement or a customized implementation of a blockchain
system is required [10].

Design of informative interface is the trend of research for the benefit of civilization
which is executed either through voice-controlled mode [11], or for ultra-high frequency
sensing purpose [12]. Cloud service is integrated with blockchain for providing secured
home service [13]. The same,with IoT enabled circuit, are recently implemented for acci-
dent prevention under real-time condition [14]. For visually impaired people, blockchain
technology can provide assistance when augmented with microcontroller based low-
cost circuit [15] and useful for common people. Secured, data immunable transportation
system is very recently proposed with the claim of robust security and transparency [16].

However, implementation of blockchain technology in those cases is difficult owing
to the complex circuitry requirement. A few works are reported only in the domain
financial transactions [17] and multimedia content protection [18]. In this present work,
peer-to-peer security system is investigated and analyzed by designing one smart low-
cost system at 433 Hz. To provide an additional security layer, binary information for
opening the locker is converted into another cryptic message, and time-stamp will be
given for each time when the locker will be opened. For accessing every request, simple
yet novel algorithm is proposed with MongoDB database. Results are discussed in the
next section along with system architecture, data flow and hardware circuit.

2 System Architecture and Dataflow

Architecture for the proposed smart home security system is described in Fig. 1, It has
been found that PIR motion sensor is connected to GPIO pins of microcontroller. LCD
monitor is interfaced with Raspberry web server along with mounting of loudspeaker.
The Raspberry Pi is connected to a relay driver circuit that uses the IC ULN2003 to
control an electromagnetic door lock. On an SD card or USB flash drive linked to the
Raspberry Pi, the image that was taken can save the date and time.

Figure 2 shows the flow chart of knowledge communication. Each of the subsequent
subsections provides an in-depth explanation of how the devices communicate with one
another. The Elegoo board transmits an RF signal from its transmitter to the RF receiver
found on the Raspberry Pi at first when the reed switch is open. The Raspberry Pi
then issues an HTTP POST request to a cloud-based RESTful web server. The top user
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can then view the door open events by date and time thanks to this web server, which
either pushes information or receives GET requests from an Android application. The
following sections mention a number of open-source libraries.

When the door is opened, the reed switch is actuated, and the transmitter sends a
433 Hz RF transmission using the Arduino’s RC-switch library. Each time a door is
opened after that, a code is sent to the Raspberry Pi receiver, which is increased. This
enables the Raspberry Pi to keep track of specific door-opening incidents.

Fig. 1. System architecture for IoT-based smart security

The entire covered area of the home is being monitored by using a simple piece
of aluminum (Al) foil as antennas on the receiver and therefore the transmitter when
the reed switch is enabled, which sends an uninterrupted stream of binary numbers
to the receiver attached to the Raspberry Pi. In order to receive the binary codes, the
Raspberry Pi used the 433Utils library and the wiring Pi library. The following stage of
the communication process will be carried out by a Python script after it has read the
document output containing these codes.

APython script using the requests library checks the document for brand-newupdates
every second after the binary codes are received and sent as output to a document. An
HTTP web server built with NodeJS and a MongoDB database receives a POST request
when replacement code is placed within the page. Door open events will be stored by
date and time on this server’s RESTful API. The Android application will use GET
requests to access the information stored in this database.
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Fig. 2. Flowchart representing data flow through the system

The interaction between internet servers is the last stage of the communication pro-
cess. But for the purposes of this specific task, the application sends GET requests to
the server since it is possible to deliver push notifications whenever a replacement door
open event is identified by the online server. The Android application uses a variety of
libraries that are accessible through the Android Studio, however the Volley library is
the only one that won’t process requests.
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3 Circuit Design

For the circuit design, Arduino, buzzer, keypad, servo motor, and LCD are considered as
major equipments. Arduino is used to control processes like taking a password from the
keypadmodule, comparing passwords, rotating servomotor, driving buzzer, and sending
status to the LCD display. The keypad is used for taking passwords. The buzzer is used
for indications. The servo motor is used to open the gate while rotating, and the LCD is
used for displaying the status or messages on it (Fig. 3).

Fig. 3. Proposed system design

4 Proposed Algorithm

The algorithm as proposed is based on the dataflow asmentioned in Fig. 2. In this section,
algorithm is described with some arbitrary values, and can be set as per requirement.
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STEP 1: Start 
STEP 2: Initialize variables 
STEP 3: Define a function as unlockdoor() 
STEP 4: delay(900), setCursor(0,0), print(" "), setCursor(1,0), print("Access 

Granted") 
STEP 5: setCursor(4,1), print("WELCOME!!"), setCursor(15,1), print(" ") 
STEP 6: setCursor(16,1), print(" "), setCursor(14,1), print(" "), setCursor(13,1) 
STEP 7: Initialise pos=180 
STEP 8: Check for condition(pos>=0) 

     STEP 9: If condition is true then go to STEP 10 otherwise STEP 13 
     STEP 10: myservo.write(pos) and delay(5)  
     STEP 11: Decrease pos by 5 
     STEP 12: Go to STEP 9 
     STEP 13: End for loop 
     STEP 14: delay(2000), delay(1000), counterbeep() and delay(1000) 
     STEP 15: Initialise pos=0 
     STEP 16: Check for condition (pos <= 180); pos +=5) 
     STEP 17: If condition is true then go to STEP 18 otherwise STEP 22 
     STEP 18: myservo.write(pos), delay(15), lcd.clear() and displayscreen() 
     STEP 19: Set currentposition=0 
     STEP 20: Increase pos by 5 
     STEP 21: Go to STEP 17 
     STEP 22: End for loop 
     STEP 23: End function unlockdoor() 
     STEP 24: Stop 

With the aid of this algorithm, we present a decentralised system that enables quick
back-and-forth sharing of device information while storing it on a permission-based,
secure chain. The suggested architecture would make it easier for the highest user to
connect with the blockchain network; different interfaces are developed by leveraging
a variety of online front-end technologies. As representational state transfer application
programming interfaces (REST APIs), all of the product-specific services offered by the
blockchain network can be accessed by both IoT devices and web clients. Users of the
gadgets can manage and recall the surrounding environment without being aware of the
physical devices beforehand. The smart contract hosts the ledger functionalities over the
network and also provides controlled access to the device meta-data. Participants will
only be able to access a predetermined number of approved materials or transactions
thanks to an access control policy that has been specified within the platform’s design.

5 Conclusion

The Hyperledger Fabric, a permission-based decentralized framework created for devel-
oping distributed apps (DApps) or distributed ledger solutions on top of it, is used to
implement the current blockchain network. A low-cost smart home security system can
be created using the current design as a framework. It was able to create an IoT system
that allows users of a household to see when a certain door has been opened by using
inexpensive components like microcontrollers. The novel algorithm proposed can be
applied to any such type of security system at low frequency range through peer-to-peer
network with reliable security.
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