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Abstract. In the near future, cyber-physical systems (CPSs) and the Internet of
Things will be ubiquitous. These technologies will be deeply integrated with man-
ufacturing strategies, processes, and systems to assistmanufacturing organizations
in carrying out routine operations while achieving the organizational objectives.
However, to realise this vision, several barriers and obstacles need to be conquered.
Therefore, the aim of this research is to identify and prioritize the barriers to the
adoption of CPSs in manufacturing organizations. To this end, the study employs
a two-phase approach. In the first phase, an exhaustive literature review and semi-
structured interview of experts from industry and academia have been conducted
to identify the barriers and categorize them into different groups. In the second
phase, the barriers are ranked using the fuzzy analytical hierarchy process (AHP)
technique. The findings of this study offer a roadmap that could be helpful to the
practitioners in deciding how to proceed towards the adoption of CPSs.
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1 Introduction

Due to the rapid technological advancements, nowadays, a new era of manufacturing,
commonly known as industry 4.0, has come into existence. Industry 4.0 is making
significant changes in every aspect of businesses, starting from product design to process
implementations, and helping businesses to stay competitive by providing innovative and
creative solutions for various industrial problems [1, 2]. Industry 4.0 refers to a set of
advanced technologies,which are implemented to develop intelligent production systems
capable of producing and delivering high quality products with high efficiency and
responsiveness, cyber-physical system (CPS) being one of them [3]. The term CPS can
be defined as a hardware-software system that uses sensors, actuators, and the internet to
connect various physical elements to the virtual world [4]. These are network embedded
systems that take data from physical entities and create virtual twins that are updated in
real-time based on the data collected from the physical world. As a result, the interaction
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between the physical and virtual worlds is established, with physical entities following
the instructions from the virtual world [5, 6]. By combining product and process data
with machine data, CPS enables easier automation, data exchange, and machine-to-
machine communication, resulting in significant improvements in operational activities
[7, 8]. The benefits of CPS are extensively discussed in the literature; nevertheless, the
implementation of CPSs is difficult since it necessitates merging old systems with digital
systems in order to build smart products and processes [3–8]. Despite numerous benefits,
the implementation of CPSs in manufacturing industries are rather low, necessitating
further research to identify the barriers affecting the rate of adoption so that appropriate
action plans to mitigate the barriers may be devised and executed [2, 9]. To this end, the
present studymakes an effort to identify and analyze the barriers to the adoption ofCPS in
manufacturing organizations. The study uses fuzzy analytical hierarchy process (AHP)
to rank the identified portfolio of barriers and highlight the most significant barriers.

2 Literature Review: A Brief Introduction to the Barriers

By performing a comprehensive assessment of the available literature and semi-
structured interviews of experts, this study was able to identify 29 barriers, which has
been classified into four different categories namely (i) technological barriers, (ii) man-
agement barriers, (iii) operational barriers, and (iv) economic barriers (Table 1). A brief
description of these categories of barriers are provided in the following sub-sections.

2.1 Technological Barriers

Several technologies barriers exist, which significantly affect the CPS adoption decisions
of manufacturing organizations [4, 6]. For example, CPS intends to integrate operational
technologies and information technologies to create a smart embedded system having
enhanced control capabilities, however, to achieve the above, a large number of devices,
platforms, models, systems, and communication networks must be coupled together that
leads to the development of a complex and heterogeneous system [4]. Since there is a
lack of standard solutions, reference architecture, metrics and tools for CPS verification
and validation, the development, maintenance, and performance measurement of such a
complex system is extremely difficult [10, 11]. Furthermore, many organizations rely on
legacy-based systems, and the integration of these systems with advanced technologies
causes interoperability and compositionality issues, making monitoring and control of
these integrated systems extremely difficult [11]. Another significant barrier is data
security and management [12, 23]. As evident, CPS needs to collect and analyse a vast
amount of data at a very high speed in order to ensure high efficiency and effectiveness
in production operations. Therefore, CPS must be capable of adapting the physical
environment and sustaining both cyber and physical attacks while maintaining data
integrity and reliability in order to be reliable, safe, and secure [13–15]. Because the
technologies are mostly in their infancy and convincing service providers are rarely
available, manufacturing organizations are hesitant to adopt CPS in order to avoid the
risks [9].
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Table 1 List of barriers to the adoption of CPS

Criteria Code Sub-criteria References

Technological barriers (TB) T1 Complex and heterogeneous
system of devices

[4, 10, 11]

T2 Metrics and tools for CPS
verification, and validation

[4, 6, 10]

T3 Systems integration,
interoperability and
compositionality

[4, 11, 15]

T4 Data security and management [11–13, 23]

T5 Lack of standard solutions and
reference architecture

[2–4]

T6 Lack of clear ownership of
performance interfaces

[2–4, 14]

T7 Immaturity of available
technologies

[4, 6, 17]

T8 Lack of convincing service
providers

[4, 9, 16, 17]

Operational barriers (OB) O1 Limited knowledge of available
technology solutions for various
operational issues

[9, 15, 17]

O2 Improper communication channel [1, 9, 17]

O3 Scarcity of industrial technologists
to lead the transformation
initiatives

[4, 13, 17]

O4 Poor in-house technological
infrastructure

[1, 9, 13]

O5 Difficulties in reconfiguring the
existing workflow

[9, 17, 23]

O6 Complex transactions at the
human and machine interfaces

[4, 16, 23]

O7 Connectivity issues [9, 17]

Economic barriers (EB) E1 High costs of adoption [1, 9, 17]

E2 High costs of maintenance [17, 20–22]

E3 High energy usages [17, 20–22]

E4 Financial constraints [9, 17, 20–22]

E5 Lack of comprehensive view
towards ROI

[9, 17, 20–22]

(continued)
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Table 1 (continued)

Criteria Code Sub-criteria References

E6 Focus on achieving short-term
economic benefits

[9, 17, 20–22]

E7 Higher wages of skilled personnel [9, 17, 20–22]

E8 High costs of conduction of
training programme for workers

[9, 17, 20–22]

Management barriers (MB) M1 Lack of enthusiasm among senior
management

[1, 9, 17]

M2 Inadequate strategic planning for
CPS adoption

[9, 14, 16]

M3 Limited knowledge and
understanding of advanced
technologies

[1, 4, 9, 17]

M4 Dubiousness regarding the
benefits of CPS

[18, 20, 21]

M5 Organizational inertia [1, 9, 17]

M6 Scarcity of key performance
indicators

[4, 9, 16, 17]

2.2 Management Barriers

The literature reports that one of the more prominent reasons for low adoption rate of
CPS is lack of interest among the top management due to limited knowledge and under-
standing of advanced technologies, uncertainty regarding the potential benefits of CPS
adoption, inadequate strategic planning, inability to manage organizational inertia, and
satisfaction with the current organizational performance [1, 9, 14, 16]. The top manage-
ment’s reluctance to adopt CPS is understandable given the abundance of failure stories
and fewer success stories. Due to a lack of knowledge, the senior management is unable
to foresee the future benefits of CPS, and their concerns are limited to the disruption of
present organizational ecosystem that would occur during the CPS implementation, and
also, they believe that they will not be able to enforce change initiatives throughout the
value chain. Furthermore, owing to the lack of key performance indicators for strategies
processes, and systems, the senior management is not being able to understand the need
for the modification of existing system [16].

2.3 Operational Barriers

To stay competitive, it is critical to integrate advanced technologies with the existing
systems and operational practices. However, the majority of organizations have inade-
quate technological infrastructure as well as a lack of knowledge and expertise about
the available technological solutions for resolving various operational issues [9, 15, 17].
Furthermore, the implementation of CPS necessitates the reconfiguration of existing
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workflow, which could be difficult in the absence of a proper communication channel
and Internet connectivity. Thus, there is a need for industrial experts to steer the organiza-
tional transformation initiative in the right direction. However, such experts are currently
scarce, which impedes the adoption of CPS [4, 17]. Another important issue is the estab-
lishment of an effective interface between human workers and hardware and software
of CPS [9]. As evident, the workers have the authority to decide what CPS can do or
not do, the issue arises when the capability and autonomy of CPS systems increases. In
such a case, transactions at the human–CPS interface become extremely complex and
difficult. Due to a high level of precision with minimal variability is required during
decision making, a decision clash between the CPS and human could occur due to the
lack of trust between the human and machine [18, 19].

2.4 Economic Barriers

In addition to the aforementioned barriers, the high investment and expenses associated
with CPS installation andmaintenance pose a significant impediment to their widespread
adoption [9, 20]. The majority of organizations have a limited cash flow, resulting in
a lack of finance, which becomes a major barrier to digital transformation, especially
in the absence of external funding from financial institutions [17]. Furthermore, high
energy consumption, training of worker, and higher wages of skilled professionals all
add to the financial burden on organizations [21, 22]. As a result, instead of taking a
holistic approach to return on investments, organizations prioritize short-term profits and
economic gains [4, 9, 17].

3 Research Methodology

In the present study, a two-phase approach has been adopted to identify and rank the
barriers (Fig. 1). During the first phase, a literature review and expert opinions are used
to identify the barriers to the adoption of CPS in manufacturing organizations. A total of
50 barriers has been identified from the available literature. Further, five experts, 2 from
industry and 3 from academia, were approached to check the relevance of these barriers
and perform screening. Finally, a total of 29 barriers were selected for the study.

The second phase entailed the use of fuzzy AHP approach to analyze and prior-
itize the barriers according to their importance. AHP is one of the most widely used
multi-criteria decision making (MCDM) technique [23]. AHP helps managers in mak-
ing effective decisions while solving problems by breaking them into individual compo-
nents, assigning the components into different categories, and then arranging them in a
prioritized manner [24]. In this method, the variables under consideration are compared
together using a predetermined measurement scale to rank the variables according to
their relevance. To achieve the above, the perception and judgement of the experts plays
the main role, thus, there is subjectivity factor in decision making [25]. Moreover, AHP
lack the ability to handle the uncertainty and ambiguity that arises while comparing the
variables and converting the expert’s judgement into numbers [26].

To take care of the above issues, AHP technique is integrated with fuzzy set theory
[24, 25]. In fuzzy AHP methodology, triangular fuzzy numbers (TFNs) are employed to
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Fig. 1 Research methodology

makepair-wise comparisons betweenvariables, and the extent analysismethod, proposed
by [27], is used to generate the synthetic extent values of the aforementioned comparison.
The steps involved in the extent analysis method are presented below.

LetM 1
gi ,M

2
gi ,M

3
gi , ………,Mm

gi be the TFNs, with gi representing the set of goals (i

= 1, 2, 3, 4, 5,…, n), and M j
gi representing the TFNs (j = 1, 2, 3, 4, 5,…, n) shown in

Table 2.

Table 2 TFN scale for linguistics variables

Fuzzy number Linguistic variable Triangular fuzzy number

1̃ Equal importance (1, 1, 1)

2̃ Equal to moderate importance (1, 2, 3)

3̃ Moderate importance (2, 3, 4)

4̃ Moderate to strong importance (3, 4, 5)

5̃ Strong importance (4, 5, 6)

6̃ Strong to very strong importance (5, 6, 7)

7̃ Very strong importance (6, 7, 8)

8̃ Very strong to extreme importance (7, 8, 9)

9̃ Extreme importance (8, 9, 10)

Step 1. First, experts’ judgement is used to create a fuzzy matrix Z̃ (zij) of order n ×
n containing the fuzzy numbers zij.

Z̃ij =
{
1
1, 3, 5, 7, 9 or · · · 1

1 ,
1
3 ,

1
5 ,

1
7 ,

1
9

i = j,
i �= j.

(1)
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Step 2. The following equation is used to calculate the values of the fuzzy synthetic
extent (Si) for the i-th criterion:

Si =
m∑
j=1

M j
gi ×

⎡
⎣ n∑

i=1

m∑
j=1

M j
gi

⎤
⎦

−1

m∑
j=1

M j
gi =

⎛
⎝ m∑

j=1

lij,
m∑
j=1

mij,

m∑
j=1

uij

⎞
⎠

⎡
⎣ n∑

i=1

m∑
j=1

M j
gi

⎤
⎦

−1

=
(

1∑n
i=1

∑m
j=1 uij

,
1∑n

i=1
∑m

j=1 mij
,

1∑n
i=1

∑m
j=1 lij

)
(2)

where l,m, and u denote the lower, most promising, and upper limit values, respectively.
Step 3. The degree of possibility for S̃2= (l2,m2, u2)≥ S̃1 = (l1,m1, u1) is performed

as follows:
V (S2≥S1) = hgt (S2∩S1) = µ(d)

µ(d) =

⎧⎪⎨
⎪⎩
1,
0,

(l1−u2)
(m2−u2)−(m1−l1)

,

if m2 ≥ m1

if l1 ≥ u2
otherwise

(3)

where µ(d) denotes the highest intersection of two fuzzy numbers, as shown in Fig. 2.

Fig. 2 Intersection of two fuzzy numbers

To compareS1 andS2, the calculationof bothV (S2≥S1) andV (S1≥S2) is imperative.
The procedure of calculating the degree of possibility for a convex fuzzy number being
bigger than k involves:

V (S ≥ S1, S2, S3, . . . , Sk) = V [(S ≥ S1), (S ≥ S1), . . . . . . . . . ,

(S ≥ Sk)] = minV (S ≥ Si), i = 1, 2, 3, . . . , k
(4)
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Suppose d’(Ai) = min V (Si≥Sk), where k = 1, 2, 3, 4,…….., n; and k �= i, then the
weight vectors can be represented as

W ′ = (
d ′(A1), d

′(A2), d
′(A3), . . . , d

′(Am)
)T (5)

Step 4. After performing the normalization, the normalized weight vectors can be
expressed as

W = (d(A1), d(A2), d(A3), . . . , d(Am))
T (6)

where W is a non-fuzzy number.

4 Application of Proposed Methodology to Rank the Barriers

Following the selection and categorization of the barriers into four different categories,
fuzzy decision matrices were constructed through pair-wise assessment of the main bar-
riers as well as their sub-categories. These matrices were developed with the assistance
of five experts and the TFN scale. The above matrices were then combined to create the
aggregate fuzzy decision matrices for barriers and sub-barriers (see Tables 3, 4, 5, 6, 7).

Table 3 Fuzzy pairwise comparison matrix for main barriers

TB MB OB EB Weight Rank

TB (1, 1, 1) (0.13, 0.14, 0.17) (0.2, 0.25, 0.33) (2, 3, 4) 0.2507 2

MB (6, 7, 8) (1, 1, 1) (4, 5, 6) (3, 4, 5) 0.4215 1

OB (3, 4, 5) (0.17, 0.2, 0.25) (1, 1, 1) (0.25, 0.33, 0.5) 0.1051 4

EB (0.25, 0.33, 0.5) (0.2, 0.25, 0.33) (2, 3, 4) (1, 1, 1) 0.2227 3

The fuzzy synthetic extent has been calculated using Eq. (2) as follows:
S(TB) = (3.33, 4.39, 5.5) ⊗ (25.2, 31.5, 38.08)−1 = (0.097, 0.14, 0.22);
S(MB) = (14, 17, 20) ⊗ (25.2, 31.5, 38.08)−1 = (0.37, 0.54, 0.79);
S(OB) = (4.42, 5.53, 6.75) ⊗ (25.2, 31.5, 38.08)−1 = (0.12, 0.18, 0.27);
S(EB) = (3.45, 4.58, 5.83) ⊗ (25.2, 31.5, 38.08)−1 = (0.09, 0.15, 0.23).
The degree of possibility has been calculated using Eq. (3), and the minimum values

of the degree of possibility were determined using Eq. (4) as follows:
d’(TB) = min V (S1 ≥ Sk) = min (0.595, 0.738, 0.955) = 0.595.
A similar procedure was carried out for other barriers, and the values are.
d’(MB) = 1, d’(OB) = 0.249, and d’(EB) = 0.528.
The weight vector was determined as W’ = (0.595, 1, 0.249, 0.528)T.
Following nominalization, the final weight vector was found asW = (0.251, 0.421,

0.105, 0.223).
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Table 4 Fuzzy pairwise comparison matrix for sub-barriers of TB

T1 T2 T3 T4 T5 T6 T7 T8

T1 (1, 1, 1) (1, 2, 3) (2, 3, 4) (0.17,
0.2,
0.25)

(1, 1, 1) (1, 1, 1) (0.25,
0.33, 0.5)

(0.11,
0.13,
0.14)

T2 (0.33, 0.5,
1)

(1, 1, 1) (0.17, 0.2,
0.25)

(0.25,
0.33,
0.5)

(0.2, 0.25,
0.33)

(1, 1, 1) (0.33, 0.5,
1)

(0.13,
0.14,
0.17)

T3 (0.25,
0.33, 0.5)

(4, 5, 6) (1, 1, 1) (1, 1,
1)

(0.17, 0.2,
0.25)

(1, 1, 1) (3, 4, 5) (0.14,
0.17,
0.2)

T4 (4, 5, 6) (2, 3, 4) (1, 1, 1) (1, 1,
1)

(6, 7, 8) (5, 6, 7) (1, 2, 3) (1, 1,
1)

T5 (1, 1, 1) (3, 4, 5) (4, 5, 6) (0.13,
0.14,
0.17)

(1, 1, 1) (2, 3, 4) (1, 2, 3) (1, 1,
1)

T6 (1, 1, 1) (1, 1, 1) (1, 1, 1) (0.14,
0.17,
0.2)

(0.25,
0.33, 0.5)

(1, 1, 1) (0.25,
0.33, 0.5)

(0.17,
0.2,
0.25)

T7 (2, 3, 4) (1, 2, 3) (0.2, 0.25,
0.33)

(0.33,
0.5, 1)

(0.33, 0.5,
1)

(2, 3, 4) (1, 1, 1) (1, 2,
3)

T8 (7, 8, 9) (6, 7, 8) (5, 6, 7) (1, 1,
1)

(1, 1, 1) (4, 5, 6) (0.33, 0.5,
1)

(1, 1,
1)

Table 5 Fuzzy pairwise comparison matrix for sub-barriers of MB

M1 M2 M3 M4 M5 M6

M1 (1, 1, 1) (3, 4, 5) (1, 2, 3) (3, 4, 5) (2, 3, 4) (7, 8, 9)

M2 (0.2, 0.25,
0.33)

(1, 1, 1) (0.25, 0.33,
0.5)

(0.33, 0.5, 1) (0.17, 0.2,
0.25)

(2, 3, 4)

M3 (0.33, 0.5, 1) (2, 3, 4) (1, 1, 1) (2, 3, 4) (3, 4, 5) (1, 2, 3)

M4 (0.2, 0.25,
0.33)

(1, 2, 3) (0.25, 0.33,
0.5)

(1, 1, 1) (2, 3, 4) (1, 2, 3)

M5 (0.25, 0.33,
0.5)

(4, 5, 6) (0.2, 0.25,
0.33)

(0.25, 0.33,
0.5)

(1, 1, 1) (6, 7, 8)

M6 (0.11, 0.13,
0.14)

(0.25, 0.33,
0.5)

(0.33, 0.5,
1)

(0.33, 0.5, 1) (0.13, 0.14,
0.17)

(1, 1, 1)

Table 8 shows the final weights and rankings of the main barriers. The weights of
all sub-barriers were calculated using the same procedure, and the final weights and the
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Table 6 Fuzzy pairwise comparison matrix for sub-barriers of OB

O1 O2 O3 O4 O5 O6 O7

O1 (1, 1, 1) (0.25,
0.33, 0.5)

(0.13, 0.14,
0.17)

(1, 2, 3) (1, 1, 1) (0.25, 0.33,
0.5)

(1, 1, 1)

O2 (2, 3, 4) (1, 1, 1) (0.2, 0.25,
0.33)

(1, 1, 1) (1, 1, 1) (1, 2, 3) (3, 4, 5)

O3 (6, 7, 8) (3, 4, 5) (1, 1, 1) (3, 4, 5) (4, 5, 6) (2, 3, 4) (6, 7, 8)

O4 (0.33, 0.5,
1)

(1, 1, 1) (0.2, 0.25,
0.33)

(1, 1, 1) (2, 3, 4) (1, 1, 1) (2, 3, 4)

O5 (1, 1, 1) (1, 1, 1) (0.17, 0.2,
0.25)

(0.25, 0.33,
0.5)

(1, 1, 1) (1, 2, 3) (4, 5, 6)

O6 (2, 3, 4) (0.33, 0.5,
1)

(0.25, 0.33,
0.5)

(1, 1, 1) (0.33, 0.5,
1)

(1, 1, 1) (1, 2, 3)

O7 (1, 1, 1) (0.2, 0.25,
0.33)

(0.13, 0.14,
0.17)

(0.25, 0.33,
0.5)

(0.17, 0.2,
0.25)

(0.33, 0.5,
1)

(1, 1, 1)

Table 7 Fuzzy pairwise comparison matrix for sub-barriers of EB

E1 E2 E3 E4 E5 E6 E7 E8

E1 (1, 1, 1) (2, 3, 4) (1, 2, 3) (1, 1, 1) (0.25,
0.33, 0.5)

(0.25,
0.33, 0.5)

(1, 2, 3) (1, 1, 1)

E2 (0.25,
0.33, 0.5)

(1, 1, 1) (0.33, 0.5,
1)

(1, 1, 1) (0.25,
0.33, 0.5)

(0.33, 0.5,
1)

(1, 1, 1) (1, 1, 1)

E3 (0.33,
0.5, 1)

(1, 2, 3) (1, 1, 1) (1, 1, 1) (0.25,
0.33, 0.5)

(0.2, 0.25,
0.33)

(1, 1, 1) (1, 1, 1)

E4 (1, 1, 1) (1, 1, 1) (1, 1, 1) (1, 1, 1) (1, 2, 3) (1, 2, 3) (1, 2, 3) (1, 2, 3)

E5 (2, 3, 4) (2, 3, 4) (2, 3, 4) (0.33, 0.5,
1)

(1, 1, 1) (2, 3, 4) (1, 2, 3) (1, 2, 3)

E6 (2, 3, 4) (1, 2, 3) (3, 4, 5) (0.33, 0.5,
1)

(0.25,
0.33, 0.5)

(1, 1, 1) (1, 2, 3) (1, 2, 3)

E7 (0.33,
0.5, 1)

(1, 1, 1) (1, 1, 1) (0.33, 0.5,
1)

(0.33,
0.5, 1)

(0.33, 0.5,
1)

(1, 1, 1) (1, 1, 1)

E8 (1, 1, 1) (1, 1, 1) (1, 1, 1) (0.33, 0.5,
1)

(0.33,
0.5, 1)

(0.33, 0.5,
1)

(1, 1, 1) (1, 1, 1)

final ranking of the barriers are shown in Table 8. Finally, the weights of themain barriers
were multiplied by the relative weights of the sub-barriers to calculate the global weights
which were then used to establish the global ranking of the CPS adoption barriers, as
shown in Table 8.
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Table 8 Weights and rank of the barriers.

Criterion Weight Sub-criterion Relative
weight

Relative
rank

Finalized
weight

Global
rank

Technological
barriers (TB)

0.251 T1 0.0966 4 0.0242 14

T2 0.0032 7 0.0008 28

T3 0.0355 5 0.0089 22

T4 0.3301 2 0.0828 5

T5 0.1215 3 0.0305 12

T6 0.0017 8 0.0004 29

T7 0.0157 6 0.0039 26

T8 0.3954 1 0.0991 2

Operational
barriers (OB)

0.105 O1 0.0938 5 0.0098 21

O2 0.0179 7 0.0019 27

O3 0.4547 1 0.0478 8

O4 0.1230 3 0.0129 18

O5 0.1103 4 0.0116 19

O6 0.1486 2 0.0156 16

O7 0.0513 6 0.0054 25

Economic
barriers (EB)

0.223 E1 0.1639 4 0.0365 10

E2 0.0461 6 0.0103 20

E3 0.0619 5 0.0138 17

E4 0.1675 3 0.0373 9

E5 0.2595 1 0.0578 6

E6 0.2227 2 0.0496 7

E7 0.0383 8 0.0085 24

E8 0.0399 7 0.0089 23

Management
barriers (MB)

0.421 M1 0.3931 1 0.1657 1

M2 0.0799 4 0.0337 11

M3 0.2180 2 0.0919 3

M4 0.0595 5 0.0251 13

M5 0.2036 3 0.0858 4

M6 0.0459 6 0.0193 15

5 Discussion

The present study utilizes fuzzy AHP technique to compare and prioritize the barriers
to the adoption of CPS in manufacturing organizations. The study provides a means to
better understand the barriers that impede the adoption and implementation of CPS so
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that organizations can develop appropriate strategies to abolish these barriers. Once the
barriers have been successfully eliminated, new pathways for achieving long-term com-
petitive advantages in today’s turbulent business environment become available. The
findings show that management barriers are the most significant among all, followed by
technological, economic, and operational barriers (see Table 3). The findings seem rea-
sonable, given that senior management is responsible for driving the entire organization
toward success. The ranking of sub-criteria of management barriers are found as M1 >
M3 > M5 > M2 > M4 > M6, indicating the lack of enthusiasm of senior manage-
ment, lack of knowledge regarding advanced technologies, and organizational inertia as
the top three key obstacle to CPS adoption among the management barriers. The above
findings reflect the implications that top management should demonstrate passion, adap-
tive behaviour, a thirst for knowledge, and a commitment towards the deployment of
advanced technologies. Such leadership approach could inspire individuals in middle
and lower management to work diligently for the improvement of organization and the
achievement of the digital transformation. Technological barriers are ranked as second
most critical barrier to CPS adoption. The ranking of the sub-barriers under the category
of technological barriers is T8> T4> T5> T1> T3> T7> T2> T6, which indicates
that lack of convincing service provider is the most critical technological sub-barrier.
Other important technological sub-barriers include issues related to data security and
management, unavailability of standard solutions and reference architecture, complexity
and heterogeneity of devices in CPS system, and issues related to system integration,
interoperability, and compositionality. Recent market surveys have reported that as the
technological service providers are working tirelessly towards the development of stan-
dard solutions for manufacturing organizations, the technologies are becoming more
mature and the number of successful use cases are increasing day-by-day. However,
ensuring security and effective management of data, integration of legacy-based sys-
tems with new technologies and interoperability among them, and complexity of CPS
systems due to large number of heterogeneous devices are still major concern.

Organizations should seek out a technological service provider who can collabo-
rate with internal departments to give the best technology solutions. Third among the
main barriers to CPS adoption is economic barriers. The adoption of CPS systems
requires huge capital investment. Furthermore, there are additional expenses associated
with CPS systems such as maintenance costs, costs of energy usages, costs of conduc-
tion of training programme for workers, and wages of skilled professional who handle
CPS systems. As a result, the majority of manufacturing organizations require financial
support for the adoption and management of CPS systems; and in developing coun-
tries such as India, a proper financial support system and capital investment structure
has yet to be devised. Organizations, having financial constraints, prefer to concentrate
on attaining short-term goals rather than looking at the big picture of success. Thus,
the establishment of easy financial support system and favourable taxation policies is
one of the most feasible strategies to enhance the rate of adoption of CPS technolo-
gies. The ranking of the sub-barriers under the category of operational barriers stands as
O3>O6>O4>O5>O1>O7>O2, which implies that scarcity of industrial technologists
to lead the transformation initiatives is the key barrier. The other important barriers in
this category include difficulties in establishing effective transactions between human



566 I. Ullah et al.

and machines, poor in-house technological infrastructure, difficulties in reconfiguring
the existing workflow, and limited knowledge of available technology solutions for var-
ious operational issues. These barriers call for hiring skilled professionals and planning
for effective training of workers to identify and mitigate the different operational issues.

6 Conclusions

Due to the growing environmental uncertainty and pressure to become more digital,
manufacturing organizations have begun to implement advanced technologies such as
CPS in their operational routines. However, in developing countries like India, a num-
ber of barriers exists, which make effective implementation CPS extremely difficult. In
real-world situations, managers are unable to make appropriate decisions to overcome
these barriers at the same time. By utilizing an effective MCDM approach, the present
study identifies and prioritize the barriers to the adoption of CPS in manufacturing orga-
nizations. The findings reflect that a lack of enthusiasm among senior management, lack
of convincing technological service providers, limited knowledge and understanding of
advanced technologies, organizational inertia, and data security and management issues
are the most prominent barriers among others. Hopefully, the outcomes of this study will
aid decision-makers and government authorities in developing a set of comprehensive
and precise guidelines that will encourage manufacturing organizations to implement
CPS in their business practices.
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