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Abstract Disaster risk management requires new approaches and mechanisms to
improve citizens’ safety in disasters. The Internet of Things (IoT) is among the
technologies that could enhance awareness by providing real-time information.
When an emergency happens, building occupants need to be evacuated to safe
areas in the shortest possible time. Optimization algorithms could receive humans’
mobility data from IoT resources and calculate the best route to follow. The
algorithm we present in this chapter formulates and solves a linearized, time-indexed
flow problem on a network that represents feasible movements of people at a suitable
frequency. We evaluate the performance of the IoT system, including the algorithm,
to confirm compliance with real-time use. While the optimization method gives a
best case scenario, it does not reflect actual human behavior in evacuation. Humans
may stay calm and follow our IoT system’s instructions, but they may also have
different characteristics and contexts or experience panic attacks, or emotional
and social attachment. Thus, we recreate our scenarios with agent-based social
simulations, which model occupants as computational agents in an artificial society.
The simulations give insights towards a more efficient IoT infrastructure design. We
apply our approach to a real location with actual data to prove its feasibility.
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Introduction

The aggressive and unpredictable nature of hazards requires designing dynamic
evacuation plans. Equipping buildings with the Internet of Things (IoT) resources
can provide real-time awareness about, e.g., dangerous areas, congestions, and
obstacles. IoT infrastructures are mainly composed of sensing, computation, actuat-
ing, and network facilities distributed over physical spaces (Muccini & Moghaddam,
2018; Muccini et al., 2018). The way those components are related and combined
is specified by software architectures. In the emergency management context,
IoT could adopt logic and rules to facilitate occupants’ safety by tracking them,
detecting bottlenecks, and updating safe evacuation paths.

Essential questions are as follows: (i) How can evacuation be facilitated by
showing occupants the quickest path towards safe areas? (ii) How should IoT
infrastructures be designed to be able to tackle the contextual and internal changes?
(iii)) How can dynamic (and sometimes irrational) human behavior be analyzed and
considered in designing IoT infrastructures?

A building can be modeled as a network of nodes (corresponding to the building’s
space, organized into suitable square cells) and arcs (representing passages between
adjacent cells). Such a model can be combinatorial since it could decompose both
space (building plan) and time dimension into finite elements: unit cells and time
slots. We previously proposed a network flow algorithm (Arbib et al., 2018, 2019b,a)
that acts as the decision-maker of IoT-based evacuation infrastructures reacting to
environmental events. [oT cameras continuously monitor the cells’ occupancy and
the flow among them. Collected data are used to create a second acyclic digraph,
indexed on time, which models all the feasible transitions between adjacent cells at
any given time slot and given the current occupancy status of each cell. Minimizing
the total evacuation time then corresponds to solving a mathematical program that,
in the final refinement, has the form of a linear optimization problem.

In addition to minimizing evacuation time, IoT architects should establish mech-
anisms to reduce the system response time by self-adaptive software architectures.
Minimizing the response time of IoT-based emergency management systems is
critical since endangered people need to receive the routing guide as quickly as
possible. In self-adaptive systems, the position of computation could be dynamically
changed if a quality issue is perceived. In other words, running the evacuation
algorithm on a local server can enhance the performance in specific conditions.
However, in a different situation, it may be more efficient to run it on the cloud.
An adaptation manager typically performs the adaptation control that comprises
the application logic and supervises the managed system (Moghaddam et al., 2021,
2020). We use queuing networks (Arbib et al., 2019a) to test the performance of our
IoT system.
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Considering human behavior is another crucial factor. In the context of socio-
technical IoT (Dugdale et al., 2020) and Internet of Behaviors (IoB) (Moghaddam
et al., 2022; Alipour et al., 2021, 2020), humans are immersed in the system, and
their behaviors impact the system’s quality and functionality. Our vision is that
individual (goals, intentions, context, etc.) and social (collective social behaviors,
social links, collaborations, etc.) dimensions of software systems are essential
elements that must be considered when designing architectures for IoT applications.
We propose an agent-based modeling (ABM) approach to model humans and their
individual and social behaviors. In this way, we put humans, their context, goals,
and safety at the heart of IoT system design while at the same time considering the
software quality.

This chapter presents the following contributions:

* A self-adaptive IoT system that adopts an optimization algorithm and tackles the
contextual and internal risks

* An ABM that models and simulates human behavior in disaster risk situations

* Applying our dynamic emergency evacuation approach to a real case, an
exhibition venue in the Alan Turing Building at the University of L’ Aquila, Italy

The chapter is structured as follows. Relevant literature is discussed in Section
“Related Work”. Section “An Intelligent Infrastructure for Evacuation™ proposes
the IoT infrastructure and its software architecture. The optimization algorithm for
quick evacuation is presented in Section “A Flow Model for Quick Evacuation”, and
human behavior modeling is defined and developed in Section “Human Behavior
Modeling in Evacuation”. The application of the model to a real exhibition venue is
presented in Section “Application”. Lessons learned are given in Section “Lessons
Learned”, and conclusions are finally drawn in Section “Conclusion”.

Related Work

Information technologies are receiving increasing attention in the emergency man-
agement domain (Huggins & Prasanna, 2020; Luna & Pennock, 2018). However,
the use of IoT for evacuation planning is not widely explored. Some studies (Saini
et al., 2022) distribute the processing over different computation layers to form
a hybrid architecture (Muccini & Moghaddam, 2018). In those architectures, IoT
resources capture the contextual data, and the fog layer analyzes the data and detects
an emergency. The cloud layer then facilitates an evacuation algorithm to compute
the safe and fast routes. Some studies focus on networking in cloud-based systems
(Chung & Park, 2016) to obtain rapid and smooth responses to disasters. In that
case, building local wireless disaster information network systems connected to each
other delivers information about disaster situations. Some studies (Franchi et al.,
2019) focus on fifth-generation (5G) mobile networks to facilitate loT-based disaster
management systems. 5G provides high reliability and performance when the IoT
hardware, network infrastructure, and software platforms are natively integrated.
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Literature rarely discusses the performance of loT-based emergency management
systems. In general, queuing networks (QNs) provide editors and environments for
analyzing the performance of IoT systems (Arbib et al., 2019a). QNs are used as
an analytic model for IoT systems (El Kafhali et al., 2018) to reduce the cost of
computing resources while guaranteeing performance constraints. QNs also help to
predict the system’s response time (Huang et al., 2018) and estimate the minimum
required processing resources to meet the service level agreement. QNs also model
self-adaptive systems by separating the concerns in the environment from infrastruc-
ture events analysis (Moghaddam et al., 2020, 2021). For instance, Jung et al. (2008)
takes advantage of layered QNs while considering the run-time quality of service
(QoS) to automatically generate adaptation policies. Moghaddam et al. (2020) used
QNs to model the IoT architectural adaptation and control mechanism. In such
systems, functional control elements are in charge of environmental adaptation, and
autonomic control elements handle the functional system’s architectural adaptation.

Apart from the IoT infrastructure and its quality concerns, a suitable routing
algorithm should enable quick evacuation. In the domain of evacuation routing,
pioneering work was done by Choi et al. (1988) who modeled a building evacuation
problem by dynamic flow maximization where arc capacities depend on flows
in incident arcs. Although dating back to the 1980s and limited to a theoretical
analysis, the paper provides a good starting point and deserves consideration in the
light of the progress done in linear programming solution tools. Chen and Feng
(2009) propose a flow control algorithm to compute evacuation paths according to
the building plan and the total number of evacuees. The model aims at minimizing
total evacuation time while assigning an optimal number of evacuees to each
evacuation path. However, as network size increases, the associated problem can
no longer be solved in real time. Some researchers (Schloter & Skutella, 2017)
base evacuation planning on a transshipment problem, and some (Abdelghany
et al., 2014) integrate genetic algorithms with a microscopic pedestrian simulation
assignment model. One crucial issue addressed by the recent literature is the ability
to find suitable solutions in a short time as required by a practical computational
core of a real-time IoT system.

Guiding people based on an optimization algorithm could be desirable, but
people may not follow the given guides. For the simulation of human behavior,
agent-based social simulations (ABSS) are a good tool (Dugdale et al., 2019).
In ABSS, an agent is defined as an autonomous software entity that can act
upon and perceive its environment (Ferber & Weiss, 1999). When agents are
put together, they form an artificial society, each perceiving, moving, performing
actions, communicating, and transforming the local environment, much like human
beings in real society. In ABSS, the agents typically represent humans or groups
of humans interacting with the environment (Dugdale, 2013). An effective method
used to model pedestrian movement in agent-based systems is the social force
model (Helbing & Molnar, 1995; Beck et al., 2014). A belief-desire-intention (BDI)
agent architecture (Rao et al., 1995) can be used to model the cognitive reasoning
of individual human agents. Our simulation environment (PedSim Pedestrian
Simulator, 2022) comprises a 2D/3D map, humans, obstacles, points of interest,
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and [oT resources. A person can have some points of interest, and they stop when
they are sufficiently attracted to this point of interest. When the simulation starts, the
simulator generates a routing graph from all obstacles on the map that is automatic
and based on run-time situations. The agents find their planned and potential routes
from the edges of the route graph.

An Intelligent Infrastructure for Evacuation

An IoT-based emergency evacuation system can collect human and disaster data to
be analyzed for further actuation. For such an application, suitable architectures
that are automatically adapted based on system and environment dynamics are
required. In previous work (Moghaddam et al., 2021; Muccini & Moghaddam,
2018), we proposed three architectural patterns as shown in Fig. 1. The patterns
are composed of an [oT element layer and one or several control layers. The
control can be performed locally and/or centrally and remotely. It is here where
a centralized cloud and distributed edge and fog can form the hierarchical pattern.
Thus, the patterns (Moghaddam & Muccini, 2019) characterize loT systems based
on their levels of distribution and collaboration (Muccini & Moghaddam, 2018).
Distribution specifies whether data analysis software ought to be deployed on a
single node (centralized) or on several nodes (distributed and hierarchical) that are

Remote Control

Local Control

Control
Layer

loT
Elements

Centralized Distributed

Fig. 1 IoT architectural patterns based on control components’ composition. The centralized
pattern comprises processing on a central local or remote controller. The distributed pattern
includes the processing on independent or collaborative controllers. The hierarchical pattern
contains independent or hybrid (i.e., with distributed collaborative) controllers
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dispersed across the loT system. Collaboration involves interaction among control
components to satisfy the goals, requirements, and strategies. This collaboration
may appear as a level of information sharing, coordinated analysis or planning, or
synchronized execution (Muccini et al., 2018).

Self-adaptation is based on a MAPE-K (monitor, analysis, plan, execute, and
comprehensive knowledge) approach. The monitor element aggregates and refines
the data to be analyzed and updates the knowledge base of the control component.
The analyze element interprets the monitored data based on the functional goals.
The plan element builds actuation strategies, and the execute element processes
the actuation strategies and prepares the type of message to be set to each set of
actuators.

For the three patterns mentioned above, the computational component will thus
become the central element that will provide evacuation recommendations while
inputting situational awareness information. This central computational component
has a mathematical logic that is proposed as an algorithm in the following section.
In addition to running the algorithm, the presented architectures contain the
mechanisms to determine the required architectural adaption based on the intended
quality of service satisfaction level. The concept does not rely on any specific tool;
thus, practical modeling solutions can be mapped within it. Section “Application”
describes the steps taken to map the emergency handling system using this approach
to improve its performance indices.

A Flow Model for Quick Evacuation

The following network construction basically follows Choi et al. (1988) and Arbib
et al. (2018). The topology of the building to be evacuated is described by a graph
G = (V,A) that in Choi et al. (1988) is called a static network. Nodes of G
correspond to the unit cells i obtained by embedding the building into a suitable grid
that will be discussed in Section “Application”. In general, cells may have different
shapes or sizes: in our work, what is essential is that every cell can be traversed, in
any direction, in a single time slot. Cell O conventionally represents the outside of
the building or, in general, a safe place. Safe places can be disconnected areas, but as
their capacity is assumed to be large enough to guarantee safety, we represent them
all by a single cell (therefore, what we assume about cells traversing time does not
apply to cell 0). The arcs of G correspond to passages between adjacent cells: the
passage has full capacity if cells share a boundary that is not interrupted by walls;
otherwise, it has a reduced capacity. With no loss of generality, arcs are directed.
Let us denote:
T =1{0,1,...,t}, set of unit time slots.
yi =state of cell i € V attime r € T, that is, the number of persons that occupy
i at 7: this number is a known model parameter for + = 0 (in particular, yg =0)
and a decision variable for ¢t > 0.
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n; = capacity of cell i: it measures the maximum nominal amount of people that
i can host at any time (in particular, ng > Zi ylp); this amount depends on cell
shape and size; if cells can be assumed uniform, one can set n; = n for all
ieV,i#0.

x! ;= how many persons move from cell i to an adjacent cell j in (¢, ¢ + 1]: this
gives the average speed at which the flow proceeds from i to j.

¢ij = cj; = capacity of the passage between cell i and cell j: this is the maximum
amount of people that, independently of how many persons are in cell j, can
traverse the passage in the time unit (independence from cell occupancy means

neglecting system congestion: we will consider this issue later).

The flow model uses an acyclic digraph D with node set V x T and arc set
E={G1t)— (j,t+1):ijeAreT}

Referred to as t-time or a dynamic network in Choi et al. (1988), D models all
the feasible transitions (i.e., moves between adjacent cells) that can occur in the
building in the time horizon 7. Transitions are associated with the x-variables
defined above, whereas y-variables define the occupancy of each room (and of the
building) from time to time. The x- and y-variables are integers and subject to the
following constraints:

y;—y;_l—foj_l—i—Zx;i_l: 0 jev,teT,t>0
iijeA i:jicA

(1)

0 < xi’j—l—x;if Cij teT,ijeA

(2)

0 < y< n teT,icV

(3)

Equation (1) is just a flow conservation law: it expresses the occupancy of cell j
at time ¢ as the number y;._l of persons present at time ¢ — 1, augmented by those
that during interval (¢ — 1, f] move to j from another cell i # j minus those that in
the same interval leave cell j for another room i £ j. Box constraints (2), (3) reflect
the limited hosting capability of the elements of G.

Maximizing Outflow in a Given Time To model the relation between time and
people outflow, we can try to maximize the number of persons evacuated from the
building within t:

max  y§ “)

To find the minimum total evacuation time, we can solve a max flow problem for
different 7, looking for the smallest value that yields a zero-valued optimal solution.
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To reduce computation time, this optimal T can be computed by logarithmic
search. The method can thus provide the decision-maker with the Pareto frontier
of the conflicting objectives min{z }and max{y}. Linearizing arc capacities, which
is quite standard in applications, can be found in our previous work (Muccini
et al., 2019). The presented optimization model could result in a quick evacuation.
However, people do not always behave in an optimal way, and how this has been
taken into account in the simulator is discussed below.

Human Behavior Modeling in Evacuation

The agent-based model for IoT socio-technical systems consists of four classes of
agents, humans, cyber elements, physical space, and loT resources, which all are
part of the environment class. A class is, by definition, a template for an agent.
When the model is implemented and the simulator is run, various agents within the
same class but with potentially different attributes satisfy the social behavior and
contextual heterogeneity. For instance, many human agents with the same attributes
are created but with possibly different values for the attributes, thus creating a
heterogeneous artificial society.

Environment agents represent the perimeter within which the agents interact with
each other. In IoT, the environment could be an indoor or outdoor space containing
humans, physical space (including IoT resources), and cyber elements.

Human agents represent occupants and are modeled using the a belief-desire-
intention (BDI) architecture. A belief represents the agent’s own knowledge of
events and locations. A desire outlines the motivational state of an agent, activities
that the agent would like to perform. An infention represents the deliberative state
of an agent, i.e., a selected desire. Once an intention is chosen, the agent develops
a plan to achieve that intention (goal). The agent’s decision-making and dynamic
path routing are influenced by the desire to avoid congestion and obstacles. Human
agents have attributes such as movement speed, perceptive radius, vision, social
force (personal and interpersonal radius), and social attachment. This is updated
using real geospatial data obtained from the IoT infrastructure.

Physical space agents represent the topology of the space, such as obstacles, walls,
doors, passageways, and installed devices. These agents have certain forces and
characteristics, such as wall force, passageway, and door flow capacity. The physical
space is divided into cells, each containing human agents, and the flow between
those cells represents the occupants’ mobility.

IoT resources agents are a category of physical space agents that capture human
agents’ mobility behavior and give human agents instructions. The IoT physi-
cal resources include sensors, network facilities, processors, and actuators. IoT
resources agents’ behavior is in line with their proper functionality, their mobile
or static position, and their coverage.
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Cyber elements agents represent the software that is run on the IoT resources
agents. They provide cyber twins for sensing, network, processing, and actuating
and reflect the attributes of physical space agents. Their behavior is specified by
their level of functionality and quality.

Application

Our proposed model has been applied to the evacuation of the Alan Turing building,
in Italy, which is sometimes used for exhibitions. The building consists of 29 rooms,
4 main corridors, and 34 sets of IoT sensors and actuators. Room sizes vary greatly
and, as a consequence, so does the average time for a person to cross them from
door to door. The complex building structure, as well as data on people attendance
collected during events, made this study case ideal for illustrating a general
methodology for system sizing and development. We run various simulations to
assess the application of our models on:

» Discovering the optimal evacuation time that results from crowd routing via ideal
evacuation paths and comparing it with the evacuation time that derives from
static shortest paths (Section “Algorithm Simulations™)

¢ Evaluating the performance of the IoT infrastructure that runs the algorithm
(Section “Algorithm Simulations”)

* Providing guidelines about human behavior in an emergency (Section “Algorithm
Simulations”)

Algorithm Simulations

We split each room into unit cells, behaving like a (virtual) square room that can
be traversed in a unit time slot. In practice, we embedded the building plan into a
square grid as shown in Fig. 2. To decide the cell size, we looked at both the error
(areas not covered by cells) introduced by room approximation and the number of
nodes in the resulting graph G. The latter is in an inverse proportion of cell size; the
former varies irregularly with cell size (for more details, see Arbib et al., 2019b). We
considered square cells of 3 x 3 meters, which led to only 144 nodes (Fig. 3). The
selected cell size reduces the largest error for all rooms and facilitates [oT camera
monitoring.

Simulation The simulation code was written in the OPL language, and problems
were solved by CPLEX version 12.8.0. All experiments were run on a Core 17
2.7 GHz computer with 16Gb of RAM under Windows 10 pro 64-bits. In all tests,
we computed the minimum time required for 225 persons, randomly distributed
in the building rooms, to reach a safe place. This data comes from an experiment
performed in the building during the researchers’ night event when the IoT system
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Fig. 2 Plan embedding the Alan Turing building into square grids with a low resolution: 3 x 3
cells. The area that is not covered by cells (error) is shown in gray

recorded the simultaneous presence of 225 people as a peak value. We solved
problem (1-4) for r = 1, 2, ... until a solution of value 225 was found.

To get a reliable model, some parameters such as walking velocity under various
conditions, door entrance capacities, and room capacities were set to numbers that
reflect reality. We set these model parameters based on empirical observations
reported in the literature (Table 1).

Table 2 reports the number of evacuees at each t and the computation time of
each solution step. In terms of evacuation, everyone has reached a safe place in 47.5
seconds; on the other hand, computation requires 1.82 seconds in the worst case and
is therefore totally compliant with real-time applications.

This simulation depicts an ideal situation in which human agents autonomously
choose the best among all the available routes in the building. Of course, managing
such an ideal evacuation is not easy and perhaps unpractical. As a general practice,
evacuation is conducted through predetermined routes. Considering this fact, we
suppose that the prescribed evacuation routes are the shortest paths from any cell
to a safe place. To evaluate this situation, we find the subgraph of G formed by the
shortest paths from any cell to O (as from a static evacuation map), construct its time-
indexed network, and solve the problem (1)—(4) for increasing t. Evacuating 225
individuals takes, of course, more time: 1 minute and 10 seconds. Thus, compared to
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Table 1 Evacuation model parameters

Model parameter Assigned value

Walking velocity 1.2m/s (Ye et al., 2008a)

Door capacity 1.2 p/m/s (Daamen & Hoogendoorn, 2012)
Cell capacity 1.25 p/m? (Matthews, 2015)

the Netflow model we propose, the shortest routes increase, in this case, the optimal
evacuation time by 47% (Fig. 4).

Comparing Netflow and the shortest path, there are similar flows for 15 seconds.
After that, the shortest paths approach experiences congestion, and evacuation slows
down.
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Table 2 .Evac_uation and Tau | Evacuees | CPU time | Tau | Evacuees | CPU time
computation time for 3 x 3 5 6
cells with time slots of 2.5 1 12 0.65 sec 11 132 0.96 sec
seconds 2 24 0.50 sec 12 | 144 1.11 sec
3 36 0.54 sec 13 156 1.18 sec
4 48 0.63 sec 14 168 1.30 sec
5 60 0.65 sec 15 180 1.52 sec
6 72 0.80 sec 16 192 1.40 sec
7 84 0.77 sec 17 | 204 1.52 sec
8 96 0.89 sec 18 | 216 1.78 sec
9 108 0.87 sec 19 225 1.82 sec
10 | 120 1.20 sec
250
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Fig. 4 Ideal vs. shortest paths evacuation

Software Architecture Simulations

In the suggested loT-based environment for emergency response, CCTV cameras
detect people’s position and movement and feed them into the running algorithm.
The algorithm decides on the actuation set based on the situation. As shown in
Fig. 5, additional sets of sensors can be embedded for emergency detection to further
enable controllers to decide about normal or critical mode and activate a particular
set of actuators. In normal situations, the system shows a 2D representation of
the monitored space and the crowd’s position and movement. In this mode, the
optimal flow algorithm is periodically run to estimate the minimum evacuation
time required under current conditions. If an emergency happens, in addition to
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Fig. 5 Software architecture of the IoT-based emergency management system

the dashboard, alarm actuators are activated, and evacuation signs in each area show
the best evacuation routes based on the network model described above. Specifying
the position of computation (i.e., servers, cloud, or a mix of them) determines the
architectural patterns at run time (see Section “An Intelligent Infrastructure for
Evacuation”, Fig. 1).

In our proposed infrastructure, in addition to the computational delay of the
processing components, the sensors take some time to detect people’s positions,
transmit these data, and display the best evacuation routes. Reducing these delays
to a minimum improves the system’s functionality since people can follow the
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Table 3 Response time for different modes and configurations (seconds)

Pattern Response time (normal) Response time (critical)
Centralized 1.2 2.65

Distributed 0.55 1.05

Hierarchical 0.95 1.5

given instructions more quickly, and more individuals will be in a better evacuation
position at the subsequent monitoring time-spot. Reducing the delays mentioned
above is a function of software architectural patterns, which can be improved by
adequately relating the IoT components to one another. Using a probabilistic routing
strategy, we modeled the same system with different architectural configurations
with QNs. We used JMT (Casale et al., 2009) to model and simulate the QNs. For
more information about QN models and service times used for the response time
analysis, please see Arbib et al. (2019a).

In our QNs simulation, we assess the response time of the three architectural
patterns (presented in Section “An Intelligent Infrastructure for Evacuation™) in
normal and critical situations. The response time (delay) that is analyzed is the mean
time spent from starting the sampling to the time that actuation ends. As shown in
Table 3, experimental results show that the distributed pattern minimizes system
response time for the normal mode (0.55 seconds). Still, it should be adapted to a
hierarchical pattern (1.5 seconds) when an emergency occurs. While the response
time associated with the hierarchical pattern is 43% more than distributed (still
better than the centralized pattern with a delay equal to 2.65 seconds), our routing
algorithm must be run on a single processor.

Human Behavior Simulations

In our agent-based model of the Alan Turing Building, we set the simulation
parameters either by using gathered real data or according to the literature. With
a real population of 225 occupants in the building, we apply the following
parameters:

o Walking speed—ranges from 0.7 to 1.2m/s (Wagnild & Wall-Scheffler, 2013;
Tolea et al., 2010).

* Social force—0.2 m was used an individual agent’s radius by using the biacro-
mial diameter in Patil et al. (2017). Thus, agents maintain a certain distance from
each other and do not cross through each other. In addition, this eases setting the
maximum number of agents per cell, room, and passage flow.

*  Wall force—0.1 m is the wall force, which means that agents cannot get closer to
0.1m from a wall. The result is that agents do not cling to walls or pass through
obstacles.

* Door flow capacity— 1.2 p/m/s, Ye et al. (2008b).

* Cell capacity— 1.25 p/m?, Daamen and Hoogendoorn (2012).
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We use the belief-desire-intention agent architecture:

* Belief—All agents believe that a disaster is happening and that they must seek
safety.

* Desire—All agents desire or goal to reach an exit.

» Intention—Since the agents perceive their surroundings, they try to find the
shortest and/or optimal paths to get to the exit (based on the algorithms).

While the agents have specific points of interest, they could change their target
based on some contextual situations such as visible congestion and the intention of
their friends or relatives. We set the target switch and abandon time, based on the
importance of the agent’s point of interest. We ran all the experiments on a Corei7
2.7 GHz computer with /16 Gb of RAM memory under Windows 10 pro 64-bits. For
these simulations, we obtain information regarding the number of visitors who fall
under the coverage area of various sensors, the route each agent took, the variation of
their velocity, acceleration, stops index, the behavior of each agent (such as obstacle
collision avoidance, anticipatory and passive collision avoidance), movement state
(e.g., moving and looking), and visiting satisfaction. We also assess the number of
visitors who visited a room, their access points, the location of collisions, and any
queue length.

We used the historical data to assign different characteristics to human agents
regarding age, gender, origin, and physical condition. In fact, each human agent
has a profile including vision, maximum speed, and target force that are impacted
by their characteristics. We observed various challenges regarding congestion,
physical bottlenecks, and grouping. To increase realism, we incorporate social
attachment. Congestion is common in emergencies; thus, the agents can form herds,
which affect their decisions and movement towards exits. Speed of movement is
essential, e.g., a man will walk more slowly to match the speed of a woman
(Tolea et al., 2010), and groups of individuals typically move more slowly than
a single person (Sarmady et al., 2009). The slow movement of interacting groups
can consequently affect evacuation efficiency (Qiu & Hu, 2010). To model such
behaviors, groups move at a slower speed than individuals. While these solutions are
assessed in the simulation environment, they could provide situational awareness for
the stakeholders (managers, operators, and visitors) and show possible movement
patterns.

In the next step, we evaluated the optimization algorithms under a realistic
situation regarding human behaviors. We considered groups of 3 to 7 agents. This
gives an interesting scenario as congestion at exits becomes more pronounced. In
this simulation, agents’ walking speed varies between 0.7 and 1.2m/s since the
speed of movement depends on other group members and the velocity of the slowest
person (Wagnild & Wall-Scheffler, 2013). As shown in Fig. 6, we observed that
evacuating 225 agents takes 1 minute and 57.5 seconds with shortest path algorithm
and 1 minute and 47.5 seconds with Netflow.

We understood that grouping and attachment slow down evacuation, compared
to optimization only. Evacuation time increases with the number of agents because
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Fig. 6 Netflow vs. shortest path evacuation considering grouping and attachment with 225 agents

socially attached agents will not leave the building without their friends, family, or
acquaintances.

Lessons Learned

The discussion of our approach and the results of our evaluation indicate how IoT
architects could design an emergency management infrastructure by considering the
architecture qualities, algorithm, and human behavior. More specifically, we learned
that:

e While the design of a solid software architecture is crucial, its adaptation based
on run-time environmental and internal situations could enhance quality.

e The core optimization algorithm for IoT-based emergency evacuation should
consider the dynamic flow of people and congestion in order to perform
efficiently.

e While an optimization approach is valid, considering realistic human behaviors
in emergencies could benefit a solid IoT architectures design.
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* Social links and preferences should be seriously considered and modeled within
emergency handling systems since they can impact the functionality and quality
of the system.

* Simulations enhance situational awareness of occupants, managers, and practi-
tioners and improve their preparedness in case of disasters (Dugdale et al., 2021).

Conclusion

In this chapter, we presented an intelligent IoT infrastructure to handle emergencies.
The system gets data from sensors and uses an optimization algorithm to lead people
to safe areas as quickly as possible. The response time of the system was also
assessed for various architectural patterns. The consideration of human behaviors
in such risky situations was addressed by an agent-based modeling approach that
gives insights towards a human-oriented design and adaptation of the infrastructure.
In future work, the authors will consider more quality attributes such as fault
tolerance, availability, and energy efficiency. Moreover, more empirical studies will
be performed to get real data to input into simulations. We will explore more the
links between human behavior and system behavior in the context of IoT-based
emergency management.
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