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1 Motivations and Goals

The adoption of formal methods in railway signalling has been the subject of
specific tracks of past ISOLA conferences since a decade. The track on “Formal
Methods for Intelligent Transportation Systems” held at ISOLA 2012 [3] was
actually focused on railway applications, as a recognition on how much already
the railway signalling sector had been a source of success stories about the adop-
tion of formal methods. The “Formal Methods and Safety Certification: Chal-
lenges in the Railways Domain” track of ISOLA 2016 [2] was aimed at discussing
advanced results and addressing the challenges posed by the increasing scale and
complexity of railway systems. In 2019, a workshop colocated with the DisCoTec
federated conference on distributed computing, DisCoRail (“Formal methods for
DIStributed COmputing in future RAILway system”) 2019, was set up with the
aim of discussing how distributed computing was affecting the railway signalling
domain, given that the new technologies being applied in this domain (with a
main example represented by the wide deployment of ERTMS-ETCS systems
on high speed lines as well as on freight corridors) were transforming railways
in a very large geographic distributed computing system. It has soon appeared
evident that the high expectations on safety, but also on availability and per-
formance of future railway signalling systems, in presence of a high degree of
distribution, could be addressed only by a systematic adoption of formal meth-
ods in their definition and development. This view has been shared by several
projects within the Shift2Rail Joint Undertaking, that were also represented in
the following edition of the DisCoRail workshop, that joined ISOLA in 2020/21
[4] (track on “Formal methods for DIStributed COmputing in future RAILway
systems”).

The DisCoRail 2019 workshop and the ISOLA DisCoRail track of 2021 have
therefore discussed the intertwining of formal methods and distributed com-
puting in the design and development of innovative train control systems, two
dimensions naturally stemming from the two fundamental characteristics of this
class of systems, namely that their functions are intrinsically distributed between
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trains and wayside equipments, and that such functions are safety-critical, calling
for rigorous proof of their safety.

Distribution of functionality enables distributing decisions as well. Currently,
most of the crucial decisions needed to guarantee safety are however taken at cen-
tralised locations (such as the Radio Block Centre – RBC – in ETCS). Whether
distributing vital decisions is indeed a matter of active research, especially con-
sidering that the related increasing importance of communication raises the need
of uncertainty being taken into account: is the same safety level achievable by
distributed decisions w.r.t. centralised ones? How formal methods can guarantee
safety in such context? What about availability, interoperability, cybersecurity?

Moreover, the current research on autonomous driving for cars is inspiring a
vision of autonomous trains in the next future. Autonomy requires even more
distributed decisions based on local knowledge of the surrounding environment
acquired also through AI-enabled sensors, e.g. employing artificial vision. Can
formal methods be exploited to provide the necessary safety assurance for these
systems?

Following the success of the previous DisCoRail editions, the track aims for a
fruitful discussion on these topics between researchers and experts from industry
and academia that have addressed these aspects in research and development
projects.

Hence the aim of this track is to discuss (1) how distributed computing
can change, and is actually changing, the domain of railway signaling and train
control systems, and (2) how formal methods can help to address challenges
arising from this change.

2 Contributions

The first three contributions analyse under different points of view the challenges
posed by distribution and autonomy. The contribution [7] introduces those posed
by advanced signalling systems in which AI will be a main enabling technology,
discussing how formal methods research can address such challenges and outlin-
ing research problems that need to be further developed.

The paper [5] focuses on the effects that uncertainty on critical parameters
(such as position or speed) can have on dependability of railway signalling sys-
tems, surveying various studies that have used state-based formal modelling of
the system behaviour for a quantitative evaluation of such effects.

Certification of autonomous train operation systems using AI-based technol-
ogy is discussed by [8], that considers existing standards and required modifica-
tions or extensions of existing standards.

The next two papers present instead specific solutions, also based on formal
methods, to specific issues of future railway systems. Software Defined Network-
ing (SDN) is proposed by [1] as a paradigm useful to dynamically reconfigure
the network for an effective management of communication flows produced by
moving trains. The paradigm is supported by a methodological framework based
on model-driven engineering and formal methods.
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The paper [6] proposes a pragmatic solution to guarantee security of a net-
work of computers that supports the distribution of safety functions along a
railway line.

The width of the issues addressed by the five contributions gives, we believe,
a sufficient base for a deep discussion of the important challenges the research
community has to address in the next years for what concerns future railway
systems.

It is our opinion that, notwithstanding the limited space available, the con-
tributions to the track succeed to give a glance of the state of the art and of the
opportunities of the application of formal techniques to the distributed systems
of systems represented by the future railway signalling systems.
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