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Abstract. Globally, health information security and associated topics have
received considerable attention from both professionals and the academic com-
munity. The literature on the threats and mitigations when it comes to developing
countries is scarce, and tends to focus on issues such as cryptographic techniques
for secure safe data transmission or patients’ perceptions of data confidential-
ity. However, investigation of health information threats in relation to the local
context has received less attention. In this paper we reflect on a long-term and
global action research project that presents different perspectives on information
security. Operating in environments of absent or obsolete relevant jurisdiction,
poor institutional capacity for adherence and oversight, and limited awareness of
appropriate security and confidentiality issues, we note unique security and con-
fidentiality threats “where there is no CISO”. We reflect on mitigations adopted
over the years to counter rising threats, and provide recommendations for practice
and further research in this regard.
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1 Introduction

Information security is usually defined by the so-called CIA triad, i.e. the properties
confidentiality, integrity, and availability, or more precisely the safeguarding of these
properties. Examples of security-critical situations in the context of health informa-
tion systems (HIS) are: medical diagnoses shall only be accessible to authorized health
personnel and shall be kept confidential otherwise; an electronic medical prescription
shall not be changed, i.e. the integrity of the data set must be ensured; in case of an
emergency immediate access to medical data (e.g., possible drug allergies) is important,
therefore, uninterrupted availability of the health service is required. Violation of the
security goals in the aforementioned examples can have different consequences from
blackmailing with the threat of publishing medical conditions (or reputation loss due
to actual publication) to illness or death due to taking the wrong drug or dose. The
reasons for violation of information security are diverse. It can be caused by natural
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disasters, accidental misbehavior, malicious actions or other causes. The goal of infor-
mation security is the development and implementation of protective measures against
these violations. Typical examples are redundancies of services, backup of critical data,
control mechanisms to restrict access to data, cryptographic measures like encryption
or digital signatures to ensure confidentiality and integrity, and network monitoring to
detect and prevent remote attacks.

This paper reports from a large international effort to strengthen national health
information systems in developing countries. It centers around the development and
implementation of the open source platform DHIS2. Development of DHIS2 is coor-
dinated by the University of Oslo, Norway, and implemented in a range of countries
around the world [1]. As a web-based system, DHIS2 is typically set up on local servers
in the respective countries, or deployed using commercially available cloud services [2].
As a digital platform in the public sphere, DHIS2 also potentially has a “dark side” [3].
While issues of confidentiality and adverse effects of user data have seen some explo-
ration, for instance related to behaviorall data [4], we in this paper look at aspects of
information security as such platforms are developed and implemented globally, also
where the context offers challenges considerably different than what has been hitherto
examined.

Systems using DHIS2 contain various types of health data, from aggregate statistics
to registries containing personal health data. Security issues can thus be broadly cat-
egorized in three groups; those relating to the data itself, such as correct handling of
confidential data; those relating to hosting the system, including server monitoring and
back-up plans; and those related to the software platform and its development, such as
community contributions through apps, ensuring secure code, and routines for handling
threats. Building on the authors’ own involvement for the past two decades, we reflect
on the special nature of the project, events and threats experienced, and the measures
employed to counter them.

Our title is a nod to David Werner’s classic book “Where there is no doctor: A Village
Health Care Handbook™ [5], which has been a strong influence and motivation for the
HISP project in it’s aims to strengthen primary health care in communities around the
world. It is also an acknowledgment that in many of the settings where we are involved,
there is in fact no CISO (Chief Information Security Officer). While we do not aim to
provide here a “handbook” for resource-constrained settings, we are intrigued by the
apparent lack of focus on contextual health information security issues in the literature.

Our research questions are; What is the nature of information security threats in
public health information systems in the Global South, and how can they be mitigated?

2 Methods

This research builds on two main methods. First, we as authors are involved in the
HISP project, which coordinates the development of DHIS2 and its implementation in
several countries. Working with implementing agencies, typically ministries of health,
we have nearly 2 decades of action research from which to reflect on the topic of this
study. Second, some of the authors are conducting a comprehensive scoping review of
information security and confidentiality issues in health in developing countries. While
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the scoping review is not completed at the time of writing, it forms the basis for the
included review of relevant literature here. We start by describing the process of the
review.

2.1 Scoping Review

We have been conducting a scoping review [6] to get an overview of the research that
has been done regarding security and privacy of health information systems with par-
ticular focus on developing countries. The review was split into four different stages:
(1) collecting articles, (2) reviewing titles and abstracts, (3) reviewing full-texts and (4)
summary of results.

In the first stage, a search query was defined that was used against relevant databases
to collectalist of potential articles. The query was constructed as a combination of various
IT-security and privacy terms, different health terms and terms describing the developing
context and a list of low- and middle-income countries. The general structure of the query
used was as follows: (<security-terms> OR <privacy-terms>) AND <health-terms>
AND <developing-countries-terms>. After applying the query to the Web of Science,
Scopus, IEEE and ACM digital libraries, putting the results into one list and removing
duplicates we had a list of 3486 articles. All titles and abstracts were then read by at
least two reviewers each for inclusion or not. When there was a conflict between the
decision of the two reviewers, this was solved by a third reviewer. In order to be included,
the titles and abstracts should indicate that the article addresses security or privacy in
the context of health IT-systems for developing countries. Articles written in a language
other than English were excluded. The same applies to articles that were only a summary
of conference proceedings or that clearly did not cover all relevant topics. This procedure
resulted in a list of 198 included articles for full-text reviewing.

At the time of writing, the full-text review by two reviewers has not been completed.
Even though the review is not completed, we lean on the preliminary results as they
provide interesting insights into the research trends and can be compared to the reflections
coming out of our long-term engagement in the field of health information systems in
developing countries.

2.2 Reflections from Action Research

As practitioner-researchers engaged in both developing and maintaining the DHIS2
software, as well as providing direct or indirect support to tens of implementations of it in
the health sector in the Global South, we categorise our main research approach as action
research [7]. We did not begin by framing a research project with the aim of collecting
data on security incidents. In that sense it is a reflection on past activities which were
geared primarily towards supporting implementations and providing troubleshooting
support as requested. The security related incidents emerged through these activities in
a non-systemic way and alongside many other issues. The DHIS2 core team at the time
did not maintain any sort of incident register.

For this study, we draw on two perspectives of this action research; first, the larger
Health Information Systems Programme (HISP), a project not bound in time or space,
but an AR-project with global reach and of a networked nature [8]; second, a range of
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more specific engagements with formalized structures typically focused on collaboration
with ministries of health in the Global South. For the sake of anonymity we do not list
countries or partners here. Taken together, our empirical basis spans tens of countries
over several continents for 15 years, where we hold and have held various roles. Most
important for this study has been that some of the authors have been active in helping
countries with all issues related to hosting, held training sessions and workshops related
to hosting and information security management, and been the first line of support when
countries need assistance with their DHIS2 instances. One of the authors is also engaged
with improving security management internally in HISP, working to improve not just
the software but the routines and structures appropriate for handling the myriad security
issues of a global network.

3 Related Literature

Information security is a broad discipline that covers different levels from software
implementation details to organizational and governmental security management. Con-
fidentiality, integrity and availability (CIA) are important properties to protect software
systems and in particular its users [9]. The term confidentiality refers to the goal of mak-
ing data available to authorized parties using cryptography and authentication. Integrity
means that it must be ensured that data has not been modified without being noticed.
The goal of availability is to make sure that applications and data are accessible and
thus to avoid downtime. Similarly, user awareness and acceptance for information secu-
rity is critical, and capacity building about security risks when using digital systems is
important [ 10]. In particular, health information is very sensitive and requires the highest
security standards [11]. A number of regulations have been developed in response to
this, such as the EU General Data Protection Regulation (GDPR)! or the US Health
Insurance Portability and Accountability Act of 1996 (HIPAA)? to protect their citizens.

We now turn to findings from the in-process scoping review. A main observation is
that there is a large and growing literature related to information security originating
in the global south. However, a large part of this deals little with contextual factors
and focuses on technical solutions with global applicability. One strand of the literature
concerns development of security protocols and cryptography (see for example [12, 13]).
Another strand looks at the potential of blockchain technology, which can have a role
to play in fragmented health information systems which plague countries both rich and
poor (see for example [14, 15]).

Of studies that engage with the development context, many point out that awareness
and skills around information security vary greatly, with several pointing out that this
is generally lacking. Jack et al. [16] conducted a survey among health care providers
in South Africa on information privacy and security, and found that many are ignorant
or lack the ability to follow even simple info security procedures. A study from Sri
Lanka found that security awareness was actually quite good among health staff, but
that their less secure behavior contradicts with their actual concerns [17]. A survey of 15

! https://eur-lex.europa.eu/eli/reg/2016/679/0j.
2 https://www.govinfo.gov/app/details/CRPT-104hrpt736/CRPT-104hrpt736.
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countries in Africa, Asia, and the Americas on HIV clinics notes that some sites do not
backup their data regularly [18]. Gesicho et al. [19] does not cover security explicitly,
but finds that, despite increased activity to implement national health data warehouses
in developing countries, little attention has been paid in these implementations to ethical
issues, including providing data confidentiality and security.

A second strand of studies look at the legal framework, its existence, its relevance,
and how it is enforced with various sanctions. Namara et al. [20] find that only a few
countries in Africa have developed comprehensive legal frameworks and have meaning-
ful enforcement policies. Interestingly, they do point out that privacy values are cultural,
and differ significantly across countries. They fail to provide any examples of this how-
ever. Being more specific, they mention how lack of oversight leads health staff to ignore
regulations by for instance conversing around patients on facebook and whatsapp, and
in general store data outside the patients’ jurisdictions. Related to the relevance of legal
framework, Antonio et al. [21] looks at health information privacy in the Philippines
and concludes that technological development has outpaced policy and practice in this
regard. In areview of security assessment frameworks such as HIPAA, Gerson and Shava
[22] examines the applicability to Namibia’s public health sector and calls for security
controls to conform with international standards.

One notable topic on which little is written is security incidents, apart from anecdotal
reference to data loss and virus more generally. Antonio et al. [21] mentions a few cases
from the Philippines where for example videos from students attending operations were
publicly circulated. Moreover, some attacks on health records in India were addressed
by Misra et al. [12]. There are some studies that contextualize security management. For
instance, a delay tolerant architecture, with emphasis on latency, is found to be important
in resource-constrained countries [23]. Pankomera and van Greunen [24] does point to
some of the challenges in developing countries, such as poor funding and infrastructure,
and a shortage of qualified staff. They also point to natural hazards such as floods, fires,
tornados, which can be a larger threat to physical security infrastructure than in more
resourced environments. A relevant contextual finding is that as health staff in general do
not have access to computers, they use memory sticks for their personal files, introducing
malware to their office computers [25]. On the impact of development agencies, Hai et al.
[26] looked at how the short-term funding of development projects can negatively impact
confidentiality and security. When donor-funded special HIV clinics closed down at the
end of the project, patients had to shift to general clinics which were seen as not adhering
to the same data confidentiality standards, negatively impacting the patients. Khan and
Hoque point out that Bangladesh is lacking a centralized method of identification such as
the social security number, making it difficult to link data from separate databases. They
propose an approach to solve this problem in a secure and privacy preserving manner
[27].

4 Empirical Findings

The project from which we report, the Health Information Systems Programme (HISP),
has its roots in participatory action research in South Africa in the 90s. It is a global net-
work engaged in software development and implementation with stakeholders, typically
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ministries of health in developing countries, to strengthen HIS. Over the last two decades,
the network has grown globally, and the software developed has progressed from an early
standalone desktop application to a flexible, web-based HIS platform called DHIS2, now
in use in more than 70 countries. Participatory approaches are still applied to both soft-
ware development and systems implementation [28]. The University of Oslo, Norway, is
leading the development, and is also supporting, sometimes extensively, the implemen-
tation of DHIS2 in country HIS’. Our case then, is not only of a software developer, but
also of a community who are morally, and sometimes also formally, engaged in country
HIS implementation activities. This places a special responsibility on the community
given that many of the implementing countries have comparatively weak institutions,
and poor information security management in the public sector. We now move to some
observations from the last decade, coinciding with the move from desktop to online
technology, and an increase in scale and scope of the implementation activities.

The shift that happened from around 2011 from the earlier version of DHIS as a
desktop system towards a DHIS2 web-based system that ran over the public internet
brought with it human resource and physical infrastructure challenges which few coun-
tries were well positioned to address. The IT staff in ministries of health and the technical
support from regional support entities by and large did not have the linux technical sys-
tem administration skills nor the organisational structures to effectively manage security.
Critically, even today, there are very few country deployment teams who have amongst
them a defined security role of any sort. This has led to a reality that most deploy-
ments live with a considerable amount of unmanaged risk. A significant one in many
deployments is the over-dependence on a single person who has all the knowledge and
all the keys to the system. In risk identification exercises carried out in three countries,
this emerged as the highest scoring risk in each. Given this, the actual incidents of data
loss, exposure or breach have been relatively few. Below is a short summary of typical
incidents:

4.1 Some Incidents We Are Aware of

The following is a short list of incidents which are in some way security related which
have occurred in the past decade. Note that we (the authors) are not actively maintaining
any production DHIS2 system. Some of us are involved in advising, training and occa-
sionally assisting with incident response. We are not at liberty to disclose details which
would allow the system to be identified.

4.1.1 Physical Infrastructure Related

In one country the national Health Management Information System (HMIS) was run-
ning on a server in a national government data centre. One evening there was a fire
caused by an overloaded electrical connection and the server was badly damaged. The
disk on which the data was stored was apparently unreadable. In the aftermath of the
fire it was discovered that the Ministry of Health had no functioning backup of the data
that was less than six months old.

In another country, the Ministry of Health hosted the national system in a purpose
built data centre within the Ministry main building. The building had an ongoing problem
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with rodents and at one stage the rodents penetrated the data centre. Intermittent faults,
breakdowns and performance degradation was finally, on physical inspection, traced to
rodent damage to the insulation on network cables.

Where systems have been implemented on physical infrastructure, for example in
ministry or government data centres, there have also been challenges related to the
management and monitoring of the surrounding network environment (for example
domain name services) and the reliability of the internet connection. It has been observed
in a number of settings that the single internet connection to the service provider is shared
by both the servers in the data centre and also all of the office dwellers in what is often
a multi-storey, multi-ministry building. With the result that there is massive congestion
during working hours effectively rendering the system unusable from the outside.

4.1.2 Cloud Hosted Systems

Whereas it is clear that systems can be fragile when hosted in poorly commissioned or
poorly managed physical infrastructure, just moving them to “the cloud” has not been
without its own risks. A handful of incidents stand out over the past few years.

In one case an external consultant was providing technical support by managing a
national HMIS on a VPS from a commercial cloud infrastructure provider. At the end of
his contract, after what seems to have been a misunderstanding over whether the country
had brought up to date backups on-shore, the consultant deleted the VPS, resulting in
the loss of one year’s data.

In another case, a Ministry of Health in a country set up their own account with a
cloud VPS provider and secured funding for one year to provision a VPS for running
both the national HMIS and an HIV/AIDs patient monitoring system. At the end of the
year when the bill became due, it was discovered that no budgetary provision had been
made for renewal. The services were cut off and remained inaccessible for approximately
6 weeks while the government department scrambled to find alternative payment sources
to cover the bill. (There have been a number of variations on this same scenario over
the past few years, where the Ministry of Health have temporarily lost access to their
systems and data).

There are other issues which are more particular to the geo-political context of the
systems and system owners. Most of the commercial cloud providers operate off a credit
card payment system. One of the authors has direct experience of trying and failing to
open cloud based accounts from various West African countries and also from India. The
transactions were automatically failed without explanation, but presumably linked to the
origin IP address. When the same transaction was made through a VPN back through
Europe, it succeeded. When the same “trick” was tried by a colleague using a local West
African credit card it proved impossible to open an account. The commercial world of
private cloud hosting is not a flat world and all credit cards are not created equal.

We have also seen cases where countries have been denied access to commercial
cloud services (and SSL/TLS certificates) due to economic sanctions.

An unusual event in 2012 confirmed that the laws of physics and geography can still
play a part in the modern age. Following the successful installation of the Kenya system
on Linode in 2010, Rwanda also rolled out a national DHIS2 system in 2011, but this
time hosted locally within the MOH. One morning a ship trailed anchor through the
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harbour of Mombasa and snagged the undersea fibre optic cable linking Kenya to the
world. The Kenya system was effectively offline for a week. During that same week the
connectivity to the Rwanda system was excellent, particularly as the network within the
country was generally quieter than normal.

4.1.3 Security Breaches

There have been numerous incidents of data exposure due to misconfiguration of database
access control or breach of the server backend through compromised ssh user accounts.
We have seen no evidence to date that the data itself was targeted in any of these cases.
Of course we cannot conclude this with any certainty, but we haven’t seen any obvious
subsequent use of the data (e.g. for extortion). We can guess that, particularly given
the low resource environment, the commercial value of the data is not sufficiently high
to attract more determined attackers with criminal intent to engage in identity theft or
ransomware attacks. Though, given the political importance of many of these national
systems, the possibility of ransomware attacks is a very real concern. Given that many
DHIS2 implementations are in areas experiencing significant internal and external con-
flict, there is also a real dimension of concern that attackers might seek out personal data
for purposes that might threaten their physical rather than financial well-being.

What we have seen in all of the breaches that we know about is that the attackers have
seen the machine as a more attractive target than the data, being recruited into bit-coin
mining or being taken over to potentially attack other systems. It should be noted that
intrusion detection systems of any sort are usually absent, so there is no definitive way
to claim that data has not been targeted.

Examples of known deliberate security breaches:

e Successful attacks on the backend using ssh. In one case we know that a superuser
account was legitimately created in the afternoon and credentials were shared with
the new user over the mobile phone (whatsapp or email). Later that evening there
were three successful logins from two different countries (China and France). The
account had been setup to allow password authentication. Given that the user was an
administrator, effectively full access to the machine had been gained by one or more
parties.

e Zero-day vulnerabilities. A critical vulnerability was discovered in March of 2017
in the Apache Struts library that is used within DHIS2. It was a particularly nasty
vulnerability that potentially gave an attacker the ability to execute arbitrary com-
mands on the server. The vulnerability was being actively exploited around the world
and a number of DHIS2 systems were effected. Although a patch was produced by
the DHIS2 core developer team within 24 h, they did not at that time have a formal
process for dealing with such events so there was some delay between patching and
announcing publicly (during which time there was vigorous internal discussion on
what action to take regarding public disclosure). Even after patches were released and
announcements made publicly, we were receiving reports for some months afterwards
of un-patched systems getting attacked.
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Again we don’t believe that systems affected by either of the above were deliberately
targeted for their data, but cannot prove either way.

Actors who are really interested in the data have not always had to rely upon attacking
the system physically or with code. One country has reported that it is acommon practice
amongst foreign backed NGOs to recruit people from within the public health service
(with credentials in the system) in order to access data which they would not otherwise
have had access to. Processes around user management, particularly the disabling of
user accounts on leaving of the service are usually absent.

5 Discussion

Our point of departure was a review of relevant literature on information security in the
health sector in developing contexts. Our study adds to all the strands of the literature
identified earlier. In particular, we highlight more detailed accounts of how for instance
infrastructural and environmental hazards are significant [24].

5.1 Incidents and Nature of Threats

As discussed above, we are not aware of any significant targeted breaches of production
DHIS2 systems or the data they contain. The rapid adoption and high profile of large-
scale DHIS2 implementations addressing the COVID-19 pandemic has likely increased
the size, value, and visibility of security penetration for systems built upon DHIS2,
increasing the likelihood that a serious breach might be perpetrated in the future.

The nature of threats do not seem to spring out of any perceived value of the data
itself, though ransom could be an issue as the data is necessary for the functioning of
the health services. What has been documented is more about using the servers for other
purposes, i.e. the hardware and processing power is more attractive than the data. Access
to data is a concern due to the role of foreign organizations, who may be interested in the
data for reporting or research purposes, where access can be gained without necessarily
having the formalities in place.

This empirical observation (which we cannot readily prove) that attackers seem not
to be trying to get at the data is not a reason to be complacent. Even if we theorize
that the financial value of the data is low, we also need to take into account that the
consequences of abuse of data relating to extremely vulnerable individuals who are
somehow marginalised or living on the edge of legality in society can be severe.

5.2 Hosting Issues

When deploying a service, one of the most important questions is: shall the service be
hosted locally on our own hardware or shall we rent resources at a cloud provider? Since
the introduction of Amazon Web Services in 2006, cloud computing has become the
most widespread hosting platform. More and more small, medium and large enterprises
are outsourcing their resources to platforms such as Google, Microsoft and of course
Amazon, who is still the market leader. Cloud computing promises mainly economic



196 J. 1. S®bg et al.

advantages including reduced investment costs, easy self-service setup, and rapid scala-
bility of resources. However, in addition cloud computing has many security benefits, at
least when operated professionally. For example, the large cloud providers’ data centers
have very good redundancies in terms of power supply and Internet connectivity and high
standards regarding physical access to the servers. Further, they offer “standard” security
measures, like backup, anti-virus scanning, firewalling etc. as easy to use services and
usually for an additional fee.

HISP implementers have explored these cloud hosted Virtual private Server (VPS)
options since the early days of DHIS2 going “live” on the internet. When the DHIS2
was rolled out nationally in Kenya in 2010 it was hosted on a VPS from a company
called Linode. Besides using the large cloud providers, DHIS2 implementers have a
long history of working with smaller providers such as Linode, Dediserve and Contabo
who all offer various niche advantages. For example Dediserve allowed the setting up
of an account without a credit card which had proved to be a major stumbling block for
government procurement working with the larger providers. Contabo offers rock bottom
prices which have proven extremely popular in Africa.

Another phenomenon that has emerged in recent years is the rise of private companies
adding value to the basic cloud VPS and offering DHIS2-as-a-service.

Despite the many touted (and actual) benefits of the new cloud business models, as
we saw in the cases above, country systems which have been deployed on commercial
cloud environments have faced different types of problems. There is still a risk of data
loss without a costed and tested backup plan. Security still needs to be managed, but the
types of risk to be managed are different. For example a missing budget item for cloud
“rent” can lead to unavailability of the system.

As an illustration of the complexity of factors around this question, one author
recalls attending a workshop of WAHO (the West African Health Organisation) on server
management in Bobo, Burkina Faso, 2018. Of the ten or so WAHO member states who
were represented in the meeting, they were split down the middle on the current state and
future plans. One half were hosting systems physically in the country and were without
exception looking forward to moving to the cloud. The other half were hosted on the
cloud, which they, again without exception, viewed as temporary contingency as they
aspired to bring the systems back into the country.

5.3 User Data

The management and protection of users in the system (mostly employee data) has
received very little attention, including until quite recently in the software itself. There
is a growing awareness of the obligation to protect vulnerable groups in the health sector,
like HIV+, sex workers, refugees etc., and in general for patient data. However user data,
including telephone numbers, email, internal messages etc. have not been seen as high
value data and have sometimes been available indiscriminately to any other user of the
system. This should be a cause of considerable concern. In particular aggregate routine
reporting systems which contain no individual patient data are generally considered non-
sensitive, yet they contain details of often 10s of thousands of health workers. In addition
to the potential exposure of the personal information of these users themselves, personal
information such as phone number and email could be abused to conduct phishing
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attacks against system administrators. This could in theory allow unprivileged users to
maliciously gain access to credentials providing them access to much more sensitive
information and controls within the system. The exposure of user details to other users
of the system has been removed from recent versions of the software, but this type of
data has not received significant attention as a privacy concern or as a vector for attack
on the larger system.

5.4 The Need for Global Awareness

The role of funders of health information system projects has also been given limited
attention in relation to security. The core DHIS2 development team works to develop
the DHIS2 software platform, supporting increasing numbers of high-profile imple-
mentations around the world. The organic growth of DHIS2 software complexity and
global adoption yielded a culture lacking in many fundamental security controls within
the core development team. This has largely been the result of limited resources, and
limited interest from funding organizations in allocating those resources to champion
security practices in a context which undervalues them. Largely as a result of muted
interest in and awareness of security within the governments and international devel-
opment organizations implementing and funding DHIS2, the need for strong security
practices and policies has not been emphasized within the core team. Additionally, the
nature of DHIS2 as an open-source, freely available software platform provided with-
out warranty or guarantee has limited the political and financial pressures which often
incentivize commercial enterprise software products to reduce their own legal risk by
investing in security practices.

There is a need for leadership within the global health implementation and vendor
communities. The identification of security risks and pressure to limit them have to date
not been championed by implementing countries or funding organizations. This dearth
of conventional incentive should not reduce the moral obligation of community members
such as DHIS2 to push for increased security and privacy controls. A small set of high-
impact changes have the potential to significantly reduce security risks in production
software implementations and increase awareness of those risks amongst implementers
and funders.

6 Conclusion

The main conclusion is that, consistent with the literature above, we have found there are
a range of organisational factors, infrastructure fragilities and perhaps cultural factors
related to risk acceptance which conspire to make it difficult to adequately secure health
information systems in many developing countries. We have conjectured that the low
financial value of the data might be a factor in explaining why attacks on such systems
have not been more widespread.

To add to the difficulty, the DHIS2 software itself has been a complex and difficult
system to maintain securely, even by experienced implementers. Great strides have
been made in recent years in improving the development process as described above.
One positive indication of progress has been the different impact of the Apache Struts
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vulnerability in 2017, and the more recent and equally critical log4shell® vulnerability
which was discovered in December 2021. Whereas the former created considerable chaos
and a scramble to reach consensus on a response from the core team, by the time of the
latter in December 2021 there was a team ready to mitigate and manage communication
and a vulnerability management plan to follow.

But the expansion of the global project and subsequent “industrialization” of the
software development process has in some ways moved us away from the strong par-
ticipatory tradition of the early years. One consequence of this has been that developers
are perhaps only weakly aware of the security challenges in the field. The security chal-
lenges are so enormous and growing, that it is only through a stronger collaborative
and informed effort, that the software development process itself can better support
the software implementation process. A drive towards increasingly sophisticated digital
technology risks leading to a DHIS?2 that is increasingly difficult to manage and secure
in practice.

As a leader in the public health space, the DHIS2 core development team endeavors
to champion security within HISP as well as in the larger community. Within the past
year the team has embarked on this journey by creating and implementing thorough
software vulnerability management and transparent public disclosure processes, some
of the first in the sector. In addition, two experienced information security managers have
been recruited to serve in the CISO role within the University of Oslo. This role will
have the mandate to promote secure development and implementation practices within
the core team and more broadly within the international development and global public
health ecosystem.

Having dedicated CISO roles both at the HISP Centre of the University of Oslo,
which coordinates the development of DHIS2, and amongst system implementer teams
will not necessarily solve these problems, but the hope is that they will reinforce the
effort to bring these into view and provide more strategic and systemic responses.

In summary, documentation of the nature and prevalence of security threats against
health information systems in developing contexts is under-developed. Security incidents
and risks are not well understood, largely due to limited understanding and awareness
of security in the organizations and government departments implementing health infor-
mation systems. The increasing prevalence of individual data in the systems and the
high-profile use of them to address, as an example, the global COVID-19 pandemic are
likely to increase the risk of malicious security breaches. In addition to malicious action,
accidental confidentiality, integrity, and availability degradation continues to be a cause
for concern. More study of security risks and mitigations in this context is needed, as is
increased awareness and advocacy from stakeholders in the public health space.
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