
Biometric Creation of Digital Signatures
and Their Application in Blockchain

Nenad Badovinac(B) and Dejan Simić
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Abstract. Blockchain transactions are secured from falsification by appending
a digital signature using the PKI (Public key infrastructure). When signing a
blockchain transaction, the user must have access to his private key, whichmust be
kept on a hardware or software token. The scientific works analyzed in this paper
represent the application of Blockchain technology in payment card system, and
in this way the architecture of the system is simplified. The fusion of biometric
technology and blockchain technology, which allows a blockchain transaction to
be signed without tokens and eliminates the need for a third-party transaction
validator, has improved the functionality of current payment card systems. This
paper contains three contributions. It is first demonstrated how different biomet-
rically based digital signature models reported in the literature compare, then it
is demonstrated how blockchain transactions can be digitally signed using digital
signatures made using biometrics, and finally, because biometric digital signa-
ture creation methods have not attracted much attention in the scientific public,
a detailed comparison of the FIBS (Fuzzy Identity Based Signature) scheme and
the Fuzzy signature method was presented as for these two schemes was shown
that we can implement them in Blockchain and Payment Card System.

Keywords: Blockchain · Biometrics · Fuzzy signature · PKI · Payment card
system

1 Introduction

The process of conventional electronic banking transactions, in terms of withdrawing
cash from anATM (Automated TellerMachine) or paying at a POS (Point of Sale) device
implies that the user will insert a chip card into the device. Since the advent of chip
cards, technology has advanced, but the process of electronic payment on POS devices
has remained the same. Basically, cardholders still have to carry multiple payment cards
and adapt to different authorization processes.

In [1], the authors proposed a e-payment model in which the user replaces all his
payment cards with one smart card and biometric authentication. They presented a kind
of upgrade of the electronic payment model in which the user must enter the PIN and
the biometric fingerprint data are used to create it. This concept simplifies the electronic
payment process and complies with PSD2 (Payment Services Directive 2), a requirement
set out by the European Union SCA (Strong Customer Authentication).
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Information must be exchanged during payment card bank transactions between the
third-party validator, the cardholder, the merchant, the issuing bank, and the merchant
bank. In addition, the merchant pays a fee for accepting and processing payment trans-
actions. For merchants, blockchain technology has simplified and made the process of
electronic payment cheaper, eliminating the need for third-party transaction verifiers [2].

Biometric technology enables the cardholder to be authenticated in electronic pay-
ment systems, without the need to remember the authentication PINs, because he/she
can be authenticated using his/her biometric characteristics [3]. Some of the advantages
of this technology are that biometric data cannot be alienated, the user does not need to
carry it as a smart card or to remember it as a password.

Creating a decent biometric system might be a difficult process. System design-
ers must be professionals in a variety of scientific disciplines. Also, while building a
biometric system, user engagement with the system is a vital factor to consider [4].

In [5], the authors presented the results of comparingmodernmethods of user biomet-
ric authentication on mobile applications. The results showed that Iris has the highest
score of user authentication based on biometric data with a score of 8.53, while PIN
has the lowest score of 1.02. Fingerprint has a rating of 7.86. It was concluded that
the biometric modalities Iris, Face Image and Fingerprint gave the best results in the
authentication process on mobile applications.

In this paper, solutions for creating digital signatures using biometric data are ana-
lyzed. This analysis will allow us to propose a model of payment card systems with
biometrically digitally signed blockchain transactions in further research.

Biometric models of digital signing of blockchain transactions enable digital signing
of blockchain transactions of electronic payment suggest biometrically created private
and public keys. Table 1 presents the characteristics of methods for creating digital
signatures using biometric data. FIBS methods for creating biometrically based digital
signatures that use biometric data to sign blockchain transactions are analyzed and
presented in Table 2. The basic difference between the FIBS scheme and the Fuzzy
signature method is also presented.

Section 2 provides an overview of the available literature describing digital signature
models using biometric data. In Sect. 3, a comparison of the biometric-digital signature
concept is provided. In Sect. 4, the application of the FIBS biometric scheme is proposed.
Section 5 provides a conclusion and Sect. 6 presents the literature used.

2 Literature Review

Blockchain technology allows us to exchange data with a group of people or machines,
that is not copied but distributed. This creates a decentralized distribution of data that
gives all members access to data at the same time. All data changes are recorded in real
time and are transparent. Blockchain stores encrypted blocks of data and then links them
in a chain to form a chronological sequence of data that will be shared among members
of the Blockchain network. There are Public Blockchain networks that are applied in net-
works that use for example digital cryptocurrencies, while Private blockchain networks
are used by companies, for example banks [6].
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In the paper “Blockchain in Payment Card Systems” [28] the application of private
blockchain technology in the electronic payment process is presented eliminates the
need for third-party validators.

The disadvantage of a conventional Blockchain transaction signature is that there is
no confirmation that the creator of the transaction is the actual user under whose name
the creator of the transaction signs, since the private key may be used by another person,
but only confirms that the transaction’s creator has a valid private key.

In scientific paper [7], the authors showed that classical digital signatures are insuf-
ficiently secure and therefore proposed new encryption schemes for blockchain trans-
actions. They suggested a more secure signature scheme based on the principle of using
the biometric data of the blockchain transaction creator. Instead of conventional meth-
ods, it is possible to use biometric methods to create a blockchain transaction’s digital
signature.

Biometrics is a combination of several technological areas of competence. Some of
the areas related to biometrics are pattern recognition, computer programming, expe-
rience design, operating systems, and system administration [8], and as such we can
implement it with different technologies.

In the available literature, the authors have published methods of biometric private
and public key creation. Uludag et al., In [9] presented several techniques for creating
a cryptographic key that use user biometric data instead of using a PIN and password.
Yao-Jen Chang et al., in [10] uses biometric data to create stable cryptographic keys.
They conclude that any biometric cryptosystem, in order to generate trusted keys, must
be able to cope with the changes caused by unstable biometric data.

The contribution of the work in relation to the analyzed literature is the synergy
created by the simultaneous application of biometrics and blockchain technology, so
that payment systems are more convenient to use and more resistant to possible abuses.

In the available literature, there are Fuzzy Identity Based Signature (FIBS) biometric
digital signature methods that enable a signer with an identity w to produce a digital
signature using his biometric data that can be confirmed using the identity w′ if and
and only if w and w′ are within the acceptable mutual range [11]. In [7, 12], the authors
introduce a new idea of digital signature named fuzzy signature, that is a signature system
which involves a “noise” string as a private key, such as biometric data. Their contribution
is the construction of a Fuzzy signature scheme that has certain homomorphic properties
with respect to encrypted keys. The next chapter provides a detailed comparison of
existing solutions for creating a digital signature using biometric data.

3 Comparative Analysis of Existing Digital Signature Solutions
Using Biometric Data

The presented characteristics of different cryptographic methods for digital signature
using biometric data are shown in Table 1. Sashank, Singhvi et al. in [13] for the purpose
of correcting errors that occur during extracted unstable biometric data, developed a
technique integrated with ReedSolomon codes. LifangWu et al. [14] created a biometric
cryptosystem that uses biometric facial image data. Nguyen Thi Hoang Lan et al. [15]
created a solution that uses a biometric key to encrypt private keys. Ratha et al. [16]
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presented a technique for creating biometric identifiers from a fingerprint image. Their
technique allows the replacement of the biometric identifier in case the biometric key
is compromised. Rathgeb et al. [17] created a cryptographic model that uses unstable
biometric characteristics of the iris of the eye to create keys by the Fuzzy method. Hao
et al. [18] presented a safe method to apply the biometric characteristics of the iris of
the eye in cryptographic applications. Cryptographic keys are created from an image of
the iris of the eye that can be stored on a token resistant to unauthorized use, such as a
smart card. Yazhuo Gong et al. [19] created a model for generating PKI keys based on
the biometric characteristics of the iris of the eye. This technique uses pseudo random
numbers to create cryptographic keys. Jo et al. [20] provided an useful technique for
generating digital signatures using biometric features. Syh-Yuan Tan et al. [21] presented
model, due to the fuzzy characteristic of biometric data, tolerates errors using Lagrang

Table 1. Characteristics of methods for creating private and public keys from biometric data.

Authors and biometric cryptographic methods Characteristics

Sashank Singhvi et al. [13] Private-Public keys, Facial biometrics, 128
bitni AES (Advanced Encryption Standard)

Lifang Wu et al. [14] Private-Public key, Facial biometrics,
simetrical 128 DES (Data encryption
standard) algoritham. Reed-Solomon
algoritham

Nguyen Thi H. L. et al. [15] Private-Public key, Fingerprint biometric

Ratha et al. [16] A technique that applies the advantages of
Cancelable Biometrics over other approaches.
Case studies of this technique have been
described

Rathgeb and Uhl [17] Private-Public key, key construction from
Fuzzy biometric data

Hao et al. [18] Generating biometric PKI key, Iris biometrics
Creates 128 bit AES. Combines Hadamard i
Reed-Solomon codes to correct errors

Yazhuo Gong et al. [19] Digital signature from the biometric data of
the iris of the eye. Uses pseudo random
numbers to create cryptographic keys

Jo i sur. [20] Digital signature, RSA
(Rivest–Shamir–Adleman) kriptospistem,
Fingerprint

Syh-Yuan Tan et al. [21] Fuzzy identification based on identity (FIBI),
uses fingerprint biometric feature

Yongjin Wang et al. [22] Fuzzy generating Key generator. Facial
biometrics

Syh-Yuan Tan et al. [23] Analyze FIBS scheme vulnerability, Facial
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polynomial interpolation. Yongjin Wang et al. [22] presented a method for generating a
variable cryptographic key based on biometric data of facial images. Syh-Yuan Tan et al.
[23] analyzed the shortcomings of FIBS schemes for generating keys from biometric
data.

When extracting the biometric data of the same person, a certain instability of the
biometric data used to generate the keys is shown. During each extraction of biometric
data, the algorithm creates a different private key [24]. From the presented methods
from Table 1, the FIBS scheme tolerates errors of biometric data up to a certain level
of tolerance defined by the parameter and this method can be used for biometric dig-
ital signing of blockchain transactions [11]. Table 2 shows FIBS schemas and Fuzzy
signature models, and their cryptographic techniques and characteristics.

Table 2. A comparison of biometric authentication methods with the FIBS method and Fuzzy
signature method.

FIBS and Fuzzy signature models’ authors Cryptographic technique and features

Shan X. et al., 2021. [16] The model uses bilinear pairing and Fuzzy
extractor. Safety is based on CDH
(Computational Diffie-Hellman assumption)

Xiaojun Z. et al., 2017. [24] Model je neprobojan u okruženjima ROM
(Random-Oracle Model) and EUF-ACMIA
(Existential forgery on adaptively designed
message and ID assault)

Oday A. et al. 2020. [11] For message attack,
the model includes bilinear pairing

Yanhua Z. et al. 2019. [25] The model is unbreakable in ROM
(Random-Oracle Model) surroundings and
SU-sID-CMA (Strongly unforgetable against
selectively chosen identity and chosen message
attacks)

Kenta T. et al. 2019. [12] The model uses Diffie–Hellman key exchange
protocol
Uses Hamming distance

A comparison of two FIBSmodelswas performed in [26]. The firstmodel accepts the
error specified by the parameter using the Lagrange polynomial, but the second model
corrects the error using the Fuzzy extractor. The authors believe that their approaches can
be implemented in environments with restricted computational resources. The authors of
[24] introduced their FIBS system, which may be used in cryptographic communication
environment that makes use of the fingerprint and iris. The authors of [11] presented
their concept for increasing security through the use of multimodal biometrics. The
authors of [25] presented their FIBS scheme and showed that it is the quickest of those
previously accessible in the scientific literature. The authors in [7, 12] presented the
Fuzzy signature method which is a no-identity based digital signature scheme in which
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the user can directly use their biometric data as a signing key. The user can generate a
public key for verification and signature using their biometric data directly.

The main differences between the Fuzzy signature and the FIBS scheme are that
FIBS is a special type of identity-based signature (IBS) in which identity strings can be
fuzzy data. There is a trusted-party in the FIBS scheme, and it is usually the KGC – (Key
Generation Center), which generates the Master Key as a pair of public / secret keys.
Then each user’s signature key is generated using his biometric data and a Master Key
defined by KGC.

In the FIBS scheme, the user cannot independently generate his own signing key,
because a Master Key (generated by a trusted-party) is required. After KGC generates
the keys, the user must store them securely. On the other hand, the signing key in the
Fuzzy signature technique is the user’s biometric data, and in thismodel the user does not
have to worry about storing the Private or Master key, since every time digital signatures
are generated, the user’s biometric data is analyzed.

3.1 FIBS – Fuzzy Identity Based Signature Model

FIBS use fuzzy biometric data, such as fingerprint biometric data, as a cryptographic
key. Traditional digital signature techniques necessitate the use of specified data as a
key. FIBS allows an individual with identity w to generate a digital signature that can
only be validated with identity w if w and w’ are within the threshold.

The Fuzzy identity-based signature model consists algorithms [11]:

• SETUP: The generating method makes use of the security and error tolerance
parameters n and d. The Master Key and Public Key are both generated.

• KEYGEN: This method generates private keys using the MasterKey and the user’s
biometric data (w). The result is a Private Key referring to user w.

• SIGN: the algorithm accepts as inputs Public Key, Private Key and Message.
• VERY: The verification method takes as input the Public Key, the user’s biometric
data, and the appropriate signature. Returns one bit and if b = 1 then the digital
signature is correct; otherwise the signature is incorrect.

The first phase – Setup; consists of four steps:

• The Agency for Issuance of Biometric Certificates (BCA) verifies the identity the
user’s and takes over his biometric data.

• Generating the Public key and the Master key.
• Generation of biometric data in combination with a private key
• The Agency BCA shall issue a PKC (public key certificate) by associating a digital
signature with a public key.

Second phase – Transaction generation; The sender creates a transaction containing
the recipient’s PKC and the hash value of the H data.

Third phase – Sign; The message is signed with the Private key kw. Then, utiliz-
ing Fuzzy biometric data, a biometric signature is created from the hash value. This
transaction is awaiting Validation.
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Phase Four – Transaction Verifications; In this step we check the input data which
includes: Public Key, identity w′, Hash message and corresponding signature as input.
The result will be b = 1 or b = 0. If b = 1 The signature is verified correctly.

3.2 Fuzzy Signature Model

The Fuzzy signature model is presented as a fuzzy signature technique in [24]. The four
algorithms (Setup, KeyGen, Sign, Ver) define for a fuzzy key configuration:

• Setup: This is the setup procedure, which takes as input the description of the fuzzy
key setting and produces a public parameter pp.

• KeyGen: This is the key generation technique that accepts fuzzy data as input and
produces a verification key as output.

• Sign: This is the signingmethod that takes fuzzy data andmessage as input and returns
a signature as output.

• Ver: This is the verification method that accepts fuzzy data and returns either “accept”
or “reject” as an output.

The Fuzzy scheme does not have to store the user’s private key on any device or
server in the cloud, because the user’s biometric data acts as his private key [12].

3.3 Comparison of FIBS Scheme and Fuzzy Signature Methods for Creating
a Digital Signature

The analyzed FIBS scheme and Fuzzy signature methods enable a blockchain block
is created using a biometric digital signature [7, 11]. Blockchain, on the other hand, is
used in electronic payment transactions [28].We compare two biometric digital signature
technologies to consider the electronic paymentmodel using the benefits of biometrically
signed blockchain transactions. Fuzzy signature does not require auxiliary parameters in
relation to FIBS. Table 3 shows a comparison of the characteristics of the FIBS scheme
and the Fuzzy signature.

The main differences between the FIBS scheme and the Fuzzy signature method can
also be defined as follows [7, 11, 12, 24–27]:

• In order to obtain his/her signature key, using the FIBS scheme, the user must disclose
his/her biometric data to the KGC (Key Generation Center). That is, KGC will know
the biometric data of all users and therefore users must have strong trust in KGC.With
the Fuzzy signature method, KGC is not needed, because the user can independently
generate a Public Key for checking and signing the message (using his own biomet-
rics). Therefore, with the Fuzzy signature method, the user does not have to reveal his
biometrics to other entities.

• In the FIBS method, after the user receives the signing key from the KGC, he must
store it securely. In the Fuzzy signature method, this is not the case, as there is no
additional secret mechanism or device, other than his/her biometrics, that can be
measured each time a message needs to be signed.
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Table 3. Comparison of FIBS scheme and Fuzzy signature.

Feature FIBS scheme [11, 24–26] Fuzzy signature [7, 12, 27]

Application in signing
Blockchain transactions

It can be applied for biometric
digital signing of blockchain
transactions

There is a theoretical concept
for applying this method to
digitally sign Blockchain
transactions

Compromising keys Possible, Master Key is used
that is stored on the smart card
or token

Not possible, because the user’s
biometric data are used for
creating the keys

A type of digital sugnature
based on identity

Yes No

There is a reliable
third-party

KGC – Key Generation Center No

Smart card or token
needed

Yes, for the secure storage of
Master key generated by KGC

No

Generating private key The user cannot generate the
Private Key independently,
without KGC

The user generates the private
key

• In FIBS, signature verification requires the user’s biometric data, since it is used as
a verification key. However, biometric data should not be disclosed. In contrast, in
the Fuzzy signature method, the digital signature is verified using a verification key
derived from the user’s biometric data, rather than in the form of pure biometric data.

The main difference between the compared FIBS schemes and the Fuzzy signature
from Table 3, that the FIBS scheme uses a KGC as a foreign entity for generate Master
Key which must be stored on a smart card or token and thus requires an additional
security phase in the process of biometric digital signature creation.

4 Conclusion

Innovative biometric digital signature creation can be implemented in the Blockchain
transaction digital signature procedure. By using the user’s biometric data, digital keys
are created and then it is possible to prove that he/she, with his/her unique biometric data,
e.g. fingerprint or face image, is a transaction creator. Analyzing the characteristics of
biometric cryptographic methods shown in Table 1, it was established that it is possible
to biometrically sign blockchain transactions. Table 2 shows a comparative analysis
of FIBS and Fuzzy signature schemes that are available in the literature for biometric
creation of digital signatures used in blockchain transactions. Table 3 shows a detailed
comparison of the characteristics of these two methods.

In this phase of research we didn’t encounter any obstacle of the usability of the
proposed schemes, and in the next phases of the research it is necessary to make more
formalised assessment of the usability in different blockchain environments.
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When applying the model of biometric digital signing of blockchain transactions
in electronic card payments, it is possible to create digital keys in the form of an
authentication PIN in the presence of the user in front of the biometric scanner.

Examples of conventional digital signature schemes of Blockchain transactions are
ECDSA (The Elliptic Curve Digital Signature Algorithm), Schnorr signatures, BLS
(Boneh–Lynn–Shacham). Blockchain technology where each miner or validator must
verify each signature could not function globally without adequate signature schemes.

When applying Blockchain in which it is necessary to prove that the creator of the
transaction is the real user, the conventional verification of digital signatures cannot
achieve sufficient security.

In such cases as electronic payment transactions, inwhich it is necessary to prove that
the creator of the transaction is the real user, only biometrically created digital keys for
digital signatures can provide a sufficiently secure technology, and they can be obtained
in the way shown in Subsect. 3.1.

Conventional signature schemes will probably exist in the near future, but they will
inevitably be replaced by the biometric schemes that we investigate in this paper. New
cryptographic systems are rarely widely used in the first stages of research and a trial
period is needed to test and prove their security assumptions.

Solutions that reduce the usability of Blockchain technology, such as dedicated
token devices, appear burdensome to users. The results of the comparative analysis of
the available FIBS and Fuzzy signature schemes show their characteristics applicable
in blockchain transaction implementation of the Biometric Authentication Model. The
scientific literature was analyzed to find a digital signature scheme in which the user’s
biometric data could be used as a digital signature key, without using an additional
mechanism or additional storage device. By combining signature schemes with other
suitable cryptographicmethods, user authentication schemes and key exchange protocols
can be achieved. By constructing a digital signature with the fuzzy signature method,
we can achieve user authentication and key exchange based on “biometrics”. Therefore,
the fuzzy signature method could be the main primitive for the realization of “secure
cryptographic communication” based on user biometrics.
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