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Preface

Online media is a critical infrastructure that is economical, political, social, and
organizational. Interaction and civic participation can amplify the access to political
discussion. Diverse sources, huge amounts of information, and opinions and sentiments
from the public are available to journalists through online media and all these contents
can be part of their reporting. Online media can contribute to public opinion by
affecting politicians who can refine their positions and (maybe) change or maintain
their actions, while others can use these channels in order to circulate their views.
Corporations and brands have their products reviewed by users that can contribute by
securing a quality collective evaluation. In this context of digital transformation the
Multidisciplinary International Symposium on Disinformation in Open Online Media
(MISDOOM) is an important bridge to researchers from a variety of disciplines such as
computer science, communication and media studies, computational social science,
information science, political communication, journalism, and digital culture, as well as
to digital activists and practitioners in journalism and digital media. The main essence
of the symposium is its strong multidisciplinarity and its aims to provide a discussion
space for different fields and disciplines that gather around the idea of disinformation.

This volume contains papers accepted at the fourth edition of the symposium,
organized in 2022. This volume also includes the abstracts of the talks given by the
four invited keynote speakers. Following the success of last year’s fully virtual format,
MISDOOM 2022 was also held completely online during October 11-12, 2022. In total
there were 65 submissions: 17 full/short papers and 48 extended abstracts. Submissions
were single-blind and each submission was reviewed by at least two Program Com-
mittee members. The Program Committee decided to accept 10 full/short paper sub-
missions in the computer science track for publication in this LNCS volume. In
addition, a total of 45 contributions among full paper and abstract submissions were
accepted for presentation at the symposium. Figure 1 shows a summary of the topics of
all contributions to the symposium.
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Fig. 1 Topics of MISDOOM 2022. Size is proportional to the frequency of the word in the titles of the
submissions accepted to the symposium.

We want to express our gratitude towards all those who contributed to organizing
and running this symposium. This includes the Program Committee, the MISDOOM
Steering Committee, Boise State University, and our sponsors: the European Research
Center for Information Systems (ERCIS), and the Idaho Secretary of State’s Office. We
hope that participants of all communities taking part in this multidisciplinary endeavor
had a nice symposium and found some new insights and personal connections, espe-
cially between communities that usually do not meet so often in a symposium setting.
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Hacking Online Virality

Filippo Menczer

Indiana University Luddy School of Informatics, Computing, and Engineering
fileiu.edu

Abstract. As social media become major channels for the diffusion of news and
information, it becomes critical to understand how the complex interplay
between cognitive, social, and algorithmic biases triggered by our reliance on
online social networks makes us vulnerable to manipulation and disinformation.
This talk overviews ongoing network analytics, modeling, and machine learning
efforts to study the viral spread of misinformation and to develop tools for
countering the online manipulation of opinions.

Biography

Filippo Menczer is the Luddy distinguished professor
of informatics and computer science and the director
of the Observatory on Social Media at Indiana Univer-
sity. He holds a Laurea in Physics from the Sapienza
University of Rome and a Ph.D. in Computer Science
and Cognitive Science from the University of Califor-
nia, San Diego. Dr. Menczer is an ACM Fellow and a
board member of the IU Network Science Institute. His
research interests span Web and data science, compu-
tational social science, science of science, and modeling
of complex information networks. In the last ten years,
his lab has led efforts to study online misinformation
spread and to develop tools to detect and counter social
media manipulation.




From the Infodemic to the Information War:
Disinformation Narrative Evolution, Lessons
Learned, and Challenges Ahead

Maria Giovanna Sessa

EU DisinfoLab
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Abstract. Recent crises have foregrounded the highly dynamic nature of online
disinformation. As world-changing events such as the coronavirus pandemic
and the war in Ukraine follow each other at a rapid pace, deceptive information
and harmful narratives seem to adapt to these changing contexts effortlessly. The
talk will debate the evolution of disinformation narratives in the past year,
building on data collected in the framework of EDMO Belux
(Belgium-Luxembourg European Digital Media and Disinformation Observa-
tory) and EU DisinfoLab’s monitoring of fact-checked disinformation in France,
Germany, and Spain. The intersectionality of disinformation will be emphasized
through empirical examples to show that disinformation is overcoming ideo-
logical boundaries for tactical convergence. The information disorder travels
across different countries, languages, and platforms. The same communities are
exposed to hoaxes that combines the twin crises (e.g., from anti-vax to
pro-Russian stances) and other polarising issues (e.g., elections, migration
policies, or civil rights). The common trait of these hybrid communities seems to
be a pre-existing mistrust of government and institutions: in fact,
anti-establishment sentiments resonate with people from different backgrounds.
In view of these considerations, conclusions will address counter-disinformation
responses with reference to the EU framework and, in particular, the imple-
mentation of the Digital Services Act. The main takeaway is the need for a
systematic rather than ad hoc response, shifting away from crisis management to
building resilient communities capable of facing the next disinformation chal-
lenge regardless of its topic.



Biography

From the Infodemic to the Information War XV

Maria Giovanna Sessa is a Senior Researcher at EU
DisinfoLLab, where she coordinates research activities.
She holds a Ph.D. in Political Science and has previ-
ously worked as a researcher at Fondazione Feltrinelli,
as a teaching assistant at the Universities of Siena and
Florence, and as a consultant for EU projects. Her
research interests focus on disinformation in political
communication, gender-based attacks, and interna-
tional crises.



The Propagandists’ Playbook: How Search
Engines are Manipulated to Threaten
Democracy

Francesca Tripodi

UNC-Chapel Hill School of Information and Library Science
ftripodi@email .unc.edu

Abstract. During this keynote address, Dr. Francesca Tripodi will provide a
detailed analysis of the tactics conservative elites use to spread disinformation in
pursuit of partisan political goals, demonstrate disinformation’s historical con-
nection to white supremacist logics, and present a deeper understanding of how
our society has become algorithmically polarized. Combining interviews and
ethnographic observations with content analysis, media immersion, and
web-scraped metadata, this talk takes audiences on a deep dive into conservative
media practices. Through the mechanics of information literacy, networked
media, search-engine optimization, curated keywords, and strategic signaling,
Dr. Tripodi will explain how conservative pundits and politicians weave toge-
ther economic, social, and religious groups into a common conversation and
seed the internet with content around these filters. By encouraging audiences to
“do their own research,” this method of spreading propaganda mainstreams
extremist logic, changes narratives adopted by mainstream media, and blurs the
lines between reality and fiction. The goal of identifying these tactics is to break
the feedback-loop vs. trying to reactively treat “information disorder,” because
disinformation is not a bug in the code, it is a feature wielded for political gain,
and a great risk to American democracy.

Biography

Francesca Tripodi is a sociologist and media scholar
whose research examines the relationship between
social media, political partisanship, and digital
inequality. She is an Assistant Professor at the School
of Information and Library Science (SILS) and a
Senior Research at the Center for Information Tech-
nology and Public Life (CITAP) at UNC-Chapel Hill.
In 2019, she testified before the Senate Judiciary
Committee on how search engines are gamed to drive
ideologically based queries, a subject that is the focus
of her forthcoming book with Yale University Press
titled The Propagandists’ Playbook. Her research has
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been covered by The Washington Post, The New York
Times, The New Yorker, NPR, The Columbia Journalism
Review, Wired, Slate, The Guardian and The Neiman
Journalism Lab.



The Role of Display Advertising
in the Disinformation Ecosystem

Ceren Budak

University of Michigan School of Information
cbudak@umich.edu

Abstract. The role that markets play in the disinformation ecosystem is gen-
erally overlooked and yet significant. For instance, revenue-seeking parties can
set up disinformation sites and use them to monetize traffic through ads. Our
ability to curb misinformation depends, at least partially, on understanding and
changing these incentive mechanisms. How can we make meaningful progress
in this direction? The first step is to understand the role different market forces
play here. In this talk, we will take that first step and quantify the degree to
which ad firms and advertisers support producers of misinformation through
display advertising. By using data continuously collected on ads served on low
and high credibility news sites, we will discuss (a) which ad firms and adver-
tisers are uniquely responsible for supporting misinformation sites, (b) how
these patterns are changing over time, and (c) how different ad-firm or retailer
centric strategies to curb misinformation is likely to reshape the disinformation
ecosystem.

Biography

Ceren Budak is an Associate Professor at the School
of Information at the University of Michigan. Her
research interests lie in the area of computational social
science. She utilizes network science, machine learn-
ing, and crowdsourcing methods and draws from sci-
entific knowledge across multiple social science
communities to contribute computational methods to
the field of political communication.
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User Perception Based Trust Model of Online
Sources: A Case Study of Misinformation
on COVID-19

Loay Alajramy® and Adel Taweel =

Department of Computer Science, Birzeit University, Birzeit, Palestine
lalajramy@birzeit.edu

Abstract. Online websites have become an important source of information in
all domains. Health has become one of the most Internet-dependent domains for
information for the common users and experts alike. However, health information
can be a critical determinant of human health and false information may cause real
harm to Internet users. In this research, we aim to develop a model that evaluates
the degree of trust in websites that provide health information. We conducted a
quasi-experiment to assess the factors that affect user trust in health information
providing websites. The experiment was conducted on pre-selected websites that
provided information on Covid-19, ranging from official sources to those reported
as providing misinformation. Participants had to assess the websites and determine
factors that affected their level of trust. A total of 30 participated in the quasi-
experiment, including both common users (46%) and health experts (56%). As a
result, we identified the user-perceived importance weight of each of the studied
factors that affect user trust in the studied websites. Using the identified importance
weights of the factors, we developed a trust model and algorithm to evaluate
the degree of trust in websites that provide health information. To evaluate the
scalability of the developed model and algorithm, they were additionally applied
on a set of pre-identified websites. The results were compared to the manually
assessed scores conducted by health expert participants. The developed model
achieved an error rate between 15%—19%, depending on the type and nature of
the information-providing websites.

Keywords: Trust model - Misinformation - Online sources content - Covid-19

1 Introduction

In the first of 2021, the world Internet active users have reached 4.66B users, with nearly
60% of the world’s population [1]. With this massive spread, the Internet has become
one of the main sources of information because of the ease-of-access and large amount
of information transmitted to it through online websites or social networks.

The health domain is one of the main domains that have a large share of the infor-
mation published on the Internet. As reported, there are over 70,000 online websites
specializing in providing medical information for online users making the internet an

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
F. Spezzano et al. (Eds.): MISDOOM 2022, LNCS 13545, pp. 1-15, 2022.
https://doi.org/10.1007/978-3-031-18253-2_1
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important data source [2]. Also, many other websites, non-specializing in health, pro-
vide information in this field. About 7% of daily searches on the Google search engine,
alone, are related to health [3]. Some researchers argue that sharing health information
between users is very important to increase consumers’ health experience [4].

With the many benefits of the availability of the health information over the Internet,
however, this has a frightening and dark side, due to the ease of spreading false and mis-
leading information. That may cause significant problems that may lead to harm or even
death [5, 6]. It has been reported over 800 persons have died because of misinformation
about covid-19, and other 5800 were taken to hospitals [5]. Others reported many other
issues that affected communities because of fake and misinformation, such as effects on
economies, marketing for untrusted products and many others [6].

Due to the rapid spread of misinformation, the World Health Organization (WHO)
indicated that the spread of the information epidemic regarding Covid-19 is parallel to
the spread of the virus and contributed to deaths and injuries [7].

Because of these problems, many researchers have focused on finding the factors
that determine how users trust websites that provide health information. Identifying and
understanding these factors, will help enhance our ability to identify websites that provide
misinformation and the level of trust in these websites and thus may help decrease their
spread and effects on Internet users.

Our work aims to understand how users trust websites that provide health informa-
tion, and what factors affect their trust. Using these factors and their importance can
help build a trust model that measures the level of trust of websites and consequently the
information provided by them. The work focuses on Covid-19 as a case study, because
of the global concern of the massive amount of misinformation that was published in
the last few years.

2 Related Work

Fake information is news or information fabricated published with the intent to cheat
people to achieve goals for the publisher [9]. This misinformation is published on social
media, websites, and other information sources.

Several researchers focused on measuring the factors of trust on websites that provide
health information to determine whether to publish information or not. Sillence et al.
[10] used an online survey, on 1123 users (625 USA, 498 UK), to find the indicators
that affect user trust in websites that provide health information. The authors focused
on four types of indicators in their questionnaire: personal experiences, credibility and
impartiality, and privacy and familiarity. They found credibility and impartiality as the
main factors that have directly affected user trust.

Gunther et al. [11], on the other hand, conducted experiments by requesting from
participants to undertake specific tasks on searching about health information, then
interviewed them. Twenty-one users, who previously searched for health information on
the internet, participated in this experiment. The final result of these experiments was
that most of the participants focused on several factors including source or provider,
website design, usability, language, and scientific appearance. However, no participant
searched for information about the website or parent organization. Also, in [12], the
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authors found that the interface design and its beauty are influencing factors of user’s
trust, in addition to, the main factor they found, the familiarity of the website.

In the study [13], they found that parents rely heavily on health information from the
Internet to care for their children. The authors have interviewed 15 parents of children of
ages between 1.5-21 years. To trust the information, parents made comparisons between
information from different sources, such as other websites, experts, or other sources.
Another study found that the parents’ trust is affected by the title and description of the
websites, but often they did not consider the sources [14].

In[15], they found the trustin online health services is affected by separate factors, the
most important of them is trust in offline services (e.g., parent organization and medical
team). These factors have a direct impact on users’ trust in online health services. The
participants in this study, total was 93, were users who used the e-service of a hospital. In
[16], the authors found that the website’s origin affected users’ trust in addition to other
factors, such as ease-of-use, familiarity, language, references, and commercial interest
and others. Although the participants in the experiment reported in [ 17] expressed distrust
of online health information in general, but they noted that the organizational authority
and clear language affected their trust positively.

In the study [18], after interviewing a small group of people, the authors found dif-
ferences between participant opinions about the factors that affect their trust in online
health information. But in general, the information style and website design were identi-
fied as factors that have an impact on trust. The study in [19] confirmed the existence of
discrepancies in the opinions of people with little health experience and their reliance on
inaccurate factors to assess the “goodness” of health information provided on websites,
so they did not accurately identify the validity of the information provided, compared to
people with health experience. Yalin et al. [20] summarized 37 research papers from the
year 2000 to 2019 in this field, as a systematic literature review. They found many factors
that affect users’ trust in online health information with different levels of importance
such as trustworthiness, expertise, objectivity, familiarity and others.

Trust is a difficult phenomenon to study, especially that people may not always be
good at assessing the factors that really affect their perceptions of trustworthiness [22].
Also, using people’s perception to determine trust factors may not always provide very
reliable results, because people often lie, although not necessarily always consciously
[22]. However, based on the above studies, understanding and determining how people
perceive trust and how they make their trust judgement is a valid and a noteworthy
approach to use for trust modelling.

3 Our Approach: User Perception-Based Trust Model for Websites

This works aims to develop a trust model that can calculate level of trust of websites
based on a number of factors and their importance. However, to identify the factors of
significance in determining trust and their importance, we conducted a quasi-experiment
on a set of pre-identified key factors, identified as the most significant, as the most
frequently reported by the literature, and a set of manually pre-selected websites, used
as a gold standard, to compare against participant responses. These will help determine
the importance level of each of these factors based on users’ perception of how they
affect their level of trust in websites and the information provided by them.
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3.1 Trust Factors

This section will describe the factors that were identified for the study and the way each
affects user trust. The selected factors were chosen based on those significant factors
identified in the literature and those of relevance to the characteristics of the manually
identified websites for the quasi-experiment.

These identified factors were divided into three types: those related to the character-
istics of the website itself, the content provider, and the content itself. These factors are
described below in more details.

Website Quality:

1. Website design: it falls under the main factor of aesthetics. The first impressions
have an important effect on user trust, one of the main factors that affect the first
impression for the user is the website design [21]. Many of the previous research
mention the importance of website design as one of the main factors of user trust in
websites that provide health information [11, 12, 18].

2. Website performance: the performance of the website helps to achieve user require-
ments and provide good experience using it, which raises user trust in the information
provided by that website. Performance of the website is the main factor for the suc-
cess of websites, which can be measured by the response time, loading time, page
size, and others measures.

3. Website global rank: there are many algorithms that are used to rank websites in
search engines such as PageRank, HITS, and others, however each measures the
value of websites in a different way. We used the rank provided by SimilarWeb!,
because it calculates the popularity of websites by measuring the number of monthly
unique visitors and the number of page views.

4. Website domain: is a string that defines the realm of administrative autonomy, author-
ity, or control on the Internet. Some domains need special conditions such as high-
level domain (e.g., .int, .edu, and others). As reported, a website domain increases
trust and prevent distrust [23].

Website Origin:
Privacy policy: alegal document that shows how an organization or website collects and
uses user’s data. Many researchers reported that privacy policy affects level of user trust
to provide personal information [20].
Logo: research indicates a relationship between the logo and its familiarity to users,
which it has decreased the need to verify the information provided in the website [10].
Parent organization type (profit, nonprofit): according to [20], websites published by
nonprofit organizations that provide information about the celiac disease have a higher
rank on Google than websites by commercial organizations. That may be because other
websites view it as reliable sources of information [20].

! www.similarweb.com.
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Location of parent organization: Richard et al. [24] found the location (domestic
or international) of e-commerce organizations affects user trust in their website. This
research will study if this information applies to websites that provide health information.

Country of parent organization: many users are affected by the country of the website
that provides health information. In [16] some of the participants reported that they trust
information from America more than others.

Content Quality:

References: studies reported that using references, in citing the content, both online and
offline references, had a significant impact on increasing user confidence in online health
information [11].

Scientific and official touch: the scientific content can be observed through sev-
eral characteristics, the most important is writing well, i.e., writing correctness and
style, and showing the author’s information, which would increase the user’s trust in the
information provided [11].

Multi-language: reported that websites that provide a multi-language ability helped
to increase trust in websites that provide information or services for large societies [20].

From the above, the exact factors, their abbreviations and description, that will be
considered to study further in our work are listed in Table 1 below.

3.2 Quasi-experiment Design

After reviewing the literature, we developed a set of questions that measure the level of
importance of the identified factors and to study how they are perceived by participants
in our experiment. The quasi-experiment included an online questionnaire that included
12 questions that represented the selected trust factors. Each participant is required to
complete one questionnaire, for each one of the pre-selected online websites, completed
separately for each. Six websites were carefully manually selected, ranging from highly
trusted to low trusted websites, described in more details below.

We requested from the participants to go through specific articles on each of the
six websites that provided information about Covid-19. Secondly, they, then, rate their
level of trust in the website out of 10. As a third step, they answer 12 questions, on 5-
point Likert scale, divided into three categories, each category on one type of the above
factors that represent the characteristics of the website, the provider, and the content.
These three steps are repeated for each of the six websites. We added the global rank,
from SimilarWeb, to the description for every website, as a potential indicator.

3.2.1 Websites Selection Criteria

The websites were manually chosen so that they carry different degrees of trust: two
websites have a high degree of trust, which are considered officially recognized as main
sources for health information, in the world, and belong to official organizations (e.g.,
WHO, Harvard University). Two other websites with lesser degree of trust, one of them
for a commercial company for the health industry, another one allows users to talk
about their health experiments (e.g., pfizer). The last two websites were chosen based on
the recommendations of some press reports that they are not reliable [3]. After careful
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Table 1. Trust affecting factors under study.

Factor Description
Website quality
Website design It represents how well or professionally the interface of

the website is designed, in achieving professional look,
feel, sophistication and coherence in UI/UX design

Website performance

It represents how fast is the website in its response to
request and loading its information

Global rank

the rank provided by SimilarWeb

Website domain

It represents the type of domain of the providing
organization (.edu,.org,.int...etc.):

Website origin

Privacy policy It represents whether a website/organization provides a
clearly written privacy policy of e.g., user personal data,
cookie usage etc.

Logo It represents whether the website provides and includes

a professionally designed logo on its pages

Organization type (profit, nonprofit)

Parent organization type profit or nonprofit

location of the organization

It represents where the organization is located and
whether global, regional, or local to the user

The country of website

It represents the country of where the organization is
located, how the user generally perceives the country as
a trusty source of information

Content quality

Reference

The content is well-referenced (or not): it represents
how well the article is referenced to correct sources of
information

Author Information

Content clearly shows author information (or not): it
represents whether the information of author is clearly
written on the article

Article written (scholarship)

Scholarship: it represents how well the article is written
(scholarship)

Multi-language

Multi/single Language: it represents whether the article
is written in more than one language (or in a single
language)

manual check, we found they publish some misleading articles that contradict with WHO

reports.

Ideally, selecting more than six websites would provide more accurate results, but
due to the long time it took to complete the experiment by each participant, six websites
were deemed sufficient to measure the user perception of each of the factor’s importance.
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Table 2 shows the list of the selected websites arranged depending on the degree of trust
based on the opinion of the researchers.

Table 2. Websites for experiment

Website URL Manual researcher trust assigned value
www.who.int 10
www.health.harvard.edu 10

www.pfizer.com

http://vestibular.org

http://vaccineholocaust.org

(= e e

http://healthfreedom.news

3.2.2 Participants Selection

To reach a more comprehensive view of user perception of common internet users, ideally
participants should include non-expert users. However, based on the results of previous
studies [18, 19], users with low level of health experiences find it difficult to decide if the
online health information is true or not. Therefore, to qualify the results, the experiment
included more than half of the participants (56%) with those that have work experience
in the medical field, to achieve more accurate results. These participants included health
experts from three national hospitals from two different cities. The rest of the participants
were common users, come from different specialties such as (computer sciences-CS,
teaching, and others). Figure 1 shows the work experiences of the participants.

= Medical filed

= English language
specialist

= Military

= Teaching

Fig. 1. Participants distribution.
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3.2.3 Platform for Data Collection

We collected the data by designing the questionnaire as a Google form, to enable and
facilitate conducting the experiment online, which also provides ease of use and easy
access. Additionally, participants come from different locations and thus Google forms
enables to conduct the experiment remotely.

4 Experimentation and Results

This section describes the collected data and discusses the proposed model. The first
step in the data analysis is to calculate the average degree of trust from participant
responses, on the six websites. As shown in Table 2, we found that most participants
were able to distinguish highly trusted and medium trusted websites, but with less ability
to distinguish untrusted websites. Table 3 shows the websites and the average degree of
trust for both health and non-health expert participants. On ANOVA test, the results are
statistically significant, of p-value < 0.00001.

Table 3. Trust degree for all participants

Website URL Overall average trust (User Assigned Value) [1-10]
Health experts Non-health expert All participants

www.who.int 8.65 7.54 8.1
www.health.harvard.edu 8.3 7.46 7.88
www.pfizer.com 7 6.61 6.81
http://vestibular.org 5.76 5.69 5.73
http://vaccineholocaust.org 4.77 5.41 5.09
http://healthfreedom.news 4.23 5.23 4.73

To reach more distinctive results between participant responses, collected data was
reduced to 3-point Likert scale: disagree (strongly disagree and disagree), natural, agree
(agree and strongly agree). All data, i.e., all participant responses, for all factors, for all
participants for the six studied websites are shown in Fig. 2 (data for the same factor for
each of the six websites from 30 participants are combined, thus total 180 responses for
each factor). From participant responses, we identified the level of importance of each
of the factors. We found that most of the participants consider the use of references,
location of parent organization, and writing correctness (scholarship) are very important
for trusting health information provided by websites. On the other hand, most of them
care much less about websites’ performance (response/speed), privacy policy, and global
rank of websites.


http://www.who.int
http://www.health.harvard.edu
http://www.pfizer.com
http://vestibular.org
http://vaccineholocaust.org
http://healthfreedom.news

User Perception Based Trust Model of Online Sources 9

We found a distinct difference of change in the level of importance for the same factor
that caught the attention of the participants, for different types of websites. For example,
we found the website design received lower attention in trusted websites with rank 8,
and takes more attention for medium trusted ones with rank 6, but in untrusted ones it
takes most attention with rank 2. Table 4 shows the arrangement of the factors based on
the degree of importance by participants, (i.e., their perception as of higher importance)
from high importance to low for websites categorized as trusted, medium-trusted, and
untrusted or low-trusted.

To improve the accuracy of results, we set a threshold to accept the factors that
received more than 100 positive responses (i.e., arbitrarily set to, at least 75% of total
highest Agree responses) from participants to define user trust in websites that provide
health information. From this, we can deduce the most important factors to consider
are (numbered from most important to least important): 1: Reference, 2: Location of
the parent organization, 3: Article written (scholarship); 4: The country of website, 5:
Author information’s, 6:Website design, 7: Website domain.

98

51 ' il
31

122

43 - article written (scholarship)
117
44 0 author information's
131
33 reference
16
120
43 The country of website

123
location of the

96

organization type (profit, nonprofit)
logo

privacy policy
108

Website domain

global rank

Website performance

13

43 Website design

O
120 100 80 60 40 20 0

HTOTALAgree  WTOTAL Neutral W TOTAL DISAGREE

Fig. 2. Participant’s answers for all indicators questions.
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Table 4. Arrangement of the factors based on the degree of acceptance of participants for websites
divided into three categories

Rank | Trusted website Medium trusted websites | Low trusted websites
1 Reference article written Reference
(scholarship)

2 location of the organization | location of the organization | Website design

country of website The country of website article written
(scholarship)

4 author information’s author information’s author information’s
article written reference The country of website
(scholarship)

6 Website domain Website design location of the organization
multi-languages Website domain Website domain

8 Website design organization type (profit, | multi-languages

nonprofit)

9 Logo global rank organization type (profit,

nonprofit)

10 organization type (profit, | multi-languages Logo
nonprofit)

11 privacy policy Logo global rank

12 global rank privacy policy Website performance

13 Website performance Website performance privacy policy

5 Proposed Trust Model

5.1 Trust Score Model

Based on the literature and our work in the quasi-experiment, we developed a trust
score model to assess the degree of trust of websites that provide health information.
To reflect the importance of each factor, each is derived from participant’s opinion or
perception of trust. For example, based on the results, we can deduce that the importance
of using references is considered more important than website domain, as perceived by
the participants. Thus, to compute the weight of the factors in our model, from user
responses, we use the following equation:

_ FAG
~ ALLAG
where FW is factor weight, FAG is the agree response of the factor, and ALLAG is the

total Agree response for all the seven identified factors. The result of the calculated
weights or trust scores is shown in Table 5 (shown values are approximated).

FW (1)
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Table 5. Trust score model

Factor Score/100
Reference 16
Location of the parent organization 15

Article written (scholarship) 14.5

The country of website 14
Author information’s 14
Website design 13.5
Website domain 13

From trust scores, in Table 4, a fully trusted website will be donated with 100

points and a fully untrusted website will be donated with 0 points. To achieve additional
accuracy or different weighting for each factor, to calculate the points for each in the
model, additional conditions were considered for each factor. The following conditions
are derived from obtained results and the literature:

Reference score: websites that use less than 3 references achieve 5 points, 4-6 ref-
erences achieve 10 points and more than 6 achieve 16 points. Note the Reference
score may change depending on the article.

Location of parent organization score: the website must belong to an official organi-
zation, if the location of the organization is global it achieves 15 points, for regional
it achieves 10 points and local it achieves 5 points.

Article written (scholarship) score: the article must be written correctly with fewer
writing and grammar errors. If No errors, it achieves 14.5 points, 1-3 errors, it
achieves 10 points, and 4-6 errors, it achieves 5 points, more than 6 errors, it achieves
0 points. To find “writing” errors, we use Grammarly Google Chrome extensions.
The country of website score: website country must be in the first 20 in the number
of the published scientific article to take 14 points.

Author information’s score: the website must show the article author information to
achieve 14 points.

Website design score: to measure the user interface value we use Wave tool® (web
access ability evaluation tool).to achieve 13.5 points, website must have less than 20
Design Errors and Contrast Errors.

Website domain score: to achieve 13 points, a website must be from the top-level
domain (.int, .edu, .gov, .mil), because it has allocation restrictions.

Accordingly, the proposed trust model, to calculate its trust score, is developed as

an algorithm. The developed algorithm is included below.

2 https://wave.webaim.org/.
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Algorithm 1 proposed algorithm to compute trust score
1. Initialize TrustsScore and set it to 0
2. Initialize RL, OL, WR, CE, DE
3. Get reference list save it as RLL
4. if RL<=3)
TrustScore = TrustsScore +5
else if (RL >=4 && RL<=0)
TrustScore = TrustsScore + 10
else if (RL>0)
TrustScore = TrustsScore +16
End if.
Get parent organization location save it as OL
6. if(OL= = global)
TrustScore = TrustsScore +15
else if (OL= = regional)
TrustScore = TrustsScore +10
else if (OL= = local)
TrustScore = TrustsScore +5

ul

End if
7. Calaulate number of spelling and grammar error save it as WR
8. if (WR =0)

TrustScore = TrustsScore + 14.5
else if (WR >0&& WR <=3)
TrustScore = TrustsScore + 10
else if (WR >4&& WR <=0)
TrustScore = TrustsScore +5
End if.
9. Get the wuntry of website.
10. If the country on the list of first 20 country published sdentific research then
TrustScore = TrustsScore +14
End if.
11. Get author information.
12. Ifauthor information exist then
TrustScore = TrustsScore +14
End if.
13. Calaulate constrain error save it as CE and Calaulate design error save it as DE
14. if (CE<20 && DE <20)
TrustScore = TrustsScore + 13.5
End if.
15. If website URL contain one of (.int, .edu, .gov, .mil) then
TrustScore = TrustsScore +13
End if.
return TrustScore

6 Validation and Testing

To validate the developed score trust model, the algorithm is manually applied, first, on
the same six websites that were used in the quasi-experiment, to compare the results
of the score trust model to results obtained from the participants. The purpose is to
conduct a manual evaluation of the model with comparison to the defined gold standard,
with a trust degree approximate to the opinion of the researchers and participants in the
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quasi-experiment. To calculate trust score for a website, we use the following equation:

ST FW (ws)
10

where T3 is trust score for website ws, and FW is factor weight for website ws, for each
of the seven identified factors. FW for each of the factors is calculated bnaccording to
the conditions set in Algorithm 1.

The resultants scores generated by the model are then compared to the researchers’
opinion in Table 2 and the opinion of the health expert (only) participants, i.e., those
with health experience in Table 3 (health experts are selected to increase the accuracy of
the outcome). The results are shown in Table 6. As shown, the proposed model achieves
relatively good results with acceptable error rate. It is able to evaluate websites and their
information effectively and distinguishes between them effectively, i.e., it discovers
reliable and unreliable websites.

TS (ws) = 2

Table 6. Validation and testing result

Website Manual Expert/trust | Trust model | Error rate | Error rate
researcher | assigned calculated from from expert
trust value trust manual evaluation
assigned value/10 evaluation
value

www.who.int 10 8.65 8.2 1.8 0.45

www.health.harvar 10 8.3 7.95 2.05 0.35

d.edu

www.pfizer.com 7 7 8.15 1.15 1.15

vestibular.org 5 5.76 2.9 2.1 2.86

vaccineholocaust.org 0 4.77 1.9 1.9 2.87

healthfreedom.news 0 4.23 24 24 1.83

Average Error +1.9 +1.585

7 Limitations and Future Work

The authors recognize that this research has some limitations, but believe that it pro-
vides a good basis for an approach to aid the users to identify websites that provide
misinformation. We note some limitations that may be constitute threats to the validity
of the results. Firstly our result is based on a human judgment. This implies that there
may be differences in people’s opinions and their focus may be on different factors to
trust websites that provide health information and may not scale to websites providing
different type of information. Secondly, having larger number of websites to assess and
a larger sample of participants in the quasi-experiment would have improved accuracy
and reduced error. However, finding large number of health experts, to spend a long time
as participants, can be a real challenge.
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As a future work, scaling up the research and evaluation of the trust model, on
larger number of participants and larger and different types of information and websites
would enable to create a scalable solution. Developing the trust model algorithm as an
automatic computation in internet browser, e.g., plug-in, may prove a valuable tool to
users to distill invalid information.

8 Conclusion

This paper developed an approach to identify online sources that provide misinforma-
tion, about medical information. It developed a trust model that provides trust scores
of websites. The model assesses the degree of trust of websites that provide health
information, using trust factors identified based on user perception of how users trust
information provided by online sources or websites. To achieve, 12 factors of relevance
were identified from the literature and conducted a quasi-experiment to derive user-
perceived opinions of the importance of the factors that affect the level of trust in health
information providing websites, using COVIDE-19 as an exemplar.

The results found 7 factors, out of the 12 studied, that are of most importance to users
to determine trust in health websites. Using these results, a trust model was developed to
calculate a trust score for websites. The developed model was manually validated against
a set of gold standard websites and health expert opinion. As shown, the proposed model
achieves good result with an acceptable error rate between 15%—19%.
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Abstract. Since the spread of the coronavirus disease (COVID-19), a huge
amount of information about the virus has been published over the internet and
social networks. Along with such, there is an uncontrolled spread of harmful
misinformation. This paper aims to review three state-of-the-art datasets of misin-
formation on COVID-19 and present experimental comparison on these datasets
using various Neural Network architectures. The datasets comprise data from vari-
ous sources such as articles from trusted websites and posts and tweets from social
media. As for the algorithms, different Neural Network architectures (ANN, CNN,
RNN, and LSTM) are used to compare the reviewed datasets to detect misinforma-
tion about COVID-19. The experiments are conducted on the datasets individually
and merged together to generate models with larger input dataset. The results show,
in terms of accuracy, that feedforward Artificial Neural Network (ANN) outper-
formed other more complicated Deep Learning methods such as Convolutional
Neural Networks (CNNs) and Recurrent Neural Networks (RNNs). Moreover,
merging the datasets has resulted in better performance in comparison to the indi-
vidual datasets. In terms of execution time, ANN showed better performance with
shorter training time.

Keywords: Misinformation - COVID-19 - Neural networks - Deep learning.

1 Introduction

Towards the end of 2019, a new infection affected a number of people was discovered
in Wuhan, China. The symptoms appeared to affect mainly the respiratory system and
seemed to be similar to pneumonia. It was then classified as a virus of the SARS-COV
family and named as the SARS-COV-2, which is known as the COVID-19 coronavirus.
This disease has spread rapidly worldwide and the World Health Organization (WHO)
decided on March 11, 2020 to declare the new Corona virus a global pandemic'. The
number of deaths around the world as of the date of writing this article has reached

approximately 6.3 million death, and 517 million infected with COVID-19 [1].

Governments and international organizations have struggled to limit the spread of
this epidemic by imposing closures, curfews, and imposing other means of protection

(muzzle, sterilizers...etc.) [1].

1 https://www.who.int/director-general/speeches/detail/who-director-general-s-opening-rem
arks-at-the-media-briefing-on-Covid-19—11-march-2020.
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During the quarantine period, people used social media and there was a leap in the
number of active users for social media. Users used social media to post updates of the
state of the pandemic and to search for updates related to the emerging coronavirus.
For instance in United States, the average rate of using social media for a person raised
in the year 2020 from 54 min daily (in 2019) to 65 min [2]. This caused an increased
spread of misinformation that led to some serious issues like creating chaos, marketing
for unreliable products, affecting countries’ economies, and many other problems [3].
The WHO has described this situation as an information epidemic [1].

Lay users are generally not able to detect misinformation without prior experience.
It has become imperative for websites and popular social media networks to combat
the spread of misinformation. It is indeed a challenge to detect misinformation from
the huge amount of information exchanged over the Internet from many trusted and
untrusted sources [4, 5].

To overcome the aforementioned challenges, many researchers have developed tech-
niques to identify misleading information, many of which rely on Artificial Intelligence
(AI) and Machine Learning (ML) techniques [6]. In this paper, we use three different
datasets containing tweets, posts, and articles about COVID-19. The dataset instances
are labeled as fake or real and we aim to test these datasets on different Neural Network
architectures.

2 Literature Review

Misinformation is defined as “information that is contrary to the epistemic consensus
of the scientific community regarding a phenomenon” [21]. This information may be
published on social media such as Facebook, Twitter, online websites or other sources
of information over the web.

Natural Language Processing (NLP) is a branch of Al that aims to earn value and
better understand free text [22]. Text classification, in particular, deploys ML techniques
to classify text data into different categories. It has many applications such as classifying
clinical reports, research papers, media articles, social media posts, and many others [23].
Furthermore, NLP and ML have been widely used to detect fake news [10, 11, 13, 19,
20]. Most of these methods depend on comparing historical annotated data (fake and
real) with the new input data. The models are trained to learn certain patterns in the
historical data and apply them to new data and classify them based on these patterns [6].
To annotate data as fake or real, researchers use experts or online tools like Google fact
check and Snopes.com to name a few. These tools facilitate the work of researchers in
validating the accuracy of their data.

In this section, we review state-of-the-art techniques used to detect misleading infor-
mation about COVID-19 by grouping related works according to the ML techniques
used.

k-Nearest Neighbor (k-NN)

Is a nan-parametric algorithm that classifies new input instances based on the nearest
neighbors in the feature space. The final classification label is most common class among
the nearest k-neighbors. Though k-NN is a simple classification algorithm, it is used in
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cases where it is difficult to discover the relationships between features and target class
[8].

Aiming to identify misleading information, Alenezi et al. [9] compared Long-Short-
Term-Memory (LSTM), Multi-Channel-Convolutional Neural Network (MC-CNN),
and k-NN algorithms. The best accuracy was achieved using k-NN (k = 3) with a value
of 99% and precision/recall 99.24% and 99.72%, respectively. The main limitations of
their work is using a small dataset [10] as well using Twitter only to collect their data.

Naive Bayes

Naive Bayes is a probabilistic ML algorithm that is based on Bayes theorem. It assumes
that all features are independent on one another given the target class. In the case of text
classification, it depends on the likelihood of a word in the fake news post as a ratio of
the fake news posts that contain this word to the total number of fake news posts. This
algorithm may be strong with a weak correlation [11].

Granik, M et al. [12] used Naive Bayes algorithm to detect fake news in a data set that
was collected from posts published on Facebook. They achieved an accuracy of 74%.
This accuracy may be weak because of high error rate may cause high risk. This risk
comes from the high number of users rely on social media for information and news.

Support Vector Machines (SVMs)

Support Vector Machines are popular strong classifiers that are used in multiclass clas-
sification problems. SVMs create hyperplane(s) to separate data belonging to different
classes. If the data is not linearly separable, then SVMs maps that data into higher dimen-
sional feature spaces, through the kernel trick, to create more separating surfaces [13,
14].

Patwaetal. [7] created a dataset of 10,700 posts and news of real and fake information
about COVID-19. This dataset set was manually collected and published publicly?.
They classify the data using four traditional ML algorithm (Decision Trees, Logistic
Regression, Gradient Boosting, and SVMs). They achieved the highest results with
an Fl-score 93.32% for SVMs. This result is acceptable given the size of the dataset
compared with other published research. Dharawat et al. [15] also used SVMs and
compared its performance with against Random Forests (RF) and Logistic Regression
to detect misleading information. They used Bags-of-Words and TF-IDF to represent
their input features, which resulted in an accuracy around 95%.

In comparing different ML algorithms for this task, Elhadad et al.[6] performed
experiments using 10 algorithms on a manually collected data set and verified on fact-
checking websites. The main trusted information source is the WHO, UNICEEF, and the
United Nations. They used different feature representation including Term-Frequency,
TF-IDF using N-gram representation (i.e., unigram, bigram, and trigram), and word-
embedding. The highest accuracies were recorded for different algorithms with different
representations. For example, XGBoost resulted with the highest accuracy for using
word-embedding. However, the highest accuracy was encountered for ANN using TF
representation that resulted in 99.68%. More details on their experiments is shown in
Fig. 1.

2 https://github.com/diptamath/covid_fake_news.
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Artificial Neural Network and Deep Learning Approaches
Artificial Neural Networks (ANN5s) are strong classification technique that are comprised
of a set of connected neurons in different layers. A Neural Network consists of an input
layer, a hidden (or more) layer(s), and an output layer. The data is passed to nodes (i.e.,
neurons) from one layer to the other and each node contains an activation function that
represents a mathematical transformation of data. The inputs are adjusted by weight and
added the bias, which will decide whether to activate the neuron or not. This algorithm
is used in the complicated and uncorrelated datasets [16].

Using NN algorithms to detect fake news was studies extensively [7, 16, 17]. In [7],
the authors achieved good accuracy with the neural network algorithm 88.20%.

Convolutional Neural Network (CNN)

CNN is a Deep Learning algorithm that is improved over the simple neural network
architecture. The main use of CNN is in the field of image understanding and classifi-
cation. A standard CNN consists of five layers as shown in Fig. 2. These layers are as
follows [13]:

1. Input layer: receives the input data and transforms it into matrix. In case of text data,
it is called word embedding vector.

2. Convolutional layer: receives the input matrix then uses several filters that execute
the convolutional operation. After performing mathematical operations on the input
matrix, it will output one column matrix.

3. Pooling layer: the main task of the pooling layer is to decrease the input feature
vectors.

4. Fully connected (FC) layer: learns a non-linear collection of features as represented
by the output of the convolutional layer. This layer is learning a possibly non-linear
function in that space [16].

ACCURACY, ERROR RATE, AND AREA UNDER CURVE OF THE VALIDATION RESULTS

Classification Algorithm

Metric Feature Extraction DT MNB BNB IR kNN Perceptron NN LSVM ERF XGBoost

TF 99.04 98.29 95.09 99.36 96.42 98.93 99.68 99.52 99.52 99.15

Unigram 98.93 98.01 93.96 98.18 98.67 99.57 99.63 99.52 99.15 99.25

Bigram 98.02 97.92 90.55 97.49 97.06 98.72 98.99 98.99 98.56 96.80

Trigram 93.00 92.57 92.68 9247 90.92 93.54 93.75 9391 93.43 9145

TF-IDF

Accuracy (%)

N-gram (n=2:3) 98.56 98.08 90.97 97.81 96.64 98.99 99.57 99.57 98.72 97.44

Characters Level | 99.20 97.97 91.35 98.08 99.36 99.52 99.63 99.63 99.09 99.41

Word Embeddings 9733 5545 64.80 80.61 89.16 7212 93.86 65.99 98.72 99.52

Fig. 1. The results of the comparisons between different algorithms and different representation
of features as appeared in [7].

Choudrie et al. [18] used various DL techniques to classify the input text as useful
information or misinformation. High results were encountered using CNN and decision
tree algorithms reached 86.7%. However, using a small dataset (147 instances) is a main
limitation of their work.
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Fig. 2. The architecture of Convolutional Neural Networks [13].

LSTM algorithm has been used for detecting misinformations. Agarwal et al. [24]
used the LSTM algorithm to detect misinformation and compared to other algorithms
(SVM, CNN, KNN, and Naive Bayes). Their results show that the LSTM outperformed
the other ML and DL methods and obtained around 97% accuracy. Similarly, it was used
as a classifier for Fake News Detection with GloVe word embeddings and obtained an
accuracy of 84.1% [25].

In this work, we will report our experiments on using different Neural Network archi-
tectures: feedforward Artificial Neural Network (ANN), Convolutional Neural Networks
(CNN), Recurrent Neural Networks (RNN), and Long-Short-Term-Memory (LSTM).
We evaluate these algorithms on different datasets and show their results.

3 Methodology

The goal of this work is to review different methods on classifying misleading informa-
tion as well performing experiments using different Neural Network and Deep Learning
architectures. Our goal is to build models that classify input text about COVID-19 as
real or fake using Neural Network algorithms and evaluate them on large datasets. This
section presents the used datasets and the proposed model used in our experiments.

3.1 Dataset

In the literature, there are many publicly available datasets on COVID-19 misinforma-
tion. In this work we use 3 datasets that we will conduct our experiments on individually
and combined.

The first step is to use existing dataset or build a new one. Since there are many
published data sets about COVID-19, decided to use the publicly available datasets
instead of building a new one. We selected the following datasets:

1. Fighting an Infodemic [8]: this dataset contains articles, posts, and tweets in the
English language. The size of the data setis 10,702 instances. This dataset is collected
from various trusted online sources like the World Health Organization and the
Centers for Disease Control and Prevention. The fake news were collected from
social media networks that verified the news manually and other fact-verification
online websites.
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2. Extracting Informative COVID-19 [19]: this dataset contains English tweets that
are labeled as informative/uninformative. This dataset comprises 10,000 tweets.

3. A Multimodal Repository for COVID-19 News [20]: this dataset is created using
2,029 articles about COVID-19. The dataset contains other features as the publisher,
country, Publication Date, and News URL.

3.2 Preprocessing and Merging Datasets

The first step in the preprocessing is to delete the unnecessary features (e.g., tweet id,
publisher, and country of publisher ...) and keep the text-only data. Cleaning data also
entails removing empty rows and deleting the non-English characters, emoji’s, symbols,
URLS, and stop words. Then we standardize the labels of instances between the 3 datasets
(i.e., [1, 0] and [informative, uninformative]) to be able to merge the datasets.

We merge the datasets in several stages as shown in the next section. All duplicate
instances in the datasets are checked and removed. The dataset is split into 80% training
and 20% test sets taking into account that the test subset contains data from the three
collected datasets.

3.3 Experiments and Result

We merged the datasets in different combinations. We refer to the datasets as (a) for the
dataset presented in [8], (b) for the dataset presented in [19], and (c) for the dataset of
[20]. As stated earlier, the datasets are merged in several stages based on the experiment
as follows: (a & b), (a & ¢), (b & ¢), and (a & b & c). Table 1 shows the size of datasets
and their sizes after the merge.

Table 1. The size of datasets before and after the merge.

Dataset Total Size Training size Test size
Real Fake Total Real Fake Total
10691 4476 4076 8552 1120 1019 2139
b 9931 4190 3741 7931 1056 944 2000
c 2018 1087 529 1616 268 134 402
a&b 20545 8229 8187 16416 2069 2060 4129
a&e 12555 5511 4542 10053 1363 1139 2502
b&c 11804 4782 4663 9445 1183 1176 2359
a&bé&ec 21997 9016 8573 17589 2249 2159 4408

On each of the resultant datasets, we generated models using feedforward Artificial
Neural Network, CNN, RNN, and LSTM algorithms. The results are shown in Tables 2,
3, 4, and 5 based on the used algorithm. The tables show the accuracy metrics and the
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total training time for each experiment. Unit of the run-time is per second the run-time
is approximate with a slight margin of error.

Note that all experiments were performed on a Dell Precision laptop with 32-GB
RAM.

Table 2. The results of running Convolutional Neural Networks (CNN) algorithm.

Dataset Accuracy | Precision Recall F1 score Total training time
Real |Fake |Real |Fake |Real |Fake
91% 92% |90% |91% |91% |92% |91% 350s
b 72% 2% |72% |67% |77% |69% |74% 340 s
c 69% 76% |54% |78% |51% |77% |53% 185s
a&b 77% T77% |77% |76% | 785 |77% |77% |1550s
a&ece 84% 86% |82% |84% |84% |85% |83% |1000s
b&c 67% 68% |67% |65% |69% |67% |68% 900 s
a&b&c |74% 5% |712% | 73% |75% |74% |74% |1750s

It can be noticed that the highest accuracy of CNN resulted with model created from
the first dataset (a). The results of the other metrics are also in-line with the accuracy.

Table 3. The results of the feedforward Artificial Neural Networks.

Dataset Accuracy | Precision Recall F1-score Total train time
Real |Fake |Real |Fake |Real |Fake
90% 98% |91% |92% |88% |91% |89% |45s
74% 5% |74% |68% |79% |71% |76% |50s
c 77% 81% |66% |85% |60% |83% |63% |45s
a&b 77% 9% |76% |75% |79% |77% |78% |55s
a&c 85% 85% |85% |88% |82% |87% |84% |70s
b&c 72% T4% |71% |69% |75% |72% |73% |75s
a&kb&c |76% 8% |73% |73% |78% | 75% |76% | 80s

The results of using feedforward Artificial Neural Networks (ANN) gave very similar
results as of using CNN with dataset (a) resulted in the highest accuracy. However, it
can be noticed that the training time of feedforward neural networks is much faster than
of CNN. Moreover, the accuracy and F1-score of the dataset merged of the three sets
(a & b & ¢) on using feedforward neural networks is higher than the CNN architecture.

RNN resulted with close accuracy of using CNN but with faster training time. How-
ever, the accuracy and F1-score on dataset (a & b & c) is less than both multilayer neural
networks and CNN.
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Table 4. The experimental results of the Recurrent Neural Networks (RNN).

Dataset Accuracy | Precision Recall F1-score Total train time
Real |Fake |Real |Fake |Real |Fake
92% 9B% |91% |92% |93% 92% |92% 2258
b 71% 5% 69% |58% |83% |65% |75% 240 s
c 70% 80% |55% 74% |63% T7% |59% 200 s
a&b 73% 5% |712% |69% |78% |72% |75% | 1030s
a&c 75% N2% |66% |59% |94% |12% |T7% 630s
b&c 65% 5% 61% |47% |84% |57% |71% 625 s
a&b&c |72% 3% 711% |72% |72% |72% |71% | 1100s

Table 5. The experimental results of using Long-Short Term Memory (LSTM).

Dataset Accuracy | Precision Recall F1-score Total train time
Real |Fake |Real |Fake |Real |Fake
90% 91% [89% |89% |91% |90% | 90% 7000 s
b 67% 2% |65% |51% |82% |60% |73% 6400 s
c 59% 76% |43% |56% |66% 64% |52% 1750 s
a&b 70% 2% |68% |64% |76% |68% |71% |15500s
akec 74% 90% |65% |59% |92% |71% |76% 8000 s
b&c 64% 65% |63% |60% |68% |63% |65% 8300 s
a&kb&c |69% 69% |69% |72% |66% T1% |68% | 18500 s

LSTM algorithm resulted in the highest running time through the training stage with
no major improvement on the accuracy. Contrarily, it resulted in lower accuracy and
F1-score values in comparison to the other algorithms.

4 Discussion

As shown in the tables above, there is a slight superiority for the simple feedforward
Artificial Neural Network in comparison with the other algorithms. Where simple ANN
algorithm Accuracy 85% for the merged dataset (a & c) compared with 84% for CNN,
75% for RNN, and 74% for LSTM. However, for the individual datasets, CNN resulted
in the highest accuracy for dataset (a) and ANN has the highest accuracy for both datasets
(b) and (c) individually.

We noticed through the results and data distribution in Figs. 3 that 4 that the best
accuracy results were achieved with the shortest text lengths. Where dataset (a) with text
length between (2-100) words achieved accuracies that varied between 90%—-92% for



24 L. Alajramy and R. Jarrar

all algorithms compared with the dataset (c) with text length between (2-2200) words
that achieved accuracy scores between 59% and 77%.

On another note, when we compared the training time for all algorithms, the simple
neural network was much faster in terms of training time than all others algorithms.
Simple ANN algorithm took (80 s) to train the model with 50 epochs training on the

largest merged dataset (a & b & c¢) compared with (1100 s) for RNN, (1750 s) for CNN,
and (18500 s) LSTM.
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Fig. 3. Data distribution and the length of tweets in dataset (a).
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Fig. 4. Data distribution and the length of tweets in dataset (c).

5 Conclusion and Future Work

This paper aimed to detect misinformation about COVID-19 using different Neural Net-
work architectures on different datasets. The paper presented experimental comparison
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between different Neural Network architectures on three datasets individually and com-
bined. We found that a simple ANN achieved the best accuracy on datasets used in
comparison to other more complex architectures. As well, merging the datasets, which
resulted in a larger dataset, has increased the performance of the learning algorithms.
The algorithms ranked based on their accuracy as follows from best to worst: ANN,
CNN, RNN, and lastly LSTM.

Additionally, the simple ANN algorithm was the fastest in terms of training time
compared to the other algorithms. We can rank the algorithms based on the training time
from best to worst as follows: ANN, RNN, CNN, and LSTM.

For the future work, we plan to include other datasets and to train the models on
different languages such as Arabic. Furthermore, we plan to test against other ML algo-
rithms such as ensemble methods and other more advance Neural Network architectures
such as transformers.
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Abstract. Newspapers write for a particular readership and from a cer-
tain ideological or political perspective. This paper applies various nat-
ural language processing methods to newspaper articles to analyse to
which extent the ideological positioning of newspapers is reflected in their
writing. Political bias is illustrated in terms of coverage bias and agenda
setting by means of metrics, LDA topic modelling and word embeddings.
Furthermore, article source discrimination is analysed by applying vari-
ous classification models. Finally, the use of generative models (GPT-2)
is explored for this purpose. These analyses showed several indications of
political tendencies: disproportionate coverage of certain politicians and
parties, limited overlap of political discourse, classifiable article source
and divergence of generated text thematically and in terms of sentiment.
Therefore, reading a newspaper requires a critical attitude which consid-
ers the intricate political tendencies of the source.

Keywords: Political bias - Topic modelling - Newspaper agenda
setting

1 Introduction

Newspapers typically write for a particular audience, and from a certain ideolog-
ical or political perspective. For opinion articles this is not necessarily a problem
if authors and media are transparent about their positioning [6], but ideological
or political bias is an issue for analysis or news reporting articles [12]. Framing
the debate and setting the political agenda offers media considerable influence
depending on how critical the reader is in consuming content. Media outlets have
been visualised on political bias and news value scales to this end?.

Specific newspapers shape their readers’ view through how and to what
extent they select, present, and discuss political issues as a subset of the collec-
tive political discourse. Unlike modern social media where each user publishes on
personal account, a newspaper is formed by the collection of articles from differ-
ent writers and tied together by the editor. This editorial coherence shapes the

! Visualisation of the position of media on a political bias and news value scale by
Vanessa Otero https://adfontesmedia.com/static-mbec.
© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
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Table 1. Research questions

RQ1 | To what extent is the ideological position of newspapers reflected in their writing?

SQ1 | To what extent is coverage bias measurable in newspapers?
SQ2 | To what extent do newspapers share a set of topics?
SQ3 | To what extent do specific newspapers cover the shared political topics?

SQ4 | To what extent can newspapers be identified given a political article?

SQ5 | To what extent does text generation based on specific newspapers diverge in topic?

newspaper’s ideology or political perspective [12]. By selecting what news news-
papers collectively cover and how they write in terms of sentiment and theme,
the scope of political discourse is determined which is the basis on which parties
distinguish themselves and the public casts their vote. Inversely, politicians or
parties might shape their messages into a format that make it more likely to be
included.

Recent research in Germany [7], Denmark [10] and Korea [14] has quan-
tified bias in seemingly politically neutral articles by means of modern com-
putational techniques. Regarding selection bias work by Susanszky et al. [27]
measures the extent to which demonstrations in Hungary are under reported in
pro-government media outlets. Their analysis is based on a dataset containing
329 articles. Furthermore, there is research vanilla GPT-2’s bias in relation to
occupation-gender ratio [17] as well as political bias [20]. Following up on GPT-2
with 1.5B parameters trained on 40 GB of text and published in 2019, a larger
model GPT-3 was published in 2020 with 175B parameters and trained of a
filtered dataset of 570 GB [4,22].

There is a gap between these works of specific bias analysis of a subject,
media outlet or source and bias on a high-level generative model like GPT-2
based on an enormous set of textual data. This paper aims to bridge this gap by
tracing political positioning of newspapers based on a large collections of their
articles. Furthermore, in this paper we aim to retain the bias in the generative
language model and analyse it in contrast to studies reducing bias in the model.

Work by De Vries et al. [30] recycling the originally English GPT-2 model
has made a Dutch version available through Huggingface. This version is partly
trained on old newspaper articles for 2007. Therefore, this paper extends on this
work by fine-tuning the model on more up to date Dutch articles from 2021.

Analysing and visualising political bias, scope and coherence in newspapers
can uncover and unpack political and ideological orientation. Understanding
these underlying mechanisms facilitates safeguarding readers by showing the true
colour of sources where this is obfuscated. Therefore, this paper seeks to answer
the following key research question: to what extent is the ideological position of
newspapers reflected in their writing? (for sub questions see Table 1).

The research questions are answered by applying computational techniques
to a collection of 96,840 Dutch newspaper articles collected for the purpose of
this paper. To answer the first sub question the political bias in newspapers is
quantified. The second sub question provides a high level, illustrative view of
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the scope of the collective political discourse present in newspapers. The third
sub-question aims to uncover the specific scope of political discourse unique to
newspapers compared to the shared topical perspective among newspapers. The
fourth sub question looks to illustrate the coherence of articles in newspapers.
Finally, for the fifth sub question we fine-tune natural language generation mod-
els on specific newspapers, to analyse the divergence in text generation.

The contribution of this paper consists of introducing the application of spe-
cific computational methods to newspaper data for quantitative political research
and analysis. Specifically, analysing selection bias by means of topic modelling
and word embeddings, analysing identifiability of article source by means of clas-
sification models and analysing thematic and sentiment divergence by analysing
the output of Dutch source specific fine-tuned GPT-2 models. Applying gener-
ative language models is unique in this context of political bias. Some research
that approaches this topic is an attempt to deep fake politicians on twitter by
Ressmeyer et al. and a domain specific BERT model for the 2020 election for
example [16,23]. Furthermore, the size of the Dutch dataset used for these anal-
yses is among the larger of those used in related work.

The remainder of this paper is organized as follows. Section2 reviews the
background and related work. We then present methods, analysis and results for
data collection (Sect.3), coverage bias (Sect.4, SQ1), discourse topic analysis
(Sect. 5, SQ2-3), article source identification (Sect. 6, SQ4) and text generation
(Sect. 7, SQ5), followed by a discussion (Sect.8), limitations and future work
(Sect.9) and conclusion (Sect. 10).

2 Related Work

In this section a background context on the study of political ideology in media is
constructed by discussing bias, political ideology spaces and source classification
of textual data.

In the context of this paper, bias is the action of supporting or opposing a
particular person or party in an unfair way through allowing opinion to influence
judgment. It can manifest itself in various ways as illustrated in research by Eberl
et al. [9] where political bias in media is divided into three types: visibility, tonal-
ity and agenda bias. Visibility bias is defined as the effect of a party or politician
receiving a relatively undue amount of coverage. Tonality bias describes the sen-
timent, positive or negative, of articles towards a party or politician. Agenda
bias concerns the alignment of topics or issues covered by the news and a party
or politician’s agenda topics. Quantifying visibility and tonality bias is a good
step towards answering the first sub question of this research. A lot of work
has been done to investigate visibility and tonality bias. For example, the work
of Dallmann et al. [7] covering political bias in online newspaper articles uses
occurrence metrics and sentiment analysis. Enevoldsen et al. [10] specifically use
sentiment analysis to study tonality bias.
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2.1 Dimensionality of Political Discourse

Various research studies have also been conducted on the modelling of the politi-
cal ideology space. Traditionally, this space is orientated on the one-dimensional
spectrum from left to right, even though this contrasts the complexity and mul-
tifaceted reality of public policy. For example, the convergence of the extremes
known as the Horseshoe model, challenges this linear view by discussing a con-
vergence of extreme right and left [28]. Similarly, the representation of politics in
newspapers is not limited to a single-dimensional scale. Modern dimensionality
reduction techniques have been applied to find the essential dimensions needed
to distinguish party politics [1,19] using surveyed political stance data. A similar
approach could be applied to newspaper data to analyse the scope of political
discourse which in turn can be used to answer to what extent shared political
topics are discernible [25].

Quantifying agenda bias approaches the third sub question as it covers the
newspaper specific topical shape in contrast to the general political discourse.
Research on agenda bias in news media using topic modelling or word embedding
methods is not found, and thus leaves a void to be filled by this research paper.

2.2 Source Identification

In order to approach the extent of coherence in writing between political articles
from the same newspaper, reverse analysis is applied by developing a system for
the task of articles’ source classification. Research work on this topic has been
performed in the context of author identification of natural language [24] using
a support vector machine and deep learning based approaches. Furthermore,
author identification of code using word embeddings, tf-idf and convolutional
neural nets shows very accurate results [2]. Another angle of discriminating arti-
cles is whether the content has a commercial or editorial purpose. The work of
Kats et al. [15] shows that it is possible to differentiate between the two with
an accuracy of 90%. On the basis of these research papers, it is expected to
be possible to develop an appropriate system to discriminate between articles’
source and analyse on what basis they are distinguished.

2.3 Text Generation

Modern natural language generation has many applications where text is gen-
erated from other forms of data or a language model [11]. In this paper, a
transformer-based language model is used, specifically GPT-2 [22]. In this paper,
we use it as auto-regressive model, generating natural language by predicting
the next word in a sequence following up a prompt. The architecture of GPT-2
closely follows the setup as described in Radford et al. [21] which is based on the
Transformer model [29]. In this paper we aim to retain and analyse the bias of
a source using a generative Al model. To our knowledge no research work has
been done using modern language models from this angle.
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3 Data

The data used to answer the research questions is collected by scraping articles
from the internet archives of various Dutch newspapers. As the second sub ques-
tion covers the shared political topics of newspapers, a broad scope of sources
is required. Therefore, a balanced and representative collection is the key to
establishing a suitable analogue of political discourse. However, some newspa-
per websites have restrictions on crawling and scraping activities. Therefore, the
data are limited to articles from NRC (centrist, progressive liberal), Volkskrant
(centre left, progressive), Het Parool (Amsterdam regional, centrist) and Trouw
(centre, protestant origins). We would have liked to have included more conser-
vative, right-leaning or tabloid media.

3.1 Data Collection

The collection of articles for each newspaper is carried out following the same
general sequence of steps? First, the website archive is crawled to index all the
articles URLs in a specific time range (2021). Second, all these links are scraped
using Python’s Requests library, resulting in a collection of HTML data for each
web page. Third, the HTML data is parsed to produce clean text article data.
Capitalisation and punctuation are retained. Fourth, the data are saved as JSON
dumps.

3.2 Results

In total 96840 articles have been collected, respectively for NRC (32043), Volk-
skrant (25702), Trouw (20944) and Parool (18151) as visualised in Fig.1. To
illustrate the size of these collections the number of words in each set is illus-
trated in Fig.2. A subset of 15,508 articles is connected to politics through the
mention of either a party leader or party name in the 2021 Tweede Kamer, the
Dutch House of Representatives. This set consists of the articles from the com-
plete set that contain either a party name or a party leader name. This political
subset consists of 15.508 articles, respectively for NRC (6425), Volkskrant (3752),
Trouw (2877) and Parool (2454) as visualised in 3. To illustrate the relative size,
the number of words for each source is visualised in Fig. 4.

Although the total number of articles in Volkskrant is significantly smaller
than the number of articles in NRC the total number of words in these articles
is comparable. Thus, Volkskrant writes less but longer articles. Regarding the
political subset, NRC has a relatively larger number of articles and especially
compared to the Volkskrant a larger number of words in articles concerning
politics.

2 Sample code for data collection and analysis can be found at: https://github.com/
Chris-Congleton/MSc-Thesis.
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4 Coverage Bias

Coverage bias (SQ1) is studied by evaluating various metrics based on the aggre-
gation of party or politician mentions. The selection of party and politicians of
which mention frequency is counted is based on the elected parties in the Tweede
Kamer in 2021 and their respective party leaders?.

4.1 Log Normalised Mention Frequency

The first metric is calculated on the complete data set. First of, the occurrence
of each term (party or politician) in each article is counted. The resulting counts
are aggregated by summation over each source. Furthermore, these values are
normalised by dividing over the total sum of term mentions, all politicians and
parties, in a specific source. This takes care of the discrepancy in number of
articles per source. Finally, the logarithm of these values is taken to make the
results interpretable as initially the normalised counts of lesser prominent parties
or politicians are dwarfed by the greater. The formula is given in Eq. 1. The Log
Normalised Mention Frequency is denoted with fj,,. S is the set of sources in the
complete data set D. An article is denoted as a and the term count in an article
is denoted by t,. The T is used to denote all political terms, politician or party

names.

ZaGS ta
ZaES Ta
3 The parties, party leaders and number of seats in the 2021 Tweede Kamer can

be found at: https://www.kiesraad.nl/actueel /nieuws,/2021/03/26/officiele-uitslag-
tweede-kamerverkiezing-17-maart-2021.

Jin = log( ) (1)
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4.2 Relative Normalised Mention Frequency

The second metric is computed over the complete dataset as well. First of, the
occurrence of each term (party or politician) in each article is counted. The
resulting counts are aggregated by summation over each source. Furthermore,
these values are normalised by dividing over the total sum of term mentions
in a specific source. Thereafter, in order to establish the relative term mention
frequency, the average mention frequency of a term over all sources is computed
and this value is used to normalise the counts per source. There are four sources
thus adding the 411 fraction to the equation.

ZaES ta

fry 1—
1 EaeD t‘l

The Relative Normalised Mention Frequency is denoted with f;.,,. S is the set
of sources in the complete data set D. An article is denoted as a and the term
count in an article is denoted by ¢,.

frn (2)

4.3 Experiments and Results

In order to illustrate the political coverage bias present in newspapers the results
of the Log Normalised Mention Frequency of parties and politicians in 2021 are
depicted in Figs. 5 and 6. In both figures, the parties or politicians on the y-axis
are ordered according to the party seats in the Tweede Kamer. Therefore, one
would expect the coverage to gradually decrease from the biggest party at the
top towards the smallest party at the bottom. Two parties clearly break this
idea: PVV and FVD both have contrasting low coverage compared to the other
parties. Both are considered (far) right wing populist parties, which may explain
this discrepancy. Interestingly, the low coverage of PVV and FVD contrasts
with relatively regular coverage of the party leaders Wilders and Baudet, with
Baudet scoring better in relative terms. This could alternatively explain the
lower mention frequency of the parties as the party leader is mentioned instead.
With respect to Fig. 6, the odd one out is Marijnissen, although her party (SP)
has the same amount of seats as Ploumen’s PvdA, she is mentioned less overall.
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Furthermore, the relatively high coverage of Segers (CU) could be attributed to
the fact that his party was part of the government.

With an increased contrast, the Relative Normalised Mention Frequency, is
depicted in Figs. 7 and 8. With respect to parties, no large differences in coverage
are seen, except for the FVD which is mentioned significantly more in NRC and
less in Het Parool, Trouw and Volkskrant. Apart from Mark Rutte (VVD and
prime minister) who is covered fairly consistently over all sources, the contrasts in
politician coverage are more prevalent. Kaag (D’66) for example, does relatively
well in Het Parool and Trouw. Hoekstra (CDA) and van der Plas (BBB) are
relatively prominent in Trouw and Simons in Volkskrant.

In conclusion, the results for the Log Normalised Frequency and Relative
Normalised Frequency show disproportionate coverage of certain politicians and
parties. Which indicates a certain bias in news coverage.

5 General and Source Specific Political Discourse

To investigate to what extent shared political topics are discernible (SQ2), as well
as source specific topics (SQ3), Latent Dirichlet Allocation (LDA) [3], a modern
topic modelling technique is used. LDA is a generative probabilistic model of a
corpus [13].

5.1 Topic Modelling

To prepare the text data specifically for the topic modelling punctuation and
special characters are removed and the text is lowercased. An NLTK stop word
list is used to remove non-significant words. This list is extended manually to
remove remaining HTML tags. In addition to the preprocessing of the text, a
subset of the total article collection is used to construct the LDA model. As the
purpose of this research is to distinguish political topics, the political subset as
mentioned in Sect. 3 is used.
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The LDA model is analysed using the pyLDAvis package. This depicts the
Intertopic Distance Map and the top-30 most relevant terms for a topic. A rel-
evance metric of A = 0.3 is used to balance the word probability under a topic
relative to its lift [26]. Each topic is interpreted manually based on the top-30
most relevant terms for the topic.

The number of topics is setup consistent with the number of topics that
provides the most distinguishable topics over the general data on a manual basis.
Some experiments with various numbers of topics were performed ranging from
5-20. Here the clearest topics were present with the number of topics set to
10. This number is kept consistent for each of the specific sources in order to
compare a set of the same size.

5.2 Experiments and Results

The results of the LDA topic modelling in the political subset are described in
Table 2. The assigned topics are ordered in marginal topic distribution. This can
be interpreted as the importance of a topic with respect to the corpus.

The most prominent topic is national politics and corona policy. Further-
more, topics consisting of far right/left, EU, and international politics are dis-
tinguished. Finally, thematic topics on family life, law and order, economy, elec-
tions and personal assets/debt are present. One of the topics has not generalised
to an interpretable topic or theme and thus is left blank. The first four clearly
political topics are the most prominent; it is interesting to see which additional
politically related topics arise. These themes can give insight into the topics
discussed in a political context. Thus, illustrating the agenda setting in general
political discourse.

The source specific topic modelling is analysed with regards to the topic
modelling results on the general political discourse based on the complete collec-
tion of articles. The topics or themes that arise in the modelling of articles from
a particular source are considered a subset of the general political discourse.
National politics is the only topic consistently found for all the sources. Thus, a
limited overlap of political topics is present based on this analysis.

5.3 Word Embeddings

Another approach to comparing the general and source-specific discourse is to
represent the text data in vector space and visualise the respective embeddings
of parties and politicians in a lower-dimensional space. In the embedding space
words that are similar and appear in the same context have a similar vector.
Visualising these vectors can therefore show what parties or politicians are dis-
cussed in a similar context. This offers a spatial projection of the parties and
politicians based on how newspapers write about them as an alternative to the
Horseshoe model as introduced in Sect. 1. That model is based on the ideologi-
cal position of a party or politician while this projection is based on newspaper
coverage and the position in political discourse.
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Table 2. LDA topic modelling (translated into English)
General NRC Trouw Het parool Volkskrant
1 |Domestic policy, | Domestic policy, Domestic policy Domestic Domestic policy
Corona policy Corona policy policy
2 | Far right/left Far right /left, - Corona policy
purchasing power
3 | EU politics (Distrust) Coalition formation Domestic Life
Domestic politics policy
4 |Foreign politics |Family matters/ - Far right/left Far right
housing/living
5 |Family matters |‘Wappies’ (corona |- (Distrust)
conspiracy) Domestic politics
6 |Safety and Law |- Domestic (Far) left
enforcement policy /Corona policy
7 - Corona/AZC Domestic policy Amsterdam Culture
(refugee centers) politics
8 |Economy (Distrust) Domestic policy Housing and work
Domestic politics
9 |Elections - (Distrust) Domestic Safety and Law
politics enforcement
10 | Wealth /Debt - Domestic policy Amsterdam -
management politics

First, a gensim Word2Vec model is trained on the corpus of the political subset
to cover general political discourse and a political subset of a newspaper to cover
specific political discourse. Words representing the same party or politician are
drawn together. For example, “GroenLinks” and “GL”. Second, the dimensional-
ity of the word vectors in the model is reduced with t-SNE. Third, this reduced
word representation is extracted for parties and politicians and visualised. Repre-
senting the textual data in vector space and visualising the respective embeddings
of parties and politicians in a lower-dimensional space gives an intuition to how is
written about parties or politicians in general or source-specific.

5.4 Experiments and Results

The text data is preprocessed by removing punctuation and special characters
as well as lowercasing the text.

The general political discourse is visualised in Fig. 9. The grouping of the par-
ties that end up in government in 2022 is distinguished at the bottom left. VVD,
CDA, D66 and CU. GL, PvdA and SP are also in the vicinity which may be
explained by their efforts to be part of the formation. The farthest away from this
governing party group we find the FVD and PVV in the top right. These par-
ties are both considered far right and therefore may profile themselves opposing
the established parties. The remaining parties can be described as the moderate
opposition.

The source-specific political discourse is visualised in Fig. 10. Concerning the
NRC figure, a similar grouping of governing parties is present in the bottom left
of the figure along with GL, PvdA and SP in the vicinity. The CU is located far
away at the top of the figure. The NRC mentions the CU in a relative distant
context from the governing parties. Moderate opposition parties are found on
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the middle right. Compared to the general political discourse visualised in Fig. 9,
the most distant parties from the governing parties are now BBB and PvdD in
the upper right. The far-right parties FVD and PVV, located on the bottom
right, are relatively close to the governing and moderate opposition parties.

In conclusion, these results do not show a consistent shape of the parties in
the embedding space. This is an indication against the presence of a generally
shared political discourse.

6 Discriminating Newspapers by Article Texts

The fourth sub-question is approached by training classifier models to distin-
guish political articles by source and analysing the features the classifier uses
to discriminate. The input of the models consists of the political subset of the
data set labelled with the respective source. First, the models are tuned and
compared with respect to performance. The models and classifications are then
interpreted and analysed.

Determining the source identifiability is an approach to analyse the style
coherence of a source. The features a model uses to distinguish sources can
inform us on the major differences between sources. Furthermore, the complex-
ity of this task says something about the depth of these difference. For example,
if distinction is manageable for a simple model this would mean there is a big
difference in superficial aspects of the textual data like specific words. Alterna-
tively, if distinction is only manageable for a complex model this would mean
that the difference are more nuanced for example based on writing style.

Preprocessing of the textual data in the political articles is performed by
removing punctuation, special characters and stop words. Furthermore, the text
is converted to lowercase. Thereafter, for the non-transformer models, TF-IDF
features are extracted using sklearn’s TfidfVectorizer. A minimum document
frequency of 30 is used to eliminate infrequent words to improve performance.

Experimentation is performed using various modelling techniques: Deci-
sion Tree, RBF Support Vector, XGBoost, KNeighbors, Gaussian Naive Bayes,
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Table 3. Performance of source classification models

Model Accuracy | F1-score | Model Accuracy | F1-score
Majority class 0.41 0.14 KNeighbors 0.42 0.35
Random guess 0.24 0.23 Gaussian Naive bayes 0.40 0.38
Decision tree 0.43 0.27 Multinomial Naive bayes|0.47 0.33
RBF support vector |0.55 0.46 Linear support vector 0.53 0.48
XGBoost 0.51 0.41 RobBERT 0.87 0.86

Multinomial Naive Bayes, Linear Support Vector and RobBERT v2. The sklearn
implementation is used except for XGBoost which has its own Python package
and a Dutch BERT model [8] which is implemented through the HuggingFace
Transformers package. From the political subset of articles 80% is used as train-
ing set and 20% as test set. The performance of the models is compared in terms
of macro Fl-score. For each of the non-transformer models, default parameters
were used. For RobBERT v2 the parameters that were used are a learning rate
of 1e-H, batch size 16, 3 training epochs and weight decay of 0.01.

6.1 Experiments and Results

For the non-transformer models TF-IDF features are extracted using sklearn’s
TfidfVectorizer. A minimum document frequency of 30 is used to eliminate infre-
quent words to improve performance. This results in a vocabulary of 11804 words.
This minimum document frequency is used to prevent the vocabulary from hav-
ing a unmanageable size.

The performance of each of the models applied to the source classification
task is given in table 3. When comparing the simpler models (Decision Tree,
KNeighbors, Gaussian Naive Bayes, Multinomial Naive Bayes) with the Majority
Class classifier only a small improvement in accuracy is seen, though the F1-score
does get improved significantly. Runner up are the RBF Support Vector, Linear
Support Vector and XGBoost models. They show a significant improvement in
Fl-score and an accuracy of >50%. The best performance is found with the most
advanced model, RobBERT.

With respect to the linear SVC model the importance of features can be
interpreted by analysing the size of the coefficients of the one-vs-one classifiers.
For two class combinations, the top ten positive and negative predictors are
visualised. With respect to Parool-NRC, Fig. 11, it is logical to see ‘amsterdam’
as a strong positive feature and ‘nrc’ as a strong negative. With respect to Parool-
Trouw in Fig. 12, it is interesting to see ‘mark’ a strong predictor for Parool in
contrast with ‘premier’ for Trouw.

7 Article Generation

Modern transformer models enable automatic natural language generation. It
is possible to fine-tune these on specific source material to generate text in the
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style of an author or news medium. For sports articles automatic generation is
already in use [18]. Inversely, this technique could be used to analyse the general
writing style or bias of an author or news medium. These models are a form
of extrapolation of writing. Therefore, this analysis is limited by its assumption
that this extrapolation is an accurate representation of how the author or news
medium writes.

With respect to sub question 5, we fine-tune generative natural language
models for each newspaper separately and analyse and compare generated arti-
cles based on a common prompt. A pre-trained Dutch version of GPT-2 is
utilised, GroNLP’s small Dutch model [30]. This model recycles the original
English GPT-2 model [22]. The recycling means retraining the lexical embed-
dings of the originally English model for Dutch alternatives while fixing the
transformer layers. This retraining of the lexical embeddings is performed with
a dataset consisting of Wikipedia (2.8 GB), newspaper articles (2.9 GB) from
2007, books (6.5 GB) and articles from various Dutch news websites (2.1 GB).
The model can be fine-tuned on a specific textual data set. In the experiments
we use GroNLP’s small Dutch model zero-shot. Furthermore, the model is fine-
tuned on the NRC, Volkskrant, Trouw and Het Parool political subset as well
as these collectively, which is described as the general model.

This analysis using generative Al offers advantages over analysing the source
data. First, experiments can be performed very specifically due to the text being
generated on the basis of a prompt. Second, as the textual data are generated
using a language model, the samples can be considered a general collective style
or writing angle of the complete source. For example, a single author from a
newspaper may have a different style than all the writers in the newspaper
combined.

7.1 Experiments and Results

The divergence in text generation of these models is compared through ini-
tiation of the different model versions with a neutral prompt. The model is
implemented using the Huggingface’s transformer package. The following sub-
packages are used: AutoTokenizer, TextDataset, DataCollatorForLanguageMod-
eling, Trainer, TrainingArguments and AutoModelWithLMHead. The model is
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Rutte zel

eta moeten
minister

D66

minister

Fig. 13. General Wordcloud Fig. 14. NRC Wordcloud

fine-tuned using the full collection of articles as described in Sect.3. A maxi-
mal sequence length of 128 tokens was used with truncation, a batch size of 32,
prediction loss only and a warm up of 500 steps for the learning rate scheduler.

To analyse the generative models with a neutral prompt, sampling is per-
formed based on: “X houdt een toespraak” (“X gives a speech”). A set of 1000
samples is produced with maximal sequence length set to 30. From these texts,
word clouds are produced where the most prominent terms are displayed scaled
to their occurrence using the Wordcloud python package, with prompt words
removed. One of the generated samples is (translated from Dutch): “X is giv-
ing a speech on the developments around the corona virus in his capital, The
Hague. On social media, he has criticised politicians who do not get themselves
investigated together whether they can use corona vaccinations to prevent that”.

As can be seen from this example, the specific capital mentioned is not cor-
rect. Still, the usage of terms and coverage of topics can provide insight.The word
cloud based on the general text generator model, Fig. 13, prominently contains
two names of politicians, Rutte and de Jonge. During the corona crisis they
gave speeches together informing the public of corona measures. Considering
the NRC-word cloud, Rutte and D66 are very prominent and the other words
in the cloud cover corona measures and infections. These results show a signifi-
cant divergence in topics resulting from a neutral prompt. We have carried out
a range of other generative experiments that have been omitted here for brevity,
for full details see [5] (Fig. 14).

8 Discussion

Concerning SQ1, on political bias, some results stand out. A low coverage in
relation to the number of seats of far right parties is present in three newspapers.
With respect to the politicians there are four that receive an unexpected amount
of coverage either too high or low, including the far right. This indicates that
there is a bias present in Dutch newspapers in terms of coverage.

Concerning SQ2, on general political discourse, a set of clear topics is dis-
tinguished in the collective of newspapers through LDA visualisation analysis.
Furthermore, representation of the political articles in vector space results in a
structured clustering of political parties in government, opposition and far right.

Concerning SQ3, on political discourse, national politics is the most promi-
nent topic across all newspapers. However, other topics differ significantly.
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Regarding the vector space representation of newspaper-specific political dis-
course, the structure of the parties is comparable to the general political discourse
cluster-wise: governing, far right and moderate opposition. However, how these
clusters are located in the space is considerably different. Taking into account
topic modelling and vector representation analysis, the newspaper-specific polit-
ical discourse differs considerably from the general political discourse.

Concerning SQ4, on the identification of a newspaper given an article, this
task was very manageable for the advanced RobBERT model. For simpler meth-
ods only moderate accuracy was reached. Thus, identifying the newspaper for
which an article was written is a complex but achievable task.

Concerning SQ5, on the divergence of text generation models trained on
specific newspapers, each of the fine-tuned models takes its own direction when
prompted neutrally. These are just very simple initial experiments for illustrative
purposes, but in our view already demonstrates that generative models can be
interesting tools in this context, though one needs to consider that this type of
research is more speculative as it based on generated, synthetic data (see [5] for
more results).

9 Research Limitations and Future Work

The analysis in this paper rely on the dataset of articles that have been collected.
Due to some newspaper websites disallowing crawling or scraping activities they
could not be added to the research data set. It would have been interesting to
incorporate a tabloid newspaper like the Telegraaf, a financial oriented news-
paper like Financieel Dagblad and AD which characterises itself as politically
and religiously neutral. Furthermore, the data used for this paper is limited to
the year 2021 and temporal effects are not analysed. For example, it would be
interesting to train generative Al on data for each year from 2012 up to 2022
and analyse the sentiment divergence towards a politician or party.

10 Conclusion

In this paper, we have analysed the extent to which the ideology of a newspaper is
reflected in their writing. This subject was approached from several angles: mea-
suring coverage bias, comparing general- and source specific discourse, perform-
ing classification of articles and analysing generative models trained on articles.
The results showed several indications of political tendencies: disproportionate
coverage of politicians and parties, limited overlap of political discourse, clas-
sifiable article source and divergence of generated text. Even though it is gen-
erally known that newspapers write from an ideological and political point of
view, solely perceiving their writing on a left-to-right scale is inadequate as the
political tendencies of newspaper are intricate. One should consider this when
consuming media, and as in our new analysis, use a multitude of tools to analyse
the data from multiple perspectives.
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Abstract. Studies on digital interaction in emergent users’ popula-
tion are rare. We analyse the electronic data generated by users from
Pakistan on Google Search Engine and WhatsApp to understand their
information-seeking behaviour during the first wave of the Covid-19 pan-
demic. We study how the Pakistani public developed their understanding
about the disease, (its origin, cures, and preventive measures to name
a few) through digital media. Understanding this information seeking
behaviour will allow corrective actions to be taken by health policy-
makers to better inform the public in future health crises through elec-
tronic media, as well as the digital media platforms and search engines
to address misinformation among the users in the emergent markets.

Keywords: Digital information + Covid-19 - Google trends -
WhatsApp - Misinformation

1 Introduction

The first wave of COVID-19 pandemic tested the health care systems and
economies around the world. A key point noted in Pakistan was the lack of
understanding about the causes, symptoms, and preventive measures of COVID-
19. That frequently led to lax attitude towards social distancing protocols [45] or
widespread adoption of pseudo-medicinal remedies that are known be ineffective
or to have dangerous side effects [8].

In October 2020, Gallup Pakistan released a survey report that described
the public’s behaviour on COVID-19, just before the increase in the number of
new infections during second wave in Pakistan. According to that report, almost
75% of the population thought that COVID-19 was under control and the need
for continued precautions was no longer necessary. Whereas, nearly 70% of the
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public thought that the threat of the SARS-CoV-2 virus was exaggerated, 46%
consider COVID-19 as a foreign conspiracy, and 45% public thought that it was
a laboratory-made virus. Hence, according to the survey, the public underes-
timated the threat posed by this disease and many even considered it unreal
[1]. Conveying correct medical information to the public is extremely important
in a country like Pakistan with limited medical resources, and the high preva-
lence of pseudo-medicine and quackery in order to ensure that the information
seekers have been provided with correct and reliable information. The aim of
this paper is to understand how the Pakistani public developed its understand-
ing of this disease, its origin, cures, and preventive measures. Understanding
this information seeking behaviour will allow corrective actions to be taken by
health policymakers to better inform the public for possible future waves of this
pandemic, especially through electronic channels.

2 Relevant Literature

Online search trends can be very helpful in digital surveillance and prediction
of an infectious disease. Relative search volume regarding COVID-19 increased
during the early period of the pandemic and there was a positive correlation
between daily new cases and relative search volume [22,42]. A study found a
strong correlation between COVID-19 related Google trends and daily new cases
in the US, with R value around 0.80 [26]. Similarly, a sharp hike in Google trends
happened in searches related to COVID-19 after the detection of the first case
in Taiwan [23]. This strong correlation between the daily confirmed cases and
related Google search trends worldwide can be used to predict the trends of out-
break [4,26]. The rapid increase in web searches on COVID-19 and related topics
also created an infodemic like situation and caused the worldwide spread of mis-
information on disease [5,35,36]. Effective strategies are needed by governments
and public health organizations to better manage such infodemic and strengthen
the public awareness on the outbreak [22]. Educating the public to use websites
of official public health forums can be helpful in this regard [21]. Social media
played a key role in propagating health-related misconceptions and poses a big
challenge to practitioners and policymakers [20]. The main reason for this chal-
lenge is that many people are not clear about the relationship between science,
policy-making and media [34], and they tend to rely more on nonscientific but
more definitive advice. For example, misinformation circulating during the 2014
Ebola outbreak challenged the efforts of health workers to control the epidemic
[11]. Even in countries like Germany, Italy, US and UK, social media movements
incited people to resist getting measles vaccination [12,17]. Similarly, another
study analysed 2691 tweets about the treatments and preventive measures of
gynecologic cancer and found 30% of them to contain misinformation [10]. While
another study found that 40% of links shared on health-related forums contained
fake news and were shared more than 450,000 times between 2012-2017 [44].
Psychological and cognitive biases greatly influence how we react in a pandemic.
People anticipated that the SARS-CoV2 virus cases would grow linearly, and
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they underestimated the possibility of an exponential growth [14]. This lack of
understanding and failure of public health messaging had disastrous results even
in developed countries [37]. Conspiracy theories and myths pose another serious
threat to public health and affect the behavioural responses of people [31] that
can dangerously affect the situation in a pandemic. Pseudo-medicinal informa-
tion and conspiracy theories about COVID-19 circulated through social media
traveled faster than the virus itself [15]. Many websites containing unproven
claims about COVID-19 are widely visited by the public. They also shared on
social media sometimes due to naivety and surprisingly sometimes intentionally
to share inaccurate information [32]. This lack of accurate health information
on COVID-19 also severely affected the psychological condition of the general
public during the pandemic [43].

Google search trends, search queries, and social media debates can be used
to analyse the public interests on a specific topic. This data can be specifically
helpful during international crises and epidemics. A few studies tried to predict
the spread of epidemics in a specific geographical location by performing analy-
sis on search engine queries and Google trends in that region [18,33,39]. Search
query analysis also showed that the public immediately started searching about
the pandemic but they started searching for prevention and protection e.g. social
distancing in the initial stages of the COVID-19 pandemic [6]. Similarly, stud-
ies indicated that social media can also be a useful way for early detection of
epidemics [25,40].

3 Methodology

In this section we will present our methodology to understand the digital infor-
mation seeking behaviour of Pakistani users during the first wave of COVID-19.
Pakistani users are considered an emergent users group when it comes to tech-
nology use [7,24]. Although digital information can take many forms like text,
images, and videos, we focused on analysing text data due to ease of availabil-
ity and simplicity of analysis. There is a plethora of literature on studying the
spread of information or misinformation in text based digital data on online
social networking sites such as Twitter [27,38]. However, we took an alternative
route and chose the following two other sources of digital information:

1. We studied how information was searched on Google search engine
for COVID-19 related searches through Google Trends related to pseudo-
medicinal information on COVID-19. We then compared these search trends
with real world circumstances like changing government SoPS, the number of
cases, and number of deaths etc., to understand the information trajectory
in Pakistan during the COVID-19 crises.

2. WhatsApp is a popular way of communication in Pakistan. According to a
mobile ranking forum, WhatsApp is the second most used mobile applica-
tion in the country. Owing to the popularity of this communication medium,
we identified a public WhatsApp group focused on COVID-19. We then
exported the conversations in the form of textual data from that group. In an
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automated way, we replaced all names and phone numbers with unique iden-
tifiers and we then stored the data as a .csv file with the following columns:
Time and Date, User Identifier, Text Message. We then analysed the data to
understand the mood and content of the messages.

We selected keywords so the data can be mined more easily. It was obvious
to use corona, covid etc., but it was not clear which pseudo-medicinal treatment
we should use as keywords.

3.1 Pseudo-medicinal Treatments

We observed the following non-scientific treatments of COVID-19 were popular
on social media platforms during the first wave of the pandemic in Pakistan:

1. Herbs and Spices such as garlic, ginger tea, lemon tea, olive leaf and senna
makki (a laxative). Albeit some of these are harmless, senna makki, being a
laxative, can cause dehydration and in extreme cases deaths in patients.

2. Homeopathic drugs such as Arsenicum album received publicity as a pow-
erful immunity booster and were thought to help in preventing COVID-19.
While the drug by itself may not have any serious side effects but people
consider themselves immune to COVID-19 and as consequence took lesser
preventive measures.

3. Medicines such as Chloroquine (also marketed with brand name Resochin)
and Hydroxychloroquine are antimalarial drugs that gained a lot of atten-
tion on social and traditional media without any solid scientific backing and
sometimes can be dangerous. Further this medicine is also used for rheuma-
toid arthritis patients and over-the counter availability of this drug created a
shortage in the market for the patient in need.

4. Convalescent Plasma therapy was a popular treatment in Pakistan' and
worldwide including U.S. despite many concerns on its effectiveness and pos-
sible adverse effects in some cases [29)].

The above list of unproven treatments of COVID-19 acted as keywords for our
textual analysis. However, it was not clear whether the general Pakistani public
was aware of those terms and hence used them for in their online search queries
and conversations. We tried to confirm the suitability of using these keywords
through a small non-representative sample of users. We electronically sent our
consent form and questionnaire to potential participants and then proceeded
with only those who indicated their consent electronically. The questionnaire
listed misinformation on social media (as listed above) as keywords and asked
the participant to tick the boxes which they recognized. The targeted population
of this survey was the general Pakistani public and we tried to get the represen-
tation from different areas of the country. A total of 40 participants (18 Males
and 22 Females) filled this online survey. The participants were geographically
distributed in 19 locations around Pakistan from residents of small towns to
those living in big cities.

! https://p.dw.com/p/3eeAj.
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Fig. 1. Popularity of Unproven treatments identified on different social and electronic
media forums among Pakistani internet users. We can see that the most popular home
treatment was Senna Makki, followed by Lemon Tea, Ginger Tea, and Garlic. On
the other hand, plasma therapy was a very popular medicinal treatment followed by
Hydroxychloroquine and Chloroquine

All home remedies identified by our research team were validated through
this survey. As shown in Fig. 1(a), the most popular home treatment was Senna
Makki, followed by Lemon Tea, Ginger Tea, and Garlic. Figure 1(b) shows the
popularity of unproven medical treatments for COVID-19 in Pakistan, which
shows that a lot of interest was shown by internet users in plasma therapy as
a possible treatment for COVID-19 plasma therapy followed by Hydroxychloro-
quine and Chloroquine.

4 Analysis 1: Search Trends During COVID-19 Pandemic

We performed a systematic analysis to evaluate the relationship between Google
search trends on various non-scientific treatments on pseudo-medicinal informa-
tion and the changing situation of COVID-19 pandemic in Pakistan.

4.1 Dataset

Google Trends represents the popularity of a specific search term on Google
during a specific duration. For a specific search term, Google Trends shows the
daily relative popularity of the search term during this duration. It returns a
number n ranging between 0 and 100, where n = 100 on the day when the
search term was most popular and n = 0 when it was least popular. This allows
the analysis of search interests of users in specific regions as well as around the
globe. It also provides the comparison of search trends on multiple search terms
by similarly normalizing them between 0 and 100. This allows us to compare the
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relative popularity of multiple search terms, giving us insight to public interests
and concerns at a specific time.
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Fig. 2. Comparison of Google trends on Coronavirus search terms during pandemic in
Pakistan. The dashed line shows the mean popularity of COVID-19 related searches.

We first performed a comparative analysis of Google Trends on different
terms that can be alternatively used for searching details about COVID-19
in Pakistan. We choose 4 generic terms that are commonly used in Pakistan:
COVID-19, Coronavirus, Covid, and Corona. As shown in Fig. 2, all these terms
started to appear in Google Trends during the 3rd week of January 2020 and
they all reached their peak in 3rd Week of March 2020. A sudden rise appeared in
search trends during the second Week of March as the government implemented
various spread control measures including nationwide lockdown. We also calcu-
lated their mean popularity on Google Trends and in the remainder of this paper,
we will only use the mean of the various terms used to search for Coronavirus
as shown in Fig. 2.

We also checked whether the quick spread of COVID-19 in the region and the
rising number of infections and deaths resulted in increased searches in COVID-
19 by the public. Here our assumption is that the increased number of searches
indicate increased public concern about the pandemic. We explored this by com-
paring the day to day statistical data of COVID-19 cases in Pakistan with the
popularity of COVID-19 searches using data from Google Trends. We computed
the correlation of search popularity of COVID-19 searches with daily new infec-
tions and found that it has a value of just 0.27. Similarly, the correlation of
popularity of COVID-19 searches with daily deaths came out to be 0.23. We
can see that these are very small values, indicating that the search popularity
was insignificantly influenced by the spread of the pandemic. Figure 3(a) shows
how search popularity change with rising number of new infections and similarly
Fig.3(b) shows how search popularity change with daily deaths. It is surpris-
ing as well concerning that people seem to be searching very little even at the
peak of the pandemic and it seems that Google searches about COVID-19 was
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Fig. 3. A comparison of how internet search statistics about COVID-19 changed with
changing number of infections and deaths.

fuelled more because of the initial total lack of knowledge about the virus and

the resulting disease.

4.2 Search Interest Regarding Treatment and Prevention
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trends on preventive measures during Pandemic in

We also performed a comparative analysis of Google trends in Pakistan on differ-
ent preventive measures suggested by WHO for COVID-19. We choose 5 popular
terms that were commonly used in Pakistan: N95 mask, Sanitizer, Social dis-
tancing, stay at home, disinfectant. Figure 4 shows the comparison and it is clear
that “Sanitizer” is clearly the most popular of these terms during the first wave
of the pandemic in Pakistan. We used the top trending term “Sanitizer” for
further analysis to evaluate the relationship between these trends and peaks of
trends on different pseudo-medicinal information search terms.
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Google Trends on Sanitizer in Pakistan
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Fig. 5. Comparison of Google trends on Sanitizer during March-August 2020.

Figure 5 shows the pattern of how the popularity of the search term san-
itizer varies over time. We can see that this search term experienced a sud-
den rise in popularity immediately after the first patient was detected, this was
when the whole country was experiencing previously unknown levels of fear and
uncertainty. At this time, many items essential for the pandemic like sanitiz-
ers, masks, and other hygiene related items experienced a sudden increase in
demand. This was probably when the public was searching if sanitizers were
available online or if they are available at cheaper price. However, very soon
private businesses started to fill this newly created demand and as a result the
search term “sanitizer” quickly dropped in popularity However, it still remained
more popular than pre-pandemic time. We also investigated the Google Trends
to check the popularity of “Chloroquine” and “Hydroxychloroquine” in Pakistan
after Trump’s endorsement of these drugs and found a pattern very similar to
that in the US. As presented in Fig. 6, there was a sudden hike in Google searches
on both medicinal terms in the last week of March, 2020 and they remain popular
till 3rd week of April, 2020. This indicates that the backing of a popular per-
sonality drives the public interests and increases the trustworthiness of a piece
of information.

In summary, the results presented suggests that people in Pakistan actively
search COVID-19 related information during the early stages of the first wave
of the outbreak but later the public interest seemed to have waned.
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Fig. 6. Comparison of Google trends on Chloroquine and Hydroxychloroquine in
Pakistan.

5 Analysis 2: WhatsApp Public Group Data

Now, we present an analysis of data from a public WhatsApp group and also
explore the popularity of the pseudo-medicinal information in the discussions
during the first wave of COVID-19.

After careful scrutiny, we focused on one public WhatsApp group specif-
ically created in response to the COVID-19 pandemic called Understanding
COVID-19. The group was created to understand the causes and potential cures
of this novel disease and its members actively discussed various issues about
the pandemic, especially in the start of the pandemic when limited information
about this disease was available. The group was created in the middle of March
2020, when the number of daily infections and deaths started to grow. This group
had 53 members, all of whom were Pakistani residents and most of them living
in different major cities of Pakistan. Moreover, almost all members were liter-
ate and with basic healthcare knowledge and some of them were even medical
doctors. The complete record of the WhatsApp group was exported till the 3rd
week of August as a CSV file for text analysis in R. Since most of the discussion
on this group was in English with Urdu being used only occasionally, the text
analysis was done only on text messages in English. Careful pre-processing was
performed to clean the data while making sure that important information was
not lost.

The time series visualized in Fig. 7 represents the frequency of messages per
day and the points indicate important events during the first wave of the COVID-
19 pandemic in Pakistan. We can see in Fig. 7, the group remains mostly active
between March and July 2020, the period when COVID-19 cases were at its
peak. An increase in the number of messages in a day can be seen after two
important events, the day the first patient died and the day when the national
lockdown was initiated.
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Activity in a Public COVID-19 WhatsAPP group
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Fig. 7. A representation of message frequency per day in COVID-19 public group with
important events in Pakistan. An increase in the number of messages in a day can be
seen after two important events, the day the first patient died and the day with the
national lock.

We then wanted to get an idea of the discussion in this WhatsApp group.
We plotted a word cloud as it gives a good idea of the most frequent words used
and hence the discussions between the group members. We performed the below
pre-processing steps so our plot can be more meaningful.

— We converted all text to lower case.
— We removed all punctuation marks.
— We then performed stemming i.e. reduced all words to their root form.

These pre-processing steps were completed through the stm package of R. The
most commonly used words in their discussions. The words show that there
were discussions on patients, clinics, hospitals, medics, and also various possible
treatments.

To check whether the number of infections/deaths was related to increase in
discussions on the WhatsApp group, we first computed the correlation, which
came out to be 0.0006 for daily new infections and —0.0135 for the daily new
deaths respectively. It indicates that the discussion was not correlated at all with
how fast the pandemic is spreading, in fact in case of new deaths it seems that
in some cases higher number of deaths seem to have resulted in lower number of
messages on the WhatsApp group. We hence compared how the time series of
daily number of messages exchanged on the group changes the time series for the
daily number of infections and daily number of deaths respectively. Figure 8(a)
compares the number of messages per day with the number of new COVID-
19 number of cases per day in Pakistan, while Fig. 8(b)compares it with daily
deaths due to COVID-19. This patterns shows the concern of the public at the
very start of the pandemic and as the number of infections and deaths increased.
However, very soon with the increasing number of infections and deaths in Pak-
istan. It can be seen from both figures that the group was more active in earlier
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(b) Comparison of WhatsApp group ac-
tivity with daily deaths in Pakistan.

(a) Comparison of WhatsApp group ac-
tivity with daily infections in Pakistan.

Fig. 8. Comparison of WhatsApp group activity with daily reported COVID-19 num-
bers in Pakistan. Please note that the peaks in Fig. 8(b) look larger because the number
of deaths are significantly less than the number of infections. The 4 peaks in the What-
sApp messages count seem to influenced more by coverage in traditional news media
and initial fear among the public.

phases of the COVID-19 (i.e., March-July 2020) and later the public seemed
to be less concerned about the pandemic and possible dangers from it. The 4
peaks in the WhatsApp messages count seem to influenced more by coverage in
traditional news media and initial fear among the public. More specifically, the
first peak was around the time soon after the government implement country
wide complete lockdown, the second peak came because there was a lot discus-
sion about possible treatments and sharing individual experiences; the 3rd peak
came because of there was a lot of discussion about psychological issues result-
ing from the pandemic and sharing views on how to cope with this new reality;
while the 4th peak in mid June was because this was when the total number of
infections in Pakistan crossed 100, 000.

We also explored communication related to the two anti-malarial drugs
Chloroquine and Hydroxychloroquine, and found that both started to be dis-
cussed immediately after the endorsement of President Trump and Elon Musk.
They remain in regular discussion till July 2020 as can be seen in Fig.9. This
was despite of the fatality reported on March 22, 2020 [28].

Lastly, we applied thematic analysis to extract main topics in the WhatsApp
group. We started by applying an algorithmic technique called Latent Dirichlet
Allocation but did not find the results to be satisfactory. As a result, we fol-
lowed the 6-step process suggested by Braun and Clarke for thematic analysis
[9]. We note here that thematic analysis studies are suited for studies that are of
exploratory nature and to generate hypotheses that can be later tested from a
representative sample. After initial scanning of the messages for getting a high-
level idea of about the issues being discussed in this group, the first author went
through each message and identified 11 categories labeling each message accord-
ingly. This labeling was done to uncover the repeated patterns of behaviour i.e.
themes in the data. The second author then reviewed this categorization by
going through the file and reviewing 40% messages and their associated labels
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Fig. 9. Chloroquine and Hydroxychloroquine started being discussed immediately after
the endorsement of the high profile personalities and remained in discussion till July
2020.
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Fig. 10. Themes observed in the discussion on the public WhatsApp group. We can
see that there was a lot of interest at the start of the pandemic and gradually interest
reduced. Interestingly, we observed that all themes tend to be discussed more or less
together with most of the discussion being focused on either information about the
virus or information about the disease.

and suggested merging some categories and also recategorized some other mes-
sages. After this recategorization, we ended up with 6 categorizes. The categories
and their brief explanation is given below:

1. General Conversation: General conversations messages such as hellos,
goodbyes, greetings, etc.

2. Virus Information: Messages that sought and shared information about
the SARS-CoV-2 virus, its origin, how it spreads etc.

3. COVID-19 Information: In this category, the participants discussed the
disease its risks, possible treatments and shared information that can be help-
ful to the patients of COVID-19.
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4. Fake Information: In this category, the participants discussed various fake
or dubious treatments like plasma therapy. We also included messages that
discussed or shared various conspiracy theories about the origin of the virus
or the nature of the disease.

5. Social Distancing: Messages that discussed the importance of social dis-
tancing and masks etc. or expressed concern about the non-compliance of
social distancing protocols.

6. Anxiety/Stress: Messages that discussed high levels of anxiety and stress
due to the pandemic were categorized into this category. This category also
included suggestions intended to help cope with these issues, including those
of religious nature.
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Fig. 11. The trend of how various fake information was discussed on the WhatsApp
group. In this figure, the days when the search peak on Google trends was observed is
labeled. Interestingly, we can see that the search peak corresponds very near to a peak
in the WhatsApp discussion about some fake information.

The variation of these themes with time is shown in Fig.10. We did not
include the category of general conversation in the interest of clarity of the
figure. Moreover, the plot does not show two very high peaks, but their values are
written where the peak is truncated. We can see from the figure that discussions
in this group started as soon as it was created and the initial discussions revolved
around basic information about the virus, its origin, the disease, and social
distancing other preventive measures. In about a week’s time, the discussion also
started to have significant messages on fake information and also anxiety/stress
issues. A large number of messages were exchanged for about 2 months till about
May 2020 and when the volume of messages in all themes dropped. However,
all themes started being discussed again with renewed interest in the middle of
June, but the level of interest was lesser than the initial weeks of the pandemic
and it dropped to insignificant levels within a few weeks. Recall that mid-June
was the time when the total number of infections in Pakistan crossed 100, 000.
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Interestingly, we observed that all themes tend to be discussed more or less
together with most of the discussion being focused on either information about
the virus or information about the disease.

We plotted the trend of how discussions on fake and pseudo-medicinal reme-
dies identified in Sect.3 varied with time. We can see from Fig.11 that this
discussion seems to be bursty and the peaks seem to fall very close to the time
with the peak of pseudo-medicinal treatment on Google Trends. This indicates
that both the WhatsApp discussion as well as the search peak seem to be related.

6 Conclusion

In this paper, we investigated the information-seeking behaviour of the Pakistani
public during the first wave of the COVID-19 pandemic in Pakistan. We decided
to focus on online resources and social media as they were a major source of
health-related information during the COVID-19 pandemic. The major contri-
butions of this paper are the following:

1. We investigated how the public searched the web for various COVID-19
related information as the pandemic progressed. We used data from Google
Trends for this purpose. Interestingly, our analysis seems to indicate that
although the number of infections and number of deaths due to COVID-19
was increasing, the general public was searching lesser for COVID-19 related
information. Analysis of search trend of COVID-19 related treatments and
prevention also indicated that search volume seems to be influenced more by
external factors like Donald Trump and Elon Musk endorsing a drug; sani-
tizer not being available in the market, or the psychological effect and media
coverage when the number of patients crossed 100, 000.

2. For a high-level semantic understanding about the information sought dur-
ing the first wave, we analysed data from a public WhatsApp group that
was created to share information about COVID-19. Similar to search trends,
the group members shared more information during the early weeks of the
pandemic and gradually the number of messages decreased despite the pan-
demic becoming more widespread. Like search trends, discussion in this group
seemed to be sparked by external factors and associated media coverage. For
example, a sudden increase in the volume of messages was observed when
the COVID-19 patient died; when government-imposed countrywide com-
plete lockdown; and when the number of infected persons crossed the 100, 000
threshold.

The results discussed in Sect. 4 and Sect. 5 seem to indicate that the public
was very concerned at the start of the pandemic, however with time their level
of concern gradually reduced. Their level of concern and interest then seem to
rise occasionally when an event that they perceived as occurred. This seems to
indicate habituation, here habituation is psychological behaviour found in all
living things and it informally means the reduction of a particular response after
repeated exposure of the same stimulus [19]. A number of studies have been
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conducted to establish the causality of repeated exposure of the same stimulus
and resulting decrease in response [13,30]. In case our paper, the stimulus is the
daily pandemic-related news that everyone heard or read at various places and
the response was their level of concern and resulting online behaviour that we
tried to observe. Habituation is also found to be stimulus specific [41], hence the
response can be returned to previous levels when an individual who is already
habituated to one stimulus is presented with a novel stimulus [16].

Comparison of WhatsApp Group Activity with daily Infections in Pakistan
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Fig. 12. Number of Messages on the Whatsapp group in the second wave compared to
number of infections.

We conjecture that in the case of the COVID-19 pandemic, the public habitu-
ated after daily exposure of warnings and worrying news on traditional media as
well as on social media. They were, however, ‘dishabituated’ when the stimulus
changed, for example when news of the number of infections crossing 100, 000.
We check this conjecture by plotting the number of messages exchanged on the
WhatsApp group in the second wave as shown in Fig.12. Note this plot only
shows till December 2020 as the WhatsApp group was deactivated soon after
it. We can see that very few messages were exchanged, however, the number of
messages on the group experienced sudden and short peaks. On further investi-
gating, they all seem to be a result of something unusual or different, explained
as follows:

1. First Peak: (September 04, 2020) At this time, the public was concerned
about the likely effect of government’s decision to open schools.

2. Second Peak: (October 06, 2020) A famous newspaper Dawn publishes a
gloomy article [3] about second wave and how deadly it can be. There was a
lot of discussion about this article.

3. Third Peak: (November 04, 2020) There was discussion about the news [2]
that the government ruling out lockdown again.

4. Fourth Peak: (December 04, 2020) Clinical trials of the COVID-19 vaccine
starts in Pakistan and it was discussed a lot in the group.

A similar pattern can be seen for the search results data from Google Trends
(Fig.6). The keywords chosen in Sect.4 were very frequent from March 2020
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till about July 2020 probably due to initial scare and confusion. After the initial
scare, at the height of the first wave, they dropped to almost pre-pandemic times.
Hence supporting our conjecture (Fig. 13).

Comparison of Google trends on
different Preventive Measures.
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Fig. 13. Figure showing Google trends data of keywords selected in Sect.4 were only
very high from March 2020 till about July 2020 probably due to initial scare and lack
of information.

Further work is needed to confirm whether there is a causal relationship
between online activity and external factors. It also needs to be investigated
how governments, health agencies, digital media platforms should communicate
with the general public so habituation can either be avoided or reduced in future
pandemics, specifically for the emergent user communities.
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Abstract. The idea that social media platforms like Twitter are inhab-
ited by vast numbers of social bots has become widely accepted in recent
years. Social bots are assumed to be automated social media accounts
operated by malicious actors with the goal of manipulating public opin-
ion. They are credited with the ability to produce content autonomously
and to interact with human users. Social bot activity has been reported
in many different political contexts, including the U.S. presidential elec-
tions, discussions about migration, climate change, and COVID-19. How-
ever, the relevant publications either use crude and questionable heuris-
tics to discriminate between supposed social bots and humans or—in
the vast majority of the cases—fully rely on the output of automatic bot
detection tools, most commonly Botometer. In this paper, we point out a
fundamental theoretical flaw in the widely-used study design for estimat-
ing the prevalence of social bots. Furthermore, we empirically investigate
the validity of peer-reviewed Botometer-based studies by closely and sys-
tematically inspecting hundreds of accounts that had been counted as
social bots. We were unable to find a single social bot. Instead, we found
mostly accounts undoubtedly operated by human users, the vast major-
ity of them using Twitter in an inconspicuous and unremarkable fashion
without the slightest traces of automation. We conclude that studies
claiming to investigate the prevalence, properties, or influence of social
bots based on Botometer have, in reality, just investigated false positives
and artifacts of this approach.

Keywords: Social bots - Bot detection - Botometer - False positives

1 Introduction

Social bot or not? An extensive amount of research has been published in recent
years suggesting that social media platform like Twitter are inhabited by vast
numbers of social bots. These are supposed to be accounts pretending to be
human users but which are operated automatically by malicious actors with
the goal of manipulating public opinion. The supposed influence of social bots
in political discussions has raised significant concerns, particularly given their
alleged potential to adversely impact democratic outcomes.
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The idea of social bot armies has been widely and frequently covered by media
outlets across the world, with new reports of supposed social bot activity appear-
ing almost on a weekly basis for the last couple of years, in the context of a wide
variety of different topics. Discussions that have reportedly been attacked by
social bot activity include the Brexit referendum, elections and political unrests
in various countries, climate change, immigration, racial unrest, cannabis, vap-
ing, COVID-19, vaccines, and even celebrity gossip. As a consequence, political
countermeasures against the supposed dangers of social bot activity have been
discussed and legal regulations have been implemented, for example California’s
Bot Disclosure Law (2019) or Germany’s ‘Medienstaatsvertrag’ (2020).

Many of these news reports and also most scientific publications about social
bots from research groups around the world are based on Botometer (origi-
nally called BotOrNot), which has often been referred to as the “state-of-the-art
bot detection method”. A Google Scholar search in May 2022 using the query
"BotOrNot" OR "Botometer" returns 1,720 results.

A typical definition of a social bot is given in [1]: “Social bots are automated
accounts that use artificial intelligence to steer discussions and promote spe-
cific ideas or products on social media such as Twitter and Facebook. To typical
social media users browsing their feeds, social bots may go unnoticed as they
are designed to resemble the appearance of human users (e.g., showing a profile
photo and listing a name or location) and behave online in a manner similar
to humans (e.g., ‘retweeting’ or quoting others’ posts and ‘iking’ or endorsing
others tweets).”

However, as has been pointed out by Rauchfleisch and Kaiser [15], there is
some confusion as to what exactly “social bot” researchers or tools like Botometer
are trying to find. Authors in this field often use the terms ‘social bot’, ‘bot’,
‘social media bot’, or ‘automated account’ more or less interchangeably, even
though—according to the above definition—automation is a necessary but not
a sufficient condition for a social bot. A deeper discussion of these issues can be
found in [6]. For the purposes of this paper, however, the exact definition of these
terms will not matter. In particular, we will demonstrate that the vast majority
of the accounts that are flagged as “bots” by Botometer are real people and do
not involve any automation at all. In the rare occasions where we found partly
automated accounts, e.g. automated retweets or accounts that automatically
cross-posted content from other social media platforms on Twitter, we will point
this out explicitly.

This paper is structured as follows: In Sect.2, we discuss theoretical and
methodological limitations of automatic bot-detection tools like Botometer. We
point out a fundamental theoretical flaw of the commonly used approach of
estimating the level of social bot activity. In Sect. 3, we evaluate the performance
of Botometer empirically using various samples of Twitter accounts and discuss
related research that used a similar approach. When using Botometer on accounts
of known humans, the false-positive rate turns out to be significant. In Sect. 4,
we describe our experiments to evaluate the validity of Botometer scores in
real-world scenarios. To our knowledge, a systematic evaluation of this type has
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never been reported before. Our results are devastating for the whole body of
Botometer-based research: Nearly all accounts that are labeled as “bots” based
on Botometer scores are false positives. Many of these accounts are operated by
people with impressive academic and professional credentials. Not a single one
of the hundreds of accounts we inspected—each of which had been flagged by
Botometer—was a “social bot” according to the above definition. In Sect. 5, we
discuss recent research that is related to our study. In Sect.6, we present our
conclusions.

2 Theoretical and Methodological Limitations
of Botometer-Based Social Bot Detection

Botometeris an automated tool designed to discriminate social bots from human
users. It is built on a supervised machine learning approach. To discriminate
between the two classes, a random forest classifier is trained on two samples of
user accounts, one labeled “human” and one labeled “bot”. The classification is
based on more that 1,000 features which, according to [2], include statistical fea-
tures of retweet networks, meta-data, such as account creation time, the median
number of followers of an accounts social contacts, the tweet rate, and features
based on part-of-speech tagging and sentiment analysis.

The training of Botometer is based on a publicly available dataset! where (in
2019) 57,155 accounts were labeled “bot” and 30,853 were labeled “human” [19]
The accounts come from a variety of different sources and many of the labels
seem at least questionable. The largest subset of “bots” comes from a sample of
spammy or promotional accounts from the early days of Twitter (2009-2010).
The study where these accounts were collected referred to them as “content
polluters” and did not claim that these accounts were automated or bots [13].
Many of the accounts from other sources were apparently labeled manually by
laypersons with little understanding of the state-of-the-art in human-machine
interaction and the difficulty of evading Twitter’s detection of nefarious platform
use, and based on a naive understanding of what constitutes a “bot” (possibly
based on questionable clues like a high amount of retweets, a small or large
number of followers, missing profile picture, digits in the T'witter handle, or,
as empirically validated in [17], opposing political views). Some accounts in the
“bot repository” were explicitly labeled as “bots” because they appeared to have
participated in “follow trains”, a technique used by human political activists on
Twitter to rapidly increase their follower count. Clearly, the lack of reliable
ground truth data is the first glaring methodological problem of Botometer. It
seems far from obvious that training a classifier on a rather arbitrary selection
of account samples which are based on vastly different ideas of what constitutes
a “bot” will result in a useful tool.

Botometer is available both over an API and over a web interface. It provides
a score between 0 and 1 for individual Twitter accounts which is calculated by

! https://botometer.osome.iu.edu/bot-repository/datasets.html.
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calibrating the raw score provided by the random forest classifier. Higher scores
are associated with a higher “bot likelihood” on accounts that are labeled “bot”
in the bot repository. This “bot likelihood” is linearly rescaled to a scale from 0
to 5 and presented on the website. Additionally, a “complete automation prob-
ability” (CAP) is provided since version 3. The CAP is based on a non-linear
rescaling of the bot score according to the Bayes rule and is supposed to be inter-
preted as the posterior probability that an account is a bot. According to [19],
the CAP is based on the assumption that the prior probability of observing a
bot is 0.15 and provides “generally more conservative” scores than the original
bot score. That is, the rescaled “bot likelihood” is based on the assumption that
roughly 50% of the accounts encountered by Botometer are bots, whereas the
CAP is based on the assumption that 15% of these accounts are bots.?

Now consider the typical methodology of most disinformation studies which
employ Botometer (or similar tools). Two of many such studies will be discussed
in detail in Sect. 4:

1. A large sample of tweets or user accounts is collected related to a certain
topic, for example, all followers of certain accounts or all tweets that contain
certain hashtags or keywords, e.g. ‘political issue’.

2. The list of accounts is fed into Botometer and the resulting “bot scores” are
stored in a file.

3. The study authors take a look at the histogram of the “bot scores”. On this
basis, a suitable threshold is selected in some obscure or arbitrary manner.
This step is often skipped and instead, a threshold of 50% (2.5 out of 5) is
employed.

4. The amount of “bots” and “bot-generated” tweets is calculated based on this
threshold, resulting in headlines like “30% of the Twitter users who tweet
about ‘political issue’ are bots”, or “half of the tweets about ‘political issue’
are generated by bots”.

Even under the optimistic assumption that there is a significant correlation
between the “bot score” and the true nature of the account, this approach is
fundamentally flawed. By adjusting the threshold, almost any amount of “bots”
between 0% and 100% that is desired or expected by the authors can be pro-
duced as a result (see Fig.3). Researchers expecting a large number of social
bots will choose a low threshold, while researchers expecting a low number of
social bots will choose a high threshold.?> On the other hand, if the threshold is
not adjusted, the implicit assumption is that the relative number of bots in the
real-world sample is the same as in the training and/or validation data used to
optimize Botometer. In either case, using this approach to estimate the preva-
lence of “bots” is a textbook example of circular reasoning. The prevalence of

2 Notably, this 15% estimate was obtained using an earlier version of Botometer as a
classifier and without manually verifying those results [16].

3 This resembles a technique of adjusting a bedridden patient’s blood pressure reading
by heavily tilting the bed, as described in Samuel Shem’s satirical novel House of
God: “You can get any blood pressure you want out of your gomer”.
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social bots desired or expected by the researchers directly affects the prevalence
that will be “measured”.

The problem can also be pointed out in a probabilistic framework. An opti-
mal classifier for “bots” vs. “humans” will follow the Bayes decision rule which
minimizes the number of errors. Therefore, based on a feature vector x, it will
make a decision for the class Bot if and only if

p(Bot) - p(x|Bot) > (1 — p(Bot)) - p(x|Human). (1)

Botometer, like any other classifier, incorporates an estimate of the prior prob-
ability p(Bot), explicitly or implicitly. As discussed above, the calibrated “bot
score” is based on the assumption that p(Bot) is roughly 50%, whereas the CAP
is based on the assumption that p(Bot) is 15%. Adjusting the “bot score” thresh-
old is equivalent to modifying the prior probability p(Bot). However, p(Bot) is
nothing but the prevalence of social bots that researchers are trying to measure
in the first place. This is a circular dependency: In order to classify accounts into
“bots” and “humans” with the goal of using the relative frequency of “bots” as
an estimate for p(Bot), we already need to know p(Bot) beforehand.

Using a classifier like Botometer to obtain a reliable estimate of p(Bot) by
counting unvalidated classification results would require probability density func-
tions p(x|Bot) and p(x|Human) with virtually no overlap. Only then, the impact
of the unknown probability p(Bot) on the classification result could reasonably
be neglected. However, looking at actual “bot score” distributions and given the
consistent failure of Botometer in our experiments, this is clearly not the case.*

These considerations leave little hope that Botometer or similar tools might
be of any value for estimating the prevalence of “bots”.

3 Evaluating Botometer on Samples of Known Humans

The problem that Botometer produces enormous amounts of false positives and
that it should never be trusted without manual verification has been pointed out
for years [5,10-12,15].

Different methods have been used to demonstrate the problem. A simple and
effective way is to use Botometer to classify accounts that are without doubt
operated by humans. When we tested Botometer in April 2018, nearly half of
U.S. Congress members present on Twitter were misclassified as bots (47%),

4 A similar problem arises when human labelers are instructed to rate accounts as
“bots” or “humans”. The ratings will typically be based on unrealistically high
expectations of the bot prevalence p(Bot) (fueled by Botometer-based publications
and media coverage), a limited understanding of the state of the art in artificial
intelligence combined with misconceptions of what features might be “bot-like” (i.e.
a bad estimate of p(x|Bot)), as well as false and narrow expectations of what a
“normal” human behavior on Twitter might be (i.e. a bad estimate of p(x| Human)).
As a result, many accounts that are clearly not automated but were rated “bots” by
human labelers can be found in the “bot repository” used to train Botometer.
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Fig. 1. Distribution of the Botometer “bot scores” for the members of the U.S. Congress
who were present on Twitter (April 2018)

using the most commonly used “bot score” threshold of 50% (or 2.5 on a scale
from 0 to 5), see Fig. 1.7
In similar experiments in May 2019 [5,11,12], we found that

— 10.5% of NASA-related accounts are misclassified as bots.

12% of Nobel Prize Laureates are misclassified as bots.

— 14% of female directors are misclassified as bots.

— 17.7% of Reuters journalists are misclassified as bots.

21.9% of staff members of UN Women are misclassified as bots.

— 35.9% of the staff of German news agency “dpa” are misclassified as bots.

Clearly, Botometer’s glaring false positive problem has still not been solved
with the current version. In January 2021, even the Twitter account @QPOTUS
of the newly elected president of the United States, Joe Biden, was classified as
a “bot”, with a “bot score” of 3.2, see Fig.2. In May 2022, both presidential
accounts QPOTUS and @JoeBiden received “bot scores” of 3.8.

The lack of reliability goes both ways. When we tested Botometer with real,
automated Twitter bots in May 2019, we found that

— 36% of known bots by New Scientist are misclassified as humans.
— 60.7% of the bots collected by Botwiki are misclassified as humans.

A similar, but more systematic approach to evaluate the ability of Botometer
to discriminate between automated accounts and humans was chosen by [15].
The authors performed experiments on five datasets of verified bots and verified
humans. Although the datasets had been partly used to train Botometer, the

5 Surprisingly, in May 2019, Botometer performed dramatically better on the mem-
bers of Congress; the false positive rate dropped from 47% to 0.4%. Possibly, these
accounts had been added to the Botometer training data as examples of human users
in the meantime.
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Fig. 2. Screenshot of Botometer’s web interface showing the “bot scores” of the verified
Twitter accounts @Reuters, @QPOTUS, and @BernieSanders, each being misclassified
as a bot (January 2021)

authors find that “the Botometer scores are imprecise when it comes to estimat-
ing bots. [...] This has immediate consequences for academic research as most
studies using the tool will unknowingly count a high number of human users as
bots and vice versa.”

Although they clearly demonstrate severe limitations of Botometer, evalu-
ations on manually selected lists of accounts do not allow for an estimate of
Botometer’s reliability in a real-world setting. In a real-world scenario, an enor-
mous variety of human user behaviors may occur which might not be included in
manually constructed test samples. Also, it seems unlikely that actual malicious
“social bots” would behave in the same manner as the bots employed in these
experiments. Therefore, the only way to get a realistic impression of Botometer’s
performance in real-world scenarios is to take a closer look at the accounts that
are classified as bots in a specific setting. Unfortunately, it turns out that authors
of studies of this type are extremely reluctant to share their lists of “bots”. In
our impression, most of the study authors we contacted were fully aware that
the lion’s share or even all of the accounts they counted as “bots” were, in fact,
humans.

This reluctance to share data motivated us to replicate one study of this type
about alleged social bots among the followers of German political parties [9]. In
only one case, we were able to obtain the relevant raw data from the authors
of a peer-reviewed Botometer-based study. We are grateful that Dunn et al. [4]
shared their list of “bots” with us to allow us to take a closer look.
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4 Evaluating the Performance of Botometer
in Real-World Scenarios

In this section, we will first evaluate the performance of Botometer on the basis
of two peer-reviewed studies where this tool was employed to estimate the preva-
lence of social bots. Lastly, we will summarize the findings of two recent studies
where Botometer results have been checked manually.

4.1 Are Social Bots Following the Twitter Accounts of German
Political Parties?

Keller and Klinger [9] analyzed Twitter data that was collected before and dur-
ing the 2017 federal election campaign in Germany. Based on an analysis with
Botometer, they claim that among the followers of seven political parties, “the
share of social bots increased from 7.1% to 9.9% during the election campaign”.
The total numbers of Twitter followers they analyzed during the election cam-
paign was 838,026, which, assuming the claimed social bot prevalence of 9.9%,
would correspond to roughly 83k social bots. However, the paper does not pro-
vide any examples of social bot accounts and the raw data was not shared. When
we contacted the authors, they were unable to provide us with a single credible
example of a “social bot”.

In order to verify the validity of these results, we tried to replicate Keller’s
and Klinger’s approach in May 2019. Although we expected some changes in the
follower lists of the political parties over the 20 month period between September
2017 to May 2019, we see no reason for (or evidence of) a fundamental change.

When we downloaded the followers of the seven political parties using the
Twitter API, we found a total of 521,991 different accounts that had at least
tweeted once (Botometer is not able to provide scores for accounts without
tweets). To classify these accounts into “bots” and “humans”, we used the
Botometer API to determine the “bot score” for each of the accounts and used
the same, unusually high “bot score” threshold that Keller and Klinger had
chosen for their study: 76%, or 3.8 on a scale from 0 to 5.

Surprisingly, the amount of social bots appeared to have increased dramat-
ically since the elections. We found a total of 270,572 accounts that exceeded
the “bot score” threshold of 3.8. This corresponds to a social bot prevalence of
51.8%. Mysteriously, the amount of social bots among the followers of German
political parties appeared to have increased fivefold in the 20 months since the
election, while the total number of followers had decreased. The commonly used
threshold of 50% or 2.5 would have resulted in a “social bot” prevalence of 67%,
see Fig. 3.

In order to understand what was really going on, we chose to take a closer
look at the list of social bots. Obviously, it is not feasible to manually analyze
270k Twitter accounts. In order to assess the true nature of these accounts,
we decided to select a sample of slightly more than 100 of the alleged “social
bot” accounts. While random sampling might have been feasible, we preferred a



Investigating the Validity of Botometer-Based Social Bot Studies 71

100%

Threshold of 76% (3.8)
used in our experiments

/

percentage of accounts classified as bots

0%
0 0.25 0.5 0.75 1
bot classifier threshold

Fig. 3. Cumulative distribution of the Botometer “bot scores” for the Twitter accounts
following the accounts of the largest German political parties in May, 2019. The thresh-
old of 76% (3.8 out of 5) which was defined by [9] and reused in our replication attempt
is highlighted.

deterministic strategy to make our results reproducible. At the same time, the
approach should guarantee a representative sample. For this purpose, we sorted
the 270k “bot” accounts in descending order of their “bot score”. Within that
list, accounts with the same “bot score” were sorted in descending alphabetical
order according to their Twitter handle. From the resulting list, we selected all
accounts in lines where linenumber mod 2,500 = 1, i.e. the 1st, 2501st, 5001st,
.. account. This selection procedure resulted in a list of 109 alleged social bots
covering the range of “bot scores” from 3.857 to 4.931.

Each of the 109 accounts was closely analyzed manually, using tools like
https://accountanalysis.app to check for unusual timing patterns and to retrieve
the Twitter clients that were used for recent tweets and retweets. Most impor-
tantly, we closely inspected the tweets and retweets as well as the interactions
with other users to search for traces of potential automation.

The complete list of accounts with the “bot score” assigned by Botometer,
the Twitter handle, the follower number, and a short comment about distinc-
tive characteristics of the account can be found in the Supplemental Materials,
Section A.% Here, we want to give some examples of such accounts. We will also
speculate about potential reasons why these accounts might have been misclas-
sified as “bots”.

— More than 20% of the accounts that were misclassified as “bots” only tweeted
a single tweet after the account was created. We found this to be a reproducible
behavior of Botometer: After creating a new account and tweeting a single

5 https://www.in.th-nuernberg.de/Professors/Gallwitz/gk-md22-suppl.pdf.


https://accountanalysis.app
https://www.in.th-nuernberg.de/Professors/Gallwitz/gk-md22-suppl.pdf

72 F. Gallwitz and M. Kreil

tweet, any account is rated a “bot” with a close-to-maximum “bot score”. A
somewhat tragic example of this type is a Twitter user in our sample, a fol-
lower of the conservative party account @QCDU, who asked @Microsoft for help
regarding a problem with her Microsoft account in July 2017 and (as of May
2022) has never received a reply.

— Inactivity in the last couple of months or years seems to be another main
reason for Botometer to rate accounts as “bots”. This is a quite surprising
behavior, given the common narrative that social bots are supposed to be
highly active accounts, as suggested by the Oxford 50-tweets-per-day crite-
rion (see, for example, [8]). While Botometer still displays this behavior in
May 2022, a warning has been added to the web interface in the meantime:
@accountname is not active, score might be inaccurate.

— Although quite active, the Twitter account @QCDU_VS, the local branch of
the conservative party in the town of Villingen-Schwenningen, is rated a
“bot”. A possible reason seems to be that the operator of the account is
quite frequently cross-posting content from their Facebook and Instagram
pages directly through the “T'weet” button on these platforms. However, this
is a perfectly normal, frequent and acceptable way of sending tweets and has
nothing to do with the concept of a social bot. User @hoockstar, for example,
also might have turned himself into a “bot” by posting a couple of Instagram
links in this manner.

— A similar issue might have turned six other Twitter users in our sample into
“bots”. Each of them sent at least one tweet through a game app, such as
“8 ball pool” or “ClumsyNinja”. Tweeting your progress in games like these
is often honored with a reward in some kind of in-game currency, while the
tweet serves as an ad for the creators of the game.

To summarize the result, not a single one of the accounts in the list was a “bot”
in any meaningful sense of the word, certainly not a social bot according to the
definition given in the Introduction. In other words, every single “bot” in our
sample was a false alarm. Assuming that Botometer does not perform worse than
a random number generator on the followers of German political parties (as we
did not check the accounts rated as human), we can also conclude that the best
guess for the number of social bots following the political parties in Germany is
not 83,000, as claimed by Keller and Klinger, but zero.

4.2 Are Social Bots Attempting to Spread Vaccine-Critical
Information?

The second study we used as a basis for evaluating Botometer in a real-life
scenario investigates the influence of “bots” in the spread of vaccine-critical
information [4]. The authors examined a study population of 53,188 U.S. Twit-
ter users who were selected independently of whether they were exposed to or
shared vaccine-related tweets or not. Additionally, about 21m vaccine-related
tweets coming from approx. 5m accounts had been identified based on keyword
filtering. The study examined whether and how the users of the study population
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interacted with vaccine-related tweets, and whether the vaccine-related tweets
users were exposed to came from “bots”.

In order to determine if a Twitter account was a bot, Botometer was
employed, using the usual threshold of 50% (2.5 out of 5). A total of 5,124,906
accounts was scored, resulting in 197,971 “bots”, which corresponds to a “bot”
prevalence of 3,8%.

Although the study concluded that the exposure to bot-generated content
was limited—which seemed highly plausible to us—we were skeptical about the
true nature of the accounts that had been counted as “bots”.

The authors kindly provided us with the list of Twitter UserIDs that were
counted as “bots”, as well as the corresponding Botometer scores. The scenario
differs from the German party follower study in important aspects which should
help to avoid two main causes of false positives:

— The sample of 5m accounts was selected based on active tweets that contain
vaccine-relevant keywords. Therefore, inactive accounts (which, as we have
seen, are commonly misclassified as “bots” by Botometer) could not become
part of the sample.

— Given that every account in the sample had to post at least one tweet with a
vaccine-related keyword, it was highly unlikely (though, as it turned out, not
impossible) that accounts which had only produced a single tweet in their
lifetime could become part of the sample. (Accounts like these, as we have
seen, are commonly—if not always—misclassified as “bots” by Botometer.)

Therefore, the dramatically lower prevalence of “bots” in this sample (3.8% vs.
67% on the basis of the 50% threshold) is not surprising.

Again, we wanted to select a suitable, representative subset of the 197,971
“bot” accounts in a deterministic manner which would undergo manual analy-
sis. The list provided to us by [4] included unique numerical user IDs, not the
alphanumeric Twitter handles we had used in the party follower scenario. For
deleted or suspended accounts, we could not reconstruct the alphanumeric Twit-
ter handles. Also, T'witter handles may change over time. Therefore, in order to
keep our approach reproducible, we used a selection strategy which was directly
based on the numerical user IDs: We sorted the list of accounts numerically
in increasing order according to their unique Twitter UserID and selected all
accounts in lines where linenumber mod 1,500 = 1, i.e. the 1st, 1,501st, 3,001st,
.. account. This resulted in a list of 132 alleged social bots covering the range
of “bot scores” from 2.557 to 4.871.

Of these 132 accounts, 11 had been deleted since the data had been collected
(2017-2019). On the basis of the numerical Twitter UserID alone, without access
to the Twitter handle, an investigation through the Internet Archive was not
successful. This left us with 121 “bot” accounts that we could analyze.

We used tools like https://accountanalysis.app to check for unusual timing
patterns and to retrieve the T'witter clients that had been used for recent tweets
and retweets. Most importantly, we closely inspected the tweets and retweets
as well as the interactions with other users to search for traces of potential
automation. We put a significant amount of effort into establishing the true
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identity of the persons behind the accounts wherever possible, using Google
Search, Facebook, LinkedIn, photo comparisons, homepages of physicians and
scientific institutions, as well as various other information sources available on
the internet.

The complete list of accounts with the “bot score” assigned by Botometer,
the Twitter handle, the follower number, and a short comment about distinc-
tive characteristics of the account can be found in the Supplemental Materials,
Section B.”

A surprisingly high number of the 121 alleged “bots” in our sample are in real-
ity individuals with academic or professional credentials, many of them directly
related to the topic of vaccines. Each of them used their real name in their Twit-
ter bio. The list included (in the order of User ID) a medical intern and researcher
from Saudi Arabia, an International Development and Public Health professional
at the University of London, a pediatric nurse practitioner in New York, a senior
lecturer at the School of Business at the Orebro University, a Technical Manager
at a health products company in Nigeria, an IT professional in Tohana, India,
a former Pediatrician who is now working at the Embassy Medical Centres of
HOPE Worldwide in Cambodia, a human resource professional in Michigan, a
specialist in trauma surgery at Oscar G Johnson Veterans Admin. Hospital, the
former Director of WHQO’s Prevention of Noncommunicable Diseases who holds
multiple academic degrees and titles, a pediatrician in Loma Linda, California,
a medical student at the University of Rwanda, a postdoctoral researcher at the
Institut de Recherche en Infectiologie de Montpellier, a junior researcher working
in the area of infectious diseases at the University Medical Center Rotterdam,
an Associate Professor at the University of Texas Southwestern Medical Center
and a Senior Economist at the RAND Corporation, a student in the Master’s
program Health Studies at the Athabasca University in Canada, and a Public
Health Officer from Kampala University.

A number of the 121 alleged “bots” are, in reality, the official Twitter
accounts of health-related organizations:

— @QTHEWAML, The World Association for Medical Law

— @CdnAcadHistPhm, The Canadian Academy of the History of Pharmacy

— @Infprevention, The Infection Prevention and Control Conference IPCC

— @jubileetanzania, The Jubilee Insurance Company of Tanzania Ltd.

— @JFoundation_, The Jamachiz foundation in Lagos which supports the
improvement of basic human welfare.

— @QUNMCkidney, The University of Nebraska Medical Center Division of
Nephrology

Animals are commonly vaccinated as well. This contributed to the fact that
some of the alleged “vaccine bots” are, in reality, Twitter accounts related to
agricultural topics and pets:

— @agriview, “Wisconsin’s Leading Agriculture Newspaper”

" https://www.in.th-nuernberg.de/Professors/ Gallwitz /gk-md22-suppl.pdf.
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11 David McKeag hat retweetet

ten @tentrixbanares-22.04.18

LOOKING FOR BLOOD DONORS for our Golden Retriever. & We need
dog donors at least 27kg and above &, complete with vaccinations.
Please RT and help us find a donor for Sansa. ¥

Q1341 077K Q 185k o

Fig. 4. Viral tweet about a dog in need of a canine blood donor. As it contains the
keyword ‘vaccinations’, thousands of users who had retweeted this tweet and were
misclassified as “bots” by Botometer were counted as “vaccine bots” in [4].

— @topbstories, Links to stories and videos about pitbulls, e.g. americanbully-
daily.com

— @Thinkagro, Thinkagro Co Ltd., a China-based provider for agricultural
products and solutions

— At least two of the accounts ended up as “vaccine bots” because, like 177k
other users, they had retweeted a tweet about a seriously ill Golden Retriever
in need of a canine blood donor. The tweet included the keyword ‘vaccina-
tions’, see Fig. 4.

— @anonymousinappl tweeted only a single tweet with a joke that contained
the word ‘vaccines’ and got one like for it.

Some of the accounts in the list use a certain degree of automation, none of
which has anything to do with attempts to spread vaccine-critical information:

— A hospital doctor used the RoundTeam Twitter content management plat-
form to tweet about hospital-related topics. The commercial service claims
that it “enables you to grow your presence on Twitter”. (The doctor who
used this service for a year acquired a total of 11 followers—highlighting how
difficult it is to acquire followers even for a real and reputed person if their
tweets remain generic and impersonal.)

— @Onderzoekers is the automated Twitter feed of a Dutch website which offers
job openings in science and research.

— @topbstories uses the web-based automation tool IFTTT to automatically
posts links to newly published articles on a some pitbull related sites.

— @vectorborg is a hashtag retweet bot with 1k followers that retweets tweets
which contain the hashtag #GreenEnergy. Retweet bots of this type were
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fairly common in the early days of Twitter. For example, a list of “77 Use-
ful Twitter Retweet Bots”, including dozens of bots dedicated to retweeting
tweets that mention a German city from #Aachen to #Wuerzburg, was pre-
sented by [3]. However, retweet bots give spammers easy access to the timeline
of the followers of these bots, simply by including hashtags or keywords in
unrelated tweets. As of May 2022, most retweet bots—including the ones in
the list—have been deactivated or suspended by Twitter.

— @LoydGailpg is an account with 6 followers that used IFTTT to retweet links
to newly published airline and travel related articles.

To summarize, in a representative sample of 121 of the almost 198k accounts
that were counted as “bots” in [4], we found 116 human-operated accounts with
no signs of automation. We can therefore estimate that approx. 190k human
accounts were falsely counted as “bots” in this study. Many of these Twitter users
have impressive academic and professional credentials. Consider that approx.
1,500 scientists and experts with similar credentials have been misclassified as
social bots for each of the scientists and experts in our sample. Only 5 of the
accounts in our sample might be considered (unmalicious) bots. Not a single
one of these accounts had anything to do with automated attempts at spreading
vaccine-critical information or disinformation.

Again, we could not find a single account that fits the usual definition of a
social bot as cited in the Introduction.

5 Related Work

Our devastating findings about Botometer’s lack of reliability in real-world sce-
narios are consistent with findings in two recently published studies.

In [7], the Twitter debate around mask-wearing during the COVID-19 pan-
demic was analyzed, focusing on U.S.-based tweets. Like so many disinformation
researchers before them, the authors used Botometer to detect the “social bots”
in their sample of Twitter accounts. However, they followed the recommenda-
tions in [15] and manually labeled a random sample of 500 distinct users to check
the reliability of Botometer’s results. Similar to our approach, they took a look
at user profiles, tweeting histories, and interactions with other users in order to
determine whether they were dealing with a social bot or not.

They did not find a single bot in their sample of 500 accounts. Botometer,
however, labeled 29 (or 5.8%) of these accounts as “bots”.

The authors decided to ignore the Botometer results: “/...] based on man-
ual review, many of these users were simply hyper-active tweeters. Their online
activities did exhibit the normal behavior of human users, e.g. the content they
posted did not appear to be automatically authored and they participated in active
interactions with other Twitter users.”

In [14], the vaccine-related stance of English-language Twitter users during
the COVID-19 pandemic was investigated. As the authors wanted to focus on
human users, they tried to exclude bots using Botometer. In their sample of 675
accounts, 68 received a score (presumably the CAP) of 0.5 or higher. However,
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the authors also followed the recommendations in [15] and manually checked
these accounts. They found only one of these accounts to be automated, an
account that shared articles from a personal blog on Twitter. The other 67
accounts were human users, i.e. false alarms.

In a recent preprint by the research group that created Botometer [18], the
authors speculate that Botometer might work more reliably on English language
accounts than on non-English accounts. However, our results do not seem to
confirm this hypothesis. Only one of the four real-world studies discussed in our
paper involves mainly non-English language accounts. Nevertheless, in all four
studies, between 96% and 100% of the accounts rated as “bots” on the basis of
Botometer turned out to be false positives. Not a single one of them was a social
bot according to the definition cited in the Introduction.

6 Conclusion

The field of social bot research is fundamentally flawed. While social bot
researchers have received an enormous amount of public attention, the vast
majority of their findings fully rely on the accuracy of Botometer. Many
researchers simply refer to all accounts in their studies as “bots” or even as
“social bots” as long as they exceed some arbitrarily chosen Botometer threshold.
However, this approach is highly questionable from a theoretical point of view.
And, as we have demonstrated empirically, Botometer fails miserably and con-
sistently when evaluated under real-world conditions. Studies claiming to inves-
tigate the prevalence, properties, or influence of social bots based on Botometer
have, in reality, just investigated false positives and artifacts of this approach.

While automated Twitter accounts exist, we have yet to see a single credible
example of a malicious social bot, i.e. an account that pretends to be a human
user and is operated by some sinister actor to manipulate public opinion.

In our impression, a prevailing culture of intransparency is a major factor
that has enabled an entire field of research to rely on deeply flawed methods.
Publishing or sharing raw data, as it is common practice in many other fields of
science, would have helped to identify and highlight the fundamental method-
ological problems much earlier.

We conclude that all past and future claims about the prevalence or influence
of social bots that are not accompanied by lists of account IDs are highly ques-
tionable and should be ignored. In those cases where actual social bot accounts
are named, we recommend an in-depth analysis of these accounts to verify
whether these are not simply human beings—made of flesh and blood—who
have been misclassified as social bots like hundreds of thousands of Twitter
users before them.
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Abstract. Today, implications of automation in social media, specifi-
cally whether social bots can be used to manipulate people’s thoughts
and behaviors are discussed. Some believe that social bots are simple
tools that amplify human-created content, while others claim that social
bots do not exist at all and that the research surrounding them is a
conspiracy theory. This paper discusses the potential of automation in
online media and the challenges that may arise as technological advances
continue. The authors believe that automation in social media exists,
but acknowledge that there is room for improvement in current scien-
tific methodology for investigating this phenomenon. They focus on the
evolution of social bots, the state-of-the-art content generation technolo-
gies, and the perspective of content generation in games. They provide a
background discussion on the human perception of content in computer-
mediated communication and describe a new automation level, from
which they derive interdisciplinary challenges.

Keywords: Social media - Automation - Bots - Artificial intelligence -
Content generation

1 Introduction

Automation' in social media has become a central point of discussion in compu-
tational social science, computer science, psychology, political science, journal-
ism, and related domains. The central questions are whether, to what extent, how

! In the most general sense, we understand automation to mean technically controlled
processes that ensure a specified target achievement largely without human inter-
vention. In closed-loop systems, target achievement is controlled by feedback mech-
anisms and through self-regulating control mechanisms. In open-loop systems, no
feedback mechanism is implemented [31].
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convincingly, and with what effects automation is used. In the online and social
media ecosystem, automation usually relates to the (partly or completely) self-
regulating mechanization of communication by algorithms, either with a wider
public (one-to-many) or individuals (one-to-one). Today, an almost classic sub-
ject of discussion is the social bot — a type of automaton in online media that
(also temporarily) hides behind (possibly real) online accounts to interfere with
human communication [14,30]. Those bots are often described as tools that act
autonomously, behave or respond intelligently to others, and even manipulate
people’s minds, e.g., to influence elections [8]. Others describe social bots and
automation as simple tools, performing simple tasks like amplifying predefined
content designed by humans [6]. Still others narrow their view to the assumed
intelligent and autonomous automata, find that social bots do not exist at all,
and claim that contemporary research on this topic is a huge conspiracy theory
by greedy scientists aiming for funding [27]. Regardless of how social bots are
defined and understood (as simple spammers or as super-smart and autonomous
actors), we ask the question whether automation is already mature enough to
produce textual and pictorial content systematically, autonomously, and con-
vincingly? so that people can be manipulated by their means?

This work addresses the context of automation in online media with a
broad perspective. It refrains from finding definitions of social bots, deficiencies
in methodology, or participating in the non-targeted discussion of conspiracy
beliefs. On the contrary, it focuses on exploring the potential of automation
in the online media ecosystem based on current technologies and preconditions
and discusses potential threats and challenges that may arise as these technolo-
gies are combined or advance further. Clearly, the authors are convinced of the
existence of automation in social media. However, they acknowledge (and have
contributed to) the discussion on shortcomings of current scientific methodology
in investigating this phenomenon (e.g. in detection methods, [7,29,30]).

The presented results and discussion partly stem from a theme development
workshop titled “Al: Mitigating Bias and Disinformation”, held in May 2022,
which also addressed the topic of “Automation in Online Media”. The authors of
this paper are a subset of experts and participants of the workshop, approaching
communication automation from different angles by integrating the evolution
of social bots, state-of-the-art content generation technologies, and the perspec-
tive of content generation in games. In the remainder of this work, we pro-
vide a background discussion on the human perception of content in computer-
mediated communication. After that, we describe a new automation level and
derive interdisciplinary challenges from it. Overall, we present this paper as an
initial perspective on mid-term and future challenges and research questions
regarding possible new aspects of automation.

2 “Convincingly” in the sense that social media users are not aware of messaging with
an automaton or consuming artificially generated content. This does not relate to
direct change of opinion.
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2 Background and Context of Computer-Mediated
Communication

Although the context of automation in online media is about communication,
the infrastructural and technical conditions of social media platforms provide
a unique and, in contrast to direct human communication, often limited form
of communication. Consequently, communication behavior, content, and recep-
tion deviate, influencing the requirements for the automation of communication.
Over the years, several theoretical frameworks have been developed that may
illuminate aspects of human-computer communication and interaction patterns.

A basic model of computer-mediated communication (CMC) developed by
Walther [76] states that computer interfaces enable humans to communicate with
less bias. Due to the reduced number of cues (e.g., absence of ambient noise or
gestures), fewer social responses are triggered that blur the transmitted message.
However, recent works show that the number of social media cues increased
dramatically, e.g., due to the introduction of emojis [78]. These shall provide
rich information, e.g., to judge whether someone else is a fake account [34].

Nass et al. developed the computers are social actors (CASA) model [49].
CASA states that cues emitted by a machine can trigger users to apply the
same social heuristics used for human-to-human interactions [59]. Studies prove
CASA’s validity in the social media context: Ho et al. [33] showed that chatbots
and humans could be equally effective in achieving positive conversation out-
comes. Similarly, bots posting informational content on Twitter are perceived
as trustworthy, although human curators were assessed as being more credi-
ble [22,23,66].

The Uncanny Valley, introduced as a theoretical (and partly speculative)
model by Mori [47], is defined as the low point of a qualitative function repre-
senting human affinity toward technology. Generally, affinity increases the more
human-like machines become. This, however, only works until their real nature
is unclear to a human observer, which then provokes a feeling of eerie. The
brain triggers this effect when incoherent behavior is detected, i.e., when the
expectation of seeing a machine is not met by reality [62]. In line with CASA,
participants in a study by Skjuve et al. [65] reacted similarly to a bot as to a
human conversation partner, as long as bots were able to carry the conversation.
In several other studies, people reacted more positively to a chatbot without an
avatar or were more likely to befriend another user with a comic-like rather than
a hyper-realistic virtual avatar [5,13,63].

Sundar’s MAIN model [68] defines cues that are used mindlessly by humans
to rate digital media’s credibility: Modality, Agency, Interactivity, and Navi-
gability. Intuitively, an audio-visual mode has more credibility than text-only
media. However, presumably because of the Uncanny Valley effect, people trust
multimodal media, including text and images, although audio-visual media are
closer to real conversations. Agency is defined as the source of information, i.e.,
the more social presence the source has, the more trustworthy it is. Interactivity
addresses the response behavior of digital media. The faster and more adapted
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the response to the ongoing conversation is, the more trust is granted. Navigabil-
ity features the design of a digital medium, i.e., information structured accord-
ing to human expectations is more credible. Using the MAIN model, researchers
showed that humans perceive chatbots as being credible [66], while bots on
Twitter found with automated detection methods like Botometer [80] are con-
sidered less credible [4]. Nevertheless, since Botometer was shown to detect only
unsophisticated bots [15,29], the limited cues given by them (e.g., text-only, no
variation of actions) may lead to the reduced credibility assessment.

Already before the COVID-19 pandemic and Facebook announced its trans-
formation into Meta Platforms [45], the Metaverse has been considered as digital
future of social interaction [39]. The term was coined in a science-fiction novel
from 1992 [67] to describe a virtual world next to the physical world in which
users interact with each other and services via avatars. It combines elements from
virtual and extended reality (VR and XR, respectively) but is not adequately
defined yet due to the use of the word for different marketing purposes [57]. First
steps towards a Metaverse have been taken in products of the gaming industry
such as Second Life or online role play games [40]. Recently, Facebook published
its first version of a Metaverse in which humans can create avatars and social-
ize with friends while wearing VR headsets [53]. Due to the resurgence of the
topic, little contemporary research has been published until now. Jeon [36], for
example, studies how users designing their perfect self in a Metaverse react to
advertisements emotionally, while others explored the security and privacy risks
of the Metaverse [20].

The development of theories about how humans perceive the digital world
and act in it happened in line with the advancement of technologies. Due to var-
ious social cues transmitted via social media but also due to known restrictions
and the human ability to bridge perception gaps with social scripts (anthropo-
morphization), humans may perceive the online ecosystem as similar to the real
world, especially if no unexpected behavior occurs.

3 Three Perspectives

To illuminate the current state and future perspectives of (automatic) commu-
nication on social media, we discuss three different viewpoints: social bots as
actors, content generation models as tools, and games and artificial intelligence
as references for content generation in virtual worlds. Especially the interplay
and interference of these three perspectives provide a multifaceted basis for iden-
tifying current unresolved issues and future challenges.

3.1 Evolution of Social Bots

The paramount example of automation in social media is the social bot — an
account that is at least partially automated to perform a set of predefined tasks.
Since the very emergence of social media, their support for anonymity and the
possibility of setting up programmatic interactions via APIs resulted in the rapid
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development and diffusion of social bots [26]. Despite the existence of neutral or
even benign bots that contribute to answering the information needs of social
media users, a large number of bots have shady purposes. Because of this, and in
parallel to the rise of social bots, platform administrators and scholars devoted
significant efforts to the development of bot detection techniques [14,44].
Through time, the characteristics of social bots have changed much. Bots
developed in the early 2010s were very simple accounts characterized by limited
personal information, few social (i.e., friend/follower) relationships, and repeti-
tive posting activity. On the one hand, their simplicity allowed bot developers
to create many such accounts in a short time. On the other hand, however, it
also made detecting those bots a relatively easy task [79]. For this reason, subse-
quent social bots were more sophisticated, featured detailed — yet obviously fake
— profile information (e.g., credible profile picture, short bio or account descrip-
tion, birthday), and had human-comparable social relationships and diversified
activity. These characteristics made the sophisticated social bots much harder
to be distinguished from human-operated accounts, as empirically demonstrated
by the increased difficulty of both social media users and machine learning-
based bot detectors at spotting newer bots with respect to older (and simpler)
ones [15]. In fact, the development of sophisticated social bots started an arms
race between bot developers and bot detectors that continues these days [16].
The burden of creating carefully engineered and thus credible bots were on
the shoulders of the bot developers. In other words, all of the detailed informa-
tion required to disguise social bots had to be manually inserted, which implies
that significant effort and time were required to create a large number of sophis-
ticated bots. Similarly, the behavior of social bots was rule-based, meaning that
bot developers typically created simple sets of rules to determine their actions
and activities. These could drive the bots to reshare all content posted by cer-
tain accounts, post messages at predefined times, or even automatically follow
a set of target accounts. Overall, until recently, social bots featured limited
“intelligence”, independently of their complexity and degree of resemblance to
human-operated accounts [6]. However, this scenario is about to change due to
the recent advances in Al that provide unprecedented opportunities for creating
more intelligent and human-like social bots. For example, generative adversarial
networks (GANs) demonstrated exceptional capabilities at artificially creating
realistic-looking pictures of men and women of all ages,> among other things.*
These could very well be used as credible profile pictures of fake accounts, as
it already happened on Facebook and Instagram.® Similarly, recent advances in
natural language generation (e.g., OpenAl’s GPT 3) opened up the possibility
to create artificial texts on any given topic,’ even mimicking the writing style
of a target character, or adopting a peculiar one. New bots could (and already
do) exploit these techniques to craft more effective and credible messages before
posting them on social media [25,52]. Finally, Al has also been used to generate

3 https://thispersondoesnotexist.com /.

* https://thisxdoesnotexist.com/.

5 https://www.wired.com /story /facebook-removes-accounts-ai-generated-photos,/ .
5 https://openai.com/blog/better-language-models/.
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artificial online behaviors (i.e., sequences of actions) to trick detectors of mali-
cious accounts into misclassifying Al-driven accounts as benign ones [32]. These
figures paint a worrying picture of the capabilities that future bots could exhibit.

3.2 Multimodal Artificial Content Generation

The advent of transformers-based language models like BERT [18] or GPT [54]
changed the status-quo of natural language generation (NLG). In contrast to
previous approaches like convolutional neural networks, transformers draw global
dependencies between input tokens, allowing the connection of coherent words
that do not appear in consecutive order [75]. Additionally, by using as many
unlabeled, cross-domain, and multilingual texts as possible during an extensive
pre-training, transformers gain a good understanding of language and implicitly
learn a variety of potential sub-tasks. Thus, few- or even zero-shot learning is
possible, where the model either receives only a few examples as input or even
fulfills the task spontaneously [11].

The current state-of-the-art in text-only generation is GPT-3 [11], which can
be used to generate texts that are indistinguishable from human-written ones,
especially if they are short [35]. The mean human accuracy at detecting five hun-
dred word articles written by GPT-3 was 52% [11]7. Although a BERT model
trained to detect GPT-generated texts performed slightly better, finding a reli-
able way to detect these artificial texts remains an open task [1]. Fagni et al. [25]
demonstrate this problem based on fake accounts that use artificial tweets gen-
erated with GPT-2, amongst others. They evaluated thirteen supervised detec-
tors, like various BERT variants, assessing several accounts and tweet features.
Accounts backed-up with GPT-2 generated tweets were hardest to detect for
these trained models, with a mean accuracy of 75%.

However, in the context of the automated production of information, not only
the text is relevant, but also the associated visualizations in the form of images,
drawings, and avoidably scientific diagrams to underline the statements to be
conveyed. Large language models can help generate natural language treatises to
generate the associated visualizations and then describe them depending on the
situation. A good way to generate images from text is Dall-E, a 12 billion param-
eter version of GPT-3 that is trained to generate images from text descriptions
using a data set of text-image pairs [55]. Extensive pre-training is fast becom-
ing the norm in Vision Language (VL) modeling. However, the prevailing VL
approaches are limited by the need for labeled data and the use of complex
multi-level pre-training targets. It is a simple method for enriching generative
language models with additional modalities using adaptor-based fine-tuning. For
example, building on Frozen [74], the Aleph Alpha model MAGMA [24] trains
a set of VL models that autoregressively generate text from any combination

" The readers may ask themselves whether they can judge who wrote the abstract
of this paper - the authors or GPT-3. In fact, the abstract has been generated
automatically by GPT-3 using only the introduction chapter of this paper as input.
No editing has been done by the authors.
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of visual and textual inputs. The pre-training is fully end-to-end and uses a
single language modeling objective, which simplifies optimization compared to
previous approaches. Notably, the language model weights remain unchanged
during training, allowing for the transfer of encyclopedic knowledge and contex-
tual learning skills from language pre-training.

3.3 Perception of Content in Games and Social Media

Games are at the forefront of AI research and have recently been a testbed for
many new algorithmic developments, which have led to seminal papers. Deep
Reinforcement Learning was first shown to be successful on the Atari Learn-
ing Environment [46], and the more abstract (board game) Go problem was
first successfully tackled on and beyond the human grandmaster level using
AlphaGo [64]. Many improvements followed, as summarized in [61]. Togelius [71]
explains why this direction is going to continue to be prominent in Al, especially
if we want our methods to further develop in the direction of artificial general
intelligence (AGI). As of May 2022, the last current step may be Gato [58], an
agent that can deal with hundreds of tasks, including many games successfully,
but also handle natural language problems. In this case, solving a problem often
means to create an answer that matches the expectations of humans. Whereas
Gato can e.g. create speech that matches the context as, e.g., GPT-3 [11] does,
Dall-E2 [55] generates stunning pictures from text prompts.

Generation of content has some tradition in the computer game field; it has
been one of the most vital research areas in this realm at least since around
2013 [72] and is usually subsumed under the term Procedural Content Gener-
ation (PCQG). There are early examples of generative methods for maps/levels
in games already employed in the 1980s, notably Elite which featured a vast
science fiction universe that could by no means have been stored in the mem-
ory of available computers. The generation method basically relied on controlled
randomness, however, more recent methods use randomness only as variational
effect to prevent too strong similarities in the provided content which would
create an “artificial” impression. As a main driving force, they use explicit opti-
mization (according to a measurable criterion) or a model that implicitly stores
knowledge about content in a machine learning fashion, usually a (deep) artificial
neural network. Nowadays, there is basically no type of game content that is not
semi-automatically or fully automatically generated to some extent, including
whole non-player characters (NPCs), missions or full plots, graphical compo-
nents, music up to almost complete game creation. Notable examples here are
No Man’s Sky® (2016, as of 2022 still extended several times every year), and
Ultima Ratio Regum [38]? (started in 2012, still in beta). Content creation may
also be personalized to the expectations of users according to the Experience-
Driven PCG paradigm [81].

From this viewpoint of users, and especially if seen from an automated gen-
eration perspective, computer games share a lot with social media:

8 https://www.nomanssky.com/.
9 https://www.markrjohnsongames.com/games/ultima-ratio-regum/.
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interactivity: whereas most of the content has to be perceived by the user,
interaction is not only possible in contrast to other media (e.g., movies, news-
papers), but a vital component of the setting;

immersion: games, as well as social media providers, aim to catch and hold the
attention of users as long as possible;

believability: it is not necessary to understand the content or use it with a
specific plan or intention, but it must be made in a way that appears to be
meaningful and believable.

One crucial difference, especially concerning believability, may be that in
computer games, users apply the suspension of disbelief because they know that
they are in a game’s context and still want to believe in the content they see.
In other words, they know that they will be tricked but want to be tricked
well enough to ignore that thought. In social media, users usually expect to be
confronted with believable content because it is real, produced by other users
with some intention. It seems necessary to make quite big mistakes to raise the
user’s suspicion that the observed content may be generated, which, of course,
simplifies betraying users by inserting (semi-) automatically created content and
making them believe it is from real users. Thus users do not expect to be tricked,
and therefore the level at which small mistakes go unnoticed is relatively high.

In games and social media, being successful requires achieving emotional
attachment to provoke reactions. However, and this is another difference, the
attachment must be at least partly positive in games. It can be challenging,
but players will simply churn and play another game if it is more negative than
positive. This is not the same for social media users who are also engaged by
negative attachment (e.g., shit storms). Additionally, social media content is
consumed at a much higher frequency, user attention is much more fluent, and
several threads can be worked on in a minute. Therefore, believability may be
more effortless to achieve as the amount of content a user sees before, e.g.,
accepting or setting up a friendship request or supporting an existing statement,
is relatively small.

In consequence, we can presume that making believable content in social
media, especially for fast-paced media like Twitter (where lengthy statements
are rare), is probably easier than for games, where the problem of computation-
ally generating narrative is still only working in specific contexts and on a small
scale [2]. Additionally, considering that some human social media actors (e.g.,
from the Alt-Right scene) use distortion and confusion as means of communi-
cation, it seems even easier to produce believable postings automatically. Gen-
erating nonsensical, out-of-context, or arbitrary statements is certainly possible
already now with the available generation algorithms, as GPT-3 [11]. Despite
these advances in generation, putting different media types together is undoubt-
edly more challenging. In game AI, this is known as facet orchestration [41] with
the overall goal of generating full games, and there are only a few examples
of doing it only with two facets (e.g., graphics and audio) successfully, none of
which goes into a completely automated direction. A certain amount of human
coordination is always necessary to obtain a good result. Using techniques such
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as Dall-E2 or MAGMA would not help here, as they would just try to express
the same content in another facet (from text to graphics or vice versa), but in
games and media, text and pictures used in the text are not totally congruent
but rather synergetic.

Riedl already argued in 2016 [60] that being able to generate meaningful
computational narrative is necessary for interaction with humans. This leads
towards the probably most important current research direction in AI, which
deals with the cooperation of AI agents and humans. It comes under different
labels, human-computer interaction, hybrid intelligence, team AT [48], computer-
supported cooperative work, but eventually means that machines have to inter-
act in a meaningful way with humans and other machines even if an out-of-
distribution event (something they have not been trained for) happens. Thor-
ough research in this direction has just started and presumably, will keep us
busy for a long time. In the meantime, interaction with the Al that controls a
bot will be the only (fairly) safe way for a human user to find out if there is
a machine on the other side, as was suggested for games some time ago [43].
Needless to say, Turing-testing is itself hard to automatize, making it a cure for
experienced users but not for automated bot-finding.

4 New Automation

In the previous sections of this paper, we presented various developments,
research results, models, and insights regarding the current state of automa-
tion in online media, the generation of artificial content, and the perception of
content and communication in various technical environments (social media to
game worlds). At this point, we draw new conclusions from these observations
and point out what seems to be a realistic perspective toward a new level of
automation. New Automation creates challenges that go far beyond previous
research questions and will need to be addressed by the research community and
society in the future.

Automation in social media is currently, in most cases, still limited to the tech-
nical implementation and imitation of human behavior at a rudimentary level.
Besides the massive content duplication, only simple reactive actions are usually
performed on other users (repetition of content, signaling approval/disapproval).
In this context, the simulation of human-like behavior does not primarily serve to
increase the credibility of automated actors vis-a-vis human communication part-
ners but rather to avoid detection and sanctioning by monitoring mechanisms of
social platforms. Similarly, massively repetitive content and automated approval
or disapproval do not aim at human communication partners. They target the
recommendation mechanisms that decide which content and topics users see as
important in their timelines [69].

This status quo may now change permanently under the new circumstances of
the development of content-generating technologies. While it was previously chal-
lenging to generate thematically appropriate content without human interven-
tion, transformers-based neural networks and even multimodal advancements of
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these technologies now represent a step in the direction of (partially) autonomous
and reactive systems for direct communication. Thus, the technological base of
behavioral imitation can now be complemented by a substantive building block
of automation in content generation (see Fig. 1). Specifically, automata can now
be developed so that they not only behave in a human-like manner (i.e., fol-
low a regular daily routine, simulate human reaction speed) but also generate
creative-seeming but indeed variable content. Textual content is not only vari-
able at the word level; it can also be preset to views and opinions to a limited
extent (few-shot learning). For this purpose, content from other users can be
used as preset content to configure an opinion of the automaton to simulate
a contextual response. The generation of multimodal content can increase this
aspect — and the credibility of the content according to the MAIN model.
However, the content’s credibility depends not only on the quality of the
generated content. Although today’s systems often generate convincing artifacts
that are no longer identifiable as artificial even to humans, they do not always
function flawlessly and convincingly. Still, this is less of a problem than we would
assume in a classic communication situation (face-to-face) for several reasons:
First, as presented before, it is essential to consider the environment and the
lack of external influences during communication in social media while at the
same time including human scripts to deal with this type of communication.
Content generated by automata is not presented entirely to a single user, but
distributed to multiple users, so that no single user can see the whole picture of
a campaign. Spelling mistakes in single messages could be perceived as simple
slips and nonsensical posts, as human trolling, or misunderstanding from the
receiver’s side. Humans are programmed to understand messages sent by a com-
munication partner not only by content but also by interpreting social cues like
facial expressions or gestures. Consequently, communication with no or reduced
social cues leads to misunderstandings since it is abstract and less intuitive.
An exciting field of self-experience of this phenomenon has undoubtedly been
text-based communication during the pandemic: the restricted environment of
a chat platform may lead to frequent misunderstandings. Even using additional
cues, such as emojis or stickers, is insufficient to solve this problem since they
sometimes may even increase misunderstandings if a meaning of an emoji is
ambiguous. An automaton must only act similar as humans would with all their
errors and deviations to disguise its true identity from the message receiver.
Second, as mentioned in the perspective of content generation in games and
social media, users believe that the things they are confronted with on social
media are real. In contrast to gaming, where gamers are in a clearly virtual
setting and pushed to the content and action to reach a suspension of disbelief,
social media users belief in a real social setting and seemingly often do not want
to scrutinize the origin of the information. Partly this may be the case since it
is laborious to review every source in such a broad ecosystem like social media
(similar to the situation of real social interaction scenarios). Additionally, tedious
fact checking would pop the bubble on their social media platforms, where they
can see personalized content which correspond to their world view. Especially in
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Fig. 1. Visualization of the gap between simple automatons and human communication
that must be closed by New Automation techniques.

times of events like the pandemic, users rely on their social interactions via social
media, making it very painful to disintegrate the reliability of these platforms
for every single user. Thus, only strong cues that irritate users seem to be strong
enough to make users question the validity of the information.

However, most of the limited cues transmitted via social media are enough to
trigger humans’ socialization scripts (e.g., as in the CASA model [49]) for ensur-
ing believable communication. This offers two new levels of individual influence:
(1) Cues can be reduced in a way that messages become more ambiguous (e.g.,
the use of fewer emojis will lead to uncertainty regarding the intent of the mes-
sage and may leave a communication partner being insecure and occupied with
deciphering the reduced message). Here, automation can easily be applied since
it only needs to be sophisticated enough to provide enough cues such that users
are not entirely sure whether their communication partner is an automaton or
a human being. (2) Cues can be inserted to trigger specific social scripts for
causing specific reactions. This is certainly more difficult and directly correlates
to the sophistication of the applied content generation technology. Still, the
auto-generated text has only been adjusted to the situation and should be good
enough to fulfill human expectations, but not better so as to avoid triggering
the Uncanny Valley.

As shown in Fig.1 for the application of persuasive automation in online
media, the challenge is not to accurately replicate interpersonal communication.
It is to properly control cues and content in the setting of feature-poor communi-
cation in technical environments for creating sufficient uncertainty in the commu-
nication partner about the actual nature of an actor behind an account or avatar.
New Automation has to close the gap between only simulating human behavior
by producing content for completing the human appearance of an account or
avatar in the restricted scenario of online media.

5 Future Challenges Implied by New Automation

The recent advancements to the tools and techniques capable of generating arti-
ficial content and driving the next generation of automated accounts pose oppor-
tunities, questions, and dire challenges. Among them are the challenges related
to detecting Al-powered social bots, assessing the effects of New Automation,
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measuring the quality of content and detecting low-quality one, designing and
applying corrective interventions, and ethics.

5.1 Detection of Automation

Al-powered accounts could post multimedia content with human-like patterns
by combining the capabilities of Al systems that generate realistic and credible
behaviors, photos, videos, and texts. An account with these characteristics and
whose behavior is decided by an Al to minimize its detectability while maxi-
mizing its impact inevitably poses much increased challenges than those faced
by bot detectors up to now. This observation raises an important question as
to whether it will even be possible to distinguish such bots from human-operated
accounts in the future. In more than a decade of research on social bot detec-
tion, we witnessed countless efforts aimed at developing detectors capable of
effectively spotting the majority of existing bots. This considerable effort led to
the development of literally hundreds of different bot detectors [14]. Unfortu-
nately, existing benchmark studies demonstrated the inherent difficulty of this
task, which, as of now, still stands as largely unsolved [15,21,52,56]. The unsatis-
factory results obtained against unresourceful bots cast a shadow on our capacity
to detect future intelligent bots. To turn the tide in the fight against automated
and other malicious accounts, some scholars proposed alternative approaches,
such as those aimed at detecting coordinated behaviors rather than automated
ones [50,77], or those that take into account the presence of adversaries by
design [16]. Others, however, deemed the task too difficult and recommended
policy, legal, and normative interventions to curb the many possible malicious
applications of automation and Al in online media [10]. New Automation thus
introduces a conundrum within this context: Detecting the next generation of
social bots might prove simply too tricky or outright impossible, but leaving
them be would make us vulnerable to their manipulations.

5.2 Measurement of Content Quality

An interesting and undoubtedly complex challenge in the context of New
Automation is measuring content quality concerning a given context. Here, dif-
ferent measures were developed in the past, focusing on assessing the adequacy,
fluency, diversity and factuality of the automatically generated texts [12]. Besides
the complexity of finding suitable proxies for assessing these criteria in the mul-
timodal domain [3], it is also a double-edged sword. On the one hand, assessing
content under investigation needs to examine it for coherence with the broader
context. On the other hand, using such a measure would be easy to identify
incoherent content and poor combinations of multimodal constructs (e.g., image
and text). At the same time, these measures would also be suitable to be used as
optimization criteria for generating processes and thus for their improvement.
However, currently, there are no such combined measures available. Although
some indicators for text quality exist, they do not measure what needs to be mea-
sured to judge artificially generated content in more than one dimension. While
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the so-called BLEU Score [51] and its successors were initially being developed
for evaluating machine translations (the closer translation to professional human
translation, the better), the ROUGE score [42] was developed based on BLEU for
text summarization. It compares the summary with the original text and imple-
ments different score versions (e.g., based on the longest common sub-strings or
different numbers of n-grams as a basis). At least the BERT-Score [82] calculates
(in contrast to BLEU and ROUGE) a semantic similarity score for each token
in a candidate sentence with each token in a reference sentence. However, (a) all
measures need a reference to compare with; (b) they cannot evaluate whether a
text represents a specific opinion or a whether the text makes any sense in spe-
cific content, and (c) they only measure one specific aspect of the text’s quality
instead of providing an overall picture.

The only currently available option to check for the quality of the generated
text is the evaluation by humans. As we have seen from the discussion of the
New Automation paradigm in social media, this may not necessarily influence
the applicability of the automation side but certainly the detection side. While
humans may activate their social scripts to integrate artificial content into the
current context, detection methods will fail to notice discrepancies objectively.

5.3 Effects of Automation

The effects derived from New Automation can be either positive or negative,
depending on the use case, context and intentions. Positive effects may be derived
from the increased communication efficiency. For example, if suitable methods
have been designed that can detect the spread of fake news, content moderators
may intervene early in the distribution process. Further, in particular situa-
tions like natural disasters, information can spread faster and be targeted more
directly to the affected people. Additionally, although research may not be able
to detect social bots anymore, it will maybe focus on mitigating the effects of
their actions. Thus, the final goal — making social media an uninfluenced plat-
form for the free exchange of opinions — may be achieved nevertheless.
However, the dark side of New Automation includes the scenario of infor-
mation warfare [19]. If social bots and disinformation cannot be detected reli-
ably, moderators or other concerned parties may use other methods like pre- or
debunking to counteract these developments. This would increase the amount of
content on social media, possibly one half in favor and the other half against a
particular opinion. Overall, this polarized situation would decrease users’ trust
and reliance on social media. Especially in times of a pandemic, where many peo-
ple are socially isolated, this may have severe psychological consequences. Lastly,
if more and more content is posted online (and the creation of this content is not
effortful anymore), communication itself may become arbitrary. Like industrial-
ization decreased the efforts to create objects, making them more expendable,
will the automation of word generation make conversations less valuable? Arti-
ficial content may eventually even dominate social interaction. If such data is
used as input for training language generating models (as it is done currently on
large corpora of text from the web), a self-enforcing cycle of stereotype language
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generation may result. Whatever effects materialize, it seems to be certain that
the nature and the intention of communication but maybe also New Automation
itself will be affected by New Automation.

5.4 Moderation Interventions and New Platforms

A significant challenge in the face of New Automation is content moderation and
moderation interventions — i.e., taking action directly and in a timely manner in
ongoing events to stop abuses [28]. Simple regulation is not enough; automatic
methods for detecting and contrasting automation, low-quality content and mis-
behavior must be implemented. At the level of the platform operators, this would
mean permanent monitoring of data and content, which indeed harbors its dan-
gers (for example, the censorship regulations of platform operators may damage
their public image). Nevertheless, if one wants to take this path, the methodolog-
ical gap in evaluating and classifying content exists, as described above. Then,
in addition to simply detecting problematic content and behavior, effective con-
tent moderation also implies the deployment of adequate corrective actions (i.e.,
moderation interventions) [37,73]. The ultimate goal of moderation interventions
is that of persuading users to drop harmful or otherwise problematic behavior
(e.g., posting offensive or fake content). As such, applying moderation inter-
ventions automatically brings us back to the challenges of computer-mediated
communication and of creating convincing Al-generated interventions (e.g., mes-
sages [9,70]). The design, (automated) deployment and evaluation of moderation
interventions is still a relatively little explored area of research [17], and even
more so in relation to New Automation.

At the same time, the human scripts and behaviors described above may
provide a starting point in the long term for shifting attention away from these
(instinctive) scripts and toward a critical approach to the content consumed.
A first step could be to make it clear to users through the virtual environment
design that social media are not a reflection of natural social interaction. Another
step may be to warn users more often and openly about the difficulties of detect-
ing, for example, social bots. An opposite trend will undoubtedly be the merging
of v