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Abstract

Machine learning has been widely used in signal processing. The success of
machine learning in signal processing relies heavily on the quality of the data.
However, the diverse data sources make it harder to get very high-quality data. What
makes it worse is that there might be a malicious adversary who can deliberately
modify the data or add poisoning data to corrupt the learning system. This imposes
a significant threat to machine learning in signal processing, for example, in
wireless communication, array signal processing, and image signal processing.
Hence, it is necessary and urgent to investigate the behavior of machine learning
algorithms in signal processing under adversarial attacks. In this book, we examine
the adversarial robustness of three commonly used machine learning algorithms in
signal processing: linear regression, LASSO-based feature selection, and principal
component analysis (PCA). Based on our theoretical analysis, we also carry out
adversarial attacks on several signal processing problems, for example, feature
selection, array signal processing, principal component analysis, wireless sensor
networks, etc.

In the first part, we study the adversarial robustness of linear regression. We
assume there is an adversary in the linear regression system, and it tries to
suppress or promote one of the regression coefficients. To obtain this goal, the
adversary adds poisoning data samples or directly modifies the feature matrix of
the original data. We derive the optimal poisoning data sample and propose an
alternating optimization method to design the optimal feature modification. We also
demonstrate the effectiveness of the attack against a wireless distributed learning
system. In the second part, we extend the linear regression to LASSO-based feature
selection and study the best strategy to modify the feature matrix or response
values to mislead the learning system to select the wrong features. We formulate
this problem as a bilevel optimization problem and use a smooth approximation
of the e/l norm function to attain the gradient of our objective function. With
the gradient information, we employ the projected gradient method to find the
optimal attacks. We also show how this attack influences array signal processing
and weather data analysis. In the last part, we consider the adversarial robustness
of the subspace learning problem. We examine the optimal modification strategy
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under the energy constraints to delude the PCA-based subspace learning algorithm
and derive the optimal attack strategy to modify the original data to maximize the
subspace distance between the original one and the one after modification. We also
conduct our attack on a principal regression problem and demonstrate its impacts
on the subspace and the regression result.
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Chapter 1 )
Introduction Check for

1.1 Adversarial Machine Learning

Machine learning is being used in various applications. Most of the existing machine
learning systems make the basic assumption that the data are from normal users
and are generated independently from the same distribution. Even though there
are algorithms designed to deal with small dense noises and large sparse outliers,
few consider the adversarial noises. These noises are intentionally created by an
adversary who has some knowledge of the machine learning system and the data.
Then, the adversary will deliberately add some carefully designed noises or directly
modify the data set in order to corrupt the learning system or mislead the learning
system to make a wrong decision. This attack is especially dangerous for some
security and safety critical applications such as medical image analysis [1] and
autonomous driving [2].

Depending on the goal of the adversary, the adversarial attacks can be divided
into three categories: evasion, poisoning, model stealing. In the evasion attack, an
adversary adds some imperceptible noises onto the original data and makes the
learning system give a wrong prediction [3-5]. Figure 1.1 demonstrates a typical
evasion attack [3]. The original picture is a panda. The adversary adds some
carefully designed noises onto it. Although it looks the same as the original panda,
the classifier will miscategorize it as a gibbon. In the poisoning attack, the adversary
attacks the learning systems by contaminating the training data. When the learning
system trains the model using the poisoned data, the model is then corrupted [6—
11]. The adversary can also do model stealing by repeatedly sending requests to the
server and then reconstruct the learning system or original training data. Model
stealing also imposes great threats to the learning system that is sensitive and
confidential [12, 13].

Depending on the adversary’s knowledge about the data samples, the learning
algorithm, and the defense strategy of the learning system, the adversary can
carry out white-box, grey-box, and black-box attacks. In the white-box attack, the
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Fig. 1.1 Demonstration of adversarial attack

adversary has the full knowledge of the machine learning system and has the ability
to observe the whole data points. After seeing the data points, the adversary can
add some carefully designed poisoning data points or directly modify the data
points so as to corrupt the learning system or leave a backdoor in this system [14].
If the adversary knows nothing about the data samples, learning algorithms, and
defense strategies, the adversary can also carry out black-box attacks, where it gains
information of the system by repeatedly sending queries to the system [15]. If the
adversary only has partial knowledge of the data samples, learning algorithms, and
defense strategies, the adversary can perform grey-box attacks, in which it uses
surrogate data samples or classifiers to mimic the original ones [16].

In this book, we will focus on the white-box poisoning attack in popular machine
learning algorithms that are widely used in signal processing applications. Currently,
most of the existing works concentrate on the deep learning based machine learning
systems and propose some effective attack strategies upon that. However, due to
the complexity of the deep learning system, we can only observe its effectiveness
through their numerical demonstrations. We do not know whether their attacks
are optimal. In addition, there is no theoretical performance guarantee for most
of the attacks against the deep learning systems. Because of the lack of theory of
deep learning, it is better to start from traditional machine learning algorithms and
gain intuitions from their behavior under adversarial attacks. Hence, in this book,
we will study the adversarial robustness of three commonly used signal procesing
algorithms, i.e., linear regression, LASSO, and PCA.

1.2 Adversarial Attack Against Linear Regression

Linear regression plays a fundamental role in signal processing and is used in a
wide spectrum of applications [17-21]. In linear regression, one assumes that there
is a simple linear relationship between the explanatory variables and the response
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variable. The goal of linear regression is to find out the regression coefficients
through the methods of ordinary least square (OLS):

argmin : |ly — X8/, (1.1)
B

wherey = [y1, y2, ..., y,,]T is the response values, X = [xq, X3, .. ., X, € R¥m
is the feature matrix, 8 is the regression coefficient, m is the number of explanatory
variables, n is the number of data points, and {(x;, y;)}/_, is the original data points.
Having the regression coefficients learned from the data points, one can predict
the response values given the values of the explanatory variables. The regression
coefficients also help us explain the variation in the response variable that can
be attributed to the variation in the explanatory variables. They can quantify the
strength of the relationship between certain explanatory variables and the response
variable. A large magnitude of the regression coefficient usually indicates a strong
relationship, while a small valued regression coefficient means a weak relationship.
This is especially true when linear regression is accomplished by the parameter
regularized method such as ridge regression and LASSO. In addition, the sign
of the regression coefficients indicates whether the value of the response variable
increases or decreases when the value of an explanatory variable changes, which is
very important in biologic science [22], financial analysis [23], and environmental
science [24].

Since the regression coefficient is very important, our work is to investigate
the adversarial robustness of linear regression. In the considered linear regression
system, there exists an adversary who can observe the whole dataset and then inject
carefully designed poisoning data points or directly modify the original dataset
in order to manipulate the regression coefficients. The manipulated regression
coefficients can later be used by the adversary as a backdoor of this learning
system or mislead our interpretation of the linear regression model. For example, by
changing the magnitude of a regression coefficient to be small, it makes us believe
that its corresponding explanatory variable is irrelevant. Similarly, the adversary
can change the magnitude of a regression coefficient to a larger value to increase its
importance. Furthermore, changing the sign of a regression coefficient can also lead
us to misinterpret the correlation between its explanatory variable and the response
variable.

We have several contributions to the adversarial attacks against linear regression
in this book. Depending on the objective of the adversary and the way the adversary
changes the regression coefficients, we have different problem formulations. We first
consider a scenario where the adversary tries to manipulate one specific regression
coefficient by adding one carefully designed poisoning data point that has a limited
energy budget to the dataset. We show that finding the optimal attack data point is
equivalent to solve an optimization problem where the objective function is a ratio of
two quadratic functions with a quadratic inequality constraint. Even though this type
of problem is non-convex in general, our particular problem has a hidden convex
structure. With the help of this convex structure, we further convert the optimization
problem into a quadratic constrained quadratic program (QCQP). Since strong



4 1 Introduction

duality exists in this problem [25], we manage to identify its closed-form optimal
solutions from its Karush-Kuhn-Tucker (KKT) conditions.

We next consider a more sophisticated objective where the attacker aims to
change one particular regression coefficient while making others be changed as little
as possible. We show that the problem of finding the optimal attack data point is
equivalent to solving an optimization problem where the objective function is a ratio
of two fourth order multivariate polynomials with a quadratic inequality constraint.
This optimization problem is much more complicated than the optimization above.
We introduce a semidefinite relaxation method to solve this problem. The numerical
examples show that we can find the globally optimal solutions with a very low
relaxation order. Hence, the complexity of this method is low in practical problems.

Finally, we consider a more powerful adversary who can directly modify the
feature matrix. Particularly, we consider a rank-one modification attack [26], where
the attacker carefully designs a rank-one matrix and adds it to the existing data
matrix. A rank-one modification attack is general enough to capture most of the
common modifications, such as modifying one feature, deleting or adding one data
point, changing one entry of the data matrix, etc. Hence, studying the rank-one
modification provides us universal bounds on these kinds of attacks. By leveraging
the rank-one structure, we develop an alternating optimization method to find
the optimal modification matrix. We also prove that the solution obtained by the
proposed optimization method is one of the critical points of the optimization
problem.

Our study is related to several recent works on adversarial machine learning. For
example, Pimentel-Alarcén et al. studied how to add one adversarial data point in
order to maximize the error of the subspace estimated by principal component [27]
and Li et al. derived a closed-form optimal modification to the original dataset in
order to maximize the subspace distance between the original one the one after
modification [26]. These two works focused on the robustness of subspace learning
algorithms that are based on PCA. PCA is an unsupervised learning method. By
contrast, we study the robustness of linear regression, which is a supervised learning
method. Alfeld et al. studied how to manipulate the training data so as to increase
the validation or test error for the linear regression task [8, 9] and Biggio et al.
used a gradient based algorithm to design one poisoning data point with the aim of
worsening the testing error in a support vector machine (SVM) learning system
and they also proposed a heuristic approach to flip parts of the training labels
in order to achieve a similar goal [6, 28]. These works aimed to deteriorate the
performance of the made learning system on a specific data set. However, we
concentrate on the explanation of the linear regression model. By manipulating
the regression coefficient, we can mislead the interpretation of the dependency
between the features and response value. Furthermore, a series of works focused
on the adversarial robustness of deep learning networks. Kurakin et al. proposed a
gradient based method to design adversarial noise [3, 4, 29]. By adding this noise on
the test data, it made the machine learning system make the wrong prediction. By
contrast, we focus on adding or modifying training data samples to maneuver the
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regression coefficient. Biggio et al. corrupted the deep learning system by inserting
delicately designed poisoning data samples into the training data [11, 14, 30]. Due
to the complexity of deep neural networks, it is hard to know whether the designed
poisoning data samples are optimal. Nevertheless, our method is proven to be
optimal with respect to certain specific goals discussed.

In addition, there are recent works that focus on the adversarial robustness
of machine learning in various other applications. For example, Kwon et al.
proposed a gradient based method to generate adversarial audio examples [31],
Li et al. presented an ensemble method to enhance the robustness of the malware
detection system against adversarial attacks [32], and Flowers et al. demonstrated
the vulnerability of communication systems against adversarial noises [33]. These
works are limited to their specific applications. Instead, we target maneuvering the
interpretation of a general linear regression model by adding poisoning data points
or modifying the original data.

The most relevant work to ours is [34], where the authors develop a bi-level
optimization framework to design the attack matrix. Mei and Zhu [34] used the
projected gradient descent method to solve the bi-level optimization problem.
However, a general bi-level problem is known to be NP hard and solving it
depends on the convexity of the lower level problem. In addition, the convergence
of projected gradient descent for a non-convex problem is not clear. Compared
with [34], we obtain the globally optimal solution to the case for adding one
poisoning data point, and we also prove that the proposed alternating optimization
method converges to one of the critical points for the case where the attacker can
perform a rank-one modification attack. Furthermore, for the projected gradient
descent method, different datasets need different parameters, which means we must
do parameter tuning before applying this algorithm. By contrast, we provide a
closed-form solution to the case for adding one poisoning data point to attack one
of the regression coefficients, and the designed alternating optimization method for
the case of rank-one attack does not need parameter tuning. Furthermore, compared
with the projected gradient descent method, our alternating optimization method
provides smaller objective values, faster convergence rate, and more stable behavior.

1.3 Adversarial Attack Against LASSO Based Feature
Selection

Feature selection is one of the most important preprocessing steps in the vast
majority of machine learning and signal processing problems [35-37]. By per-
forming feature selection, we can discard irrelevant and redundant features while
keeping the most informative features. With the features of a smaller dimension,
we can overcome the curse of dimensionality, better interpret our model, and
speed up training and testing processes. Among a variety of feature selection
methods, LASSO is one of the most widely used [38, 39]. LASSO can perform
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feature selection and regression simultaneously by solving the following ¢; norm
regularized least square problem:

argmin [y — X3 + A[1Bll1, (1.2)
B

where y and X are the response values and feature matrix respectively defined
similarly to that in (1.1). Due to the sparse promotion £; norm regularizer, most
of the regression coefficients obtained by (1.2) will be zeros. The zero-valued
coefficients correspond to the features that are not chosen, while the non-zero
valued coefficients indicate the selected features. Owing to its simplicity and
efficiency, LASSO is widely applied to bio-science [40], financial analysis [41],
image processing [42], etc. Furthermore, by exploring the additional structures of
the regression coefficients, various extensions such as group LASSO [43, 44] and
sparse group LASSO [45, 46] are proposed in the literature.

Since feature selection serves as the first stage of many of the machine learning
algorithms, it is necessary and urgent to investigate its adversarial robustness.
Though some existing works examined the robustness of feature selection against
dense noise and outliers [47, 48], its behavior under the adversary attacks is
unknown. By analyzing the attack strategy of the adversary, our goal is to provide a
better understanding of the sensitivity of feature selection methods against this kind
of attack.

In the considered feature selection model, we assume that there is an adversary
who has the full knowledge of the model and can observe the whole dataset. After
inspecting the dataset, it will carefully modify the response values or the feature
matrix so as to manipulate the regression coefficients. By modifying the regression
coefficients, it will maneuver the selected features. It can select the features which
will not be selected originally by enlarging the magnitude of the corresponding
regression coefficients. Also, it can make us wrongly discard important features by
suppressing the magnitude of the corresponding regression coefficients. Moreover,
it will try to make other regression coefficients unchanged so as to minimize the
possibility of being detected by the feature selection system. In this paper, we intend
to find the best modification strategy of the adversary with the energy constraints on
the modification. By doing so, we can better understand how the response values
and feature matrix influence the selected features and the robustness of the feature
selection algorithm.

We formulate this problem as a bi-level optimization problem. The upper-level
objective is to minimize the difference between the targeted regression coefficients
and that learned from the modified dataset. The lower-level problem is just a LASSO
based feature selection problem with the modified dataset. To solve this bi-level
optimization problem, we first solve the lower-level problem. Since the LASSO
problem is a convex optimization problem, it is equivalent to its first order optimality
condition. By applying the implicit function theorem on the first order optimality
condition, we may learn the relationship between the dataset and the regression
coefficients if the first order condition is continuously differentiable around its
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optimum. However, the £1 norm is not continuous at point zero. This prevents us
from directly employing the implicit function theorem on the KKT conditions.
To resolve the issue, we reformulate the LASSO problem as a linear inequality
constrained quadratic programming problem and use the interior-point method to
solve it. By utilizing the first order optimality condition from the reformulated
problem, we are able to find the gradients of our objective with respect to the
response values and feature matrix. With the gradients information, we employ
the projected gradient descent to solve this bi-level optimization problem. Similar
methods can be applied to design the attack strategy based on the group LASSO and
the sparse group LASSO.

1.4 Adversarial Attack Against Subspace Learning

Subspace learning has a wide range of applications, such as surveillance video
analysis, recommendation systems, anomaly detection, etc. [49-56]. Among a large
variety of subspace learning algorithms, principal component analysis is one of the
most widely used ones. We will assume PCA the subspace learning algorithm. PCA
computes a small number of principal components, which are orthogonal to each
other and represent the majority of the variability of the data samples, and treats
the span of these principal components as the desired low-dimensional subspace.
Furthermore, many works have proposed robust PCA that can mitigate the impact
of certain percentages of outliers and small dense random noise [57-60].

In Chap. 4 of our book, we investigate the adversarial robustness of subspace
learning algorithms. Particularly, we examine the robustness of subspace learning
algorithms against not only random noise or unintentional corrupted data as consid-
ered in existing works but also malicious data produced by powerful adversaries
who can modify the whole data set. Our study is motivated by the fact that
subspace learning and many other machine learning algorithms are increasingly
being used in safety critical and security related applications, such as autonomous
vehicle system [61], voice recognition [62], medical image processing [1], etc. In
these applications, there might exist powerful adversaries who can modify the data
with the goal of maneuvering the machine learning algorithms to make the wrong
decision or leave a backdoor in the system [14]. To ensure the security and safety of
these systems, it is crucial to understand the impact of these adversarial attacks on
the performance of machine learning algorithms.

In our problem, given the original data matrix, we learn a low-dimensional
subspace via PCA. However, there is an adversary who can observe the whole
data matrix and then carefully design a modification matrix to change the original
data. The goal of the adversary is to modify the original data so as to maximize
the subspace distance between the subspace learned from the original data and
that learned from the modified data. In our book, we use Asimov distance [63],
defined as the largest principal angle between two subspaces, to measure the
subspace distance. Asimov distance has a close relationship with the chordal 2-norm
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distance and the Finsler distance, which are used in the analysis of optimization on
manifolds [64, 65]. It is also related to the gap distance, which is used in the control
theory to describe the stability and robustness of a system [66—68]. Additionally,
it is closely connected to the projection 2-norm that is widely used in various
applications [63, 69, 70]. The projection 2-norm provides a way to measure the
discrepancy of the projections of a vector on two distinct subspaces. It is useful
in the robustness analysis of the principal component regression (PCR), as one is
actually projecting the response value vector onto the selected feature subspace in
PCR. We will provide an example to illustrate it in Sect. 4.4 using real data. As
the Asimov distance depends on the modification matrix in a complex manner, to
characterize the optimal attack strategy that maximizes the Asimov distance, we
need to solve a complicated non-convex optimization problem.

Towards this goal, we first solve the optimization problem with an additional
rank-one constraint on the modification matrix. We note that a rank-one modifica-
tion is already powerful enough to capture many common modifications such as
changing one data sample, inserting one adversarial data point, deleting one feature,
etc. Furthermore, the techniques and insights obtained from this special case are
useful for the general case without the rank-one constraint. In the rank-one attack
case, we study two different scenarios depending on whether the dimension of the
selected subspace is equal to the rank of the data matrix or not. Our study reveals
that the optimal attack strategy depends on the energy budget and the singular values
of the data matrix. Specifically, in the scenario where the dimension of the selected
subspace is the same as the rank of the data matrix, we show that the optimal rank-
one strategy depends solely on the energy budget and the smallest singular value of
the data matrix. In the scenario where the dimension of the selected subspace is less
than the rank of the original data matrix, the optimal strategy depends not only on
the energy budget but also on the kth and (k 4 1)th singular values, where k is the
dimension of the selected subspace.

Relying on the insights gained from the rank-one case, we then extend our
study to the more general case where no rank constraint is imposed. Compared
with the case with the rank-one constraint, the attacker now has a higher degree of
freedom to modify the data, which makes the characterization of the optimal attack
strategy significantly more challenging. To solve this optimization problem, we first
prove that, under the basis of the principal components of the original data matrix,
the optimal attack matrix only has a few non-zero entries at particular locations.
This result greatly reduces the complexity of our problem. With the help of this
result, we then simplify our problem to an optimization problem with the objective
function being a ratio of two quadratic functions. To solve this non-convex problem,
we further convert our optimization problem to a feasibility problem and find the
closed-form solution to this problem. Our result shows that the optimal strategy
depends on the energy budget and the kth and (k 4 1)th singular values of the data
matrix. Our analysis shows that, compared with the optimal rank-one strategy, this
strategy leads to a larger subspace distance.

Our study is related to the recent works on adversarial machine learning. For
example, Jagielski et al. studied how to change the data to manipulate the result of
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the regression learning system [9]. Lai et al. investigated the optimal modification
strategy to maximize the inference errors in a multivariate estimation system [71].
In an interesting related work [27], Pimentel-Alarcén et al. studied how to design
an adversarial data sample and add it to the data matrix in order to maximize the
Asimov distance between the subspace estimated by PCA from the contaminated
data matrix and that from the original data matrix. Pimentel-Alarcén et al. [27]
focuses on the case where the original data matrix is low-rank and the dimension of
the selected subspace is equal to the rank of the data matrix. By contrast, we consider
a more powerful adversarial setting, where the data matrix is not constrained to
being low-rank, the dimension of the selected subspace does not necessarily equal
the rank of the data matrix, and the adversary can modify the whole data matrix
instead of only adding one data sample.



Chapter 2 ®
Optimal Feature Manipulation Attacks Qs
Against Linear Regression

2.1 Attacking with One Adversarial Data Point

In this section, we consider the scenario where the attacker can add one carefully
crafted data point to the existing dataset. We will extend the analysis to the case with
more sophisticated attacks in Sect. 2.2.

2.1.1 Problem Formulation

Consider a dataset with n data samples, {y;, xi}?zl , where y; is the response
variable, x; € R™ is the feature vector, where each component of x; represents an
explanatory variable. In this section, we consider an adversarial setup in which the
adversary first observes the whole dataset {y, X}, in which 'y := [y, y2, ..., yn]T
and X = [X[, X2, ..., x,,]T, and then carefully designs an adversarial data point,
{»0, X0}, and adds it into the existing data samples. After inserting this adversarial
data point, we have the poisoned dataset {y, X}, where ¥ := [yo, y1, ¥2,.-., yn]T,
X:= [X0, X1,X2,..., Xn]T.

From the dataset, we intend to learn a linear regression model. From the poisoned
dataset, the learned model is obtained by solving

arg;nin 1§ — X817, (2.1)

where || - || denotes the £, norm for a vector and the induced 2-norm for a matrix
throughout this chapter. Let B be the optimal solution to problem (2.1). The goal of
the adversary is to minimize some objective function, f(B), by carefully designing
the adversarial data point. The form of f(B) depends on the specific goal of the
attacker. For example, the attacker can try to reduce the importance of feature i by
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12 2 Optimal Feature Manipulation Attacks Against Linear Regression

setting f (3) =| ,3i |, in which ﬁi is the /th component of ﬁ . Or the attacker can try to
increase the importance of feature i by setting f(8) = —| ,éi |. To make the problem
meaningful, in this chapter, we impose the energy constraint on the adversarial data
point. Since one data point contains a feature vector and a response value, we put £,
norm constraint on the concatenated vector [xg , yo]T. With the objective f(B) and
the energy constraint of the adversary data point, our problem can be formulated as

min  : f(B) (2.2)

Ixg . yolll<n

A

st. B =argmin: |§ — XB|>,
B

where n is the energy budget. The objective function, f (/}), depends on the
poisoning data point, {Xg, yo}, not in a direct way, but through a lower level
optimization problem. What makes this problem even harder is the complication
of the objective function. Depending on the goal of the adversary, the objective can
be in various forms. In the following two subsections, we will discuss two important
objectives and their solutions, respectively. The methods and insights obtained from
these two cases could then be extended to cases with other objectives.

2.1.2 Attacking One Regression Coefficient

In this subsection, the goal of the adversary is to design the adversarial data point
{y0, X0} to decrease (or increase) the importance of a certain explanatory variable. If
the goal is to decrease the importance of explanatory variable i, we can set f (B) =
| Bi |, and the optimization problem can be written as

min  : |Bil (2.3)
Ix{ . yollla<n

~

s.t. B =argmin: |y — XB|>
B
Similarly, if the goal of the adversary is to increase the importance of the
explanatory variable i, we can set our objective as
min : —|f;| (2.4)
with the same constraints as in problem (2.3).

To solve the optimization problems (2.3) and (2.4), we first solve the following
two optimization problems
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~

min  : f; (2.5)
Ilixg . yolll<n
st. B= min ;1§ - XBI%, (2.6)
and
max ,3,~ 2.7)
Iixg . yolll<n
st. B= Ir}gin Ny = XBI% (2.8)

It is easy to check that the solutions to problems (2.3) and (2{1) can be obAtained
from the solutions to problem (2.5) and (2.7). In particular, let (8 )min and (8;)max

be optimal values of problem (2.5) and (2.7) respectively. Then, if Bi > 0, we
can check that max{0, (8] )min} and max{|(B)minl, |(B)max|} are the solutions to

problem (2.3) and (2.4) respectively. Similar arguments can be made if & < 0.

In the following, we will focus on solving the minimization problem (2.5). The
solution to the maximization problem (2.7) can be obtained by using a similar
approach. To solve this bi-level optimization problem, we can first solve the
optimization problem in the subjective. Assume X is full column rank. Problem (2.6)
is just an ordinary least squares problem, which has a simple closed-form solution:
B =X"X)"'XT§. Substitute in X = [xo, X "] and § = [yo,y' 17, and we have

B =X"X+x0%)) " [x0. X Ilyo.y"1".
According to the Sherman-Morrison formula [72], we have

Axox0 A

XX +xox]) '=A- 20—
( 0%) 1+X(—)FAX0

(2.9)

where
A=X"X)"L (2.10)

The inverse of XX + xoxg always exists because 1 + xg Axp # 0 and XX is
invertible. Plug this inverse in the expression of fi , we get

Axo(yo — x{ Bo)

B =B+ 2.11
ﬂ ﬂO 1+X(—)FAX0 ( )

where

Bo = AX'y. (2.12)
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We can observe that B, is the coefficient that is obtained from the clean data.
Problem (2.5) is equivalent to

T T
a X — X,
min ; 2000 _ X0 Ao (2.13)
0.0 1+ x4 Axg

st g, yolll <,

where a is the ith column of A. The optimization problem (2.13) is the ratio of two
quadratic functions with a quadratic constraint. To further simplify this optimization
problem, we can write our objective and subjective in a more compact form by
performing variable change: u = [x(—)r , yo] . Using this compact representation, the
optimization problem (2.13) can be written as

i zu" Hu (2.14)
min: ——-— )

u 1+u’ [ 4%]u

st. u'u<n?

in which
T T
—afy, —Boa’ a
H= 0 . 2.15
[ = 0} @.15)

(2.14) is a non-convex optimization problem. To solve this problem, we employ
the technique introduced in [73]. We first perform variable change u = % by
introducing variable z and scalar s. Inserting this into problem (2.14), adding
constraint 1 to the denominator of the objective and moving it to the subjective,
we have a new optimization problem

. I+
min : EZ Hz (2.16)

Z,s

st. sP+z' [49]z=1, 2.17)
2.2

z'z < s’ (2.18)

To validate the equivalence between problem (2.14) and (2.16), we only need to
check if the optimal value of problem (2.14) is less than the optimal value of
problem (2.16) when s = 0 [73]. Firstly, since H is not positive semi-definite (which
will be shown later), the optimal value of problem (2.14) is less than zero. Secondly,
when s = 0, the optimal value of problem (2.16) is zero, which is apparently
larger than the optimal value of problem (2.14). Therefore, the two problems are
equivalent.

To solve problem (2.16), we substitute s2in Eq. (2.17) for that in Eq. (2.18) and
obtain
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1
min: -z'Hz (2.19)

z 2

1
s.t. 5zTDz <n?, (2.20)

where
A0

D=2(I1+7n? ) 221
( +n [0 0]) 2.21)

Notice that H is not positive semi-definite; hence problem (2.19) is not a standard
convex QCQP problem [25]. However, it is proved that strong duality holds for this
type of problem [74-76]. Hence, to solve this problem, we can start by investigating
its KKT necessary conditions. The Lagrangian of problem (2.19) is

1 1
L(z,\) = EZTHZ + A <§ZTDZ — n2> ,

where A is the dual variable. According to the KKT conditions, we have

(H+ D)z =0, (2.22)
1
EzTDz <9’ (2.23)
1
A <§zTDz - n2> =0, (2.24)
A > 0. (2.25)

By inspecting the complementary slackness condition (2.24), we consider two
cases based on the value of A.

Case 1: )\ = 0. In this case, we must have Hz = 0 according to (2.22). As a result,
the objective value of (2.19) is zero, which contradicts the fact that the
optimal value should be negative. Hence, this case is not possible.

Case2: X > 0. In this case, equality in (2.23) must hold based on (2.24).
According to the stationary condition (2.22), if the matrix H + AD is
full rank, we must have z = 0, for which equality in (2.23) cannot hold.
Hence, H + AD is not full-rank and we have det(H + AD) = 0. As D is
positive definite, we also have det(D_l/zHD_l/2 +AI) = 0. Since A > 0,
this equality tells us that —X belongs to one of the negative eigenvalues
of D™1/2ZHD~!/2_ In the following, we will show that D~1/2HD~!/2 has
one and only one negative eigenvalue.

By definition, D is a block diagonal matrix. Hence, its inverse is also block

diagonal. Let us define D~1/2 = diag{G, g}, where G = 1/+/2(I + ?A)~"/2 and
g = 1/+/2. Thus, we have
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p-/2HD-1/2 — —ch” —he' ge
ge! 0/’

where ¢ = Ga and h = Gg,. Define £ as one eigenvalue of D~!/2HD~!/2, and
compute its eigenvalues by computing the characteristic polynomial:

det (gl - D—1/2HD—1/2)
=gml (Sz +26c’h+c¢'hh'c—g%'c— cTchTh) )

Thus, the eigenvalues of D YZHD /2 are & = 0 ((m — 1) multiplicities) and
&€ = —c"h % |c||y/g2 +hTh. Since |c|[y/g2+hTh > |c"h|, the eigenvalues of

D~ 'ZHD /2 satisfy: £,01 < 0, &p =&u_1=--- =& =0, & > 0. Now,
it is clear that D~'/2HD~!/2 has one and only one negative eigenvalue and one
positive eigenvalue, respectively. Thus, we have A = —&;, 1. Assume v and v,y

are two eigenvectors corresponding to eigenvalues §; and &,,41. Through simple
calculation, we have

T T T T
h i h i

vi =k [—CT—+$‘cT+hT,£(—°T—+E’c+h>} , (2.26)
c'c & c'c

where i = 1, m + 1 and scalar k; is the normalization constant to guarantee the
eigenvectors to be of unit length. According to (2.22), we have

(H + AD)z = D'/ (D—WHD—“2 + AI) D22 = 0:
thus the solution to problem (2.19) is
' =k-D 2y, . (2.27)

Since %ZTDZ = 12, we have k = +/2n. Having the expression of the optimal z*, we
can then compute s according to Eq. (2.17):

s=+/1-,) AL, (2.28)

where z’{‘;m is the vector that comprises the first m elements of z*. Hence, the
corresponding solution to problem (2.13) is

X0 =21.,/5. Yo = Zmy1/S- (2.29)

We now compute the optimal value of problem (2.16). Since our objective
function is %(z*)THz*, substituting z* in (2.27) leads to the objective value:
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m
objective value is 72&,41.

Following similar analysis as above, we can find the optimal z* for problem (2.7),
which is z* = ~/27D~/2v|. Also, we can compute the optimal X and y according
to Eq. (2.29) and its optimal objective value, which is 7%&;.

In summary, the optimal values for problems (2.5) and (2.7) are n2§m+] + (By)i
and n%&1+(B,); respectively. We have summarized the process to design the optimal
adversarial data point in Algorithm 1 with respect to objective (2.5) and the process
with respect to objective (2.7) can be obtained accordingly. Based on our optimal
values of problems (2.5) and (2.7), we can further decide the optimal values of
problems (2.3) and (2.4) as discussed at the beginning of this section. From our
analysis, we can see that the main computation is to compute A in (2.10). Hence,
the complexity of our algorithm is O(m?).

Moreover, if we use the ridge regression method in linear regression, there is only
a slight difference in the matrix A in problem (2.13) and the whole analysis remains
the same.

One may concern that the proposed adversarial data point may behave as an
outlier and can be easily detected by the learning system. We can mitigate this by a
simple repeating strategy, in which we repeat the proposed adversarial data point K
times and shrink the magnitude of these poisoning data by /K. This can be simply
verified by

n2vTHD_1/2HD_1/2vm+1. Since v:’;HD_l/zHD_lﬂva = &,,41, our optimal

B=X"X7'Xy

—1
= (X"X+%0x]) X7y +x0v0)

k -1
1 1
= (XTX + E \/_?XO\/_EXJ> (XTy

i=1

Algorithm 1 Optimal adversarial data point design

: Input: the data set, {y;, x;};_,, energy budget 7, and the index of feature to be attacked.

. Steps:

: compute A according to Eq. (2.10), compute 8, according to (2.12).

: compute H and D according to (2.15) and (2.21), respectively.

: compute the smallest eigenvalue, £,,41, of D™'/2ZHD~!/2 and its corresponding eigenvector
according to (2.26).

: design the adversarial data point, {Xg, yo}, according to Egs. (2.27), (2.28), and (2.29).

: Output: return the optimal adversarial data point {Xy, yo} and the optimal value n2&,,| +

(Bo)i-

~N




18 2 Optimal Feature Manipulation Attacks Against Linear Regression

1". By

~ 1 1 1
where X = [XT, ﬁxo, - «/—?XO]T andy = [y ) fyo, ..

K times K times
shrinking the poisoning data points, it will make the detection of these points more
difficult, especially when the dataset is standardized.

We now analyze the impact of parameters, such as n, on the objective value.
Even though we have a closed-form solution to the optimal adversarial data point,
the objective is a complex function of the original dataset. Hence, it will be difficult
to analyze this for the general case. Instead, we will focus on some special cases.
In particular, we analyze how the energy budget affects the value of objective
function in the large data sample scenario. As our analysis shows, our optimal
values are n’£, where £ = —c'h £ |c[v/g2+hTh, ¢ = Ga, h = G8,,
G = 1/V20+ n?A)"12, ¢ = 1/4/2, A = (X"X)~!, and B, is the original
regression coefficient. In the large data sample limit and the assumption that the
features are independent and standardized, we have the approximation A =
Recall that a is the ith column of A, a = e;. As the result, the objective value is

25 = 1L [ B+ 1+ ] /30||2]. For objective (2.5) with optimal value
2 1+n [ ﬂo V2 +14+ ||ﬂ0||2], this function is monotonically decreasing with

n. For the objective (2.7) with optimal value 1 5 1+ [ ﬂo +Vn2+1+ ||ﬂo||2], it
is a monotonically increasing function of 5.

~/_y0

2.1.3 Attacking with Small Changes of Other Regression
Coefficients

In Sect. 2.1.2, we have discussed how to design the adversarial data points to attack
one specific regression coefficient. However, as we only focus on one particular
regression coefficient, other regression coefficients may also be changed. In this
subsection, we consider a more complex objective function, where we aim to make
the changes to other regression coefficients to be as small as possible while attacking
one of the regression coefficients.

Suppose our objective is to minimize the ith regression coefficient (the sce-
nario of maximize the ith regression coefficient can be solved using similar
approach), i.e., to minimize || ﬁ, |2. At the same time, we would also like to
minimize the changes to the rest of the regression coefficients, i.e., to mlmmlze

i—1 j+1
||£¥0 — @ , vi/hereAﬁo = (B, ....87" 0,85, ..., 80" and ﬂ =
[B1,...,8i-1,0, Bit1, ,Bm]T. Combine the two objectives, we have our new objec-
tive function

2

’

~

rd =2 e -8+ 2 A

| +3
2 2
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where X is the trade-off parameter. The larger the A is, the more effort will be made to
keep the ith regression coefficient small. A negative . means the adversary attempts
to make the magnitude of the ith regression coefficient large. Again, we assume
that the attack energy budget is . As the result, we have the following optimization
problem

2 2
T2

A

Bi

min %“ﬂai—/}_i (2.30)

x5 . yol| <n

st. B =argmin: [§ — X8
B

As the objective function is a quadratic function with respect to ﬁ we can
i PP . A o

write it in a more compact form: 5(8 — By H)TAB — By'), where A =

diag(1,1,...,A,...,1) and A is at the ith coordinate. With this compact form,

our optimization problem can be written as

1 - . R .
min (B —B;) AB-B;") (2.31)
I yol|<n 2

A~

s.t. B =argmin : |§ — XB>.
8

To solve this problem, same as in the previous subsection, we start by solving the
lower level optimization problem. Since we have the same lower level problem as in
(2.5), substitute B in the objective with the expression (2.11), and we have the one
level optimization problem

1
in: —-g A
min 2g g

X0,Y0

s.t. H [Xg » Yol H <,

Axo(yo—x7 Bo)

where g = AN, b with A and B defined in (2.10) and (2.12) respectively
andb = B, - Bo- To further simplify our problem, let us define
A =[A,0], Ay = [A 0} ,c= [_ﬂo} L Z= [XO} , (2.32)
00 1 Y0

where A € R™*n+D and A, € RHD*m+D WWith the new defined variables, we
can write our problem more compactly as:
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. 1 Ajze'z b T A Ajze'z b (2.33)
mn: - |———— _— — .
2 2\1+zTAyz 14+zTAsz

s.t. |zl <.

Since the objective is a ratio of two quartic functions, similar to the process
we carried out from (2.14) to (2.16), we perform variable change z = ‘A—V by
introducing the new variable w and scalar s. Insert it into problem (2.33) and follow
the same argument we have made to transform problem (2.14) to problem (2.16),
problem (2.33) is equivalent to the following problem

1 T
min: = (AlwcTw - b) A (AlwcTw - b) (2.34)
W, 2
st (sZ4+wlAw? =1, (2.35)
wlw < s2p2. (2.36)

According to the definition of A,, it is positive semidefinite. Hence, we have
s> = 1 — w! Aw. Plug in the expression of s into (2.36), the constraints in
problem (2.34) can be simplified to w' (I + n?A)w < 2. Let UTU = I + %A,
be the Cholesky decomposition of I + T]2A2. Define H = A1U_1, e="U "¢, and

x = Uw, we can simplify problem (2.34) further as:

1 T
min: S (erTx - b) A (erTx - b) (2.37)

X

st. X x=<n-.

This is an optimization problem with a quartic objective function and with a
quadratic constraint. Recent progress in multivariate polynomial optimization has
made it possible to solve this problem using the sum of squares technology [77-80].
This method finds the globally optimal solutions by solving a sequence of convex
linear matrix inequality problems. Even though this sequence might be infinitely
long, in practice, a very short sequence is enough to guarantee its global optimality.
Hence, in this subsection, we will resort to Lasserre’s relaxation method [77].
Algorithm 2 summarizes the process to design the adversarial data point. The
complexity of Algorithm 2 is dominant by the solving of the relaxation semidefinite
problem. Hence, the computational complexity of Algorithm 2 is O(s(N)*?), where
N is the relaxation order and s(N) = (};") [81]. Numerical examples using this
method to solve our problem with real data will be provided in Sect. 2.3.

In this subsection, we put an £, norm constraint on the adversarial data point. It
is possible to extend our work to other kinds of norm constraints, such as £; and
oo norm constraints. Suppose we put £, (p = 1 or p = 00) norm constraint on
the adversarial data sample with objective (2.30), following similar steps in this
subsection, we can obtain objective (2.34) with constraint (2.35) and the norm cone
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Algorithm 2 Optimal adversarial data point design while making small changes to
other regression coefficients

1: Input: the data set, {y;, X; }l'.‘:l, energy budget n, and the index of feature to be attacked, the
trade-off parameter A.

2: Steps:

3: compute A according to Eq. (2.10), compute B, according to (2.12), compute A, according
to (2.32).

4: follow the steps (2.30), (2.31), (2.33), and (2.34), and formulate our problem as a polynomial
optimization problem (2.37).

5: use Lasserre’s relaxation method to solve problem (2.37) and get the optimal solution x* and

optimal value p*.

: compute w* = U~ !x*, where I + nzAz =UU".

: compute s* = £/1 — (W*) TAyw*.

: calculate the optimal solution x5 = w7, /s*, y5 = wy . /s*.

: Output: return the optimal adversarial data point {yg, x;} and the optimal value p*.

O 0 3 N

constraint ||w||, < sn. When p = 1, the norm cone constraint can be transformed to
the inequalities constraints ;":]1 ai <spand —a; < w; <a;jfori=1,...,m+1,
where q; is the auxiliary variable. When p = oo, we can transform the norm cone
constraint to b < sn and —b1 < w < b1, where b is a auxiliary variable. Both
cases lead to linear inequality constraints, which are special polynomial inequalities.
Hence, we can still use the Lasserre’s relaxation method to obtain the optimal

solution.

2.2 Rank-One Attack Analysis

In Sect. 2.1, we have discussed how to design one adversarial data point to attack
the regression coefficients. In this section, we consider a more powerful adversary
who can modify the whole dataset in order to attack the regression coefficients. In
particular, we will consider a rank-one attack on the feature matrix [26]. This type
of attack covers many practical scenarios, for example, modifying one entry of the
feature matrix, deleting one feature, changing one feature, replacing one feature,
etc. We summarize these modifications and their corresponding configurations of ¢
and d in Table 2.1, where c¢d | is the rank one modification matrix, X; . denotes the
ith row of the feature matrix X, X. ; represents the ith column of the feature matrix,
e; is the standard basis vector, and 7 is the scalar which denotes the modification

Table 2.1 Configurations of Modification
c and d and their
corresponding modifications

Configurations of ¢ and d

Delete the ith data sample c=—¢,b=X;.

Delete feature i c= XTl d=—¢;

Add one adversarial data sample | X <« [X, 0], ¢ = e,,
d= X;{+1

Modify one entry c=n-¢,d=¢;
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energy budget. Hence, the analysis of the rank-one attack provides a universal bound
for all of these kinds of modifications. Specifically, we will consider the objective
in problem (2.3) and (2.4) where the adversary attacks one particular regression
coefficient. In the following, we will first formulate our problem and then provide
our alternating optimization method to solve this problem.

In the considered rank-one attack model, the attacker will carefully design a rank-
one feature modification matrix A and add it to the original feature matrix X. As the
result, the modified feature matrix is X = X 4+ A. As A has rank one, we can write
A = cd ", where ¢ € R" andd € R™. Similar to the previous section, we restrict the
adversary to having a limited energy budget, . Here, we use the Frobenius norm to
measure the energy of the modification matrix. Hence, we have ||A||[p < 5, where
|| - [lr denotes the Frobenius norm of a matrix. If the attacker’s goal is to increase
the importance of feature i, our problem can be written as

max : |Bi (2.38)

ledT llp<n

s.t. B =argmin |y — XB|>,
B

ﬁ:X—i—ch.

If the adversary is trying to minimize the magnitude of the ith regression coefficient,
our problem is

min : |Bi| (2.39)

led™ lF<n

A

s.t. B =argmin: |ly — XB|>,
B

X=X+cd .

Similar as in Sect. 2.1.2, the solutions to problems (2.38) and (2.39) can be obtained
by the solutions to the following two problems:

~

max : S (2.40)
ledT[lg<n
and
min ,3,- 241
lledT lr<n

with the same constraints as in (2.38) and (2.39).
We can further write the above two problems in a more unified form:

min : e B (2.42)

led ™ lF<n
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A

st. B =argmin: |y —Xg|%
B

)A(=X+ch.

If e = e;, in which e; is a vector with the ith entry being 1 and all other entries being
zero, problem (2.42) is equivalent to problem (2.41). If e = —e;, problem (2.42) is
equivalent to problem (2.40). Hence, in the following part, we will focus on solving
this unified problem (2.42).

To solve problem (2.42), we can first solve the lower level optimization problem
in the constraints. It admits a simple solution that B = )A(Ty and X is the pseudo-
inverse of X. This pseudo-inverse can be written as X =xt + G [82], where

T

1 2 . 2
G=—-Xnw'— 5 )/2 2.<||w|| X'n—l—v) (Mw—i-n) ;
4 nf=(w( + 14 Y

(2.43)

y=14+d"X'¢,v=X'e,n=(X")"d, and w= I —XX")c.
Since B = X'y = (X' + G)y and X' does not depend on ¢ and d, our problem
is equivalent to

min: e'Gy (2.44)
c,d

T
st. fle-d [lp < 7.

Suppose (¢*, d*) is the optimal solution of (2.44), it is easy to see that for nonzero k,
(kc*, d*/ k) is also a valid optimal solution. To avoid the ambiguity, it is necessary
and possible to reduce the feasible region further. Hence, we put an extra constraint
on ¢, where we restrict the norm of ¢ to be less than or equal to 1. As a result, our
problem can be further written as

min: e' Gy (2.45)
c,d

st. el =1, [dll =n,

in which we use the identity |led " ||r = ||c[|||d]|. It is clear that problem (2.44) and
problem (2.45) have the same optimal objective value.

Since G is determined by ¢, d, and X, different values of ¢ and d may result in
different objective functions. Before further discussion, let us assume the singular
value decomposition of the original feature matrix is X = UXV', where £ =
[diag(oy, 02, -, 0m), 0]" ando| > 03 > -+ > 0y, > 0. With this decomposition,
we have X! = VETUT, where = = [diag(o; ', 05 ', -+, 0,,1), 01. In (2.43), if
n > om, by letting y — 0, we have our objective being minus infinity by setting
(c,d) = (u,, —onvy) or (¢,d) = (—uy,, 0,,V,), Where u,, and v, are the mth
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column of matrices U and V, respectively. Hence, we conclude that, when n >
om, the optimal value of problem (2.45) is unbounded from below. As the result,
throughout this section, we assume n < oy,,. Thus, we also have y = 1 + d"Xfe >
I—fle-dTXf I >1- Ui > 0. We note that when n approaches o,,, it does not
mean to kill all of the signénls in the feature matrix but only some signals with the
energy equal to the smallest singular value of the feature matrix.

Let & denote our objective A(c, d) = e’ Gy, plug in the expression of G, and we
have

—1 Ty T T T T
InlZwiz 52 e Xmwiy —ye vy

— IwlI’e"X'nn"y — |n|%e"vwy). (2.46)

h(c,d) =

We need to optimize i (c, d) over ¢ and d with the constraint |¢|| < 1 and ||d|| < n.
However, h(c, d) is a ratio of two quartic functions, which is known to be a hard
non-convex problem in general. To solve this problem, similar to [34], we can use
the projected gradient descent method. However, it is hard to choose a proper step-
size and its convergence is not clear when the projected gradient descent is applied
to a non-convex problem. In the following, we provide an alternating optimization
algorithm with provable convergence.

The enabling observation of our approach is that even though the optimization
problem is a complex non-convex problem, for a fixed ¢, 4 is a ratio of two
quadratic functions with respect to d. Similarly, for a fixed d, % is a ratio of two
quadratic functions with respect to ¢. A ratio of two quadratic functions admits
a hidden convex structure [83]. Inspired by this, we decompose our optimization
variables into ¢ and d, and then use alternating optimization algorithm described in
Algorithm 3 to sequentially optimize ¢ and d.

Algorithm 3 Optimal rank-one attack matrix design via the alternating optimization
algorithm
1: Input: data set {y;, X;}7

| and energy budget 7.
: Initialize: randomly initialize ¢ and d°, set number of iterations k = 0.
: compute G according to (2.43).
: plug in the expression of G into (2.45), and obtain our objective, /(c, d), as in (2.46).
Do
. update ¢* by solving: ¢* = argmin : h(c, d*~1),
llell<1
7: update d* by solving: d* = argmin : h(c*, d),
lldli<n

8: setk=k—+1,

9: While convergence conditions are not meet.
10: compute the modification matrix A = ck@ddHT.
11: Output: return the modification matrix, A.
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The core of this algorithm is to solve the following two problems

k= argmin : h(c, dk_l), 2.47)
leli<t
and
dak = argmin : h(ck, d). (2.48)
Idli<n

For a fixed d, the objective of problem (2.47) becomes h(c,d) = hi(c)/ha(c),
where we omit the superscript of d,

hi(e) =c¢'[e" X nny" (I — XX") —n'yne X"
—e'X'nn"yI — XX) — [n*(X") ey (I - XX")]c
+[e"X 'nd — XXy —nTyx"H)Te] ¢, (2.49)
and
ha(c) =¢' [|Inf*@ - XX") +nn"Je +2n"c + 1. (2.50)

Hence, problem (2.47) can be written as:

. ()
min : 1 ©) 2.51)
st. el <1, (2.52)

where the forms of h;(c) = ¢ Ajc + 2bch +1;,i = 1,2 and A;, b; and /; can
be derived from (2.49) and (2.50). The objective of this problem is the ration of
two quadratic functions. Even though it is non-convex, it has certain hidden convex
structures. The following theorem characterizes its optimal solution by solving a
semidefinite programming [83].

Theorem 2.1 ([83]) If there exists > O such that

Ajs by 10
0, 2.53
|:b2T 12:|+M|:0_1]> (2.53)

the optimal value of problem (2.51) is equivalent to the following optimal value

max : o (2.54)

o, v>0

o, [Arbi] o [Aab]  TTO
o alT b b 0—1
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Proof Please see [83] for detail. O

We now show that our problem (2.51) satisfies condition (2.53). As the result, we
can find the solution to problem (2.51) by solving problem (2.54).

To prove the left hand side of (2.53) is positive definite, we can show the
following two inequalities are true according to Schur complement condition for
positive definite matrix

L—p>0, (2.55)

1

bob, > 0, (2.56)
—n

A2+MI—1

where [, = 1. Plug in the expression of A, the left hand of inequality (2.56) can be
written as

bab)

1
Ay + pl —
1—pu

= In)?d = XX") + uI — 7 f'unn—r.

Since I — XX is a projection matrix, it is positive semi-definite. So, we only need
to prove

ul— K an' ~o0. (2.57)
7

Since nn' is rank-one and its non-zero eigenvalue is |nl||?, it equals to proving

In||2/(1 — u) < 1. To guarantee this inequality, we only need to make sure
i < 1 —n|> Since |X"| < 1/0), and [|d]| < 7, we get [n|* = |(X")"d|* <
IXT121d)? < nz/o,%l < 1. By choosing 0 < < 1 — |n||?> < 1, we can ensure
(2.55) and (2.56) are both satisfied, and hence inequality (2.53) is satisfied.

From Theorem 2.1, we know the optimal value of (2.51) is equivalent to the
optimal value of problem (2.54). Problem (2.54) is a semidefinite programming
problem, which is convex and can be easily solved by modern tools such as [84]
and [85]. We now discuss how to find the optimal ¢ which achieves this value.
Suppose the optimal solution of problem (2.54) is («*, v*). Since, hp(c) > 0,
we have hi(c) > a*hy(c) for any feasible ¢. Hence, we can compute the optimal
solution of problem (2.51) by solving

argmin :  hi(c) — a*hy(c) (2.58)
C
st Jle)> <1 (2.59)

This problem is just a trust region problem. There are several existing methods to
solve it efficiently. In this chapter, we employ the method described in [86].
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Now, we turn to solve problem (2.48). Since (2.48) and (2.47) have similar
structure, we can employ the methods described in Theorem 2.1 and (2.58) to find
its optimal value and optimal solution for problem (2.48).

Until now, we have fully described how to solve the intermediate problems in the
alternating optimization method. The following theorem shows that the proposed
alternating optimization algorithm will converge. Suppose the generated sequence
of solution is {ck, dk}, k=0,1,---, and we have the following corollary:

Corollary 2.1 The sequence {c*, d*} admits a limit point {¢, d} and we have
lim (c*, d") = h(, d). (2.60)
k— 00
Furthermore, every limit point is a critical point, which means
vhedT|$ ¢ 2o, 2.61
@ d [ E (2.61)

forany |ic|| = 1and ||d|| <.

Proof We first give the proof of (2.60). Since the sequence {ck, d*} lies in the
compact set, {(c,d) | |c]| < 1, ||d|| < n}, and according to the Bolzano-Weierstrass
Theorem [87], {¢¥, d¥} must have limit points. Hence, there is a subsequence of {(hK}
which converges to A(¢, d). As the objective is a continuous function with respect to
¢ and d, the compactness of the constraint also implies the sequence of the objective
value, {hk }, is bounded from below. In addition, {hk } is a non-increasing sequence,
which indicates that the sequence of the function value must converge. In summary,
the sequence {#*} must converge to A (¢, d). For the rest of the proof, please refer to
Corollary 2 of [88]. O

2.3 Applications

In this section, we first demonstrate an adversarial attack against a linear regression
system in wireless sensor networks (WSNs). Then, we carry out adversarial attacks
on the stock exchange and wine data analysis problems.

2.3.1 Data Poisoning Attack Against Wireless Sensor Networks

Wireless sensor networks are known to be very vulnerable to a variety of attacks,
such as DoS and eavesdropping attacks [89]. In this subsection, we will use a
demonstrating experiment to show that wireless sensor networks can be easily
manipulated by only one node using our method provided in this chapter. In this
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sensor network, assume a master node collects all the data recorded by each node
in the sensor network. Then, the master node does linear regression with all the
collected data and analyzes the importance of the features. There is a node controlled
by the adversary and the adversary has the ability to access all the data. After
observing the whole data, it will generate some adversarial data and send them to
the master node to manipulate the results obtained by the linear regression system.
Suppose there are K nodes and node k has collected ny data, { yf‘, xf.‘}?i |» Where
yf is the response variable and Xi-( € R™ is the feature vector. Assume the master
node totally collected n = Z:K:l ny data. After collecting the data, the master
node will perform linear regression and assess the importance of each feature.

Suppose the collect feature matrix is X = [X1, Xo, ..., Xx]T € R™™ and the
. T T ;T

respons§ Ve?tOI’ is y. = [yr, y;, o ,y;]T, where X; = [x’] ,x’2 e ,Xi,k ] and

Yi = [ Y5 oens y;lk]T. For demonstrating purpose, we will use synthetic data to

illustrate how to manipulate the regression results by only control one node in the
WSN:s. In this experiment, we assume there are 20 normal sensor nodes each node
will have at least one records. The number of feature of each record is m = 7.
We randomly generate the feature matrix X € R!'0%10 with each entrie being
independent and identically distributed (i.i.d.) according to a Gaussian distribution
with zero mean and variance 0.1. The response vector is synthesize by y = X + e,
where each entry of e is i.i.d. according to Gaussian distribution with zero mean
and variance 0.1. We first generate # with each element i.i.d. according to Gaussian
distribution with zero mean and unit variance. Then, we randomly choose one entry
of B and let its value be zero to indicate its corresponding feature is not important.
While, the adversary is trying to maximize the magnitude of this feature to make the
master node believe this feature is important.

With the collected data, the master node will do linear regression with the feature
matrix X and response vector y and analyze the importance of each feature. Assume
there is a node controlled by the adversary, who generates one record of the data
to maneuver the regression coefficient. We set the energy budget n = 1 and follow
Algorithm 1 to design our optimal poisoning data sample. For comparison, we also
carry out an exhaustive search algorithm. In this algorithm, we randomly generate
the adversarial data sample with each entry of the feature vector as well as the
response value being i.i.d. according to Gaussian distribution with zero mean and
unit variance. Then, we normalize its energy to be n. We repeat this attack 10,000
times and retain the data sample that results in the smallest objective value.

Figure 2.1 demonstrates the original regression coefficient, the modified coef-
ficients with our algorithm, and the random attack algorithm. We can see from
the figure that the magnitude of the third regression coefficient obtained from
the original data is very, and our attack successfully makes its magnitude very
large. This figure also demonstrates that our proposed algorithm leads to a larger
magnitude of the third regression coefficient than the exhaustive search.

Figure 2.2 shows the original data points (in blue), the optimal adversarial data
point (in red), and the adversarial data points after the 10 times repeating strategy
(in green) in this experiment. In this figure, the x-axis and y-axis are two features
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Fig. 2.1 The regression coefficients before and after attacking the third regression coefficient with
objective (2.4)
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Fig. 2.2 The scatter plot of the original data, the designed poisoning data, and the poisoning data
after the repeating strategy
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that are specified by their corresponding axes labels (including the response value).
The blue circle represents the original data, the solid red dot denotes the data
point designed by our proposed method in Algorithm 1, and the solid green circle
indicates our proposed poisoning data after 10 times of repeating. The figure
demonstrates that the proposed adversarial data point may behave as an outlier.
However, after our simple repeating strategy, the adversarial data points act just
like normal data points. Hence, our repeating strategy can mitigate the adversarial
data point being detected by the regression system.

In summary, this experiment demonstrates that WSNs can be easily attacked
by the adverasary. Corrupting only one node will greatly influence the regression
system. Using the proposed repeating strategy in this chapter can further make the
detection system hard to recognize this attack.

2.3.2 Adversarial Attack Against Stock Exchange Data
Analysis

In this subsection, we will carry out our attack against the stock exchange analysis
system. In this system, we use seven international indexes to predict the returns of
the Istanbul Stock Exchange [90]. The data set contains 536 data samples, which are
the records of the returns of Istanbul Stock Exchange with seven other international
indexes starting from Jun. 5, 2009 to Feb. 22, 2011.

2.3.2.1 Attacking One Specific Regression Coefficient

In this experiment, we attack the fourth regression coefficient of the Istanbul Stock
Exchange dataset and try to make its magnitude large by solving problem (2.4). We
use two strategies to attack this coefficient with a fixed energy budget n = 0.2.
The first strategy is the one proposed in this chapter. As a comparison, we also use
a random strategy to approximate the exhaustive search algorithm. In the random
strategy, we randomly generate the adversarial data point with each entry being i.i.d.
generated from a standard normal distribution. Then, we normalize its energy to be
n. We repeat this random attack 10,000 times and select the one with the smallest
objective value. Hence, the random strategy is an approximation of the exhaustive
search algorithm.

Figure 2.3 shows the regression coefficients before and after our attack. The x-
axis denotes the index of the regression coefficients and the y-axis indicates the
value of the regression coefficients. In this figure, the ‘orig’ denotes the original
regression coefficient, ‘opt’ represents the regression coefficient after attacking by
our proposed optimal attack strategy, and ‘rand’ indicates the regression coefficient
after attacking by the random attack strategy. From the figure we can see that
our proposed adversarial attack strategy is much more efficient than the random
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Fig. 2.3 The regression coefficients before and after attacking the fourth regression coefficient
with objective (2.4)

attack strategy. One can also observe that by only adding one adversarial example,
designed by the approach characterized in this chapter, one can dramatically change
the value of a regression coefficient and hence change the importance of that
explanatory variable.

2.3.2.2 Attacking Without Changing Untargeted Regression Coefficients

From the numerical examples in the previous subsection, we can see the untargeted
regression coefficients may change greatly while attacking one specific regression
coefficient with an adversarial data point. For example, as demonstrated in Fig. 2.3,
the sixth and seventh regression coefficients change significantly when we attack
the fourth regression coefficient. To mitigate the undesirable changes of untargeted
regression coefficients, we need more sophisticated attacking strategies. In this
subsection, we will test different strategies with a more general objective function
as demonstrated in Sect.2.1.3. We also use the same data set as described in
the previous subsection. We first try to attack the fourth regression coefficient to
increase its importance while making only small changes to the rest of the regression
coefficients. To accomplish this task, we aim to solve problem (2.30) with A = —1.
Given the energy budget, firstly, we use our semidefinite relaxation based algorithm
to solve problem (2.37), and then follow Algorithm 2 to find the adversarial data
point. For comparison, we also carry out the random attack strategy, in which
we randomly generate the data point with each entry being i.i.d. according to the
standard normal distribution. Then, we normalize its energy being n and add it to
the original data points. We repeat these random attacks 10,000 times and select the
one with the smallest objective value. The third strategy is the projected gradient
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Fig. 2.4 Attack the fourth regression coefficient with objective (2.30) and & = —1 under different
energy budgets
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Fig. 2.5 The regression coefficients before and after different kinds of strategies that attack the
fourth regression coefficient with energy budget n = 1

descent based strategy, where we use the projected gradient descent algorithm to
solve (2.37) and follow similar steps of Algorithm 2 to find the adversarial data
point. Projected gradient descent works much like the gradient descent except with
an additional operation that projects the result of each step onto the feasible set
after moving in the direction of negative gradient [91]. In our experiment, we use
diminishing step-size, 1/(¢ 4+ 1). Since the projected gradient descent algorithm
depends on the initial points heavily, given the energy budget, we repeat it 100 times
with different random initial points and treat the average of its objective values as
the objective value of this algorithm. Also, among the 100 times attacks, we record
the one with the smallest objective value.

Figure 2.4 shows the objective values under different energy budgets with
different attacking strategies and Fig. 2.5 demonstrates the regression coefficients
after one of the attacks of different strategies with n = 1. In these figures, ‘orig’
is the original regression coefficient, ‘rand’ means the random strategy, ‘poly’
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Fig. 2.6 Attack the sixth regression coefficient with objective (2.30) and A = 1 under different
energy budgets

indicates our semidefinite relaxation strategy, ‘grad-avg’ is the average objective
value of the 100 times attacks based on the projected gradient descent algorithm,
and ‘grad-min’ is the one with the smallest objective value among the 100 times
attacks based on the projected gradient descent algorithm. From these two figures,
we can see our semidefinite relaxation based strategy performs much better than the
other two strategies. Among the 100 times attacks based on the projected gradient
descent, the minimal one can achieve similar objective values as our proposed
attacks based on the semidefinite relaxation. In addition, in our experiment, our
semidefinite relaxation method with relaxation order 2 or 3 can always lead to
globally optimal solutions. Hence, the computational complexity of this method is
still low. Figure 2.5 also shows our relaxation based method leads to the largest
magnitude of the fourth regression coefficient while keeping other regression
coefficients almost unchanged.

In the second experiment, we attack the sixth regression coefficient and attempt
to make its magnitude small while keeping the change of the rest of the coefficients
to be small. So, we set A = 1 in problem (2.30) to achieve this goal. The settings
of each strategy are similar to the ones in the first experiment. Figure 2.6 shows
the objective values with different strategies under different energy budgets and
Fig. 2.7 demonstrates the regression coefficients after one of the attacks of those
strategies respectively with energy budget n = 1. From Fig. 2.6 we know the
projected gradient descent based strategy and the semidefinite relaxation based
strategy achieve much lower objective values compared to the random attack
strategy. Specifically, when the energy budget is smaller than 0.7, both of the two
strategies behave similarly. However, when the energy budget is larger than 0.7,
the projected gradient descent based strategy leads to larger objective values as
the energy budget grows. This is because the projected gradient descent algorithm
tends to find solutions at the boundary of the feasible set. Only some attacks with
good initialization can lead to the global minimum. By contrast, our semidefinite
relaxation based strategy can find the globally optimal solutions with relaxation
order 2 or 3. Thus, it gives the best performance among the three strategies.
Figure 2.7 also demonstrates our relaxation based method achieves the global
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Fig. 2.7 The regression coefficients after different kinds of strategies that attack the sixth
regression coefficient with energy budget n = 1

optimum when 1 = 1 as it leads the sixth regression coefficient to zero and other
regression coefficients to be unchanged.

2.3.2.3 Rank-One Feature Matrix Attack

In this subsection, we carry out different rank-one attack strategies on the Istanbul
Stock Exchange dataset. Our goal is to minimize the magnitude of the fourth
regression coefficient with objective (2.41). We compare two strategies: the pro-
jected gradient descent based strategy discussed in Sect.2.3.2.2 and our proposed
alternating optimization based strategy. For the projected gradient descent based
strategies, we use different step sizes: 1/(1 4 ¢), 10/(1 + ¢), and 100/(1 + 7). As
our analysis shows, when the energy budget is larger than the smallest singular
value, our objective can be minus infinity. Hence, in our experiment, we vary the
energy budget from O to the smallest singular value, which is 0.053. Given a certain
energy budget, we set all the algorithms with the same randomly initialized point
and run these algorithms until they stop with the same convergence condition: two
consecutive function values change too small or it reaches the maximal allowable
iterations. We repeat this process 100 times and record their average objective
values.

Figure 2.8a shows the averaged run times and Fig. 2.8b illustrates objective
values of the four algorithms, where ‘GD-1’, ‘GD-10" and ‘GD-100’ stand for the
projected gradient descent with stepsizes 1/(1 + ¢), 10/(1 + ¢), and 100/(1 + ¢),
respectively, and ‘AO’ denotes the proposed alternating optimization method. We
carry out this experiment on a PC with four Intel E3 CPUs. All the four algorithms
have the same convergence condition: the absolute value of the difference of two
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Fig. 2.8 The averaged run times (a) and the objective values (b) of the projected gradient descent
and the proposed alternating optimization method with different stepsizes
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Fig. 2.9 The evolution of function values as the iteration increases with one typical run of
projected gradient descent and alternating optimization algorithm

consecutive objective values is less than 107>, Figure 2.8a shows that, as the energy
budget increases, the run times of the alternating optimization, GD-1, and GD-10
increase. However, as the energy budget increases, the run times of GD-100 first
decrease and then increase. This is due to the fact that a larger stepsize will resultin a
faster convergence rate while it may cause oscillation. Figure 2.8b shows that when
the energy budget increases, the objectives decrease for both of these algorithms.
Furthermore, the proposed alternating optimization based algorithm provides much
smaller objective values, especially when the energy budget approaches the smallest
singular value. When the energy budget approaches the smallest singular value,
the gradient descent based algorithm becomes very unstable. This is due to the
fact that when the energy budget is large, the objective is very sensitive to the
energy budget. So, a small stepsize may result in significant objective value change.
This phenomena can be observed in Fig. 2.9, where it depicts the evolution of the
objective values of ‘AO’ and ‘GD-100" with the energy budget being 1/, = 0.5
(subfigure (a)), n/o, = 0.9 (subfigure (b)) and n/o;,;, = 0.95 (subfigure (c)),
respectively, and oy, is the smallest singular value of the original feature matrix.
From this figure we can see the alternating optimization based algorithm converges
very fast while the projected gradient descent based algorithm becomes unstable
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when the energy budget is large. This is due to the fact that the objective of
our alternating optimization based algorithm is guaranteed to be monotonically
decreasing.

2.3.3 Adversarial Attack Against Wine Data Analysis

In this subsection, we demonstrate how our attack impacts the quality of a regression
task using the wine dataset [92].

In this experiment, we test our rank-one attack strategy on the wine dataset [92],
which includes 11 chemical analysis of the red wine and its corresponding quality
(ranging from 3 to 8). In this dataset, we have 1599 data samples and we randomly
choose 80% of the data as the training set and the rest as the test data. We use linear
regression to learn the regression coefficients on the training data and then use these
regression coefficients on the test data to predict the quality of the test data. We use
the root mean square error (RMSE) to measure the goodness of predicting both on
the training data and test data. We use the rank-one attack strategy proposed in this
chapter on the training data with the target of maximizing the eighth regression
coefficient (corresponding to the density feature). We carry out the attack with
different energy budgets ranging from O to the smallest singular value of the feature
matrix of training data.

Figure 2.10a illustrates the original regression coefficients without attack. The
magnitude of the eighth regression coefficient is very small. It reveals that the
eighth feature is not important compared to other features. Figure 2.10b shows
the RMSE on the training data and test data using different energy budget with
and without attacking the eighth regression coefficient. ‘train-orig’ and ‘test-orig’
represent the RMSE on the training and test data without attacking the training data.
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Fig. 2.10 The regression coefficient of the original data set (a) and the RMSE on the training and
test data set with different energy budgets (b)
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‘train-modi’ and ‘test-modi’ denote the RMSE on the training and test data when
we conduct our rank-one attacking on the training dataset. This figure demonstrates
that, even though the RMSE on the attacked training data is low, the model based
on the attacked features performs extremely badly on the test data. It illustrates that
attacking the regression coefficient not only misleads the interpretation of the model
but also has a significant impact on the performance of the model.

2.4 Summary

In this chapter, we have investigated the adversarial robustness of linear regression
problems. Particularly, we have derived the closed-form solution when we attack
one specific regression coefficient with a limited energy budget. Furthermore, we
have considered a more complex objective where we attack one of the regres-
sion coefficients while trying to keep the rest of the regression coefficients to
be unchanged. We have formulated this problem as a multivariate polynomial
optimization problem and introduced the semidefinite relaxation method to solve it.
Finally, we have investigated a more powerful adversary who can make a rank-one
modification on the feature matrix. To take the advantage of the rank-one structure,
we have proposed an alternating optimization algorithm to solve this problem.
The numerical examples demonstrated that our proposed closed-form solution and
the semidefinite relaxation based strategies can find the globally optimal solutions
and the alternating optimization based strategy provides better solutions, faster
convergence, and more stable behavior compared to the projected gradient descent
based strategy. We should also note that the solutions are “optimal” under the
specific objectives mentioned in the chapter. Clearly, if the goal of the attacker is
changed, then the optimal attack strategy will be different.



Chapter 3 )
On the Adversarial Robustness of Chock or
LASSO Based Feature Selection

3.1 Problem Formulation

In this section we provide the problem formulation of adversarial attack against the
ordinary LASSO based feature selection.

Given the data set {(yg, x{‘))}zzl, where n is the number of data samples, yg is
the response value of data sample k, x’é € R™ denotes the feature vector of data
sample k, and each element of x’é is called a feature of the data sample. Through
the data samples, we attempt to learn a sparse representation of the response values
from the features. The LASSO algorithm learns a sparse regression coefficient, f,
by solving

Bo = argmin |lyo — XoB 15 + A18l1, 3.1)

B
where the response vector yp = [yé, yg, ey y(’)’]T, the feature matrix Xy =
[x(l), xg, el XS]T, || - |l1 denotes the £; norm, and A is the trade-off parameter to

determine the relative goodness of fitting and sparsity of B [38]. The locations of
the non-zero elements of the sparse regression coefficients indicate the correspond-
ing selected features.

In this chapter, we assume that there is an adversary who is trying to manipulate
the learned regression coefficients and thus maneuver the selected features by
carefully modifying the response values or the feature matrix. We denote the
modified response value vector as y and denote the modified feature matrix as X.
Further, we assume that the adversary’s modification is constrained by the £, norm
(p = 1). This means we have |ly — yollp, < ny, and |X — X[, < 5, where 5, is
the energy budget for the modification of the response values, and 7, is the energy
budget for the modification of the feature matrix. For a vector, || - ||, denotes the £,
norm of the vector; for a matrix, || - ||, denotes the £, norm of the vectorization of

the matrix. As a result, the manipulated regression coefficients, /§ , are learned from
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the modified data set (y, X) by solving the following LASSO problem

B = arg;nin ly — XBII3 + 1Bl (3.2)

The goal of the adversary is to suppress or promote some of the regression
coefficients while keeping the change of the remaining coefficients to be minimum.
If it wants to suppress the ith regression coefficient, we minimize s; - ,312, where
s; > 0 is the predefined weight parameter. If it aims to promote the ith regression
coefficient, we minimize ¢; - BIZ, where e; < 0 is the weight parameter. To make
the changes to the ith regression coefficient as small as possible, we minimize
Wi (B,- — ,3("))2, where p; > 0 is a user defined parameter to measure how much
effort we put on keeping the ith regression coefficients intact. Moreover, we denote
the set of indices of coefficients which are suppressed, promoted, and not changed
as S, E, and U, respectively. In summary, the objective of the adversary is:

min l(ii —v)THQB —v), (3.3)
B 2

where v; = ,86 if i € U, otherwise v; = 0, H = diag(h), diag(h) is the diagonal
matrix with its diagonal elements being h, and h; = w; fori € U, h; = s; fori € S
and h; = ¢; fori € E.

Considering the energy constraints of the adversary and the fact that B is a
function of y and X, we need to solve the following bi-level optimization problem
to obtain the optimal attack strategy.

min , X 3.4
vOrNec, [y, X) (3.4)

st. B= arg;nin ly — X813 + 2Bl (3.5)
where

Cy ={ylly —yoll, <y},

Cy = {X| IX —Xoll, = le},

and f(y,X) = L(8 — v) TH(B — ).

3.2 Algorithm

In this section, we investigate problem (3.4) and present our projected gradient
descent method to solve this problem.
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In problem (3.4), the objective is a function of B However, the relationship
between (y, X) and B is determined by the lower-level optimization problem. This
makes our objective a very complicated function of (y, X) and in general (3.4) is not
convex. To illustrate this, we consider a simplified version of this problem in which
we have scalar y and x. In this case, our problem can be written as

min hg,

xer, yECy

st. B =argmin (y —xB)> + A|BI.
B

The solution to the lower-level optimization problem is B = sgn(y/x)(y/x —
1/(2x%))4, where sgn(-) is the sign function and (-)4 takes the positive part of
the argument. Hence, our problem can be simplified as

min _ A[(y/x — A/2xH) 1%

xeCy, yeCy

It is easy to verify that this problem is not convex. To solve this bi-level optimization
problem, we need to first solve the lower-level optimization problem to determine
the dependence between (y, X) and B. Then, we can use the gradient descent
method to solve this bi-level optimization problem. Since the lower-level problem
is convex [38], it can be represented by its first order optimality condition. The
corresponding first order optimality condition with respect to the lower-level
optimization problem is:

0e2X" (XB—y) +21dlBlh. (3.6)

when 8 = ﬁ, where 9| - ||1 is the subgradient of the £; norm. We denote the right
hand of (3.6) as ¢ (B, y, X).

If g(B,y,X) is a continuously differentiable function and its Jacobian matrix
with respect to B is invertible, the first order condition defines a one-to-one mapping
from (y, X) to B, and by the implicit function theorem [93], we can calculate the
gradient of § with respect to y and X. Unfortunately, in our case, ¢(8, y, X) is not
differentiable at the point with 8; = 0. Moreover, (3.5) does not always determine
a single valued mapping from (y, X) to 8. For example, when A > [XTy|lo, we
always have g = 0.

To circumvent these difficulties, we transform the lower-level optimization
problem to the following equivalent linear inequality constrained quadratic pro-
gramming [94]:

m
argmin |y — XB[3 +1 ) u; 3.7)
B.u

i=1

st. —u; <Bi<wuj,i=12,...,m, (3.8)
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where u = [ug, uz, ..., unl". Following [94], we can apply the interior-point
method to solve (3.7). In particular, we solve the penalized problem:

m
. 1
argmin [}y = XBII3 + 1) ui + —® (B, ), (3.9)
B,u

i=1

where ®(B,u) = — >, log(u% - ,31.2) is the penalty function for the constraints
of (3.7) and ¢ is the penalty parameter. Solution of problem (3.9) converges to (3.2)
if we follow the central path as ¢ varies from O to oo, where the central path is
defined as the set of solution to (3.9) for different ¢ > 0 [25].

Instead of using the first order optimality condition of (3.6), we utilize the first
order optimality condition of (3.9), which are

1
2XT(XB —y) + ;vﬁcp =0, (3.10)
1
xl—;vl,@:o, (3.11)
where
281/ Wi — BY),
2B/ U2, — BZ)
and
2uy/ui — B
Vo® = ;

Let us denote the first order optimality condition as g(y, X, B, u) = 0. According
to the implicit function theorem, the derivative of § with respect to y can be
computed as

VyB = —[J 1w Vye, (3.12)

where [J~']1.» denotes the first m rows of J;}n, J = [Vgg, Vug] is the Jacobian
matrix of g(y, X, 8, u) with respect to 8 and u,

-
—2X } , (3.13)

Vyg =
yg |: 0
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Vsg = [2XT>]§2+ Dl} ’ (3.14)
Vg [gﬂ , (3.15)
with
D, = %diag(z(u% + B/ Wi = BD - 20, + By = B1)),
D; = %diag( — 4 /i — BD. . — 4 B/, — BR)).

Also, according to (3.10) and (3.11), and the implicit function theorem, the
derivative of B with respect to X can be calculated as

VxB = —[J m Vxe, (3.16)

where Vxg € R¥"* (") ith

dgi _ {2az,~<Xﬂ—y>k+zxkiﬁz, iti <m a7

0 X 0, ifi >m

with §;; being the Kronecker delta function
1, ifi=I,
i = .
0, ifi#1,

and (XB — y)x being the kth element of the vector (X —y).
To calculate the gradient of B8 with respect to y and X, we first need to find the
inverse of the Jacobian matrix. The Jacobian matrix is a 2 x 2 block matrix,

J= 2X'X +D; D,
N D, D |’

This block structure makes the inverse of J admit a simple form [95]:

-1 T Ji2
= [dudizf 3.18
1 [le Jzz} (.15

where J11 = X X+2D)"! with D = 1/1-diag(1/@3 +BD), ..., 1/l +B2)),
Jio = =JuDaD ! Jor = =D 'DoJi, and Jo = D! + D 'DLJ DoD L With
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this explicit expression of the Jacobian matrix and note that the elements from m + 1
to 2m are zero both for Vyg and Vxg, we have

V8= (X'X+D) X", (3.19)

and

9B :[aﬁl,aﬁz,...,aﬁ’”]T, (3.20)

Xy 0Xyp 090Xy 0Xy
with

9B
85/11 Z ~(XTX + D)l] ax
Using the chain rule, we have the gradient of f with respect to y and X:

Vi 0.X) = VyBTHB )| (3:21)
and

af(y, X a

%z(ﬂ—V)T a)fl e (3.22)

Now, we know the gradients of our objective function (3.4). With the help of this
gradient information, we can use a variety of gradient based optimization methods.
Since our problem is a constrained optimization problem, we resort to the projected
gradient descent method. We have summarized it in Algorithm 4. The main concept

Algorithm 4 The projected gradient descent algorithm

1: Input: data set {(yo, XO)}l 1
and step-size parameter yx.

2: solve B via (3.1), set up feature sets S, E, U and their corresponding parameters s, e, it; use
those parameters to define the objective function f(y, X) in (3.4).

3: Initialize set the number of iterations £ = 0 and randomly initialize yx = yo, X = Xo.

4: Do

5: solve B according to (3.9),

6

7

trade off parameter A in (3.1), energy budget ny, 7y, £, norm,

: compute the gradients: Vy f (yx, Xx) according to (3.21) and Vx f (yk, Xx) according to (3.22),
: update:
Yi+1 = Projo, (V& — v Vy f 3> X1))s

8: update:
Xi+1 = Projo_ (Xk — v Vx f (k. Xk)),
9: sethk=k+1,

10: While convergence conditions are not met.
11: Output: y;, Xg.
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of the projected gradient descent algorithm is that we first take a gradient step,
project it onto the feasible set, and then take an «; step toward the projected point.
In this algorithm, Projc () and Proje (-) represent the projection operators that
project a point onto the feasible set Cy and Cy, respectively. Cy and Cy are £, balls
with radius 1, and 7, respectively. In the following, we will discuss the expressions
of the projection onto three commonly used £, norm balls, where p = 1, 2, oo, with
unit radius and its center being the origin. We denote the projection onto the unit £,
norm ball as ProjBZP ).

Case 1 Project onto the £ unit norm ball. Projg " (x) = z*, where z* is the solution
to the following convex problem

z¥ = argmin ||z — x|
z
s.t. |z|l; < 1.

Here x is the point to be projected. It can be efficiently solved via its dual with
complexity O(m) [96].

Case 2 Project onto the ¢, unit norm ball. In this case, we have a very simple
closed-form solution

Projm2 (x) = x/ max{l, [|x|2}. (3.23)

Case 3 Project onto the £, unit norm ball. In this case, we also have a very simple
closed-form solution:

Projp, (%) =z, (3.24)
where z* = [z}, o, z5]" and
-1, ifx; < -1,
= 1x, iflx| <1,
I, x> 1

With these expressions of the projection, we can easily obtain the expressions of
Projc (+) and Projc (-) by simply performing a geometric translation.
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3.3 Adversarial Attacks Against Group LASSO and Sparse
Group LASSO

In this section, we will extend the method developed in Sect. 3.2 to design an optimal
attack strategy towards two other popular LASSO based feature selection methods:
group LASSO and sparse group LASSO. We also note that recent Bayesian based
sparse learning methods obtain superior performance by incorporating the sparse
and group sparse properties [97-99]. However, in this chapter, we will focus on the
LASSO based methods.

3.3.1 Adversarial Attacks Against Group LASSO

Many of the sparse signals such as speech signal [100], frequency hopping
spectrum [98], and functional brain network [101, 102], possess additional group
structures. Specifically, these features are divided by groups and the features in
the same group either contribute to the target simultaneously or not. To select the
most useful features, it is better to exploit these additional structures [45]. The
group LASSO imposes a group-wise sparsity structure, i.e., only a few groups have
nonzero entries. This group-wise sparsity guides us to select better features, such as
in splice site detection [103] and hyperspectral image classification [42]. The group-
wise sparsity structure can be promoted by solving the following group LASSO
problem:

2

min
B

L
y— Y XiB
=1

L
+3. ) Pl (325)
=1

2

Here the feature matrix X is divided into L groups, each of which X; €
R"*PL, Zle pi = m,and B = [ﬂlr, ﬂ;, ...,ﬂZ]T. The regularization term
A Z,L:l J/DillB;ll2 is used to promote the group-wise sparse structure, and A is the
penalty parameter to control the sparsity level and goodness of fitting.

Considering our attack target and the energy budget constraints for modifying the
response values and the feature matrix, the design of optimal feature manipulation
attacks for the group LASSO can be cast as a bi-level optimization:

. BN Ter, 5
min —(B—v) HB —v
veCrec, 2 (B—v) H(B—)

2

s.t. B = argmin

L
y— Y XiB
I=1

L
+1 ) V/pilBilz, (3.26)
=1

2

where v and H are defined the same as in problem (3.3).
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To solve this bi-level optimization problem, we also first consider the lower-level
group LASSO problem. The group LASSO is a convex optimization problem, which
is equivalent to the following quadratic programming with conic constraints:

argmin

2L
+ Z)\lal (3.27)
B o 2 =1

L
y— Y XiB
=1

st. 1Bl <, 1=1,2,...,L,

where A} = A/p; and & = [ay,az,..., aL]T. To solve this problem, we can
utilize the similar interior-point method we have employed for the ordinary LASSO
problem in Sect. 3.2. In particular, we solve a series of the minimization problems:
min f;, as t gradually grows, where

2L L
fi = + ) e — 1/t logleq — I1B113)-
=1 =1

2

L
y— Y XiB
=1

Since this interior-point objective f; is a convex function, the minimization problem
is equal to its first order optimality condition:

L
1 1
Vﬂ,ft=X1T E XB—y|+-—5——-5B8=0,
= tap — 1Bl

i, 2

=M—-——-——"—-5=0, forl=1,2,...,L.

doy tof =813

To derive the gradients of 8 with respect to y and X, we can apply the implicit
function theorem on the first order optimality condition. First, we need to compute
the Jacobian matrix of the function on the left of the first order optimality condition.
The derivative of Vg f; with respect to 8 and & can be computed by

2XTX:, fori # j,
Ve Ve fi=1 " st T
PR | PR i =),
) 0, fori # J,
_vﬂiffz —4 o Bi

o fori = j.

ro(@?—1Bi 13’

The derivative of V, f; with respect to 8 and o can be computed as
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0’ fOIl 5& ja

Vﬂjva,-fz T pori=
QR AR -

02/, 0, fori # j,
aaiaaj 2 9 +ﬁ,' Bi fori = ]

r (=B 15’

Hence, the Jacobian matrix is

J— |: VﬂVﬂf, VaVﬂf,i|
Vﬂvocft Vo Ve fi .

Letg =[Vgf,", Vo f,"1". Then we have
Vyg = [-2X, 0],

and

aX;; o, otherwise.

ds :Z[ak,»ocﬂ — Vi + Xiey], forl <k <m,

As a result, the derivatives of B with respect to y and X is the first m rows of
-J! Vygand —J ~1Vxg, respectively. With this gradient information and using the
chain rule, we can obtain the gradients of our objective with respect to the response
values and feature matrix. Then, we can use the projected gradient descent method
described in Algorithm 4 to design our attack strategy.

3.3.2 Adversarial Attacks Against Sparse Group LASSO

Sparse group LASSO combines the ordinary and the group LASSO and exploit the
sparsity and group sparsity jointly. It gives better performance when the features
are formed in a group manner and only few features contribute to the response
value within a group. By combining these two properties, sparse group LASSO
promotes the group-wise sparsity as well as the sparsity within each group. By
taking advantage of these two kinds of sparsities, sparse group LASSO helps us
select more accurate features, and it has been used in climate prediction [104],
heterogeneous feature representations [ 105], change-points estimation [46], etc. The
sparse group LASSO problem tries to solve the following convex problem:

L L
min 1y — D XiBills 42 Y VPilBillz + 22081 (3.28)
=1 =1
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Similar to problem (3.25), we assume the regression coefficients are divided into L
groups and each group 8, € R7”. In the above objective, the first term is the ordinary
least square to measure the goodness of fitting, the second term promotes the group-
wise sparsity, and the third term encourages the sparsity within each group.

Taking objective (3.3) into account, the design of optimal attack strategy against
sparse group LASSO can be formulated as solving a bi-level optimization problem:

R
Qmin 3B THG -y (3.29)

L
st. B = arg;nin ly — leﬂl 13
=1

L
+ 1 Y VPB4 A2l

=1

To solve this bi-level optimization problem, as in the previous subsection, we
can transform the lower-level problem into a quadratic programming with conic and

linear inequality constraints by introducing the new variables oy for/ =1,2,..., L
and u; fori = 1,2, ..., m as follows:

L L m

argmin |y = > X815+ D Ao +22 Y _u; (3.30)
B.o.u I=1 I=1 i=1

st. IBl2<oq, 1=1,2,...,L, (3.31)

—u; <Bi<ui, i=12,...,m, (3.32)

where A, = A14/p;- We use the similar interior-point method to solve this

optimization problem. Thus, we use penalty functions for the constraints and have
the new objective with a certain penalty parameter ¢:

L L m
he=lly = Y XiBills + ) haar + 22 ) ui
I=1 I=1 i=1

L m
— 1/t Y log(a} — 18,13 — 1/t Y log(u? — BP).

=1 i=1

The corresponding first order optimality condition is
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Ve hi = 2X[ (XB—y) +1/1- 22

a?—IB;13
+24 .diag<1/ (@h? = 8))’
(@ = ) ) =,
forl=1,2,...,L,

Oy — F =1/t 2L =0, forl=1,2 L
EXT Ve e =0 i
dh 2uj . __
T,f: Az—l/t~ul_2fﬂi2_0, fori =1,2,---,m,
T T T
where B = [B/.B;.....8 1 u=[u],u),...,u 1", B, = (BL, B?..... BT,
w = [”1] , ”12 el ulp ’]T. To use the implicit function theorem to obtain the gradient

information, we need to compute the Jacobian matrix of the function on the left of
the first order optimality condition. The Jacobian matrix is

VgVghy Vo Vgh; VuVgh;
J = V,gVah, Vavah, Vuvaht )
VﬂVuh, Vavuh, VuVuht
where

VgVgh, =2X'X +E; |+ Dy,

in which

E zldiag<(“f —BIBOI+2B8] (¢} — BB+ 2&@)
Cot @—B7B> T (@2 —B1BL)? ’

D11 =2/t - ding (e} + BD)/ e} = B, 0, + B sy = B)P).

9 0, fori # j,
VB = 4w

o T A
% respr T

. ﬁlul ,Bmum
VaVgh :dlag(—4/t~—,...,—4/t-— ,
‘ W2 — B})? W2, — B2)>
82fz 0, fori # j,
dajoa; | |2 4TBIB i
SO RS -7

VuVahl = 0,
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and
VaVahy =diag (20} + B/} = B2, ... 205, + B1)/ur, = B)?)-
Letq = [Vgh, , Veh/, Vuh[ 1T, then we have
Vyq = [-2X, 017

and

X

Bqr _ |2[6(XB —y)i + Xiry;],  forl <k <m,
0, otherwise.

Then we have the derivative of B with respect to y being
VB =~ i Vya.

and the partial derivative of B with respect to X; ; is

8 m
i Z —(I e
=1

_ dqi
X Xij

a

Having the gradients of B with respect to y and X, combining the gradients of
our objective with respect to 8 and using the chain rule, we can get the full gradients
of our objective with respect to y and X. With these gradients information, we can

then employ the projected gradient descent described in Algorithm 4 to find our
modification strategy.

3.4 Applications

In this section, we carry out numerical experiments to demonstrate the results
obtained in this chapter and apply our attack to some real applications.

3.4.1 Adversarial Attack Against LASSO-Based Feature
Selection System

In the first numerical example, we test our algorithm on a synthetic data set. Firstly,
we generate a 30 x 50 feature matrix Xg. Each entry of the feature matrix is i.i.d.
generated from a standard normal distribution. Then, we generate the response
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Fig. 3.1 The objective value changes with the energy budget

values, yo, through the model yo = Xov + n, where v is the sparse vector in which
only ten randomly selected positions are non-zero and each of the non-zero entry is
i.i.d. drawn from the standard normal distribution; n is the noise vector where each
entry is i.i.d. generated according to a normal distribution with zero mean and 0.1
variance. The generated dataset has Frobenius norm 38.60 of the feature matrix and
£ norm 19.26 of the response vector. Then, we set the LASSO trade-off parameter
A = 2 and use (3.7) to estimate the regression coefficients B,. We randomly select
one regression coefficient as the desired coefficient to be boosted and another one
as the coefficient to be suppressed. In addition, we set the suppressed parameter
si = 1 fori € S, set boosted parameter ¢; = —1 fori € E, and set the unchanged
parameter u; = 5 fori € U. We set the step-size parameter y; = min(p, pKo/k)
in Algorithm 4, where p = 1 and K¢ = 100.

In the first experiment, we set , = 0, which means that we do not modify the
feature matrix and impose £, norm constraint on the modification of the response
values. Then, we vary the energy budget, 7, to see how the energy budget influences
our objective value. Figure 3.1 illustrates that the objective value decreases as the
energy budget increases, which is expected as a larger energy budget provides a
larger feasible region, and thus lower objective value. Figure 3.2 demonstrates the
recovered regression coefficients when 7, = 5 along with the original regression
coefficients. In the figure, ‘orig’ denotes the original regression coefficients, ‘modi’
represents the regression coefficients after our attack, ‘min’ is the regression
coefficient we want to suppress, and ‘max’ denotes the regression coefficient we
want to promote. As the figure demonstrates, we have successfully suppressed and
promoted the corresponding coefficients while keeping other regression coefficients
almost unchanged.

In the second experiment, we also attack the response values. We fix the energy
budget n, = 5 and test different £, norm constraints on the modification of
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Fig. 3.2 The original regression coefficients and the regression coefficients after our attacks
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Fig. 3.3 The original response values and the modified response values with different attack
constraints

the response values as p = 1,2, oo. Figure 3.3 shows the original and modified
response values under different £, norm constraints. The x-axis denotes the index
of each response value and the y-axis denotes the value of the response vector.
The blue line demonstrates the original response values and the red line is the
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modified response values with different attack constraints. From top to bottom are
the modified response values with £1, £, and £, norm constraints, respectively.
From the figure, we can see that the £; norm constraint provides the smallest
modification on the response values and the €., norm constraint provides the most
significant modification, which results in objective value 0.0095 with the £; norm
constraint, objective value —0.4199 with the £, norm constraint, and objective value
—2.8813 with the £, norm constraint. That is because with the same radius, £; norm
ball is contained in the £ norm ball and ¢> norm ball belongs to the £, norm ball.

In the third experiment, we compare the modifications on the response values
and on the feature matrix with the £; constraints. First, we only attack the response
values with n, = 5, which results in objective value 0.0095. Second, we only attack
the feature matrix with the same energy budget n, = 5, which results in objective
value —0.0969. Finally, we attack both the response values and the feature matrix
with n, = 5 and n, = 5, which results in objective value —0.2291. These results
indicate that both the modifications of the response values and feature matrix are
effective.

In the fourth experiment, we explore the minimal energy required to suppress
one regression coefficient. In this experiment, we try to make one of the non-
zero coefficient to be zero while keeping other regression coefficients unchanged.
Hence, we sets; = 1 fori € S and u; = 5 fori € U. Firstly, we set n, = 0
and only change the response values. The minimal required 7, under the £, norm
constraint to make the regression coefficient zero is recorded. Secondly, we fix
ny = 0 and only modify the feature matrix to make one regression coefficient
zero. We record the minimal energy budget required for the modification of the
feature matrix in terms of the Frobenius norm. Table 3.1 presents the minimal
energy budgets to suppress one regression coefficient. The first row is the feature
index that we want to suppress. The second row denotes the coefficients before
modification. The third row shows the minimal energy budget when we only modify
the response values. The forth row indicates the minimal energy budget when we
only modify the feature matrix. We can see from the table that the energy required
to suppress the coefficient depends on the original magnitude of the coefficient.
When suppressing a coefficient with a larger magnitude it requires more energy and
vice versa. When we only modify the response vector, we need the energy that is
about 60 (n,/llyll2 = 11.5/19.26 ~ 0.60) and 9 (n, /|yl = 1.8/19.26 ~ 0.09)
percent of the ¢, norm of the response vector to successfully make the largest
coefficient (the 11th coefficient) and the smallest coefficient (the 17th coefficient)
be zero, respectively. When only modifying the feature matrix, we need the energy
that approximates to 12 (4.5/38.6 ~ 0.12) and 1 (0.5/38.6 =~ 0.01) percent of the
Frobenius norm of the feature matrix to successfully make the largest and smallest
coefficient be zero, respectively. This also indicates that a small perturbation of
the feature matrix can suppress one regression coefficient, while a relatively larger
modification of the response values is needed to suppress the same regression
coefficient.

In the fifth experiment, we explore the minimal energy needed to promote one
of the regression coefficients. We try different energy budgets to promote one of the
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Table 3.1 Minimal energy to Index |4 11 17 26 27 33 34 47

suppress one regression =
coefficient Bi 0.9 21 | -03 |15 |06 05 |—-15 |—1.1

Ny 57 115 1.8 |75 |28 |26 7.5 6.2
Nx 1.5 4.5 05 (23 1.0 1.0 24 1.8

Table 3.2 Minimal energy to
promote one regression
coefficient

Index |1 2 28 |29 |30 |44 48 |50
Ny 4.1 |42 |47 |40 |46 |43 48 |33
N 14 |12 |16 |12 |14 |12 |15 |14

regression coefficients while keeping others unchanged. So, we setu; = 5 fori € U
and ¢; = —1 fori € E. We record the minimal energy used to make the magnitude
of one of the regression coefficients at least 0.5. The regression coefficients that
we want to promote are chosen randomly among the 42 zero-valued coefficients.
We randomly select 8 coefficients and Table 3.2 records the minimal energy. The
first row indicates the feature index that we choose. The second row presents the
minimal energy needed when we only modify the response vector under the ¢,
norm constraint. The third row shows the minimal energy needed when we only
modify the feature matrix under the Frobenius norm. This table shows we need
similar energy to promote different regression coefficients. The reason is that the
original regression coefficients that we try to promote are zero-valued and we set
the same magnitude, 0.5, for coefficients we try to promote. In summary, when
we only modify the response values, the average minimal energy is about 22% of
the £5 norm of the response vector. When we only modify the feature matrix, the
average minimal energy is about 3% of the Frobenius norm of the feature matrix.
This indicates that similar to the fourth experiment, we can promote one of the
regression coefficients easily by modifying the feature matrix, and relatively more
considerable energy is needed to modify the response values to achieve the same
goal.

We now test our attack strategy using real datasets. In this task, we use the
spectral intensity of the gasoline to predict its octane rating [106]. It consists of 60
samples of gasoline at 401 wavelength and their octane ratings. Figure 3.4 provides
an overview of the data samples. In this figure, the octane axis indicates the octane
rating of each sample and the z-axis denotes the spectral intensities at different
wavelengths. From the figure we can see that there are very high correlations among
different wavelengths. When strong correlation exists among features, the learned
regression coefficients are not stable and will not reveal the true important features.
Thus, in the testing phase, it will result in large errors. For example, there are two
perfect correlated features. Then, the two corresponding regression coefficients can
be any values as long as the difference of the two coefficients remains constant.
Suppose the two regression coefficients are infinite large. In the testing phase, a
small perturbation on one of the features will result in a huge error. Thus, we use
the LASSO method to complete the regression task. We randomly choose 80% of
the data samples as our training data and the rest as our test data. We do cross-
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Fig. 3.4 Overview of the
octane data set
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Fig. 3.5 The regression coefficients before and after our attack

validation on the training data to decide the trade-off parameter in LASSO, and it
gives A = 0.5. Using this parameter, we compute the regression coefficients. Using
this regression coefficients on the test data set, we have r2 = 0.979. Here, 2 is
the r-squared value and is defined as r2=1-—|y- §f||%/||y — 57||%, where y is
the ground truth response value, y is the mean value of the response value with each
element being the mean of y, and § is the predicted response value. A larger 2 value
indicates better regression coefficients. The blue line in Fig. 3.5 shows the original
regression coefficient. From this figure, we can see that there are several important
features.



3.4 Applications 57

For this dataset, the Frobenius norm of the feature matrix is 20.02 and the £, norm
of the response vector is 11.75. In the next step, we modify the response values and
the feature matrix with the energy budget n, = 5 and n, = 5 to suppress the 154th
and 163th regression coefficients, keep the 232th and 369th regression coefficients
unchanged, and promote the rest of the regression coefficients. In our algorithm, we
sets; = 1fori € S,e;, =—1fori € E, u; =50fori € U, and step-size parameter
yr = min(5,5 x 100/k). The red-dashed line in Fig.3.5 shows the regression
coefficients after our attacks. From the figure, we can see that we successfully
promote two regression coefficients that were zero-valued before the attack. We
also suppress the 154th and 163th regression coefficients and make the 232th and
369th regression coefficients change very little. Using this regression coefficients on
the test data set, we got the r-squared value 0.694. Hence, by changing the response
values and the feature matrix, we can easily make the system choose the wrong
features.

3.4.2 Adversarial Attack Against Wireless Array Signal
Processing

In this subsection, we will employ our attack strategy on a wireless array signal
processing problem: the direction of arrival (DOA) estimation. In the DOA problem,
we try to find the directions of the sources from the received signals of an array
of sensors [107, 108]. Consider a setup where the sensors are linearly located
and equally spaced with half of the wavelength. Hence, the measurements of the
nth sensor are Z,{il e/2™fkxy, where K is the number of sources and fi €
(—m/2, /2] is the arrival angle of the kth source. Furthermore, we assume that
the number of input sources is limited. If we divide the arrival of angle equally into
N grids and assume the sources are located on the grids, the DOA can be modeled
as a linear signal acquisition system:

y =Ax+e,
where y € CV is the measurements of the sensors, A € CN*M Apm = ejzmlml@l s
x € CM is the sparse source vector where only the locations that have targets are
non-zero , and e € CV is the noise vector. We can first recover the sparse signal
x, and then the arrival angles can be derived from the locations of the non-zero
components of x. Further, we can solve the following LASSO problem to recover x:

argmin :  [ly — Ax[|2 + A[Ix||1, (3.33)
X

where the £ norm of x is defined as
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Fig. 3.6 The magnitude of the coefficients before and after attacks

N
Ixl ="/ 2+ 2, (3.34)

i=1

and xl.R and in are the real and imaginary parts of x;, respectively. Problem (3.33)
is actually a group LASSO problem if we separate its real and imaginary parts and
we reformulate it as:

N
argmin [|§ — A%3 + 1) /()2 + (x])2, (3.35)
i=1

xR x!

where § = [(y®)T, (y/)T17, y¥ and y’ are the real and imaginary parts of y
respectively, X = [(x®)T, x/)T]T,

. AR Al
A= [_A, AR] (3.36)

and AR and A’ are the real and imaginary parts of A respectively.

Since DOA is very important in military applications, in this numerical example,
we demonstrate the vulnerability of DOA estimation using group LASSO. In this
experiment, we assume that there are N = 30 sensors, K = 4 sources, and the
sources are located in the possible M = 50 locations. The locations of the 4 sources
are randomly chosen; for the real part and imaginary part of each signal, they
are i.i.d. drawn from a standard normal distribution. The noise is i.i.d. distributed
according to the standard Gaussian distribution with zero mean and 0.1 standard
deviation. In our experiment, the £, norm of y is 152.70, where the £, norm of the
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Fig. 3.7 The real and the imaginary part of the observed signal before and after attacks

complex vector y is defined as |y|l> = \/szzl(yil)z + (yiR)z. To make our attack
more practical, we only attack the measurement signal, y. Thus, the attack process
can be seen as a procedure to inject some adversarial noises into our measurements.
In this attack, we set the energy of 1, = 1.5 with £, norm constraint and set A = 4.
We try to suppress the source on the (47)th grid with arrival of angle 306° and boost
the coefficient on the (50)th grid that originally does not have a source target. In our
experiment, we sets; = 20 fori € S,e; = —1fori € E, u; =20 fori € U, and
step-size parameter yx = min(1l, 100/k).

Figure 3.6 shows the magnitude of the original regression coefficients and the
regression coefficients after attack. Here, ‘orig’ denotes the original regression coef-
ficients, ‘modi’ represents the regression coefficients after attack, ‘min’ and ‘max’
indicate the coefficients we want to supperss and boost after attack, respectively.
The non-zero coefficients exactly indicate the directions of arrival of our generated
target sources. The figure demonstrates that we successfully suppressed the (47)th
coefficient and boost the (50)th coefficient while keeping others almost unchanged,
which successfully make the receiver believe there is no target on the (47)th grid
and there is a counterfeit target on the (50)th grid. Figure 3.7 shows the real and
imaginary part of the measurements before and after our attacks. Subfigure (a)
represents the real part of the observed signal and subfigure (b) the imaginary part
of the observed signal before and after attacks.

This figure reveals that, when we deliberately manipulate the regression coeffi-
cients in this example, the modified measurements just seem to have been perturbed
by the normal noises. Hence, it is hard to detect this kind of attack.

3.4.3 Adversarial Attack Against Weather Data Analysis

In this subsection, we will use the NCEP/NCAR Reanalysis 1 dataset [109] to
demonstrate our attack strategy against the sparse group LASSO based feature
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selection. The dataset consists of the monthly mean of temperature, sea level
pressure, precipitation, relative humidity, horizontal wind speed, and vertical wind
speed from 1948 to present (871 months) on the globe in a 2.5° x2.5° resolution. For
demonstration purpose, we coarse the resolution to 10° x 10° and we get 403 valid
ocean locations. This task aims to analyze the dependencies between the records on
the ocean and the records on certain land. Notably, we consider the relationship
between the records on the ocean and the temperature of Brazil. Moreover, we
follow [104] to remove the seasonality and the trend in the data that may dominate
the signal.

We use the data from Jan. 1984 to Dec. 2007 as the training data and the data from
Jan. 2008 to Dec. 2017 as the test data. Hence, we have 720 training samples and
120 test samples. We use the sparse group LASSO algorithm to find the coefficients
and then use these coefficients to predict the temperature of Brazil. The regression
coefficients are grouped by their locations. So, each group has six coefficients.
We use root mean square error and r-square value to measure the goodness of the
regression coefficients. In this experiment, the Frobenius norm of the feature matrix
is 1393.70 and the > norm of the response vector is 24.84. We set A| = Ap = N /20,
si=1fori € S,e; = —1fori € E, u; =20fori € U and y; = min(1, 100/ k).
Our attack strategy is to use energy budgets n, = 0.2 and n, = 0.2 with the £
constraints to suppress the coefficients in group 173 and boost the coefficients in
group 83 while keeping others unchanged.

Figure 3.8 depicts the coefficients before and after our attacks. Subfigure (a)
represents the regression coefficients before and after attacks. Here, ‘orig’ denotes
the original regression coefficients, ‘modi’ represents the regression coefficients
after Attack, ‘min’ and ‘max’ indicate the coefficients we want to suppress and
boost after attack, respectively. The group coefficients that we try to maximize
corresponding to the feature indices from 493 to 498 and subfigure (b) shows the
coefficients in this group before and after the attack. The group coefficients we want
to minimize corresponding to the feature indices from 1033 to 1038 and subfigure
(c) demonstrates the coefficients in this group before and after attacks. From the
figure we can see, without attack, we can find the most representative coefficients
in group 173 with coordinate 40W, 20S, which is located on the ocean near the
land of Brazil. After our attack, as demonstrated, we successfully suppressed the
coefficients in group 173 and boosted the coefficients in group 83. By doing so,
it gives us the incorrect explanation of the temperature in Brazil. Further, we get
r2 = 0.55 and RMSE = 0.53 without attack on the test data. After attack, we get
r? = 0.37 and RMSE = 0.62 on the test data. In summary, by attacking the training
data, we can manipulate the interpretation of the relationship between the features
and the response value and also worsen the prediction results.
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Fig. 3.8 The regression coefficients before and after attacks

3.5 Summary

In this chapter, we have investigated the adversarial robustness of the LASSO based
feature selection algorithms, including ordinary LASSO, group LASSO and sparse
group LASSO. We have provided an approach to mitigate the non-differentiability
of the £; norm based feature selection methods and have designed an algorithm to
obtain the optimal attack strategy. The numerical examples on synthetic data and
real data have shown that feature selection based on LASSO and its variants are

very vulnerable to adversarial attacks.



Chapter 4 )
On the Adversarial Robustness of Creck fo
Subspace Learning

4.1 Problem Formulation

In this section, we introduce the problem formulation. Given a data matrix X =
[X1,X2, - - - , X,] with each x; € R?, our goal is to learn a low-dimension subspace
via PCA. In the data matrix X, we assume that all the preprocessing steps (such as
data centering and standardization) have been done. In this chapter, we consider an
adversarial setup in which an adversary will first observe X and then carefully design
a modification (attack) matrix AX to change X to X = X+ AX. We denote function
gr(-) as the PCA operation that computes the k leading principal components.
Furthermore let X = span(gr(X)) be a k-dimensional subspace learned from X
and X = span(gk(X)) a k-dimensional subspace learned from the modified data
matrix X. The goal of the adversary is to design the modification matrix AX so as to
make the distance between X and X as large as possible. To measure such a distance,
we use the largest principal angle between X and X as defined below [63].

Definition 4.1 Let X and X be two k-dimensional subspaces in R?. The principal
angles {6; } _, are defined recursively:

cos(f;) = max lllTV,'
u;eX,v;eX

st fwll = [lvill = 1,

wiu=vjv=0Vj=12-,i-L
In this chapter, we will use || - || to denote the £, norm and Q(gk X), gk(f()) or
simply 6 to denote the Asimov distance between the subspace X estimated from X
and the subspace X estimated from X. Given an orthonormal basis Ux of X and
an orthonormal basis UX of X, {cos(61), ---,cos(f)} are the singular values of
U;({UX [63]. Hence, the Asimov distance is determined by the smallest singular
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value of UgUX. It is easy to see that, if no constraint is imposed on AX, X can
be arbitrary and 6 can be easily made to be /2. Therefore, we impose an energy
constraint on AX. In particular, we assume that the energy of AX is less than or
equal to n. In this chapter, we use the Frobenius norm || AX]||r to measure the energy.
Hence, the goal of this attacker is to solve the following optimization problem:

max : 6(ge(X), gr(X)) .1
AXeRdxn

st. X=X+ AX,
IAX]E < 7.

Even though (4.1) is a complicated non-convex optimization problem, we will
fully characterize the optimal solution to (4.1) for any given 5. This characterization
will enable us to investigate the impact of this optimal attack with respect to the
energy budget 7.

Note that we consider a very powerful adversary model that has access to the
whole dataset and can modify all data points. For security analysis, it is desirable
to consider the worst case scenario with a powerful adversary. Furthermore, our
analysis provides a universal upper bound on the maximum subspace distance
incurred by any bounded energy perturbation.

4.2 Optimal Rank-One Adversarial Strategy

In this section, we will solve (4.1) for the special case where the modification matrix
AX is limited to being rank-one. The techniques and insights obtained from this
special case will be useful for the general case considered in Sect. 4.3.

With this additional rank-one constraint, AX can be written as ab' for some
a € R? and b € R”, and the optimization problem (4.1) becomes

max : 0(g(X), g (X)) 4.2)
acRd beR"

st. X=X+ AX,
AX =ab',
IAX|F < n.
It is easy to see that, for any feasible solution (a, b) with ||f)|| # 1, we can construct
another feasible solution (||b||a, b/||b||) that gives the same objective function

value. Hence, without loss of optimality, we will fix the norm of b to be 1 throughout
this section.
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Based on the value of k, i.e., the dimension of the subspace we select, we will
first present the solution to the case when k = rank(X), and then generalize the
result to the case when k < rank(X).

4.2.1 Case with k = rank(X)

In this subsection, we consider the case when the dimension of the subspace selected
is equal to the rank of the data matrix. In this case, the span of X equals the span of
gr (X). Furthermore, we divide this case into two scenarios where the data matrix is
full-rank and the data matrix is low-rank.

4.2.1.1 Full-Rank Case

In the full column rank case, rank(X) = n, where n < d. This case arises when
the number of samples is limited, for example, at the beginning of online PCA.
In this case, tpe span of )5 is equal to the span of gx(X), and hence we can Wl‘i}e
0(g1(X), gk (X)) as 6(X, X). In the following, we first find the expression of (X, X)
for any given X = X+ab”. Using this expression, we then characterize the optimal
attack matrix AX.

Suppose the compact SVD of X is X = UXV' = UW, where T =
diag(o1, 02, - - - , 0,). One set of orthonormal bases for the~ column space of X is
U. We can also use SVD to find a set of orthonormal bases U of span(X).

Since X = X +ab ', U can be directly expressed as a function of U [110]:

U=U+ (aUw + ﬂs)wT,

where
a,. = (I —UU)a, s=a,/|la,.|,
Ww=—-W'h, w=w/||Wl,
w=(1—a UW)/|a,.l|, g=[w o],
a=lol/lgll -1, B = —sign(w)Iw|/llgll,

and W-T = (W 1)T. Hence, we have UTU = UT (U + (aUw + ﬂS)WT) =1+
aww . The singular values of I 4+ aww ! are {1,1,---, 1+ awTw}. Since w'w =
1,1+ o = |o|/|gll, the smallest singular value of U'Uis cos(f) = |w|/lIgll. Our
objective is to maximize 8, which is equivalent to minimizing the smallest singular

value of UT U. Hence, the optimization problem (4.2) is simplified as
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min :
I lwl/lgll

s

st. [lab"|lr = [la]llIb]| < 7,

where we use the identity ||a]/||b|| = |a - b"||g. Expanding the objective function,
we have

o] [1+a] W™ Th|
gl IMlla,L[IW=Tb, 1 4+aW=Tb]|’

4.3)

where a, = U'a.

Since W = V', we have Wb = X 'VTh. As Vis a unitary matrix,
changing the coordinate b < Vb does not result in the change of the constraint.
The value a] W~ Tb in the original coordinate is the same as a] £~'b in the new
coordinate. In the following, we will use this new coordinate system and the cost
function in (4.3) can be written as

lo| |l +a =" 'b|
gl Illa,. = 'b, 1 +al =~ b]||

(4.4)

The objective function (4.4) is zero if and only if the numerator is zero. Using
the matrix norm inequality [72], we have

Ty-lp| < b= = L b
|a, | < llalIbINZE |2 = . lla, [l[b]]
n

(@ 1 1 ®) n
< —lalllb| = —[ab"r = —,
Op Op n

where || 71|, is the induced 2-norm of matrix £ !, in (a) we use ||a, | < |||, and
(b) is due to the energy constraint. From the inequalities, we conclude that when
n < oy, we can not make the numerator to be zero. We now consider two different
cases depending on whether we can make the numerator to be zero or not.

Case 1 When n > gy, if we set

a,=0,0,---,—0,]", b=[0,0,---,1]",
and any ||a,. ||> = a with 0 < @ < n*> — 0,12, the numerator will be zero. Since
a=Ua, + - UUT)auL, the attacker can make the Asimov distance to be 7 /2 by
setting:

a=—o,u, +au,, b=y, 4.5)

where u,, is any vector orthogonal to the column space of X and 0 < a* <n?— onz.
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Case 2 When n < gy, the value of 1 + a;r):_lb can not reach zero. In this case, it
is easy to check that minimizing (4.4) is equivalent to maximizing

lla, L 1= "B

_— 4.6)
(1+a]x~'p)?
As ||b|| = 1, ||Z’1b||2 is maximized when b = [0, 0, - - - , 1]T. Furthermore, for
any fixed norm of a,, (1+a, £~'b)? is minimized when a, = [0, 0, --- , —[|a,[[]",
b=10,0,---, l]T. Hence, for fixed norms of a,, a,., the objective function (4.6)
18 maximized when
a, =[0,0,---,—la,l", b=1[0,0---,1]". (4.7)

Letc = |la, .||, & = ||a,||. Using the optimal form of a,, and b in (4.7), the objective
function (4.6) can be simplified to

/oy
max; —— 1
eh (L= hjoy)?
st. (2 +h?) <n? 4.8)

It is easy to check that the objective function is maximized when ¢ + h% = n?.

Hence, we have ¢> = 1> —h?. Inserting this value of ¢ into the objective function and

setting the derivative with respect to / to be 0, we get a unique solution & = % /0.
—202

At this value of A, the second derivative is W, which is negative. It indicates
n

that h = n?/o, is indeed the maximum point. Hence, ¢ = +n,/1 — n2/02. This
implies that the optimal solution to problem (4.2) for Case 2 is

a= _Uz/onun + rlmllq, b=yv,.

Summarizing the discussion above, we have the following proposition regarding
the optimal value of problem (4.2) in the full-rank case.

Proposition 4.1 [n the full rank case, the optimal value of (4.2) is

9*:{77/27 ifn > oy

arcsin (1)/0,),  if ) < on
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4.2.1.2 Low-Rank Case

We now consider the case where X is not full rank. Let k < min(d, n) be the rank
of X. In this subsection, with a slight abuse of notation, we write the full SVD of X
as X = UX V. The optimal attack matrix could be found by solving

max : 0(X, ge(X)) 4.9)
acR4 beR"

st. X=X + abT,
llalllbll < n.

We can further simplify this optimization problem as

max : 6(Z, g (Y)) (4.10)

acRk+!1 ,beRk+l
st. Y=Z+ab',
lallllbll < n,

where £ = diag(oy, 02, - - , 0%, 0) and {01, 02, - -+ , 0k} are singular values of
X. Detailed proof of the equivalence between (4.9) and (4.10) can be found in
Appendix A.2. Here, we describe the main idea of the proof. The primary step
of the simplification is to left multiply the unitary matrix UT and right multiply
the unitary matrix V on both X and X. Note that multiplying a unitary matrix
does not change the column space and its singular values. In addition, a rank-one
modification can only add at most one principal component orthogonal to its original
column subspace. Hence, by changing the coordinates, a and b are k41 dimensional
vectors.

To solve problem (4.10), we divide it into two cases based on the value of the
energy budget.

Case 1 When 1 > oy, it is simple to verify that the solution a = [0,0,---, 7],
b=10,0,---,1]" leads to the maximal Asimov distance, which is 7 /2.

Case 2 When n < oy, the following theorem characterizes the form of optimal a
and b.

Theorem 4.1 There exists an optimal solution to problem (4.10) in the following
form

a= [Oa e 701 akvak—‘rl]—rab = [07 07 e 709 170]T7 (4'11)

: 2 2 _ 2
with a; +a; . =1~

Proof Please see Appendix A.3. O
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In the following, we will find the optimal values of a; and a4 1. Since lall® = n?
and a is in the form of (4.11), we can write a = 1[0, 0, - - - , cos(«), sin(«)] ", where
a € [0, 27r). To compute the k leading principal components of Y, we can perform
the eigenvalue decomposition of YY T,

A2, 0
YY' = | Tk :
[ 0 ccT]

where ¢ = [0} + ncosa, n s1n(oe)]T Ak 1 = diag(oy, 02, - -+ , 0k—1). Suppose the
compact SVD of YY T is YYT = USVT, where

) )
U= ,

and z € R? is the eigenvector of ce | corresponding to its nonzero eigenvalue. Since
one orthonormal basis of span(X) is [I, 0] ", the Asimov distance is determined by

the singular values of
I ’ ) Ii—1 0 _ L1 0
0 0 z| [0 z|

Hence, the Asimov distance is arccos(|z1|). Since ¢ is the eigenvector of cc'
corresponding to its nonzero eigenvalue, we have |z1| = ‘Cl . Our objective function
is reduced to

lok + 1 cos(a)|

030" ok + ncos@), ysin@]l’ 12
It is simple to show that the optimal solution to (4.12) is
* = arccos(—n/oy) (4.13)
or
* = 21 — arccos(—1n/o%). (4.14)

Substitute the optimal solution of «* in (4.13) or (4.14) into the objective
of problem (4.12), we have sin(0*) = n/ox. Hence, the optimal solution to

problem (4.10) is
-
a= [0, 0, —n*/ox, £ny/1 — n2/a,3] ,

b=1[0,0,---,0,1,0]",
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which indicates that the optimal solution to problem (4.9) is

a=—n*/opu £ n,/1—n?/ofu,, b=v,

where u, is any vector orthogonal to the column space of X. The corresponding
optimal subspace distance is * = arcsin(n/oy). In summary, we have

Proposition 4.2 The optimal Asimov distance in the low-rank case is

f* = {”/2’ ifn > ok (4.15)

arcsin (n/oy), ifn <oy

The result is similar to the full column rank case characterized in Proposition 4.1.

4.2.2 Case with k < rank(X)

In this section, we consider the more practical but much more challenging case with
k < rank(X).

Given the data matrix X € RY*"_ without loss of generality, we assume d < n
and rank(X) = d. Assume the full SVD of X is X = UXV', where U € R9%4,
Y € RY*" YV ¢ R"™" and the singular values of X are {01, 02, , 0k, - -+ , 04}
Recall that we denote gi(-) as the PCA operation that computes the k leading
principal components. In this scenario, as the original data matrix is not low-rank,
we will perform PCA both on the original data matrix and on the modified data
matrix. Hence, the optimal rank-one modification matrix can be found by solving
the following optimization problem

max : 6(ge(X), & (X)) (4.16)
acRd beR”

st. X=X+ab',

lab" || < 7.

By diagonalizing the data matrix and using similar arguments in Appendix A.2, (4.16)
can be further simplified as

max G(gk(Z),gk(Y)) “4.17
acR9 beR"

st. Y=X+ab',

lab" || < 7,
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where g (X) = [Ix, 0]" € R?*k Here we also perform variable change a < U'a
and b < VTb. To solve this optimization problem, we divide it into two cases
depending on the energy budget and the difference between oy and oy 1.

Case 1 When 1 > o}, —oy+1, we have one simple solution a=[0,0,- - -,0, 1,0, - -,O]T,
where 7 is in the (k + 1)th coordinate, and b = [0,0,---,0, 1,0, -- -, O]T, where
element 1 is in the (k + 1)th coordinate. Clearly, this setting of a and b leads to the
maximal subspace distance, which is 7 /2.

Case 2 When n < o — ox+1, the following theorem gives the form of the optimal
solution.

Theorem 4.2 The optimal solution to problem (4.17) should be in the form of

az[ovoa"' 7akaak+1’05“' 90]T5 (418)
b=1[0,0, -, b, bes1,0, -, 0], (4.19)

where a,% + a,%Jr] = n? and b,% + b,%Jrl =1

Proof Please see Appendix A.4 for details. O
As the optimal solution of a and b is in the form of (4.18) and (4.19), we

can parametrize a and b with parameters o and 8 using a = 5[0, 0, - - - , cos(«),

sin(x), 0, - - - ,O]T andb =10,0, ---,cos(B), sin(B),0, - - - ,O]T respectively.
As a result, the modified data matrix Y can be written as

0 00
Y=|03X00],
0 0 230
where X = diag(o1, 02, -+, 0x—1), T3 = diag(ox42, - -+ , 04), and

5, — |:ak +ncos(a)cos(B)  ncos(a)sin(B) ] . 4.20)

nsin(a) cos(B)  ox41 + nsin(e) sin(B)

Since Y has the pseudo block diagonal form, the singular values and principal
components of Y are determined by the SVD of ¥, X5, and X3. For notation
convenience, we denote X5 = D + nﬁf)T, where D = diag(og, ok+1), a =
[cosa, sina] T, and b= [cos B, sin ﬂ]T. Let &1 and &> be the two singular values of
¥, and denote their corresponding left singular vectors as

W = [w; wa] = [Cf’S‘P —sm ‘/’} . 421
sing cos ¢
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The following lemma characterizes the form of the k-dimensional subspace learned
by PCA from Y.

Lemma 4.1
ILi_; 0
g(Y)=1] 0 w
0 o0

Proof According to the perturbation theory [111], the singular values of X, must
satisfy

& <o, & > opy1.

It indicates that & > oy, & > op and &1 < ox+1, &2 < ok41 will not happen.
Hence, we will select the eigenvector corresponding to singular value &1 as one of
the leading k principal components, which completes the proof. O

Since one set of orthonormal bases for g; (%) is [Ix, 0]7, the subspace distance
G(gk():), Sk (Y)) is determined by the singular values of

L1 L, 0
0 w; | =diag(l,1,---,cosq).
0 0 o0

Hence, the subspace distance is arccos(| cos ¢|) and our optimization problem can
be equivalently formulated as

min | cos . 4.22)
ael0,27),8€[0,27)

Let Z = X,%], we can compute W through eigenvalue decomposition of Z.
According to the equality ZZE;— =W-. diag(élz, 522) -WT, we have

7 — |:Zl,l 21,2:|
Zra 22
_ 512 cos? ¢ + 522 sin? ¢ (512 — 522) cos ¢ sin @

B |:(§12 — £2) cospsing &7 sin® ¢ + &2 cos? (p} .

From this equation, we obtain

{cos@«p)(é% —E) =211~ Zas
sin)(E2 — €2) = Z12 + 221
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Then we can compute ¢ through
¢ = 0.5atan2(ay, ay), 4.23)

where atan2(-, -) is the four-quadrant inverse tangent function, ay = Z11 — Z32,
and ay = Z1 5 + Z3,1. In our case, the specific expressions of a, and ay are

a;, = akz — akz+1 + 2031 cos(a) cos(B) — 20y 17 sin(x) sin(B) + n? cos(2a),

ay = 2r)<ak sin(a) cos(B) + ox41 cos(a) sin(B) + n cos(w) sin(oz)).
(4.24)

Let us write a, and ay as a function of « and B: ay = ax(a, B) and ay, =
ay(a, B). To further restrict the domains of o and B, we analyze the properties
of the angle ¢ in (4.23) as a function of o and B. First, we have a,(a, ) =
ax(w+a,w+B) and ay(a, B) = ay(w +a, 7+ B). So p(a, B) = ¢(7 +a, T+ B).
This property indicates that we only need to consider the function value in the
domain ¢ € [0,7],8 € [—m, ]. Second, a,(a, B) = ax(x — o, — B) and
ay(a, B) = —ay(w —a, w — B), and then we have ¢(a, B) = —p(7r —a, 7 — B).
Since cos(y) is an even function, we only need to consider the function with domain
o € [0,7/2], 8 € [—m, ]. Note that X is in the form of (4.20), the variance in
the direction of e is vy = cos(a)? + O’k2 + 2 cos(a) cos(B), and the variance in
the direction of exy1 iS Vg1 = sin(oz)2 + crszrl + 2 sin(«) sin(B). To maximize the
subspace distance, we should make vy small and make v large. Apparently, the
sign of cos(«) cos(B) should be negative and the sign of sin(«) sin(f) should be
positive. Hence, the optimal « and 8 should satisfy « € [0, /2] and 8 € [7/2, 7].
As a result, the optimization problem (4.22) can be written as

| : B 1. 4.25
“6[0’”/52?6[71/2,71] | cos (p(a, B)) | ( )

The following theorem characterizes the optimal solution to problem (4.25).

Theorem 4.3 The optimal solution to problem (4.25) is

o* = arccos < M)
2(513_5162+1) ’ (4 26)
B* = arccos [ — | ZkutrtVH
20¢=0¢y)) ’
where H = O']? + U]?_H +nt = 20,30,(2“ - 201{2172 — 20]3+1n2.
Proof Please see Appendix A.5. O

Accordingly, the optimal solution to problem (4.16) is
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a* = ncos(a™u; + 1 sin(a™)ugy g, (4.27)
b* = cos(B*)vi + sin(B*)viy1. (4.28)

Furthermore, the optimal subspace distance 6* can be computed according to (4.24)
and (4.23). Moreover, according to the properties of the function ¢(«, ) we have
discussed before, there are other three optimal solutions

(_a*v_ﬂ*)v (ﬂ—a*,ﬂ'—ﬁ*), (ot*—n’,ﬂ*—n’),

which lead to the same optimal objective value.

4.3 Optimal Adversarial Strategy without the Rank
Constraint

Using the insights gained from Sect.4.2, we now characterize the optimal attack
strategy in the general case without the rank-one constraint by solving (4.1). We
will directly consider the general case with k < rank(X).

Following the similar transformation from (4.9) to (4.10), we can simplify the
optimization problem (4.1) as

max : 0(ge(®), g (Y)) (4.29)
BecRdxn
st. Y=X+B,

IBllE < n,

where without loss of generality we assume d < n, the full SVD of the data matrix
is X = UXVT, the singular values of the data matrix are {01, 02, --- , 04}, and
B = UT AXV. To identify the optimal modification matrix B in problem (4.29), we
divide it into two cases.

Case 1 When n > L\g‘“ by setting by j = —n/v2, bet1k+1 = n/~/2, and all
other entries of B to zero, where b; ; is the element in the ith row and jth column
of B, it will lead to the maximal subspace distance, 7 /2.

Case2 Whenn < Ur—\g‘“, the following theorem states the form of the optimal B.

Theorem 4.4 The optimal B to problem (4.29) has only four possible non-zero
entries: by i, bk k+1, bk+1.k and biy1 k+1.

Proof Please see Appendix A.6. O
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This characterization reduces the complexity of problem (4.29). Using this optimal
form of B and following similar steps leading to (4.23), we can write the subspace
distance as

6 = 0.5 |atan2(by, by)

, (4.30)
where

by = 2((bk.k + 01)bk+1.k + (Bkt1,k+1 + k4 1Dbrk+1)

bx = (b + 00> + b g1 — ittt + ki) — by 4

It is easy to see that we can change the sign of b, by changing the signs of by 41
and by k. We also have by > 0, as

by
I[bk.x + ok, bk g1l + 1Bks1,6+1 + Okt15 g1kl

= [bk.k + ok, bick+11ll = MDr+1,k+1 + Ok+15 brt1i]ll
> ok — 0k+1 — bk, D11l = MDk+1,k5 D1, k4111l
> Ok — Ok+1 —\/517>0.
Using these two facts and the fact that atan2(by, b,) is an odd function of b, when

by > 0, we know that maximizing ¢ in (4.30) is equivalent to maximizing b, /by.
Hence, our optimization problem can be written as

-
u' Aju
max : 4.31
u u' Asu .31)
st. Ju—a|? <n?
where u £ b + o with b = [brs, betik bkt1, beriat1]’ and ¢ =

[Gkv O’ 09 Uk+1]T’

0100 1000
1000 0-10 0
Ar=1lgp01 |0 ™ A2=17541
0010 00 0-1

The objective function is the ratio of two quadratic functions. It is a non-convex
problem in general. In the following, we transform this problem into a feasibility
problem and obtain the closed-form solution analytically.

Let A denote the value of the objective function in (4.31). We can rewrite the
optimization problem (4.31) as



76 4 On the Adversarial Robustness of Subspace Learning

max A
Au
T
u' Au
st. ——— = 4.32
llTAzu ( )

2 _ 2
lu—ol” <n~

The first constraint can be written as u' (A; — AA,)u = 0, where

R

1
1 A
00—
00
To further simplify the constraint, we perform eigenvalue decomposition on Q =
PAP'", where A = diag(v/22 4+ 1, —v/A2 + 1) and

Po; 1 —(VAZ 1421
TOVAZ T4+ 1 ’

(4.33)

with t = 1/\/(vx2 + 1402+ 1.

We further perform variable change v 2 diag(P',P")u. Thus, the con-
straint (4.32) is equivalent to vl Av = 0, which indicates v% + v% = v% + vf.
With this, the optimization problem is simplified as

r&lavx DA 4.34)
s.t. v% + v% = v% + vi, (4.35)
Iv—al* <n (4.36)

where ¢ = diag(P",P")e = [p1,10k. p1.20k. P2.10k+1. P2.20k+1]". Note that
pi2=—p21and pro = pi1, wehave & = [p1,10k, —P2,10k, P2,10k+1, P1,10k+1] .

Now, problem (4.34) can be solved by checking the feasibility of (4.35)
and (4.36) given a particular A. Given A, the feasibility of problem (4.34) is
equivalent to the feasibility of

min Iv—al?<n’ 4.37)
o=

Note that 0 depends on A, we denote the left hand side of inequality (4.37) as
f(v, 1) = ||v—&||* and parametrize v as

v] = rcos(a), vy = rcos(B), vz = rsin(a), vg = r sin(B). (4.38)
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It is easy to verify that the minimum point of f (v, A) in terms of v is obtained at the
following stationary point

(][22, 2 2 2 24 2 2
r=; <\/P1,1(7k T P21% +\/p2,16k +P1,1‘7k+1>’

2 2 2 2
cos(@) = p110v/\/ P} 10F + P 10F4

sin(@) = p2,10%41/y/ T 107 + P310%1 (4.39)

cos(B) = —PZ,IUk/\/P%,101<2+1 + P%,lakz’
sin(B) = p1,10k+1/\/17%,1“k2+1 + P%,lakz'

Plug the optimal r, «, B of (4.39) into f (v, 1), and we have

F) min _ f(v, )

24,2 2,2
vitvy=vy+vy

= (o + 07 1)/2

2 2. 2 2 2 2. 2 2
- \/pl,lak + P2,1“k+1\/P2,1‘7k + P11%41-

According to inequality (4.37), inequality f (1) < n? now is equivalent to

2 2 2 2 2 2 2 2
\/pl,lak + P2,10k+1\/l’2,1‘7k + P11%41
> (o + ot )/2— 1% (4.40)
Denote the right hand of the above inequality as ¢ £ (sz + okz 1)/2 - n?. Since

n < (ox — 0k+1)/+/2, we have ¢ > 0y01. Furthermore, we notice that p? | =
1- p% 1 Plug it into inequality (4.40), and we have

2 2.2
€ = 00k
P31 —Prt —— s = <o (4.41)
(of — o4y
Let
2 2.2
cC-— 0,0
wa kL (4.42)

2 2 ’
(0f — o, )?

2,2 2 2 2
(O 4014 1) /4= %4
(513_013+1)2

1/4. Denote the left hand of inequality (4.41) as h(p2,1), and we have

and since 03041 < ¢ < (ok2 + ak2+l)/2, we have 0 < w <

Bnin = h(1/¥/2) = —1/4 +w <0,
h(l)=w > 0.
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Moreover, since 1 /\/5 < p2,1 < 1, we must have

p21 < pily. (4.43)

where pfl = \/(l + +/1 —4w)/2 is the largest root of A(p2.1) = 0. Pluging the
expressions of ps | and pf | into (4.43), we can get

VAZ+ T+ - 14+ /1 —4w
\/(«/A2+1+/\)2+1 2

Simplifying this inequality leads to A < 622;1

14+ +/1—4w
= | ——— 4.44
¢ 1 -1 —4w ( )

, where

Thus we can conclude that

e?—1
)‘max = (445)
2e
Accordingly, the optimal subspace distance in (4.1) is
0* = atan(Amax) /2. (4.46)

In summary, given energy budget 1, we first compute w according to (4.42) and
compute e according to (4.44), from which we can get Ap,x and 6* using (4.45)
and (4.46). Having obtained the optimal Ap,x, we can compute P in (4.33) and
compute v using (4.39) and (4.38), and sequentially compute u and b. Finally,
if the optimal solution of problem (4.29) is B* with non-zero entries b* =
[b,*;k,b,f +1,k,b,f’k 10 b; 1k +1]T, we also have another paired feasible optimal
solution with non-zero entries being [b,’{" e —b,’{‘ Lk —b;(“’ 1o b: Lk +1]T, which
leads to the same optimal value. Accordingly, the optimal solution to problem (4.1)
is AX* = UB*V'.

4.4 Applications

In this section, we provide numerical examples to illustrate the results obtained in
this chapter. We will also apply the results to principal component regression [112]
to illustrate potential applications in practice.
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4.4.1 Adversarial Attack Against Subspace Learning

In this subsection, we will carry out our adversarial attack against PCA-based
subspace learning algorithm using synthesized dataset.

In the first experiment, we employ different attack strategies in a low-rank data
matrix. In this simulation, we setd = 5, n = 5, and k = 3. We generate the original
data matrix as X = ABT, where A € Rk B € R"**, and each entry of A and B
is i.i.d. generated according to a standard normal distribution. First, we conduct our
optimal rank-one attack strategy. In this strategy, we use the result from the analysis
of the optimal rank-one modification matrix to design a, b and add the attack matrix
AX = ab' to the original data matrix X. We then perform SVD on X and select
the k leading principal components. Finally, we compute the distance between the
selected subspace and the original subspace. We also conduct a test using a random
rank-one attack strategy, in which we randomly generate a, b with each entry of
a, b being i.i.d. generated according to the standard normal distribution. Then we
normalize the energy of ab " to be 5. For each 1, we repeatedly generate 100,000
pairs of a and b and compute their corresponding subspace distances. In addition, we
compare it with the strategy where the modification matrix is free of rank constraint.
Although our analysis is deliberately designed for general data matrices, we set the
(k + 1)th singular value to be zero so that it can be applied to the low-rank data
matrix. We design the modification matrix AX according to our analysis in this
chapter and calculate the subspace distance between the original subspace and that
after modification. Moreover, we conduct another random attack strategy in which
we randomly generate the modification matrix without any rank constraint. Each
entry of the modification matrix is i.i.d. generated according to a standard normal
distribution. After that, we normalize its Frobenius norm equal to 1. We repeat this
attack 100,000 times for each n and record its corresponding subspace distance.
Furthermore, we also compare it with the strategy described in [27], which adds one
adversarial data sample into the data set.

Figure 4.1 demonstrates the subspace distances obtained by the five strategies. In
this figure, rl-opt represents the rank-one optimal attack obtained in this chapter,

Fig. 4.1 Subspace distances /2 f
with different attack strategies : : :?:c;
on a low-rank data matrix wr-opt
over different energy budgets ——wr-rd
——ad-pca
& 7/4t
. /
0 0.5 1

n/ok
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rl-rnd represents the maximal subspace distance obtained among the 100,000 times
random rank-one attacks, wr-opt stands for our optimal attack without the rank
constraint, wr-rnd is the maximal subspace distance among the 100,000 random
attacks without the rank constraint, and ad-pca is the algorithm described in [27].
The x axis is the ratio between n and the smallest singular value of the original
data matrix. From the figure, we can see our optimal strategies are much better
than the ad-pca strategy. It is because our strategies can modify the data matrix and
thus have higher degree of freedom to manipulate the data. The optimal strategies
designed in this chapter also have a larger subspace distance compared with their
corresponding random attack strategies. In the region where /oy € [0, 1/+/2],
both of our two optimal strategies provide the same subspace distances, which can
be verified by setting oy = 0, computing 6* in Eq. (4.46) and comparing it with
the value in Eq. (4.15). When /oy > 1/ V2, the optimal attack without the rank
constraint leads to the largest subspace distance, 7 /2, which is much larger than the
distance obtained by the optimal rank-one attack strategy. That means, without the
rank constraint, it indeed provides a larger subspace distance.

In the second numerical experiment, we test these strategies except the ad-pca in
the general data matrix in which the data matrix is not low-rank. In this experiment,
we setd = 5,n = 5, and k = 3. We randomly generate the data matrix X €
R?*" with each entry i.i.d generated according to a standard normal distribution.
We also design the optimal rank-one attack matrix and the optimal modification
matrix without the rank constraint according to the analysis provided in this chapter.
In addition, we do random attacks 100,000 times using the randomly generated
modification matrix with the rank-one constraint and without the rank constraint,
respectively.

Figure 4.2 shows the subspace distances obtained through different strategies
over different energy budgets. In this figure, the x axis is the ratio between n and
o —ok+1. We demonstrate the maximal subspace distances achieved by the 100,000
times random attacks for the two random attack strategies. As the figure shows,
both random strategies have smaller subspace distances than their optimal strategies.

Fig. 4.2 Subspace distances /2 F
achieved by using different ::};p(;
attack strategies under wr-opt
different energy budgets ——wr-md
> n/4 ¢
0 ‘
0 0.5 1

n/(0k — Ok41)
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Unlike, the low-rank case, the strategy without the rank constraint provides larger
subspace distances consistently over all the energy budgets.

4.4.2 Adversarial Attack Against Principal Component
Regression

In this subsection, we use real data to illustrate the results obtained in this chapter.

In particular, we illustrate the impact of the adversarial attack on PCR, which
is widely used in statistical learning, especially when collinearity exists in the
data. Ordinary regression will increase the standard error of the coefficients when
there are high correlations or even collinearities between features. This happens
particularly when the number of features is much larger than the number of data
samples. PCR deals with this issue by performing PCA on the feature matrix
and only selecting the leading k principal components as the predictors, and thus
dramatically decreases the number of predictors. The regression process of PCR can
be seen as projecting the response values onto the subspace spanned by the leading k
principal components. So, the accuracy of the subspace will significantly influence
the regression results. Appendix A.7 provides an example of how the change of
the subspace will influence the result of PCR. More details of PCR can be found
in [112].

In this experiment, our task is to use the gasoline spectral intensity to predict its
octane rating. We use the gasoline spectral data set [106], which comprises spectral
intensities of 60 samples of gasoline at 401 wavelengths and their octane ratings.
Figure 3.4 shows the spectral intensities of the data set. This figure indicates that the
correlation of intensity among different wavelengths is very high. To complete the
regression task, we can use PCR.

In this experiment, we randomly select 80% of the data as the training set and the
remaining 20% as the test set. We choose 4 principal components as our predictors
and perform regression based on these principal components. We also record the
r-squared values both in the training phase and the test phase. The r-squared value is

¥ 2 . .
defined as 72 = 1 — H, where 72 is the r-squared value, y is the response values,

¥ is the predicted values, ||y — ¥||* represents the total variance of the response
values, and y = mean(y) - 1 stands for the mean vector of the response values. R-
squared value measures how well the model fits the data and larger r-squared value
indicates better regression. Firstly, we perform regular PCR without attack and let
na-train and na-test denote the r-squared values of the training and test, respectively.
We then attack the feature matrix using the optimal rank-one strategy proposed in
this chapter with different energies and denote rl-train and rl-test as its r-squared
values in the training and test processes. Finally, we also carry out the optimal attack
without the rank constraint and denote wr-train, wr-test as the r-squared values in
the training and test procedures.
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Fig. 4.3 R-squared values 1
with different attack strategies
over different energy budgets .
0.8 r - “
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Figure 4.3 illustrates the r-squared values with different attack strategies under
different energy budgets. As shown in this figure, with the increase of the energy
budget, r-squared values of training and test decrease for both attack strategies. This
figure also indicates that the strategy with no rank constraint is more efficient than
the rank-one strategy considering its smaller r-squared values. Furthermore, the r-
squared value of the strategy without the rank constraint has a tremendous drop at
the point /(04 — 05) = 1/ /2, which is consistent with our analysis that beyond
this particular point, the maximal subspace distance is 7 /2.

4.5 Summary

In this chapter, we have investigated the adversarial robustness of the subspace
learning problem. We have characterized the optimal rank-one adversarial modi-
fication strategy and the optimal strategy without the rank constraint to modify the
data. Our analysis has shown that both of the two strategies depend on the singular
values of the data matrix and the adversary’s energy budget. We have also performed
numerical simulations and investigated the impact of this attack on PCR. Both the
numerical experiments and the PCR application illustrate that adversarial attacks
degrade the performance of subspace learning significantly.
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Summary and Extensions e

5.1 Summary

In our book, we have carried out theoretical analyses of the adversarial robustness
of some machine learning algorithms in signal processing, and focused on charac-
terizing optimal attack strategies. By investigating the optimal attack strategies, our
book has provided a clear view of the robustness of the linear regression, LASSO
based feature selection, and subspace learning under adversarial attacks.

In Chap. 2, we have investigated how to manipulate the coefficients obtained
via linear regression by adding carefully designed poisoning data points to the
dataset or modifying the original data points. Given the energy budget, we first
provided the closed-form solution of the optimal poisoning data point when our
target is modifying one designated regression coefficient. We then extended the
analysis to a more challenging scenario where the attacker aims to change one
particular regression coefficient while making others to be changed as small as
possible. For this scenario, we introduced a semidefinite relaxation method to design
the best attack scheme. Finally, we studied a more powerful adversary who can
perform a rank-one modification on the feature matrix. We proposed an alternating
optimization method to find the optimal rank-one modification matrix. Numerical
examples were provided to illustrate the analytical results obtained in this paper.

In Chap. 3, we have investigated the adversarial robustness of feature selection
based on LASSO. In the considered model, a malicious adversary can observe the
whole dataset and then carefully modify the response values or the feature matrix to
manipulate the selected features. We formulated the modification strategy of the
adversary as a bi-level optimization problem. Due to the difficulty of the non-
differentiability of the £; norm at the zero point, we reformulated the £; norm
regularizer as linear inequality constraints. We employed the interior-point method
to solve this reformulated LASSO problem and obtained the gradient information.
Then we used the projected gradient descent method to design the modification
strategy. In addition, we demonstrated that this method could be extended to other
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£1 based feature selection methods, such as group LASSO and sparse group LASSO.
Numerical examples with synthetic and real data illustrated that our method is
efficient and effective.

In Chap.4, we have studied the adversarial robustness of subspace learning
problems. We considered a more powerful adversary who can first observe the
data matrix and then intentionally modify the whole data matrix, which is different
from the assumptions made in existing works on robust subspace learning where
data samples are contaminated by gross sparse outliers or small dense noises. We
first characterized the optimal rank-one attack strategy that maximizes the subspace
distance between the subspace learned from the original data matrix and that learned
from the modified data matrix. We then generalized the study to the scenario without
the rank constraint and characterized the corresponding optimal attack strategy.
Besides, our analysis showed that the optimal strategies depend on the singular
values of the original data matrix and the adversary’s energy budget. Finally, we
have provided numerical experiments and practical applications to demonstrate the
efficiency of the attack strategies.

5.2 Extensions

5.2.1 The Defence Strategy

One possible extension of this topic discussed in this book is to study the defense
strategy against our attacks. If we consider the defense strategy, one possible
problem formulation is

B = argmin €40, §, B) (5.1)
B
st. X,§= argmin  £agp(X,y), (5.2)
XeC,,yeC,

where £4.7(-) is the objective of the defender , £,4,(-) is the objective of the
adversary, and C, and C, are the modification constraints of the feature matrix and
response values, respectively. We should also note that £,4,(-) may also depend
on the defense strategy, which will then render the problem as a competing game
between the defender and attacker. With an appropriately designed loss function of
the defender, solving this optimization problem leads to the best defense strategy
under the optimal attack strategy. The complexity of this problem depends on the
forms of €407 (-), £aqv(-) and their relationship. In some special cases, we can
analyze this problem. For example, Chap. 2 solved this problem when £ (-) is the
MSE loss function and £,4,(-) is the objective of manipulating one of the regression
coefficients. When £gor(-) = —£aqy(-), it is a minmax problem and Jagielski et
al. studied this problem when £4¢r(-) = —€a4qv () and £y (-) equals to the MSE
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loss function [9]. Generally, this problem is very complicated as the upper-level and
lower-level optimization problems are interconnected. Hence, how to design £4.¢(-)
and solve (5.1) efficiently are potential future research topics.
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Appendix

A.1 Lasserre’s Relaxation Method

In this section, we briefly introduce Lasserre’s relaxation method and use this
method to solve problem (2.37). Lasserre’s relaxation method is dedicated to
solving the multivariate polynomial optimization problems. A general multivariate
polynomial optimization problem contains a multivariate polynomial objective
function, p(x) : R” — R, and some constraints defined by polynomial inequalities,
gix)>0,i=1,2,...,r:

min: p(x) (A.1)

st. gix)>0,i=1,2,...,r. (A.2)

Clearly, our optimization problem (2.37) can be viewed a multivariate polynomial

optimization problem, since in (2.37) the objective function is a fourth order
multivariate polynomial and the constraint is a quadratic polynomial.

To proceed, let us explain more details about the problem. The polynomial in the
objective, p(x), can be written as:

P =) pax”, (A3)

where @ € N”,
x* =[x (A4)

and |a| = ), a!. Suppose the order of the objective function is mg, we have
la| < mg. Define p, = {pa} € R0 as the coefficients of the polynomial
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basis {1, x1, x2, ..., Xn, x%, X1X2, ..., x,TO}. Hence, the dimension of the basis is
s(mg) = (";;':0) Instead of directly solving problem (A.1), Lasserre’s relaxation
method [77] first converts it into the following equivalent problem

in d , A5
uelnpl(l}]() / p(x) d(u(x)) (A.5)

where K is the semialgebraic set defined by the inequalities: K = {x|g;(x) >
0,i=1,2,...,r}, and P(K) is the set of all probability measures supported on K.

To see that problem (A.1) and (A.5) are equivalent, suppose the optimal values
of (A.1) and (A.5) are pjj and p*, respectively. Since p(x) > pg;, we have p* > pj.
Conversely, suppose the optimal solution of (A.1) is x*, u = §y+ is a feasible
solution to (A.5). Hence, we also have p* < pg. Thus, the two problems are
equivalent.

With the help of this reformulation, finding the global optimal points for (A.1)
is equivalent to finding the optimal distribution of (A.5). Since f px)du(x) =
>y Pa f x* du(x), the objective function of (A.5) is just plya, where yy = {yo}
and y, = [ x* du(x). So, finding the optimal probability is identical to finding the
optimal y,, under the constraint that y, is a valid moment sequence with respect to
some probability measure on K. The solution to this problem is fully characterized
by the K-moment problem in case K is compact. Let us give more notations for the
convenience of introducing this method.

Given an s(2m) length vector, y, = {yq}, with its first element yo o = 1. The
s (m) dimensional moment matrix M, (y) is constructed as follows: the first row and
columns is defined as M,, (1, k) = y,, and M, (k, 1) = yo, fork =1,2,...,5(m)
and M,, (i, j) = Yoj+a; fori, j =2,...,s(m). For instance, whenn =2, m = 2,

1 yi0 yor 20 y11 Yo2
Y10 Y20 Y11 Y30 Y21 Y12
M (y) = Yor Y11 Y02 Y21 Y12 Y03

Y20 Y30 Y21 Y40 Y31 Y22
Y11 Y21 Y12 y31 Y22 Y13
| Y02 Y12 Y03 Y22 Y13 Y04 |

Moreover, M,,(y) defines a bi-linear form, (-, -), on two polynomials
(9. a)y = (9. M (90) = Y (pa)ave = [ P90 (),
o
So, if y, is a sequence of moments of some probability measure, we have

@)y = / ()2 d(u(x)) = 0.
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Thus, we have M,,(y) = 0. Let p(x) be a multivariate polynomial with coefficient
vector pg = {pg}, and define the localizing matrix M,, (py) as

Mu(PY) s J) =D PpYorta;+5-

B
For example, with
1 y10 yo1
Mi(y) = | y10 y20 y11 and p(x) =a—xi —x3,
Yo1 Y11 Y02

we have

a—y20— Y02 ayio — Y30 — Y12 ayolr — Y21 — Y03
Mi(py) = | ayio — y30 — Y12 ay20 — Y40 — Y22 ay11 — Y31 — Y13
ayor — y21 — Y03 ayi1 — Y31 — Y13 ayo1r — Y22 — Yo4

Also, if p(x) > 0, by definition, we have M,,(py) = 0.
Further, we make the following assumption on the semialgebraic set K.

Assumption 1 The set K is compact and there exists a real-valued polynomial
u(x): R" — R such that {u#(x) > 0} is compact and

-
u(x) = ug(x) + Y _ gi(X)u;(x) for all x € R", (A.6)
k=1
where the polynomial u; (x) is the sum of squares fori =0, 1,...,r.

Assumption 1 is satisfied in many cases. For example, this assumption is satisfied
when there is only one inequality constraint that is compact, which is the case in our
problem (2.37).

With the help of the notations and Assumption 1, we have the main result. Let
w; = [m;/2], where m;,i = 1,2,...,r, is the order of g;(x) and m is the order
of the objective, with N > max{w;} fori = 0,1, ..., r. Consider the following
semidefinite programming

min : Z DoV (A7)
o

st. My(y) =0,
My_w,(giy) =0,i=1,2,...,r,

where N is called the relaxation order. Lasserre [77] shows that as N approaches
infinity, the solution of (A.7) converges to the solution of (A.5). However, the
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dimension of the semidefinite programming (A.7) grows rapidly as N increases and
infinite N makes solving problem (A.7) infeasible. Fortunately, in practice, a small
N is enough to get a very good approximation of problem (A.5) [77]. Furthermore,
a small N is usually sufficient to get the global optimal solutions and the sufficient
rank condition, rankMy (y) = rankMy_y,.. (¥), where wmax = max{w;},i =
0,1, ..., r,assures the global optimality. Therefore, after we solving problem (A.7)
we are ready to check whether we reach the global optimality. Besides, Henrion and
Lasserre developed a systematic way to extract all the optimal solutions in case the
rank condition is satisfied [113]. Since our problem (2.37) is just a special case of
multivariate polynomial optimization, with the help of this relaxation method, we
can solve problem (2.37).

A.2 Poof of the Equivalence of Problem (4.9) and
Problem (4.10)

Before giving the proof, we first examine the unitary invariant property of the
Asimov distance, which is helpful in our subsequent proof.

Proposition A.1 Let P and T be unitary matrices, and then for the Asimov distance
function 6(-, -), we have

0(X1, g (X2)) = 0(PXiT', g (PX,TT)).

Proof First, we show 0(X;,Xs) = 0(PX;T',PX,T"). Suppose the thin QR
decompositions of X; and X; are X; = QiR;, X, = Q2Rj, and then the
subspace distance between the two subspaces spanned by the columns of X; and
X, is determined by the singular values of Q] Q,. Since (PQ1)" (PQ>) = Q] Q>
and right multiplying an unitary matrix does not change the singular values and the
column subspace of a matrix, we have 6(X1, Xp) = OPX T, PXoT ).

Second, suppose the full SVD of X, is Xy = U2)32V;r , where U, =
[uz1, w2, - -, upg]. Then

Pgi(X2) = Plupy, up, - -+, ux] = gk (PXa),
which can be verified by checking that PUZE2V2T is a valid SVD of PXj. It
completes the proof. O

With the help of this proposition, let P = U", T = V', right multiply P and left
multiply TT on both X and X, and we can simplify problem (4.9) as the following
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max : 6(%, g (Y)) (A.8)
acR? beR”

st. Y=X+ abT,
llalllbll <7,

where we assume n > d, ¥ = [diag(oy, 02, ,0%,0),0] € RY*"_ Also, from
problem (4.9) to problem (A.8), we do variable change a < UTa,b<=V'b.

To further simplify this optimization problem, we split a and b into a =
[a/,a]1T,b=1[b/,b, ", wherea; € R¥, ay e R“* b; € R¥,and b, € R**. In
addition, utilizing the Householder transformation [72], we construct an orthogonal
matrix

I, 0
M, = , A9
1 [0 H1:| (A.9)
where
.
MM, =1, H, = 1_2&2,
[[u]]
u=a, —s|a ey, e =[1,0,---,0]" e R,
H/a, = s]las] - ey, s1 = =£1.

Similarly, we can construct another Householder transformation matrix H, for b;
and the corresponding orthogonal matrix My = diag(I, Hp). Left multiplying MlT

and right multiplying M; on Y, we have

TS z0 o T
M, YM; = 00 + | sillazll | [b] s2lb2]l 0],
0

where s, = +1.
Leta £ [a], sillax[]" and b £ [b], s2|/b2]|]". Utilizing Proposition A.1, it is
clear that problem (4.10) and problem (A.8) are equivalent.

A.3 Proof of Theorem 4.1

The proof follows similar steps to those in [27]. In problem (4.10), Yisa diagonal
matrix with diagonal elements {01, 02, - - - , 0%, 0}. The subspace spanned by g (Y)
is a k-dimensional subspace in R¥*!. We denote this subspace as Q, denote IP as the
subspace spanned by ¥ and further denote their intersection as T = P N Q. Note
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that P is not equal to QQ (otherwise the Asimov distance will be zero), so we have
dim(P U Q) = k + 1. Since dim(P) + dim(Q) — dim(T) = dim(P U Q), we have
dim(T) = k — 1. Let T be an orthonormal basis of T. Let [T, p] be an orthonormal
basis of P and let [T, q] be an orthonormal basis of Q. By the definition of Asimov
distance, the subspace distance between [P and Q is the angle between p and q.

Firstly, it is easy to see that ar1 # 0. Otherwise, Q will be equal to P, which
means that their Asimov distance is zero.

Secondly, it is easy to see q € span[T, p, €], where e is an ordinary basis
vector that only has element 1 in the (k4 1)th coordinate. Since T is orthogonal to q,
we have q € span[p, ex41]. It is easy to see that the larger variance in the direction
of p is, the closer p and q will be. Then we should select p as the direction with the
smallest variance in X. Since we are assuming that o1 > o2 > --- > oy, p should
be e;.

Thirdly, for a fixed direction of a, let a be the projection of a onto span[ey, €]
Clearly, q will be closer to a as a grows. As a result, the angle between q and p
will be larger. This also implies that the length of a should be maximized: ||a|| = n.
Hence, the Asimov distance is maximized when a = a and ||a|| = n, implying that
a only has nonzero elements in its kth and k + 1th coordinates.

Finally, for a fixed a in the form of (4.11), the projected variance of Y on the
direction of ey is v = Zi;&k(akbi)2 + (axby + 0)? = a,% + O’kz + 2aybyoy and the
projected variance of Y on the direction of e;y is vy = Zi(ak+ 117,-)2 = a,% - To
maximize the Asimov distance, we need to make v; small and v; large. Apparently,
for fixed a, vy is minimized when by = —sign(ay), which implies b; = 0, Vi # k.
To avoid the sign ambiguity, we set by = 1.

A.4 Proof of Theorem 4.2

This proof follows similar steps in the proof of the low-rank case. Denote PP as the
subspace spanned by g (%) and Q as the subspace spanned by gz (Y), and denote
their intersection as T = PP N Q. We further denote T as an orthonormal basis of
T, [T, p] as an orthonormal basis of P, and [T, q] as an orthonormal basis of Q.
From the definition of Asimov distance, the subspace distance between P and Q is
the subspace distance between the span of p and the span of q.

First, it is apparent that q € span[T, p, ex+1, €42, --- , €e4]. Since q L T, we
have q € span[p, e], where e € span[exy1,---,eq]. It is easy to see that the
subspace distance between the span of q and the span of p will be large if the
variance of X in the span of p is large and the variance of X in the span of q
is small. So we should select p as the direction in spanfey, -- - , e] that has the
smallest variance of X and select e as the direction among span[egyp, - - - , €,] that
has the largest variance of X. Since e € spanf[ej,e),---,e;] and 01 > 0y >

- > 0or = Ok+1 = --- = 04, p should be e; and e should be e;4+;1. So, we
have q € span[ey, ex+1].



A Appendix 93

Second, for a fixed direction of a, let 4 be the projection of a onto span[e, €x+1].
It is easy to see that q will be closer to a as a grows, and as a result, the angle
between q and p will be larger. This implies the length of a should be maximized,
which indicates ||a]| = n and the distance is maximized when a = a. It also indicates
ai =0ifi #k, k+ 1.

Finally, for a fixed a in the form of (4.18), the projected variance of Y in the
direction of e is vy = Zi;&k(akbi)Z + (axby + op)* = a,f + akz + 2aibyoy and
the projected variance of Y in the direction of ey is vg+] = Zi;ék—H (ak+1bi)2 +
(Ok+1+ar+1bk+1 )2 = a1%+1 —|—O’k2+] ~+2ay41bk+1- To maximize the Asimov distance,
we should make vy small and make vgy; large. With the constraint that |[b|| = 1,
we should have b,% + b,%H = 1, which implies b; = 0 foralli # kand i # (k + 1).

As shown above, the optimal a and b should be in the form of (4.18) and (4.19),
which completes our proof.

A.5 Proof of Theorem 4.3

The optimal solution to problem (4.25) either locates at the boundary or the
stationary points.

We first characterize the stationary points. At the stationary points, the value
(a*, B*) satisfies the necessary conditions

o | €08 (@, B)lazar, p=pr =0, (A10)
51 c0s 9(@, B)la=ar p=p* = 0.
Since sin g™ # 0, we have
%(p(av ,3)|a=ot*,ﬂ=ﬂ* =0, (A11)
%(ﬂ(a, ﬂ)|a=a*,ﬂ=ﬂ* =0,
in which
dp

" 2 2 2 2 2 2

” :a)% m a% (77(3Uk+1 —op +n7) + 2n(o; — o) cos™(a)
2 2 2 2 2 2 2

+ 2n(of — oiyy) cos™(B) 4 ox(of — 0| + 3n7) cos(a) cos(B)

+ Uk+1(0k2+1 - 0,3 + 3n%) sin(a) sin(,B)),
a(p —n . .
"+ al (U" (041 +n* = o) sin(e) sin(p)

B a2 +d

+ 011 (0F + 1 = 0fy1) cos(@) cos(B) + 2040k 1 )-
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Eliminating sin(«) sin(8) from (A.11), we have

C cos® (@) + D cos(a) cos(B) + C cos*(B) + F =0, (A.12)
where
C = 2nox (o — Uk2+1)(‘7k2+1 +n* —op),
D = (Uk2 - Uk2+1) (_(‘71(2 - (’k2+1)2 - 2772(0/3 + 0/<2+1) + 3774) ’
and

F = noy (0,? + J,ir] + n4 — 26,(20,3“ — 2(7,(2772 — 26,3+]n2) .

Further, we rewrite the first equation of (A.11) as

c\/(l — cos?(a)) (1 — cos?(B)) + d cos(a) cos(B) + e =0, (A.13)

where ¢ = ak(ok2+1 + n2 — akz), d= Uk+1(0k2 + )72 — akz+1), and e = 210} 0k +1.-
Combining (A.12) and (A.13) and eliminating cos? () and cosz(ﬂ), we have

2 2
(c? — d?) cos(@)? cos(,B)2 + (DTC — 2de> cos(a) cos(B) + % +c2—¢e*=0.

The left side of the equation is a quadratic function with respect to r =
cos(a) cos(B). The two roots are:

. okN r Ok (1 n n )
1=——, = —— | - —_— .
2 2 2 2
O — 0kt 2.\n of —opy

Ok Ok
Note that n € [0, o —0k+1), so;)ve haver; € (—Gk[_r'_—m{“, 0], € (—o0, e ).
. < . A .
Since | cos(a) cos(B)| < 1, o < 1, and oy 1, we should only retain
the first root rq. Substitute cos(x) cos(B) = ri = ——2%— into (A.12), and we

2 2
Ok ~%k+1
have C cos* (@) + (Dry + F) cos? () + Cr12 = 0. The left side of the equation is a
quadratic function with respect to s = cos?(«), so we can easily find its roots. Let
us denote 51 and s, as the two roots:

Ukz_(’kz+1+’72_vH SZ:UkZ_Uk2+1+’72+V{'I
2(‘71{2 - Uk2+1) 2(‘71{2 - Uk2+1)

S1 =

’
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where H = o,? + U]?_H + 0t - 20,30,3+1 — 20,3n2 - ZUsznz. We need to check
that H is positive. Viewing H as a function of n and taking derivative, we have
H'(n) = 2n2n* — 2(6 + 02,,)) < 0. Since n* € [0, (0x — 0k+1)?), we have
H() € (0, (6} — 07, )*]

As cos(ot)2 < 1, we need to check whether s1, so € [0, 1].

Firstly, as H is a decreasing function of 7 in the considered range, s; is a
increasing function of 7. Therefore, we have min(s;) = s1(n)ly=0 = 0 and
max(s1) = s1(M)y=or—o41 = 9% __ ~ 1. Hence, s is a valid solution.

Ok+0k+1
Secondly, it is easy to check that s; is a decreasing function of 7. So, we have

max(s2) = s2(n)|y=0 = 1 and min(s2) = s2(N)|p=c—0y4; = Uk:{’;}{ﬂ < 1, which
means s> is also a valid solution. Hence, we have two stationary points
2 N okz—okzﬂ—%nz:t\/ﬁ
cos“(@) = —“—F—F—,
e G e (A.14)
of—of, + H ’
COSZ(,B) — Tk %kl "+

2(‘713_‘713+1)

Since there are two sets of solutions in (A.14), we should determine which one is
better. The variance of Y in the direction of ey is vy = cos2 (oz)+akz+2 cos(a) cos(B)
and the variance of Y in the direction of ex4; is vy = sin? (@) + (rk2 1t
2 sin(a) sin(B). Both of the two sets of solutions in (A.14) lead to cos(«) cos(B) =
——1% _ and sin(a) sin(B) = JZ”% For fixed cos(«) cos(8) and sin(«) sin(B),

1

%% ~%%+1 k ~%k+
the smaller cos2(«) is, the smaller v will be, and the larger the subspace distance
will be. Hence, we conclude the stationary point that satisfies

of—oy+n’—VH

20¢=0iy)
_ oi-oitn’HVH (A.15)

200707y ))

cos?(a*) =
cos?(B*)

leads to a larger subspace distance.

Finally, it is easy to compute the objective values of problem (4.25) at the
boundary points. Comparing these values with the objective values induced by the
point in Eq. (A.15), we can readily conclude the point in Eq. (A.15) gives a larger
objective value. In summary, given that o« € [0, /2] and 8 € [7/2, 7], the optimal
o and B are shown in (4.26).

A.6 Proof of Theorem 4.4

The proof has two main steps. In the first step, we show that non-zero entries of B
are in the kth and (k + 1)th rows. In the second step, we will further prove the entries
except in the kth and (k + 1)th columns should be zero.
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In the first step, we follow similar proof procedures in Theorem 4.2. We use P
to denote the subspace spanned by g (X) and Q to denote the subspace spanned by
gk (Y). We also use T to represent the intersection of the two subspaces and further
denote T as one set of orthonormal bases of T, [T, p] as one set of orthonormal
bases of P and [T, q] as one set of orthonormal bases of Q. So, the subspace distance
between PP and Q is the subspace distance between the subspace spanned by p and
that spanned by q. Following the same arguments in Theorem 4.2, by setting all the
entries of B to be zero except the kth and (k 4 1)th rows, we can guarantee achieving
the maximal subspace distance and further we have q € span[e, ex41] and p = e;.

In the second step, since the non-zero elements of B only locate in the
kth and (k + 1)th rows and q € span[eg, ex+1], it indicates q is the direc-
tion with the maximal variance on the span of e; and e;;;. Assuming q =
[0, -+, cos(y), sin(y), - -, 0]—r with cos(y) and sin(y) being in the kth and
(k + 1)th coordinates respectively and according to the definition of principal
components, we can find y by solving the optimization problem

argmax : qTYYTq. (A.16)
Y
Plugq =10, ---,cos(y),sin(y),---, 0]—r into the objective function, and we have
cos(y) T by Lb cos(y)
qTYYqu[. y} [1“ 2 >H ’/], (A17)
sin(y) 5by bxa ] | sin(y)

where b1 = [|br+exox [, bxa = |bgsi +ex10kt11% by = 2(bg+exor) T (g1 +
€x+10k+1), with by and by | being the transpose of the kth and (k 4 1)th rows of B
respectively and e; € R", ex+1 € R” being the standard bases.

We can solve (A.17) by computing the first principal component of the middle
matrix of the right hand of (A.17). Using the result from Eq. (4.23), we have y =
0.5atan2(by, by ), where by = by| — by2. Since the subspace distance is the distance
between q and e, it is apparent that the subspace distance is |y |. To maximize |y|,
we first determine the sign of by, or b,. We have

by
Ibx + exorll + lIbk+1 + €xr10k+1ll

= |Ibx + exokll — Ibr+1 + €kt10k+1]

> ok — IIbkll — okt1 — [Ibgt1]]

> o — okr1 — V21 (A.18)
>0, (A.19)
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where inequality (A.18) is the result of the energy constraint that n > |B|p =
VIbgl? + Ibrr1 12 = %@(Ilbkll + [Ib+11), and inequality (A.19) is due to the

Z—Zk+l In summary, b, is positive. Using the property of

assumption that n <
atan2 function, when b, > 0, maximizing |y | is equivalent to maximizing |b, /by|.

Thus, we can formulate our problem as

max : |by/by] (A.20)

by, bry1

s.t. |I[bg, brs1]llr < 1.

In the objective function,

by = 2(b{ by + bk + 01)brr1k + bkt Bt 1 k41 + 0kt1)).

by = [byl* = Ib2]1* + (bik + 0% + b i1 — by x — Bir1k+1 + 0k

where by = [bi.1, b2, =+, bk—1, biktas -+ bial " andby = [bs1,1, bt 2,
ooy bk k=15 Dr1k42, bk+1,n]T which are the vectors obtained by deleting
the kth and (k 4 1)th elements of by and by respectively. We can change the sign
of by /by by changing the signs of by, byy1 x, and by x41. Since both of the values
by /by and —by /by are obtainable, we can remove the absolute value operation.
Thus, our objective can be further simplified to maximize by /b,. To complete the
proof of Theorem 4.4, we should further demonstrate that when the optimality of
our objective function is obtained, by and b, should be vectors with all their entries
being zero. To prove that, we examine the objective function further

by < 2(Ibi b2l + Brk + 01)bkr1.k + brk1 Brt1.k+1 + Okt1)) (A.21)

< 2((brk + oW)brg1.x + \/b,%,kH + |Ib; ||2(\/b;%+1,k+1 + D212 + ok +1)),

(A.22)
by = (bik +01)" + b gy + 0117 = bEyy o — (DR iy + D212 + o0 1)
(A.23)

Inequality (A.21) implies that the optimal value is determined by the norms of by
and b, instead of their specific values. Inequality (A.22) is true as

VPR + B2 B2y + b2l + o)

= 0 gy + D125y + 022+ o1 07y + 2

> D k+1bk+1,6+1 + IDLIID2[| + Ok 11Dk k41

= [[by[[IIb2]l + br,k+1(Brt1,k41 + Oky1).
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Inequality (A.23)is due to —(,/bg 1 141 + D20 +oksD)? < —lIb2 )= (biy1 441+

ok+1)>. The equalities in (A.22) and (A.23) hold when |b;|| = 0 and ||b,| = O.
This means that, for any feasible solution (b1, b2, bx k. bk k+1, bk+1.k, Dk+1,k+1)
in (A.20), there is another corresponding feasible solution (0,0, by x,

VB k1 F D112, Bryr ks /by g + b2]2), which has a larger objective value.

In conclusion, by and b, should be zero vectors when the optimality of (A.20) is
obtained. This completes our proof.

A.7 Connection Between Asimov Distance and PCR Problem

We first illustrate a connection between the Asimov distance and the projection 2-
norm. We then use this connection to establish a connection between the Asimov
distance and the PCR problem.

To see the relationship between the Asimov distance and the projection 2-
norm, assume X be the k-dimensional subspace learned from the original data
matrix and X be the k-dimensional subspace learned from the modified data matrix.
Furthermore, let P € R"*" be the orthogonal projection onto X and P e R
be the orthogonal projection onto X. Then, the Asimov distance between X and X,
denoted as 6 (X, X) can also be computed as:

sin = |P — P|2,

where || - |2 is the induced 2-norm. Detailed proof can be found in Chapter 2.5
of [63].

Using results in this section and the aforementioned relationship between
Asimov distance and projection 2-norm, we can perform further analysis on the
PCR problem. In particular, let 7; = ||y — y1|| denote the residual after PCR, where
y is the response vector and y; = Py is the projection of y onto the selected k-
dimensional subspace according to the original feature matrix. Denote r; = ||[y—y2||
as the residual of PCR after we modify the feature matrix, where y, = f’y is the
projection of y onto the selected k-dimensional subspace after we modify the feature
matrix. The following inequality shows that the difference of the two residuals can
be bounded by the product of the norm of y and the projection 2-norm:

Iry = ral = [lly = yill = ly = y21l|
= |lly = Pyll — lly — Pyll|
< (P - Py]
< [P —Pll2llyll
= |lyll sin 6.
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As our analysis shows, 6 depends on the energy budget and the singular values of
the original feature matrix. Hence, given the energy budget and the original data
points, we can establish the largest possible change of the residual compared with
the original residual.
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