Chapter 2 )
Database Forensics Check for

Nhien-An Le-Khac® and Kim-Kwang Raymond Choo

2.1 Introduction to Databases

Today, investigators need databases to store and analyze forensic and criminal data
(Fig. 2.1). Hence, they should design and build database solutions for investigations.

Besides, most parts of digital forensics today deal with extraction and collection
of evidences from databases such as history or cookies information of browsers [1],
account information, contact list or call logs of VoIP (Voice over Internet Protocol)
application (Fig. 2.2) [2, 3] and social media apps [4, 5]. Therefore with a best under-
standing of database structure, investigator could retrieve evidences more efficient
from variant types of data across electronic devices.

2.1.1 What Is a Database?

Database is not only tables as shown in previous examples. To define what a database
is, we should know what is data? So, Eliot said: “Where is the wisdom? Lost in the
knowledge. Where is the knowledge? Lost in the information” [6], and Mr. Celko,
he said: “Where is the information? Lost in the data” [7]. Maybe the poet Eliot never
wrote a computer program in his life but Mr. Celko did. However, we agree with both
Eliot and Celko on their points about unofficial definition of knowledge, information
and data. Actually, data is a representation of fact, figure or idea. Data normally refers
to a collection of numbers, characters, image, etc.
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Fig. 2.1 Examples of forensic and criminal databases
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Fig. 2.2 VoIP apps databases

Besides, when data has a relational connection, its meaning is an information. For
example, Bob, 10 are data. “Bob” is “10” years old is an information. Knowledge
is the appropriate collection of information such that it is to be useful. For example,
when we have a collection of information such as “Bob is 10 years old”, “Alice is
5 years old”, “Rian is 6 years old”, etc. we can have a rule “80% of children in this
room is less than 8 years old”. This rule is a knowledge.

Data is typically processed by human or stored and processed in computer as files.
But how these files are organized so that users can access their information easily
and effectively at any given time? It could be a database.

There are many way is define a database. Firstly, it is a collection of data, which is
structurally stored in a computer system. A database can be considered a collection
of related data which are describing the activities of relevant organizations. For
instance, a school database contains information about the pupils, school, subjects,
and rooms. This database also has the relationships between these objects such as
school teaching subjects and the use of rooms for subjects. At the technical point
of view, a database could be a tool that stores data, and allows users to create, read,
update, and delete the relevant data per request [7].

Databases can be simple or very complicated [8]. We can have not only Univer-
sities’ databases as discussed previously but also many examples of databases in
everyday uses. For example, a telephone company has a customer database with basic
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information about their clients such as first name, surname, address, city, postal code
and phone number.

An example of large databases is databases existing in banking systems, library
catalogues, hotel or airline reservation, social networking, etc. Besides, databases
can also be used to store images, audio streams and videos digitally.

Law enforcement has been used databases to store and manage criminal data,
which can help to identify and catch. Also, by suing the databases, law enforcement
members can effectively gather relevant information to assist in investigations.

2.1.2 Database Management System (DBMS)

A Database Management System (DBMS) [9] is a software system specifically
designed to handle and exploit databases at different scales. Most DBMSs are used
to manage relational databases. But why we need a DBMS? Today, we live in a world
experiencing information explosion. In order to manage efficiently the huge amount
of data, we need DBMSs because a DBMS can provide:

e Data independence: A DBMS gives an abstract view of data representation and
storage to the application programs.

e Efficient data access: A DBMS normally applies optimal techniques to handle
and access data efficiently.

e Data integrity and security: A DBMS implements a variety of mechanisms to
guarantee the integrity constraints on the data and to control the access the relevant
data.

e Data administration: A DBMS allows the databases to share among several users
or different user groups in an efficient way in terms of storing and retrieving.

A DBMS moreover can handles concurrent access and crash recovery as well as
to reduce application development time. However, a DBMS has some drawbacks
such as its overhead costs.

Some popular DBMSs in the market can be listed as Microsoft SQL Server [10],
Oracle database (Oracle DB) [11], PostgreSQL [12] (open source) and MySQL [13]
(open source).

There are four important elements of a DBMS: modeling language, data struc-
tures, data query language and transactions. A data model is a collection of data
description at a high-level that hides details in low-level storage. A data model can
be represented by data schemas. A modeling language is used to define the schema of
each database stored in a DBMS, according to the data model. As mentioned previ-
ously, most DBMSs today are using the relational data model. There are moreover
other data model such as: entity-relationship model, relational algebra, hierarchical
model, network model and object data model.

Data structure relates to data types, relationships and constraints and the data
structures allows DBMS to interact with the data align to their integrity.
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A query language is a specialized language that allows to post a queries. A query
is a question involving the data stored in a DBMS. For example, some queries can be
posted for the University database such as “What is the student name of the student
with an ID 123477, “How many students are enrolled in course COMP473707” etc.

A transaction is an execution from the user program in a DBMS. It is also a basic
unit of change in the DBMS.

2.1.3 Database Types and Users

Let’s have a look at different types of a database [14]. First, it is a flat file. A flat file is
simply file containing text. A flat file could be a database if we add structure in. For
example, by separating values with commas, a flat file becomes a .csv file. Although
flat files do not provide many services, they are simple and easy to understand. Flat
files are also good places to store configuration settings such as .INI files.

In a hierarchical database, records’ relationships form a tree-like structure. One
data record logically links to other data records. The structure of hierarchical
database is simple and it is restricted to a one-to-many relationship. An example
of a hierarchical database is the Windows system registry (Fig. 2.3).

A network database is not a database that is used over the network of computers.
It relates to the database structure that consists of a collection of nodes connected by
links. The nodes and links represent objects such as members of a social network.
This database structure is uncommon and normally used to express many-to-many
relationships [14].

The object oriented database is used to manage objects of varied types such as
pictures, video clips, voice and text, etc. The object database management systems
(ODBMS) provides special query syntax for accessing and retrieving objects from
the database. This database type is popular for Web-based applications.
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Fig. 2.3 Example of windows registry



2 Database Forensics 7

Regarding the database users, there are some popular roles in practice such
as a database administrators (DBA), database designers, System Analysts and
Application programmers and finally end users.

2.2 Relational Databases

2.2.1 Basic Concepts

In the relational data model, data is organized in tables [8, 9, 14]. A table has a set
of records (or rows) and each record can have many attributes/fields (or columns).
The simple structure of relational data model makes it easy to understand and easy
to exploit with high-level languages such as Structured Query Language (SQL) [15]
to query the data. Current popular relational DBMSs include Oracle DB, MS SQL
Server, MySQL, DBs, etc.

Figure 2.4 illustrates an example of a relational database, which is a univer-
sity database to explain the following concepts: table, row and column. Within this
database will be three tables named Student, Module and Enroll. Table Student for
example includes student information such as student id (SID), name, age and grade
point average (gpa). Each information is described as a field (or an attribute, or a
column) of this table. A column is also called an attribute. The set of the validate
values of an attribute is called the attribute’s domain. It relates to data type of this
field. For example, the domain of the attribute age is integer, the domain of the
attribute name is string and of the attribute gpa is real number. Besides, a table is
sometime called a relation.

Module

COMP40110 Network Investigation

COMP40120 Perl Programming
FIELDS (attributes, columns) - - -
Student COMP41430 Linux for investigators
Field names
— KD age gpa
Rian
TUPLES <, 541 James 22 18 SN p cp |
\recards, rows) 812 Cathal 21 34 234 COMP40110
783 Alfie 19 2.0 234 COMP40120
112 Jack 20 22 812 COMP40110

783 COMP40120
783 COMP41430

Fig. 2.4 Example of tables in a relational database
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Schema versus Instance

At the model level, there are two concepts related to relational database: schema and
instance.

A schema describes the column head for the table that specifies how data to be
structured at the logic level. The schema is also called meta-data. In fact, a schema
species the name of table, all attribute (field) names, and the domain for each attribute.
The schema is normally defined at the setup time of a relational database and it’s
rarely changed because of high cost for updating of instances.

For example, for the Student table in previous example, we have the Student
schema as you can see here, the name of this schema is also Student and this schema
specifies the name and data type of each attribute.

A record/row in a table is called a table instance, it is also called a tuple. In fact, all
tuples in a table have the same number of fields/attributes and there is no two tuples
that are identical. That means a table contains a set of unique instances. Besides the
order of these instances are not important. The value of an instance can be updated
but it always conforms to its schema. In table Student for example (Fig. 2.4), there
are five instance such as (234, Rian, 18, 2.3), (541, James, 22, 1.8), etc.

Keys and Index

Key is an important concept of relational database. A key is a combination of one or
more fields that it can be used to identify records (rows) in a table. A key of a table
is defined as a set of one or more attributes (or columns) in this table. For example,
a Student table can use SID as a key to find students. If a student’s ID is known, the
relevant student’s record can be found in the table. Hence, this table, the key is SID.

A compound/composite key is a key that has more than one attributes (or columns).
For example, in table Case_Investigation (Fig. 2.5), it might be used the combination
of CaselD and Investigator as a compound key. Of course there is an assumption
that there is no duplication of investigator names in the department. Besides, in the
previous example of University’s database, it might be used the combination of SID
and CID to look up enrollments.

Case_Investigation

Ew i “E

Criminal damage to property Residence Jack Bloggs  2030-10-11

1 Criminal damage to property Residence Anne Smith  2030-10-11

2 Burglary forcible entry Apartment  James Doha 2031-09-10
2 Burglary forcible Apartment Jack Bloggs  2031-09-10
3 Theft from building Bar or tavern John Brown 2020-05-15

Fig. 2.5 Case_Investigation table



2 Database Forensics 9

A superkey is a set of one or more attributes in a table so that a record is unique.
There are no two records that can have the same values. Hence, a superkey is also
called a unique key. For example, in the Enroll table (Fig. 2.4), the SID and CID
attributes together form a superkey because no two records have exactly the same
SID and CID values. Besides, in the Student table, the superkey is SID.

There are more key definition in relational database. A primary key is a superkey
and a table can have only one primary key. It should be noted that every records in a
database has the own primary key.

Besides, a secondary key is used to lookup records but it does not guarantee the
record uniqueness.

Another kind of key is the foreign key, which is used to refer to a primary key of
another table.

Index is another important concept of the relational databases. This special
database structure allows to find records quicker and easier by using one or more
attributes’ values. Note that indexes are not the same as keys. For example, as shown
in Fig. 2.4, Student table holds student information: name, age, and gpa. This table
also has the primary key SID. If students do not remember their student IDs, the
student name can be used to search a student. If this table is indexed by name, users
can quickly locate a student’s record in two ways: by student ID or by name.

2.2.2 Database Design

Databases store vast quantities of information. Consider government social security
databases for instance. Information is stored on every citizen in the entire nation.
This information includes name, address, date of birth, income, tax status et cetera.
Searching through all of this information can be very time consuming. If every
record needed to be checked in the database it would be a very inefficient system.
As mentioned above, there are two ways to make these searches faster: using keys
or indexes. For example, the social security system gives each person in the nation a
unique identifying number: a social security number. This number acts as a key. It is
a unique number that identifies the person in question and can be searched for very
quickly in the database. Rather than search for the name for example, Jim Murphy
in the database users can search for the unique social security number.

There are three main steps in database design [9]. Gathering the required informa-
tion, in other words to make sure that all of the necessary information can be stored
in the database. These pieces of information will form the fields. This information
should also be logically divided into tables. For each of the fields identified designers
should select a datatype for this. Finally designers need to create keys or indexes to
make retrieval quicker.
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2.3 Structured Query Language (SQL)

2.3.1 SOL and SQLite

SQL, or Structured English Query Language [15] is the standard query language for
relational DBMSs. There are different versions of SQL: SQL-86 or SQL-1 is the
first standard version of SQL. SQL-2 is a revised and expanded version of SQL-86,
it is also called SQL-92. The next version is a well-recognized standard SQL-99.
The other standards such as SQL-3 have been proposed. However they are not fully
endorsed by the industry.

SQL includes statements for data definitions, queries and updates. SQL uses the
term table, row and column for the relation model.

For example, the CREATE command in SQL is for the data definition that is used
to create schemas, tables, relations, domains, etc. The ALTER command is used
to change the definition of a table such as adding or dropping a column, changing
a column definition (name of column, data type), and adding or dropping table
constraints. The DROP command is used to drop tables, domains or constraints.
The SELECT command in SQL is a basic statement for retrieving information from
database.

SQLite is public-domain, lightweight relational DBMS [16]. SQLite follows
nearly entire SQL-92 standard. SQLite is designed by D. Richard Hipp and the
first version was released in August 2000.

SQLite does not require a separate server as other DBMSs such as MySQL, SQOL
server of Oracle to operate. That means users do not need to setup/configure a server.
It is stability, ease to use as for instance, creating a SQLite database is as simple as
opening a file. Moreover, the whole database are stored in a single file that can run
on many platforms. SQLite can runs with a limit of hardware resource (CPU, RAM).

Recently, many applications are now storing log information in SQLite 3 database
format. These include: Skype; WhatsApp; iOS; Google-Chrome; Mozilla Firefox and
many more. So, the ability to extract this log information and handle it in meaningful
ways is essential in forensics.

2.3.2 SQLite Basic Commands

The command line interface for SQLite available for all major. There are also some
SQLite management commands that start with a dot as follows:

.tables: display all tables in the database
.schema: display the schema of tables created
.quit to exit the SQLite application
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There are also some basic SQLite commands as follows':

Launch SQLite: sqlite3

Create/open a SQLite file: sqlite3 <filename>
Create a table: CREATE TABLE command

Add a record into a table: INSERT INTO command
Delete a table: DROP TABLE command

Retrieve information: SELECT command

Delete a record: DELETE command

Examples:

Create/open university database:
sglite3 university
Create Student table:

CREATE TABLE Student (SID INTEGER,
name TEXT,
age INTEGER,
gpa REAL) ;

Add a record into Student table:

INSERT INTO Student VALUES (1, “Rian”, 18,
Retrieve all students who have gpa greater than 3.68:
SELECT * FROM Student WHERE gpa > 3.68;
Delete student James:

DELETE FROM Student WHERE name = ‘James’;
Delete Student table:

DROP TABLE Student.

2.4 Database Forensics

As mentioned in Sect. 2.1, there are many applications varied from web browsers
to mobile apps, running on different operating systems and platforms that are
using databases, especially SQLite databases to store relevant information such as
searching history or cookies information of browsers, account information or call
logs, which are important artifacts for any forensic investigation. This also means

! More details of SQLite commands’ syntax and examples can be found in: https://www.sqlite.org/

docs.html.
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that investigators regularly encounter such artifacts from databases. Hence, how to
conduct the database forensics from a given application? How to acquire and analysis
artifacts?

Figure 2.6 illustrates a flow chart of the suggested forensic method that has three
main phases: preparation, acquisition and analysis.

The investigator should explore the application in the first phase (Step 1, Fig. 2.6).
The objective is to understand the application i.e. what can the application do? What
information might be stored in its databases (e.g. SQLite files)? To achieve this
objective, investigators should look for information related to the application, using
application websites, open sources, published documents, forensic sites and blogs
etc. Without knowledge of what the application does it is very difficult to know
what to look for. Hence, in some cases, using the application (Step la, Fig. 2.6) is
recommended to gain a better understanding of this application.

The second phase includes three steps: identify the database files, collect database
information and extract relevant information from databases.

The objective of identifying the database files (Step 2, Fig. 2.6) is to locate
all databases used by the application. Investigators can look at open sources on
the internet. Databases of existing applications have probably been illustrated in
published documents, relevant websites, blogs, etc. Moreover, Profiles, Preferences
folders in applications could store location information. Another approach is to install
the application in a virtual machine or a simulated platform. Investigators should take
snapshots of (database) files existing before and after the installation and try to iden-
tify the new (database) files in the after snapshot. The outcome of this step is a list
of all database files used by this application.

Next, investigators should collect as much as much information on the databases
located (Step 3, Fig. 2.6). The relevant information of each database can be listed
as a list of tables, the structure of all tables, the number of entries in all tables, the
relationship between tables, index and key for each table, etc. To assist the collec-
tion information in this step, a good practice is to use the application by performing
its common tasks (Step 3a, Fig. 2.6) then repeat Step 3 to identify which informa-
tion created or updated, which table entries have been modified and examine these
changes.

The final step of this acquisition stage is to launch SQL queries to extract necessary
data (artifacts) from all relevant tables (Step 4, Fig. 2.6) of the databases. Note that
the storage of the acquired data and devices should follow the policy regarding the
chain of custody and jurisdiction.

The acquired data are analyzed in Stage 3 (Step 5, Fig. 2.6). Note that investigators
could re-run Step 4 (Fig. 2.6) if the acquired data outcome is un-sufficient for the
investigation.

Finally, when the analysis phase is finished, investigators should conduct a review
of the process and the actions of the previous steps to validate the investigation
process. A formal report is produced in this phase (Step 6, Fig. 2.6) to record all the
steps of the investigation, explain the findings etc.
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Fig. 2.6 Database forensic
flowchart

13

Identify data-
base files

2)

A
Collect database

3) neeees

information

(3a)

N
22

Perform tasks

Yes
4)

» Run SQL queries

I

(5)| Analysis

No ..
inalize
Yes
A
(6)] Report




14 N.-A. Le-Khac and K.-K. R. Choo

2.5 Examples

This section presents the forensic investigation of databases from some popular
applications as examples, more case studies of database forensics will be introduced
in the following chapters.

2.5.1 10S Database Investigation

Smartphones are widely used today and there are security risks associated with
their use such as conducting a digital crime or becoming a victim of one. Hence,
smartphones have an important role in the crime investigation [17]. Eventually, in
crime scenes the importance of evidence out of the smartphone is increasing with
the effect that more and more phones are seized and for a thoroughly investiga-
tion offered at the digital department of the police. In the early days the possible
information out of a cell phone was phone calls, SMS and contacts. Nowadays the
smartphone contains email, web browsing information, Chat, Instant Message, Docu-
ments, Photos, Videos, and plenty of applications used daily [18]. The most popular
operating systems on smartphones today can be listed as iOS and Android.

10S (or iPhone OS up to Version 3) is developed by Apple specifically for many
Apple’s products such as iPhone, iPad, iPod touch, Apple TV, etc. iOS revolution-
ized the way cell phones have been created. Like on other mobile platforms, most
important information on the iOS devices are stored in SQLite databases that are
used by both native and third-party applications. The popular databases in iOS are
the Address Book, SMS, and Call History databases. Table 2.1 lists common iOS
databases in different iOS versions.

Most evidence generated by native applications are located in the Library direc-
tory. In this directory, the AddressBook refers to the information related to the
personal contacts that present in the Contact application. There are two databases of

Table 2.1 List of common

{0S databases SQLite databases i0S12 i0S13 i0S14
Addressbook.sqlite J V4 V4
Calendar.sqlitedb V4 Vv N
Callhistory.storedata v V4 Vv
consolidated.db J V4 J
sms.db V4 V4 4
notes.sqlite v V4 Vv
photos.sqlite V4 J Vv
voicemail.db 4 V4 V4
healthdb.sqlite Vv Vv N
tcc.db v J Vv
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interest in this AddressBook directory: AddressBook.sqlitedb and AddressBookIm-
ages.sqlitedb. The AddressBook.sqlitedb contains the information for each contact
such as name, surname, phone number, e-mail address, etc. The number of tables
in this database depends on iOS version. On the left of Fig. 2.7 is a list of
tables from the contact database AddressBook.sqlitedb, which can be found in the
Home/Library/AddressBook folder of recent iOS versions. The tables of interest
are mainly ABPerson and ABMultiValue. ABPerson table (Fig. 2.7, right) with 46
fields contains the name, organization, department, and other general information for
each contact. ABMultivalue table contains phone numbers, email addresses, website
URLSs, and other data for the case a contact may have more than one.

Some multivalued entries contain multiple values. For example, an address
consists of a city, state, zip code, and country code and these values can be found in
ABMultiValueEntry table. This table has parend_id field, which corresponds to the
rowid of ABMultiValue table.

Figure 2.8 illustrates an example of retrieving some important information from
tables of AddressBook.sqlitedb database.

ABPerson CREATE TABLE ABPerson (ROWID INTEGER PRIMARY KEY #
ROWID INTEGER “ROWID" INTEGER
= First TEXT Fiest” TEXT
- Last TEXT Last™ TEXT
- Nickdhe TEXT Middle” TEXT
- FirstPhonets: TEXT “FirstPhonetic” TEXT
= MicddiePhonets: TEXT “MiddiePhonetic” TEXT
- LastPhonetic TEXT LastPhonetic™ TEXT
= Ovganization TEXT Organization” TEXT
= Departrrent TEXT “Departrment” TEXT
Vv Tables 30) = Mote TEXT “Note® TEXT
ABAccount Knd INTEGER “Kind™ INTEGER
ABGroup = Buthday TEXT “Barthday” TEXT
ABGroupChanges = JobTitle TEXT Joibi Titke™ TEXT
ABGroupMembers = Mickname TEXT “Nickname" TEXT
= Prefu TEXT Prefic” TEXT
ABMultiValus 2 Sl TExT ~Sutfia” TEXT
ABMultiValueEntry = FirstSort TExT FirstSor” TEXT
ABMultiValueEntryKey = LastSort TEXT “LastSort” TEXT
ABMultivaluelabel = CreationDate INTEGER CreationDate” INTEGER
ABPerson - ModidicationDate INTEGER “ModificationDate” INTEGER
= ComponiteNamel alback TEXT “CompositeNamefallback” TEXT
AbPersonChanges ~ Extermalidentifier TEXT “Extemalidentifier” TEXT
ABPersonFullTextSearch = ExternalModificationlag TEXT “ExternallodificationTag” TEXT
ABPersonFullTextSearch_content = ExternalULID TEXT “ExternalULID" TEXT
ABPersonFullTextSearch docsize = StorelD) INTEGER StorelD" INTEGER
ABPersonFullTextSearch seqdir e i o Chiplayblomy” TEXT
= Externalfepreueniation BLOB Externalflepresentation” BLOS
ABPersonFullletSearch_segments = FirstSortSection TEXT “FrstSortSection” TEXT
ABPersonFullTextSearch_stat = LastSortSection TEXT LastSortSection™ TEXT
ABPersonLink = FientSortLanguagelndex INTEGER “FirstSortLanguageindes” INTEGER DEFAULT 2147483647
ABPersonMultiValueDeletes = LastSortLanguageindex INTEGER LastSortLanguageindex” INTEGER DEFALLT 2147483647
ABPersonSearchKey - Persordink |_~mr,n< :F\-nr\ndnk.' I'i[-i(,Fk.”I FALAT -1
2 rmageUR! EXT IemageURI” TEXT
ABPhoneLastFour ~ FPrefermedName INTEGER “IsPreferredName” INTEGER DEFALLT 1
ABStore = gud TEXT “guaicd” TEXT NOT NULL DEFAULT (ab_generate guid(]
ChentCursor - PhonemeData TEXT PhonemeData” TEXT
ChentCursorConsumed = AdternateBrthday TEXT “AtemmateBirthday” TEXT
ChentSecquence - umlmm :I![ _um:mm TEXT o
- FirstPromuncation TEXT FrstPronunciation” TEXT
FrstSorSactionCount = MiidiePronunciston TEXT MideePronunciation” TEXT
FirstSortSectionCountTotal — LastPrormncation TEXT “LastPronunciation” TEXT
LastSortSectionCount = OvganizationPhonetic TEXT “OrganizationPhonetic” TEXT
LastSortSectionCountlotal = OvganizationPronunciation TEXT “CrganizationPronunciation” TEXT
~ Previcuth arrehybiame TEXT “PrevioutFarsyName” TEXT
SqliteDatabaseProperties ProferreduienessSouwce TExT “PreferredlicenessSource” TEXT
sqlite_sequence — PreferredPersonaident fer TEXT “PrefenmedPersonaldentifier” TEXT

Fig. 2.7 AddressBook.sqlitedb tables (left) and list of fields of ABPerson table (right)
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Fig. 2.8 Exploring a suspect’s contact information with a SQLite query

AddressBooklmages.sqlitedb contains images associated to a given contact. In
this database, the important table is ABFullSizelmage.

The Call History information is stored in the Call History database: callhis-
tory.storedata that contains each of the missed, placed, and received calls, etc. on the
device. So, this information helps to find tracks about incoming, outgoing and missed
calls with time and date occurred and their duration. Tables contained within this
database are listed in Fig. 2.9 (left) where ZCALLRECORD (right) is the important
one.

Figure 2.9 (bottom) shows an example of exploring some important fields of
ZCALLRECORD table such as the call sequence id, phone number, the duration
of the call, the call direction, the call status and the call timestamp. The headers
command is used in this example to display the column headers in our query results.
The value of its parameter must be either ON or OFF. Note that the call direction
showed in this example is a number i.e. 0, 1. To display this information in a more
comprehensive format for the query result, ZORIGINATED field is used with the
value 0 is “Incoming” and value 1 is “Outgoing” with the SQLite CASE command

v ZCALLRECORD
Z2pK

v Tables (5) ZENT
ZCALLDBPROPERT
ZCALLRECORD
Z_METADATA
Z_MODELCACHE
Z_PRIMARYKEY

_TYPE" INTEGER
ZHUMBER_A)

Fig. 2.9 callhistory.storedata tables (left) and list of fields of ZCALLRECORD table (right).
SQLite query to explore ZCALLRECORD table (bottom)
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Fig. 2.10 More examples of SQLite queries to explore ZCALLRECORD table

(Fig. 2.10). Similarly, in the last example, the CASE command for the call status
ZANSWERED field is used, with value 0—a missed call and 1—a call answered
(Fig. 2.10).

Messages are one of the most significant data items to be recovered from iOS
devices. The database, which is used to storedsuch information in iOs is sms.db that
can be found in the Home/Library/SMS folder and the important table is message
table (Fig. 2.11). This table contains the message, date and time, and whether the
message was sent or received, etc. For example, this table uses specific fields for
each status such as is_sent, is_read, is_delievered, etc. and the value of each specific
field is either O (default) or 1 (Fig. 2.11).

From the forensic point of views, there are also other interesting sqlite databases in
108 such as notes, photos, voicemail, healthdb and tcc.db (Table 2.1). tcc.db database
for example, tcc means Transparency Consent and Control system, it contains all the
prevailing settings for privacy controls, including the allow lists which are displayed
in the Privacy tab of the Security and Privacy pane. The healthdb.sqlite database
contains all information collected or received by the Health app. The voicemail.db
database contains voicemail entries. The photos.sqlite database stores a lot of photo
asset information including location, date, time, etc.

Note database NoteStore.sqlite is also interesting because some users tend to store
passwords and other important info in notes. Figure 2.12 illustrates tables in the Note-
Store.sqlite database, and the important tables are ZNOTE and ZNOTEBODY. Some
important fields are ZAUTHOR that contains the author’s email address, ZTITLE
contains the title of the note and ZCONTENT field of the ZNOTEBODY table has
the content of the note. However, most of the notes’ contains in the recent iOS version



18 N.-A. Le-Khac and K.-K. R. Choo
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Fig. 2.11 sms.db tables (left) and list of fields of message table (right)

can be found in NoteStore.sqlite database that can be synchronized with the iCloud
account and the note content is normally encrypted.

Figure 2.13 lists tables in the Photos.sqlite database, and an important table is
ZGENERICASSET. There are many fields in this ZGENERICASSET table. Some
important fields are ZDATECREATED, which is the timestamp of the image, ZLAT-
ITUDE and ZLONGITUDE, which are the location where the photo is taken, ZFILE-
NAME and so on. Figure 2.13 also has an example of SQLite query to show all photo
names with the timestamp and location.

Finally, Fig. 2.14 shows tables of voicemail.db database with an example of a
SQLite query to get a list of voicemails sorted by date.
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INOTE

Fll 4 INTEGER
Z_ENT INTEGER
Z.0PT INTEGER
ZCONTAINSCIK INTEGER
= ZCONTENTTYPE INTEGER
Tables (11) ZDELETEDFLAG INTEGER
= ZEXTERNALFLAGS INTEGER
ZACCOUNT 2 ZEXTERNALSEQUENCENUMBER  INTEGER
ZNEXTID ZEXTERNALSERVERINTID INTEGER
ZNOTE = ZINTEGERID INTEGER
ZISBOOKKEEPINGENTRY INTEGER
ZNOTEATTACHMENT 7BODY INTEGER
ZNOTEBODY = ISTORE INTEGER
ZNOTECHANG ZCREATIONDATE TIMESTAMP
ZPROPERTY 2 ZMODIFICATIONDATE TIMESTAMP
(= ZAUTHOR VARCHAR )
ZSTORE = 2GUID VARCHAR
Z_METADATA = ZSERVERID VARCHAR
7 MODELCACHE = ISUMMARY VARCHAR
7 PRIMARYKEY L2zme VARCHAR ]
ZNOTEBODY CREATE TABLE ZNOTEBODY ( Z_PK INTI
ZPK INTEGER “Z_PK” INTEGER
= Z_ENT INTEGER ~Z_ENT" INTEGER
- Z_OPT INTEGER =Z_OPT" INTEGER
ZOWNER INTEGER “ZOWNER" INTEGER
| zconTent VARCHAR “ZCONTENT" VARCHAR |
= ZEXTERNALCONTENTREF VARCHAR “ZEXTERNALCONTENTREF" VARCHAR
= ZEXTERNALREPRESENTATION BLOB “ZEXTERNALREPRESENTATION® BLOB

Fig. 2.12 NoteStore.sqlite tables (left) and list of fields of ZNOTE table (right) and ZNOTEBODY
table (bottom)

2.5.2 WhatsApp Database Forensics

WhatsApp is an Instant Messaging and Voice over IP (VoIP) app developed by Brian
Acton and Jan Koum. Users can use WhatsApp to exchange instant messages, images,
video and audio media messages. Today, there are around two billion WhatsApp
registered users active monthly. Hence it becomes an important source of forensic
investigation [19].

WhatsApp is available on different devices such as iPhone, iPad, Android phones
and tablets and also with different platforms such as Windows, Mac, i0OS, Android,
etc.

On i0OS systems, the manual file system analysis initially shown that the What-
sApp files are in the directory group.net.whatsapp.WhatsApp.shared/. The activity
and contact information are stored in SQLite database files. For example, the
communication activity is stored in ChatStorage.sqlite database and the contact
information is stored in the ContactsV2.sqlite database. There are other artefacts
in net.whatsapp.WhatsApp/Documents/ folder. The ChatStorage.sqlite database
(Fig. 2.15) might be of interest in an investigation. Its most significant tables are
ZWACHATSESSION, ZWAGROUPINFO, ZWAGROUPMEMBER, ZWAMEDI-
AITEM and ZWAMESSAGE. ZWACHATSESSION table contains a list of unique
conversations started with different contacts or groups. ZWAGROUPINFO table
stores a list of group conversations. ZWAGROUPMEMBER table has a list of
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ZALBUMLIST
ZASSETANA

ZASSETDESC
201 T
ZCLOUDMASTER
STERMEDIAMETADATA
SOURCE

ZGENERICALBUM
ZGENERICASSET
IXEYWORD
ZLEGACYFACE

ZPERSON
ZPERSONREFERENCE
ZSCENECLASSIFICATION

ZSEARCHDATA

Fig. 2.13 Photos.sqlite tables (left) and list of fields of ZGENERICASSET table (top right). SQLite
query to show all photo names with the timestamp and location (bottom right)

voicemail
! ROWID INTEGER
Tables (5) J remote_uid INTEGER
_SqliteDatabasePropertie: - date INTEGER ]
deleted =l token TEXT
map =l sender TEXT
sqlite_sequel - callback_num TEXT
voicemail J duration INTEGER
= expiration INTEGER
- trashed_date INTEGER
- flags INTEGER
-l receiver TEXT
J label TEXT

2> SELECT *, datetim

cemail ORDER BY date

Fig. 2.14 Tables of voicemail.db (left), list of fields of voicemail table (right). SQLite query to
explore voicemail table (bottom)
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Fig. 2.15 List of tables in Tables (17)
ChatStorage.sqlite database | ZWABLACKLISTITEM

ZWACHATPROPERTIES
ZWACHATPUSHCONFIG
ZWACHATSESSION
ZWAGROUPINFO
ZWAGROUPMEMBER
ZWAGROUPMEMBERSCHANGE
ZWAMEDIAITEM
ZWAMESSAGE

| ZWAMESSAGEDATAITEM
ZWAMESSAGEINFO
ZWAPROFILEPICTUREITEM
ZWAPROFILEPUSHNAME
ZWAVCARDMENTION
Z_METADATA
Z_ MODELCACHE
Z_PRIMARYKEY

contacts participating in group conversations. ZWAMEDIAITEM table contains a
list of exchanged media items and finally ZWAMESSAGE is an important one, it
stores a list of messages exchanged.

Figure 2.16 illustrates more details of ZWAMESSAGE table. The interesting
fields are: ZMESSAGESTATUS contains the message status. For example, value ‘1’
is ‘received’, value ‘8 is ‘read’. ZMESSAGETYPE is the message type, with ‘0’
is text, ‘1’ is image; ‘2’ is video; ‘3’ is audio; ‘4’ is contact; ‘5’ is location; ‘6’ is
group; ‘7’ is URL; ‘8’ is file; etc. ZGROUPMEMBER stores a value, which is a
primary key in ZWAGROUPMEMBER table, it links with ZWAGROUPMEMBER
to identify the sender in a group. ZMESSAGEDATE contains the created date or the
received date of a message. ZSENTDATE contains the sent date of a message. And
finally ZTEXT contains text or Emojis.

Another interesting Whats App database is Contacts.sqlite with the most important
table is ZWAADDRESSBOOKCONTACT (Fig. 2.17). In this table, we can find the
list of all contacts found on the phone with the phone numbers and the contact’s
profile. Some important fields are ZFULLNAME stores the Contact’s full name.
ZPHONENUMBER stores the contact’s phone number. ZWHATSAPPID stores the
contact’s number in WhatsApp id format, i.e. the phone number in international
format.

On the Android systems, WhatsApp artifacts can be found in the following folders:
data/com.whatsapp/databases/msgstore.db; data/com.whatsapp/databases/wa.db;
data/com.whatsapp/...
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TNANESSAGE

S INTEGER

= Zenr INTEGER "

oz wriGER ‘1": received, ‘8": read

2 2CHLDMESSAGESDILVIREDCO... INTIGER
S 2CHLDMESSAGESPLAYEDCOUNT  INTEGER
2 FCHMDMISSAGESREADCOUNT  INTIGER

ipsshonsand o ‘0": text, ‘1': image; ‘2": video; ‘3": audio; ‘4" contact
= TENCRETRYCOUNT INTEGER

‘5’: location; ‘6: group; ‘7": URL; ‘8’ file; ...

S ZFUTEREDRECIMENTCOUNT

Identify the sender in a group, link with ZWAGROUPMEMBER

Created or received date of a message

Sent date of a message

Text or Emojis

Fig. 2.16 ZWAMESSAGE table

7 ZWAADDRESSBOOKCONTACT
Dz
0 Z.ENT
= Z.oPT
= ZABRECORDID
2 ZPHONESTATUS
= ZSECTIONSORT
2 ZSORT
B Tebles (4 2 ZSPOTUIGHTSTATUS
> Il ZWAADDRESSBOOKCONTACT S EARCATTTIMES IAMP
> L Z METADATA = ARSCTIIENY
> 1 Z_MODELCACHE SRR

> 1 Z_PRIMARYKEY = ZGIVENNAME
2 ZHIGHUIGHTEDNAME

= ZIDENTIFIER

= ZLOCALIZEDPHONENUMBER
= ZPHONENUMBER

= ZPHONENUMBERLABEL

= ZSEARCHTOKENLIST

= ZSECTIONTITLE

= ZWHATSAPPID

Fig. 2.17 Contacts.sqlite tables (left) and fields of ZWAADDRESSBOOKCONTACT table
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Tables (118)
away_messages
call_log
call_log_participant_v2
chat
chat_list
conversion_tuples
deleted_chat_job
frequent
frequents
(Jloup_no'[ifl(dll()rl_v?rﬁion
group_participant_device
group_participant_user
group_participants
group_participants_history
jid
keywords
labeled jid
labeled_jids
labeled_messages
labeled_messages_fts
labeled_messages_fts_co...
labeled messages fts se...
labeled_messages_fts_se...
labels
media_hash_thumbnail
media_refs
message

me<cans anhamaral

23

message
id
= chat_row_id
- from me
- key_id
= sender_jid_row_id
< status
- broadcast
- recipient_count
participant_hash
- origination_flags

Cl'lgl'ﬂ
= Umestamp
= received_timestamp

receipt_server_timest..
- Message_lype

- toxt_data

- starred

= lookup_tables

- sort_id

Fig. 2.18 msgstore.db tables (left) and fields of message table (right)

The folder ‘databases’ was identified as storing the most valuable information
in order to reconstruct the communication history in WhatsApp, which were the
two main database files wa.db and msgstore.db that contained all the exchanged
attachments, such as images, video and contact cards. Figure 2.18 illustrates the
structure of database and fields of its message table.

The wa.db database has one important table wacontacts (Fig. 2.19). This table
contains a list of all contacts found on the phone (not only WhatsApp contacts). It
has the following attributes:

e jid: The contact or group WhatsApp id in < phonenumber> @s.whatsapp.net
format

is_whatsapp_user: Boolean if the phone number is a registered WhatsApp user
status: The status text of the contact

number: The contact’s phone number

display_name: The contact’s display name in the contact list

phone_type: Number mapped to phone type, i.e. mobile, home etc.
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wa_contacts
. 4 2 _id
i Tables (17) ,/ 5d
> I android_metadata / 2 is_whatsapp_user
> [ sqlite_sequence L
- status_timestamp
» L system_contacts_version./
> [ wa_biz_profiles W raw_contact id
3 bi fil t : I display_nameé
| wa_biz_profiles_categgries hone_type
> [ wa_biz_profiles_hou 21 phone_label
> [ wa_biz_profiles_websites )
) = photo_ts
> ) wa_block_list B thumb, ts
> |l wa_contact_capabilities =l photo_id_timestamp
> ) wa_contact ?orage_usage '
> ) wa_contact
> [ wa_group_add_black_list
> [ wa_group_admin_settings 2 company
> ] wa_group_descriptions - title
> = status_autodownloa...
NBNOpS =l keep_timestamp
> ! wa_vnhames =l is_spam_reported
> [ wa_vnames_localized @ bs_sidelist_synced

= is_business_synced

Fig. 2.19 wa.db tables (left) and fields of wa_contacts table (right)

e given_name: Contact’s first name
e family_name: Contact’s family name
e wa_name: Contact’s WhatsApp name.

We refer readers to other related research efforts on WhatsApp forensics, such as
those outlined in [19, 20].

2.6 Summary

This chapter present background of databases and database investigation that are
necessary to follow case studies in following chapters. Basic concepts of databases
including relational databases, database design and SQL language were intro-
duced. This chapter also described a process for investigating application databases.
Finally, two examples of database forensics were illustrated to show how to examine
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databases from iOS and from an instant message application. The following chap-
ters will present case studies where database investigation techniques are applied in
acquire relevant artifacts from different applications of forensic cases.

Acknowledgements Authors would like to thank Ranul Thantilage, who helped us to prepare
relevant SQLite databases used in this chapter.
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