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Abstract. Over the past decade, process mining has emerged as a new area of
research focused on analyzing end-to-end processes through the use of event
data and novel techniques for process discovery and conformance testing. While
the benefits of process mining are widely recognized scientifically, research has
increasingly addressed privacy concerns regarding the use of personal data and
sensitive information that requires protection and compliance with data protec-
tion regulations. However, the privacy debate is currently answered exclusively by
technical safeguards that lead to the anonymization of process data. This research
analyzes the real-world utility of these process data anonymization techniques and
evaluates their suitability for privacy protection. To this end, we use process min-
ing in a case study to investigate how responsible users and specific user groups
can be identified despite the technical anonymization of process mining data.

Keywords: Process mining · Privacy measures · Healthcare sector · Hospital
information system

1 Introduction

Healthcare providers, especially hospitals, are under increasing pressure from policy-
makers and patient advocates to manage rising healthcare costs while improving the
quality of care. The lack of efficiency due to poorly coordinated processes is consid-
ered a fundamental problem in achieving cost and quality goals [1, 2]. Since most of the
information flow ismapped through the Hospital Information System or occurs “through
informal communication, unsystematic processes, and uncontrolled access to informa-
tion” [3], information deficits can often occur at interfaces. Therefore, a patient’s data
must always be recorded and updated in concrete terms so that efforts and risks can be
reduced on the one hand and quality can be increased on the other hand. In addition,
the involvement of various disciplines and departments in the care process of a patient
hospital journey aggravates a continuously guaranteed information flow of patient data.
The different departments involved in a patient’s journey often have only little insight
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into what is happening in other disciplines or departments [1, 4]. The coordination of
the involved stakeholders is often “hampered by informal communication, unsystem-
atic processes, and uncontrolled access to information” [5]. This often leads to errors,
mistakes, and confusion in information flows.

Process mining is an increasingly used technique in the field of information systems
and is used to analyze and improve processes by using event logs. Different organiza-
tions from various industries have gained interest and use process mining in other cases
and applications [3, 6]. Process mining has already also been successfully applied in
healthcare and has helped to provide various insights to improve healthcare processes
[1, 7]. However, the purely administrative processes in healthcare areas that require
exclusively IT-based processing, such as care documentation, appointment scheduling,
or billing processes, have so far only been addressed peripherally in the case of pro-
cess mining [8, 9]. Therefore, process mining is also an emerging research area within
the healthcare sector. Process mining is a growing research topic, which has not only
increased in research interest in the last decade but also more recently [10, 11]. However,
the main focus of research is on the technical implementation of process mining. At this
point, research focuses on developing new algorithms and improving existing process
mining techniques [12]. Research on practical aspects of process mining, as well as the
adoption of the technology and the influences of process mining on the organization
and employees, is less available [12]. While the benefits of process mining are widely
recognized, the scientific community also expresses concerns about the irresponsible
use of personal data within process mining and the aspects of anonymization of the
data used by process mining. Thus, the ethical and legal issues are also of great interest
and importance to researchers acutely. Therefore, it is becoming increasingly crucial
for scientific efforts in this area to address privacy and confidentiality issues in process
mining.

According to Pika et al. [13], Grishold et al. [12], Mannhardt et al. [14], or vom
Brocke et al. [15], research should also specifically address these issues in the future and
should put more effort into the examination of the privacy issues and risks, especially in
sensitive areas like healthcare.

However, the debate on how far anonymized data of process mining can be identifi-
able has so far been answered and addressed by the use of technical data transformation
techniques to anonymize process analysis data [4, 9, 13, 16, 17]. Therefore, consider-
able research and practical efforts have beenmade in recent years to develop, implement,
and integrate appropriate privacy and confidentiality protection techniques in process
mining. Though, this consideration of privacy aspects has been treated here still too
inadequately and one-sidedly, because on the one hand it only considers the personal
data of, e.g., patients, but not those of the process executors, and on the other hand, it
only refers to the measures of data protection and privacy of obvious personal data via
usernames [18].

Our research starts here and shows that privacy debates beyond the usual personal
data are important and need to be part of ethical and technical discourse by showing that
process mining can provide a way to provide role-based and personal information, e.g.,
when data has been changed and despite technically anonymized data. Here, we want to
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clarify to what extent process mining can attribute the execution of process steps (devi-
ation from the target process) or the change of data to a specific originator. Especially
we want to examine if the user’s identification in the existing system (here: Hospital
Information System) is explicitly technically prevented by the system. Therefore our
research question is the following:

RQ: Can process mining provide identification of users in explicitly technically
anonymized systems and assign errors directly to them?

We have been able to explore an approach that allows, using process mining data,
to identify deviations from the standard process and user routines to associate users
or groups of users to data changes in the system. The case of the hospital in West
Germany with its hospital information system presented in this study gave us the unique
opportunity to investigate how technically anonymized process mining data can be used,
despite anonymization, to identify sources of error among assigned users to investigate
whether the technical security measures are sufficient to protect the privacy of the users.
The data basis used for this purpose was worked out with the responsible persons and
users and the hospital’s ethics committee in an experimental setup so that no ethical or
legal concerns could arise for our research itself.

2 Background

Processmining is an emerging and essential technology in business processmanagement
(BPM). Particularly in information systems, the interest lies in how technologies can
change and optimize processes. In the last decade, there has been a significantly increased
interest in process mining, both in research and in practice [6]. Due to the increasing
amount of available event data in organizations’ easily accessible information systems, a
variety of opportunities arose to analyze and optimize processes using information from
this event data [2]. Process mining aims to gain a traceable overview of a process, to
provide insights into a process and the actual process flow, and to support improvements
[2, 3]. However, the awareness of privacy issues, and thus the ethical issue of using
process mining and with this the use of personal data, has increased significantly [10,
19].

In the context of the application, process mining enables the discovery, verification
of conformities, and improvement of processes [2]. In the context of discovery, the
corresponding technique of process mining helps in the discovery of the real process by
creating a process model using event logs of the process. The conformance checking
type of process mining compares the evaluated real process model with the predefined
process model and reveals whether the reality matches the predefined model [2, 6]. The
enhancement type of process mining “aims to modify or extend the a priori model. For
example, by using timestamps in the event logs, the model can be extended to show
bottlenecks, service levels, lead times, and frequencies” (van der Aalst, 2012) [2, 20].

Process mining encompasses techniques used to analyze and optimize processes.
These techniques provide data-driven methods of process analysis that focus on the
evaluation and extraction of information from event logs - information stored in IT
systems about individual and actual process steps. Event logs store information such as
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the entity, e.g. a person or device, that performs or triggers an activity. In addition, event
logs store timestamps of an event or data elements recorded with an event. These event
logs may contain direct and indirect identifiers of personal data and may disclose the
user’s personal data or groups of users. The discussion on revealing this data increases
due to the new General Data Protection Regulation. In this regard, it can be mentioned
that data protection in hospitals is exceptionally high, as sensitive data is involved. There
is a lively discussion and debate in the scientific discourse on anonymization techniques
of datasets collected through data mining, such as perturbation, anonymization and
cryptography. There are various privacy preserving techniques such as Generalisation,
Suppression, Distortion, Swapping or Masking. Each technique pursues the goal of
transforming personal data. Thus, it is expected to reduce the original information in
the dataset by a certain amount. In particular, there are leading research efforts; as per
Murhy [21], the consensus is that the anonymization technique of Suppression is the
most efficient and resource-saving solution of all [21].

For the underlying process mining technologies, several privacy-preserving tech-
niques on the research side attempt to anonymize the data collected and processed in the
event log [16].

Pika et al. [13] already analyzed and evaluated existing privacy approaches to
anonymize process data for process mining. They tested the suitability of three dif-
ferent approaches, confidentiality framework, PRESTA, and differential privacy model
for event logs. The analysis showed a trade-off between privacy and utility. The methods
that maintain higher data utility for process mining purposes (e.g., encryption) do not
provide strong privacy protection.

Process mining has also gained a lot of interest in recent years, especially in the
healthcare sector [4, 17, 22–24]. Hospitals, in particular, face the challenge of stream-
lining their processes and the documentation of patient data. The processes in hospitals
are characterized by the fact that several departments may be involved in the process of
patient care. These different organizational departments often have their own specific
IT applications, add different information to the hospital information system, or need
different information about a patient. As a result, problems often arise in obtaining data
related to healthcare and hospital processes in particular.

Hospital processes are characterized by a high degree of complexity, and the
extremely flexible implementation of patient care, which always depends on the needs
and condition of the individual patient and their individual treatment. In addition, as
already mentioned, hospitals involve various actors, staff from different disciplines, and
diverse departments. This setting, therefore, offers great potential for the use of process
mining due to the involvement of different actors, the various existing systems, including
the hospital information system, and the huge amount of available data and event logs
[1, 4]. However, data security and anonymization of these data, especially in healthcare,
is a high priority and therefore regulated by high standards, laws, and guidelines. In par-
ticular, personal data must be anonymized to ensure data security and to protect personal
rights.

Process mining can be used to identify and quantify activity patterns that reflect
how users act in processes [13]. Despite the use of privacy transformation techniques
to anonymize data, the use of process mining offers the possibility to provide both
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anonymized and non-anonymized data about user information and thus personal data.
However, this also depends on the given conditions of the existing system. It is only
possible if the user data is available in the existing information system, only then can
process mining provide transparency about which process steps are performed by whom
and at what time [19]. Patient and staff identities could be revealed with the help of
background knowledge and the event log.

If process mining is used within an information system that does not allow for a clear
user assignment because only anonymized data is available or no user assignment is
made, process mining with the existing event logs cannot contribute to the identification
of users, e.g. to the identification of vulnerabilities. Thus, despite technical security
measures to anonymize the data, the question should be asked whether the use of process
mining is ethically correct, as conclusions can still be drawn about patients and staff
through the background information on the process. Especially when the process flows
in practice often do not correspond to the predefined process models, it is possible to get
the link to the particular employee. As process flows in practice often do not correspond
to the predefined process models, but differ in their actual execution, which leads to a
“significant gap between what is prescribed or supposed to happen and what happens in
reality” (Mans et al. 2008) [24] the assignment of identification of personal resources
could be possible with particular background information. In this way, the weak points
can also be identified, poor quality, loss of time, and higher process costs can be avoided.
Only an accurate assessment of reality can help in reviewing process models to optimize
business processes [25]. Still, this accurate assessment of reality process steps by process
mining can also be critical in terms of anonymization of personal data.

3 Methodology

To achieve sustainable results in the rather explorative nature of our study, we use a
case study approach. Since we want to gain an understanding of the anonymization and
identifiability of users or groups of users in anonymized event logs, as per our formulated
RQ, a case study approach, according to Yin, is most appropriate [26]. As it allows us
to study a phenomenon in a firmly grounded context by using triangulation of different
data sources – Process Mining data, field observations, interviews, and documentation -
to gain insights, this approach is well suited for our RQ [26].

The case study method is suitable for gaining a thorough and detailed understanding
of factors (such as anonymization and identifiability in our case) [27], and it involves the
use of case organizations to prove existing theories of process mining anonymization
systems based on empirical evidence. In addition to the primary process mining data
collected, we use data triangulation from event logs, database schemas, and develop-
ment and execution logs generated by the respective PM application systems to provide
scientific rigor [20].

Figure 1 shows an overview of our case study approach, which consists of four main
phases: case selection, data collection, data analysis, and case conclusion.
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Fig. 1. Research method.

3.1 Case Selection

To arrive at a representative selection of objects of study, we deliberately chose a hospital
maternity ward in Germany to cover a broad spectrum of particularly sensitive and
especially anonymous process data and event logs. In this context, it was key that the
users and data originators were informed in advance about the data use and analysis
and gave their consent to our research. The organization investigated in this study is
a large hospital group in Germany with more than 20,000 employees. This case study
organization comprises more than 100 facilities, including more than 20 hospital sites
with over 6,000 beds, above 30 residential and nursing care facilities with more than
3,000 nursing places, more than 30 medical care centers, and about 10 outpatient care
services. Over one million patients are cared for annually in our case study organization.

In our case study presented here, we focus on the data collection process at birth,
where the first data of a new life is collected and entered into the Hospital Information
System as core data for each newborn. During a hospital stay, however, there are always
changes in themaster data recognized, which lead to unintentional errors and consequen-
tial (negative) effects. These irregularly executed processes of master data manipulation
ultimately have an extremely negative impact on the performance, conformance, and
compliance of process fulfillment within the whole treatment of the newborn. Further,
this affects the work of the medical staff in the different departments a newborn is trans-
ferred to during hospital stay. But it also affects the newborn and can somehow disturb
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or affect the newborn’s mother. For example, if not all information about the newborn
is available after the release from the hospital, examinations must be repeated in the
hospital; this means additional work for medical staff, higher financial expenses for the
hospital, and an unnecessary burden and stressful process for the young mother and the
newborn as well.

The treatment of a newborn in the studied maternity ward and the regarded master
data process takes into account, among other things, the course of a premature baby
from birth in the delivery room to the time of transfer to the regular pediatric ward and
discharge from the hospital as demonstrated in Fig. 2. After the birth of a premature child,
the newborn is initially physically located in the delivery room. The child’s first master
data is entered into the Hospital Information System by the doctor or the participating
obstetrician. Following that, the child gets to the premature care department of the
neonatology unit. There, the premature child gets special care from a specialized team
of doctors and nurses as it may need extra help, e.g., breathing or eating. All data (e.g.,
weight or length of the newborn) and information about the treatment of the newborn are
entered into the Hospital Information System by the different specialized teammembers
involved. Later it is transferred to the regular perinatal department of the center before
the child leaves the center and gets to the pediatric department of the hospital, is being
discharged home, or transferred to another hospital.

Because the child and the patient master data are entered, used, and passed through
several different departments, themedical staff in the various departments of the hospital,
considered in the case study, frequently recognized changes, missing master data, or
wrong adjustments of the master data and had problems assuming the relevant data, e.g.,
assigning the premature child, or often had to do extra administrative work by asking
other staff to obtain information. In addition, often, the staff had to search for patient data
because the system does not list the data or incorrect data are recorded, e.g., the name of
the premature child or the accurate date of birth. In concrete terms, data loss and changes
between the individual departments occurred over time again and again. Accordingly,
these documentation processes of premature child’s master data (e.g., the name of the
newborn) and the additional according to data (e.g., the treatments, the parameters of
treatment, and continuously raised parameters of the newborn) were selected for our
research, by using process mining to proof the anonymization of the user or user groups
that are responsible for changes in master data.

Along the described process of treating a premature child (cf. Fig. 2), the mentioned
documentation processes were selected as the focus of our research on using process
mining to examine and identify the user or user groups responsible for changes in master
data. Our application of the process mining methodology is summarized in three steps
according to van Dongen et al. (2005).

In step 1, we defined the scope of the extraction by screening out the granularity of the
data and the most significant possible observation period as well as associated attributes
from the Hospital Information System. This dataset went back a total of 20 months. In
step 2, the event logs were analyzed by applying process discovery and conformance
checking methods with the process mining solution ProM [28]. In step 3, the discovered
process model was evaluated using the fitness, precision, and generalizability measures
proposed by van Dongen et al. (2005). Finally, in step 4, these data were anonymized
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using a common and established technical protection measure within the ProM pro-
gram package, specifically including all resource names (proper names, usernames, user
abbreviations, logins), case IDs, and roughly detailed timestamps (months and years).

Fig. 2. The delivery process of a premature child.

3.2 Data Collection and Data Analysis

In our case study, we followed the established approach of Yin and enrich our research
approachwithmoreflexible data collection (field observations, 18 interviews, 5 program-
mer documentations, and 2 data documentations of the Hospital Information System)
in addition to the primary process mining data [26]. To gain a sound and low-threshold
insight into the existing process landscape, we used pre-built connectors, in particular
XESame [29, 30], which contained a readymade data mapping template and allowed us
to generate the standard XES event log formats from the HIS underlying SQL database.
To gain insights into the process of the master data documentation during the birth and
treatment of a premature child, we have collected data implementing process mining in
the hospital studied. We have used process mining to review this process and get depth
insights into the as-is process. Further, the aim was to avoid errors and extra work and
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deliver master data correctly. As semi-structured interviews allow us to gain a depth
understanding of the whole documentation process and the role of process mining in
this context, we chose this method as our primary data collection. For this purpose, we
developed an interview protocol that was largely based on the collection of process min-
ing data and included, for example, the single-cell process steps and possible deviations
or inconsistencies. The collected and analyzed process mining data thus semantically
specified the interview structure used. The interviews allowed us to observe the partic-
ipants and gain insights on their non-verbal behavior as well. One author observed the
typical input process of master data and characteristic interaction processes within the
HIS and observed the system-based recording of planned and delivered care as well as
the software-based documentation of the individual steps of care planning. In addition,
interaction with the documentation file in HIS was observed to understand the context
of the documentation process, including the documentation folder and templates.We
collected a total of 340 min of interview material, which was transcribed verbatim, and
computer coded by two authors according to the methodology of Flick’s depth analysis
[31]. The used interview pool consisted of 8 respondents: 3 Nurses, 2 Assistant Doctors,
the Head of Patient Management, a staff member of the clinical IT, and an external
Application Manager of the Hospital Information System as demonstrated in Table 1.

Table 1. Overview of data collection.

Participant Data scope Participant’s role

Respondent 1 (2 × semi-structured interview in total
70 min)

Nurse

Respondent 2 (4 × semi-structured interview in total
60 min)

Nurse

Respondent 3 (1 × semi-structured interview in total
20 min)

Nurse

Respondent 4 (1 × semi-structured interview in total
20 min)

Assistant doctor

Respondent 5 (2 × semi-structured interview in total
30 min)

Assistant doctor

Respondent 6 (6 × semi-structured interview in total
110 min)

Staff member clinical IT
systems/interface manager

Respondent 7 (1 × semi-structured interview in total
15 min)

Application manager hospital
information system (extern)

Respondent 8 (1 × semi-structured interview in total
15 min)

Head of patient management

4 Results

The processes of theHospital Information System extracted by processmining contained
3,913 historized complete executions of the examined master data. After reviewing the
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correctness of the studied process, we found that in about 17% (n= 661), the master data
did not comply with the compliant-process flow and were permanently changed later
than the initial entry. Concerning the research question already introduced, the following
observation wasmade: In 71% (n= 469) of these error cases, the cause of the error could
be assigned to a specific identifiable user or user role by the other users running the
process, even though the system and process mining had anonymized the data through
technical protection measures. Since the other users involved in the process knew each
other’s workmethods and routines, the users involved were able to identify different user
roles and assign errors to specific users. For example, only a few qualified users have
access to particular program parameters when entering legal regulations according to
the Narcotics Act as well as release processes, a certain sequence of operations that are
required for the specific work assignment of the persons, or the assignment of defined
shift sequences that are linked to individual qualification profiles of persons.

Based on the recorded traces, we have so far been able to determine that the occur-
rence of these irregular process executions or irregular changes to the master data has
certain activity patterns. In doing so, we could establish a tangible link between cer-
tain execution routines and the erroneous master data manipulations and changes. This
enabled it to identify a user group or, in many cases (n= 188), even the specific process
executer via the corresponding process knowledge of the process owners. This became
possible based on the detailed sequence of process steps with the help of process min-
ing. Within that, the errors in the process were made possible to be assigned by certain
individual process sequences or execution sequences to the individually unique user
assignments, although only anonymized data were available.

As an example, we present here the process variants identified so far. Each of which
led to the most frequent manipulations and changes of master data in the case study data.
This exemplary identified process flow is shown in Fig. 3 and consists of the defined,
collected process steps above.

As can be seen in Fig. 3, certain process steps are executed with different frequen-
cies. This allowed us to directly assign certain sequence combinations and variations to
specific users or user roles via certain combinations in the process variance or execution,
taking into account process knowledge and contextualizing the execution variations. For
example, internal staff performs the steps in a different sequence than external temporary
staff. Intensive and Aesthesia nurses work through the processes in a different sequence
depending on the duty roster and assigned nurse manager. We were able to assign devi-
ations from the standard process found with process mining as these execution routines
to a certain user group (in this case the ward doctors) based on their type and sequence
of process steps. By looking at the detailed sequences of the process steps, process min-
ing was thus able to clearly show which user role was responsible for the errors in the
process, although only anonymized data was available.

This shows how securitymeasures can be circumventedwithoutmuch effort. Despite
anonymizing advanced identifiers such as decoupling usernames and timestamps or
generally making usernames unidentifiable to ensure user anonymity, we were able
to demonstrate that individual users could be identified. Because process mining is
becoming increasingly important and thus widespread, especially in healthcare, our
research results are of great importance for the upcoming process mining use in practice
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Fig. 3. Master data process in process mining.

and research. They believe in the sufficiency of technical safety measures previously
assumed in the literature in research.

We suggest, therefore, a solution approach to overcome this lack of anonymization
by only examining process sections instead of the overall processes. If the counter-
measures considered safe in the literature were taken and supplemented by making the
complete processes unrecognizable, the desired anonymization could be achieved. As
part of the authors’ proposed solution, an attempt was made to achieve some degree of
decontextualization. This decontextualization of the process flow was achieved, among
other things, by breaking the process flow down into smaller substeps and isolating it
instead of viewing it as a whole. On the one hand, this led to the desired anonymization
of the underlying process executors, but on the other hand, it also significantly limited
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the informative value regarding the improvement possibilities and the recognition gain
of the PM application. Since, in this case study, the master data in the dataset may con-
tain changes from different users and much of the deanonymization is due to activity
pattern recognition, partitioning the processes into sub-processes proved to be extremely
effective. However, for the majority of the maternity ward processes studied, it also had
significant drawbacks, as the context of the overall process was lost for process opti-
mization, which is ultimately the overall goal of process mining. Still, in the case of
keeping the personal data and anonymization in process mining up, this approach seems
suitable.

5 Discussion

From its basic idea, process mining technology enables the reconciliation of governance,
risk, or compliance issues. At the user level, this article has shown that under certain
conditions, it can also be used to identify processes in d. In particular, these conditions
are known user routines and processing steps. We have shown that administrative-like
tasks characterize downstream business processes in healthcare. These administrative
processes are usually performed by nurses rather than physicians (e.g., obstetricians or
general practitioner doctors).

The work presented here shows that, contrary to popular belief that process mining
does not allow inferences to be made about user data if they are anonymized in the
existing system, this is nevertheless possible.

This is possible if the process flows identified with process mining also reveal user
routines that can be assigned to a specific user group or even an individual user with
the help of process expertise. This evaluation of user routines and process deviations
using process mining in anonymized systems leads to identifying unintentional and user-
induced changes in core data. The study showed that these routines allow inferences to
be made about the user or user group that made the changes without mapping user
data and personal information in systems. To counteract the problem, processes were
broken down into process snippets to prevent the activity pattern recognition enabled by
process mining. Since this solution can only be a temporary interim solution, because the
contextuality that is lost in the process can have disadvantages, as alreadymentioned, this
naturally raises new questions for the theory as an implication. For example, to design
security measures that demonstrably do not have the shortcomings we have pointed out,
it would have to be possible to exclude activity pattern recognition. On the other hand,
it must be ensured that there is no decontextualization as a consequence not to impair
the effectiveness of process mining.

We will address these questions in the future, and they need to be addressed by other
research teams and researchers as well.

Our research also has considerable added value for practical applications. We have
demonstrated that the technical protection measures, which are mostly found to be suf-
ficient in the literature, have serious weaknesses. As already mentioned, we were able
to take most processes out of context and make deanonymization impossible. How-
ever, there were still processes that offered such a high identification potential that even
these measures were insufficient. Department heads can only handle release processes
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in particular. If errors were to occur here, technical anonymization would not be pos-
sible by nature. This raises the question of the extent to which process mining may be
used in companies that deal with very sensitive data. Although the measures basically
protect the data of uninvolved parties (usually customers and/or clients), the activities
of the employees are accessible to everyone via process mining, which means that the
measures are not sufficient to protect the privacy of the users.

Our findings are, of course, principally limited, as they are initially restricted in the
work presented here to a single case study and the data collected and available there.
However, we estimate the transferability of the results outside the case study context
used here to be very high since medical procedures, as well as information systems, are
largely used internationally and must comply with international standards throughout.
We also have to assume that other process mining technologies and used procedures
may provide different results in anonymization quality. Nevertheless, the identifiability
of process participants via mere variations and combinations of process flows and steps
is, of course, technically not solvable without including further steps. We are also aware
that our interviews varied in scope depending on the interviewee. We did include this
in the coding, but care should still be taken to make the interviews more consistent in
subsequent research.
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