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Preface

The 42nd International Cryptology Conference (CRYPTO 2022) was held at the
University of California, Santa Barbara, California, USA, during August 15-18, 2022.
The conference had a hybrid format, with some presentations made in person, and some
delivered virtually. CRYPTO 2022 was sponsored by the International Association for
Cryptologic Research (IACR). The conference was preceded by two days of workshops
on various topics.

The conference set new records for both submissions and publications: 455 papers
were submitted, and 100 were accepted. Two papers were merged into a single joint
paper. Three pairs of papers were soft-merged, meaning that they were written sepa-
rately, but only one paper in each pair was given a presentation slot at the conference.
This resulted in 96 presentations, a record by some margin for a non-virtual edition
of Crypto. It took a Program Committee of 72 cryptography experts working with
435 external reviewers almost three months to select the accepted papers. We Chairs
extend our heartfelt gratitude for the effort and professionalism displayed by the Program
Committee; it was our pleasure to be your Chairs.

We experimented with some new policies and mechanisms this year. The most
important had to do with the quality of reviewing, author feedback and interaction with
the authors.

Shortly after the standard doubly-blind reviewing stage, we assigned a unique
discussion leader (DL) to every paper. The DL’s job was to make sure the paper received
a thorough and fair treatment, and to moderate interactive communication between the
reviewers and authors (described below). The DL also prepared a “Reviewers’ consen-
sus summary”’, which provided the authors with a concise summary of the discussion,
the decision, and overall trajectory of the paper throughout the process. Many authors
expressed gratitude for receiving the Reviewers’ consensus summary, in addition to the
usual reviews and scores. Overall, feedback on our DL experiment was quite positive,
and we recommend it to future chairs to adopt this process as well.

We also experimented with an “interactive rebuttal” process. Traditionally, the
rebuttal process has consisted of a single round: the authors were provided with the
initial reviews, and had one opportunity to respond prior to the final decision. While
better than no opportunity to rebut, our opinion is that the traditional process suffers
from several important flaws. First, the authors were left to respond in (say) 750 words
to multiple reviews that are, each, much longer. Too often, the authors are left to divine
what are the crucial points to address; getting this wrong can lead to reviewers feel-
ing that the rebuttal has missed (or dismissed) what mattered to them. In any case, the
authors had no idea if their rebuttal was correctly focused, let alone convincing, until
the decisions and final reviews were released. In many instances, the final reviews gave
no signal that the rebuttal had been thoughtfully considered. In our view, and personal
experience, the traditional rebuttal process led to frustration on both sides, with review-
ers and authors feeling that their time had been wasted. Moreover, it had unclear benefits
in terms of helping the PC to pick the best possible program.
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To address this, we created a review form that required reviewers to make
explicit what were their core concerns and criticisms; and we allowed for multiple,
DL-moderated, rounds of communication between the reviewers and the authors.

Our review form had exactly one field visible to the authors during the initial rebuttal
round. The field was called “Question/Clarifications for Authors”, and reviewers were
instructed to include only those things that had significant bearing upon the reviewer’s
accept/reject stance. We gave all reviewers detailed guidance on things that must be
included. For example, any claimed errors, crucial prior work that was not cited, or
other objective weaknesses that appeared in the detailed review comments. In addition,
the reviewers were instructed to clearly state less objective concerns that factored into
their initial score and disposition towards the paper. Thus, the authors should know
exactly what to focus upon in their response. While not perfect, the new rebuttal format
was a resounding success. Very strong/weak papers typically had very short rebuttals,
allowing the PC to focus their time and energy on papers in need of extensive discussion
or additional reviews.

In concert with the new review form and detailed review instructions, we also
implemented interactive discussions between the reviewers and authors. The traditional
rebuttal round became the first round of the interactive discussion. One round was enough
for a fraction of the papers (primarily papers that were very strong or very weak), but the
evaluation of most submissions benefited from numerous rounds: reviewers were able to
sharpen their questions, authors were able to address points directly and in greater detail.
The whole review process shifted more towards a collegial technical exchange. We did
not encounter any problems that we initially feared, e.g., authors spamming the PC with
comment. We believe that having the DLs moderate these interactions was important
for keeping emotions and egos in check, and for encouraging reviewers to share any
significant new concerns with the authors.

A few minor hiccups notwithstanding, the focused review forms and the “interactive
rebuttal” mechanism received a lot of positive feedback, and we strongly encourage
future chairs to adopt this tradition.

We also mention several smaller details which worked well. First, our review form
included a “Brief Score Justification” field that remained reviewer-visible (only) for the
entire process. This was a space for reviewers to speak freely, but concisely, about how
they came to their scores. As Chairs, we found this extremely useful for getting a quick
view of each paper’s reviews. Second, we had an early rejection round roughly in the
middle of our reviewing process. This allowed us to reject roughly half of submissions,
i.e., those that clearly had no chance of being accepted to the final program. The process
generally worked, and we tried to err on the side of caution, keeping papers alive if
the PC was unsure of their seemingly negative views. For example, we allowed PC
members to tag papers that they wanted to keep alive, even to the point of overturning
a preliminary decision to early reject. However, we did feel slightly rushed in finalizing
the early reject decisions, as we made them after less than two weeks after the initial
reviewing round, and less than a week after the initial rebuttal round. Part of this rush
was due to late reviews. Thus, we recommend that future chairs give themselves a bit
more slack in the schedule, and perhaps add a second (less) early rejection round. Third,
we experimented with allowing PC members to have a variable number of submissions,
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rather than the usual hard limits (e.g., at most one or two). Concretely, at most 4 papers
could be submitted; the first paper was “free”, but every subsequent paper submitted by
the PC member resulted in this PC member getting roughly three more papers to review,
and one additional DL appointment. We adopted this policy to make it easier for experts
to accept our invitation to join the PC. (As always, the chairs were not allowed to submit
papers.) Despite some unexpected difficulties and complaints about this system, most
having to do with the logistic difficulty of assigning DLs to PC members with late initial
reviews, many PC members told us that they appreciated the flexibility to submit more
papers, especially when students were involved. We found no evidence that our system
resulted in more accepted papers that were co-authored by the PC members, or any other
biases and irregularities. Hence, we found it to be positive, overall.

The Program Committee recognized three papers and their authors for particularly
outstanding work

— “Batch Arguments for NP and More from Standard Bilinear Group Assumptions,” by
Brent Waters and David Wu

— “Breaking Rainbow Takes a Weekend on a Laptop”, by Ward Beullens

— “Some Easy Instances of Ideal-SVP and Implications to the Partial Vandermonde
Knapsack Problem”, by Katharina Boudgoust, Erell Gachon, and Alice Pellet-Mary

We were very pleased to have Yehuda Lindell as the Invited Speaker at CRYPTO
2022, who spoke about “The MPC journey from theoretical foundations to commercial
success: a story of science and business”.

We would like to express our sincere gratitude to all the reviewers for volunteering
their time and knowledge in order to select a great program for 2022. Additionally, we are
grateful to the following people for helping to make CRYPTO 2022 a success: Allison
Bishop (General Chair, CRYPTO 2022), Kevin McCurley and Kay McKelly JACR IT
experts), Carmit Hazay (Workshops Chair), and Whitney Morris and her staff at UCSB
conference services.

We would also like to thank the generous sponsors, all of the authors of the
submissions, the rump session chair, the regular session chairs, and the speakers.

August 2022 Yevgeniy Dodis
Thomas Shrimpton
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Sharing Transformation and Dishonest Majority
MPC with Packed Secret Sharing

11:2(59) - Antigoni Polychroniadou®, and Yifan Song!

Vipul Goya
1 Carnegie Mellon University, Pittsburgh, PA, USA
goyal@cs.cmu.edu, yifans2@andrew.cmu.edu
2 NTT Research, Sunnyvale, CA, USA
3 J.P. Morgan AI Research, New York, NY, USA

Abstract. In the last few years, the efficiency of secure multi-party
computation (MPC) in the dishonest majority setting has increased by
several orders of magnitudes starting with the SPDZ protocol family
which offers a speedy information-theoretic online phase in the prepos-
sessing model. However, state-of-the-art n-party MPC protocols in the
dishonest majority setting incur online communication complexity per
multiplication gate which is linear in the number of parties, i.e. O(n),
per gate across all parties. In this work, we construct the first MPC
protocols in the preprocessing model for dishonest majority with sub-
linear communication complexity per gate in the number of parties n.
To achieve our results, we extend the use of packed secret sharing to the
dishonest majority setting. For a constant fraction of corrupted parties
(i.e. if 99 percent of the parties are corrupt), we can achieve a commu-
nication complexity of O(1) field elements per multiplication gate across
all parties.

At the crux of our techniques lies a new technique called sharing
transformation. The sharing transformation technique allows us to trans-
form shares under one type of linear secret sharing scheme into another,
and even perform arbitrary linear maps on the secrets of (packed) secret
sharing schemes with optimal communication complexity. This technique
can be of independent interest since transferring shares from one type of
scheme into another (e.g., for degree reduction) is ubiquitous in MPC.
Furthermore, we introduce what we call sparsely packed Shamir sharing
which allows us to address the issue of network routing efficiently, and
packed Beaver triples which is an extension of the widely used technique
of Beaver triples for packed secret sharing (for dishonest majority).

1 Introduction

In this work we initiate the study of sharing transformations which allow us
to perform arbitrary linear maps on the secrets of (possibly packed) secret-
sharing schemes. More specifically, suppose X and X’ are two linear secret shar-
ing schemes over a finite field F. A set of n parties {Py, Pa, ..., P} start with
holding a X-sharing X . Here X could be the sharing of a single field element or
© International Association for Cryptologic Research 2022
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a vector of field elements (e.g., as in packed secret sharing where multiple secrets
are stored within a single sharing). The parties wish to compute a X’-sharing Y’
whose secret is a linear map of the secret of X. Here a linear map means that
each output secret is a linear combination of the input secrets (recall that the
secret can be a vector in F). We refer to this problem as sharing transformation.
Restricted cases of sharing transformations occur frequently in the construc-
tion of secure computation protocols based on secret sharing. For example,

— In the well-known BGW protocol [BOGWS88] and DN protocol [DN07] and
their followups (see [CGH+18, BGIN20, GLO+21] and the citations therein),
when evaluating a multiplication gate, all parties first locally compute a
Shamir secret sharing of the result with a larger degree. To proceed the com-
putation, all parties wish to transform it to a Shamir secret sharing of the
result with a smaller degree. Here the two linear secret sharing schemes X, >’
are both the Shamir secret sharing schemes but with different degrees.

— A recent line of works [CCXY18,PS21,CRX21] use the notion of
reverse multiplication-friendly embeddings (RMFE) to construct efficient
information-theoretic MPC protocols over small fields or rings Z/p‘Z. This
technique requires all parties to transform a secret sharing of a vector of
secrets that are encoded by an encoding scheme to another secret sharing of
the same secrets that are encoded by a different encoding scheme.

— A line of works [DIK10,GIP15,GSY21,BGJK21,GPS21] focus on the strong
honest majority setting (i.e., t = (1/2 — €) - n) and use the packed secret-
sharing technique [FY92] to construct MPC protocols with sub-linear com-
munication complexity in the number of parties. The main technical difficulty
is to perform a linear map on the secrets of a single packed secret sharing
(e.g., permutation or fan-out). In particular, depending on the circuit, each
time the linear map we need to perform can be different.

Unlike the above results, our sharing transformation protocol (1) can perform
arbitrary linear maps (2) is not restricted to a specific secret-sharing scheme and
(3) can achieve optimal communication complexity!. Our transformation can
find applications to different protocols based on different secret sharing schemes.
In this work we focus on applications to information-theoretic (IT) MPC proto-
cols. Furthermore, since we can handle any linear secret sharing scheme, our shar-
ing transformation works for an arbitrary packing factor k as long as t < n—2k+1
where n is the number of participants and ¢ is the number of corrupted parties
by the adversary. This allows us to present the first I'T MPC protocols with
online communication complexity per gate sub-linear in the number of parties in

! To be more precise, our protocol achieves linear communication complexity in the
summation of the sharing sizes of the two secret sharing schemes in the transforma-
tion. This is optimal (up to a constant factor) since it matches the communication
complexity of using an ideal functionality to do sharing transformation: the size of
the input is the sharing size of the first secret sharing scheme, the size of the out-
put is the sharing size of the second secret sharing scheme, and the communication
complexity is the size of the input and output.
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the circuit-independent prepossessing model for a variety of corruption thresh-
olds based on packed secret sharing. That said, we are able to extend the use of
packed secret sharing beyond the strong honest majority setting.

For the case where t = n — 1, any function can be computed with IT security
in the preprocessing model with online communication complexity of O(n) field
elements per gate across all parties [DPSZ12]. Existing protocols in the literature
even for t € [(n — 1)/2,n — 1] still required communication complexity of O(n)
elements per gate. We note that most of these protocols follow the “gate-by-
gate” design pattern described in [DNPR16]. In particular, the work [DNPR16]
shows that any information-theoretic protocol that works in this design pattern
must communicate {2(n) for every multiplication gate. However, recent protocols
in the strong honest majority setting, based on packed secret-sharing [FY92],
where the number of corrupted parties t = (1/2 —¢€)-n and € € (0,1/2) [GPS21]
do achieve O(1/€) communication complexity per gate among all parties. Note
that the packed secret sharing technique evaluates a batch of multiplication
gates in parallel, which differs from the above “gate-by-gate” design pattern
in [DNPR16], and therefore does not contradict with the result in [DNPR16].
Our result closes the gap in achieving sub-linear communication complexity per
gate in the number of parties for the more popular settings of standard honest
majority and dishonest majority.

1.1 Owur Contributions

Sharing Transformation. For our arbitrary linear-map transformation on
(packed) linear secret sharing schemes we obtain the following informal result
focusing on share size 1 (i.e., each share is a single field element).

Theorem 1 (Informal). Let &k = (n —t + 1)/2. For all k tuples of
{(X, 24, f)}E_ | linear secret sharing schemes with injective sharing functions
and for all X;-sharings {X;}¥_,, there is an information-theoretic MPC proto-
col with semi-honest security against t corrupted parties that transforms X; to
a X!-sharing Y; such that the secret of Y; is equal to the result of applying a
linear map f; on the secret of X; for alli € {1,...,k} (Here the secrets of X;
and Y; can be vectors). The cost of the protocol is O(n®/k?) elements of com-
munication per sharing in a (sharing independent) preprocessing stage leading to
preprocessed data of size O(n?/k), and O(n?/k) elements of communication per
sharing in the online phase. When t = (1 — €) - n for a positive constant €, the
overall communication complexity is O(n) elements per sharing transformation.

The formal theorem is stated in the full version of this paper [GPS22]. In
Sect. 4, we show that our sharing transformation works for any share size ¢
(with an increase in the communication complexity by a factor ¢), and in the
full version of this paper [GPS22], we show that it is naturally extended to any
finite fields and rings Z/p’Z. The main application of our sharing transformation
technique is to construct MPC protocols. And we achieve malicious security
by directly compiling our semi-honest MPC protocol instead of relying on a
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maliciously secure sharing transformation protocol. Therefore, in this work, we
do not attempt to achieve malicious security for our sharing transformation
technique.

We now turn our attention to constructing general MPC using our sharing
transformation technique.

Dishonest Majority. In the setting of dishonest majority where the number of
corrupted parties t = (1 — ¢€) - n for a positive constant €, our MPC protocol
achieves the cost of O(1/€?) elements of (the size of) preprocessing data, and
O(1/e) elements of communication per gate among all parties. Thus when € is
a constant (e.g., up to 99 percent of all parties may be corrupted), the achieved
communication complexity in the online phase is O(1) elements per gate.

Honest Majority. As a corollary of our results in the dishonest majority setting,
we can achieve O(1) elements per gate of online communication and O(1) ele-
ments of preprocessing data per gate across all parties in the standard honest
majority setting (i.e., where the number of corrupted parties ¢ is (n —1)/2).

Our main results are summarized below. Note that we have omitted the
additive terms of the overhead of the communication complexity in the informal
theorems below. The additive terms are dependent on n and the depth of the
evaluated circuit. Our first theorem is for the semi-honest setting:

Theorem 2 (Informal). For an arithmetic circuit C over a finite field F of
size |F| > |C|+mn, there exists an information-theoretic MPC protocol in the pre-
processing model which securely computes the arithmetic circuit C' in the presence
of a semi-honest adversary controlling up to t parties. The cost of the protocol
is O(|C| - n?/k?) elements of preprocessing data, and O(|C| - n/k) elements of
communication where k = % 1s the packing parameter. For the case where
k = O(n), the achieved communication complexity in the online phase is O(1)
elements per gate.

Our theorem also holds in the presence of a malicious adversary for all
1 < k < [™£2]. The formal theorem for semi-honest security is stated in Theo-
rem 3. We refer the readers to the full version of this paper [GPS22] for the for-
mal theorem for malicious security. Moreover, using our sharing transformation
based on the construction of [GPS21|, we can also achieve online communication
complexity of O(1) elements per gate for small finite fields of size |F| > 2n. We
refer the readers to the full version of this paper [GPS22| for more details.

2 Technical Overview

In this section, we give an overview of our techniques. We use bold letters to
represent vectors.
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Reducing Sharing Transformation to Random Sharing Preparation. Usually,
sharing transformation is solved by using a pair of random sharings (R, R')
such that R is a random X-sharing and R’ is a random X’-sharing which satis-
fies that the secret of R’ is equal to the result of applying f on the secret of R,
where f is the desired linear map. Then all parties can run the following steps
to efficiently transform X to Y.

1. All parties locally compute X + R and send their shares to the first
party P;.

2. P; reconstructs the secret of X + R, denoted by w. Then P; computes f(w)
and generates a X’-sharing of f(w), denoted by W. Finally, P; distributes
the shares of W to all parties.

3. All parties locally compute Y = W — R'.

If we use rec,rec’ to denote the reconstruction maps of X and X’ (which are
linear by definition) respectively, the correctness follows from that

rec’(Y) = rec/ (W) —rec’(R') = f(w) — f(rec(R)) = f(rec(X + R) —rec(R)) = f(rec(X)).

And the security follows from the fact that X + R is a random X-sharing and thus
reveals no information about the secret of X. Therefore, the problem of sharing
transformation is reduced to preparing a pair of random sharings (R, R'). Let
r= E(Z, X' f) be the secret sharing scheme which satisfies that a f—sharing of
a secret x consists of X which is a ¥-sharing of x, and Y which is a X’-sharing
of f(x). Then, the goal becomes to prepare a random X-sharing,.

The generic approach of preparing random sharings of a linear secret sharing
scheme over F is as follows:

1. Each party P; first samples a random sharing R; and distributes the shares
to all other parties.

2. All parties use a linear randomness extractor over F to extract a batch of
random sharings such that they remain uniformly random even given the
random sharings sampled by corrupted parties. For a large finite field, we can
use the transpose of a Vandermonde matrix [DN07| as a linear randomness
extractor. The use of a randomness extractor is to reduce the communication
complexity per random sharing. Alternatively, we can simply add all ran-
dom sharings {R;}? ; and output a single random sharing, which results in
quadratic communication complexity in the number of parties.

If ¢ is the number of corrupted parties, all parties can extract n — ¢ random
sharings when using a large finite field. Then, the amortized communication
cost per sharing is n?/(n —t) field elements (assuming each share is a single field
element). When n — ¢t = O(n), e.g., the honest majority setting, the amortized
cost becomes n?/(n—t) = O(n), which is generally good enough since it matches
the communication complexity of delivering a random sharing by a trusted party,
which seems like the best we can hope, up to a constant factor.

Thus when we need to prepare many random sharings for the same linear
secret sharing scheme, the generic approach is already good enough. And in
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particular, it is good enough for ragdomNE-sharings which are used for the same
sharing transformation defined by X = X(X, X', f), since X' is also a linear secret
sharing scheme. This is exactly the case when we need to do degree reduction
in [BOGWS88,DN07| and change the encoding of the secrets in [CCXY18,PS21,
CRX21]. However, it is a different story if we need to prepare random sharings
for different linear secret sharing schemes: If only a constant number of random
sharings are needed for each linear secret sharing scheme, the amortized cost per
sharing becomes O(n?) field elements. This is exactly the case when we need
to perform permutation on the secrets of a packed secret sharing in [DIK10,
GIP15,BGJK21,GPS21]. In their setting, the permutations are determined by
the circuit structure. In particular, these permutations can all be distinct in
the worst case. As a result, the cost of preparing random sharings becomes the
dominating term in the communication complexity in the MPC protocols. To
avoid it, previous works either restrict the number of different secret sharing
schemes they need to prepare random sharings for [DIK10,GIP15,GPS21] or
restrict the types of circuits [BGJK21].

This leads to the following fundamental question: Can we prepare random
sharings (used for sharing transformations) for different linear secret sharing
schemes with amortized communication complezity O(n)?

2.1 Preparing Random Sharings for Different Linear Secret Sharing
Schemes

To better expose our idea, we focus on a large finite field F. In the following, we
use n for the number of parties, and ¢ for the number of corrupted parties. We
assume semi-honest security in the technical overview.

Linear Secret Sharing Scheme over F. For a linear secret sharing scheme X' over
F, we use Z = F* to denote the secret space. k is also referred to as the secret size
of X. For simplicity, we focus on the linear secret sharing schemes that have share
size 1 (i.e., each share is a single field element even though the secret is a vector
of k elements). Let share : Z x F” — F" be the deterministic sharing map which
takes as input a secret & and 7 random field elements, and outputs a X-sharing of
x. We focus on linear secret sharing schemes whose sharing maps are injective,
which implies that k + 7 < n. Let rec : F* — Z be the reconstruction map
which takes as input a X-sharing and outputs the secret of the input sharing.
As discussed above, we have shown that preparing many random sharings for
the same linear secret sharing scheme can be efficiently achieved.

We use the standard Shamir secret sharing scheme over F, and use [z]; to
denote a degree-t Shamir sharing of z. A degree-t Shamir sharing requires ¢ + 1
shares to reconstruct the secret. And any ¢ shares of a degree-t Shamir sharing
are independent of the secret.

Starting Point - Preparing a Random Sharing for a Single Linear
Secret Sharing Scheme. Let X' be an arbitrary linear secret sharing scheme.
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Although we have already shown how to prepare a random sharing for a single
linear secret sharing scheme X', we consider the following process which is easy
to be extended (discussed later).

1. All parties prepare k + 7 random degree-t Shamir sharings. Let 7 be the
secrets of the first & sharings, and p be the secrets of the last 7 sharings.
Our goal is to compute a random X-sharing of 7 with random tape p, i.e.,
share(T, p).

2. Since share is F-linear, for all j € {1,2,...,n}, the j-th share of share(r, p)
is a linear combination of the values in 7 and p. Thus, all parties can locally
compute a degree-t Shamir sharing of the j-th share of share(r, p) by using
the degree-t Shamir sharings of the values in 7 and p prepared in Step 1
and applying linear combinations on their local shares. Let [X;]; denote the
resulting sharing.

3. For all j € {1,2,...,n}, all parties send their shares of [X;]; to P; to let P,
reconstruct X;. All parties take X = (Xq,...,X,,) as output.

Note that 7 and p are all uniform field elements, and X = share(r, p). There-
fore, the output X is a random X-sharing.

We note that this approach requires to prepare k47 = O(n) random degree-t
Shamir sharings and communicate n? field elements in order to prepare a random
XY-sharing, which is far from O(n). To improve the efficiency, we try to prepare
random sharings for a batch of (potentially different) secret sharing schemes
each time.

Preparing Random Sharings for a Batch of Different Linear Secret
Sharing Schemes. We note that the above vanilla process can be viewed as all
parties securely evaluating a circuit for the sharing map share of Y. In partic-
ular, (1) the circuit only involves linear operations, and (2) circuits for different
secret sharing schemes (i.e., share;,shares,...,sharey) all satisfy that each
output value is a linear combination of all input values with different coeffi-
cients. When we want to prepare random sharings for a batch of different secret
sharing schemes, the joint circuit is very similar to a SIMD circuit (which is a
circuit that contains many copies of the same sub-circuit). The only difference
is that, in our case, each sub-circuit corresponds to a different secret sharing
scheme, and therefore the coefficients used in different sub-circuits are distinct.
On the other hand, a SIMD circuit would use the same coefficients in all sub-
circuits. Thus, it motivates us to explore the packed secret-sharing technique
in [FY92], which is originally used to evaluate a SIMD circuit.

Starting Idea. Suppose Xq,Xs,..., Y are k arbitrary linear secret sharing
schemes (Recall that we want to prepare random sharings for different sharing
transformations, and every different sharing transformation requires to prepare
a random sharing of a different secret sharing scheme). We assume that they
all have share size 1 (i.e., each share is a single field element) for simplicity. We
consider to use a packed secret sharing scheme that can store k secrets in each
sharing. Our attempt is as follows:
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1. All parties first prepare n random packed secret sharings (Our construction
will use the packed Shamir secret sharings introduced below). The secrets

are denoted by r1,72,...,7,, where each secret r; is a vector of k random
elements in F.
2. For all i € {1,2,...,k}, we want to use the i-th values of all secret vectors

to prepare a random sharing of ;. With more details, suppose X; has secret
space Z; = F¥ and the sharing map of ¥; is share; : Z; x F™* — [F™.
Consider the vector (r1,;,72,,---,7n,) Which contains the i-th values of all
secret vectors. We plan to use the first k; values as the secret T;, and the next
7; values as the random tape p;. Recall that we require share; to be injective.
We have INfZ + 7; < n. Therefore, there are enough values for 7; and p;. The
goal is to compute a random X;-sharing X; of the secret 7; with random tape
pi, i.e., X; = share;(7;, p;).

3. For each party P;, let u; denote the j-th shares of X1,..., X;. We want to
use the packed secret sharings of r1, ..., 7, to compute a single packed secret
sharing of u;.

4. After obtaining a packed secret sharing of u;, we can reconstruct the sharing
to P; so that he learns the j-th share of each of X,..., X}. Thus, we start
with n packed secret sharings (of 71, ..., 7,) of the same secret sharing scheme
and end with k sharings X;,..., Xy of k potentially different secret sharing
schemes.

Clearly, the main question is how to realize Step 3. We observe that, since
X; is a linear secret sharing scheme, the j-th share of X; can be written as a
linear combination of the values in 7; and p;. Therefore, the j-th share of X;
is a linear combination of the values (r1;,72,,...,7y,;). Since it holds for all
i€{1,2,...,k}, there exists constant vectors ci,...,c, € F¥ such that

Uj:=C1*T1+ ...+ Cp*Tp,

where * denotes the coordinate-wise multiplication operation. Thus, what we
need is a packed secret sharing scheme that supports efficient coordinate-wise
multiplication with a constant vector. We note that the packed Shamir secret
sharing scheme fits our need as we show next.

Packed Shamir Secret Sharing Scheme and Multiplication-Friendliness. The
packed Shamir secret sharing scheme [FY92] is a natural generalization of the
standard Shamir secret sharing scheme [Sha79]. It allows to secret-share a batch
of secrets within a single Shamir sharing. For a vector & € F*, we use [z]4 to
denote a degree-d packed Shamir sharing, where k — 1 < d < n — 1. It requires
d 4 1 shares to reconstruct the whole sharing, and any d — k + 1 shares are
independent of the secrets. The packed Shamir secret sharing scheme has the
following nice properties:

— Linear Homomorphism: For all d > k—1 and z,y € F*, [z +ylq = [x]a+ [¥]a-

— Multiplicative: For all dy,ds > k — 1 subject to di + do < n, and for all
x,y € F* [x*ylg, +d, = [T]a, - [U]d,, Where the multiplications are performed
on the corresponding shares.



Sharing Transformation and Dishonest Majority MPC with Packed SS 11

Note that when d < n — k, all parties can locally multiply a public vector
c € F* with a degree-d packed Shamir sharing [z]4:

1. All parties first locally compute a degree-(k — 1) packed Shamir sharing of ¢,
denoted by [c]x—1. Note that for a degree-(k — 1) packed Shamir sharing, all
shares are determined by the secret c.

2. All parties then locally compute [c * x],—1 = [c]g—1 - [®]n—k-

We simply write [¢* x],—1 = ¢ [x],—k to denote the above process. We refer to
this property as multiplication-friendliness.

To make sure that the packed Shamir secret sharing scheme is secure against
t corrupted parties, we also require d >t +k —1. Whend = n — k and k =
(n —t+1)/2, the degree-(n — k) packed Shamir secret sharing scheme is both
multiplication-friendly and secure against ¢ corrupted parties.

Observe that when we use the degree-(n — k) packed Shamir secret sharing
scheme in our attempt, all parties can locally compute a degree-(n — 1) packed
Shamir sharing of w; by

[uj]n—l =C1- [rl]n—k +...+cn- [Tn]n—ka
which solves the problem.

Summary of Our Construction. In summary, all parties run the following
steps to prepare random sharings for k different linear secret sharing schemes
X, Yo Xk

1. Prepare Packed Shamir Sharings: All parties prepare n random degree-(n—k)

packed Shamir sharings, denoted by [r1]n—k, .., [Pn]n—k-
2. Use Packed Secrets as Randomness for Target LSSS: Foralli € {1,2,...,k},let
= (T4, 7 ;) and p; = (7”,;14r1 i T ;)- Let X; = share;(T;, p;).

3. Compute a Single Packed Shamir Sharing for All j-th Shares of Target LSSS
via Local Operations: For all j € {1,2,...,n}, let u; be the j-th shares of
(X4,...,X%). All parties locally compute a degree-(n — 1) packed Shamir
sharing of w; by using [r1]n—k, ..., [Tn]n—k. The resulting sharing is denoted
by [w;]n-1.

4. Reconstruct the Single Packed Shamir Sharing of All j-th Shares to P;: For all
j €{1,2,...,n}, all parties reconstruct the sharing [;],—1 to P; to let him
learn u; = (ug-l)7 o 7u§-k)). Then all parties take {X; = (ugz), e ,ugf))}i?zl as
output.

We note that in Step 4, [u;],—1 is not a random degree-(n — 1) packed
Shamir sharing of w;. Directly sending the shares of [u;l,—1 to P; may leak
the information about honest parties’ shares. To solve it, all parties also pre-
pare n random degree-(n — 1) packed Shamir sharings of 0 € F¥, denoted by
[01]n—1,..,[0n]n—1. Then all parties use [0;],—1 to refresh the shares of [u;],,—1
by computing [w;],—1 = [Uj]n—1 + [0j]n—1. Now [u;],_1 is a random degree-
(n — 1) packed Shamir sharing of u;. All parties send their shares of [u;],—1 to
P; to let him reconstruct u;.
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Communication Complexity. Thus, to prepare random sharings for k linear
secret sharing schemes, our construction requires to prepare n random degree-
(n — k) packed Shamir sharings and n random degree-(n — 1) packed Shamir
sharings of 0 € F¥. And the communication complexity is n? field elements.
On average, each random sharing costs 2n/k packed Shamir sharings and n?/k
elements of communication. When we use the generic approach to prepare ran-
dom packed Shamir sharings, the total communication complexity per random
sharing is O(n?/k) elements.

Recall that k = (n—t+1)/2. When ¢t = (1—¢)-n for a positive constant €, the
communication complexity per random sharing is O(n) elements, which matches
the communication complexity of delivering a random sharing by a trusted party
up to a constant factor. In Sect.4, we show that our technique works for any
share size ¢ (with an increase in the communication complexity by a factor £),
and is naturally extended to any finite fields and rings Z/p‘Z.

Efficient Sharing Transformation. Recall that in the problem of sharing trans-
formation, all parties start with holding a sharing X of a linear secret sharing
scheme Y. They want to compute a sharing Y of another linear secret sharing
scheme X’ such that the secret of Y is a linear map of the secret of X.

As we discussed above, sharing transformation can be achieved efficiently
with the help of a pair of random sharings (R, R’) such that R is a random
Y-sharing and R’ is a random XY’-sharing which satisfies that the secret of R’
is equal to the result of applying the desired linear map on the secret of R.
A key insight is that (R, R') can just be seen as a linear secret sharing on its
own. With our technique of preparing random sharings for different linear secret
sharing schemes, we can efficiently prepare a pair of random sharings (R, R’),
allowing efficient sharing transformation from X to Y.

When t = (1 — ¢€) - n for a positive constant €, each sharing transformation
only requires O(n) field elements of communication.

2.2 Application: MPC via Packed Shamir Secret Sharing Schemes

In this section, we show that our technique for sharing transformation allows us
to design an efficient MPC protocol via packed Shamir secret sharing schemes.
We focus on the dishonest majority setting and information-theoretic setting
in the circuit-independent preprocessing model. In the preprocessing model, all
parties receive correlated randomness from a trusted party before the computa-
tion. The preprocessing model enables the possibility of an information-theoretic
protocol in the dishonest majority setting, which otherwise cannot exist in the
plain model. The cost of a protocol in the preprocessing model is measured by
both the amount of preprocessing data prepared in the preprocessing phase and
the amount of communication in the online phase [Coul9, BGIN21].

Let n be the number of parties, and ¢ be the number of corrupted parties. For
any positive constant e, we show that there is an information-theoretic MPC pro-
tocol in the circuit-independent preprocessing model with semi-honest security
(or malicious security) that computes an arithmetic circuit C over a large finite
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field F (with |F| > |C| + n) against t = (1 — €) - n corrupted parties with O(|C)
field elements of preprocessing data and O(|C|) field elements of communication.
Compared with the recent work [GPS21| that achieves O(|C|) communication
complexity in the strong honest majority setting (i.e., t = (1/2 — €) - n), our
construction has the following advantages:

1. Our protocol works in the dishonest majority setting.

2. With our new technique for sharing transformation, we avoid the heavy
machinery in [GPS21] for the network routing (see more discussion in the
full version of this paper [GPS22]).

On the other hand, we note that the protocol in [GPS21] works for a finite field
of size 2n while our protocol requires the field size to be |C| 4+ n. We discuss how
our technique for sharing transformation can be used to simplify the protocol
in [GPS21] and how to extend their protocol to the dishonest majority setting
using our techniques in the full version of this paper [GPS22]. We also refer the
readers to the full version of this paper [GPS22| for a more detailed comparison
with [GPS21] and other related works.

Review the Packed Shamir Secret Sharing Scheme. We recall the notion of the
packed Shamir secret sharing scheme. Let oy, ..., a, be n distinct elements in F
and pos = (p1,ps, ..., pr) be another k distinct elements in F. A degree-d (d >
k — 1) packed Shamir sharing of & = (x1,...,2) € F¥ is a vector (w1, ...,w,)
for which there exists a polynomial f(-) € F[X] of degree at most d such that
f(pi) =x; for all i € {1,2,...,k}, and f(o;) = w; for all i € {1,2,...,n}. The
i-th share w; is held by party P;.

In our protocol, we will always use the same elements «g,...,a, for the
positions of the shares of all parties. However, we may use different elements
pos for the secrets. We will use [x||pos]q to denote a degree-d packed Shamir
sharing of & € F* stored at positions pos. Let 3 = (31, .., B%) be distinct field
elements in F that are different from «q,...,a,. We will use 3 as the default
positions for the secrets, and simply write [x]s = [2]|3]4.

Recall that ¢ is the number of corrupted parties. Let k = (n —t 4+ 1)/2 and
d = n—k. As we have shown in Sect. 2.1, all parties can locally multiply a public
vector with a degree-(n — k) packed Shamir sharing, and a degree-(n — k) packed
Shamir sharing is secure against ¢ corrupted parties.

An Overview of Our Construction. At a high-level,

1. All parties start with sharing their input values by using packed Shamir
sharings.

2. In each layer, addition gates and multiplication gates are divided into groups
of size k. Each time we will evaluate a group of k gates:

(a) For each group of k gates, all parties prepare two packed Shamir sharings,
one for the first inputs of all gates, and the other one for the second inputs
of all gates. Note that the secrets we want to be in a single sharing can
be scattered in different output sharings from previous layers. This step
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is referred to as network routing. Relying on our technique of sharing
transformation, we can use a much simpler approach to handle network
routing than that in [GPS21].

(b) After preparing the two input sharings, all parties evaluate these k gates.
Addition gates can be locally computed since the packed Shamir secret
sharing scheme is linearly homomorphic. For multiplication gates, we
extend the technique of Beaver triples [Bea9l] to our setting, which we
refer to as packed Beaver triples. All parties need to prepare packed Beaver
triples in the preprocessing phase.

3. After evaluating the whole circuit, all parties reconstruct the sharings they
hold to the parties who should receive the result.

Sparsely Packed Shamir Sharings. Our idea is to use a different position to store
the output value of each gate. Recall that |[F| > |C| +n. Let 81, B, ..., B)c| be
|C] distinct field elements that are different from g, aa, ..., ay,. (Recall that we
have already defined 8 = (f1,..., %), which are used as the default positions
for a packed Shamir sharing.) We associate the field element (; with the i-th
gate in C'. We will use 3; as the position to store the output value of the i-th
gate in a degree-(n — k) packed Shamir sharing (see an example below).

Concretely, for each group of k gates, all parties will compute a degree-(n—k)
packed Shamir sharing such that the results are stored at the positions associated
with these k gates respectively. For example, when k& = 3, for a batch of 3 gates
which are associated with the positions 1, 33, 8¢ respectively, all parties will
compute a degree-(n — k) packed Shamir sharing [(21, 23, 26) || (51, 83, B6)|n—k for
this batch of gates, where 21, z3, 2z are the output wires of these 3 gates.

As we will see later, it greatly simplifies the protocol for network routing.

Network Routing. In each intermediate layer, for every group of k gates,
suppose x are the first inputs of these k gates, and y are the second inputs
of these k gates. All parties will prepare two degree-(n — k) packed Shamir
sharings [x],—x and [y],—x stored at the default positions using the following
approach. The reason of choosing the default positions is to use the packed
Beaver triples, which use the default positions since the preprocessing phase is
circuit-independent (discussed later). We focus on how to obtain [x],_.

Let € = (x1,x9,...,2). For simplicity, we assume that x1,x2,...,z are
output wires from k distinct gates. Later on, we will show how to handle the
scenario where the same output wire is used multiple times by using fan-out
operations. Since we use a different position to store the output of each gate, the
positions of these k gates are all different. Let pq, ..., pr denote the positions of
these k gates and pos = (p1,...,pr). We first show that all parties can locally
compute a degree-(n — 1) packed Shamir sharing [z |/pos],_1.

Selecting the Correct Secrets. For alli € {1,2,...,k}, let [£()||pos(V],,_;. be the
degree-(n — k) packed Shamir sharing that contains the secret x; at position p;
from some previous layer. Let e; be the i-th unit vector in F¥ (i.e., only the i-th
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term is 1 and all other terms are 0). All parties locally compute a degree-(k — 1)
packed Shamir sharing [e;||pos];—1. Consider the following degree-(n—1) packed
Shamir sharing:
leillpos]i—1 - [ [pos ],

We claim that, the resulting sharing satisfies that the value stored at position
p; is x; and the values stored at other positions in pos are all 0. To see this,
recall that each packed Shamir sharing corresponds to a polynomial. Let f be the
polynomial corresponding to [e;||pos]x—1, and g be the polynomial corresponding
to [z |lpos],,_x. Then f satisfies that f(p;) = 1 and f(p;) = 0 for all j # 4,
and g satisfies that g(p;) = x;. Note that h = f-g is the polynomial corresponding
to the resulting sharing [e;||pos]r_1-[z?|pos¥],_x, which satisfies that h(p;) =
f(pi) - 9(pi) =1-2; =z, and h(p;) = f(p;) - 9(p;) = 0- g(p;) = 0 for all j #i.
Thus, the resulting sharing has value z; in the position p; and 0 in all other
positions in pos. Effectively, we select the secret z; from [z |pos(®],_; at
position p; and zero-out the values stored at other positions in pos.

Getting all Secrets into a Single Packed Shamir Sharing. Thus, for the following
degree-(n — 1) packed Shamir sharing
k: . .

Z[eiHPOS]k—l ’ [m(l)”pos(l)]n—ka

i=1
it has value x; stored in the position p; for all i € {1,2,..., k}, which means that
it is a degree-(n — 1) packed Shamir sharing [x||pos],—1. Therefore, all parties
can locally compute [x|/pos],—1 = Zle[einos]k_l 2@ pos®],, .

Applying Sharing Transformation. Finally, to obtain [x],—x = [z||B]n—k, all
parties only need to do a sharing transformation from [z||pos],—1 to [®]n_&.
Relying on our technique for sharing transformation, we can achieve this step
with O(n) field elements of communication.

Therefore, our protocol for network routing only requires a local computation
for [z||pos],—1 and an efficient sharing transformation for [x],,_j with O(n) field
elements of communication.

Handling Fan-Out Operations. The above solution only works when all the wire
values of & come from different gates. In a general case, * may contain many
wire values from the same gate. We modify the above protocol as follows:

1. Suppose z7,...,x}, are the different values in x. Let =’ = (2},...,2},,
0,...,0) € Fk. For alli € {1,2,...,k'}, let p; be the position associated with
the gate that outputs z;. We choose pg/41, . . ., pg to be the first (k — &) unused
positions and set pos = (p1, - . ., pr ). Then, all parties follow a similar approach
to locally compute a degree-(n — 1) packed Shamir sharing of [z'||pos],—1.

2. Note that =’ contains all different values in x. Thus, there is a linear map
f : F¥* — F* such that * = f(z'). Therefore, relying on our technique for
sharing transformation, all parties transform [x'||pos],—1 to [&]n—k-

The communication complexity remains O(n) field elements.
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Evaluating Multiplication Gates Using Packed Beaver Triples. For a
group of k multiplication gates, suppose all parties have prepared two degree-(n—
k) packed Shamir sharings [x],—x and [y],—x. Let pos be the positions associated
with these k gates. The goal is to compute a degree-(n—k) packed Shamir sharing
of x * y stored at positions pos. To this end, we extend the technique of Beaver
triples [Bea91] to our setting, which we refer to as packed Beaver triples. We
make use of a random packed Beaver triple ([a]n—k, [bln—k, [€]n—k), Where a,b
are random vectors in F* and ¢ = a * b. All parties run the following steps:

1. All parties locally compute [z + a],—r = [®]n—k + [@]n—r and [y + b, =

[Y]n—r + [bln—k-

2. The first party P; collects the whole sharings [z + al],—x, [y + b],—r and
reconstructs the secrets x + a,y + b. Recall that * = (z1,...,2%) and a =
(ai,...,as) are vectors in F*, and x +a = (21 + a1, ..., % + ay). Similarly,

y+b=(y1+b1,...,yx +bi). P. computes the sharings [+ a]i—1, [y +b]r-1
and distributes the shares to other parties.
3. All parties locally compute

[2]ln—1 = [z+alk—1-[y+blk—1—[T+alp—1-[bln—k —[Yy+blk—1-[a]n—r+[c|n—k-

Here the resulting sharing [z],,—1 has degree n — 1 due to the second term
and the third term.

4. Finally, all parties transform the sharing [z],—; to [z|pos],—k. Relying on
our technique of sharing transformation, this can be done with O(n) field
elements of communication.

Note that in the above steps, all parties only reveal [x + al,—j and [y + b,
to Pi. Recall that [a],_j and [b],,—; are random degree-(n — k) packed Shamir
sharings. Therefore, [x + a],—x and [y + b, are also random degree-(n — k)
packed Shamir sharings, which leak no information about  and y to P;. Thus,
the security follows.

Therefore, to evaluate a group of k£ multiplication gates, all parties need to
prepare a random packed Beaver triple ([a]n—k, [bln—k, [€]n—k), Which is of size
O(n) field elements. The communication complexity is O(n) field elements.

Summary. In summary, our protocol works as follows. All parties first prepare
enough packed Beaver triples stored at the default positions in the preprocessing
phase. Then in the online phase, all parties evaluate the circuit layer by layer.
For each layer, all parties first use the protocol for network routing to prepare
degree-(n — k) packed Shamir sharings for the inputs of this layer. Then, for
every group of addition gates, all parties can compute them locally due to the
linear homomorhpism of the packed Shamir secret sharing scheme. For every
group of multiplication gates, we use the technique of packed Beaver triple to
evaluate these gates. In particular, evaluating each group of multiplication gates
will consume one fresh packed Beaver triple prepared in the preprocessing phase.

When t = (1—¢)-n for a positive constant €, we have k = (n—t+1)/2 = O(n).
For the amount of preprocessing data, we need to prepare a packed Beaver triple
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for each group of k multiplication gates. Thus, the amount of preprocessing data
is bounded by O(% -n) = O(|C|). For the amount of communication, note that
all parties need to communicate during the network routing and the evaluation
of multiplication gates. Both protocols require O(n) elements of communication
to process k secrets. Thus, the amount of communication complexity is also
bounded by O(!C! - n) = O(|C)).

Therefore, we obtain an information-theoretic MPC protocol in the circuit-
independent preprocessing model with semi-honest security that computes an
arithmetic circuit C' over a large finite field F (with |F| > |C| + n) against
t = (1 —€) - n corrupted parties with O(|C) field elements of preprocessing data
and O(|C]) field elements of communication.

Other Results

Malicious Security of the Online Protocol. To achieve malicious security, we
extend the idea of using information-theoretic MACs introduced in [BDOZ11,
DPSZ12] to authenticate packed Shamir sharings. Concretely, at the beginning of
the computation, all parties will prepare a random degree-(n — k) packed Shamir
sharing [v],_, where v = (7,7, ...,7) € F¥ and v is a random field element. The
secrets ~ serve as the MAC key. To authenticate the secrets of a degree-(n — k)
packed Shamir sharing [x],—, all parties will compute a degree-(n — k) packed
Shamir sharing [y * @],—;. We will show that almost all malicious behaviors of
corrupted parties can be transformed to additive attacks, i.e., adding errors to
the secrets of degree-(n — k) packed Shamir sharings.

Note that if the corrupted parties change the secrets @ to « + 1, they also
need to change the secrets v+ to v*x+0ds such that d; = y*d;. However, since ~y
is a uniform value in F, the probability of a success attack is at most 1/|F|. When
the field size is large enough, we can detect such an attack with overwhelming
probability. See more details in the full version of this paper [GPS22].

Using the Result of [GPS21] for Small Finite Fields. Recall that our protocol
requires the field size to be at least |C| + n. On the other hand, the protocol
in [GPS21] can use a finite field of size 2n. This is due to the use of different
approaches to handle network routing.

When using a small finite field, we can use the technique in [GPS21] to
handle network routing. Our technique for sharing transformation also improves
the concrete efficiency of computing fan-out gates and performing permutations
in [GPS21]. More details can be found in the full version of this paper [GPS22].

3 Preliminaries

In this work, we use the client-server model for the secure multi-party compu-
tation. In the client-server model, clients provide inputs to the functionality and
receive outputs, and servers can participate in the computation but do not have
inputs nor get outputs. Each party may have different roles in the computation.



18 V. Goyal et al.

Note that, if every party plays a single client and a single server, this corresponds
to a protocol in the standard MPC model. Let ¢ denote the number of clients
and n denote the number of servers. For all clients and servers, we assume that
every two of them are connected via a secure (private and authentic) synchronous
channel so that they can directly send messages to each other.

We focus on functions that can be represented as arithmetic circuits over a
finite field F with input, addition, multiplication, and output gates.? We use &
to denote the security parameter, C' to denote the circuit, and |C| for the size
of the circuit. In this work, we assume that the field size is |F| > 2". Note that
it implies |F| > |C| + n since both the number of parties and the circuit size are
bounded by poly(k).

We are interested in the information-theoretic setting in the (circuit-
independent) preprocessing model. The preprocessing model assumes that there
is an ideal functionality which can prepare circuit-independent correlated ran-
domness before the computation. Then the correlated randomness is used in
a lightweight and fast online protocol. In particular, the preprocessing model
enables the possibility of an information-theoretic protocol in the dishonest
magjority setting, which otherwise cannot exist in the plain model. The cost of a
protocol in the preprocessing model is measured by both the amount of commu-
nication via private channels in the online phase and the amount of preprocessing
data prepared in the preprocessing phase [Coul9,BGIN21].

An adversary A can corrupt at most ¢ clients and ¢ servers, provide inputs to
corrupted clients, and receive all messages sent to corrupted clients and servers.
Corrupted clients and servers can deviate from the protocol arbitrarily. One
benefit of the client-server model is that it is sufficient to only consider maximum
adversaries, i.e., adversaries which corrupt exactly ¢ parties. We refer the readers
to the full version of this paper [GPS22| for more details about the security
definition and the benefit of the client-server model. In the following, we assume
that there are exactly ¢t corrupted parties.

4 Preparing Random Sharings for Different Arithmetic
Secret Sharing Schemes

4.1 Arithmetic Secret Sharing Schemes

Let R be a finite commutative ring. In this work, we consider the following
arithmetic secret sharing schemes from [ACD+20] (with slight modifications).

Definition 1 (Arithmetic Secret Sharing Schemes). The syntaz of an
R-arithmetic secret sharing scheme X consists of the following data:

— A set of parties T ={1,...,n}.

2 In this work, we only focus on deterministic functions. A randomized function can
be transformed to a deterministic function by taking as input an additional random
tape from each party. The XOR of the input random tapes of all parties is used as
the randomness of the randomized function.
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— A secret space Z = RF. k is also denoted as the number of secrets packed
within X,

— A share space U = RE. { is also denoted as the share size.

— A sharing space C C U%, where UL denotes the indexed Cartesian product
[lier U

— An injective R-module homomorphism: share : Z x R" — C, which maps a
secret © € Z and a random tape p € R, to a sharing X € C. share is also
denoted as the sharing map of X.

— A surjective R-module homomorphism: rec : C — Z, which takes as input
a sharing X € C and outputs a secret © € Z. rec is also denoted as the
reconstruction map of X.

The scheme X satisfies that for all x € Z and p € R", rec(share(z, p)) = x.
We may refer to X as the 6-tuple (n, Z,U, C, share, rec).

For a non-empty set A C Z, the natural projection m4 maps a tuple u =
(ui)ier € U* to the tuple (u;)ica € UL

Definition 2 (Privacy Set and Reconstruction Set). Suppose A C T is
nonempty. We say A is a privacy set if for all xy,x1 € Z, and for all vector
ve U4,

li)r[ﬁA(share(azo,p)) =v] = P;r[ﬂA(share(asl,p)) =v].

We say A is a reconstruction set if there is an R-module homomorphism
recy : ma(C) — Z, such that for all X € C,

recy(ma(X)) = rec(X).

Intuitively, for a privacy set A, the shares of parties in A are independent of
the secret. For a reconstruction set A, the shares of parties in A fully determine
the secret.

Threshold Linear Secret Sharing Schemes and Multiplication-friendly Property.
In this work, we are interested in threshold arithmetic secret sharing schemes.
Concretely, for a positive integer t < n, a threshold-t arithmetic secret sharing
scheme satisfies that for all A C 7 with |A| < ¢, A is a privacy set.

We are interested in the following property.

Property 1 (Multiplication-Friendliness). We say X = (n, Z = R¥,U, C, share,
rec) is multiplication-friendly if there is an R-arithmetic secret sharing scheme
Y = (n,Z = R¥,U',C’, share’,rec’) and n functions {f; : R* x U — U’}
such that for all ¢ € R* and for all X € C,

- Y = (fi(e, X1), fa(e, X2), ..., fu(e, Xp)) is in €7, ie., a sharing in X’. We
will use Y = ¢+ X to represent the computation process from c and X to Y.
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—rec’/(Y) = c * rec(X), where * is the coordinate-wise multiplication
operation.

Intuitively, for a multiplication-friendly scheme X', if all parties hold a X-
sharing of a secret & € Z and a public vector ¢ € R¥, they can locally compute a
X-sharing of the secret ¢, where * denotes the coordinate-wise multiplication
operation. We prove Lemma 1 in the full version of this paper [GPS22].

Lemma 1. If X is a multiplication-friendly threshold-t R-arithmetic secret
sharing scheme, and X’ be the R-arithmetic secret sharing scheme defined in
Property 1, then X' has threshold t.

4.2 Packed Shamir Secret Sharing Scheme

In our work, we are interested in the packed Shamir secret sharing scheme. We
use the packed secret-sharing technique introduced by Franklin and Yung [FY92].
This is a generalization of the standard Shamir secret sharing scheme [Sha79].
Let F be a finite field of size [F| > 2n. Let n be the number of parties and k
be the number of secrets that are packed in one sharing. Let a1,...,a, be n
distinct elements in F and pos = (p1,p2, ..., pr) be another k distinct elements
in F. A degree-d (d > k — 1) packed Shamir sharing of © = (z1,...,7;) € FF is
a vector (wy,...,w,) for which there exists a polynomial f(-) € F[X] of degree
at most d such that f(p;) = z; for all ¢ € {1,2,...,k}, and f(a;) = w; for all
1€ {1,2,...,n}. The i-th share w; is held by party P;. Reconstructing a degree-
d packed Shamir sharing requires d + 1 shares and can be done by Lagrange
interpolation. For a random degree-d packed Shamir sharing of «, any d — k + 1
shares are independent of the secret x.

In our work, we will always use the same elements aq, ..., a, for the shares
of all parties. However, we may use different elements pos for the secrets. We
will use [z||pos], to denote a degree-d packed Shamir sharing of € F¥ stored at
positions pos. In the following, operations (addition and multiplication) between
two packed Shamir sharings are coordinate-wise. We recall two properties of the
packed Shamir sharing scheme:

— Linear Homomorphism: For all d > k — 1 and =,y € F*, [z + y|pos]s =
[z[|pos]a + [yllpos]a-

— Multiplicative: Let * denote the coordinate-wise multiplication operation.
For all di,ds > k — 1 subject to di + do < n, and for all =,y € FF,

[ * yllposla, +a, = [z||pos]a, - [yllpos]a,-

These two properties directly follow from the computation of the underlying
polynomials.

Note that the second property implies that, for all k — 1 < d < n —k, a
degree-d packed Shamir secret sharing scheme is multiplication-friendly (defined
in Property 1). Concretely, for all z,c € F*  all parties can locally compute
[c * x||pos]atk—1 from [z|pos]q and the public vector c. To see this, all parties
can locally transform ¢ to a degree-(k — 1) packed Shamir sharing [c||pos]_1.
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Then, they can use the property of the packed Shamir sharing scheme to compute
e+ @[poslasx—1 = [cllpos]i_1 - []pos]a.

Recall that ¢ is the number of corrupted parties. Also recall that a degree-d
packed Shamir secret sharing scheme is of threshold d — k 4+ 1. To ensure that
the packed Shamir secret sharing scheme has threshold ¢ and is multiplication-
friendly, we choose k such that t <d—k+1andd <n—k. Whend=n—k
and k = (n — t 4+ 1)/2, both requirements hold and k is maximal.

4.3 Preparing Random Sharings for Different Arithmetic Secret
Sharing Schemes

In this part, we introduce our main contribution: an efficient protocol that pre-
pares random sharings for a batch of different arithmetic secret sharing schemes.
Let R be a finite commutative ring. Let I = (n, Z,U,C, sharey, recy) be
an R-arithmetic secret sharing scheme. Our goal is to realize the functionality
Frand-sharing Presented in Functionality 1.

Functionality 1: Fand-sharing (11)

1. Frand-sharing receives the set of corrupted parties, denoted by Corr.

2. Frand-sharing receives from the adversary a set of shares {u;}jccorr where u; €
U for all j € Corr.

3. Frand-sharing Samples a random I7-sharing X such that the shares of X held
by corrupted parties are identical to those received from the adversary, i.e.,
Teorr(X) = () ecorr- If such a sharing does not exist, Frand-sharing sends
abort to all honest parties and halts.

4. Otherwise, Frand-sharing distributes the shares of X to honest parties.

Initialization. Let X = (n,Z = R¥ U,C,share,rec) be a multiplication-
friendly threshold-¢t R-arithmetic secret sharing scheme. In the following,
we will use [z] to denote a X-sharing of * € RF. Let ¥/ = (n,Z' =
RF,U',C’', share’, rec’) be the R-arithmetic secret sharing scheme in Prop-
erty 1. By Lemma 1, X’ has threshold ¢t. We use (y) to denote a X’-sharing
of y € RE. For all ¢ € R, we will write

(cxx) =c-[x]

to represent the computation process from ¢ and [z] to (¢ * «) in Property 1.
Our construction will use the ideal functionality Fiand = Frand-sharing(X)
that prepares a random Y-sharing, and the ideal functionality Frandzero (Func-
tionality 2) that prepares a random X’-sharing of 0 € RF.
Let I, 11, ..., II; be k arbitrary R-arithmetic secret sharing schemes with
the restriction that all schemes have the same share size, i.e., the share space
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Functionality 2: F.nd4zero

1. Let X' = (n,Z' = RE, U’,C’, share’ rec’). Franazero receives the set of cor-
rupted parties, denoted by Corr.

2. Frandzero receives from the adversary a set of shares {u; }iecorr, where u; celU’
for all P; € Corr.

3. FrandZero samples a random X’-sharing of 0 € RE, (0), such that the shares
of corrupted parties are identical to those received from the adversary, i.e.,
Teorr((0)) = (u;)jecow. If such a sharing does not exist, Frandzero sends
abort to all honest parties and halts.

4. Otherwise, Frandzero distributes the shares of (0) to honest parties.

U = RE. Let Z; = RF¥i be the secret space of II; and share; : Z; x R" — C; be
the sharing map. Since share; is injective, and C; C UZ, we have k; +7; < n - L.

The goal is to prepare k random sharings X7, Xo, ..., X} such that X is a
random IT;-sharing, i.e., realizing {Frand sharing (IT:) }F_;

Protocol Description. The construction of our protocol RAND-SHARING appears
in Protocol 3. We prove Lemma 2 in the full version of this paper [GPS22].
Protocol RAND-SHARING requires n2.0- (£ + ¢') ring elements of preprocessing
data and n?-¢- ¢ ring elements of communication to prepare k random sharings
for I11, Il5, . . ., I}, one for each secret sharing scheme. The detailed cost analysis
can also be found in the full version of this paper [GPS22].

Lemma 2. For any k R-arithmetic secret sharing schemes {II;}¥_, such that
they have the same share size, Protocol RAND-SHARING securely computes
{}—mnd-shmng(ﬂi)}f:l in the {Frand, FrandZero t-hybrid model against a semi-
honest adversary who controls t parties.

4.4 Instantiating Protocol RAND-SHARING via Packed Shamir Secret
Sharing Scheme

Recall that when k = (n —t 4+ 1)/2, a degree-(n — k) packed Shamir secret
sharing has threshold ¢ and is multiplication-friendly. Therefore, we use a degree-
(n—k) packed Shamir secret sharing scheme to instantiate X in Protocol RAND-
SHARING. Then X" is a degree-(n — 1) packed Shamir secret sharing scheme. For
Y and X,

— The secret space is F*¥, where k = (n —t 4 1)/2.
— The share space is F, i.e., each share is a single field element. Therefore
(=0 =1.

Thus, we obtain a protocol that prepares random sharings for I1y, Ils, . . ., I},
with 2:n%-¢ = O(n?-¢) field elements of preprocessing data and n?-/ field elements
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Protocol 3: RAND-SHARING

1. Let I, I, ..., Il be k arbitrary R-arithmetic secret sharing schemes such
that they have the same share size. Let U = R® denote the share space. For
all i € {1,2,...,k}, let Zi = R be the secret space of IT;, and share; :
Zi x R7i — C be the sharing map of II;. We have ki+7 <n-L.

2. All parties invoke Frana n-¢ times and obtain n-¢ random X- sharings, denoted
by [1"1], [1”2], ceey [T'n.f]~ For all 7 € {1, 2., k}, let 7, = (7’172',7'2,2', Cey chi,i) €
R’_”, and p; = (r,;ﬁl’i,r;cﬁz’i, . ,r,;ﬁm’i) € R™. The goal of this protocol
is to compute the [I;-sharing X; = share; (73, pi)- §

3. All parties invoke Frandzero 1 - £ times and obtain n - £ random X-sharings of
0 € R*, denoted by {(og-l)), (0;.2)>, ey (og.z)>}?:1.

4. For all i € {1,2,...,k}, j € {1,2,...,n}, and m € {1,2,...,0}, let L™ -
Zi xR =R denote the R- module hOmOmOI‘phlSm such that for all T € Z;
and p € R™, EY ™) (+, p) outputs the m-th element of the j-th share of the

II;-sharing share; (7, p). Then there exist c(Z m), . c<Z ™ 6 R such that

Jyki+7
ks 7
(4,m) _ (i,m) (i,m)
L; (T’p)_zcj,v 'T”+ch,fci+v'p”'
v=1 v=1

Forallj€{1,2,...,n},m€{1,2,...,f}, andve{l,...,n-g}, let

, 1 2, k, k
(o) = () e2m) Ry e RE
where cy ™) =0 for all v > k; + 7.
5. Forallie {1,2,....k}, j € {1,2,...,n}, and m € {1,2,..., 0}, let u{"™ =
@Gm) . (xm) _  (1,m)  (2,m) (k,m)

L; (‘rl,pz).Letuj = (u; " g ). Forallj e{1,2,...,n}
and m € {1,2,...,/}, all parties locally compute a X’-sharing

<u§* m) + Z (* m)

Then, all parties send their shares of (u§*’m)> to P;.

6. For all j € {1,2,...,n} and m € {1,2,...,¢}, P; reconstructs the X'-
sharing (u; Cem)y and learns 'u,(* ™= (ug.l’m),u;?’m),...,ug.k’m)). Then for
all i € {1,2, ...,k}, P;j sets his share of the II;-sharing, X;, to be u§i) =

(u;.i’l)7 u;m), e ,ug.i’z)). All parties take X1, X3, ..., X as output.

of communication. On average, the cost per random sharing is O(niirl )
field elements of both preprocessing data and communication. Note that when
t = (1 —€)-n for a positive constant ¢, the achieved amortized cost per sharing



24 V. Goyal et al.

is O(n - /) field elements. In particular, n - £ is the sharing size of II; for all
1€ {1,2,...,k}. Essentially, it costs the same as letting a trusted party generate
a random II;-sharing and distribute to all parties.

In the full version of this paper [GPS22], we discuss how to instantiate Pro-
tocol RAND-SHARING for small fields F, and rings Z/p‘Z.

4.5 Application of frand-sharing

Let X and X’ be two threshold-¢ R-arithmetic secret sharing schemes. Let f :
7 — Z' be an R-module homomorphism, where Z and Z’ are the secret spaces
of X and XY’ respectively. Suppose given a X-sharing, X, all parties want to
compute a X’'-sharing, Y, subject to rec’(Y') = f(rec(X)), where rec and rec’
are reconstruction maps of X and X', respectively. We refer to this problem as
sharing transformation.

As discussed in Sect. 2, sharing transformation can be efficiently solved with
the help of a pair of random sharings (R, R’), where R is a X-sharing, and
R’ is a Y'-sharing subject to rec’(R') = f(rec(R)). Consider the following
R-arithmetic secret sharing scheme X = X(X, X', f):

— The secret space is Z, the same as that of X.

— The share space is U x U’, where U is the share space of X and U’ is the
share space of X'.

— For a secret « € Z, the sharing of « is the concatenation of a X-sharing of «
and a X’-sharing of f(x).

— For a sharing X, recall that each share of Y consists of one share of X and
one share of X’. The secret of X can be recovered by applying rec of X on
the sharing which consists of the shares of X in X.

Then, (R, R’) is a random f’-sharing. The problem is reduced to prepare a
random E-sharing, which can be done by frand_sharing(g’).

We summarize the functionality Fipan, in Functionality 4 and the protocol
TRAN for Fi,an in Protocol 5.

Lemma 3. For all threshold-t R-arithmetic secret sharing schemes X, X' and
for all R-module homomorphism f : Z — Z', Protocol TRAN securely com-
putes Firan 0 the Frand-sharing-hybrid model against a semi-honest adversary
who controls t parties.

A formal theorem of Theorem 1 can be found in the full version of this

paper [GPS22].

5 Semi-honest Protocol

In this section, we focus on the semi-honest security. We show how to use packed
Shamir sharing schemes and Fipay (introduced in Sect. 4.5) to evaluate a circuit
against a semi-honest adversary who controls ¢ parties. Let k = (n — ¢+ 1)/2.
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Functionality 4: Fi,an

1. Firan receives the set of corrupted parties, denoted by Corr. Firan also receives
two threshold-t R-arithmetic secret sharing schemes X, ¥’ and an R-module
homomorphism f: Z — Z'.

2. Firan receives a Y-sharing X from all parties and computes f(rec(X)).

3. Firan receives from the adversary a set of shares {u; }iecorr, where u; el
for all P; € Corr.

4. Firan samples a random X'-sharing, Y, such that rec’(Y) = f(rec(X)) and
the shares of corrupted parties are identical to those received from the adver-
sary, i.e., mcorr(Y) = (u;)jecow. If such a sharing does not exist, Firan sends
abort to honest parties and halts.

5. Otherwise, Firan distributes the shares of Y to honest parties.

Protocol 5: TRAN

1. Let X, ¥’ be two threhsold-t R-arithmetic secret sharing schemes and f : Z —
Z' be an R-module homomorphism. All parties hold a X-sharing, X, at the
beginning of the protocol.

2. Let ¥ = X(X, %', f) be the threshold-t R-arithmetic secret sharing scheme

defined above. All parties invoke frand,sharing(g‘) and obtain a g‘—sharing

(R, R).

All parties locally compute X + R and send their shares to the first party P;.

4. Pp reconstructs the secret of X + R, denoted by w. Then P; computes f(w)
and generates a X'-sharing of f(w), denoted by W. Finally, P; distributes
the shares of W to all parties.

5. All parties locally compute Y = W — R/.

w

Recall that we use [x||pos]q to represent a degree-d packed Shamir sharing
of x € F* stored at positions pos = (p1,pa, ..., pr). Also recall that the shares

of a degree-d packed Shamir sharing are at evaluation points «aq,as, ..., ay.
Let B = (51,02,...,0%) be k distinct elements in F that are different from
(1,2, ...,a;,). We use B as the default positions for a degree-d packed Shamir

sharing, and simply write [x]q = []|8]q.

5.1 Circuit-Independent Preprocessing Phase

In the circuit-independent preprocessing phase, all parties need to prepare
packed Beaver triples. For every group of k multiplication gates, all parties
prepare a packed Beaver triple ([a]n—k, [b]n—k,[c]n—k) Where a,b are random
vectors in F* and ¢ = a * b. We will use the technique of packed Beaver triples
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to compute multiplication gates in the online phase. The functionality Fpcp for
the circuit independent preprocessing phase appears in Functionality 6.

Functionality 6: F,¢p
For every group of k multiplication gates:

1. Fprep receives the set of corrupted parties, denoted by Corr.

2. Fprep receives from the adversary a set of shares {(a;, b;, ¢;) }jecorr. Fprep Sam-
ples two random vectors a,b € F* and computes ¢ = a * b. Then Fprep COM-
putes three degree-(n — k) packed Shamir sharings [a],—x, [bln—k, [€]n—k such
that for all P; € Corr, the j-th share of ([a]n—k, [bln—k, [€]n—k) is (aj,bj, ;).

3. Fprep distributes the shares of ([a@]n—k, [bln—k, [€]n—k) to honest parties.

5.2 Online Computation Phase

Recall that for the field size it holds that |F| > |C| + n, where |C] is the circuit
size. Let 31, 02,...,0)c| be |C] distinct field elements that are different from
a1, Qs, ..., . (Recall that we have already defined 8 = (81, .. ., Bx), which are
used as the default positions for a packed Shamir sharing.) We associate the field
element 3; with the i-th gate in C. We will use (; as the position to store the
output value of the i-th gate in a degree-(n — k) packed Shamir sharing.

Concretely, for each layer, gates that have the same type are divided into
groups of size k. For each group of k gates, all parties will compute a degree-
(n — k) packed Shamir sharing such that the results are stored at the positions
associated with these k gates respectively.

Input Layer. In the input layer, input gates are divided into groups of size k
based on the input holders. For a group of k input gates belonging to the same
client, suppose x are the inputs, and pos = (p1,p2,...,px) are the positions
associated with these k gates. The client generates a random degree-(n — k)
packed Shamir sharing [x||pos],—i and distributes the shares to all parties.

Network Routing. In each intermediate layer, all gates are divided into groups
of size k based on their types (i.e., multiplication gates or addition gates). For a
group of k gates, all parties prepare two degree-(n — k) packed Shamir sharings,
one for the first inputs of all gates, and the other one for the second inputs of
all gates.

Concretely, for a group k gates in the current layer, suppose x are the first
inputs of these k gates, and y are the second inputs of these k gates. All parties
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will prepare two degree-(n — k) packed Shamir sharings [2],—j and [y],—x stored
at the default positions. The reason of choosing the default positions is to use the
packed Beaver triples all parties have prepared in the preprocessing phase. Recall
that the packed Beaver triples all use the default positions. In the following, we
focus on inputs x.

Collecting Secrets from Previous Layers. Let 7,25, ..., 7, be the different val-
ues in x from previous layers. Let ¢y, co, . .., cg, be the constant values in . Then
01 + {2 < k. For each of the rest of k — £; — {5 values in @, it is the same as
for some ¢ € {1,2,...,¢1}. In this step, we will prepare a degree-(n — 1) packed

Shamir sharing that contains the secrets ', x5,..., 2} and ci,ca,. .., g,

Note that {a}}'L, are the output values of ¢, different gates in previous layers.
Let pi1,po,...,pe, be the positions associated with these ¢; gates. We choose
another arbitrary k — ¢, different positions py, +1, ..., pr which are also different
from aq, g, ..., a,, and set pos = (p1,p2,...,pk). Suppose for all 1 < i < £y,
[ ||posD],,_} is the degree-(n — k) packed Shamir sharing from some previous
layer that contains the secret a} stored at position p;.

Let e; be the i-th unit vector in F¥ (i.e., only the i-th term is 1 and all other
terms are 0). All parties locally compute a degree-(k — 1) packed Shamir sharing
[eillpos]k—1. Let @' = (2},...,2} ,c1,...,¢4,0,...,0) be a vector in F¥. Then
all parties locally compute

161 €2
> leillposli—1 - [&@|pos™],k + > ci - [er, villpos]i1.

=1 i=1

We show that this is a degree-(n — 1) packed Shamir sharing of x’ stored at
positions pos. It is clear that the resulting sharing has degree n — 1. We only
need to show the following three points:

— For all 1 < j < ¢4, the secret stored at position p; is equal to x;
— For all £1 +1 < j < £y + {5, the secret stored at position p; is equal to cj_p, .
— For all 41 + {2 + 1 < j <k, the secret stored at position p; is equal to 0.

For all 1 < i < ¢1 + {5, let f; be the polynomial corresponding to [e;||pos]x—1-
For all 1 < i < 41, let g; be the polynomial corresponding to [z |pos®], .

Then the polynomial corresponding to the resulting sharing is h = 251:1 PG+

¢
doiiiCit foytie
Note that f; satisfies that fj(p;) = 1 and f;(p;) = 0 for all j # 4. And g;
satisfies that g;(p;) = x. Therefore, for all 1 < j < ¢y,

21 £o
h(pj) = filps) - gilps) + > ci- foi(p;) = fi(p;) - 9;(p;) = 2.

i=1 =1

For all /1 +1 < j < /45,

2 L2
h(p;) = Zfi(pj) - 9i(pj) + Zci fe+i(p5) = ¢j—e, - f3(p5) = ¢j—py-

i=1 =1
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Forall /1 +454+1<j<k,

121 lo
h(pj) = Zfi(pj) - gi(ps) + Zci fer+i(ps) = 0.

i=1 i=1

Thus, the resulting sharing is a degree-(n—1) packed Shamir sharing of =’ stored
at positions pos, denoted by [x'||pos],—1.

Transforming to the Desired Sharing. Now all parties hold a degree-(n — 1)
packed Shamir sharing [z’||pos],—1. Recall that &’ contains all different values
in & from previous layers and all constant values. For each of the rest of values
in @, it is the same as x} for some i € {1,2,...,¢1}. Then there is a linear map
f : F¥ — F* such that * = f(z'). Recall that 3 = (34,...,3) are the default
positions. Let X be the degree-(n — 1) packed Shamir secret sharing scheme
that stores secrets at positions pos. Let X’ be the degree-(n — k) packed Shamir
secret sharing scheme that stores secrets at positions 3. Then [2’||pos],,—1 is a X-
sharing, and the sharing we want to prepare, [x],—r = [||8]n—&, is & X’'-sharing
with = f(x').

All parties invoke Fipan with (X, X, f) and [x'||pos],—1, and obtain [x],_.

Summary of Network Routing. We describe the protocol NETWORK of preparing
an input degree-(n — k) packed Shamir sharing [x],—j in Protocol 7.

Evaluating Addition Gates and Multiplication Gates

Addition Gates. For a group of k addition gates, recall that all parties have
prepared two degree-(n — k) packed Shamir sharings [x],,—, [y]n—x where @ are
the first inputs of these k gates, and y are the second inputs of these k gates.
The description of ADD appears in Protocol 8. Note that in Step 3 of Protocol
ADD, we use the fact that a degree-(n — k) packed Shamir sharing can be viewed
as a degree-(n — 1) packed Shamir sharing.

Multiplication Gates. For a group of k multiplication gates, recall that all parties
have prepared two degree-(n— k) packed Shamir sharings [2],—k, [y]n—r Where @
are the first inputs of these k gates, and y are the second inputs of these k gates.
Let ([a]n—k, [bln—k, [c]n—k) be the packed Beaver triple prepared in the prepro-
cessing phase. We will use the technique of packed Beaver triples to evaluate
multiplication gates. The description of MULT appears in Protocol 9.

Output Layer. In the output layer, output gates are divided into groups of size
k based on the output receivers. For a group of k£ output gates belonging to the
same client, suppose x are the inputs. All parties invoke the protocol NETWORK
to prepare [x],_. Then, all parties send their shares to the client to allow him
to reconstruct the output.
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Protocol 7: NETWORK

1. Suppose all parties want to prepare a degree-(n — k) packed Shamir sharing
of « stored at the default positions 3.

2. Let a9,z3,...,2p, be the different wire values in x from previous
layers. Let ci,c2,...,co, be the constant values in x. Let xr =
/ ! k
(xh,..., 2, ¢1,...,C00,0,...,0) € F”.

3. For all 1 < i < /1, let [#9|pos™],,_x be the degree-(n — k) packed Shamir
sharing from some previous layer that contains the secret z stored at position
Di. Let pe, 41, ..., px be the first k—¢; distinct positions that are different from
Pis-..,pe; and o, ..., an. Let pos = (p1,...,Dpk).

4. Let e; be the i-th unit vector in F¥ (i.e., only the i-th term is 1 and all
other terms are 0). All parties locally compute a degree-(k — 1) packed Shamir
sharing [e;||pos]k—1.

5. All parties locally compute

12 Lo
[@'[[posln—1 =Y _[ellpos]i—1 - [27][pos Tk + Y ci - [er, +illpos]k—1.
i=1

i=1 i=

6. Let f: F* — F* be a linear map such that & = f(z'). Let X be the degree-
(n — 1) packed Shamir secret sharing scheme that stores secrets at positions
pos. Let X’ be the degree-(n — k) packed Shamir secret sharing scheme that
stores secrets at positions 3.

All parties invoke Firan with (X, X7, f) and [z'||pos]n—1, and output [x]n—_k.

Protocol 8: ADD

1. Suppose [€]n—k, [y]n—k are the input packed Shamir sharings of the addition
gates.

2. All parties locally compute [2]n— = [®]n—k + [Y]n—&-

3. Suppose pos = (p1,p2,...,pr) are the positions associated with these k addi-
tion gates. Recall that 3 = (B1,...,Bk) are the default positions. Let X' be
the degree-(n — 1) packed Shamir secret sharing scheme that stores secrets at
positions 3. Let X’ be the degree-(n — k) packed Shamir secret sharing scheme
that stores secrets at positions pos. Let I : F¥ — F* be the identity map.

All parties invoke Firan with (X, X, I) and [2]n—k, and output [z|/pos]n—x.

Main Protocol. Given the above protocols the main semi-honest protocol fol-
lows in a straightforward way. We refer the readers to the full version of this
paper [GPS22] for the description of our main protocol, the security proof, and
the analysis of the cost. Overall we obtain the following theorem.
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Protocol 9: MuLT

1. Suppose [Z]n—k, [Y]n—r are the input packed Shamir sharings of the mul-
tiplication gates. All parties will use a fresh random packed Beaver triple
([@)n=k, [B]n—k, [c]n—k) prepared in the preprocessing phase.

2. All parties locally compute [ + aln—k = [€]n—k + [@]n—r and [y + bln—r =
[Yln—k + [B]n—k-

3. The first party Pi collects the whole sharings [ + a]n—&, [y + b]n—k and
reconstructs the secrets  + a,y + b. Then, P; computes the sharings [z +
alk—1, [y + blk—1 and distributes the shares to other parties.

4. All parties locally compute

[2]n-1 = [®+alg—1-[y+blx—1—[T+a]p—1-[bln—r —[y+b]x—1-[a]ln—kr +[c|n—k.

5. Suppose pos = (p1,p2,...,pk) are the positions associated with these k mul-
tiplication gates. Recall that 3 = (81, ..., Bk) are the default positions. Let X
be the degree-(n — 1) packed Shamir secret sharing scheme that stores secrets
at positions 3. Let X’ be the degree-(n — k) packed Shamir secret sharing
scheme that stores secrets at positions pos. Let I : F¥ — F* be the identity
map.

All parties invoke Firan with (X, X, I) and [2]n—1, and output [2||pos],—&.

Theorem 3. In the client-server model, let ¢ denote the number of clients, n
denote the number of parties (servers), and t denote the number of corrupted
parties (servers). Let F be a finite field of size |F| > |C| + n. For an arith-
metic circuit C' over F, there exists an information-theoretic MPC' protocol in
the preprocessing model which securely computes the arithmetic circuit C in the
presence of a semi-honest adversary controlling up to ¢ clients and t parties. The

cost of the protocol is O(|C| - %2 + (Depth+c) - %2) field elements of preprocessing
data and O(|C| - & + (Depth +c) - n) field elements of communication, where
k= "%H and Depth is the circuit depth.
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Abstract. We introduce the problem of Verifiable Relation Sharing
(VRS) where a client (prover) wishes to share a vector of secret data
items among k servers (the verifiers) while proving in zero-knowledge
that the shared data satisfies some properties. This combined task of
sharing and proving generalizes notions like verifiable secret sharing and
zero-knowledge proofs over secret-shared data. We study VRS from a
theoretical perspective and focus on its round complexity.

As our main contribution, we show that every efficiently-computable
relation can be realized by a VRS with an optimal round complexity of
two rounds where the first round is input-independent (offline round).
The protocol achieves full UC-security against an active adversary that is
allowed to corrupt any t-subset of the parties that may include the client
together with some of the verifiers. For a small (logarithmic) number
of parties, we achieve an optimal resiliency threshold of ¢t < 0.5(k + 1),
and for a large (polynomial) number of parties, we achieve an almost-
optimal resiliency threshold of t < 0.5(k+1)(1—¢) for an arbitrarily small
constant € > 0. Both protocols can be based on sub-exponentially hard
injective one-way functions. If the parties have an access to a collision
resistance hash function, we can derive statistical everlasting security,
i.e., the protocols are secure against adversaries that are computation-
ally bounded during the protocol execution and become computationally
unbounded after the protocol execution.

Previous 2-round solutions achieve smaller resiliency thresholds and
weaker security notions regardless of the underlying assumptions. As a
special case, our protocols give rise to 2-round offline/online construc-
tions of multi-verifier zero-knowledge proofs (MVZK). Such construc-
tions were previously obtained under the same type of assumptions that
are needed for NIZK, i.e., public-key assumptions or random-oracle type
assumptions (Abe et al., Asiacrypt 2002; Groth and Ostrovsky, Crypto
2007; Boneh et al., Crypto 2019; Yang, and Wang, Eprint 2022). Our
work shows, for the first time, that in the presence of an honest majority

A full version of this paper appears in [6].

© International Association for Cryptologic Research 2022
Y. Dodis and T. Shrimpton (Eds.): CRYPTO 2022, LNCS 13510, pp. 33-56, 2022.
https://doi.org/10.1007/978-3-031-15985-5_2

®

Check for
updates


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-15985-5_2&domain=pdf
http://orcid.org/0000-0003-4792-369X
http://orcid.org/0000-0001-5913-1636
http://orcid.org/0000-0002-8036-4407
https://doi.org/10.1007/978-3-031-15985-5_2

34 B. Applebaum et al.

these assumptions can be replaced with more conservative “Minicrypt”-
type assumptions like injective one-way functions and collision-resistance
hash functions. Indeed, our MVZK protocols provide a round-efficient
substitute for NIZK in settings where honest-majority is present. Addi-
tional applications are also presented.

1 Introduction

In recent years, a large amount of research was dedicated to the study of
zero-knowledge proofs in distributed settings, such as zero-knowledge proofs
with multiple verifiers [9,37,51] and zero-knowledge proofs over secret-shared
data [16,17,24,25]. Those variants of zero-knowledge proofs have applications
both in theory and practice, in round-optimal multiparty computation [2], pri-
vate data aggregation [24], and anonymous communication [25].

A typical scenario of interest consists of a client P (the prover) that holds
a vector of secret data items s, together with several servers Vi,...,V (the
verifiers). The client wishes to share s among the servers, and also prove in
zero-knowledge that the shared data satisfies some properties. Previous works
usually let P send each V; its share, and then perform a zero-knowledge proof on
the shared data. A natural question is whether considering the sharing and the
proving as a single task could result in a protocol with better round-complexity
and better security guarantees. To capture this joint task of sharing-and-proving,
we present the notion of verifiable relation sharing (VRS).

Verifiable Relation Sharing. The VRS functionality of a public relation R
receives from the prover an input x = (zg,z1,...,2x), where we think of z
as a private information of the prover, and of x; as the share of V;. The func-
tionality verifies that R(x) = 1, and if the verification fails, then it returns a
failure-symbol L to all the verifiers. If the verification succeeds, the functionality
returns z; to V;. Observe that the VRS functionality captures the typical scenario
discussed above, as well as several cryptographic primitives, including verifiable
secret sharing [23], verifiable function secret sharing [17], secure multicast [33],
and zero-knowledge proofs with multiple verifiers.

We formalize the VRS functionality under the definitions of secure multiparty
computation (MPC) in the universal-composability (UC) framework of [21]. We
strive for full-security, including guaranteed output delivery, at the presence of
an honest majority in the plain model. We note that honest-majority is necessary
due to impossibility of UC-secure Zero-knowledge proofs in the plain model [22].
The active (aka Byzantine or malicious) adversary is allowed to corrupt any
minority subset of the k + 1 parties {P,Vy,..., V;} that may include the prover
together with some of the verifiers. The use of MPC-based “full-security” def-
initions provides strong guarantees that are not supported by related notions
of distributed zero-knowledge. Specifically, when the prover P is honest, we
get correctness, i.e., every honest V; outputs x; even in the presence of cor-
rupt active verifiers, as well as simulation-based privacy, which implies that the
adversary only learns the outputs of the corrupt verifiers. For a corrupt P, we
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get soundness and knowledge extraction even when P colludes with some of the
verifiers. In contrast, previous works on weaker notions, such as zero-knowledge
proofs over secret-shared data, achieve correctness only for semi-honest veri-
fiers [16,17,24,25], and in some cases (e.g., [24,25]) provide soundness only when
all the verifiers are honest. Further discussion of related works and a comparison
of known results appear in Sect. 1.2 and Table 1.

We study the VRS problem from a theoretical perspective while focusing on
the best-achievable round complexity. It is known that VRS cannot be realized
in 1 round even for relatively simple relations (e.g., VSS [7]). Looking for the
second best, we ask:

Q1: Can VRS be realized by a 2-round protocol? Moreover, can we make
the first round input-independent (“offline round”)? If so, under what
assumptions?

The question of obtaining a 2-round protocol in the plain model is open even for
weaker notions like distributed zero-knowledge over secret-shared data.

Multi-verifier Zero-Knowledge. It is useful to consider the somewhat degenerate
version of VRS in which all the verifiers get the same information except for
some private witness that is kept by P. This variant essentially corresponds to
multi-verifier zero-knowledge proofs (MVZK) [20]. When modeled as an ideal
functionality, MVZK is parameterized by a public relation R, it receives from
P a statement z and a witness w, and verifies that R(x,w) = 1. If the verifica-
tion fails, then the functionality returns a failure-symbol L to all the verifiers
Vi,..., Vi, and if the verification succeeds, the functionality returns x to all the
verifiers. Again, we strive for a 2-round offline/online solution in the plain model.

Observe that the single verifier case (where the adversary can either corrupt
the verifier or the prover) corresponds to the standard notion of zero-knowledge
proofs. Classical impossibility results [36] show that a plain-model protocol that
consists of a single message from the prover to the verifier, also known as non-
interactive zero-knowledge (NIZK), exist only for languages in BPP, even when
one considers only stand-alone security. Assuming a minimal trusted setup in the
form of a common reference string (CRS), one can achieve NIZK for every lan-
guage in NP from public-key assumptions [13,15,30,38,48,50], or, alternatively,
in the random oracle model [11,31]. In a related notion, called Zaps [28], the CRS
is replaced with a preprocessing round in which only the verifier communicates
by broadcasting its random coins, at the expense of downgrading zero-knowledge
to witness-indistinguishability. Assuming the existence of one-way functions, it
is known that Zaps are equivalent to NIZK [28].

Let us move back to the setting of multiple verifiers. Striving for a 2-round
simulation-based zero-knowledge, we make the necessary assumption of an hon-
est majority among the set of all parties (including the prover).! To the best

! Without an honest majority, a 2-round plain-model MVZK protocol (where in each
round both the verifiers and prover can talk simultaneously) implies a 2-step ZK
protocol (where the verifier sends a message and gets a response from the prover)
which is ruled-out by [36] for non-trivial languages outside BPP.
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of our knowledge, the only known solution in this setting follows from the work
of Groth and Ostrovsky on Multi-string NIZK Proofs [37]. Specifically, their
work implicitly give rise to a 2-round offline/online honest-majority MVZK that
achieves simulation-based security based on Zaps and public-key encryption [37,
Theorem 3]. These assumptions are as strong (or even stronger) than the ones
needed for NIZK protocols in the seemingly “harder” 2-party settings. We there-
fore ask:

Q2: Are NIZK/Zaps assumptions inherently needed for an MVZK proto-
col with 1-offline and 1-online round in the honest-majority setting? Is it
possible to replace these assumptions with weaker assumptions?

1.1 Owur Contribution

1.1.1 Round-Optimal VRS and MVZK in Minicrypt

We answer Questions 1 and 2 in the affirmative. Our main result is a protocol
with 1-offline round and 1-online round for VRS in the UC-framework, assuming
the existence of perfectly-binding non-interactive commitment scheme (NICOM)
with sub-exponential privacy. Such a NICOM scheme can be based on injec-
tive one-way functions with sub-exponential hardness or even on standard one-
way function with sub-exponential hardness assuming worst-case complexity-
theoretic derandomization assumptions [8,45].2 Throughout, we assume that
the parties communicate over pairwise secure and authenticated point-to-point
channels, as well as over a common broadcast channel, which allows each party to
send a message to all parties and ensures that the received message is identical.

Theorem 1. Assuming the existence of injective one-way functions with sub-
exponential hardness, for every e > 0 the VRS functionality of every efficiently
computable relation R can be realized in 1-offline round and 1-online round, with
full security against an active rushing adversary, in any of the following settings.

— (Optimal resiliency for small number of verifiers) The number of verifiers k
18 at most logarithmic in the security parameter, and the adversary corrupts
less than (k + 1)/2 parties.

— (Almost-optimal resiliency for polynomially-many verifiers) The number of
verifiers k grows polynomially with the security parameter and the adversary
corrupts less than (k+1) - (3 —€) parties.

Since MVZK is a special case of VRS, we obtain the following corollary.

Corollary 1. Assuming the existence of injective one-way functions with sub-
exponential hardness, the MVZK functionality of every efficiently computable
relation R can be realized in 1-offline round and 1-online round, with full security
against an active rushing adversary, in the same settings of Theorem 1.

2 For technical reasons, the NICOM should satisfy some level of security against selec-
tive opening that, by “complexity leveraging”, follows from the assumption that the
underlying one-way function (or injective one-way function) cannot be inverted in
polynomial-time with more than sub-exponential probability. This seems to be a
relatively mild assumption; See Remark 2.



VRS and MVZK in Two Rounds 37

For optimal resiliency, we obtain a protocol with complexity polynomial in
the security parameter, but exponential in the number of verifiers k. On the
other hand, for every € > 0 we obtain a protocol with resiliency (k+1)- (% —€),
whose complexity is polynomial both in the security parameter and in k. (In
fact, we can push € to be as small as ¢ = Q(\/%); see the full version [6] for

logk
full details.)

The difference between optimal resiliency and “almost-optimal resiliency”
is mostly relevant when the number of verifiers is small, e.g., constant. In this
setting, the first protocol provides an efficient solution. Specifically, we highlight
the case of 3-party computation, with a single prover and two verifiers, and
we note that by adding just a single verifier to the standard zero-knowledge
settings, we can obtain a protocol with 1-offline round and 1-online round for
the case of a single corruption from Minicrypt-type assumptions. (In contrast,
general-purpose 3-party MPC for honest majority requires 3 rounds [47].)

Still, the existence of a strict-honest-majority 2-round VRS protocol whose
complexity scales polynomially with the number of parties, remains an interest-
ing open problem. We show that such a protocol can be constructed if one is will-
ing to make stronger assumptions (e.g., random oracle or correlation-intractable
functions) or if the adversary is non-rushing. In fact, we note that a weak lim-
itation of the rushing capabilities of the adversary suffices, and present a new
notion of semi-rushing adversary to model such a behavior.?

1.1.2 VRS and MVZK with Everlasting Security in Minicrypt

It is known that if we do not put restriction on the round complexity, then,
in the setting of honest-majority, one can obtain unconditional results and no
assumptions are needed at all! Specifically, as shown by Rabin and Ben-Or [49],
every efficiently computable function can be securely computed with statistical
security against computationally-unbounded adversaries. While we do not know
whether it is possible to achieve statistical security in 2 rounds, we show that
VRS and MVZK can be implemented by a protocol that achieves statistical ever-
lasting security assuming an access to a collision-resistant hash function h. The
notion of statistical everlasting security [44] can be viewed as a hybrid version
of statistical and computational security. During the run-time, the adversary is
assumed to be computationally-bounded (e.g., cannot find collisions in the hash
function) but after the protocol terminates, the adversary hands its view to a
computationally-unbounded analyst who can apply arbitrary computations in

3 The difference between rushing and non-rushing adversary boils down to the schedul-
ing of the messages within a single round of a protocol. A non-rushing adversary
must send the messages of the corrupt parties in a given round before receiving the
messages of the honest parties in that round, whereas a rushing adversary may delay
sending the messages of the corrupt parties until receiving the messages from the
honest parties. Thus, the messages of the corrupt parties may depend on the mes-
sages of the honest parties in the same round. Our notion of semi-rushing adversary
allows the adversary to see all the messages of the honest parties, except for one.
For more about this model and its relevance, see the full version [6].
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order to extract information on the inputs of the honest parties (e.g., finding
collisions or even reading the whole truth table of h).* This feature is one of the
main advantages of information-theoretic protocols: after-the-fact secrecy holds
regardless of technological advances and the time invested by the adversary.

Theorem 2. Given an access to a collision-resistant hash function, the VRS
and MVZK functionalities of efficiently computable relations can be realized in
1-offtine round and I-online round, with full security and everlasting security
against an active rushing adversary, in the same settings (honest-majority with
few verifiers or almost-honest majority with many verifiers) of Theorem 1.

Remark 1 (On the use of hash function). Our protocol assumes that all par-
ties are given an access to a collision resistance hash function h. Theoretically
speaking, such a function should be chosen from a family of functions H in
order to defeat non-uniform adversaries. One may assume that h is chosen once
and for all by some simple set-up mechanism. In particular, by using the stan-
dard concatenation-based combiner for hash functions [41], this set-up mecha-
nism may be realized distributively by a single round of public random coins
where security holds against an active rushing adversary that may corrupt all
the participants except for a single one. The choice of the hash function can be
abstracted by a CRS functionality, or even, using the multi-string model of [37]
with a single honestly-generated string. However, it should be emphasized that
this CRS is being used in a very weak way: It is “non-programmable” (the simu-
lator receives h as an input) and it can be sampled once and for all by using the
above trivial public-coin mechanism. Even if one counts this extra set-up step
as an additional round, to the best of our knowledge, everlasting security was
not known to be achievable regardless of the underlying assumptions.

The difference between everlasting and computational security is fundamen-
tal and is analogous to the difference between statistical commitments and com-
putational commitments or statistical ZK vs. computational ZK (see, e.g., the
discussions in [19,46]). Indeed, Theorem 2 provides (UC-secure) MVZK with a
statistical zero-knowledge property. As a side bonus, Theorem 2 does not require
sub-exponential hardness assumptions.

1.1.3 Round-Optimal Linear Function Computation in Minicrypt
Using the machinery we develop for VRS and MVZK, we obtain a 3-round pro-
tocol for linear function computation. By the lower-bound of [34] our protocol
has optimal round complexity. Like in previous results, we assume the existence
of injective one-way functions with sub-exponential hardness in order to obtain
a protocol with computational security in the plain model, or an access to a
collision resistance hash-function in order to obtain a protocol with everlast-
ing security. In contrast, previous works achieve only computational security by
assuming public-key encryption and Zaps [2]. We emphasize that in Theorem 3

4 Technically, in the UC-framework we allow the environment to output its view and
require statistical indistinguishability between the real and ideal experiments.
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we obtain optimal resiliency even when the number of parties is polynomial in
the security parameter.

Theorem 3. Assuming the existence of injective one-way functions with sub-
exponential hardness, every efficiently computable linear function can be realized
in 3 rounds, with full security against an active rushing adversary, that corrupts
a minority of the parties. If we replace the one-way function with an access to a
collision resistance hash-function, we also obtain everlasting security.

1.1.4 Applications
We present some applications of our protocols. For full details, see the full ver-
sion [6].

MVZK as a NIZK-Substitute for Honest Majority. We notice that our MVZK
protocol captures an important aspect of NIZK, its minimal round complex-
ity, while using only Minicrypt-type assumptions. Indeed, our MVZK protocol
implies that the CRS for NIZK is not required, and can be replaced with only a
single offline-round of communication. Similar to NIZK, the proof itself requires
only one online round. However, unlike NIZK, in our protocol all the parties
have to communicate in the online round.

Round-Efficient Manipulation of Non-homomorphic Commitments. In a com-
mon scenario in multiparty computation, a party P holds openings to public
commitments C1,...,Cy. P wishes to apply some function f on the committed
values z1,...,2¢ and let the rest of the parties learn y := f(z1,...,2¢), while
proving in zero-knowledge that she used the committed values in the compu-
tation of f. Alternatively, P may want to generate another commitment C,
that hides y, while proving in zero-knowledge that C' was honestly generated.
Both the tasks can be solved in 1-offline round and 1-online round by using our
MVZK. Since the offline round can be executed in parallel to the generation of
Cq,...,Cy, both tasks require only one additional round!

Round-Efficient GMW-Type Compilers in Minicrypt. Using VRS one can obtain
round-efficient GMW-type compilers in Minicrypt, for the case of honest major-
ity. Given a protocol m which is secure against a semi-malicious adversary,” we
obtain a protocol 7’ with unanimous abort against an active adversary at the
expense of adding a single offline round. If 7 is secure against a passive (aka semi-
honest) adversary, the overhead grows to 4 rounds. Notably, unlike the GMW
compiler, our transformation avoids the use of public-key encryption.

Round-Optimal Honest-Majority MPC in Minicrypt. A followup work by the
same authors [5] shows that general secure multiparty computation with full-
security (including guaranteed output delivery) in the presence of an honest

5 A semi-malicious adversary is allowed to choose its input and randomness but oth-
erwise follows the protocol. Many passively secure protocols (e.g., [12]) actually offer
semi-malicious security.
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majority can be achieved in an optimal number of 3 rounds based on Minicrypt-
type assumptions (e.g., NICOMs). A main building block of the protocol is our
2-round offline/online VRS protocol.

Bibliographic Note. Previous unpublished version of [5] contained a weak form
of some of the current results based on the Fiat-Shamir heuristic. These results
were removed from the new version of [5], and are fully subsumed by the current
paper.

1.2 Related Works and Comparison

The VRS functionality was implicitly studied by Gennaro et al. [34], in the con-
text of single input functionalities. Gennaro et al. provided a two-round perfect
protocol with resiliency (k + 1)/6. The resiliency was improved to (k + 1)/3 by
Applebaum et al. [3], at the cost of degrading the perfect security to computa-
tional security, assuming the existence of NICOMs.

Boneh et al. [16] initiated the formal study of zero-knowledge proofs over
secret-shared data. They considered information-theoretic security in the follow-
ing models of corruptions: (1) the adversary corrupts the prover or up to k — 1
verifiers, and (2) the adversary corrupts the prover and less than k/2 verifiers. In
both corruption models, they only provide security with abort. Their protocols
exploit PCP machinery to achieve low communication complexity (sub-linear
in the description of the relation), but have a super-constant number of rounds.
Based on a random oracle, the number of rounds can be collapsed to 2, assuming
that the data is already secret-shared among the verifiers.

MVZKs were first introduced in [20]. The most relevant MVZK for us can
be derived from [37] which provides a construction of NIZK in the multi-string
model assuming the existence of Zaps. In the multi-string model, the CRS is
replaced with several authorities, each providing the protocol with a public ran-
dom string, and the protocol is secure as long as a majority of those authorities
are honest (that is, if a majority of the strings are uniformly distributed). An
MVZK protocol with an honest majority of parties can be obtained in the plain
model by letting each party broadcast a random string in the offline round,
so that a majority of the strings are uniformly distributed. Simulation-based
security can be obtained via the additional help of public-key encryption [37,
Theorem 3].

Other non-interactive variants of MVZK were presented in [1]. Translated to
our model, their work yield 2-round MVZK for ¢ < k/3 and a 3-round protocol for
t < n/2. Both results hold under public-key (discrete-log) hardness assumptions.
Recently, [51] and [9] constructed MVZK with practical real-world efficiency in
honest and super-honest majority settings. However, their low round (2 or 3)
variants rely on random oracle and achieve either selective or identifiable abort.

Comparison. We compare our results with the relevant existing results in Table 1.
Except for this work and [37], none of the works achieves an offline/online
construction.
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Table 1. Comparison of our work with the state-of-the-art relevant results

Ref. || Primitive | Rounds | Threshold | Assumptions | Security
[34] | VRS |2 [t < (k+1)/6 |- it and full security
3] | VRS 2 t< (k+1)/3 | NICOM | cs and full security
[16] | ZK over shared data | 2 t< (k+1)/2F ' Random Oracle | it and abort
[37] | MvzZK 2 [t < (k+1)/2 | PKE | cs and full security
1] | MVZK E [t < (k+1)/2 | Discrete-log | cs and full security
[51] | MvzZK 2 t< (k+1)/2 ' Random Oracle | it and abort
(9] | MvzK 2 t< (k+1)/3 ' Random Oracle | it and identifiable abort
This paper || VRS 2 ('t < (k+1)(% - ¢  NICOM™ | cs/es and full security

T it: information-theoretic, es: everlasting security, cs: computational security,
! They assume the adversary corrupts (1) the prover or up to k — 1 verifiers, and (2)
the prover and less than k/2 verifiers
* The round complexity does not include the rounds needed for data sharing.
** Perfectly-binding and sub-exponentially hiding NICOM for cs security and
Computationally-binding and statistically-hiding NICOM for es security.
§ We achieve t < (k +1)/2 when k is logarithmic in the security parameter.

2 Preliminaries

Single-Input Functionalities. We adopt an MPC-based notation and replace VRS
with the following notion of single-input functionalities (SIF). We assume that
there are n parties, P = {Py,..., P,}, where one party (e.g., P,) takes the
role of a Dealer D. The SIF functionality F is parameterized with a function
f:4{0,1}* — ({0,1}*)™, it takes an input string z from the dealer, computes
the outputs (y1,...,y¥n) = f(z) and delivers y; to the ith party P;. It is not
hard to see that VRS is a special case of SIF, and that VRS implies SIF in a
round-preserving way. (Indeed, to realize F define the relation R that accepts a
vector (2o, x1,...,2n—1) if 2; = fi(xo) for ¢ € [n — 1], and let D invoke a VRS
for R with the input (z, f1(2),..., fn—1(2)).) We will mostly focus on the special
case of public-SIF that delivers the same output to all the parties. In the full
version [6] we show that a 2-round offline/online general-SIF reduces to 2-round
offline/online public-SIF via the aid of NICOMs.

Security Model. We consider an active static, rushing adversary that may cor-
rupt up to t parties. We consider two main settings: the optimal resiliency setting
where n = 2t + 1 and the almost-optimal resiliency setting where n = (2 + €)t
for some arbitrarily small constant € > 0. The parties are connected by pairwise
secure channels and additionally a broadcast channel is available. We prove secu-
rity of our protocols in the UC-framework [21]. We identify the set of parties P with
{1,...,n}, and denote the set of honest parties by H C P, and the set of corrupt
parties by C C P. In our protocols, we follow the convention that the honest par-
ties can “disqualify” the dealer whenever it is clear from broadcast messages that
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the dealer misbehaves. This does not violate “guaranteed output delivery” since
in case of disqualification, the honest parties can always apply f on some predeter-
mined default value and output the result. We denote by x the security parameter
and implicitly assume that all other parameters (e.g., the number of parties, and
the complexity of the functionalities and protocols) depend in k.

NICOM. A NICOM counsists of two PPT algorithms (commit,open) where
commit takes a security parameter k, message x and random coins 7, and outputs
a commitment C' and a corresponding opening information o. The open algo-
rithm takes x, and a commitment/opening pair (C,0) and outputs the message
x or a failure message 1. The algorithms should satisfy the standard proper-
ties of correctness, binding (i.e., it must be hard for an adversary to come up
with two different openings of any C') and hiding (a commitment must not leak
information about the underlying message) properties. NICOM comes in 2 main
flavors: (1) with computational hiding and perfect binding, and (2) with statis-
tical hiding and computational binding. Type (1) commitments can be based on
injective one-way functions [14,35,52], and type (2) commitments can be based
on collision resistance hash functions [27,39]. In the latter case, a description of
a collision resistance hash function A (that is sampled from a family H) is given
to the algorithms (commit, open) as an auxiliary public parameter. Our protocols
make use of NICOM in a modular way such that a type (1) instantiation (with
sub-exponential computational hiding) yield computational protocols and type
(2) instantiation yield protocols with everlasting security.

Remark 2 (Sub-exponential hiding). Assuming injective OWF over m-bit inputs
that cannot be inverted by a PPT adversary with probability better than 2*’”6,
it is possible to construct [14,35,52] a plain-model (with no public parameters)
perfectly-binding NICOM whose computational hiding property holds for € <
27%. We refer to such a commitment as perfectly binding sub-exponentially hid-
ing NICOM. Moreover, under worst-case derandomization assumptions [8], such
NICOMSs can be based on general (not necessarily injective) sub-exponentially
hard OWFs. Similar sub-exponential hardness assumptions are quite common
in the literature and typical candidate one-way functions seem to achieve sub-
exponential hardness. In fact, our variant of sub-exponential hardness is rela-
tively mild compared to other notions, since we do not allow the adversary to
run in sub-exponential time, but only allow it to succeed with sub-exponentially
small probability.

3 Technical Overview

In this section we provide a high level overview of our SIF protocol. Full details of
the protocol appear in the full version [6]. Intuitively, a SIF protocol consists of
the following sequential parts: (1) The dealer presents a statement; (2) The other
parties challenge it via a random challenge; (3) The dealer sends a respond; and
(4) The other parties decide whether to accept or reject. Compressing these steps



VRS and MVZK in Two Rounds 43

into 2 rounds is highly challenging. For comparison, even the task of verifiable
secret sharing (without revealing it) takes at least 2 rounds [7,33]. To bypass this
problem, we are forced to run sub-protocols in parallel and with some overlap.
Specifically, we make an extensive use of (1) tentative-oulpul protocols that
prepare a tentative version of the output in an early round and only later, at the
end, approve/reject/correct the tentative output; and (2) offline-phase protocols
that begin with an offline, input-independent, round and only later receive the
inputs. This allows us to save some rounds by allowing partial overlap between
sub-protocols.

Our protocol makes an extensive use of verifiable secret sharing (VSS) [23].
For now, let us think about a VSS protocol as an actively-secure realization of
the ideal functionality that takes as an input a secret s € F and randomness r
from a dealer, and delivers to each party P; a share s; that is generated from s
and r by using some threshold secret sharing scheme with threshold ¢. Here and
throughout the paper, F is a finite field whose size is assumed to be exponential in
the security parameter x, by default, F = GF(2%). The underlying secret sharing
scheme should be binding in the sense that a corrupted party cannot “lie” about
its share. (This property implies that correct reconstruction is achievable even
at the presence of an active adversary as long as we have n — ¢ honest parties.)
To simplify the exposition, let us assume for now that the underlying secret
sharing is linearly homomorphic and that the VSS protocol takes a single round.
We emphasize that both features are unrealistic and even impossible to achieve
when ¢ > n/3, let alone when t is close to n/2.% Jumping ahead, a considerable
part of this work will be devoted to the removal of these assumption while
preserving the round complexity; see Sect. 3.3.

3.1 SIF for Few Parties

Let us restrict our attention to the case where the number of parties n is small,
i.e., n = O(log k). Recall that our goal is to construct a 2-round protocol for
a general SIF functionality whose first round is an offline round that does not
depend on the input of the dealer. We will use standard techniques to reduce
this problem to the problem of constructing a 2-round protocol for a specific STF
functionality known as triple secret sharing (TSS) where the dealer wishes to
share a triple (a, b, ¢) such that ¢ = ab. For TSS, let us strive for a “standard” 2
round protocol whose first round is allowed to depend on the input.

2-Round TSS Against Non-rushing Adversary. Our starting point is the follow-
ing 2 round protocol that assumes that a corrupted dealer is non-rushing. In the

5 Even without homomorphism, computational VSS requires 2 rounds [7] when n <
3t. Moreover, even for such a large resiliency threshold, linear homomorphism is
non-trivial to achieve. Specifically, for 2-round VSS, it is unknown how to achieve
linear homomorphism without relying on strong primitives such as homomorphic
NICOMs. The latter are typically constructed based on “structured” (public-key
type) assumptions and are not known to follow from standard NICOMs.
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first round, the dealer D, that holds a triple (a,b,c¢) with ¢ = ab, picks three
polynomials A(x), B(z) and C(x) of degree n,n and 2n, respectively, such that
A(0) = a, B(0) =b, C(0) = c and C(z) = A(z) - B(x). Let A*, B® and C* be the
ith coefficient of A(z), B(x) and C(x), and note that A° = a, B = band C° = c.
The dealer shares all the coefficients {A?, Bl}le{o ,,,,, n}, and {Ct }ze{o _____ on} Via
VSS. The parties now hold the shares of a = A% b = BY and ¢ = C°.

In order to ensure that ¢ = ab, it suffices to verify that the polynomial
C(z) is equal to the polynomial A(x) - B(x). To this end, we want to compute
A(w), B(a) and C(«) for a random non-zero field element «, and verify that
C(a) = A(a)B(«). Indeed, if C(z) = A(z) - B(x) then equality always holds,
while if C'(z) # A(z) - B(z) then the probability that the verification succeeds is

at most 2n/(|F| — 1) = negl(x). Therefore, in the first round, concurrently to the
sharing of the dealer, we let every party P; broadcast a random non-zero field
element «;.

In the second round, our goal is to compute A(w;), B(w;),C(ay) for all

i €{1,...,n} and “disqualify the dealer” if for some «; the test A(«;)- B(a;) =
C(ay) fails. Recall that A(z) and B(z) are random polynomials of degree n condi-
tioned on A(0) = a and B(0) = b, and therefore one can safely release all these «;
evaluations without revealing any information on a, b and c. The actual computa-
tion of A(w;), B(w), C(ay) makes use of the linear-homomorphism of the secret-
sharing. Specifically, observe that A(a) is just a linear function of A°,... A"
with coefficients (a?,...,a™) (and similarly for B(a) and C(«)), and therefore
each party can reveal in the second round its share of A(«;) (resp., B(a;), C(«;)).
The binding property of the VSS guarantees that a corrupted party cannot lie
about its shares and the existence of ¢ + 1 honest parties guarantees success-
ful reconstruction. The protocol follows the standard commit-challenge-response
template with a minor tweak: many challenges are generated (one for each “ver-
ifier”) concurrently to the commitment stage, and each of the responses is being
computed collectively by the “verifiers”.

Coping with a Rushing Adversary. The above protocol is insecure against a
rushing adversary since such an adversary can wait to see the selected challenges
and then share triples that do not satisfy the product relation and yet pass the
tests. We solve this problem by hiding at least some of the challenges from
the adversary while revealing them to enough parties so that the response (via
reconstruction) can be computed in the second round. Details follow.

Consider all the possible (¢ + 1)-subsets of the parties, Q1,...,Qn where
N = (t +1) In the first round, we let each subset (Q; generate a secret challenge
«; that is known only to the members of @);. Specifically, we define some canonical
“leader” for Q; (e.g., the party with the smallest index) and let her sample a
random non-zero a; and send it to the other members of (); over private channels.
Concurrently, the dealer shares the coefficients of the polynomials A, B, C' among
the n parties as before, except that now the degree of A and B is taken to be
d = N(t+ 1) and the degree of C' is taken to be 2d. In the second round, each
party P; in (); broadcasts the value o; and uses local linear operations to reveal
to all the parties the jth share of A(w;), B(a;) and C(«;). After the second
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round, for each 4, each party P (possibly outside @;) verifies that all the parties
in @; broadcast the same point «; and that their shares are valid. If one of these
checks fail, we refer to the ith test as bad and ignore it; Otherwise, the i-th test
is called good, and P can recover the points A(a;), B(o;) and C(ay). If these
values satisfy the product relation, we say that the (good) test passes. Finally, P
accepts the triple if all the good tests pass, and disqualifies the dealer otherwise.

The analysis is fairly simple. For a corrupt D, we note that there exists (at
least) one set @; in which all the parties are honest, and that a corrupt dealer
has no information about «; in the first round. The parties in @Q; provide in
the second round ¢ + 1 shares of A(«q;), B(a;) and C(a;) and so these values
can be publicly recovered, and the probability that C(z) # A(z) - B(z) and
C(a;) = A(a;) - B(a;) is at most 2d/(|F| — 1) = 2N(t + 1)/(|F| — 1) = negl(x).
Thus, except with negligible probability, there will be at least one good test
that fails to pass. On the other hand, an honest dealer will never be disqualified
since, by the binding property of the secret sharing, even a fully corrupted set
of verifiers (); cannot reveal incorrect shares. As for privacy, there are N sets,
and from each set the adversary can learn information about at most (¢t + 1)
points of A(x), B(z) and C(x) (a corrupt leader in a set ) can send different
evaluation points to the parties in @). Since the degree of A(z) and B(x) is d,
and the adversary can learn information about at most N (¢ + 1) = d points, we
conclude that the adversary learns no information about A(0), B(0) and C(0),
as required. The complexity of the protocol is exponential in t = [n/2] — 1 and
so the protocol is efficient (polynomial in the security parameter ) only when
the number of parties n is logarithmic in k. Indeed, this is the only place where
the assumption n = O(log k) is really necessary.

From TSS to Public SIF. By the standard NP-completeness of quadratic equa-
tions, public SIF non-interactively reduces to public SIF where f computes a
vector of degree-2 polynomials over an arbitrary finite field [34] and the same
output is given to all the parties. One can easily adopt the TSS protocol to the
case of general degree-2 SIF functionality (e.g., share the input vector z and the
output vector y, prove that they satisfy a degree-2 relation and ask the parties to
publicly reconstruct y.) However, this will not lead to an offline/online protocol.
Instead, we use Beaver’s trick [10] to transform random triple sharing (realized
by TSS) into a degree-2 SIF. The standard transformation has an overhead of
2 additional rounds, and we avoid it by exploiting the SIF setting, i.e., the fact
that a single dealer knows all the secrets. A reduction from general SIF to public
SIF appears in the full version [6].

3.2 SIF for Any Number of Parties

We move on to the case where the number of parties, n, is large (polynomial in
k) and the resiliency threshold ¢ is almost optimal, i.e., n = (2 4 ¢€)t for some
constant € > 0. Our goal is to construct a 2-round offline/online protocol IT for
some public SIF functionality F that takes an input z from the dealer D and
delivers the same output y = f(z) to all the parties.
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We will handle this case by composing two protocols: (1) The aforementioned
2-round SIF protocol IT; (“s” for small) that achieves an optimal resiliency for
a small (logarithmic) number of parties; and (2) a perfectly-secure SIF protocol
II, (“b” for big) with constant resiliency of, say 1/3, that works efficiently for
polynomially many parties. The latter protocol can have many rounds and can
be instantiated, for example, by the classical protocol of Ben-Or, Goldwasser
and Wigderson (BGW) [12]. We will combine the 2 protocols into a single SIF
protocol with almost-optimal threshold and poly(n) complexity via player vir-
tualization technique. This idea goes back to the work of Bracha [18] in the
context of Byzantine Agreement, and since then has been used several times in
the MPC literature [26,32,40] culminating in the celebrated MPC-in-the head
paradigm [42,43]. Here we show how to apply this idea in the context of SIF.
Unlike other contexts, we show that the combined protocol inherits the round
complexity of the first (“internal”) protocol, and therefore can be executed in 2
rounds! Details follow.

Let us partition the n parties to M = poly(n) committees Aq,..., Aps each
of size n’ for some constant n’ that depends on the constant €. Call a committee
good if it contains at least (n’ + 1)/2 honest parties, and bad otherwise. We will
make sure that the fraction of bad sets is at most M /10 no matter which subset
of t parties the adversary decides to corrupt. Such a property can be guaranteed
by taking all n’ multisets or, more efficiently, based on expander graphs (see,
e.g., [26, Lemma 5]).” Let II, be the BGW protocol that realizes the SIF f
among the dealer D and M “virtual” parties Q1,...,Qn-

In our new protocol, I, the dealer D executes the BGW protocol Il in her
“head” with the input z and then broadcasts a commitment to the transcript.
That is, D samples random tapes ry,...,rys for the virtual parties Q1,...,Qns
and computes all the messages that are sent in I, both over private channels
and over broadcast channels. Then, D commits to each of these messages and to
the randomness r; of each party @;, and broadcasts the tuple of commitments G.
We emphasize that every message from @); to @; has only one commitment, that
belongs both to the view of @; and the view of @;. In addition, D broadcasts the
value y = f(z). Now, we let each committee A; verify, with the aid of the small
protocol I, that the view of Q; is self-consistent, i.e., that the (committed)
randomness and incoming messages of @; yield the (committed) outgoing mes-
sages of (); and that the final output is indeed y. More precisely, the committee
A; together with D, compute the following public-SIF functionality G,:

— (Dealer’s input:) An index 7 € {1,...,M}, a vector of commitments G;,
supposedly to the randomness of ); and his incoming and outgoing messages,
and the corresponding openings.

" In principle, n’ should be taken to be £2(1/¢?). Thus, in order to keep n’ small (e.g.,
logarithmic in the security parameter), one has to assume that € is not too small,
e.g., at least £2(1/+/log k). We limit the discussion to a constant e only for the sake
of simplicity.
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— (Public output:) the tuple (v;,y;, Gi,i) where v; is a consistency bit that
indicates whether the committed values are self-consistent, and the value y;
is the output that the virtual party @; outputs given the committed view.®

We realize this sub-computation by running the small SIF protocol Il among
D and the sub-committee A; while making sure that the final output is available
to all parties including ones that do not belong to A;. This can be done (without
an extra round of communication) by passing all the broadcast messages of the
small protocol I1g over the external n-party broadcast channel. Indeed, we note
that, for public-output SIF, the public output of our protocol II; can be fully
recovered based on its broadcast messages. Getting back to II, we conclude
the protocol, by letting each party P; accept the output y if at least 0.9M of
the committees approve this output (i.e., if the output of the ith committee is
(1,y,G;,1) where G; is consistent with G), and disqualify the dealer otherwise.

The protocol IT can be executed in 2 rounds where the first round is devoted
to the offline round of all the instances of the ITg protocol, and the second round
is devoted to the commitment generation and to the second online-round of the
II, instances. Note that the first round of IT remains input-independent. Let us
briefly analyze the security of I1.

For an honest dealer, the verification I, succeeds for every good committee
Q; that contains an honest majority, and may fail for a bad committee @Q; that
contains a dishonest majority. We conclude that at most M /10 of the verifica-
tions fail, and so an honest dealer will never be disqualified. As for privacy, a
bad committee (); may completely learn the input of the dealer D in the corre-
sponding SIF G,.. This leakage is equivalent to learning the internal state of the
virtual party @; in the external protocol IT,. Since there are at most M /10 bad
committees, the adversary can learn the state of at most M /10 parties of IT,.
The privacy of II;, therefore protects us against such a leakage. (In fact, for this
part we only use the privacy of IT, against a passive corruption.)

A corrupt dealer can commit to an illegal transcript while being approved
by all bad committees. So, in order to be approved, such a dealer must still get
the votes of at least 0.8 M good committees. Hence, cheating in I reduces to
cheating in IT, while actively controlling at most 0.2M of the virtual parties,
and while controlling the randomness of the honest virtual parties. Since ITj, is
perfectly correct against 0.2M active corruptions, a cheating dealer will always
be caught. (For this part, no privacy is needed and IT} is only required to achieve
“perfect correctness with abort” against an active adversary.)

Remark 3 (Comparison to the MPC-to-ZK transformation of [42]). It is instruc-
tive to consider the following variant of the protocol. First, the dealer secret-
shares its input z to (z1,...,2za) via some robust M /3-out-of-M secret sharing
then it virtually runs an MPC protocol among the parties @1,..., Qs for the
public SIF F’ that takes (z1,...,2zy) from the parties, recovers z via robust
reconstruction, and delivers the output f(z). The dealer commits to the views

8 The circuit that realizes G, depends on the code of the NICOM, consequently, our
final construction makes a non-black-box use of the NICOM.
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and transcript and the committees A1, ..., Ay use the small SIF protocol to ver-
ify consistency for each virtual party. This description be can viewed as a special
case of the protocol IT in which ITj, is realized by sharing z and computing F".

Under this choice, our transformation can be viewed as a multi-verifier version
of the MPC-to-ZK transformation of [42]. The two versions differ with respect
to the underlying secret sharing (M-out-of-M in [42] vs. M/3-out-of-M in our
case), and, more importantly, with respect to the verification part. In [42] a single
verifier opens few views (for soundness) while keeping other views unopened (for
zero-knowledge), whereas in our case multiple verifiers distributively open (all)
the views in a way that preserves soundness “globally”, and secrecy for bounded-
size coalitions. Furthermore, we show that verification can be realized with low
round complexity based on an “internal” SIF protocol.

3.3 Replacing the Idealised VSS with 1.5-Round Protocols

In the previous section, TSS and public SIF for logarithmic number of parties
are the direct consumers of the idealized VSS. In both, the scenario is as follows:
D has m inputs s1, ..., S, and the parties want to compute a linear combination
of the inputs. The coefficients of the linear combination may be chosen by some
other party, and the output should be delivered by the end of second round.
For simplicity, we consider the somewhat degenerate case where the goal is to
compute z := 81 + ...+ S;,. As mentioned earlier, two challenges arise: (a) VSS
sharing itself requires 2 rounds, whereas our requirement is to complete shar-
ing and reconstruction within 2 rounds and (b) the known 2-round VSS from
Minicrypt-like assumptions is not homomorphic. In a nutshell, we solve the first
issue by noting that the VSS of [7] is a “1.5-round” VSS in the sense that “ten-
tative shares” are distributed already in the first round, and any update that
may occur in the second round is publicly known to all parties. To solve the
second issue, we construct a novel protocol that allows a party to reveal a “certi-
fied” linear combination of its shares. This protocol, glinear, has 2 rounds where
the first round is an offline round. Since our protocols employ linear homomor-
phism during their second round, glinear forms a viable substitute. Related tools
have been developed in [4] for a smaller resiliency threshold (e.g., n > 3t + 1),
and we extend them to the challenging setting of n = 2¢ + 1 while maintain-
ing efficiency for polynomially many parties n = poly(x). Before describing our
solutions in more detail, we present some background on the underlying secret
sharing scheme.

The Underlying Secret Sharing Scheme. The secret sharing scheme is essentially
the classical t-out-of-n Shamir-like scheme (extended to bivariate polynomials as
in [12]) accompanied with public commitments to all the shares. To (honestly)
share a secret s € F, one samples a random symmetric bivariate polynomial
F(z,y) of degree at most ¢ in each variable conditioned on F'(0,0) = s, and hands
to each party P; the vector (F(4,0),..., F(i,n)) which fully defines the degree-t
univariate polynomial f;(z) = F(i,x). We embed these elements in an (n+1)-by-
(n + 1) matrix F = (F(,7))i je{o,....n}, and note that this matrix is symmetric
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since F(i,7) = F(j,7). The Oth row of this matrix is referred to as the main
row and its ¢th entry F(0,i) = F(4,0) is referred to as the main share of party
P;. (The main row corresponds to the univariate polynomial fy(z) = F(0,x)
which forms a standard Shamir sharing of s.) As part of the secret sharing, we
publish a symmetric matrix, C = (Cy;); je{o,...,n} of commitments to each entry
of F, and hand the openings, O; = (0ij)je{o,...,n}, of the ith row to party P;.
We let O denote the matrix of openings (0i5); jefo,....n}- It is well-known that
this scheme is t-out-of-n secret sharing scheme. The commitment layer makes it
impossible for a corrupted party to lie about its share (the scheme is “binding”),
and so it enables robust reconstruction.” We point out that a statistically-hiding
computationally-binding commitment leads to a secret sharing scheme with sta-
tistical privacy whose robustness holds only against computationally-bounded
adversaries whereas a computationally-hiding statistically-binding commitment
scheme yields a secret sharing scheme with computational privacy and robust-
ness against computationally-unbounded adversaries. Let us record the fact that
the “polynomial part” of the secret sharing is linearly homomorphic but the
“commitment part” is not.

1.5-Round VSS. Backes et al. [7] describe a 2-round protocol for securely dis-
tributing a secret according to the above secret sharing scheme. We note that
this protocol has the following structure. After the first (“sharing”) round, the
commitment matrix C is delivered to all the parties and each party holds a
private tentative share that may be invalid. During the second (“verification”)
round of the protocol, each party P; who may be “unhappy” for some reason,
can form a “complaint” against the dealer D. At the end of this round, either
some complaint turns to be “justified”, or all the complaints are rejected as being
“unjustified”. In the former case, the dealer is being publicly disqualified, and in
the latter case, the private shares of all unhappy parties are publicly revealed.
(That is, all parties learn the openings (O;);ew where W is the set of all unhappy
parties.) By design, an honest party never complains about an honest dealer. We
will make use of the fact that a tentative share either remains unchanged during
the second round, or becomes publicly available to all parties.

We formalize these properties via a new 2-phase functionality Fiss (a refined
version of VSS), and prove that the protocol UC-realizes it. The choice of being
unhappy is captured by an input flag; € {0, 1} that is given to P; at the beginning
of the verification phase. As a result P; can ask to publicly reveal O; even it is
unhappy with D due to some external reason, that does not depend on the VSS
execution (say, P; thinks that D is corrupt in the outer-protocol).

9 We, in fact, consider a weak variant of this sharing in which for a pair of corrupted
parties, (P;, P;), the share f;(j) may be inconsistent with the commitment C;;. Still,
it can be shown that P; and P; cannot lie about their main shares and so this
scheme still allows robust reconstruction. For details, refer to the full version of this

paper [6].
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3.3.1 Supporting Linear Operations

Let us now go back to our goal of computing z := s1 + ...+ s, in two rounds
where the secrets si, ..., s, are given to D as inputs. We start by running the
first round of the VSS to distribute tentative shares for s1, ..., s, via the polyno-
mials F', ..., F™ and the commitments C!, ..., C™. Our goal now is to publicly
reveal the value z := s1 + ... + s, by using a single round of communication
that will be carried in parallel to the verification phase of the VSS. Denote by
F?(z,y) the bivariate polynomial F(x,y)+ ...+ F™(z,y). Observe that it suf-
fices to design a single-round protocol that allows to each party P; to publish
the univariate polynomial F'*(7,-) while providing a certificate for correctness
(and while hiding the original shares). Formally, for every “guide” P; the parties
engage in a subprotocol glinear (“guided linear computation”) so that (1) if P
is honest then all parties output F*(i, ), and (2) if P; is corrupt then all parties
output either F*(i, ) or an erasure L. Since there are n — ¢ > ¢t + 1 honest par-
ties, and all non-L shares are consistent with F'*(z,y), the parties can recover
the polynomial F*(z,y) and output z = F*(0,0). Observe that we can restrict
our attention to the case where the guide is “happy” with the dealer D, since
the shares of a non-happy guide will be publicly released anyway in the end of
the second round by the verification phase of the secret sharing.

Guided Linear Computation from SCG. To explain how glinear is implemented,
let us focus, for concreteness, on the case where the guide is P;. After the
input sharing, the guide P; holds all the information regarding the first rows
Fl(1,z),...,F™(1,), including the openings to the corresponding commit-
ments. In addition, every P; holds all the information regarding the j-th share
of each first-row, F1(1,5),..., F™(1, 7). The idea now is to let the guide P, and
every P; engage in a subprotocol for the computation of F'*(1, j) where the role
of P; is to guard the computation, i.e., to make sure that P, uses the “correct”
values as inputs. Formally, we construct such a subprotocol, called secure com-
putation with a guard and denoted scg, that has essentially the following “patrial
security” guarantees:

— If both, P; and P;, are honest then the value F*(1,j) is given to all parties
while the values, F(1,7) := (F1(1,7),...,F™(1,7)), remain hidden.

— If P, and P; are both corrupt, there are no correctness or privacy guarantees.

— If exactly one party is corrupt (either P; or P;) then there are no privacy
guarantees and the public output is either F*(1,7) or an identifiable abort
(i.e., L symbol accompanied with the identity of the corrupt party).

We postpone the description of the scg protocol. For now, let us mention that
the protocol is publicly decodable (all honest parties receive the same output that
is computed based on broadcasted values), and has 2 rounds in the offline/online
model. Since the first round is input-independent we can execute it in parallel to
the first round of VSS. Now glinear can be reduced to n executions of scg between
Py and each of the parties P,..., P,, where each P; acts as the guard of the
computation of F*(1, ). Given the scg outputs, we output a degree-t polynomial
f1(+) if and only if (1) P; was not disqualified by any of the scg calls, and (2)
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f1(*) is consistent with all the revealed points. Otherwise, we disqualify P;. The
analysis is straightforward. If P, is honest, for every honest guard P; all the
parties learn F*(1,j) (without leaking information on F(1, 7)), while for every
corrupt P; the parties either learn F'*(1, j) or an erasure L (since the adversary
already knows F'(1,j) we do not care about leakage in this case). Since there
are n —t > t + 1 honest parties, the parties recover uniquely the polynomial
F*(1,z). If Py is corrupt, then it is either being disqualified by one of the honest
guards, or release at least n — ¢ > ¢t + 1 points that are consistent with F*(1,-).
This means that the final outcome is either F'*(1,-) or L. Before delving into
the scg construction, we mention that the VSS together with the guided linear
computation lead to a protocol for general linear function evaluation in 3 rounds
which is optimal by [34].

Realizing scg. Roughly speaking, in an scg protocol, the guide Alice is given
as an input a vector b and the guard Bob receives a copy, b2, of this vector
that supposedly agrees with b. Alice wishes to publicly reveal the value f(b%),
for some public function f, and the guard Bob should make sure that f is
computed consistently with respect to his input. This notion was introduced
by [3] who constructed a 2-round offline/online protocol that statistically realizes
the partial security properties defined above. However, their protocol works with
a designated receiver, and so multiple invocations of this protocol (with different
receivers) may lead to inconsistent outputs. (Such inconsistencies were tolerated
in [3] by leveraging the existence of a strong honest majority, i.e., t < n/3.) We
present a publicly decodable scg by exploiting the fact that all parties are given
external commitments C' to the input b and that the corresponding openings,
o, are given to Alice as certificates. Moreover, we make use of NICOM internally
in the scg itself, and so get only computational security. Details follow.

Thanks to the external commitments, it suffices to securely compute the
functionality F that takes = = (b*,0) from Alice and y = b® from Bob, and

outputs
B {f(bA), if b4 = b,

1 (%,0) otherwise.

Indeed, if Alice and Bob are honest the output will be f(b?). If the parties dis-
agree (due to a single cheater) then the output reveals Alice’s certified input, and
one can check whether the released values (b%, 0) are consistent with the external
commitments or not. In the former case, we can decode the output f(b), and
in the latter case, we conclude that Alice aborted the computation. While we
will not be able to realize F with full security, we provide an instantiation that
suffices for “partial security”.

Our starting point is the following variant of private simultaneous message
(PSM) protocol of [29]. Bob samples a random string r and sends it to Alice
privately during the offline phase. Then, in the online phase, given the inputs,
z and y, Alice and Bob publish messages, A(x,r) and B(y,r), that publicly
reveal F and nothing else. Unfortunately, the standard PSM realization only
works when both parties are honest, and a dishonest party, say Alice, can violate
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correctness by sending an invalid message a’ that does not correspond to any
input x (with respect to the chosen r).

Focusing on the case of corrupt Alice, we modify the protocol as follows. At
the offline round, Bob broadcasts internal commitments to all the possible PSM
online-messages. That is, for every possible Alice-input « (resp., every possible
Bob-input y), Bob computes a commitment C’, to the PSM message A(x,r)
(resp., C to the PSM message B(y,r)). At the offline round, Bob broadcasts
the (randomly permuted) list of commitments (Cy ), and (C}), and privately
sends to Alice all the information: the PSM randomness r together with the
corresponding openings (0}). and (oy),. At the online round, Alice and Bob
compute the PSM messages that correspond to their inputs, and certify them
by opening the corresponding internal commitments. Now, assuming that Bob
is honest, Alice is forced to behave honestly in the PSM and must send a “valid”
PSM message that corresponds to an actual input x. This protocol achieves a
similar guarantee against a cheating Bob and honest Alice, provided that Bob
behaves honestly in the offline round. We handle the case where Bob misbe-
haves in the offline round (e.g., by committing to bad values or sending to Alice
bad openings) by letting Alice fully expose her certified input. That is, if Alice
sees that Bob misbehaved in the offline round, she simply broadcasts her inputs
together with the external openings as certificates while ignoring the PSM exe-
cution. Here we exploit the fact that no privacy is required at the presence of a
cheating Bob.

The above description is somewhat simplified and yields a solution whose
complexity is linear in the domain of F which is too expensive. Moreover, when
scg is modelled as a reactive functionality, simulation becomes somewhat subtle
and the commitments should satisfy some level of security under a selective-
opening attack. More details (including an efficient version based on multiparty
PSM protocols and a refined definition of scg) appear in the full version [6].
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Abstract. We revisit the problem of constant-round malicious secure
two-party computation by considering the use of simple correlations,
namely sources of correlated randomness that can be securely gener-
ated with sublinear communication complexity and good concrete effi-
ciency. The current state-of-the-art protocol of Katz et al. (Crypto 2018)
achieves malicious security by realizing a variant of the authenticated gar-
bling functionality of Wang et al. (CCS 2017). Given oblivious transfer
correlations, the communication cost of this protocol (with 40 bits of
statistical security) is comparable to roughly 10 garbled circuits (GCs).
This protocol inherently requires more than 2 rounds of interaction.

In this work, we use other kinds of simple correlations to realize the
authenticated garbling functionality with better efficiency. Concretely,
we get the following reduced costs in the random oracle model:

— Using variants of both vector oblivious linear evaluation (VOLE)
and multiplication triples (MT), we reduce the cost to 1.31 GCs.
— Using only variants of VOLE, we reduce the cost to 2.25 GCs.
— Using only variants of MT, we obtain a non-interactive (i.e., 2-
message) protocol with cost comparable to 8 GCs.
Finally, we show that by using recent constructions of pseudorandom
correlation generators (Boyle et al., CCS 2018, Crypto 2019, 2020), the
simple correlations consumed by our protocols can be securely realized
without forming an efficiency bottleneck.

1 Introduction

Practical protocols for low-latency secure 2-party computation typically rely on
Garbled Circuits (GC) [24]. Such protocols have constant round complexity,
online communication proportional to the input size, total communication pro-
portional to the circuit size, and good computational cost. We revisit the ques-
tion of concretely efficient GC-based protocols with malicious security, which has
been the topic of a long line of work originating from [16,17]. The authenticated
garbling approach of Wang et al. [21] and Katz et al. [15] gives the state-of-the-
art protocols along this line. This approach relies on oblivious transfers for a
cut-and-choose based implementation of a preprocessing functionality made up
of a collection of authenticated wire labels.
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This work is motivated by recent techniques for securely generating simple
forms of correlated randomness [3-7,19,23], which make it feasible to explore
practical alternatives to constructions based only on OTs. In this work, we give
three new constructions, including a non-interactive secure computation (NISC)
protocol [14], which use simple correlations that can be securely generated with
sublinear communication complexity and good concrete efficiency.

Table 1. Communication complexity for evaluating a large circuit after a “silent”
randomness generation step, as a ratio to the cost of a semi-honest garbled circuit,
with k = 128 bits of computational security and p = 40 bits of statistical security. The
bucket size for KRRW is set to B = 3, which is a lower bound for circuits of size less
than 2°. Dep. + online communication refers to the higher of the two party’s one-way
circuit-dependent communication cost, including online and offline phase costs. The
total column adds in the cost of circuit-independent offline communication.

Protocol ‘Correlation Cost (garbled circuits)
Dep. + online | Total
WRK [21] oT 2.5 11.0
KRRW [15] v1 oT 15 7.75
KRRW [15] v2 oT 1 9.7
KRRW [15] with VOLE FyoLe 1 2.5
KRRW [15] with SPDZ MT 1 7
KRRW [15] with SPDZ and cert. VOLE MT-FyoLe-FsubVOLE 1 2.9
Ours, v1 Foar-F. ~Fuore | 1 1.31
(KRRW with Fpaut compiler to Foe(ey) |~ o - VORI VOLE
Ours, v2 FovoLe-FsubvoLE-FvoLE | 1.47 2.25
NISC in the single-execution setting
Ours, v3 FoLe 8 8
AMPRI14 [1] CRS 40 40

Our approach achieves significant savings over the approach of [15], reducing
the total communication cost from around 10 semi-honest GCs to 1.31 GCs in
our first protocol (comparing to the size of half-gates garbled circuits in both
cases). Our second protocol uses a compressed preprocessing functionality that
is expensive to generate for small circuits, but outperforms [15] in the large
circuit setting, requiring only 2.25 GCs and using only simple “VOLE-type”
correlations (see Sect. 1.1).

Our third protocol is non-interactive (NISC) and achieves comparable com-
munication complexity (8 GCs) than the variant of [15] with round complexity
proportional to the circuit depth, and roughly 5x the communication efficiency
of the best NISC protocols [1] in the single execution setting.

Part of our advantage comes from swapping out less efficient ways of gener-
ating correlated randomness with recent advantages. For example, a large part
of the cost of [15] comes from their methods of generating an authenticated
bits functionality, which can be realized without any communication given two
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instances of vector oblivious linear evaluation (VOLE), defined in Sect.1.1. But
our main advantage comes from novel compilers from new forms of simple cor-
related randomness to authenticated garbling functionality, including the use of
efficient generalizations of certified VOLE protocols (see Sect. 3.2) that allow ver-
ification across more of the verification work to be done under statistical security
instead of computational security (see Sect. 4.2). As we show in Table 1, our most
efficient protocol still uses roughly 2x less communication than [15] would use,
even if we replaced their authenticated bits generation procedure with VOLE.

Alternatively, the SPDZ protocol [10] could be used to realize the prepro-
cessing functionality of [15] with authenticated multiplication triples (MTs) in a
black box way. Doing this would require 7 GCs. Applying our certified random-
ness optimization of Sect. 4.2 to this SPDZ approach would reduce communica-
tion to 2.9 GCs, which is still more than both our non-NISC variants.

As we further discuss below, the secure generation of the correlated ran-
domness required by our protocols is typically cheaper than the protocol that
consumes it, especially for VOLE-type correlations or when using multiple cores.
Moreover, this secure generation is circuit-independent and only involves local
computation without any interaction.

1.1 Simple Correlations

Our informal definition of a simple correlation is one that can be securely gener-
ated with sublinear communication complexity and good concrete efficiency. The
cost of sending a GC in the semi-honest setting is already linear in the circuit
size, and so will dominate the communication cost of setting up the randomness,
and any reasonably efficient randomness protocol can be run on multiple cores
in the background faster than the communication of the main protocol.

We note that all of the flavors of simple correlations discussed here can be
realized with a one-time setup step that generates randomness seeds. These
seeds can then be expanded into the full correlated randomness locally by each
party. This property facilitates running these protocols in a streaming mode,
where the randomness is unpacked as needed. To draw attention to this, and to
simplify the presentation, we write Extend(F) to denote unpacking additional
entries from the correlated randomness seeds. Additionally, this one-time setup
can be performed non-interactively, which we need to make step 2 of Fig.12
non-interactive for our NISC protocol. We describe the correlation calculus more
formally in the full version of this paper [12].

We rely on two main flavors of simple correlations: vector oblivious linear
evaluation (VOLE)-type correlations, and multiplication triple (MT)-type cor-
relations. In VOLE, a receiving party learns v := a8+ ¢ along with the scalar 3,
while the sending party learns a,c. VOLE with sublinear communication com-
plexity was introduced by Boyle et al. [3] in 2019 and has been improved since
then, see [7] for the most efficient current variant.

In MT, parties learn shares of vectors x,y along with shares of the piecewise
product z, z; = z; - y;. MT have been studied as an important primitive for
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Table 2. Correlated randomness used throughout the paper. For programmable OLE,
the set @ is an arbitrary set of ordered pairs of indices. Cost comparison is given
with reference to the “base” randomness protocol, either VOLE or MT. Generating
1 million entries of VOLE costs roughly 0.05s on standard computers. Generating 1
million entries of MT costs roughly 10s.

Functionality F-notation ‘ Mathematical relation Cost comparison

VOLE-type correlations

Vector OLE FVOLE v =af+c, for a,c € Fap 1 VOLE
Subfield Vector OLE FsubVOLE v=af+c, foracFa,c€Fo |~ 0.6 VOLE
Block Vector OLE FbVOLE vi=af;+c;,fori=1...,L |L VOLE
MT-type correlations

Two-sided authenticated Ch -y =z, th h

WO .51.e .au e.n icate Foaur oose x -y = z, then share 9 MT
multiplication triples [z], [y, [2], [eez], [BZ]
Programmable OLE FOLE Vig =8B +cig |Q| MT

for (i,5) € Q

years, e.g. [10] but only recently have been able to be generated efficiently and
silently [6].

We require several variants of these two types of randomness, as summarized
in Table 2. We define all non-standard correlations as functionalities where they
arise in the presentation. Crucially, both flavors of randomness generation allow
for “programmability” in such a way that each new variant does not require an
entirely new protocol, see e.g. [4,6].

Indeed, we can think of VOLE-type and MT-type correlations in terms of
simple atomic operations under a “correlation calculus”. For VOLE, atomic oper-
ations consist of choosing a vector v € F", for some field F', multiplying v by
a scalar § (possibly in an extension field E), sending a vector to a party, and
secret-sharing a vector between parties. Taking F' = F = Fy, or Fox gives stan-
dard VOLE, taking F' = F and E = Fy, gives subfield VOLE. Reusing the vector
v with a set of scalars (3; gives block VOLE and block subfield VOLE.

For MT-type correlations, atomic operations consist of picking a random vec-
tor x € F™, computing the scalar product 5x, computing the point-wise product
x -y, sending a vector to a party, and sharing a vector between parties. Standard
authenticated triples come from computing z := x-y and Sz and sharing all four
vectors. Our two-sided authentication triples come from additionally computing
az, and sharing this as well.

Finally, programmable OLE consists of a family of OLE vectors v; ; = a;3,+
c;,j, where the parties agree to re-use certain vectors a; and 3; on certain entries.
The generation time and seed size of programmable OLE scales linearly with the
number of pairs (4, j) for which we generate a vector of OLE entries.

The VOLE protocol of [7] can generate a million entries of VOLE correlations
in roughly 0.05s, or a million entries of subfield VOLE in roughly 0.03s. The
OLE protocol of [6] can generate a million OLE correlations in roughly 10s. For
each of these protocols, the dominant cost is the secret sharing of vectors. We
therefore expect that block VOLE over L instances costs roughly L times as
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much computation as a single VOLE, that standard authenticated triples costs
two times as much communication as OLE, and two-sided authenticated triples
cost three times as much.

We remark here that the Ring-LPN approach only allows silent generation
of authenticated multiplication triples over large fields of characteristic 2 such
as Fop. If authenticated triples could be silently generated over Fs, then the
preprocessing functionality of [15] could be generated with only 2 bits of com-
munication per gate, via a procedure similar to that given in Lemma 3. It is
precisely because there is no simple correlation that can generate the prepro-
cessing functionality directly that the question of the most efficient compiler
from simple correlations to that functionality arises.

1.2 Notation

We let f be a function realized by a circuit C, where C' is made up of input gates
Z, boolean gates G, and output gates O. Let the input Z =74 UZpg be held by
two parties A and B, and define n to be the number of AND gates in G, and
m = |Z| + |G|, including all gates in m.

We use k and p as a computational and statistical security parameter, respec-
tively, and take x = 128 and p = 40 for our concrete communication metrics.

During the evaluation of a garbled circuit, we write z; for the true value of
a wire, \; for the wire mask, and share \; among A and B as \; = a; ® b;. We
use (@, A) for field addition and multiplication over Fo, any of (&, +, —) for field
addition over larger fields of characteristic 2, and - or concatenation for field
multiplication over larger fields of characteristic 2.

We use a, 3 for VOLE receiver inputs over Fo, held by A, B respectively, and
Ay for a VOLE receiver input held by A over Fax.

When discussing randomness certification in Sect. 3.2, we need to distinguish
between an instance of FyoLg where party A is the receiver and party B the
sender with another instance of FyoLg with the roles reversed. In this instance,
we refer to the latter functionality as FgLov.

1.3 Owur Contribution

Our first protocol relies on both VOLE-type and MT-type correlations. It
employs the same authenticated garbling technique as that in [15], but uses
authenticated triples over Fy,, rather than cut-and-choose techniques, to gener-
ated authenticated wire labels. This construction relies on a new compiler from a
special flavor of authenticated triples to the desired preprocessing functionality
given in Sect. 4.1, as well as a lightweight compiler from preprocessing with sta-
tistical security to preprocessing with computational security, given in Sect. 4.2.

Theorem 1. There is a protocol that securely computes f against malicious
adversaries in the RO—FpamTt —FvoLe —FsubvoLe-hybrid model with the following
features:
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— Online Communication: O(k(|Z] + |O))).

— Circuit Dependent Communication: (2« + 2)n bits of communication.

- Total Communication: (2k+2p+2)n (one-way) or (2k+4p+2)n (two-way)
plus terms sublinear in n.

- Computation: O(xn).

Our second protocol relies only on VOLE-type correlations, and a modifica-
tion of the authenticated garbling protocol that, approximately, uses a garbling
approach from [21] to replace the authentication procedure in [15]. We give this
modified garbling protocol and prove its correctness in Sect. 5.1.

This modified approach increases the communication cost of the online plus
circuit dependent step, but allows the use of a simple block VOLE functionality
instead of one of the more computationally intensive PCGs used to build authen-
ticated triples. As written, the protocol uses quasi-linear work instead of linear
work, but this can be reduced to linear work by dividing the gates into blocks
of some large fixed size, and running the compressed preprocessing functionality
Fep on each block in parallel.

This approach is best suited to the large circuit setting, since it requires
L = plog|C| instances of VOLE (or for sufficiently large N and |C| > N,
L=|C |"1°TgN), in order to construct the compressed functionality Fc,. Because
VOLE-type correlations are so much more efficient, the computation of the ran-
domness generation for this protocol is roughly comparable to that of the first
protocol, but the communication of the VOLE seeds is much larger.

Theorem 2. There is a protocol that securely computes f against malicious
adversaries in the RO—FyoLe —FsubvoLE — FbvoLe-hybrid model with the following
features:

- Online Communication: O(x(|Z] + |O))).

- Circuit Dependent Communication: (2 + 3p)n bits of communication.
- Total Communication: (2k + 8p + 1)n + o(n).

— Computation: O(knlogn) or O(kn) with running Fe, on blocks.

Our third protocol relies only on MT-type correlations. It uses a similar
preprocessing functionality and authenticated garbling protocol as our first pro-
tocol, but combines them into a (single-use) NISC protocol. These protocols
require certain modifications in order to make them non-interactive. In partic-
ular, we require a conditional disclosure of secrets (CDS) functionality to allow
the receiver to authenticate their inputs without communication to the prover.
We give the details in Sect.6.1.

Theorem 3. There is a NISC protocol that securely computes f against mali-
cious adversaries in the RO — FoLe-hybrid model with the following features:

~ Online Communication: O(x(|Z] + |O))).

— Circuit Dependent Communication: (2« + 3p)n bits of communication.

— Total Communication: 16xn+o(n) (one-way) or (29 + 3p)n+o(1) (two-
way).
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— Computation: O(xn).

We expect the first and third protocols to be dominant in the secure 2PC and
NISC settings, respectively, in the million gate setting and the second protocol
to be competitive around ten million gates.

1.4 Structure of Paper

In Sect. 2, we give an overview of the construction of [15], and explain how this
construction can be treated as a blueprint pattern for a family of authenticated
garbling constructions. We then describe, at a high-level, how each level of the
blueprint is modified for each of our three protocols. In Sect.3 we describe a
series of technical results about certified VOLE, combining correlated random-
ness functionalities, and conditional disclosure of secrets. Each of these results
serve the same general purpose of allowing one party to authenticate that their
inputs are well-formed to the other party. We give some additional protocols
and proofs in the full version of this paper [12]. We then give our three protocols

Hzoif\cMT, HXI?CLE and 1'[2'\"5’(: in Sects. 4, 5, 6, respectively.

2 Authenticated Garbling: Blueprints and Variations

We will present the authenticated garbling protocols in this paper as three dif-
ferent constructions following the same general blueprint design. The protocols
can be pictured as a series of structures built side-by-side with the same number
of levels, and corresponding levels play a similar role in each protocol. We begin
by reviewing the approach of [15] through this framework, and then go into more
detail about how our approaches differ.

2.1 Review: The Authenticated Garbling Blueprint of KRRW [15]

Authenticated Shared Bits. The first level of the construction is an authen-
ticated shared bits functionality. In [15], this functionality is presented through
the language of IT-MACs. We offer an equivalent definition in the language
of simple correlations: The authenticated shared bits functionality is a pair of
implementations of FgpvoLe, the first instance is over Foo, with party A act-
ing as sender and B acting as receiver, so that B receives § € Fo,, A receives
a € Fp and c € 5}, and B receives v := af3 + c. In the second instance, the
roles reversed and the FgupvoLg is given over Fax, so that A receives o € For, B
receives b € F3* and d € 3., and A receives w := ba + d.

These shares will play the role of the wire masks in Yao’s garbled circuits.
For the i-th wire, party B will learn the value a; @ b; & z;, where z; is the true
wire value under a plaintext evaluation of the circuit. Because the value a; is
unknown to B, B learns nothing from this value. Because the value b; is unknown
to A, A is unable to employ a selective-failure attack to deduce which row of the
garbled table B is attempting to read.
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Authenticated Parallel AND. To make the protocol secure against a mali-
clous A, party B needs to be able to verify that the row of the garbled table B is
reading from was constructed correctly. In order to do this, the parties augment
the authenticated bit randomness above with authenticated shares of the bits
(a; ® b;) A (aj ® bj), for every AND gate Gy, := (i, j, k, A), as shown in Fig. 1.
This construction requires two stages. The first stage we call authenticated
parallel AND. Let PAnd(n) be a circuit consisting of n AND gates executed
in parallel, so that the kth gate has input wires (2k — 1,2k) and output wire
2n + k. To simplify notation, we write Fyre(,) for férZA"d(n)’ﬁ’p) and Fpe(,y for

FiRAnd(m-2:0) yhere m is clear from context. In [15], the parties realize the prepro-

cessing functionality in the special case of Fyre(x). Equivalently, they construct
authenticated multiplication triples with entries in Fy; as remarked above, there
is no simple correlation that can generate these triples silently.

In [15], these triples are generated using cut-and-choose techniques, which
makes up the lion’s share of the circuit-independent communication cost of that
protocol.

Remark 1. We note that, as well as translating the language of Fpre in [15] from
IT-MACs to VOLE, we now require that if A holds an input bit, B’s share of
that input bit’s wire mask is 0, and vice versa. This does not alter the security
of the protocol but it simplifies some of the proofs.

Functionality F%”"): Pre-processing of wire labels for authenticated garbling.

Parametrized by values p, k, and a circuit C consisting of W wires, Z input wires,
O output wires, and gates G of the form (7,4, k,T), for T € {A,®}, 4,7 € ZUW,
and k € WU O. Recall that m := |Z| + |G|.

— A chooses « € For and wire labels a € F3', ¢ € F5, and sends them to Fpre.
B chooses (§ € Fop and wire labels b € F5', d € F3k and sends them to Fpre.
For each input wire i € Z, if 1 € Za, set b, := 0, and if ¢ € Zp, set a; := 0.
— For each gate G = (4,7, k,T), in topological order:
o If T'= @, Fpre sets the values ar, = a; + a;, by = b; + bj, ek = ¢; + ¢;, and
di = d; + dj, where the addition is performed in the appropriate field of
characteristic 2.
o IfT = A, Fpre chooses values a;, uniformly at random from Fap, é; uniformly
at random from [, cik uniformly at random from Fax, and i)k = (ai + b;) -
(aj +b;) + ax.
— Fpre computes

(v,v,w,W) = (aﬁ+c,éﬂ+é,ba+d,f>a+&).

— Fpre sends (V,V,B,El) to B and (w, W, a,¢) to A.

Fig. 1. Authenticated wire labels
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Authenticated Circuit Wires. The second step is to convert this generic
preprocessing Fyre(x), Which serves the parallel AND gate circuit only, to the

circuit-dependent preprocessing fég’p ") In other words, we now want shares of

the bit (a; &b;) A (a; ®b;) for arbitrary pairs of indices (i, j), and a; b, a; B b,
may in turn represent the XOR of several prior bits.

This conversion is done using standard Beaver triple techniques [2], as we
show below in Sect. 4.2. In one variant of [15] the triples are instead constructed
“in-place”, which gives a modified construction with less total communication,
but some additional communication in the circuit-dependent phase. The main
result of [15] can now be re-stated as follows:

Theorem 4 ([15]). The KRRW protocol [15] securely computes a functionality
f against malicious adversaries in the RO-Fpre-hybrid model, with 2x + 2 bits of
communication per AND gate, k + 1 bits of communication per input gate, and
1 bit of communication per output gate.

Authenticated Garbling. The authenticated garbling protocols of both [21]
and the follow-up work [15] are both instructive here. After the authenticated
circuit wire labels are completed, party A plays the role of the sender in a semi-
honest evaluation of Yao’s garbled circuit, and some additional interaction allows
B to verify the correctness of the opened entry of each AND gate.

For an AND gate Gy, := (4,7, k, N), let ag, b be the authenticated bit shares
of (a; ®b;) A (a; @ bj;), and let Ay := aj, ® by, with i defined similarly. If both
parties know the value (\; @ z;), where z; is the true value of the wire, then they
can locally construct authenticated bit shares of

zi Nz © A = A D 5\k D (Zz D )\1)/\] D (Zj D /\])/\z D (Zl D )\z) A (Zj D )\])

From there, B evaluates the garbled circuit, A securely opens their bit share of
z; N\ zj @ A, and B verifies that the value z; A z; © Xy, is equal to the wire label
2z A A\, computed from garbled circuit evaluation.

The primary distinction between [21] and [15] is how the value of A\; @ z; is
computed. In [21], party A computes all four possibilities of (\; ® z;, \; & z;),
with the accompanying shares of z; A z; @ Ag. They then construct what are
essentially two garbled circuits. The first garbled circuit, used for evaluation,
uses computational security to hide gate labels from B. The second garbled
circuit, used for authentication, hides only the masked wire labels z; ® \; and the
accompanying share of z; A z; @ Ay, and uses statistical security to stop A from
flipping a bit of the masked wire label. In [21], the first garbled circuit requires
3k communication per gate, and the second requires 4p bits of communication.

In the [15] protocol, the first circuit is improved to 2k bits of communication
by applying the half-gate technique of Zahur et al. [25], and the second circuit
is replaced with one more round of communication wherein B opens all masked
wire labels to A, and A then batches together the proof of correct garbling on
the traveled path.

Remark 2. A recent advance due to Rosulek and Roy [18] reduces the cost of
semi-honest garbled circuits to 1.5x+5 bits per AND gate and is compatible with
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free XOR. A natural question is whether the approach of [15] can be extended
to this new “three-halves” garbled circuit construction. We hope the answer is
yes, although there are some obstacles to overcome.

In the [18] construction, the gates and wire labels are “sliced and diced “ into
half labels, but there is no canonical way for the evaluator to perform a lin-
ear combination of these half labels and compute the output wire’s half labels.
Instead, the desired linear combination is garbling-dependent, and randomized
and encrypted in such a way that the evaluator learns the desired linear com-
bination without learning anything about the garbling. In the [15] paradigm,
the garbler cannot know the garbling, and naturally, it is harder to randomize
and encrypt something you do not know. We leave the study of this question to
future work.

2.2 New Ideas: Authenticated Shared Bits

We now go through the levels of this blueprint again, this time explaining the
changes that each of our three protocols make to the pattern laid out above. First,
for authenticated shared bits, as mentioned above, two instances of FgupvoLE
are sufficient to generate this randomness, and we use exactly this for our first

protocol, TIDAMT

2pc
For the protocol using only VOLE-type correlations, HE/F?CLE, we introduce a

complication. We now generate all wire tags b; as a (public) linear combination
of entries of a vector b of wire tags. The length of b is O(plogn). This allows
us to generate shares of values a; A b; as a linear combination of values a; /\Ej/,
which can in turn be represented as entries of VOLE.

To ensure that security against a malicious A remains, we have to verify that
we are still protected against selective failure attacks. Following the protocol of
[21], we do not allow A to learn the values z; ¢ \;, and instead send a second
garbled circuit that allows B to learn z; ® A; and the accompanying share of
zi N zj @ A, If A corrupts only a single gate, then by the randomness of b, A
will learn nothing from an abort. However, if A corrupts more gates, the values
b; may be linearly related, and so A could learn something from whether or
not B aborts. However, with an appropriate choice of parameters, the values b;
will only be linearly related if A has corrupted so many gates that an abort is
inevitable.

We note that a similar approach that generates the vector a as a linear
transformation of a shorter vector a (i.e. a = Mya) would be insecure. Indeed,
any vector w in the (non-empty) left kernel of My is orthogonal to a. B must
learn the values z; @ A; in order to evaluate the circuit, and can then subtract
their share to obtain z; @ a;. Taking the dot product of a® z with w gives w - z,
and B has broken the zero-knowledge property of the secure computation.

Finally, for the NISC protocol TIY'SC we can not realize an instance of

2pc
FesubvoLe Where B is the sender and A is the receiver non-interactively. Instead,
we let one of A’s inputs to programmable OLE be the vector & := (o, a, . . ., @),

and then B’s input b intended for FgpvoLe can instead be given to FoLg.
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2.3 Authenticated Parallel AND

For our first protocol, HQDPACMT, we construct authenticated parallel AND gates

from doubly authenticated multiplication triples in two steps. First, we con-
vert from fé’k&)T to Fpre(p) using a construction inspired by Beaver triples, see
Sect. 4.2. This conversion requires 2p bits of communication per AND gate.

We then convert from Fpre(,) t0 Fore(x), that is, from preprocessing for parallel
AND gates over Fop to parallel AND gates where bits held by party B are
authenticated over Fox instead of Fgp, using a lightweight protocol that requires
only 3 + o(1) bits per AND gate. This can be done with semi-honest security
using the usual compiler from random to fixed subfield VOLE (see e.g. [3]). To
make this secure against malicious B, B must convince A that the bits used for
this instance of fixed FsupvoLe match the authenticated bits generated by Fyre(p)-
We give a lightweight protocol for this authentication in Sect. 4.2.

For our VOLE-only protocol, we instead use the block VOLE construction
(FovoLE) to obtain bit shares of the product (agi—1 @ ba;i—1) A (ag; B by;) term
by term. Party A holds the bit ag;_1 A ag; locally, and can use this value as an
entry of its authenticated bits constructed above, and verify its correctness under
LPZK. Likewise party B holds the bit bo;_1 A bg; locally and can authenticate
and verify under LPZK. The cross terms ag;_1 A bo; and asg; A bg;_1 are linear
combinations of terms of the form ag;_1 /\Zj and ag; Agj, respectively, and so
bit shares of these terms can be obtained from the block VOLE.

In order to obtain authenticated shares, we also need to generate shares of
(a; Ab;j)B. To do this, we double the size of B’s input to the block VOLE, so that
B’s inputs are gj,gj B. (For security reasons, we need to shift all of B’s inputs by
a random value -, which is an additional input. We give the details in Sect. 5.2
and additional details in the full version of this paper [12]. To verify that B’s
inputs satisfy the correct relation, B passes their inputs to an instance of FyoLE,
playing the role of Sender, and proves correctness under LPZK.

For technical reasons, our protocol does not guarantee that a cheating A is
detected immediately, but instead ensures that, if A cheats, A corrupts their own
share of lA)Z-a, which will then be detected during the evaluation of the garbled
circuit with overwhelming probability.

Because of the linear dependence on B’s bits, this is no longer a realization
of Fore(p)- We define a modified functionality F¢, and show that the converter

from Fore(p) t0 Fpre(s) can likewise convert from fc(,f) to .7-}(;" ).

For our NISC protocol, we follow the same approach as in the VOLE-only
protocol to produce shares of (ag;—1 @ ba;—1) A (ag; ® be;) and (agi—1 ® bgi—1) A
(agi ® be;)B, term by term. As discussed above, the parties have to generate
authenticated bits through a call to Fo g instead of FyupvoLe. To generate the
pairwise products bo; A ag;—1 and by; 1 A ag;, and so-on, we re-use A’s input a
to the FoLg functionality, and pair it with a new vector b’, which reverses the
order of every pair (ba;_1,b2;).

Because the protocol is non-interactive, B cannot prove anything about their
inputs to A (in the CRS model, this would require a CRS generated by A and
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a message from B to A before A’s final message from A to B for the secure
computation, giving a 3 round protocol). Instead, A and B use a lightweight
conditional disclosure of secrets protocol (CDS) which ensures that either B’s
inputs are well-formed or A’s message to B in the NISC protocol appears uni-
formly random to B. We sketch the protocol briefly here, and describe it in more
detail in Sect.6.1.

For the CDS protocol, parties A and B generate an instance of Fo g with A’s
input the vector & := (a, a,...,a), and B’s input the vector 8 := (3,83, ..., ).
Call the resulting shares (v, ¢), so that if both parties are honest, we have v;+¢; =
af for all 4. Then likewise v; — v; = ¢1 — ¢; for all 7 if both parties are honest,
and are otherwise offset by a term unknown to the cheating party.

Let the vector s := (¢; — ¢;) be held by A and the vector t := (v; — v;) be
held by B. Then A adds H(s) to all future messages, B subtracts H(t) from
all future messages. if B cheats, B will be unable to construct s, and so A’s
messages will appear random.

Similar protocols are used to guarantee that the vector b’ really holds the
desired re-ordering of b, and that all necessary polynomial relations on b hold.
We give more detail in Sect.6.1.

We note that our converters from authenticated gates over p to authenticated
gates over s (i.e. the conversion from Fpe(p) t0 Fpre(x), and related protocols)
can no longer be applied in the NISC setting because this protocol requires
opening certain shared values publicly, and thus is interactive. This is one of the
reasons that our NISC protocol requires more communication than our other
two protocols.

2.4 Authenticated Circuit Wires

For our first interactive protocol, TIZ4MT, the converter from Fpye(s) to f,SS“’P )

follows the approach of [15]. We give the protocol converting from Fpe() to

fég’“’p) in Sect. 4.2. For our VOLE-based protocol HE’F?CLE, we give instead build

FL&PP) directly and convert from that functionality to Fie ™). We describe
these conversions in Sect. 5.2.

For our NISC protocol, we define a modified functionality ]:,Erif\;vi)c which is
similar to the functionality Fyre, but has the property from F, that a cheating A
is not immediately detected but corrupts their own shares. We observe that the
protocol sketched above for obtaining authenticated parallel AND gates from
authenticated bits can be used to obtain authenticated wires for an arbitrary
circuit. Instead of swapping bg;_1 and by; in a second input vector to FoLg, we
have one input vector by, to the FoLg of all left inputs b; to gates Gy, = (i, 7, k, N),
and a second input vector bg of all right inputs b;. The same techniques are
used to ensure that by and bg hold the correct linear transformations of b.

2.5 Authenticated Garbling

For our first protocol, we can use the authenticated garbling protocol of [15]

directly, once the functionality fég’p ) has been realized, with a small modifi-
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cation to the step where the initial gate labels are determined to account for our
small modification to férce’p ") where we allow a party’s wire mask zero when
the other party knows the true wire value. The protocol still requires, as in [15],
2k + 2 bits of offline circuit dependent communication per AND gate.

For our VOLE-only protocol, we can no longer use the authentication app-
roach of [15] where B reveals to A the masked wire labels z; ® \; = z; D a; D b;.
Of course, A can XOR these shares by the values a; that A holds, leaving z; ® b,
and, because the values b; are computed as linear combinations of some shorter
vector b, there is some linear combination of the z; @ b; terms that causes the b;
terms to cancel identically, and A would learn some linear relation on the vector
z of true wire values.

Instead, we combine the techniques of [21] with Zahur’s half-gate techniques,
so that B can open exactly one authenticated bit, corresponding to (z; Az;) S A,
for the k-th multiplication gate. This requires only statistical security, since the
output is only used for verification, and does not play the role of a gate label for
an output wire. On the other hand, since the output is being used for verification,
we can no longer allow a term H(L; o, k)® H(L; 0, k) to be added to the output,
so we need to send an additional element of Fg, as part of the garbled table. In
total, the authenticated garbling requires 2k + 3p bits of offline circuit dependent
communication per AND gate.

In our NISC protocol, we also cannot have party B revealing masked wire
labels to A, because that would require additional rounds of communication.
We use the same approach as in our VOLE-only protocol, but need to show
additional care to verify that the protocol can be made non-interactive. We give
the details in Sect. 6.2 and additional details in the full version of this paper [12].

3 Authenticating Correlated Randomness

Before we proceed with a technical description of our main protocols, we give an
overview of the techniques related to correlated randomness we use throughout
the rest of the paper.

3.1 Compilers from “Random” to “Fixed” Randomness Variants

There is a standard compiler from random VOLE to fixed VOLE (see e.g. [3])
that allows parties to replace a randomly selected vector v := af + c, where all
entries are chosen randomly, with a new vector v/ := a’3’ + ¢/, where a’, ¢’ are
chosen by the sender, 3’ is chosen by the receiver, and the receiver additionally
learns v’ given above. The conversion protocol can be stated simply: the receiver
sends (3’ — 3 to the sender, the sender sends a’ —a and ¢/ —c+ (8’ — 3) -a’ to the
receiver, and both parties adjust their shares locally. In cases where the sender
does not need to control the value of ¢/, the sender sends only a’ — a, and sets
their pair of vectors to (a’,c — (8’ — ) - a).

We can use this same compiler with block VOLE, where a vector a is used
across several instances of VOLE. To replace a random a with a fixed vector a’,
party A only needs to send the message a’ — a once across all instances.
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A similar compiler exists for a batch of OLE correlations v := ab + ¢, where
one party sends a’ — a, the other sends b’ — b, and both parties compute locally
to obtain v/ := a’b’ + ¢’. As with block VOLE, if the random vector a is used
in multiple instances of programmable OLE, a single message suffices to convert
this vector to a’ across all instances.

For a careful accounting of round complexity, we note that, when the value
of ¢ can be chosen randomly, these messages can be sent concurrently or in
sequence, in either order. If one party does not require fixed inputs, that party
does not need to send a message at all.

3.2 Certification Between Varieties of Correlated Randomness

Recall the “correlation calculus” introduced in Sect. 1.1, that allows us to express
each of our randomness functionalities in terms of a short list of atomic oper-
ations. This same “correlation calculus” allows us to re-use vectors and scalars
across distinct flavors of correlated randomness as long as they are of the same
type (that is, VOLE-type or MT-type).

For example, if we wish to have an instance of FyoLg and an instance of
FsubvoLE using the same value (8 but different vectors a,a’, then we generate
a, a’ randomly, multiple each vector by 3, and share each of the results over the
desired field. Similar approaches allow us to use the same vector and different
values (3, 3, and can also be applied to use the same vectors or values between
instances of FgupvoLe or FyoLg over different (top-level) fields.

By combining this with the previous observation about compilers from ran-
dom to fixed VOLE and OLE, we can allow any vector or scalar to be used as
an input to any instance of FVOLE7 FSUbVOLE7 or ]:bVOLE-

There are three situations that are not covered by this approach, for which
we require bespoke protocols. Each of them work by extending the randomness
instances with fresh randomness and evaluating some short polynomial expres-
sion on the outputs, which will produce equal outputs for both parties if and
only if the desired equality condition holds. A random oracle is applied to the
outputs and then the results are compared; any number of certifications of this
form can be batched together by applying the random oracle to the collection
of outputs.

First, in Sect.4 we wish to authenticate that the same value « is used in a
call to FyoLe and a call to Fpamt. These are generated by different “correlation
calculuses”, and it would be a massive efficiency hit to generate FyoLe as MT-
type randomness. We give a lightweight protocol TIPAMTAVOLE iy the full version
of this paper [12].

Second, in Sect.5, we wish to show that, for two calls to VOLE with the
parties switching between the role of receiver and sender, the constant value 3
used by one party in their role as receiver matches another value b used by the
same party while playing the role of the sender. We give a lightweight protocol
TTYOLEAELOV iy the full version of this paper [12].

Third, in Sects.4 and 5, we wish to certify that two instances of subfield
VOLE with different receiver inputs o, A4 over different fields Fsp, For have
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the same vector inputs b, even if one vector is generated via the compiler from
random to fixed VOLE, and another is generated using an unspecified possibly
interactive protocol. We give a lightweight protocol Hng in the full version of
this paper [12].

3.3 Line Point Zero Knowledge

In [11], Dittmer, Ishai and Ostrovsky introduced Line Point Zero Knowledge, or
LPZK, a protocol for building a NIZK for general circuits using a single instance
of VOLE. When working in the random oracle model on circuits corresponding to
low degree polynomials, LPZK is especially powerful, because many verifications
can be batched together. As shown in [22], any number of polynomials on a total
of n inputs of degree at most d can be verified with communication of (n + d)x
bits communication. For completeness, and because we use similar arguments
elsewhere in this paper, we sketch the argument here.

A prover P wishes to convince a verifier V' that P holds inputs a = (a;)
such that g(a) = 0. Each input a; becomes the entry of a VOLE v; = a;0 +
¢i, and V evaluates g(v), which will be a polynomial in 5 of degree at most
d — 1 if P is telling the truth. After masking these values with an oblivious
polynomial evaluation of degree d — 1, P opens the coefficients and V' confirms
the desired equality. In the ROM, many such checks can be batched together,
with V' computing > g(v)H (m;i) and P computing the coefficients of > g(at +
¢)H(m;14), where m represents some message transcript committing P to the
values a, and 7 is the index representing the number of times we’ve evoked this
batch check.

This construction includes the cost of the compiler from random VOLE to
fixed VOLE. In our case, where we wish to prove relations on an already set
fixed VOLE, we can omit the nx bits of communication, and send only dk bits.
In this paper, we exclusively apply LPZK to the setting where we wish to prove
that already set VOLE inputs satisfy some collection of polynomials of degree d,
and take d < 3 throughout. We write Il pzk(a,c, 3, v, R) for the protocol that
proves that a satisfies the set of relations R, when one party holds (a,c) and
the other party holds 8 and v := af + c.

4 Authenticated Garbling from Authenticated Garbled
Triples

We follow the blueprint laid out in Sect. 2, giving the full protocol description and
proofs. Recall that in Fig. 1, we gave the a preprocessing functionality ]—'ég o8
used in the constructions of [21] and [15]. Let PAnd(n) be a circuit consisting of n

AND gates executed in parallel, so that the kth gate has input wires (2k — 1, 2k)
and output wire 2n + k. Recall that we write Fpyre(x) for Fpre (PAnd(n).70) and Fore(p)

for]—'PA"d ):p:pP)
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4.1 From Authenticated Bits to Parallel and with Authenticated
Triples

The underlying correlated randomness we need for our protocol is subfield VOLE
for generating authenticated bits, VOLE, for running proofs of input correctness
under LPZK, and doubly authenticated multiplication triples, for converting
from authenticated bits to authenticated parallel AND.

Doubly authenticated multiplication triples can be generated from Ring-LPN
under the “correlation calculus” discussed in Sect. 1.1. This correlated random-
ness is nonstandard, although it can be viewed as a modified form of the authen-
ticated triples of SPDZ [10]. We give the functionality formally in Fig. 2. We then
prove the following lemma, which shows how to generate authenticated bits and
how to convert these bits to authenticated parallel AND gates.

Functionality féf\’,a-)r: Two-sided authenticated triple generation

Parametrized by values p,n € N.

— A chooses a € For and sends o to FpamT-

— B chooses 3 € Far and sends (3 to FpamT-

— Fpawmr samples vectors (x,y) uniformly at random from F,.

— FoamT sets z := x - y, where the multiplication is done element-wise.

— Fpawmt generates random shares (x4,1,¥4,1,%4,1) and (XB,1,¥B,1,2B,1) of the
vectors (x,y,z), with random shares chosen in Fap.

— Fpawut generates random shares (Xxa,2,¥4,2,%24,2) and (XB,2,¥B,2,2B,2) of the
vectors (ax, ay, az), with random shares chosen in Fop.

— Foawmt generates random shares (Xa,3,y4,3,24,3) and (xB,3,yB,3,28,3) of the
vectors (0%, By, #z), with random shares chosen in Fap.

— For i € {1,2,3}, Foawt sends (X4,i,y4,i,%4,;) to A and (xB,:,¥B,i,2B,:) to B.

Fig. 2. Two-sided authenticated triples

Lemma 1. The protocol in Fig. 3 securely computes Fue(p) against malicious
adversaries in the Fpamt — FsubvoLe — FvoLe-hybrid model with 2p bits of com-
munication from B to A and 2p bits of communication from A to B per AND
gate.

Completeness. Expanding as in the standard Beaver triple approach, we have
&k‘i'i)lc =eft+ey+ fr+z= (ai+bi)(aj+bj)a
as desired. Then note that

Wy, + dy = (a; +b;)(aj +bj)a+ ara = bra,
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Protocol 1'[5';5\2’%: Circuit dependent pre-processing of wire labels from

authenticated parallel AND gates.

Parametrized by values p, k, and a circuit C' consisting of W wires, Z input wires,
O output wires, and gates G of the form (i,5,k,T), for T € {A,®}, i, € ZUW,
and k€ WU O.

1. A and B invoke FqpvoLe with A as sender and B as receiver so that A receives
o € Far, B receives b € F3' and d € Fak, and A receives w := ba + d.

2. A and B invoke FqpvoLe with B as sender and A as receiver, so that B receives
B € Fap, A receives a € F3' and ¢ € F5;, and B receives v := af + c.

3. A and B invoke Fpamt with A’s input o, B’s input 3, so that party P receives
(zpe,i,ype,i, zpey) for £ € {1,2,3} and 1 <7 < n.

4. A and B compute the authentication messages (ma, mp)
A sends H(ma) to B, who verifies that this equals H(mpg), and otherwise
aborts.

5. Initialize a counter ¢ < 1.

6. For each gate G = (4,4, k,T), in topological order:

- IT=e:
o A sets the values ar = a; + aj, ¢y = ¢; + ¢j, and wy = w; + wj.
e B sets the values by, = b; + bj, dp = d; + d; and vi = v; + v;.
—IfT=A:
e A sends to B the messages

llSil’lg HcDeetMT/\su bVOLE .

A A A A
(mi,my,ms,my) = (a; + Ta,1,t,05 +Ya, 1,6, ¢+ Tz, +Yase)
e B sends to A the messages
B B B B
(my,my ,ms ,my’) := (bi +2B,1,4,b; +yp1,t,di +Tp2t,d; +YB2t)

o Alocally verifies that (wi+aza,1,c+xa2 +m¥, wi+yazttayarc+
m¥) = (mPa, m¥ a) and aborts if not.

B locally verifies that (v; + Bzp1 + 25,3 +m4,v; + Y3+ Bys1e +
m4) = (mi'B, m4' B) and aborts if not.

Both parties locally compute e := m{ +m? and f := mi +mb.

A locally computes

ar =ef +eyare+ frane+za1.
Cr=eyas:+ fras:+za3se

W = (ef + ar)a +eyan: + frao: +2a2;:.

e B locally computes

o>
e
I

=eypit+ fxBis+ 2Bt
dr = eyt + frp2:+ 2B2.¢

(ef + Bk)ﬂ +eyps:+ frpae+ 2B3¢.

<
B
Il

o t—t+1.
7. Party A performs

W — W+ (a+Isb(a))a,a — Isb(a)
8. Party B performs

v — ¥+ (b +Isb(b))3, b — Isb(b),

Fig. 3. Authenticated parallel AND gates from Fpamt
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as desired. Similarly, we have a0 + ¢, = 0y, as desired.

At the end of the protocol, parties A and B locally adjust these shares so
that & and b become vectors of bits. Since a+b € {0,1}", we have (a+Isb(a)) =
(b + Isb(b)), so this adjustment preserves the desired relations.

Security. By the symmetry of the protocol, it is sufficient to consider the case
of a malicious A. Let A be an adversary corrupting A. First, we show that if A
sends incorrect values in a message, B will abort with overwhelming probability.
Indeed, if A sends a; + 4,1 + ¢1 instead of a; + x4 1 and ¢; + 4,3 + P2 instead
of ¢; + x4 3, B will verify whether

(@i +xa1+¢1)8 = (a;i +74,1)8+ b2,

i.e. whether B¢ = ¢so.

We can then construct a simple simulator S that runs A as a subroutine
and plays the role of A in the ideal world. The simulator generates B’s last two
messages uniformly at random, and the first two messages so that they satisfy the
desired check. By the uniform randomness of yp ;1 and yp 2, the distribution of
B’s messages d; +yp,1,d; +yp,2 in the real world are identical to the distribution
of §’s simulation of B in the ideal world. Since b; + zp,1 and b; + g2 can be
computed from A’s data and the message d; + yg1,d; + yB,2, the distribution
of these values are identical as well.

S then sends B’s messages to A, and aborts if A responds with anything
besides (a;+4,1,0;+YB1,Ci+2a3,¢;+Yya,3). Otherwise, S outputs whatever A
outputs. As discussed above, with overwhelming probability an honest B aborts
in the real world whenever S aborts, so the joint distribution of the outputs
of A and an honest B in the real world are indistinguishable from the joint
distribution of the outputs of A4 and S in the ideal world.

4.2 Circuit-Dependent Preprocessing from Parallel and Gates

We now go from authenticated parallel AND gates over p to authenticated par-
allel AND gates over k, and then to authenticated circuit wires. We begin with
the conversion from Fpe(,) 10 Fore(x)-

Lemma 2. The protocol in Fig. 4 realizes Fég’p’ﬁ) securely in the Fé,ce’p”’) -
FsubvoLe-RO hybrid model, at the cost of an additional 3n+O(k) bits of commu-
nication. In particular, Fore(x) 15 securely realizable in the Foye(p) — FsubvoLE-RO
hybrid model.

Proof. Completeness. We have w = b’A4 +d’ and W = b’A4 + d’ both
immediately before Step 4 and immediately after Step 5. The desired relations
on the vectors a+b, a+b follow from the correctness of the féfﬁ ) functionality.
Security. Security of steps 1,2, and 6 follow from the security of the under-
lying protocols. Security against a malicious B follows from the correctness of
12,7, shown in the full version of this paper [12], which guarantees that A (or

a simulator §) will detect an incorrect message with high probability.
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For security against a malicious A, note that A sends no message in steps
3 through 5, and that the messages m;, ms can be simulated by sampling
uniformly random sequences of bits, by the security of FeupvoLE-

Complexity. We have |w| = 2n and |[W| = n, so the messages mj, my take
2n + n = 3n bits. The certification step calling IT?2; costs O(k) bits, as shown
in the full version of this paper [12]. See Sect. 3.2 for an overview of this certified
functionality notation.

Protocol HZ:EZ;: Circuit dependent pre-processing of wire labels from

authenticated parallel p-AND gates.

Parametrized by values p, k, and a circuit C consisting of W wires, Z input wires,
O output wires, and gates G of the form (i,5,k,T), for T € {A\, &}, i,7 € ZUW,
and k e WUO.

1. A and B invoke }'érf’p’p), generating vectors a, ¢, w, a, ¢, w and a value o for A
and vectors b,d, v, B, (1, v and a value (8 for B.

2. A and B invoke Fspvore with B as sender and A as receiver for the fields

(F2,Fax), so that B learns b’,d’,b’,d’, and A learns Ay € For and vectors

w i=b'As+d and W :=b'As +d'.

B sends to A the vectors m; := b + b’ and ms := b + b’.

A adds to obtain w’ <+ w' + m1 A4 and W «— W +maAa.

B adds to obtain b’ « b’ 4+ m;, b — b’ + m..

A and B invoke ITI?2" to certify that the new values of b, b match their original

values.

7. A and B return a,c,w’,a,é,w', A4 and b’,d’,v,b’,d’, v, 3 respectively.

S ot W

Fig. 4. Authenticated wire labels over k from wire labels over p

Next, for completeness, we give a protocol for converting from Fpe(x) to
fég’p’n). The following result is implicit in [15] and [21].

Lemma 3. Let C be a circuit with n AND gates. Then the protocol in Fig. 5
securely computes F,Sf?””” against malicious adversaries in the RO-subVOLE-

Fore(r) hybrid model, with an additional 2n bits of communication.

Proof. The security of the first three steps follows from the security of the under-
lying protocols.

Correctness is immediate, and the proof of security against malicious parties
is similar to the proof of Lemma 1.
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pre(C),
pre(r) ©

Protocol IT Circuit dependent pre-processing of wire labels from

authenticated parallel AND gates.

Parametrized by values p, k, and a circuit C consisting of W wires, Z input wires,
O output wires, and gates G of the form (i,5,k,T), for T € {A\, &}, i, € ZUW,
and ke WUO.

1. A and B invoke FywvoLe with A as sender and B as receiver, so that A receives
«a € Fax, B receives b € F5' and d € F3%, and A receives w := ba + d.

2. A and B invoke FqpvoLe with B as sender and A as receiver, so that B receives
B € Far, A receives a € F3' and ¢ € F3}, and B receives v := aff + c.

3. A and B invoke fé:?;?(n)’ﬁ’p) so that A obtains (w',w’,a’,¢’) and B obtains
(v, ¥,a', ).

4. For each gate G = (4,4, k,T), in topological order:
- IfT=a:
o A sets the values ar = a; + aj, ¢, = ¢; + ¢j, and wi = w; + wj.
B sets the values by, = b; + b;, di, = d;i + d;j and v = v; + ;.
— If T'= A is the t-th AND gate:
e A sends (a; +ab_1,a; +ay) to B
e B sends (b + by,_1,b; +b5) to A
e A and B locally compute e := a; + b; + a5_q + by, and fr =
a; +b; + aby + bh,.
e A locally computes

~ Al
ar = exfr +exaj + fra; + ay
~ Al
Cr = ercj + frei + &

W = erw; + fkwi + UAJ,Ig
e B locally computes
be = exb; + fubi + b}

Cik = erdj + frdi + dl
Ok = exfrB + exv; + frvi + 0.

Fig. 5. Authenticated wire labels from authenticated parallel AND gates

Remark 3. As discussed in Sect. 2.1, Katz et al. in [15] realize Fe(,) using an
optimized version of the TinyOT protocol. Their protocol, in addition to the
cost of producing authenticated bits, which could be done with sublinear com-
munication under VOLE, requires Br bits of communication per gate, with
B =~ p/log|C|. In particular, B > 3 for |C| < 2°. Adding back in the 2k bits
required in the online phase, the cost of [15] is at least 2.5x the cost of a semi-
honest garbled circuit for circuits with size |C| < 2°. Unfortunately, Lemma 2
does not offer any improvements the approach of [15], since their compiler to
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Fore(r) Tequires computational security, and so replacing it with a compiler to
Fore(p) Would still require B bits per gate.

An alternative realization of the Fe(,) functionality could be accomplished
by the SPDZ protocol [10]. This would consume 6 authenticated multiplication
triples per AND gate and require 12« additional communication under a naive
implementation. Applying Lemma 2 to the naive SPDZ-style approach gives a
compiler t0 Fyre() by way of Fyre(p) that costs 12p+3 bits of communication per
gate, and thus 2k + 12p + 3 bits per gate for the entire protocol, approximately
3x the cost of a semi-honest garbled circuit.

4.3 Authenticated Garbling

The only changes we make to the authenticated garbling protocol of [15] are
after-effects of our decision to alter the preprocessing functionality so that A
does not hold a mask for a wire value that is one of B’s inputs, and vice versa.
The only steps that change materially therefore are steps 3 and 4. Step 3 in [15],
after translating into the language of VOLE, reads:

— For each i € Tp, A sends a; to B and invoke Il pzk to prove that this a;
matches the value in Fye. B then sends y; ® A\; = y; @ a; ® b; to A. Finally,
A sends L; 0, to B.

We replace this step with the following:
— For each i € Ip, B sends y; @ b; to A. Then A sends L; y,ob, to B.

It is possible to simulate the previous protocol from this version by having
B generate A’s messages a; uniformly at random for i € T4, and adjusting
their value b; to keep the sum a; @ b; constant, and having A set a; = 0. These
adjustments can occur without any communication, since the values a;, b; are
never used again by A, B respectively. Therefore the security of one protocol
implies the security of the other. We make similar adjustments to Step 4.

Proof of Theorem 1. Combining the three lemmas in this section gives a real-
ization of f,ﬁ,ce’p ") in the Fpamt — FvoLe — FeubvoLe model. Applying Theorem 4
and incorporating the minor changes to the authenticated garbling protocol out-

lined above gives that the desired H2DF;ACMT protocol.

5 Authenticated Garbling from Block VOLE

5.1 Compressed Authenticated Bits from Block VOLE

We begin by stating formally the compressed preprocessing functionality and
the block (subfield) VOLE functionality.



78 S. Dittmer et al.

The compressed preprocessing functionality compresses B’s wire labels
belonging to AND gates in b to a much shorter vector b of length

_ plogn —plogp

L:
log 2

+ 2p.
Write bz for input wires, and b’ for AND gate wires. Then the vector b is
determined from bz UDb’ in the obvious way, and b’ is determined from b by some

public linear transformation M. Similarly B’s wire masks d’ are computed as
Mpyd, where d € FE. (Fig. 6).

Functionality fc(,,c ), Compressed pre-processing of wire labels for authenticated
garbling.

Parametrized by the value p, and a circuit C' consisting of W wires, Z input wires,
O output wires, and gates G of the form (i,5,k,T), for T € {A\, &}, i,57 € ZUW,
and k € WU Q. Let n be the number of AND gates. Where clear from context, we
omit the parameters C, p, x and write JF, for ]-"C&,C’p""i .

— All parties compute
I plogn — plogp Lo
log 2

— A chooses a € Fop and wire labels a € F5, ¢ € F3, and sends them to Fcp.

— B chooses 3 € F2r and wire labels bz € IF'I‘,B e FL ds e ngpl,cfe FL, and
sends them to Fp.

— Fep chooses a random n x L matrix My over F2 and sends My to A and B.

— Fe computes the vectors b’,d’ via b, = Myb and d’ = MHJ7 and computes
b,d from b’,d’.

— As a sub-protocol, F¢, runs a simulation of the interaction of A, B, and fé,?”’”’
using «, 3,a,b, c,d as the various parties’ inputs, and stores the output.

— Fep sends (v, ¥,b,d) to B and (w, 4, &) to A.

— A sends either Honest or (Cheat,m") to Fc,.

— If A sent Honest, then F, sends (W) to A.

— If A sent (Cheat,m*), then F¢, sends (W + m*3 1) to A.

Fig. 6. Compressed authenticated wire labels

The other change made in this pre-processing functionality is that we allow
party A to cheat in such a way that is not immediately detected, but corrupts its
own output. Specifically, if A sends faulty messages, A can ensure both parties
hold shares of b;oc+m* B!, rather than b;cv. Since A does not know 08, A cannot
use these corrupted shares, and B will discover the error and abort during the
execution of the authenticated garbling, as we show in Sect. 5.3.
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Functionality fé\%ﬂ'k’"): Block VOLE

Parametrized by a pair of fields F' C E and integers k and n. In this paper, we
have F' € {F2,F2r} and E = Far. We refer colloquially to the first variant as block
subfield VOLE and the second as block VOLE.

— B chooses parameters (31,...,0r € E¥ and sends them to FuvoLE-

— FbvoLe chooses a collection of vectors b1,...,byx € E™ and sends the vectors to

A.

A chooses a vector a € F™ and sends a to FpvoLE.

— For ¢ = 1,...,k, the functionality FyvoLe computes v; = af; + b; and sends
the result to B.

Fig. 7. Block subfield VOLE

5.2 From Block VOLE to Compressed Authenticated Wire Labels

We realize this preprocessing functionality using block VOLE, a collection of
VOLE or subfield VOLE instances where one party A uses the same inputs
across the VOLE calls. We define this protocol formally in Fig. 7, and give the
converter from block VOLE to F, in Fig. 8. We note that, in Step 12, if @ is one
of A’s input to a block VOLE, and b+ v and ~ are two of B’s inputs to that
block VOLE, then A and B can produce shares of the value ab by subtracting
their respective shares of @(b + ) and @y. All monomial terms in Step 12 can
be shared in this fashion. We defer the proof of the following lemma to the full
version of this paper [12].

Lemma 4. The protocol in Fig. 8 can securely compute ]_-C(pc,p,p) against mali-
cious adversaries in the FpvoLe — FvoLE — FsubvoLE model with 1+ O(%) bits of
communication per gate from B to A and 5p+ 1 bits of communication per gate
from A to B.

To convert from ]_-C(pc :P) to ]—'c(pc P ’K), we used almost the identical protocol

to that used to convert from Fyre(p) t0 Fpre(r)-

Lemma 5. The protocol in Fig. 4 realizes ]_-C(pc,p,n) in the ]_-C(pc,p,p) — FsubVOLE-
hybrid model, replacing fég’p’p) with Fc(pc’p’p) in Step 1.

Proof. The argument is identical to the argument in Lemma 2. We need only
note that the messages m, my are still uniformly random in A’s view, in spite
of the linear relations on b allowed by F¢,, because of the masks b’, b’.

5.3 Authenticated Garbling

In Fig. 9, we give our modified authenticated garbled circuit protocol. The wire
labels are computed as in [15], but in the authentication step we apply the half
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Protocol I1,(C, p): Compressed pre-processing of wire labels for authenticated

garbling.

Parametrized by the value p, and a circuit C' consisting of W wires, 7 input wires,
O output wires, and gates G of the form (i,5,k,T), for T € {A,®}, i, € ZUW,
and k € WU O. Let n be the number of AND gates.

1.

(S8

10.

11.

12.

13.

14.

All parties compute
plogn — plog p
L=EF200 " PSR o
log 2 T2

and choose a public n x L matrix My over Fs.

. A and B invoke FgpvoLe with B as sender and A as receiver, so that B learns

(b,d) and A holds @, with length of the VOLE equal to L.

. The parties extend the VOLE by length n, with additional entries

(wi,j, bij,di ;) where b; ; is the (i,)-th entry of (Mgb)™ - (Myb).

. Party A locally computes w = Mpw.
. B constructs the vector b = b;5 + v, 5 + 7,y with v € F2» chosen randomly.
. Party A constructs the vector a := aU(a;a;)U(a;). The first vector is A’s input

to Fep, the second vector is the the values a; A aj, for every multiplication gate
G = (A, 4,]), and the third vector is a string of random bits which will be part
of A’s output.

. The parties call Extend(FsubvoLe), adding b as an additional L + 2 entries.
. A and B perform fégé”l_’EFz‘LH'm, the subfield variant of block VOLE, with B’s

inputs the vector b and A’s inputs the vector a.

. A and B invoke fégé‘ig”’LJrQ’n). B’s input to the block VOLE is again the

vector b with v as above, and A’s input is the vector o -aU (é:,2) U {a}, that
is, A’s input above multiplied by «, along with a vector of masks a; 2 € Fap
and the additional input a. _
Both parties call IT pzk to prove correctness of the values a; A aj, b; j, and b;3
under LPZK.
B certifies that their inputs to the block VOLE match their inputs to the VOLE
with A as receiver, with the ITYor="E-OV protocol discussed in §3.2.
B locally computes:
Vi = Qi + ¢
Vi2 1= Qi 20 + Ci2
vi3 = A + ¢
via = (asa; + aibj + a;bi)B + cia
vi5 = (aia; + aibj + a;bi)af + ¢is
where all terms ¢;, ¢;,; can be computed locally by A.
A sends to B the terms (7774'71, m,-,z) = (él +¢i4,Ci2+¢Ci3 <|>CZ',5)7 and B defines

bi = (Vi + via+mi1) B+ bib;
and
di == (vi,2 + vi,zs +vis + 7712',2)571 +d; j,

respectively.
A adds locally to hold w; := a2 + wi ;.

Fig. 8. Compressed authenticated wire labels from block VOLE
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gate technique of Zahur et al. [25] to the secondary garbled circuit approach of
[21]. We also replace Fyre with Fc,, and modify Steps 3 and 4 by setting unneeded
wire masks to 0 as in Sect. 4.3.

Lemma 6. The protocol given in Fig. 9 securely computes a functionality f
against malicious adversaries in the RO—}'c(pc’p"{) — FsubvoLe — FvoLe-hybrid
model, with 2k + 3p bits of communication per AND gate, k + 1 bits of com-

munication per input gate, and 1 bit of communication per output gate.

The key difficulty is protecting against a selective failure attack by A. Learn-
ing whether or not B aborts is equivalent to corrupting some subset of ¢ table
entries (by corrupting the messages G j or G ;), and learning whether B opened
any of those table entries during circuit evaluation. If the ¢ table entries chosen
correspond to rows of My that are linearly independent, then the labels Mygxb
are independent, and the probability of failure is 1 — 27,

We therefore give a simulator that aborts with probability 1—27¢, and restrict
our attention to the case where the t entries correspond to linearly dependent
rows of My. To treat this case, we recall the notion of (¢, k)-independent sets
(the concept was first introduced in [13], see [20] for a thorough treatment, and
[8,9] for additional discussion). A (¢, k)-independent set over F, is a subset of
IF’; such that no ¢ + 1 element subset is linearly dependent. For our purposes, it
is sufficient to construct a (p — 1, L)-independent set B C F% such that [B| = n
via a randomized algorithm. Then either the simulator gives the correct abort
probability or the protocol aborts almost surely, with probability at least 1—277,
and either way party A learns nothing. We give the full proof in the full version
of this paper [12].

Proof of Theorem 2. We begin with FpyoLe. We use Lemma 4 to construct

c c
fc(p ’p’p), Lemma 5 to construct fc(p %) and prove the correctness of TIYOLE

e N
Lemma 6.

6 NISC from Garbled Circuits

6.1 Conditional Disclosure of Secrets from Programmable OLE

We construct a NISC protocol with A as sender and B as receiver. We gener-
ate our authenticated bits and the related conversion protocol to authenticated
circuit wire labels using the programmable OLE functionality given in Fig. 10.
This protocol allows us to the piece-wise product of any pair of vectors selected
from a collection of p vectors from A and ¢ vectors from B.

Two obstacles present themselves in the conversion from programmable OLE
to authenticated circuit wire labels. First, we can no longer use IT| pzk to certify
B’s inputs, since this would violate non-interactivity. Instead, we use a special-
ized conditional disclosure of secrets (CDS) protocol that ensures that any future
messages from A will be uniformly random if B cheats. The second obstacle is
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Protocol H\Z/F?CLE

Inputs: Party A holds z € {0,1}%'! and B holds y € {0,1}/72/. Both parties hold
a circuit C for a function f : {0, 1}/711+172l — f0,1}1€1,

1. Aand B call F”*) and then the compiler from ]—'C(p #P) to F&P) so that
A holds As,w,w,a,a,c,¢and B holds 3,,v, v, b, b d,d. For each i 6 T1UZs,
A also picks a uniform k-bit string L; 0. The parties jointly determine keys to
hash functions H : Far X {1,...,n} — Faox and H' : Far x {1,...,n} — Fap.

2. Following the topological order of the circuit, for each gate G = (i, 4, k,T),

— If T =@, A computes Ly, := Lio® Lj,o
— If T =A, A computes L; 1 := Lijo® Aa, Lj1 := Ljo® Aa, and

Gro:=H(Lio,k) ® H(L;1, k) ®w; ®a;Aa

Gry = H(Ljo,k)® H(Lj1, k) ®wi ®aidAa® Lio

Lyo:=H(Lio, k) ® H(Ljo,k) ® (wr ®x) ® (ar ® ax) - Aa

;70 = H'(Li,o, k) (&) H/(Ljyo, k) ® ek @ ¢k
;c,l = ]yl(LLo7 k) D Hl(Li,l, ]{Z) D Cj
ko =H'(Ljo0,k) & H'(Lj1,k) & ci

A sends G0, Gi,1, G0, Gi.1, G2 to B.

For each i € Zp, B sends y; @ b; to A. Then A sends L;,,¢b; to B.

For each i € Z4, A sends x; @ a; and L; 2,44, to B.

5. B evaluates the circuit in topological order. For each gate G = (i,5,k,T), B
initially holds (z; ® Ai, Li,z;@,) and (z; © Aj, Ljz;@x,), where z;,2; are the
underlying values of the wires.

(a) If T = &, B computes zi & Ay := (2i ® X\i) @ (2 ® Aj) and Li 2, o0, =
Lizoxn © Ljzyon,-

(b) If T'= A, B computes Go := Gr,0 @ dj, G1 := Gg,1 @ d;, and evaluates the
garbled table (Go, G'1) to obtain the output label

- w

Lk,zkEB)\k =H ((Li,ziGB)\i)v k) ©H ((Lj,ZjED/\j ) k) S (dk D Czk)
B(zi D Ai)Go @ (25 ® Nj)(G1 @ Liz;0n,)-
Then B computes
be ® br @ (20 D M)b; ® (25 ® Aj)bi D (2 ® X)) A (25 ® Nj)
® ((vr ® 0k @ (20 © X)v; © (25 © Nj)vi) B
D (Hl(Li»ZigBAi) S H/(Ljyzjesxj ) S G;c,O 2] (ZZ D )‘i)G;c,l 2] (Zj S2) )‘j)G;vz) 6_1
=\ ® A @ (e X)X B (25 BN B (20 B Xi) A (25 B )
= A\ @ 2k

6. For each i € O, A sends a; to B and calls Il pzk to prove these values are
correct. B computes z; := (A\i ® z;) ® a; B b;.

Fig. 9. Authenticated garbling protocol in the F¢, hybrid model
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Functionality ]—'g[’E”’p’q’Q): Programmable OLE over a field Fo~ and relations Q.
Parametrized by integers n,p,q,x € N and a set of relations Q C {1,...,p} X
{1,...,q}, L.e. elements q € Q are ordered pairs of integers.
— A chooses a collection of vectors a',...,a? of length n and sends them to
Flnrmp.a.Q)
OLE
— B chooses a collection of vectors b',...,b? of length n and sends them to
]:(n,mpyq,Q)
OLE :
— For each entry ¢ = (4,j) € Q, f(()fé”’p’q’@ chooses vectors v?, c? with v?+c? =
a'-b’.
- fgz’EK’Q) sends v? to A and c? to B, for all ¢ € Q.

Fig. 10. Programmable OLE

related to the task of minimizing p and ¢ so that the protocol is concretely
efficient, and we cover it in Sect. 6.2.

For CDS, informally, B sends a message to A that allows A to learn a secret
value sg known to B if and only if B’s message satisfies a desired set of relations.
Otherwise, A will compute a guess s4, which on at least one entry will appear
random to B. Then A appends H(s,) to all future messages to B, so that B
can recover the underlying message if and only if sy = sg. We give a formal
definition of this functionality in Fig. 11.

We give a protocol realizing this functionality in Fig.12, and prove its cor-
rectness in the full version of this paper [12]. Our protocol works by first proving
that A and B each have one input vector that is constant, and using that to
realize instances of subfield VOLE over A’s input « and each of B’s input vectors
bt Write @' := QU {(p+1,7)} U{(i,g+ 1)}, for 1 <j<g+1land1<i<p,
and Q" :=Q U{(p+1,j} for j=q+2,g+3,q+4

It is possible to move Step 6 to Step 2, making the protocol non-interactive,
since the values égj *) used in Step 6 can be computed locally by B from the
output of the random Fo g functionality and B’s inputs. Step 6 is separated
from Step 2 because the most complicated part of the protocol is in Steps 6
and 7, which are used to verify the relations in R5. Removing Steps 6 and 7 and
using Q' instead of Q" gives a warm-up CDS protocol for certifying the relations
in Ry only.

Lemma 7. The protocol in Fig. 12 realizes the functionality fég’;’p’q’Q’R) non-
interactively in the RO—F&’EH’[)H’“&Q ’R)—hybrid model.
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Functionality fég’s&’p’q’Q’R): CDS for éf,’;’p’q"@ over a field Fa» and relations
R.

Parametrized by integers n, x, p, q, € N, a set of relations @ C {1,...,p} x{1,...,q}
as above, and a set of relations R = R1 U Rz, where R; is a collection of equality
constraints bz = bE, and R is a collection of quadratic relations of the form b} ~b§ =
bi. Additionally, let m be a message that A plans to send to B.

— A and B interact with Fcps playing the role of Foe on B’s input vectors
bt € F% for 1 < i < g and A’s input vectors a’,v? € F3 for 1 < i < p and
q€Q. _

— If the vectors b* satisfies the relations in R, Fcps sends m to B.

— If any of the vectors b® do not satisfy the relations in R, Fcps sends a random
vector to B.

Fig. 11. Programmable OLE with conditional disclosure of secrets

6.2 Non-interactive Authenticated Circuit Wires and Authenticated
Garbling

The remainder of the construction is similar to the construction given in Sect. 5.
We give a brief overview here, and a more detailed description in the appendices.
As discussed in Sect. 1.1, the randomness computation time and the seed size
grow with the number of piece-wise products required, i.e. with |Q| using the
notation in the functionality description. In order to minimize the numbers p, g
required, we construct for A three vectors of inputs: a,a”, a®®, where a, chosen
randomly, represents authenticated bits for all wires, a’ represents only bit labels
for wires used as labels for left inputs to multiplication gates, so that aj is the left
input to the kth multiplication gate, and a’® likewise represents only bit labels for
wires used as labels for right inputs to multiplication gates. We similarly define
b, b’ bf. The full construction of the preprocessing functionality is similar to
the protocol Il.,. We give this protocol and a proof of its correctness in the full
version of this paper [12].

The authenticated garbling functionality is also similar to the protocol H\Z/pOCLE
used in the VOLE-only case, replacing F., with the NISC preprocessing func-
tionality. Besides the first step of generating the preprocessing functionality,
which is non-interactive by construction, the only message from B to A is given
in Step 3, when B sends bit masks of its input values y; @ b;. This communica-
tion can be moved to Step 1 with no loss of security, making the entire protocol
non-interactive, which we prove in the full version of this paper [12].
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Protocol Ilcps: Conditional disclosure of secrets over programmable OLE.

Parametrized by integers n, k, p, g, € N, a set of relations Q C {1,...,p} x{1,...,q}
as above, and a set of relations R = R1 U R2 as above. Additionally, let m be a
message that A plans to send to B.

1. A and B choose random values «,(3 € o~ and define the vectors a :=
(a,...,a) and B:=(8,...,0).

2. A and B invoke f(n’ﬁ‘p+l’q+l‘Q, with the additional inputs a?™* := a, b97! :=
B. Let (m%) be the messages that A sends during the random-to-fixed OLE

") be the vectors held by B before receiving (mY).
(v} (ptlatl) _(ptlatl) 0 (pHLetl) ) (p+1g+1)

Uy » U1 .
4. B computes sk = (c (p+1 g+1) (p+1 q+1)’ ) §p+1 a+1l) (p+1,q+1)).

5. For each relation b] = e Rl, A appends v(p'H”) ,gpﬂ’[) to s34 and B
(p+1,5) _ (P+1 940 s

compiler, and let ¢;
3. A computes s}4 =

appends c;

6. B constructs three additional vectors, each of length equal to |R2|, with
b2 = (b1t 4 (blelPThY), bt = (b1b}), and b7 = &Pt for triples
(i,4,k) € R2, and both parties call Extend(FoLe),so that A and B now hold
]_—&EK pHLa+4,Q")

7. For each relation b} . b} = b,lc € Ra, let r be the index of this relation in Ra.

A appends v (p+1,1)  (p+1.1) (p+1,1) . (p+1.,q+2) — (v (p+1,q+3)) . (m,14 4
m}‘\u) (v (p+17q+4))m Lk to SA7 and B appends c(p+1 1) ;p+1.,1) _ (C£?+1,q+3)).

(mh+mh ;) — (@) mL o s,

8. Each party P computes sp := Ulsp
9. Asends m; :=m+ H(sa) to B.
10. B computes ms := m; + H(sp) and outputs mo.

Fig. 12. Conditional disclosure of secrets
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Abstract. In this article, we tackle for the first time the problem of
dynamic memory-efficient Searchable Symmetric Encryption (SSE). In
the term “memory-efficient” SSE, we encompass both the goals of local
SSE, and page-efficient SSE. The centerpiece of our approach is a novel
connection between those two goals. We introduce a map, called the
Generic Local Transform, which takes as input a page-efficient SSE
scheme with certain special features, and outputs an SSE scheme with
strong locality properties. We obtain several results. (1) First, for page-
efficient SSE with page size p, we build a dynamic scheme with storage
efficiency O(1) and page efficiency O (loglog (N/p)), called LayeredSSE.
The main technical innovation behind LayeredSSE is a novel weighted
extension of the two-choice allocation process, of independent interest.
(2) Second, we introduce the Generic Local Transform, and combine it
with LayeredSSE to build a dynamic SSE scheme with storage efficiency
O(1), locality O(1), and read efficiency O (loglog N), under the condi-
tion that the longest list is of size O(N'~1/1°81°8 %) This matches, in
every respect, the purely static construction of Asharov et al. presented
at STOC 2016: dynamism comes at no extra cost. (3) Finally, by apply-
ing the Generic Local Transform to a variant of the Tethys scheme by
Bossuat et al. from Crypto 2021, we build an unconditional static SSE
with storage efficiency O(1), locality O(1), and read efficiency O(log®N),
for an arbitrarily small constant € > 0. To our knowledge, this is the con-
struction that comes closest to the lower bound presented by Cash and
Tessaro at Eurocrypt 2014.

1 Introduction

Searchable Symmetric Encryption. In Searchable Symmetric Encryption
(SSE), a client outsources the storage of a set of documents to an untrusted
server. The client wishes to retain the ability to search the documents, by issuing
search queries to the server. In the setting of dynamic SSE, the client may also
issue update queries, in order to modify the contents of the database, for instance
by adding or removing entries. The server must be able to correctly process all
queries, while learning as little information as possible about the client’s data and
queries. SSE is relevant in many cloud storage scenarios: for example, in cases
such as outsourcing the storage of a sensitive database, or offering an encrypted
messaging service, some form of search functionality may be highly desirable.
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In theory, SSE is a special case of computation on encrypted data, and could
be realized using generic solutions, such as Fully Homomorphic Encryption.
In practice, such approaches incur a large performance penalty. Instead, SSE
schemes typically aim for high-performance solutions, scalable to large real-world
databases. Towards that end, SSE trades off security for efficiency. The server
is allowed to learn some information about the client’s data. For example, SSE
schemes typically leak to the server the repetition of queries (search pattern),
and the identifiers of the documents that match a query (access pattern). The
security model of SSE is parametrized by a leakage function, which specifies the
nature of the information leaked to the server.

Locality. In the case of single-keyword SSE, search queries ask for all documents
that contain a given keyword. To realize that functionality, the server maintains
an (encrypted) reverse index, where each keyword is mapped to the list of identi-
fiers of documents that match the keyword. When the client wishes to search for
the documents that match a given keyword, the client simply retrieves the cor-
responding list from the server. A subtle issue, however, is how the lists should
be stored and accessed by the server.

The naive approach of storing one list after the other is unsatisfactory: indeed,
the position of a given list in memory becomes dependent on the lengths of
other lists, thereby leaking information about those lists. A common approach
to address that issue is to store each list element at a random location in mem-
ory. In that case, when retrieving a list, the server must visit as many random
memory locations as the number of elements in the list. This is also undesirable,
for a different reason: for virtually all modern storage media, accessing many
random memory locations is much more expensive than visiting one continuous
region. Because SSE relies on fast symmetric cryptographic primitives, the cost
of memory accesses becomes the performance bottleneck. To capture that cost,
[CT14] introduces the notion of locality: in short, the locality of an SSE scheme
is the number of discontinuous memory locations that the server must access to
answer a query.

The two extreme solutions outlined above suggest a conflict between security
and locality. At Eurocrypt 2014, Cash and Tessaro showed that this conflict
is inherent [CT14]: if a secure SSE scheme has constant storage efficiency (the
size of the encrypted database is linear in the size of the plaintext database),
and constant read efficiency (the amount of data read by the server to answer
a search query is linear in the size of the plaintext answer), then it cannot have
constant locality.

Local SSE Constructions. Since then, many SSE schemes with constant
locality have been proposed, typically at the cost of superconstant read effi-
ciency. At STOC 2016, Asharov et al. presented a scheme with O(1) storage
efficiency, O(1) locality, and O (log N) read efficiency, where N is the size of the
database [ANSS16]|. At Crypto 2018, Demertzis et al. improved the read effi-
ciency to O(log?*+2N) [DPP18]. Several trade-offs with w(1) storage efficiency
were also proposed in [DP17]. When the size of the longest list in the database is
bounded, stronger results are known. When such an upper bound is required, we
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will call the construction conditional. The first conditional SSE is due to Asharov
et al., and achieves O (loglog N) read efficiency, on the condition that the size of
the longest list is O(N1~1/108log N) This was later improved to O (logloglog N)
read efficiency, with a stronger condition of O(N1~1/legloglog Ny o the size of
the longest list.

Locality was introduced as a performance measure for memory accesses,
assuming an implementation on Hard Disk Drives (HDDs). In [BBF+21],
Bossuat et al. show that in the case of Solid State Drives (SSDs), such as flash
disks, locality is no longer the relevant target. Instead, performance is mainly
determined by the number of memory pages accessed, regardless of whether they
are contiguous. In that setting the right performance metric is page efficiency.
Page efficiency is defined as the number of pages read by the server to answer
a query, divided by the number of pages needed to store the plaintext answer.
The main construction of [BBF+21] achieves O(1) storage efficiency and O(1)
page efficiency, assuming a client-side memory of w(log \) pages.

To this day, a common point among all existing constructions, both local and
page-efficient, is that they are purely static, as known techniques for subloga-
rithmic read efficiency and page efficiency do not apply to the dynamic setting.
That may be because of the difficulty inherent in building local SSE, even in the
static case (as evidenced, from the onset, by the impossibility result of Cash and
Tessaro [CT14]). Nevertheless, many, if not most, applications of SSE require
dynamism. This state of affairs significantly hinders the applicability of local
and page-efficient SSE.

While one work [MM17] targets local SSE in a dynamic setting, and has
constant storage efficiency and locality, it has read efficiency O(Llog W), where
L is the maximum list size. Further, [MM17] employs an ORAM-variant which
incurs a heavy computational overhead, in addition to the large read efficiency.
When reinterpreting [MM17] in the context of page-efficiency, its guarantees
improve to O(logW) page efficiency and constant storage efficiency, but the
heavy computational cost of ORAM remains.

1.1 Owur Contributions

In this article, we consider the problem of dynamic memory-efficient SSE, by
which we mean that we target both dynamic page-efficient SSE, and dynamic
local SSE.

The centerpiece of our approach is a novel connection between these two
goals. We introduce a map, called the Generic Local Transform, which takes as
input a page-efficient SSE scheme with certain special features, and outputs a
SSE scheme with strong locality properties. Our strategy will be to first build
page-efficient schemes, then apply the Generic Local Transform to obtain local
schemes. This approach turns out to be quite effective, and we present several
results.

(1) Dynamic page-efficient SSE. We start by building a dynamic page-efficient
SSE scheme, LayeredSSE. LayeredSSE achieves storage efficiency O(1), and
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page efficiency O (log log %) , where p is the page size. In line with prior work
on memory-efficient SSE, the technical core of LayeredSSE is a new dynamic
allocation scheme, L2C. L2C is a weighted variant of the so-called “2-choice”
algorithm, notorious in the resource allocation literature. L2C is of indepen-
dent interest: the two-choice allocation process is ubiquitous in various areas
of computer science, such as load balancing, hashing, job allocation, or cir-
cuit routing (a survey of applications may be found in [RMS01]). Weighted
variants have been considered in the past, but have so far required a distribu-
tional assumption [TW07, TW14] or presorting [ANSS16]. What we show is
that by slightly tweaking the two-choice process, a dynamic and distribution-
free result can be obtained (Theorem 1). Such a distribution-free result is nec-
essary for cryptographic applications, where the adversary may influence the
weights (as in our case). Other uses beyond cryptography are discussed in the
full version.

Generic Local Transform. We introduce the Generic Local Transform. On
input any page-efficient scheme PE-SSE with certain special features, called
page-length-hiding SSE, the Generic Local Transform outputs a local SSE
scheme Local[PE-SSE]. Roughly speaking, if PE-SSE has client storage O(1),
storage efficiency O(1), and page efficiency O(P), then Local[PE-SSE] has stor-
ageefficiency O(1),and read efficiency O(P). Regardinglocality, the key feature
is that if PE-SSE has locality O(L) when querying lists of size at most one page,
then Local[PE-SSE] haslocality O(L + log log N) when queryinglists of any size.
Thus, the Local construction may be viewed as bootstrapping a scheme with
weak locality properties into a scheme with much stronger locality properties.

The Generic Local Transform also highlights an interesting connection

between the goals of page efficiency and locality. Originally, locality and page effi-
ciency were introduced as distinct performance criterions, targeting the two most
widespread storage media, HDDs and SSDs respectively. It was already observed
in [BBF+21] that a scheme with locality L and read efficiency R must have page
efficiency at most R+2L. In that sense, page efficiency is an “easier” goal. With the
Generic Local Transform, surprisingly, we build a connection in the reverse direc-
tion: we use page-efficient schemes as building blocks to obtain local schemes. On
a theoretical level, this shows a strong connection between the two goals. On a
practical level, it provides a strategy to target both goals at once.

3)

Dynamic local SSE. By applying the Generic Local Transform to the
LayeredSSE page-efficient scheme, we immediately obtain a dynamic SSE
scheme Local[LayeredSSE], with storage efficiency O(1), locality O(1), and
read efficiency o (loglog N). The construction is conditional: it requires that
the longest list is of size O(N'~1/19gloeN) The asymptotic performance
of Local[LayeredSSE] matches exactly the second static construction from
[ANSS16], including the condition on maximum list size: dynamism comes
at no extra cost. In particular, Local[LayeredSSE] matches the lower bound
from [ASS21] for SSE schemes built using what [ASS21] refers to as “alloca-
tion schemes”—showing that the bound can be matched even in the dynamic
setting.
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(4) Unconditional local SSE in the static setting. The original 1-choice
scheme from [ANSS16] achieves O(1) storage efficiency, O(1) locality, and
O (log N) read efficiency, unconditionally. The read efficiency was improved
to O(log2/3+5N) in [DPP18], for any constant £ > 0. This was, until now, the
only SSE construction to achieve sublogarithmic efficiency unconditionally.
By applying the Generic Local Transform to a variant of Tethys [BBF+21],
in combination with techniques inspired by [DPP18], we obtain an uncon-
ditional static SSE scheme with storage efficiency O(1), locality O(1), and
read efficiency O(log®N), for any constant € > 0. To our knowledge, this
is the construction that comes closest to the impossibility result of Cash
and Tessaro, stating that O(1) locality, storage efficiency, and read efficiency
simultaneously is impossible.

Table 1. Page-efficient SSE schemes. N denotes the total size of the database, W
denotes the number of keywords, p is the number elements per page, ¢ > 0 is an
arbitrarily small constant, and A is the security parameter.

Schemes Client st. Page eff. Storage eff. Dynamism
Hpack, Hatev [CII+14] 0(1) 0(1) O(p) Static
TCA [ANSS16] o) O (loglog N) o) Static
Tethys [BBF+21] O(plog X\) 3 3+¢ Static
I0-DSSE [MM17] omw) O(log W) 0(1) Dynamic
LayeredSSE o) o} (log log %) O(1) Dynamic

Table 2. SSE schemes with constant locality and storage efficiency. N denotes the
total size of the database, and € > 0 is an arbitrarily small constant.

Schemes Locality Read eff. St. eff. Max list size Dynamism
TCA [ANSS16] 0(1)  O(loglogN) O(1) O(N'~VleglegN) Static
[ASS21] O(1) O(logloglog N) O(1) O(N'~1/legloglogN)y  gatic
OCA [ANSS16] (1) O (log N) o(1) Unconditional Static
[DPP18§] o1 0 (logr"/3+E N) o(1) Unconditional Static
Local[LayeredSSE]  O(1) O(loglogN)  O(1) O(N'~legleNy  Dynamic
UncondSSE o(1) O (log®N) o0(1) Unconditional Static

Remark on Forward Security. The SSE schemes built in this work have a stan-
dard “minimal” leakage profile during Search: namely, searches leak the search
pattern, the access pattern and the length of the retrieved list of document
identifiers. For our dynamic schemes, Update operations importantly leak no
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information about unqueried keywords, but leak an identifier of the list being
updated, as well as, in some cases, the length of the list. As a consequence,
our dynamic schemes are not forward-secure. The underlying issue is that the
goals of forward security and memory efficiency seem to be fundamentally at
odds. Indeed, locality asks that identifiers associated to the same keywords must
be stored close to each other; while forward-privacy requires that the location
where a new identifier is inserted should be independent of the keyword it is
associated with. That issue was already noted in [Bosl6], who claims that “for
dynamic schemes, locality and forward-privacy are two irreconcilable notions”.
We refer the reader to [Bosl6]| for more discussion of the problem and leave
further analysis of this issue for future work.

Note that SSE has a very varied range of uses cases, for example private
database services, online messaging and encrypted text search. In practice, its
security requirements depend entirely on the use case. There are use cases where
forward secrecy is crucial. The argument for forward security that is often given
in the literature (e.g. [Bos16,BMO17, EKPE18, AKM19]) is to thwart file injec-
tion attacks in the style of [ZKP16]. Those attacks require injecting adversar-
ially crafted entries into the target database. In an online messaging scenario,
those attacks could be realistic, hence forward security is needed. In other cases,
adversarial file injection is much less of a threat, and forward security can be
reasonably dispensed with. For use cases where forward security is not required,
we show that dynamism and memory efficiency are achievable at the same time.

Remark on the Focus on the Reverse Index. As most SSE literature, this work
focuses on the (inverse) document index. The simplest usage scenario is to
retrieve document indices from the index, then fetch those documents from a
separate database. In reality, there are many other ways to use the index, for
example by intersecting the document indices from several queries before fetch-
ing, fetching only some of the documents (see [MPC+18]), or building graph
databases via several layers of inverse indices [CK10].

In most cases, the cost of fetching the actual documents is the same for the
encrypted database as it is for the equivalent plaintext database: the efficiency
overhead comes entirely from the inverse index. Schemes that hide access pattern
or volume leakage are a possible exceptions but are out of the scope of this work.

2 Technical Overview

This work contains several results, tied together by the Generic Local Transform.
As such, we believe it is beneficial to present them together within one paper.
This requires introducing a number of different allocation mechanisms. We have
endeavored to provide in this section a clear overview of those mechanisms. For-
mal specifications, theorems, and proofs will be presented in subsequent sections.

It is helpful to fist recall a few well-studied allocation mechanisms. In what
follows, “with overwhelming probability” is synonymous with “except with negli-
gible probability” (in the usual cryptographic sense), whereas “with high proba-
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bility” simply means with probability close to 1 in some sense, but not necessarily
overwhelming.

One-Choice Allocation. In one-choice allocation, n balls are thrown into n bins.
Each ball is inserted into a bin chosen independently and uniformly at random
(by hashing an identifier of the ball). A standard analysis using Chernoff bounds
shows that, at the outcome of the insertion process, the most loaded bin contains
O(logn) balls with high probability [JK77|. (And at most O(f(n)log n) balls with
overwhelming probability, for any f = w(1).)

Two-Choice Allocation. Once again, n balls are thrown into n bins. For each ball,
two bins are chosen independently and uniformly at random (e.g. by hashing an
identifier of the ball). The ball is inserted into whichever of the two bins contains
the fewest balls at the time of insertion. A celebrated result by Azar et al. shows
that, at the outcome of the insertion process, the most loaded bin contains
O(loglogn) balls with high probability [ABKU94|. (It was later shown that the
result holds with overwhelming probability [RMS01].)

2.1 Layered 2-Choice Allocation

Our first goal is to build a dynamic page-efficient scheme. Let us summarize
what this entails, starting with the static case. As explained in the introduction,
to realize single-keyword SSE, we want to store lists of arbitrary sizes on an
untrusted server. Hiding the contents of the lists can be achieved in a straight-
forward way using symmetric encryption. The main challenge is how to store the
lists in the server memory, in such a way that accessing one list does not reveal
information about the lengths of other lists.

In the case of page-efficient schemes, this challenge may be summarized as
follows. We are given a set of lists, containing N items in total. We are also
given a page size p, which represents the number of items that can fit within a
physical memory page. The memory of the server is viewed as an array of pages.
We want to store the lists in the server memory, with three goals in mind.

1. In order to store all lists, we use S[N/p| pages of server memory in total,
where S is called the storage efficiency of the allocation scheme. We want S
to be as small as possible.

2. Any list of length ¢ can be retrieved by visiting at most P[¢/p] pages in server
memory, where P is called the page efficiency of the allocation scheme. We
want P to be as small as possible.

3. Finally, the pages visited by the server to retrieve a given list should not
depend on the lengths of other lists.

The first two goals are precisely the aim of bin packing algorithms. The third goal
is a security goal: it stipulates that the pattern of memory accesses performed by
the server should not leak certain information. As such, the goal relates to obliv-
ious or data-independent algorithms. In [BBF+-21], a framework for realizing the
three goals was formalized as Data-Independent Packing (DIP).
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To ease presentation, we will focus on the case where all lists are of size at
most one page. If a list is of length more than one page, the general idea is that
it will be split into chunks of one page, plus one final chunk of size at most one
page; each chunk will then be treated as a separate list by the allocation scheme.
We assume from now on that lists are of length less than one page.

In a nutshell, the idea proposed by [BBF21] to instantiate a DIP scheme
is to use weighted variant of cuckoo hashing [PR0O4]|. In more detail, for each
list, two pages are chosen uniformly at random, by hashing an identifier of the
list. Each element of the list will then be stored in one of the two designated
pages, or a stash. The stash is stored on the client side. In order to choose how
each list is split between its three possible destinations (the two chosen pages,
or the stash), [BBF+21] uses a maximum flow algorithm. The details of this
algorithm are not relevant for our purpose. The important point is that when
retrieving a list, the server accesses two uniformly random pages. Clearly, this
reveals no information to the server about the lengths of other lists. The resulting
algorithm, called Tethys, achieves storage efficiency O(1), page efficiency O(1),
with client storage w(log \) pages (used to store the stash).

In this paper, we wish to build a dynamic SSE. For that purpose, the under-
lying allocation scheme needs to allow for a new update operation. An update
operation allows the client to add a new item to a list, increasing its length
by one. The security goal remains essentially the same as in the static case: the
pages accessed by the algorithm in order to update a given list should not depend
on the lengths of other lists.

Tethys is not a suitable basis for a dynamic scheme, because it does not allow
for an efficient data-independent update procedure: when inserting an element
into a cell, the update procedure requires running a max flow algorithm. This
either requires accessing other cells, with an access pattern that is intrinsically
data-dependent, or performing a prohibitively expensive data-oblivious max flow
computation each update. Instead, a natural idea is to use a weighted variant of
the two-choice allocation scheme. With two-choice allocation, the access pattern
made during an update is simple: only the two destination buckets associated
to the list being updated need to be read. The new item is then inserted into
whichever of the two buckets currently contains less items.

Instantiating that approach would require a weighted dynamic variant of
two-choice allocation, along the following lines: given a multiset of list sizes
{4; 1 < i < k} with ¢; < pand > ¢ = N, at the outcome of a two-
choice allocation process into O(N/p) buckets, the most loaded bucket con-
tains O(ploglog N) items with overwhelming probability, even if the weight of
balls is updated during the process. However, a result of that form appears
to be a long-standing open problem (some related partial results are discussed
in [BFHMOS]|). The two-choice process with weighted items has been studied in
the literature [TW07, TW14, ANSS16], but to our knowledge, all existing results
assume that (1) either the weight of the balls are sampled identically and inde-
pendently from a sufficiently smooth distribution or (2) the balls are sorted
initially and then allocated in decreasing order. Even disregarding constraints
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on the distribution, in our setting, we cannot even afford to assume that list
lengths are drawn independently: in the SSE security model, lists are chosen
and updated arbitrarily by the adversary. Also, presorting the lists according
to their length is not possible in a dynamic setting, as the list lengths can be
changed via updates.

For our purpose, we require a distribution-free statement: we only know a
bound p on the size of each list, and a bound N on the total size of all lists.
We want an O(ploglog N) upper bound on the size of the most loaded bucket
that holds for any set of list sizes satisfying those constraints, even if list sizes
are updated during the process. A result of that form is known for one-choice
allocation processes [BFHMO0S] (with a O(plog N) upper bound), but the same
article shows that the same techniques cannot extend to the two-choice process.

To solve that problem, we introduce a layered weighted 2-choice allocation
algorithm, L2C. L2C has the same basic behavior as a (weighted) two-choice
algorithm: for each ball, two bins are chosen uniformly at random as possible
destinations. The only difference is how the bin where the ball is actually inserted
is selected among the two destination bins. The most natural choice would be
to store the ball in whichever bin currently has the least load, where the load
of a bin is a the sum of the weights of the balls it currently contains. Instead,
we use a slightly more complex decision process. In a nutshell, we partition the
possible weights of balls into O(loglog \) subintervals, and the decision process
is performed independently for balls in each subinterval. For the first subinterval
(holding the smallest weights), we use a weighted one-choice process, while for
the other subintervals, we use an unweighted two-choice process.

The point of this construction is that its analysis reduces to the analysis
of the weighted one-choice process, and the unweighted two-choice process, for
which powerful analytical techniques are known. We leverage those techniques
to show that L2C achieves the desired distribution-free guarantees on the load of
the most loaded bin. In practice, what this means is that we have an allocation
algorithm that, for most intents and purposes, behaves like a weighted variant
of two-choice allocation, and for which updates and distribution-free guarantees
can be obtained relatively painlessly.

The LayeredSSE scheme is obtained by adding a layer of encryption and key
management on top of L2C, using standard techniques from the SSE literature,
although some care is required for updates. We refer the reader to Sect.5 for
more details.

2.2 Generic Local Transform

At Crypto 2018, Asharov et al. identified two main paradigms for building local
SSE [ASS18]. The first is the allocation paradigm, which typically uses variants of
multiple-choice allocation schemes, or cuckoo hashing. The second is the pad-and-
split approach. The main difficulty of memory-efficient SSE is to pack together
lists of different sizes. The idea of the pad-and-split approach is to store lists
separately according to their size, which circumvents the issue. The simplest
way to realize this is to pad all lists length to the next power of 2. This yields
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log N possible values for list lengths. All lists of a given length can be stored
together using, for instance, a standard hash table. Since we do not want to
reveal the number of lists of each length, the hash table at each level needs to
be dimensioned to be able to receive the entire database. As a result, a basic
pad-and-split scheme has storage efficiency O(log N), but easily achieves O(1)
locality and read efficiency.

For the Generic Local Transform, we introduce the notion of Ouerflowing
SSE (OSSE). An OSSE behaves like an SSE scheme in all aspects, except that,
during its setup and during updates, it may refuse to store some list elements.
Such elements are called overflowing. An OSSE is intended to be used as a
subcomponent within an overarching SSE construction. The OSSE scheme is
used to store part of the database, while overflowing elements are stored using
a separate mechanism. The notion of OSSE was not formalized before, but in
hindsight, the use of OSSE may be viewed as implicit in several existing con-
structions [DPP18,ASS18, BBF+21|. We choose to introduce it explicitly here
for ease of exposition.

We are now in a position to explain the Generic Local Transform. The chief
limitation of the pad-and-split approach is that it creates a log N overhead in
storage. The high-level idea of the Generic Local Transform, then, is to use an
OSSE to store all but a fraction 1/log N of the database. Then a pad-and-split
variant is used to store the N/log N overflowing elements. The intent is to benefit
from the high efficiency of the pad-and-split approach, without having to pay
for the log N storage overhead.

There is, however, a subtle but important issue with that approach. A given
list may be either entirely stored within the OSSE scheme, or only partially
stored, or not stored at all. In the OSSE scheme that we will later use (as well
as OSSEs that were implicit in prior work), those three situations should be
indistinguishable to the server, or else security breaks down. To address that
issue, we proceed as follows.

Let us assume all lists have been padded to the next power of 2. For the
pad-and-split part of the construction, we create log N SSE instances, one for
each possible list size. We call each of these instances a layer. The overflowing
elements of a list of size ¢ will be stored in the layer that handles lists of size /,
regardless of how many elements did overflow from the OSSE for that list.

The OSSE guarantees that the total number of overflowing items is at most
n = O(N/log N). Thus, if we focus on the layer that handles lists of size ¢, the
layer will receive at most n elements. These elements will be split into lists of
size at most £ (corresponding to the set of overflowing elements, for each list
of size ¢ in the original database). To achieve storage efficiency O(S) overall,
we want the layer to store those lists using O(Sn) storage. To achieve read
efficiency R, the layer should also be able to retrieve a given list by visiting at
most R¢ memory locations. This is where everything comes together: an SSE
scheme satisfying those conditions is precisely a page-efficient SSE scheme with
page size £, storage efficiency S, and page efficiency R.
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The page-efficient scheme used for each layer is also required satisfy a few
extra properties: first, when searching for a list of size at most one page, the
length of the list should not be leaked. We call this property page-length-hiding.
(We avoid the term length-hiding to avoid confusion with volume-hiding SSE,
which fully hides lengths.) All existing page-efficient constructions have that
property. Second, we require the page-efficient scheme to have O(1) client stor-
age. All constructions in this article satisfy that property, but the construction
from [BBF+21] does not. Finally, we require the scheme to have locality O(1)
when fetching a single page. All existing page-efficient constructions have this
property. (The last two properties could be relaxed, at the cost of more com-
plex formulas and statements.) We call an SSE scheme satisfying those three
properties suitable.

Putting everything together, the Generic Local Transform takes as input a
suitable page-efficient scheme, with storage efficiency S and page efficiency P.
It outputs a local scheme with storage efficiency S + ', read efficiency P + R/,
and locality L', where S’, R’, and L’ are the storage efficiency, read efficiency,
and locality of the underlying OSSE. It remains to explain how to build a local
OSSE scheme with O(N/log N) overflowing items, discussed next.

2.3 ClipOSSE: An OSSE Scheme with O(N/log N) Overflowing
Items

At STOC 2016, Asharov et al. introduced so-called “2-dimensional” variants of
one-choice and two-choice allocation, for the purpose of building local SSE. The
one-choice variant works as follows. Consider an SSE database with N elements.
Allocate m = O (N/log N) buckets, initially empty. For each list of length ¢ in the
database, choose one bucket uniformly at random. The first element of the list is
inserted into that bucket. The second element of the list is inserted into the next
bucket (assuming a fixed order of buckets, which wraps around when reaching
the last bucket), the third one into the bucket after that, and so on, until all list
elements have been inserted. Thus, assuming ¢ < m, all list elements have been
placed into ¢ consecutive buckets, one element in each. An analysis very similar
to the usual analysis of the one-choice process shows that with overwhelming
probability, the most loaded bucket receives at most 7 = O (log N) elements. To
build a static SSE scheme from this allocation scheme, each bucket is padded to
the maximal size 7 and encrypted. Search queries proceed in the natural way.

Such a scheme yields storage efficiency O(1), locality O(1) (since retrieving
a list amounts to reading consecutive buckets), and read efficiency O (log N)
(since retrieving a list of length ¢ requires reading ¢ buckets, each of size 7 =
O (log N)). To build ClipOSSE, we start from the same premise, but “clip” buckets
at the threshold 7 = O (loglog N). That is, each bucket can only receive up to
7 elements. Elements that cannot fit are overflowing.

In the standard one-choice process, where n balls are thrown i.i.d. into n bins,
it is not difficult to show that clipping bins at height 7 = O(loglogn) results
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in at most O(n/logn) overflowing elements with overwhelming probability. In
fact, by adjusting the multiplicative constant in the choice of 7, the number of
overflowing elements can be made O(n/ logdn) for any given constant d. We show
that a result of that form still holds for (a close variant of) the 2-dimensional
one-choice process outlined earlier. The result is conditional: it requires that the
maximum list size is O(N/polylog N). (A condition of that form is necessary,
insofar as the result fails when the maximum list size gets close to N/log N.)
The proof of the corresponding theorem is the most technically challenging part
of this work, and relies on the combination of a convexity argument with a
stochastic dominance argument. An overview of the proof is given in Sect. 6.5,
so we omit more discussion here.

In the end, ClipOSSE achieves storage efficiency O(1), locality O(1), and read
efficiency O(loglog N), with O(N/log?N) overflowing elements (for any fixed
constant d of our choice), under the condition that the maximum list size is
O(N/polylog N). All applications of the Generic Local Transform in this article
use ClipOSSE as the underlying OSSE. (That is why we write Local[PE-SSE] for
the Generic Local Transform applied to the page-efficient scheme PE-SSE, and
do not put the underlying OSSE as an explicit parameter.)

2.4 Dynamic Local SSE with 1) (loglog N) Overhead

By using the Generic Local Transform with ClipOSSE as the underlying OSSE,
and LayeredSSE as the page-efficient scheme, we obtain Local[LayeredSSE]. The
Local[LayeredSSE] scheme has storage efficiency O(1), locality O(1), and read
efficiency 1) (loglog N). This result follows from the main theorem regarding the
Generic Local Transform, and does not require any new analysis.

Local[LayeredSSE] is a conditional scheme: it requires that the longest list
is of length O(N'~1/loglog ) The reason is subtle. ClipOSSE by itself has a
condition that the longest list is O(N/polylog N), which is less demanding.
The reason for the condition comes down to the fact that LayeredSSE only
achieves a negligible probability of failure as long as the number of pages in
the scheme is at least 2(A\/1°81°22) More generally, the same holds for the
number of bins in two-choice allocation processes in general, even the standard,
unweighted process. The condition is optimal: [ASS21] shows that any sublog-
arithmic “allocation-based” scheme must be conditional, and gives a bound on
the condition. Local[PE-SSE] matches that bound.

2.5 Unconditional Static Local SSE with O(log®N) Overhead

The (static) Tethys scheme from [BBF+-21] achieves storage efficiency O(1) and
page efficiency O(1) simultaneously. It is also page-length-hiding. Since we have
the Generic Local Transform at our disposal, it is tempting to apply it to Tethys.
There is, however, one obstacle: Tethys uses w(plog A) client memory, in order to
store a stash on the client side. For the Generic Local Transform, we need O(1)
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client memory. To reduce the client memory of Tethys, a simple idea is to store
the stash on the server side. Naively, reading the stash for every search would
increase the page efficiency to w(log A). To avoid this, we store the stash within
an ORAM.

For that purpose, we need an ORAM with a failure probability of zero: indeed,
since we may store as few as log A elements in the ORAM, a correctness guarantee
of the form negl(n), where n = log A is the number items in the ORAM, fails to
be sufficient (it is not negl(A)). We also need the ORAM to have O(1) locality.
An ORAM with these characteristics was devised in [DPP18], motivated by the
same problem. The ORAM from [DPP18] achieves read efficiency O(n'/3+¢), for
any arbitrary constant € > 0. It was already conjectured in [DPP18] that it could
be improved to O(n®). We build that variant explicitly, and name it LocORAM.
Roughly speaking, LocORAM is a variant of the Goldreich-Ostrovsky hierarchical
ORAM, with a constant number of levels.

By putting the stash of Tethys within LocORAM on the server side, we nat-
urally obtain a page-efficient SSE scheme OramTethys, with O(log®\) read effi-
ciency, suitable for use within the Generic Local Transform. This yields a static
local SSE for lists of size at most N/polylog N. To handle larger lists, borrow-
ing some ideas from [DPP18], we group lists by size, and use again OramTethys
to store them. In the end, we obtain an unconditional SSE with O(1) store
efficiency, O(1) locality, and O(log®\) read efficiency.

Comparing with the O(log?/3*¢)) construction from [DPP18], we note that
the bottleneck of their construction comes from the allocation schemes the
authors use for what they call “small” and “medium” lists. This is precisely
the range where we use Local[OramTethys|. Our construction essentially removes
that bottleneck, so that the O(log®\) read efficiency bottlneck now comes entirely
from the ORAM component. A detailed description of the scheme is given in the
full version.

3 Preliminaries

Let A € N be the security parameter. For a probability distribution X, we denote
by z <+ X the process of sampling a value x from the distribution. Further, we
say that x is We denote by [a, b]g the interval {x € R | a < z < b} and extend
this naturally to intervals of the form [a, b)g, (a, b]r, (a, b)r.

3.1 Symmetric Searchable Encryption

A database DB = {wj, (idy, ... ,ids, )}V, is a set of keyword-identifier pairs with
W keywords. We assume that each keyword w; is represented by a machine word
of O(X) bits. We write DB(w;) = (idy, . ..,ids,) for the list of identifiers matching
w;. Throughout the article, we set N = Z:Zl £; and define p as the page size
(which we treat as a variable, independent of the size of the database N).

A dynamic searchable symmetric encryption scheme X' is a 4-tuple of PPT
algorithms (KeyGen, Setup, Search, Update) such that
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— X.KeyGen(1*): Takes as input the security parameter A\ and outputs client
secret key K.

— X .Setup(K, N,DB): Takes as input the client secret key K, an upper bound
on the database size N and a database DB. Outputs encrypted database EDB
and client state st.

— X.Search(K, w, st; EDB): The client receives as input the secret key K, keyword
w and state st. The server receives as input the encrypted database EDB.
Outputs some data d and updated state st’ for the client. Outputs updated
encrypted database EDB’ for the server.

— XY.Update(K, (w, L), op,st; EDB): The client receives as input the secret key
K, a pair (w, L) of keyword w and list L of identifiers, an operation op €
{del,add} and state st. The server receives as input the encrypted database
EDB. Outputs updated state st’ for the client. Outputs updated encrypted
database EDB’ for the server.

In the following, we omit the state st and assume that it is implicitly stored and
updated by the client. We say that X' is static, if it does not provide an Update
algorithm. Further, we assume that the keyword w is preprocessed via a PRF by
the client, whenever the client sends w to the server in either Search or Update.
This ensures that the server never has access to w in plaintext and unqueried
keywords are distributed uniformly random in the view of the server.

Intuitively, the client uses Setup to encrypt and outsource a database DB to
the server. Then, the client can search keywords w using Search and receives
the list of matching identifiers DB(w) from the server. The list DB(w) can be
updated via Update, provided that the size of the database stays below IN. Note
that we allow the client to add (or delete) multiple identifiers at once for a single
keyword (which is required for the Generic Local Transform Sect. 6).

Security. We now define correctness and semantic security of SSE. Intuitively,
correctness guarantees that a search always retrieves all matching identifiers
and semantic security guarantees that the server only learns limited information
(quantified by a leakage function) from the client.

Definition 1 (Correctness). A SSE scheme X is correct if for all databases
DB and N € N, keys K «— X.KeyGen(1*), EDB «+ X.Setup(K, DB) and sequences
of search, add or delete queries S, the search protocol returns the correct result
for all queries of the sequence, if the size of the database remains at most N.

We use the standard semantic security notion for SSE (see [CGKOO06]). Secu-
rity is parameterized by a leakage function £ = (Lsip, Lsrch, Lupdt), composed
of the setup leakage Ls;,, the search leakage Lsih, and the update leakage
Lypdt- We define two games, SSEREAL and SSEIDEAL. First, the adversary
chooses a database DB. In SSEREAL, the encrypted database EDB is generated
by Setup(K, N, DB), whereas in SSEIDEAL the encrypted database is simulated
by a (stateful) simulator Sim on input Ls,(DB, N). After receiving EDB, the
adversary issues search and update queries. All queries are answered honestly in
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SSEREAL. In SSEIDEAL, the search queries on keyword w are simulated by Sim
on input Ls,ch(w), and update queries for operation op, keyword w and identi-
fier list L are simulated by Sim on input Lypdt(op, w, L). Finally, the adversary
outputs a bit b.

We write SSEREAL®¥ and SSEIDEAL*® if the queries of the adversary
were chosen adaptively, i.e. dependant on previous queries. Similarly, we write
SSEREAL® and SSEIDEAL®® if the queries are chosen selectively by the adver-
sary, i.e. sent initially in conjunction with the database before receiving EDB.

Definition 2 (Semantic Security). Let X' be a SSE scheme and £ = (Lsip,
Lsrch, Lupdt) @ leakage function. Scheme X is L-adaptively secure if for all PPT
adversaries A, there exists a PPT simulator Sim such that

[Pr[SSEREALTP, (A) = 1] — Pr[SSEIDEALYR;, » 4(A) = 1]| = negl()).

Similarly, scheme X is L-selectively secure if for all PPT adversaries A, there
exists a PPT simulator Sim such that

|Pr[SSEREALS 4(\) = 1] — Pr[SSEIDEALY g, £ (M) = 1]| = negl()).

Intuitively, semantic security guarantees that the interaction between client
and server reveals no information to the server, except the leakage of the given
query. The schemes from this article have common leakage patterns. We use the
standard notions of query pattern gp and history Hist from [Bos16] to formalize
this leakage: (1) The query pattern gp(w) for a keyword w are the indices of
previous search or update queries for keyword w. (3) The history Hist(w) is
comprised of the list of identifiers matching keyword w that were inserted during
setup and the history of updates on keyword w, that is each deleted and inserted
identifier. We can retrieve the number /¢; of inserted identifiers and the number
d; of deleted identifiers from Hist(w) for each keyword.

We define two leakage patterns we use throughout the article. (1) We define
page-length hiding leakage Lien-hia- We set Lien-hid = (E'Set”‘;hid,ﬁlser'l'hhid,E'{jg;ﬂid),
where the setup leakage is L:'S‘et”F;hid(DB,N) = N is the maximal size NV of the
database, the search leakage L€ (w) = (qp, [¢;/p],[di/p]) is the query pat-
tern and the number of pages required to store the inserted and deleted items,
and the update leakage L5 (op, w, L) = (op,ap, [ (¢ + |LI)/p] , [(d; + |LI)/p]
[¢;/p],]d;/p]) is the operation, the query pattern and the number of pages
required to store the inserted and deleted items (before and after the update)®.
(2) Similarly, we define length reveiling leakage Lien.rev. We set Lienrey = (Elft"i; rev,
.c';,"c-geV,ﬁﬁgng) with E'Set”F;'e"(DB, N) =N, L&Y (w) = (qp, |L'|, ¢, d;) and lastly
Lpdc" (op,w, L") = (op,ap, |L'|, £;, d;).

We will use Lien-hig and Lien-rev for both dynamic and static schemes. When we
say that a static scheme is £-semantically secure, for £ € {Lien-hid, Lien-rev }, We

! Note that we allow for inserting more than one identifier per keyword in a single
update operation in this work. Thus, the server will also learn (limited) information
about the number |L| of added or deleted identifiers.



106 B. Minaud and M. Reichle

simply ignore the update leakage. Note that both leakage patterns, Lien-nig and
Lien-rev, have standard setup and search leakage, common in most SSE schemes.
The update leakage of Lien-nid and Lien-rev is similar to their search leakage, and
reveals nothing about unqueried keywords. While the update leakage is not for-
ward secure, similar leakage patterns are commonly considered in literature, for
example [CJJ+14]. We hope our techniques pave the way for future work on
dynamic schemes with forward security and memory efficiency.

Efficiency Measures. We recall the notions of locality, storage efficiency and
read efficiency [CT14], and page efficiency [BBF+21] (and extend them to the
dynamic SSE setting in a natural manner). In the following definitions, we set
K « KeyGen(1*) and EDB « Setup(K, N,DB) given database DB and upper
bound N on the number of document identifiers. Also, S = (op;,in;)7_; is a
sequence of search and update queries, where op, € {add, del, L} is a operation
and in; = (op;, w;, L;, st;, EDB;) its input. Here, w; is a keyword and L; is a
(added or deleted) list of identifiers, and after executing all previous operations
op; for j <, st; is the client state and EDB; the encrypted database. We denote
by DB; the database after i operations. We assume that the total number of
identifiers never exceeds N. (If op; = L, the query is a search query and L; is
empty.)

Definition 3 (Read Pattern). Regard server-side storage as an array of mem-
ory locations, containing the encrypted database EDB. When processing search
query Search(K, w;, st;; EDB;) or update query Update(K, (w;, L;), op;, st;; EDB;),
the server accesses memory locations mq,...,mp. We call these locations the
read pattern and denote it with RdPat(op;,in;).

Definition 4 (Locality). A SSE scheme has locality L if for any A\, DB, N,
sequence S, and any i, RdPat(op,,in;) consists of at most L disjoint intervals.

Definition 5 (Read Efficiency). A SSE scheme has read efficiency R if for
any A\, DB, N, sequence S, and any i, |RdPat(op;,in;)| < R- P, where P is the
number of memory locations needed to store all (added and deleted) document
indices matching keyword w; in plaintext (by concatenating indices).

Definition 6 (Storage Efficiency). A SSE scheme has storage efficiency E
if for any A, DB, N, sequence S, and any i, |EDB;| < E - |DB;|.

Definition 7 (Page Pattern). Regard server-side storage as an array of pages,
containing the encrypted database EDB. When processing search query Search(K,
wy, st;; EDB;) or update query Update(K, (w;, L;), op;, st;; EDB;), the read pattern
RdPat(op;, in;) induces a number of page accesses p1,...,pn . We call these pages
the page pattern, denoted by PgPat(op;,in;).

Definition 8 (Page Cost). A SSE scheme has page cost aX + b, where a, b
are real numbers, and X is a fixed symbol, if for any A\, DB, N, sequence S, and
any i, |PgPat(op;,in;)| < aX +b, where X is the number of pages needed to store
document indices matching keyword w; in plaintext.
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Definition 9 (Page Efficiency). A SSE scheme has page efficiency P if for
any A\, DB, N, sequence S, and any i, |PgPat(op,,in;)| < P - X, where X is
the number of pages needed to store document indices matching keyword w; in
plaintext.

4 Layered Two-Choice Allocation

In this section, we describe layered two-choice allocation (L2C), a variant of two-
choice allocation that allows to allocate n weighted balls (b;,w;) into m bins,
where b; is a unique identifier and w; € [0, 1] is the weight of the ball. (We often
write ball b; for short.) First, let 1 < 4(\) < log () be a function. We denote by
w = Y""_, w; the sum of all weights and set m = w/(d(\)loglog w). We will later
choose §(A) = o(loglog A) such that allocation has negligible failure probability.
In the overview, we set §(\) = 1 and assume that m = 2(\) for simplicity (which
suffices for negligible failure probability).

Overview of L2C. L2C is based on both weighted one-choice allocation (1C)
and unweighted two-choice allocation (2C). On a high level, we split the set of
possible weights [0, 1]g into loglogm subintervals

0, 1/log m]g, (1/log m, 2/log m]g, . .., (215"~ /log m, 1.

In words, the first interval is of size 1/logm and the boundaries between intervals
grow by a factor 2 every time. We will allocate balls with weights in a given
subinterval independently from the others.

Balls in the first subinterval have weights w; < logm and are thus small
enough to apply weighted 1C. Intuitively, this suffices because one-choice (prov-
ably) performs worst for uniform weights of maximal size 1/logm. In that
case, there are at most n’ = wlogm balls and we expect a bin to contain
n'/m = logm - loglog w balls of uniform weight, since m = w/(loglogw). As
each ball has weight 1/logm, the expected load per bin is loglog w. This trans-
lates to a O(loglogw) bound with overwhelming probability after applying a
Chernoff’s bound.

For the other intervals, applying unweighted and independent 2C per interval
suffices, as the weights of balls differ at most by a factor 2 and there are only
loglog m intervals. More concretely, let n; be the number of balls in the i-th
subinterval A; = (2¢=!/logm, 2! /logm|g for i € {1,... loglogm}. Balls with
weights in subinterval A; fill the bins with at most O(n;/m + loglogm) balls,
independent of other subintervals. Note that we are working with small weights,
and thus potentially have w(m) balls. Thus, we need to extend existing 2C results
to negligible failure probability in m for the heavily-loaded case. As there are
only log log m subintervals, and balls in interval A; have weight at most 2¢/log m,
we can just sum the load of each subinterval and receive a bound

loglogm i
; 1Ong(ni/m + loglogm) = O(w/m + loglogm).
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In total, we have O(w/m + loglogm) = O(loglogw) bounds for the first and
the remaining intervals. Together, this shows that all bins have load at most
O(log log w) after allocating all n items. This matches the bound of standard 2C
with unweighted balls if m = £2(\). For our SSE application, we want to allow
for negligible failure probability with the least number of bins possible. We can
set 0(A) = logloglog (A) and obtain a bin size of O (log log w) with overwhelming
probability, if m = 5(/\)10%' The analysis is identical in this case.

Handling Updates. The described variant of L2C is static. That is, we have
not shown a bound on the load of the most loaded bin if we add balls or update
the weight of balls. Fortunately, inserts of new balls are trivially covered by
the analysis sketched above, if m was chosen large enough initially in order to
compensate for the added weight. Thus, we assume there is some upper bound
Wmax ON the total weights of added balls which is used to initially set up the
bins. We can also update weights if we proceed with care.

For this, let b; be some ball with weight wo4. We want to update its weight to
Whew > Wold- If Woig and wyey reside in the subinterval, we can directly update the
weight of b;, as L2C ignores the concrete weight of balls inside a given subinterval
for the allocation. Indeed, in the first interval, the bin in which b; is inserted is
determined by a single random choice, and for the remaining subintervals, the 2C
process only considers the number of balls inside the same subinterval, ignoring
concrete weights.

When wpey is larger than the bounds of the current subinterval, we need to
make sure that the ball is inserted into the correct bin of its two choices. For
this, the ball b; is inserted into the bin with the lowest number of balls with
weights inside the new subinterval. Even though the bin of b; might change in
this process, we still need to consider b; as a ball of weight weg in the old bin
for subsequent ball insertions in the old subinterval. Thus, we mark the ball
as residual ball but do not remove it from its old bin. That is, we consider it
as ball of weight weyg for the 2C process but assume it is not identified by b;
anymore. As there are only loglogm different subintervals, storing the residual
balls has a constant overhead. The full algorithm L2C is given in Algorithm 1.
We parameterize it by a hash function H mapping uniformly into {1,...,m}?.
The random bin choices of a ball b; are given by «ay,as «— H(b;).

Load Analysis of L2C. Let either 6(A) = 1 or §(\) = logloglog A and m
sufficiently large such that m~?(0(Mleglogw) — neg|()). (Note that this is the
probability that allocation of 1C and 2C fails.)

We need to show that after setup and during a (selective) sequence of oper-
ations, the most loaded bin has a load of at most O(6(A)loglog wmax), where
Wmax 18 an upper bound on the total weight of the inserted balls. We sketch
the proof here and refer to the full version for further details. First, we mod-
ify the sequence S such that we can reduce the analysis to only (sufficiently
independent) L2C.InsertBall operations, while only increasing the final bin load
by a constant factor. This is constant factor of the load is due to the additional
weight of residual balls. Then, we analyze the load of the most loaded bin for the
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each subinterval independently. This boils down to an analysis of a 1C process
in the first subinterval and a 2C process in the remaining subintervals as in the
overview of L2C (see Sect.4). Summing up the independent bounds yields the
desired result.

Theorem 1. Let either 6(A) = 1 or 6(A\) = logloglog \. Let wmax = poly(X)
and m = Wmax/(6(N)loglog wmax). We require that m = Q(Alogllog*) if 0(\) =
logloglog A or m = §2(\) otherwise. Let {(b;,w;)?_,} be balls with (pair-wise
unique) identifier b; and weight w; € [0,1]. Further, let S = (op;, ini)fi:;Jrl be a
sequence of s insert or update operations op,; € {L2C.InsertBall, L2C.UpdateBall}
with input in; = (b;, w;, Ba, ,, Ba, ) for inserts and in; = (b;, 0, w;, Ba, |, Ba, ,)
for updates. Here, b; denotes the identifier of a ball with weight w; and old weight
0; < w; before the execution of op;. Also, the bins are chosen via ;1,02 —
H(b;).

Ezecute (B;), «— L2CSetup({(b;, w;)?_1}) and the operations op,(in;) for
alli € [n+ 1,n + s]. We require that Z?:ls w; — 0; < Wmay, i.€. the total weight
after all operations is at Most Wmay-

Then it holds that throughout the process, the most loaded bin of By, ..., By,
has at most load O(5(N)loglogwmax) except with negligible probability, if H is
modeled as a random oracle.

5 Dynamic Page Efficient SSE

We introduce the SSE scheme LayeredSSE based on L2C. Essentially, we interpret
lists L; of identifiers matching keyword w; as balls of a certain weight. Then, we
use L2C to manage the balls in m encrypted bins, where each bin corresponds
to a memory page, yielding page efficiency O (loglog N/p) and constant storage
efficiency. Let N be the maximal size of the database, p < N!'~1/loglogA e
the page size’ and H be a hash function mapping into {1,...,m}? for m =
[Wmax/ (logloglog A - log1og wmax)] and wmax = N/p. Due to space limitations,
we assume that each keyword has at most p associated keywords, and outline
the scheme and its security analysis. We refer to the full version for details
(without restrictions on the database®).

For convenience, we adapt the notation of L2C to lists of identifiers. A ball
(w,L) of weight |L|/p € [0,1]r is a list of (at most p) identifiers matching
keyword w. The 2 bin choices a, as for ball (w, L) are given via (a7, as) «— H(w).
Now, L2C.Setup takes input balls {(w;, L;)}!¥, and maximal weight wpmay, and
allocates them as before into m bins. L2C.InsertBall receives ball (w, L) and two
bins (Bg,, Ba,), and inserts (w, L) into either bin B,, or bin B,, as before.

2 This condition is needed for the requirement m > A!/1°8198 2 of | 2C which guarantees
negligible failure probability (see Theorem 1). In practice, we have p < N.

3 For arbitrary lists sizes, we can split lists into sublists of size at most p and deal
with each sublist separately as before. Some care has to be taken, for example with
the random choices of the bins, but details are mostly straightforward.
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Algorithm 1. Layered 2-Choice Allocation (L2C)
L2C.Setup({(b:, w;) }ie1, Wmax)
1: Receive n balls (b;, w;), and maximal total weight wmax
. Initialize m = [wWmax/(d(A\)loglog wmax)| empty bins By, ..., Bn,
: for alli € {1,...,n} do
Set a1, s «— H(b;)
InsertBall(b;, wi, Ba,, Bas)
6: Return By, ..., B
L2C.InsertBall(bnew, Wnew; Bay s Bay)
1: Receive bins Ba,, Ba,, and ball (bnew, Wnew)
2: Assert that ai, as are the choices given by H(bnew)
3: Split the set of possible weights [0, 1]g into loglogm sub-intervals

[0,1/log m]z, (1/log m, 2/log m]g, ..., (22" ™! /log m, 1]r

4: Choose k € N minimal such that wnew < Qk/logm
5: if k = 1 then
6: Set a +— a1
7: else
8: Let B, be the bin with the least number of balls of weight in (
among B, and Ba,
9: Insert ball bhew into bin B,
L2C.UpdateBaI|(bo|d7 Wold, Wnew Ba; , Baz)

2k71 2k
logm’ logm R

: Receive bins Bq,, Ba, that contain ball (beid, Wold), and new weight wnew > Wold
: Assert that a1, as are the choices given by H(boiq)

ok—1 ok

: if Wold, Whew € } for some k then

Togm’ logm
: else
Mark boig as residual ball (it is still considered as a ball of weight wolq)

1

2

3

4:  Update the weight of bog to wnew directly
5

6

7: InsertBall(boid, Wnew, Bay s Bas)

L2C.UpdateBall receives old ball (w, L), identifiers L’ and bins (B, , Ba,), and
updates ball (w, L) to ball (w, L U L’) as before, while merging both identifier
lists L and L'. (The weight of the updated ball is |[L U L'|/p € [0, 1]r.)

5.1 LayeredSSE

We describe LayeredSSE, focusing on insert operations. In the full version, we
describe LayeredSSE in more detail, and show how to treat arbitrary list sizes,
introduce delete operations and show how to obtain updates in 1 RTT. A detailed
description of LayeredSSE is given in Algorithm 2.

Setup. To setup the initial database DB = (w, L;)¥¥;, given upperbound N
on the number of keyword-identifiers, allocate the balls (w, L;) into m bins via
L2C. Next, each bin is filled up to maximal size p - clogloglog (A)loglog (N/p),
for some constant c. Finally, the encrypted bins are output.
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Search. During a search operation on keyword w, the client retrieves
encrypted bins By, , Ba, for (a1, as) < H(w) from the server.

Update. During an update operation to add identifier list L’ to keyword w,
the client retrieves By, B,,, decrypts both bins and retrieves ball (w, L) from
the corresponding bin B, € {Ba,, Ba,}- Then, she calls L2C.UpdateBall with
old ball (w, L), new identifiers L' and bins By, , B, to insert the new identifiers
L' into one of the bins. Finally, she reencrypts the bins and sends them to the
server. The server then replaces the old bins with the updated bins.

Algorithm 2. LayeredSSE

Global parameters: constant ¢ € N, page size p

LayeredSSE.KeyGen(1*) LayeredSSE.Update(K, (w, L’), add; EDB)

1: Sample Kg,. for Enc with input 1* Client:

2: return K = Kgpc 1: return w
LayeredSSE.Setup(K, IV, DB) Server:

1: Set 7 < p - cloglog log (\)log log (N/p) 1: Set a1, az « H(w)

2: Sample bins Bi,...,B; via L2C.Setup 2: return BJF, BE-

with input ({(w;, DB(w;))},, N/p) Client:
3: Fill By, ..., By, up to size 7 with zeros 1: Set Ba, — DECKE,‘C(BE';C) for i € {1,2}
4: Set B"® — Enckg, (B;) for i € [1,m] 2: Retrieve ball (w,L) from B, for appro-

5: return EDB = (B$", ..., B&°) priate a € {a1, o2}

LayeredSSE.Search(K, w; EDB) 3: Run L2C.UpdateBall((w, L), L', B, ; Bay)
Client: 4: Set BS" « Enck, (Ba,) for i € {1,2}

1: return w 5: return BLYY, BLYY
Server: Server:

1: Set a1, as «— H(w) 1: Replace BgS with BLSY for i € {1,2}

2: return BYYF, BYY

5.2 Security and Efficiency

Correctness. LayeredSSE is correct as each keyword has two bins that contain its
identifiers associated to it (and these bins are consistently retrieved and updated
with L2C). If the hash function is modeled as a random oracle, the bin choices
are uniformly random and Theorem 1 guarantees that bins do not overflow.

Selective Security. LayeredSSE is selectively secure and has standard setup leak-
age N, such as search and update leakage qp, where qp is the query pat-
tern®. This can be shown with a simple hybrid argument, sketched here. For
setup, the simulator Sim receives N, recomputes m and initializes m empty
bins Bj,..., By, of size p - clogloglog (A)loglog (N/p) each. Sim then outputs
EDB’ = (Enck;, (B;)iL,) for some sampled key Kg, .. As Enc is IND-CPA secure
(and bins do not overflow in the real experiment except with negligible proba-
bility), the output EDB’ is indistinguishable from the output of Setup in the real

4 This is equivalent to page length hiding leakage Lien-nid, as we only restrict ourselves
to lists of size at most p.
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experiment. For a search query on keyword w, Sim checks the query pattern qp
whether w was already queried. If w was not queried before, Sim a new uniformly
random keyword w’. Otherwise, Sim responds with the same keyword w’ from
the previous query. As we assume that keywords are preprocessed by the client
via a PRF, the keywords w and w’ are indistinguishable. For an update query
on keyword w, the client output in the first flow is the same as in a search query
and thus, Sim can proceed as in search. For the second flow, Sim receives two
bins By, , Ba, from the adversary, directly reencrypts them and sends them back
to the adversary. This behaviour is indistinguishable, as the bins are encrypted
and again, bins do not overflow except with negligible probability.

Adaptive Security. For adaptive security, the adversary can issue search and
update queries that depend on previous queries. As Theorem 1 assumes selec-
tively chosen InsertBall and UpdateBall operations, there is no guarantee that
bins do not overflow anymore in the real game. Thus, the adversary can poten-
tially distinguish update queries of the simulated game from real update queries
if she manages to overflow a bin in the real game, as she would receive bins with
increased size only in latter case. Fortunately, we can just add a check in Update
whether one of the bins overflows after the L2C.UpdateBall operation. In that
case, the client reverts the update and send back the (reencrypted) original bins.
Now, Theorem 1 still guarantees that bins overflow only with negligible proba-
bility after Setup and we can show that the simulated game is indistinguishable
from the real game as before. Note that LayeredSSE is still correct after this
modification, since updates that lead to overflows cannot occur by accident, but
only if the client systemically adapts the choice of updates to the random coins
used during previous update operations (see Theorem 1).

Note that when the client remarks that a bin overflowed in an Update in a
real world environment, this is due malicious Update operations. The client can
adapt his reaction accordingly, whereas the server learns no information about
the attack without being notified by the client. We can show that LayeredSSE
with the adjustment of Update is correct and Lien-hig-adaptively secure. The same
simulator Sim suffices and we omit the details.

Efficiency. LayeredSSE has constant storage efficiency, as the server stores m =
[(N/p)/(log loglog A - log log %)—‘ bins of O(plogloglog A - log log %) identifiers
each. There is no client stash required. Each search and update query, the server

looks up 2 bins, and thus LayeredSSE has O (loglog (N/p)) page efficiency. Note
that LayeredSSE has O(1) locality if only lists up to size p are inserted.

Extensions. With some care, LayeredSSE can handle deletes and arbitrary lists
(without sacrificing security and efficiency). We refer to the full version for more
details. The results are formalized in Theorem 2.

Theorem 2 (LayeredSSE). Let N be an upper bound on the size of database
DB andp < N1=1/108108 A pe the page size. The scheme LayeredSSE is correct and
Lien-nid-adaptively semantically secure if Enc is IND-CPA secure and H is modeled
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as a random oracle. It has constant storage efficiency and O (loglog N/p) page
efficiency. If only lists up to size p are inserted, LayeredSSE has constant locality.

6 The Generic Local Transform

In this section, we define the Generic Local Transform (GLT), creating a link
between the two 10-efficiency goals of locality and page efficiency. Namely, the
GLT builds an SSE scheme with good locality properties from an SSE scheme
with good page efficiency. For a page-efficient scheme to be used within the
GLT, it needs to have certain extra properties. We define such schemes as suit-
able page-efficient schemes in Sect.6.1. Next, we introduce the useful notion of
overflowing SSE. The GLT is then obtained by combining an overflowing SSE
with a suitable page-efficient scheme. The OSSE we will use for that purpose,
ClipOSSE, is presented in Sect. 6.2. Finally, the GLT is built from the previous
components in Sect.6.4. An overview of the correctness and security proofs is
provided in section Sect. 6.5. Full proofs are available in the full version.

6.1 Preliminaries

Suitable Page-Efficient SSE. The GLT will create many instances of the
underlying page-efficient scheme, each with a different page size. For that rea-
son, for the purpose of the GLT, we slightly extend the standard SSE inter-
face defined in Section Sect. 3: namely, Setup(K, N, DB, p) takes as an additional
parameter the page size p. In addition, recall that, in Sect. 3, we have allowed
the Update(K, (w, L), op, st; EDB) procedure to add a set of matching documents
K to a given keyword w in a single call. Note that S is allowed to be empty, in
which case nothing is added.

If a scheme instantiates that interface, and, in addition, satisfies the following
three conditions, we will call such as scheme a suitable page-efficient SSE.

— The scheme has client storage O(1).

— The scheme has locality O(1) during searches and updates when accessing a
list of length at most one page.

— The leakage of the scheme is page-length-hiding.

Overflowing SSE. We introduce the notion of Overflowing SSE. An Overflow-
ing SSE (OSSE) has the same interface and functionality as a standard SSE
scheme, except that during a Setup or Update operation, it may refuse to store
some document identifiers. Those identifiers are called overflowing. At the out-
put of the Setup and Update operations, the client returns the set of overflowing
elements. Compared to standard SSE, the correctness definition is relaxed in the
following way: during a Search, only matching identifiers that were not overflow-
ing need to be retrieved.

The intention of an Overflowing SSE is that it may be used as a component
within a larger SSE scheme, which will store the overflowing identifiers using
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a separate mechanism. The use of an OSSE may be regarded as implicit in
some prior SSE constructions. We have chosen to introduce the notion explicitly
because it allows to cleanly split the presentation of the Generic Local Transform
into two parts: an OSSE scheme that stores most of the database, and an array
of page-efficient schemes that store the overflowing identifiers.

6.2 Dynamic Two-Dimensional One-Choice Allocation

The first component of the Generic Local Transform is an OSSE scheme, ClipOSSE.
In line with prior work, we split the presentation of ClipOSSE into two parts: an
allocation scheme, which specifies where elements should be stored; and the SSE
scheme built on top of it, which adds a layer of encryption, key management, and
other mechanisms needed to convert the allocation scheme into a full SSE.

The allocation scheme within ClipOSSE is called 1C-Alloc. Similar to
[ANSS16], the allocation scheme is an abstract construct that defines the mem-
ory locations where items should be stored, but does not store anything itself. In
the case of 1C-Alloc, items are stored within buckets, and the procedures return
as output the indices of buckets where items should be stored. From the point
of view of 1C-Alloc, each bucket has unlimited storage. In more detail, 1C-Alloc
contains two procedures, Fetch and Add.

— Fetch(m, w, £): given a number of buckets m, a keyword w, and a list length ¢,
Fetch returns (a superset of) the indices of buckets where elements matching
keyword w may be stored, assuming there are ¢ such elements.

— Add(m,w, £): given the same input, Add returns the index of the bucket where
the next element matching keyword w should be inserted, assuming there are
currently ¢ matching elements.

The intention is that Add is used during an SSE Update operation, in order
to choose the bucket where the next list element is stored; while Fetch is used
during a Search operation, in order to determine the buckets that need to be
read to retrieve all list elements. 1C-Alloc will satisfy the correctness property
given in Definition 10. Note that the number of buckets m is always assumed to
be a power of 2.

Definition 10 (Correctness). For all m, w, ¢, if m is a power of 2, then

J Add(m,w,i) C Fetch(m,w,?).
0<i<l—1

To describe 1C-Alloc, it is convenient to conceptually group buckets into
superbuckets. For ¢ = 2! < m, an ¢-superbucket is a collection of ¢ consecutive
buckets, with indices of the form k- ¢ k-¢+1,...,(k+1)-¢— 1, for some
k < m/l. A 1-superbucket is the same as a bucket. Notice that for a given ¢, the
{-superbuckets do not overlap. They form a partition of the set of buckets. For
£ > 1, each ¢-superbucket contains exactly two £/2-superbuckets.

Let H be a hash function, whose output is assumed to be uniformly random
in {1,...,m}. 1C-Alloc works as follows. Fix a keyword w and length ¢ < m
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(the case ¢ > m will be discussed later). Let ¢ = 2/1°2] be the smallest power
of 2 larger than ¢. On input w and ¢, 1C-Alloc.Fetch returns the (unique) ¢'-
superbucket that contains H (w).

Algorithm 3. Dynamic Two-Dimensional One-Choice Allocation (1C-Alloc)

1C-Alloc.Fetch(m, w, £) 1C-Alloc.Add(m, w, £)
1: ¢« oMozt 1: £ — {modm
2: if ¢/ > m then o 0 Mloa (EH )]
3:  return {0,...,m — 1} i [ H(w)/l]
4: else . if [2H(w)/¢'] mod 2 = 0 then

S o

return {¢' -i,....0 i+ — 1} : else

2
3
4
i — |H(w)/l') 5. return { i+ ¢
6
7. return ' -i+£L—10')2

Meanwhile, 1C-Alloc.Add is designed in order to ensure that the first £ suc-
cessive locations returned by Add for keyword w are in fact included within the
¢'-superbucket above H(w) (that is, in order to ensure correctness). For the first
list element (when ¢ = 0), Add returns the bucket H(w); for the second element,
it returns the other bucket contained inside the 2-superbucket above H(w). More
generally, if S is the smallest superbucket above H (w) that contains at least £+1
buckets, Add returns the leftmost bucket within S that has not yet received an
element. In practice, the index of that bucket can be computed easily based on
¢ and the binary decomposition of H(w), as done in Algorithm 3. (In fact, the
exact order in which buckets are selected by Add is irrelevant, as long as it selects
distinct buckets, and correctness holds.)

When the size of the list ¢ grows above the number of buckets m, Fetch
returns all buckets, while Add selects the same buckets as it did for £ mod m.

6.3 Clipped One-Choice OSSE

ClipOSSE is the OSSE scheme obtained by storing lists according to 1C-Alloc,
using m = O(N/loglog N) buckets, with each bucket containing up to 7 =
[aloglog N items, for some constant «. Buckets are always padded to the
threshold 7 and encrypted before being stored on the server. Thus, from the
server’s point of view, they are completely opaque. A table T' containing (in
encrypted form) the length of the list matching each keyword w is also stored
on the server.

Given 1C-Alloc, the details of ClipOSSE are straightforward. A short overview
is given in text below. The encrypted database generated by Setup is essentially
equivalent to starting from an empty database, and populating it by making
repeated calls to Update, one for each keyword—document pair in the database.
For that reason, we focus on Search and Update. The full specification for Setup,
Search, and Update is given as pseudo-code in Algorithm 4.

Search. To retrieve the list of identifiers matching keyword w, ClipOSSE calls
1C-Alloc(m, w, £) to get the set of bucket indices where the elements matching
keyword w have been stored. The client retrieves those buckets from the server,
and decrypts them to obtain the desired information.
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Update. For simplicity, we focus on a the case where a single identifier is
added. The case of a set of identifiers can be obtained by repeating the process
for each identifier in the set. To add the new item to the list matching keyword w,
ClipOSSE calls 1C-Alloc(m, w, £) to determine the bucket where the new list item
should be inserted. The client retrieves that bucket from the server, decrypts it,
adds the new item, reencrypts the bucket, and sends it back to the server. If
that bucket was already full, the item is overflowing, in the sense of Sect. 6.1.

Algorithm 4. Clipped One-Choice OSSE (ClipOSSE)

Global parameters: constants d, o« € N*

ClipOSSE.KeyGen(1*) ClipOSSE.Search(K, w, st; EDB)

1: Generate keys K, Kpgre for Enc, PRF Client:  (search token)

2: return K = (K, Kprr) 1: send (w, Ku) = PRFgpge (w)
ClipOSSE.Setup(K, N, DB) Server:

1: m « 2[log (N/loglog N)] 1: £ «— Deck,, (T[w])

2. 7 — [aloglog N 2: S « 1C-Alloc.Fetch(m, w, ¢)
3: Bo, ..., Bm_1,T,EDB,clip — & 3: return {B¥[i] : i € S}

4: for all each (w, {e1,...,e/}) in DB do ClipOSSE.Update(K, (w, {e}), op, st; EDB)
5: Ky — PRFKPRF (w) Client: (update token)

6: T[w] < Enck,, (£) 1: send (w, Kuw = PRF ke (w))
7. for all t from 1 to ¢ do Server:

8: C—o

9: i — 1C-Alloc.Add(m, w,t — 1) L £ Decx, (T[w])

2: ¢« 1C-Alloc.Add(m, w, £)

10: if then|B[i]| < T ey
11: Bi] J B[[H U{ei} 3:- send B[]
" olse Client:
13: C — CU{e} LB Decrc (B™°[i])
o if |5 > 0 then ; if lﬁp\ i;then
15: Escllr? —clipu (w, £, C) ‘ 4 B« BU/{e}
16: Let B="[i] = Enck (B;) for each ¢ 5: else
17: return EDB = (T, (B™[i])), clip 6 clip — {e}
7: send B’ = Enck (B)
Server:
1. BEncm — B’
Client:

2: return clip

6.4 The Generic Local Transform

The Generic Local Transform takes as input a page-length-hiding page-efficient
SSE scheme PE-SSE. It outputs a local SSE scheme Local[PE-SSE].

To realize Local[PE-SSE], we use two structures. The first structure is an
instance of ClipOSSE, which stores most of the database. The second structure
is an array of nje,e instances of PE-SSE. The i-th instance, denoted PE-SSE;,
has page size 2°. The PE-SSE; instances are used to store elements that overflow



Dynamic Local Searchable Symmetric Encryption 117

from ClipOSSE. In addition, a table T stores (in encrypted form) the length of
the list matching keyword w, for each keyword®.

Fix a keyword w, matching ¢ elements. Let ¢ = 21241 be the smallest power
of 2 larger than /. Let i = log#’. At any point in time, the elements matching w
are stored in two locations: ClipOSSE, and PE-SSE;. Each of these two locations
stores part of the elements: ClipOSSE stores the elements that did not overflow,
and PE-SSE; stores the overflowing elements. Each element exists in only one
of the two locations. Again, for simplicity, we define updates for adding a single
identifier per keyword. The case of adding a set of identifiers at once can be
deduced by repeating the same process for each identifier in the set.

Algorithm 5. Generic Local Transform (Local[PE-SSE])
Global parameters: constant d € N*
Local[PE-SSE].KeyGen(1*) Local[PE-SSE].Setup(K, N, DB)
1: Generate key Kprr for PRF 1: Ngever — [N/log? N
2: return K = (K, Kprr) 2: for all (w,S) € DB do
Local[PE-SSE].Update(K, (w, L); EDB) 3: Ky — PRFgppe (W)
Client:  (update token) 4 T[w} «— Encgk,, (|S|)

1: send (w, L, Ky = PRF e, (w)) 5: EDB, clip «— ClipOSSE.Setup(DB)
Server: 6: for all ¢ from 0 to Ny do

1: C « ClipOSSE.Update(w, L) 7 DB {(w,0): (w,(,C) € clip

2 ¢ — Deck, (T[w]) and 2" < £< 2}

3. T['LU] - EnCKw (£+ 1) 8: PE-SSE; «— PE—SSESetup(

4: send / [N/log N1,2",DB;)
Client: Local[PE-SSE].Search(K, w, st; EDB)

1: i — [log /) Client:  (search token)

2: if [log¢] = [log (¢4 1)] then 1: send (w, Ky = PRF e (w))

3:  PE-SSE;.Update(w, C) Server:

4: else 1: 1 < [log (Deck,, (T[w]))]

5 S« set of matches in 2: return ClipOSSE.Search(w)

PE-SSE;.Search(w) U PE-SSE;.Search(w)

6: PE—SSEH_l.Update(w, SuU C)

Search. During a search operation, Local[PE-SSE] queries both structures,
and combines their output to retrieve all matching elements.

Update. During an update operation to add element e, Local[PE-SSE] for-
wards the update query to ClipOSSE, and gets as output C = & if the element
did not overflow, or C' = {e} if the element did overflow. For now, assume
that [logf] = [log (£ + 1)], that is, the PE-SSE, instance associated with the
list remains the same during the update operation. In that case, PE-SSE; is
updated for the set C. (Recall from Sect.6.1 that a length-hiding SSE such as
PE-SSE accepts sets of elements as input in Update.) The length-hiding prop-
erty is designed to guarantee that the content of C' (including whether it is
empty) is not leaked to the server. Now assume [log¢| < [log (¢ + 1)]. In that

5 The same table exists in ClipOSSE. In an actual implementation, they would be the
same table, but using ClipOSSE in black box eases the presentation.
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case, the PE-SSE instance associated with the list becomes PE-SSE;;; instead
of PE-SSE;. The client retrieves all current overflowing elements from PE-SSE;,
adds the content of C, and stores the result in PE-SSE;, ;.

6.5 Overflow of ClipOSSE

The main technical result in this section regards the number of overflowing items

in ClipOSSE.

Theorem 3. Suppose that ClipOSSE receives as input a database of size N,
such that the size of the longest list is O(N/long) for some d > 2.Then for any
constant c, there exists a choice of parameters of ClipOSSE such that the number
of overflowing items is O(N/log°N).

The proof of Theorem 3 is intricate. For space reasons, we only give a brief
overview here. A detailed overview and the full proof is given in the full version..
First, we show that the result holds in the special case where all lists have
length N/ long . This uses a negative association argument, similar to the proof
of [DPP18, Theorem 1|. The core of the proof is to then show that this special
case implies the general case. This is done by iteratively merging short lists,
while showing that this merging process can only have a limited effect on the
number of overflowing elements. At the outcome of the merging process, all lists
have length N/ 1ong , which reduces the problem to the special case. The main
technique for the reduction is a stochastic dominance argument, combined with
a convexity argument (similar to the proof of [BBF+21, Theorem 5]).

The Generic Local Transform itself uses standard SSE techniques, and its
properties follow from previous discussions. We provide a formal statement
below.

Theorem 4 (Generic Local Transform). Let N be an upper bound on the
size of database DB. Suppose that PE-SSE is a suitable page-efficient scheme
with page efficiency P and storage efficiency S. Then Local[PE-SSE] is a correct
and secure SSE scheme with storage efficiency O(S), locality O(1), and read
efficiency P + O (loglog N).
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Abstract. A distributed point function (DPF) is a cryptographic prim-
itive that enables compressed additive sharing of a secret unit vector
across two or more parties. Despite growing ubiquity within applications
and notable research efforts, the best 2-party DPF construction to date
remains the tree-based construction from (Boyle et al., CCS’16), with no
significantly new approaches since.

We present a new framework for 2-party DPF construction, which
applies in the setting of feasible (polynomial-size) domains. This cap-
tures in particular all DPF applications in which the keys are expanded
to the full domain. Our approach is motivated by a strengthened notion
we put forth, of programmable DPF (PDPF): in which a short, input-
independent “offline” key can be reused for sharing many point functions.

— PDPF from OWF. We construct a PDPF for feasible domains from
the minimal assumption that one-way functions exist, where the sec-
ond “online” key size is polylogarithmic in the domain size N.

Our approach offers multiple new efficiency features and applications:

— Privately puncturable PRFs. Our PDPF gives the first OWF-based
privately puncturable PRF's (for feasible domains) with sublinear keys.

— O(1)-round distributed DPF Gen. We obtain a (standard) DPF with
polylog-size keys that admits an analog of Doerner-shelat (CCS’17)
distributed key generation, requiring only O(1) rounds (versus log V).

— PCG with 1 short key. Compressing useful correlations for secure
computation, where one key is of minimal size. This provides up to
exponential communication savings in some application scenarios.

Keywords: Distributed Point Function + Puncturable Psuedorandom
Function

1 Introduction

A distributed point function (DPF) [12,27] is a cryptographic primitive that
enables compressed sharing of a secret unit vector across two or more parties.
More concretely, a two-party DPF allows one to split any point function f,
(i.e., for which f,(z) = 1 if x = a, and 0 otherwise!) into succinctly described

! Slightly more generally, f,.5 with fo g(a) = 8 for 8 € {0,1}.
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functions fy, f1, that individually hide f,, and which support a simple additive
per-input reconstruction fo(x) = fo(x) + fi(x).

DPFs with function share f; size (sometimes referred to as “key size”) com-
parable to the truth table of f, are trivially achievable, by simply taking the
function shares f; to be an additive secret sharing of the full truth table itself.
Efficient constructions with small key size, roughly logarithmic in the domain
size of f,, have been built from one-way functions [12,27].

The appealing compressing structure of DPF constructions has enabled a
wide range of cryptographic applications, ranging from Private Information
Retrieval (PIR) [18,27], to anonymous messaging systems [20], secure computa-
tion for RAM programs [25] and programs with mixed-mode operations [7,13],
and recently Pseudorandom Correlation Generators [8,10,13] for expanding
small correlated seeds into large pseudorandom instances of cryptographic cor-
relations, with applications to secure computation and beyond.

In many (if not most) of these applications, the parties perform a full eval-
uation of the DPF function shares, on every input within the domain of the
function f,. This means that, in particular, the necessary DPF constructions
are only relevant for relatively small, polynomial-size domains.

The growing list of applications has provided significant motivation for deeper
study of the DPF primitive, including alternative constructions and careful fine-
tuning of efficiency. However, despite notable research efforts, the best 2-party
DPF construction to date (even concrete constants) remains the tree-based con-
struction from [12]. In addition, no significantly new approaches toward con-
struction have emerged since this time.

1.1 Our Results

We present a new approach of DPF construction, whose structure dramatically
differs from existing DPFs, and which offers new efficiency features and applica-
tions in the setting of feasible (polynomial)-size domains.

Programmable DPF. Perhaps the primary downside of DPF's is that their
security guarantees inherently require the existence of two or more non-colluding
parties who receive shares fy and f; of the secret function. For example,
DPFs yield solutions to the problem of two-server PIR, but seem useless for
single-server PIR. Unfortunately, this non-collusion trust assumption is to some
degree unavoidable for efficient solutions. For problems like PIR, for example,
it is known that single-server cheap (symmetric-key) solutions simply cannot
exist [24]. However, the two-server state of affairs has a further downside beyond
the assumption of trust. Given two servers operating, DPF-based solutions incur
twice as much computation, communication, and coordination costs between
parties than if a single server could suffice.

Given the barrier of efficient single-server solutions, we consider a next best
alternative: a form of “I.5-server” DPF, or what we will refer to as a pro-
grammable DPF. The idea is that participation and cost to one of the two
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servers will be pushed to minimum, thus incurring the burden of only “half”
a server. Concretely, in a programmable DPF scheme, the share fy given to the
first server is simply a random (i.e., “programmed”) 128-bit string,? indepen-
dent of the choice of—or in some cases, even the parameters of—the secret point
function being shared. For example, one can execute the role of the first server
across several applications via a public service.

Naive PDPF. As a baseline, consider a naive construction of PDPF: The offline
key is a standard PRF key, and the online key is simply a domain-size string
which together with the full-doman expansion of the PRF form additive secret
shares of the desired truth table. The runtime of key generation is linear in
the domain size N (which, looking ahead, will match that of our construction).
However, the online key size is also linear in N, which we will succeed to compress
exponentially. In addition, for the case of sharing a random point function, we
will also obtain exponential improvement in the online key generation.

Related Notions. Our PDPF goal is related to two existing notions from the lit-
erature: privately puncturable PRFs [5], and two-server PIR in an offline/online
model recently studied by Corrigan-Gibbs and Kogan [21].

Privately puncturable PRFs are pseudorandom functions (PRF's) that sup-
port generation of punctured keys which enable evaluation of the PRF on all but
a single punctured input x*, and which further hide the identity of x*. (Single-
key) privately puncturable PRFs are in fact implied by programmable DPF's, by
taking the master PRF key to be the first-server DPF share, and generating a
punctured key at x* by computing a second-server DPF share for the function
fap with a = 2* and 8 « {0,1} selected at random. In turn, privately punc-
tured PRF constructions can provide a direction toward programmable DPF's.
However, the only existing instantiations of privately puncturable PRFs make
use of heavy public-key cryptography machinery, and provide heavy costs for
concrete applications [4,16,17,36]. There is also no clear way “scale down” these
constructions to a polynomial-size domain in a way that circumvents these issues.

Analogous to the “half server” of programmable DPF, the offline/online 2-
server PIR protocols of [21,38] consider a setting where first server’s query and
response (analogous to our first-server DPF key) can be computed offline, before
the target input (analogous to the punctured point x*) is specified. However, the
resulting schemes do not yield the stronger target of a DPF. Indeed, the clos-
est object they construct supports a nonlinear reconstruction procedure more
complex than simple addition, which precludes a large subset of DPF applica-
tions requiring this structure (such as secure aggregation). In addition, [38] uses
public-key cryptography.

Given the collective state of the art, no solutions exist for nontrivial pro-
grammable DPF without public-key cryptography, even for the restricted case
of polynomial-size domains.

2 Or rather, X bits, where \ is the security parameter.
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Programmable DPF on Small Domains from OWF. We present a 2-party
programmable DPF (PDPF) construction for polynomial-size domains, relying
on the minimal assumption that one-way functions exist.

We begin with a basic construction which has a non-negligible privacy error
¢, which appears as a factor of log(1/€?) in the key size and 1/€? in full-domain
evaluation, and which provides appealing concrete efficiency. For this reason,
we express the result statement in terms of a length-doubling pseudorandom
generator (whose existence is equivalent to one-way functions). We remark that
small constant privacy error is motivated in many applications in the context of
concrete efficiency, such as those anyway offering differential privacy guarantees
(e.g., use of DPFs for private aggregate statistics in [3]).

For the final feasibility result, we then reduce this to negligible error via
a nontrivial amplification procedure. Combining these two theorems provides
a construction of PDPF with polylogarithmic online key size, from one-way
functions.

Theorem 1 (1/poly-secure PDPF on small domains - Informal). Given
length doubling PRG G : {0,1}* — {0,1}2*, there exists a computationally e-
secure Programmable DPF for point functions fo : [N] — {0,1} over output
group G = Z, with online key size |k1| = Mog(/€?).

— Key generation makes (2N log(N/e?))/\ invocations of G, and
— Full domain evaluation makes (2N log N)/(e?\) invocations of G.

Theorem 2 (Security amplification - Informal). Suppose there exists a
small-domain computationally 1/p(N)-secure PDPF for any polynomial p. Then
there exists a small-domain PDPF with negligible security error.

Corollary 1 (PDPF from OWF - Informal). Assuming the existence of
OWF, there exists a PDPF for point functions fo : [N] — {0,1} where the
runtime of key gemeration, single point evaluation, and full domain evaluation
is quasilinear in N, and with online key size poly(\, log N).

A few remarks are in order.

Small Domains: Applications and Non-applications. Note that the key generation
and full evaluation algorithms of our construction run in time linear in N, and
as such we are restricted to polynomial-sized domains in order to execute within
polynomial time. As an additional point of interest, our techniques do not admit
a more efficient single-point evaluation algorithm than a full-domain evaluation.
An outstanding open problem in our work is to achieve a construction where the
running time of key generation and a single point evaluation is only poly log N.

For many applications of DPF's, the required parameters are anyway on small
(polynomial-size) domain. This captures a motivated range of applications and
implemented systems, including;:

1. Private “reading” applications, such as PIR, or private tag-based search for
tag space of modest size. For example, the Popcorn system [29] ran 2-server
PIR on N = 8,000 Netflix movies.
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2. Private “writing” applications, such as secure distributed storage [35], voting,
and aggregation. This includes Prio-style [19] applications for private collec-
tion of aggregate statistics, and Riposte [20], Blinder [1] and Spectrum [34]
for anonymous messaging.

3. Pseudorandom correlation generators (PCGSs) for useful correlations. Rele-
vant correlation examples include “silent” generation of permuted one-time
truth table correlations, oblivious linear evaluation (OLE), or authenticated
multiplication triples [10] (for some simpler correlations the full power of DPF
is not needed — see below).

4. Mized-mode secure computation with small-domain gates. DPFs and their
derivatives, most notably distributed comparison functions (DCF) (i.e. secret
sharing functions of the form f5 that evaluate to 1 on all inputs = < «),
yield a method for highly efficient secure computation of certain types of non-
arithmetic gates in the preprocessing model [13]. A DCF can be implemented
by a logarithmic number of DPF invocations, one for each prefix of the shared
point. However, in our small-domain construction the communication and
computation for this DCF implementation essentially match those of a sin-
gle DPF since both require full domain evaluation. Small-domain DPFs and
DCFs suffice, e.g., for secure evaluation of zero-test, comparison/threshold,
ReLU, splines, or finite-precision fixed-point arithmetic gates, on moderate-
size inputs [7,13]. We remark that small domain sizes often arise naturally
in settings such as privacy-preserving machine learning, where computations
are frequently run in low precision.

Aside from the last (Item 4), each of the above application frameworks further
requires the parties to perform a full-domain evaluation of the corresponding
DPF function shares, inherently limiting the desired DPF tools to small domains.

The programmable feature of our PDPF, where the offline key is short and
reusable, offers beneficial properties in the above settings. For example, for pseu-
dorandom correlation generation, this enables a central server to have a single
short PCG key for generating authenticated multiplication triples or truth-table
correlations with many different users, requiring total storage of only 128 bits
improving over present solutions that require the server to store approximately
1MB per user. Such a “short-key PCG” can make a big difference in certain
applications of secure two-party computation. For instance, this is the case when
during a setup phase one of the two parties can be temporarily trusted. In this
case, she can generate a pair of PCG seeds, send the short (128-bit) seed to the
other party, and keep the longer one to herself. We discuss this application in
more detail in Sect. 1.1.

There are, of course, application settings in which small-domain DPFs are
not relevant. Prominent examples include:

1. Private keyword search, corresponding to PIR-type private queries where the
space of possible inputs (e.g., universe of keywords) is large.

2. Simpler pseudorandom correlation generators, such as “silent” oblivious
transfer, vector OLE, or (unauthenticated) multiplication triples, do not
require the full 2-sided guarantees (so-called “puncturable PRFs” suffice).
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3. Mized-mode secure computation with large-domain gates. The above mixed-
mode application is viable also for large domains, in which case our small-
domain DPFs do not provide a solution. This includes instances of the above
gates over large inputs.

Concrete Efficiency. In Table 1 we compare the efficiency of our programmable
DPF construction to a “naive” construction with O(N) key size, for domain
size N (see Sect. 5 for more details). The comparison is done with output group
Z and with payloads in {0,1}, capturing a typical aggregation scenario. We
compare these solutions with respect to key size, and estimate the running time
of an AES-based implementation by using a standard benchmark of 1.8 - 108
length-doubling PRG calls per second on a single core.

To give one data point, for a domain of size N = 100,000 and security
error ¢ = 278, the naive construction has 97.7KB key size, and the running
time for either key generation or full domain evaluation is 72.1 ws, while our
construction achieves 0.5 KB key size, 548.3 us running time for key generation,
and 1.6s running time for full domain evaluation®. In another data point, where
N = 20,000 and € = 276, the naive construction yields 14.7 KB key size and
running time of 12.4 ps for both key generation and full domain evaluation, while
our constructions has 0.4 KB key size, 68.7 s running time for key generation,
and 17.3ms running time for full domain evaluation. Note that in applications
that only require a random point «, the cost of Gen can be substantially smaller:
0.006 us for a domain of size N = 100,000 and security error ¢ = 278, and
0.005 s for N = 20,000 and € = 276,

To conclude, for small input domains and small (but non-negligible) privacy
levels €, our construction offers a big advantage in key size, a moderate slowdown
on the client side (running the key generation), and a more significant slowdown
on the server side (running the full domain evaluation). Overall, we expect it
to be attractive for applications where the client’s communication is the most
expensive resource.

Comparison to Standard DPF. Compared to a standard two-party DPF, our
PDPF construction offers several qualitative advantages which can be appealing
in the following settings:

— When simplifying the interaction pattern is important. For some DPF appli-
cations, the “1.5-server” feature means that online interaction only involves a
single message from the client to the online server (and no interaction between
servers). This offers several advantages for practical systems such as avoiding
the dependence on two online, synchronised servers, reducing network latency,
and also hiding the identity of the offline server, rendering the non-collusion
assumption more realistic.

3 In fact, the naive construction, as mentioned in Sect. 1.1, can provide a negligible
privacy error for small output groups. Nevertheless, in aggregation-type applications,
over output group Z, we get a constant privacy error. See Remark 3 for more details.
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— When the client can play the role of the online server, as in the “trusted-
offline PCG” application discussed in Sect. 4.3. In such cases, a PDPF yields
a near-exponential improvement in the total communication cost, since it
only requires a one-time communication of an offline key which is reused
many times without further interaction.

— When distributed key generation is carried out over a high-latency network,
the constant-round black-box protocol from Sect.4.2 can offer significant
speedup.

All of the above advantages seem relevant for practical use cases. Our PDPF
construction has a reasonable concrete overhead (to be discussed below) when
settling for small but non-negligible values of e, comparable to the acceptable
practices for differential privacy.

Other than the application scenarios described above, our current PDPF
construction is less practical than existing DPF constructions. First, it cannot
offer negligible privacy error € with good concrete efficiency; second, the running
time of Gen and (single-point) Eval scale linearly (rather than logarithmically)
with the domain size; finally, it has worse dependence (multiplicative rather than
additive) on the size of the payload 5. These gaps are smaller in applications
that require a full-domain evaluation EvalAll, or alternatively only require key
generation for a random point « (see below).

Comparing the key size of the two constructions, note that the size of the
keys in PDPF is log(IN/e?) PRG seeds for the online party and just a single PRG
seed for the offline party, while the key size of both parties in standard DPF is
roughly log(N) PRG seeds. Ignoring the qualitative advantages of PDPF over
DPF, the total client communication, or total key size, of PDPF is smaller by
almost a factor of two for concretely relevant parameters.

In the case of a random-input PDPF, the client computation becomes roughly
equal to that of a standard DPF, i.e. dominated by log(NN) calls to a PRG, since
the client generates one key which is a seed of a GGM PRF and another key
which is the same PRF punctured at a random point. A random-input PDPF is
good enough for some applications, such as distributed key generation, on which
we elaborate in Sect. 4.2. There, a random-input PDPF and can be converted to
a chosen-input DPF by sending a log(N)-bit offset to the offline server.

While our PDPF construction has higher overhead as the output size grows
compared to a standard DPF, in Proposition 3 we provide an optimization to our
construction for big payloads beyond the naive approach of executing a separate
PDPF instance for every bit of the payload.

Applications. We explore three applications of our programmable DPF con-
struction and associated techniques: (1) Privately Puncturable PRFs (on poly-
nomial size domains); (2) (Standard) Distributed Point Functions that admit
particularly efficient secure distributed key generation protocols; and (3) A new
application regime of trusted-offline pseudorandom correlation generators. We
additionally explore an optimization toward DPFs with larger payloads.
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Privately Puncturable PRFs (on Small Domains). As discussed, our construc-
tion directly implies the first nontrivial privately puncturable PRF for domain
size N = poly()) under the minimal one-way function assumption. Here, non-
triviality corresponds to requiring the key size of a (privately) punctured key
that is sublinear in the truth table output size.

Even given the restriction to feasible domain sizes, this constitutes the first
such construction without relying on structured public-key assumptions such as
the Learning with Errors assumption or multi-linear maps [4,16,17,36].

Proposition 1 (Privately puncturable PRF - Informal). Assuming the
existence of OWF, there exist (selectively secure, 1-key) privately puncturable
PRF (P-PPRF), where the runtime of punctured key generation and evaluation
is quasilinear in the domain size M, and with punctured key size poly(X,log M).

DPF with Constant-Round Black-Box Distributed Key Generation. In any appli-
cation of (standard) DPFs where the role of “client” is jointly executed across
parties—including secure computation for RAM programs [25] or mixed-mode
operations [7,13], use of pseudorandom correlation generators for secure compu-
tation preprocessing [8,10,13], and more—the Gen algorithm of the DPF must
in turn be executed distributedly via a secure computation protocol. Minimizing
the costs of this procedure is a highly desirable target.

This was highlighted by the work of Doerner and shelat [25], which identi-
fied that the low cost of distributed DPF Gen makes it a strong approach for
secure computation of RAM programs. They presented a distributed DPF Gen
protocol, which remains the most efficient to date, requiring computation time
linear in the DPF domain size N, and runs in log N sequential communication
rounds, but which crucially makes only black-box use of oblivious transfer and
a pseudorandom generator. In contrast, alternative approaches each require the
expensive secure evaluation of (many instances of) a circuit evaluating the PRG.

In particular, for any DPF with key size polylogarithmic in the domain size
N,* no protocol exists for distributed Gen which is black-box in the underlying
cryptographic tools and lower than O(log N) round complexity.

The techniques behind our PDPF give the first DPF (for feasible domains)
which simultaneously achieves key size polylogarithmic in N, and admits a dis-
tributed Gen protocol that makes only black-box use of OT and a PRG, executing
in constant round complexity. More concretely, we show that 5 rounds suffice.

Proposition 2 (Constant-round distributed Gen - Informal). There
exists a small-domain DPF (Gen, Eval), with key size poly(A,log N), where Gen
on secret-shared «, B can be implemented by a constant-round (5-round) protocol
making only a black-box use of oblivious transfer and a pseudorandom generator.

As with our PDPF constructions, the runtime of our DPF Eval algorithm
will be linear in the domain size N. Note, however, that the application of DPF

4 DPFs with significantly worse key size N° for constant € > 0 can be built with lower
depth Gen, e.g. by “flattening” the tree structure of current best DPF constructions.
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within secure computation of RAM programs anyway requires EvalAll as opposed
to individual Eval operations (where we achieve the same linear complexity). In
addition, our resulting DPF Gen procedure will only be logarithmic in N. This
will be result of modifying the PDPF, adding a short second “offset” message
to be added to the key kg after the choice of the secret point function fa’ g. This
extra step adds minor cost in regard to computation and key size, but means the
resulting construction is a DPF and not a programmable DPF which in particular
requires the first key kg to be independent of the point function to be shared.

Compressing DPF Corelations. Standard DPFs have a variety of applications
in the context of secure 2-party computation (2PC). For instance, they serve
as crucial building blocks for concretely efficient 2PC of RAM programs [25] or
for pseudorandom correlation generators (PCGs) of truth-table correlations [11]
and (authenticated) multiplication triples [10]. Evaluating large circuits or mul-
tiple instances necessitates several DPF correlations. In particular, this strongly
motivates the goal of generating many independent instances of a random DPF
correlation with low communication cost. However, there are no known practical
methods for achieving this.

We observe that PDPF inherently provides a solution for generating many
such instances, where the size of one key scales with the number of instances,
but one key is short.

In turn, our PDPF provides a solution to the above problem within a subset
of interesting applications, captured by the following “trusted-offline” setting for
2PC. In an offline phase, Alice owns a long-term secret s (say, a secret key for
encryption, identification, or signature). To eliminate a single point of failure,
she splits s into two shares, sy and sp, sending sp to Bob and keeping s4 to
herself. She then erases all information except s 4. In the online phase, the parties
receive online inputs P; (resp., ciphertexts to decrypt, nonces for identification,
or messages to sign) and wish to securely compute f(s, P;) for i =1,2,...,t.

The key observation is that in the above setting, Alice can be fully trusted
during the offline phase, since if she is corrupted at this phase (before erasing s)
then the long-term secret is entirely compromised. In fact, if P; is public, then s is
the only secret in the system. For this reason, we can also trust Alice to generate
pairs of DPF keys (k},k]) in the offline phase, offload the keys kj to Bob, and
keep k¢ to herself. However, when Alice wants to generate many DPF instances
for the purpose of evaluating many g-gates, this has high communication cost.

A PDPF can provide a dramatic efficiency improvement in this scenario,
where Alice needs only to send the single short PDPF key to Bob, and simply
store the longer key locally. This reduces the communication requirements of
existing solutions within this setting by an exponential factor.

Big Payload Optimization. Some applications of DPF explicitly require the point
function payload to be larger than a single bit, e.g. an element in Z,¢, and to be
random. A natural adaptation of our technique to this setting is to repeat the
programmable DPF scheme with binary outputs ¢ times, once for each bit, and
then locally map the outputs to elements in Z,.. However, evaluation using this
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approach suffers from an O(¢3) computational overhead compared to a binary
programmable DPF achieving the same security®.

We propose an optimization which maintains key size and reduces the com-
putational overhead by O(¢) compared to the repetition method. In more detail,
each PRF value is a pair of a point z in the input domain [N] and a value y € Z,:.
One key of the programmable DPF is again the short PRF key, while the sec-
ond key is punctured at O(¢) points which evaluate to («,y;),i = 1,...,0(¥).
The DPF evaluation at each point z is the sum of all y; such that the PRF (or
punctured PRF) evaluate to (z,y;) at some point. This approach leads to the
following:

Proposition 3 (Big payload optimization - Informal). Given length dou-
bling PRG G : {0,1}* — {0,1}?*, there exists a computationally e-secure PDPF
for point functions fo : [N] — Zye, with online key size |ki| = O (Atlog Z—JX) for
t=40+ 2109%. The number of invocations of G in the key generation algorithm

is O(tNlog %), and in the full domain evaluation algorithm it is O(Ai—f)

Due to space limitations, we defer the full treatment of this optimization to
the full version of the paper.

1.2 Overview of Techniques

We now proceed to describe our techniques in greater detail. We focus here on
the core construction of programmable DPF from OWF. We refer the reader to
the main body for further detail on the related applications.

1/Poly-Secure PDPF. We begin by describing our construction of a computa-
tionally secure PDPF, which takes inspiration from the puncturable pseudoran-
dom sets of Corrigan-Gibbs and Kogan [21].

Our construction relies on an underlying tool of Punctuarable Pseudorandom
Functions (PPRF) [6,14,31]. Puncturable PRFs are an earlier-dating, weaker
variant of privately puncturable PRFs discussed above, which similarly have the
ability of generating punctured keys k, from a master PRF key k enabling eval-
uation on all but a punctured input x,. Even given the punctured key k,, the
output of the PRF at input x, remains pseudorandom. Unlike privately punc-
turable PRFs, no hiding requirement is made for the identity of the punctured
input z, given the punctured key k,, which makes the goal significantly easier
to achieve. Such primitives can be constructed in a simple manner based on
one-way functions via a GGM [28] tree [6,14,31].

Our construction proceeds roughly as follows. Consider the first party in the
programmable DPF. The first (programmable) key of the DPF is simply the

5 In this approach, to get statistical error of ¢ we need to reduce the value of € in
each of the ¢ instances by a factor of . Since the computational cost per instance
depends quadratically on 1/e, this results in a total slowdown (compared to the 1-bit
baseline) of £ - £% = ¢3.
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master key k for a PPRF whose output space is the input space for the DPF,
[N]. The PRF input space D will be selected in the discussion following, as a
function of the desired privacy error. (In particular, larger domain will yield
smaller error, but higher complexity).

In order to expand its DPF key to a full-domain evaluation on the input
domain [N], the first party begins by evaluating its PRF tree on all inputs.
Recall that each leaf of the PRF evaluation tree is now labeled by some element
of [N]. For each x € [N], the corresponding DPF output evaluation fi(z) is
defined to be the integer number of occurrences of the value x within the leaves
of the PRF tree: i.e., the number of values ¢ in the input space D of the PRF
for which PRF(¢) = =.

Pictorially, each PRF leaf evaluation can be viewed as a “ball” thrown into
one of N bins, labeled 1,..., N. Evaluating on the complete PRF tree (given
the master key k) results in a histogram, of number of balls per bin, which
constitutes the evaluated DPF output share values.

The second key in the programmable DPF is generated given the target point
function f,+ we wish to share. Observe that (for payload 8 = 1) the goal is to
recreate the same “balls in bins” histogram as above, but with 1 less ball in the
a* € [N] bucket.® Indeed, if this can be achieved, then the parties’ shares differ
by 0 in all places apart from a*, and precisely by 1 at a*. To do so, the second
server will be given the PRF key punctured at a random input x,, whose PRF
output is a*. In effect, one (random) ball is removed from the a* bin.

Correctness of the construction holds as above. But, we find ourselves encoun-
tering a serious security challenge. While clearly the first party’s share is indepen-
dent of the secret function f,~, security against the second party must somehow
rely on hiding the punctured PRF evaluation given access to a punctured key.
However, in a puncturable PRF, pseudorandomness is only guaranteed when
the punctured input is chosen independently of the PRF evaluation values. In
contrast, the input we puncture is selected based on the PRF evaluations. In
fact, the issue is even worse. Even the stronger notion of adaptive security of
PPRF does not suffice, where the punctured input can be selected as function of
the PRF evaluations on other inputs. In our construction the punctured input is
chosen as function of its own evaluation—in general, one cannot hope to achieve
this kind of security.

Indeed, the resulting construction does not provide negligible leakage in pri-
vacy. This corresponds to the (non-negligible, efficiently identifiable) statisti-
cal difference in the N histogram counts when throwing a polynomial number
of balls and then removing a ball from one bin. This statistical difference can
be decreased by increasing the total number of balls thrown: this corresponds
directly to a larger choice of the puncturable PRF domain D. Roughly, increasing
D by a factor of ¢ > 1 cuts the error by a factor of 1/4/c.

5 To account for the fact that the payload could be 8 = 0, we actually introduce
dummy bucket N 4+ 1 to the PRF output space; removing a ball from this bucket
means that all [N] buckets remain equal across parties.
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We provide a tight analysis of privacy error via a careful sequence of hybrid
experiments, where the a*-output-punctured key is ultimately replaced by a key
punctured at a random independent input. Each step within the proof introduces
negligible error, aside from one: in which we move from a PRF key where we
puncture an input with a random output value (i.e., the DPF construction for a
random a*, to one where we puncture a random input.

It is interesting to observe that the construction is sensitive to specific design
choices. For example, slightly modifying the above procedure to instead puncture
the first input whose output o* (instead of a random such input) yields a serious
attack: given the punctured PRF key, the second party can directly infer for all
values o € [N] appearing as PRF evaluations before the punctured point that
far 1s not the secret shared point function.

Amplification. To amplify a DPF with 1/poly privacy error into one with negli-
gible error, we apply a privacy amplification technique based on a locally random
reduction. The idea is to lift the input domain to a codeword in a Reed-Muller
code and decode along a random low-degree curve. This effectively reduces a sin-
gle DPF with secret input « to a small number of instances of DPF with secret
inputs «;, where the «; are A-wise independent. By combining a “statistical-to-
perfect” lemma from [26,32] with a computational hardcore lemma of [33], the
1/poly leakage on each «; can be argued to be no worse than completely leaking
each a; with small probability, which by A-wise independence suffices to hide «
except with negligible probability.

2 Preliminaries

Notation. For N € N we let [N] = {1,..., N}. We denote the inner product of
two vectors u and v of the same length by (u,v) = >, u;v;. We denote by negl
a negligible function.

Probability. For two distributions D;,Ds we denote by d(Dy,Ds) =
3 2. | Prp, [w] — Prp, [w]| their statistical distance. We denote by Uy uniformly
distributed random strings of length .

Groups. We represent an Abelian group G of the form G = Z,, x -+ x Z,,, for
prime powers q1,...,qe by G = (qu,...,q) and represent a group element of G
by a sequence of ¢ non-negative integers. Unlike previous DPF definitions, here
we will also consider infinite groups, using ¢; = oo for the group of integers Z.

Point Functions. Given a domain size N and Abelian group G, a point function
fap i [N] — G for @ € [N] and 8 € G evaluates to 8 on input « and to 0 € G on
all other inputs. Unlike previous DPF definitions, here we will also consider the
case where the output [ is guaranteed to be taken from a subset G’ C G, where
the subset G’ can be leaked. This extension is especially useful where G = Z, in
which we will typically let G' = {0,1}. When G’ is omitted, we assume G’ = G.
We denote by faﬁ = (N, 6,6, a, B) the representation of such a point function.
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2.1 Distributed Point Functions

We begin by defining a slightly generalized notion of distributed point functions
(DPFs), which accounts for the extra parameter G'.

Definition 1 (DPF [12,27]). A (2-party) distributed point function (DPF) is
a triple of algorithms II = (Gen, Evaly, Evaly) with the following syntaz:

- Gen(1?*, fa’g) — (ko, k1): On input security parameter X € N and point func-
tion description fa,g = (N, G, G’,a,ﬁ), the (randomized) key generation algo-
rithm Gen returns a pair of keys ko, k1 € {0,1}*. We assume that N and G
are determined by each key.

- Eval;(k;, ) — yi: On input key k; € {0,1}* and input « € [N] the (determin-
istic) evaluation algorithm of server i, Eval; returns y; € G.

We require Il to satisfy the following requirements:

— Correctness: For every A, f: faﬁ = (N, G, 0, a, ) such that 8 € G, and
@ € [N], if (ko, k1) < Gen(1*, f), then Pr [23:0 Eval;(k;,z) = fa”g(ac)} =1.
— Security: Consider the following semantic security challenge experiment for
corrupted server i € {0,1}:
1. The adversary produces two point function descriptions (fo = (N,@, ¢,
a0, Bo), f1 = (N,6,0, ay, 81)) — A(1»), where a; € [N] and 3; € G'.
2. The challenger samples b & {0,1} and (ko, k1) — Gen(1*, f?).
3. The adversary outputs a guess b’ — A(k;).
Denote by Adv(1*, A,4) = Pr[b = b']—1/2 the advantage of A in guessing b in
the above experiment. For circuit size bound S = S(\) and advantage bound
e(N), we say that IT is (S, €)-secure if for all i € {0,1} and all non-uniform
adversaries A of size S(\) and sufficiently large X\, we have Adv(1*, A,1) <
e(X). We say that IT is:
e Computationally e-secure if it is (5, €)-secure for all polynomials S.
e Computationally secure if it is (S,1/5)-secure for all polynomials S.

We will also be interested in applying the evaluation algorithm on all inputs.
Given a DPF (Gen, Evalg, Evaly), we denote by EvalAll; an algorithm which com-
putes Eval; on every input z. Hence, EvalAll; receives only a key k; as input.

DPF Efficieny Measures. We will pay attention to the following efficiency mea-
sures of a DPF:

— The key sizes |ko|, |k1]-
— The running time of Gen, Evalg, Eval;.
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Small-Domain and Large-Domain DPF. We say that a DPF is small-domain
(resp., large-domain) if Gen,Evalg, Eval; have running time polynomial in N
(resp., log N) and their input length.

Next, we introduce our new notion of programmable DPF.

Definition 2 (PDPF). We say that a small-domain DPF (Gen, Evalg, Eval;)
is a programmable DPF, or PDPF for short, if Gen can be decomposed into a
pair of algorithms IT = (Geng, Geny) with the following syntax:

- Geno(l)‘, N, @, G’) — kg OAn input security parameter \, domain size N and
output group description G, returns a key ko = (k«, N,G,G") where k. €
{0, 1}

- Genl(ko,faﬁ) — ky: On input key ko = (k*,N,@,G’) and point function
description faﬁ = (N,@,G’,a,ﬁ), returns a key ky € {0,1}*.

Moreover, we require that k.., returned by Geng as part of kg, is a uniform random

string, namely, k. & {0,137,

Since the operation of Genyg is fixed, in our PDPF constructions we will omit
the description of Geng. Moreover, we will not be concerned with its running
time or the key length of kg. Finally, since our construction realizes EvalAll at
essentially the same cost as Eval, we will directly describe the EvalAll algorithm.

In the full version of the paper we define the reusability feature for DPFs
discussed in the Introduction, and show an easy construction of reusable DPF
from PDPF (and vice versa).

Stmulation Based Security. While for both DPF and PDPF we use a definition
with indistinguishability-based security, there is an equivalent definition using
simulation-based security [12]. There, the simulator is given “leakage” which
is the description of the DPF function class. Simulation takes place by simply
generating a key for an arbitrary function in the function class.

2.2 Pseudorandom Generators and Functions

We defer the definitions of PRG, PRF and puncturable PRF (PPRF) to the full
version of the paper.

Theorem 3 ((P)PRF from OWTFs [6,14,31]). If OWFs exist, there exists a
PPRF.

More concretely, given a black-box access to a PRG G : {0,1}* — {0,1}?*,
a PPRF, PPRF = (Eval, Punc, PuncEval), with input domain [M] and output
domain [N], can be implemented with punctured key length |kp| = Xlogy M,
such that Eval, Punc, PuncEval make (logo(M/N)logy N)/2X calls to G.

Furthermore, if Eval or PuncEval is computed on all points in [M], it requires
only ((2M — 1)logy N)/2X calls to G.
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3 Small-Domain PDPF from One-Way Functions

In this section we construct small-domain PDPFs. We will first obtain a con-
struction with inverse-polynomial security. Then, in Sect. 3.1, we will show how
to amplify security and get negligible security error.

As was discussed in the introduction, our construction relies on analyzing
the statistical distance between balls-and-bins experiments, where, after throw-
ing M balls into N bins, we remove a single ball (randomly) from either bin
i or bin j. The following lemma gives an exact expression for the statistical
distance between these two distributions, and also provides an estimate which,
numerically, is close up to a multiplicative factor of ~0.564 (see Sect.5).

Lemma 1. For integers M > N > 0 and i,j € [N], let D; and D; be dis-
tributions over {1,...,N, L}YM of the locations of M balls independently and
randomly thrown into N bins, such that we then change the position of a single
ball, chosen randomly from bin i and bin j, respectively, to L (this corresponds
to the ball’s “removal” from the bin). Then

M M—w w
M 2 (lwr2y) [N
d(D;,Dj) = (w) (1— N) LJ“\’A? <\/=

w=0

We prove the lemma in the full version of the paper.

Next, we state Theorem 4, which constructs a PDPF (Fig. 1), restricted to
output group Z and to payloads 8 € {0,1}. Later, we extend this PDPF in
Theorem 5 to work over any finite Abelian group G and any payload 8 € C.
The proof of the theorem below essentially mirrors that of Lemma 1 in the
computational world by replacing the random configuration of M balls thrown
into N bins by a pseudorandom configuration, using the truth table of a PPRF.
Compared to Lemma 1, this yields an additive error term which is negligible in
A

We defer the proofs of Theorem 4 and Theorem 5 to the full version of the
paper.

Theorem 4 (Small-domain PDPF with 1/poly(A, N) privacy error).
Suppose that PPRF = (PPRF.Eval, PPRF.Punc, PPRF.PuncEval) is a secure
PPRF for input domain size M and output domain size N, with punctured key
size K,(\, M, N). In addition, let G : {0,1}* — [N+1]x{0,1}* be a PRG. Then,
the construction in Fig. 1 is a small-domain computationally e-secure PDPF,

(N+1)

e(\, M,N) = 7

+ negl(N)

for point functions with output group G = Z, G’ = {0,1}, domain size N,
and key size |ki| = K,(A,M,N + 1). The number of invocations to PPRF in
Geny, EvalAllg, EvalAlly is at most O(M).
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Geni (ko = (k«, N, 6,6, fa.s = (N, G, o, B)):

Compute (s, kpprr) = G (k+).
If 3=1then o + o, else @’ +— N +1
Find all indices

L — {¢ € [M] : PPRF.Eval(kpprr, M, N + 1,£) + s = '} .
Pick a random ¢ € L, compute k, < PPRF.Punc(kpprr, M, N + 1,£), and
output k1 = (kp, s).
EvalAlly (ko = (kpegre, N, G, G')):

— Compute (s, kppre) = G(k+).
— For every a € [N], simultaneously compute

Yo « |{¢ € [M] : PPRF.Eval(kpprr, M, N +1,0) + s = a}|.

— Output Y = (Ya)acn]-

EvalAlly (k1 = (kp, s)):
— For every a € [N], simultaneously compute
Yo < (= |{¢ € [M] : PPRF.PuncEval(kp, £) + s = a}|).

— Output Y = (Ya)ae[N]'

Fig. 1. Small-domain computationally 1/poly(\, N)-secure PDPF for point functions
with output group G = Z, payload set G’ = {0, 1}, and domain size N. Here M is a
parameter corresponding to the input space of the PPRF.

Theorem 5 (Small-domain PDPF over any payload set G'). If OWFs
exists, there exists a small-domain computationally log |G'|/poly (A, N)-secure
PDPF for point functions with any allowed payload set G', Abelian output group
G D G/, domain size N, and key size |k1| = O(log |G'|A(log A + log N)).

We finish this section with an optimization to Theorem 4.

Proposition 4 (Lazy Gen computation). When instantiated with « PPRF
from Theorem 3, the computation of Geny in Fig. 1 can be done in just (N +
1)logy, M)/X calls to a PRG, at the expense of an additional 2= N1 error in
correctness or privacy.
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Proof. Instead of having Gen; compute the entire set L and picking ¢ € L at
random, it is sufficient to keep trying values ¢ € [M] at random until one is
found such that PPRF.Eval(k., M, N + 1, ¢) + s takes the correct value. This has
a 1/(N + 1) probability of success. By making 7' queries, the chance of failure
is 1/(N +1)T. If we pick T = (N + 1)/ logy(N + 1), the failure chance becomes
2-(N+1D) " which we can attribute to either correctness or privacy. Since each
PPRF evaluation takes (log, M logs(N + 1))/ calls to the PRG, we are done.

3.1 Security Amplification

To amplify security we rely on Locally Decodable Codes (LDC). Theorem 4 gives
us a PDPF with 1/poly leakage of a, which as we argue in the full version of the
paper, is no worse than « leaking completely with probability 1/poly, and stay-
ing (computationally) hidden otherwise. By utilizing a locally decodable code
with additive decoding we can essentially secret share o into shares a1,..., 04
which are A-wise independent. Since every «; leaks independently with small
probability, by using a Chernoff bound, « leaks with negligible probability.

To describe the main idea of the security amplification construction (Fig.2)
in more detail, note first that f,(x) = (s, TT(fs)), where e, is a unit vector
with 1 at index z, and TT(f,) is the truth table of a point function f, (also a
unit vector). Now, we utilize a ¢g-query LDC C with additive reconstruction and
choose ay, ..., a4 to be the queries to C' for coordinate a, which by the additive
decoding of C' yields

(Clex), TT(for) + -+ + TT(fa,)) = (€x, TT(fa)) = fal).

Next, using the additive reconstruction of the PDPF, implying TT(f.,) =
TT( 2j) + TT(j"olé?,)7 j = 1,...,q, each server i = 0,1 can locally compute
zi = (Cleg), TT(fL) + ... + TT(féq)) using EvalAll of each of the ¢ PDPF
keys, such that zg+ 21 = fo(z) (hence yielding a PDPF). Here, the offline server
will receive a single offline key, which it can expand to g offline keys using a
PRF, while the online server will receive the ¢ matching online keys.

The following lemma provides the locally decodable code (LDC) with the
parameters we require (c.f. [15, Section4]).

Lemma 2. Fiz integers \,w > 0, a prime p, and let 7N > 0 be such that
N = (Ttw) andr = O(NY/"). There exist a deterministic mapping C Zi)\’ — Zlf
and a randomized mapping d : [N] — [L]9, L,q € N, such that for every z € Z;,V
and o € [N] it holds that

a
Pr|A —d(a): ZC(Z)Az =2zq4| =1
{=1

Moreover, the following properties hold:
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1. ¢ = ON2NY") and L = O(p@ I A HINT+),
2. C,d are computable in polynomial time.
3. For every o € [N], the random variables A1, ..., A, are A-wise independent.

We prove this lemma in the full version of the paper. Intuitively, C' cor-
responds to the LDC encoder taking N symbols to L > N, the randomized
mapping d determines the set of ¢ queried symbols of the codeword given a tar-
get index « € [N] of the “message” vector z € Zf,v , and the decoding procedure
is simply the sum of the queried symbols >"7_; C(2)a, = z4. For example, these
requirements can be met by a form of Reed-Muller code, where the distribu-
tion of queried points A « d(«) corresponds to random A-degree polynomial
evaluations through the desired point (namely, Shamir secret sharing of «).

Next, we show that any small-domain computationally 1/poly (A, N)-secure
PDPF can be transformed into a small-domain PDPF.

Theorem 6. Fix integers \,w > 0, let r,N > 0 be such that N = (Ttw)
and 7 = O(NY"), and let p = poly(\,N) be a prime. Furthermore, let
L=L(w,A\,N),q=q(w,\,N) be as in Lemma 2. Suppose there exists a small-
domain computationally O(1/L-q)-secure PDPF for point functions with Abelian
output group Z,, domain size L, and key size |k1| = K. Then, the construction
in Fig. 2 gives a small-domain computationally secure PDPF for point functions
with Abelian output group Z,, domain size N, and key size |ki| =q - K.

We give the proof of Theorem 6 in the full version of the paper.

Remark 1. Via CRT we can handle any smooth integer characteristic. By intro-
ducing a small correctness error and converting it to privacy error we can handle
any Abelian group.

Next, we prove the following corollary, in similar vein to how Theorem 5 was
derived from Theorem 4. Note, however, that here G cannot be a general (finite)
Abelian group, and we are restricted to G which is a product of Z, for prime p.
Corollary 2. Fix integers \,w > 0, and let ry, N > 0 be such that N = (Ttw)
and r = O(NY"). If OWFs exist, there exists a (log|G|-27?™)-secure PDPF
for point functions with Abelian output group G =[], Zp,, where p; are primes
such that Y, p; < poly(A, N), polynomial domain size N, and key size |ki| =
O(log |GIN> N/ (log A + log N)).

Theorem 5 and Corollary 2 have the downside that their key length grows
multiplicatively with log |G|. We show in the full version of the paper that this
can be reduced to an additive term whenever log |G| >> A, at the cost of losing
programmability, which still has the benefit of a DPF with one short (A+log |G|)-
length key.
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Notation: Let C : Z)) — Z} and d : [N] — [L]? be the mappings from Lemma
2. In addition, let (PDPF.Geny, PDPF.EvalAllp, PDPF.EvalAll;) be a small-domain
computationally O(1/L-q)-secure PDPF for point functions with Abelian output
group Z,, domain size L, and let PRF.Eval be a PRF.
Geni (ko = (ks«, N,G), fas = (N,G = Z,, , B)):

— Compute A — d(a).

~ For £=1,...,qlet k! = PRF.Eval(k.,q, X\, ¢), ki = (k%, L,Z,), and

k! — PDPF.Gens (kb, (L, Z,, As, B)).
— Output k1 = (ki ..., k7).
Evalo(ko = (k«, N, 6 = Z,), z):
~ For £=1,...,qlet k' = PRF.Eval(k.,q,\, ¢) and ki = (k%, L, Z,).
— Compute and output
q
<C(ex), > PDPF‘EvaIAIIO(k§)> ,
=1

where e, € {0,1} is a unit vector with 1 at index .

Evaly (k1 = (ki ..., kD), 2):

— Compute and output

<C’(ex), Zq: PDPF‘EvaIAlll(k{')> ,

=1

where e, € {0,1} is a unit vector with 1 at index .

Fig. 2. Security amplification via LDC

4 Applications

In this section, we present three applications of our programmable DPF construc-
tion and associated techniques: (1) Privately Puncturable PRFs (on polynomial-
size domains) from the minimal assumption of one-way functions; (2) (Standard)
Distributed Point Functions that admit particularly efficient secure distributed
key generation protocols, namely the first to achieve constant round complex-
ity while making only black-box use of oblivious transfer and a pseudorandom
generator; and (3) A new application regime of trusted-offline pseudorandom
correlation generators. We discuss each in turn within the following subsections.
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4.1 Privately Puncturable PRFs

Our programmable DPF construction makes use of puncturable pseudorandom
functions (PRFs); namely, PRFs supporting generation of punctured keys that
enable evaluation of the PRF on all but a single punctured input z*. Puncturable
PRFs are lightweight objects, with simple constructions known from one-way
functions [6,14,31] (for example, in a GGM-tree PRF on n-bit inputs, simply give
the n co-path PRG evaluations). However, all such known simple constructions
inherently reveal the identity of the punctured input x*.

Interestingly, if one wishes to obtain the same functionality, while hiding
the identity of z*, the corresponding object becomes much more challenging to
obtain. Such notion is known as a privately puncturable PRF [5]. In contrast
to the simple puncturable PRF constructions, despite significant effort, the only
known instantiations of privately puncturable PRFs make use of heavy public-
key cryptography machinery, and rely on structured public-key assumptions such
as the Learning with Errors assumption or multi-linear maps [4,16,17,36].

This challenging state of affairs remains the situation even for the case where
the domain of the PRF is of feasible size. Indeed, there is no clear way “scale
down” the constructions from above to a polynomial-size domain in a way that
lessens the computational assumption, without reverting to trivial constructions
where the key size grows to the entire truth table. Placing a requirement that
the key size be sublinear in the domain size (or polylogarithmic, to more closely
match the large-domain case), then the resulting notion falls in the same state
of knowledge as in the general case: necessitating one-way functions, but only
known to be achievable from the heavy public-key cryptography as above.

We observe that our notion of programmable DPF in fact directly implies
privately puncturable PRFs with the same parameters. In turn, we provide the
first construction of privately puncturable PRFs (on polynomial-size domains)
from the minimal assumption of one-way functions.

We next present the definition of privately puncturable PRF's, together with
our new feasibility result. We adapt the definition to mirror our PRF syntax,
where Eval and Punc explicitly take the input domain size M € N as input. For
simplicity, we focus on the case of output space Z5, and thus omit output domain
size from the syntax (we can, however, support more general output spaces as in
Corollary 2). As with essentially all known constructions of privately constrained
PRFs, we consider a setting of selective security, with security against 1 key
query. We remark that in this setting, it was shown that indistinguishability-
based and simulation-based definitions are equivalent [17].

Definition 3 (Privately Puncturable PRF (1-Key, Selective Security)).
A puncturable PRF (Gen, Punc, Eval, PuncEval) is a (selectively secure, 1-key)
privately puncturable PRFE family if for every non-uniform polynomial-time
stateful adversary A, there exists a polynomial-time simulator Sim such that
the following are computationally indistinguishable:

{REAL 4(1M)}ren = {IDEAL 4 sim(1™) }ren,
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where the real and ideal experiments are defined as follows:

Ezxperiment REAL 4(1*) Ezperiment IDEAL 4 sim(17)
z* — A1) Tt — A1)

k «— Gen(1%) k* « Sim(1)

k* «— Punc(k, M, x*) b — A(k*); Output b

b — A(k*); Output b

Intuitively, this notion of privately puncturable PRFs are directly implied by
programmable DPFs, by taking the master PRF key to be the first-server DPF
share, and generating a punctured key at * by computing a second-server DPF
share for the function f, s with o = 2* and 8 «— {0, 1} selected at random.

Proposition 5 (Small-Domain Privately Puncturable PRF from
OWF). Assume the existence of a length-doubling PRG (implied by OWF).
Then there exists a (selectively secure, 1-key) privately puncturable PRF
(Gen, Punc, Eval, PuncEval), with the following complexity properties:

~ Gen(1*) outputs a master PRF key of size X bits; PuncEval on domain size
M outputs a punctured key of size poly(\,log(M)) bits.

— The runtime of Punc and PuncEval on domain size M consists of O(N) PRG
evaluations. In particular, for polynomial-size domain M = M (M), then Punc
and PuncEval each run in probabilistic polynomial time.

The proof appears in the full version of the paper.

Remark 2 (Privately Puncturable PRF < PDPF). We note that in regard to
feasibility, this implication in fact goes in both directions. That is, existence
of a privately puncturable PRF (P-PPRF) additionally implies the existence of
a PDPF. Intuitively, a P-PPRF is precisely a PDPF but with random, versus
chosen, payload. For small output domains (such as Z5), however, this can be
addressed, e.g., by rejection sampling.

Namely, given a P-PPRF, the corresponding Geng(1*, M, Zg) will sample
a random (“master”) PRF key ko. The algorithm Gen(ko, fa.3) for a given
point function fa,g will run independent executions of the randomized proce-
dure Punc(kg, M, a) to generate a PRF key punctured at «, repeating until the
resulting punctured key ki < Punc(ko, M, «) yields the desired target offset
Eval(ko, M, ) + PuncEval(ki,a) = (. The algorithms Evaly and Eval; of the
PDPF then become the corresponding executions of Eval and PuncEval of the
P-PPREF. Security follows from the privacy of the identity of the punctured input
(intuitively, hiding «) together with pseudorandomness of the punctured evalu-
ation on feasible output domain (intuitively, a punctured key for the real offset
0 is indistinguishable from a key for random (3’ < Z5, since there are polynomi-
ally many possible offsets). And, since the output domain size is feasible, these
algorithms remain polynomial time.

Overall, this close connection to P-PPRFs provides yet another motivation
for the study of PDPFs.
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4.2 DPF with Constant-Round Black-Box Distributed Gen

In this section we demonstrate that the techniques behind our PDPF construc-
tion can be used to give the first (standard) DPF construction (for feasible
domain sizes) in which the key size is polylogarithmic in the domain size N,
and whose key generation Gen admits a particularly efficient secure distributed
generation procedure. Namely, the distributed Gen protocol makes only black-
box use of OT and a PRG, and executes in a fixed constant round complexity.
Concretely, we show that 5 rounds suffice.

As with the previous sections, the runtime of our DPF Eval algorithm (as
well as EvalAll) will be linear in the domain size N. Note that in this section,
however, our DPF Gen procedure will only be logarithmic in N.

Concretely, by “distributed Gen,” we refer to a secure computation protocol
between two parties. We consider only security against a semi-honest adver-
sary (i.e., who follows the protocol as prescribed but attempts to extrapolate
information beyond its own input and output). The input consists of the desired
security parameter 1* and input/output domain descriptions of the desired point
function as common input, as well as secret shares of the desired point function
values o and [ over the respective spaces. The output is a randomly sampled
key pair (ko, k1) < Gen(1?, faﬁ), where each party learns its corresponding key.

Theorem 7 (Constant-round distributed Gen). There ezxists a small-
domain DPF (Gen, Eval), with key size poly(\,log N), where Gen on secret-shared
a, B can be implemented by a 5-round protocol making only a black-box use of
oblivious transfer and a pseudorandom generator.

The DPF is based on our PDPF construction from Corollary 2: Given a point
function f, g, the DPF keys are formed via poly (A, log N) punctured PRFs, each

serving as a e-secure PDPF for some related fai,ﬁi' The choice of the values
(i, B;) is computable via a small non-cryptographic randomized circuit as a
function of «, 8. For simplicity we present the results for fixed payload g = 1
and output space Z; however, our construction extends naturally.

The main departure from our PDPF is that for each e-secure DPF, instead
of puncturing the corresponding PRF key k; at a random input z] with the
desired evaluation PRF.Eval(k;,zf) = «;, we will instead simply puncture the
PRF at a completely random x}, and provide both parties with the offset
A; = (PRF.Eval(k;, z}) — ;). Recall that puncturing at z} corresponds to an
e-secure DPF for o/ = PRF.Eval(k;, ). Thus the parties will simply “shift” all
evaluations by this offset 4A;, effectively converting it to a DPF on «;. This is
possible due to the communication with both parties, which leads to computa-
tion being only logarithmic in N, as opposed to being linear in N in “1.5-server”
regime, where we cannot afford online communication with both parties.

Consider the security of this modified scheme. Since the PPRF is now punc-
tured at a random input, independent of any of its PRF evaluations, the punc-
tured key (corresponding to DPF key ki) now directly hides the punctured
evaluation; thus, the offset A; completely hides the secret value ;. On the other
hand, given the PRF key (corresponding to DPF key kq), the evaluation of the
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PRF on a random input has a close-to-uniform, but biased distribution, corre-
sponding to the unequal representation of different output values. This will yield
the inverse-polynomial € security for the corresponding DPF (where «; is masked
by a biased one-time pad). Here the bias e is precisely as in the statistical balls
and bins analysis from Lemma 1 in the PDPF analysis.

Note that this offset-to-random simplifies the key generation procedure (e.g.,
the cost of Gen no longer scales with the full domain size N), and adds only minor
cost in regard to computation and key size. The reason this was not used in the
prior sections is because the resulting construction is no longer a programmable
DPF, which in particular requires the first key kg to be completely independent
of the point function to be shared. However, this intermediate version is also a
compelling construction offering alternative complexity tradeoffs.

Given this modified DPF construction, the new Gen procedure takes the fol-
lowing form. We mark by (*) those steps whose computation requires evaluation
of a cryptographic PRG; all other computations are non-cryptographic.

Gen(1*, ), where a € [N]:

1. Compute the randomized mapping (o, ..., aq) < d(a), where d : [N] — [L]?
is as in Lemma 2 (security amplification).”

2. Sample ¢ random PPRF keys: k1, ..., k, < {0,1}*.

3. For each i € [g]:
(a) (*) Generate a punctured key k¥ < Punc(k;, z}), for random input ;.
(b) (*) Compute the punctured evaluation «; = PRF.Eval(k;, z}).
(c) Compute offset A; = o — o

4. Output DPF keys Ko = ((kl, Al), ey (klP Aq)) and K1 = ((kf, Al), ey
(k7. Ay)).

Consider now a protocol Ilge, for securely evaluating distributed Gen, where
parties know only secret shares of o and must learn only their own resulting
DPF key. Note that each non-cryptographic computation step can be securely
evaluated in constant rounds and making only black-box use of oblivious transfer
by using generic secure computation techniques.

This leaves two additional steps to address: puncturing the PPRF keys, and
computing (secret shares of) the evaluations of the PRF's at the punctured inputs.
Note that the latter can be done directly if one party holds the full PRF key k; and
the other party holds the punctured PRF key k}, by each simply computing the
sum of all computable PRF output values, which differ precisely by the punctured
output. For the former step, of puncturing the PPRF keys, we observe that a two-
round protocol for precisely this task were presented in the works of [9,37] (within
the context of an application of PPRF's to pseudorandom correlation generators
for the OT correlation), applying the techniques of the Doerner-shelat protocol for
DPFs [25] to the simpler setting of PPRF's. Intuitively, in order to puncture one

" Note that d is non-cryptographic. Concretely, for the case of Reed-Muller locally
decodable codes, the mapping d corresponds to effectively generating Shamir secret
shares of the input value .
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PPREF key, the protocol consists of a collection of string OTs executed in paral-
lel, one for each level in the evaluation tree of the PPRF, where the selection bits
correspond to the bits of the punctured input z*, and the message strings are com-
putable as a function of the partial PRF evaluations at the given level. In particu-
lar, the protocol supports direct secure parallel composition of multiple instances.

Theorem 8 ([9,37]). Consider the GGM-based PPRFE construction of [6,14,
31]. There exists a two-round secure two-party protocol Hpy,. making only a
black-box use of oblivious transfer and a pseudorandom generator, for eval-
uating the functionality with parties’ inputs ((ki)ielq, (2] )ielq) and outputs
(L, (k})ie[q)), where each ki = Punc(k;,z}).

We next describe the constant-round distributed Gen protocol, making use
of IIpync (and, in turn, the GGM-based PPRF). In the protocol description we
refer to the two parties as Py and P;.

Distributed Gen protocol, I1ge,:

Inputs: Common: 1*, domain size N. Py, P; hold secret shares a°, a' of a € [N].8

1. Party Py locally samples ¢ random PPRF keys: kq, ..., k, < {0, 1}
2. Party Py locally samples ¢ random PPRF inputs z7,...,z}.
3. Parties Py, P, jointly execute g parallel executions of protocol Ilp,,c, on
respective inputs (k;)icq and (z})icfq. As output, party P learns ¢ punc-
tured keys (K )ic[q-
4. For each ¢ € [g], each party locally computes the sum of all its computable
PPRF evaluations: For P, this is o) = Y PPRF.Eval(k;,z). For P, this
is o} = Zw?&x? PPRF.PuncEval(k}, x), where sums are taken over Zy (the
domain space of the DPF).
5. The parties jointly perform a (generic) secure computation protocol for eval-
uating the following functionality:
— Input: Each party P, holds its original input share o® and (af)ie[q].
— Computation:

(a) Evaluate the randomized mapping (a1, ..., q,) < d(a® + at) € [L]?
from Lemma 2, where a® + o' represents the reconstructed value of
the secret shared « (e.g., sum over Zy).

(b) For each i € [g], compute A; = (69 — o}) — a;. Recall 0¥ is equal to
o} plus the ith punctured evaluation.

— Output: To both parties: (A;);c(q-

Security of the protocol Ilge, follows by the security of the underlying ITpync
and generic constant-round secure computation protocols. The round complexity
of IIgen consists of (1) an execution of ITpyne, in 2 rounds, followed by (2) the
generic secure computation of a non-cryptographic functionality, in 3 rounds
(note that both parties receive output). Thus, the combined round complexity
is bounded by 5 rounds.

8 This secret sharing can be over Zy, bitwise over Zz, or otherwise, with insignificant
effect for the given protocol. We describe w.r.t. shares over Zy for simplicity.
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Comparison to Doerner-Shelat [25]. As stated, the round complexity of our DPF
distributed generation protocol is constant (5 rounds), as opposed to log N as
in [25]. The communication complexity of our distributed Gen is also better
than [25], due to the roughly 2x improvement in our key size and an additive
communication overhead in [25]. To give some data points, for N = 10°, and
2710 < ¢ < 27 the communication complexity of a single data access in our
scheme is in the range of 48-122 KB, while in [25] it is ~240 KB.

The computational complexity of a data access is better than [25] for small
values of N and large errors, but the situation is reversed as N grows and the
linear scan of N data items in [25] vs. the M data items in our scheme dominates.
In [25] the access time for 10? < N < 10° is in the range 15-20 ms, while in our
scheme the access time is lower for the pairs (N = 103, ¢ = 1078), (N = 20-10%,
e =275), and (N = 10°, e = 27%), but is higher for each N when e is lower than
the quoted figure.

4.3 Compressing DPF Correlations

In this section we discuss an application of PDPFs for compressing correlated
randomness in certain secure computation applications.

Standard DPFs have a variety of applications in the context of secure 2-
party computation (2PC). For instance, they serve as crucial building blocks
for concretely efficient 2PC of RAM programs [25] or for pseudorandom cor-
relation generators (PCGs) of truth-table correlations [11] and (authenticated)
multiplication triples [10].

As an example, suppose the two parties would like to securely evaluate a
circuit which consists of arbitrary n-gates g : {0,1}" — {0,1} (e.g., computing
the AND or the majority of the n input bits). Using instances of a random OT
correlation, the communication complexity of mapping a secret-shared input to
a secret-shared output is linear in the circuit size of g and the round complexity
is linear in the circuit depth. But given a random DPF correlation, this only
requires n communication bits per party and a single communication round [23,
30]. Concretely, a random DPF correlation consists of secret-sharing of a random
a € Zn, for N = 2™, and a pair of keys (ko, k1) «— Gen(l)‘,fayl) where fod :
Zn — Zs. The idea is that the DPF correlation can be locally expanded into a
truth-table correlation [11], which can in turn be used to evaluate a g-gate with
minimal online communication and round complexity.

Given many independent instances of a DPF correlation, one can obtain a
generic speedup for 2PC of Boolean circuits by grouping small sets of Boolean
gates into bigger g-gates [22]. This strongly motivates the goal of generating
many independent instances of a random DPF correlation with low communica-
tion cost. However, there are no known practical methods for achieving this.

We observe that PDPF can be used to solve this problem in the following
“trusted-offline” setting for 2PC. In an offline phase, Alice owns a long-term
secret s (say, a secret key for encryption, identification, or signature). To elim-
inate a single point of failure, she splits s into two shares, s4 and spg, sending
sp to Bob and keeping s to herself. She then erases all information except
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s4. In the online phase, the parties receive online inputs P; (resp., ciphertexts
to decrypt, nonces for identification, or messages to sign) and wish to securely
compute f(s,P;) for i =1,2,... t.

The key observation is that Alice can be fully trusted in the offline phase,
since if she is corrupted before erasing s then the long-term secret is entirely
compromised. In fact, if FP; is public, then s is the only secret in the system.
Consequently, we trust Alice to generate pairs of DPF keys (k{, k]) in the offline
phase, offload the keys ké to Bob, and keep ki. However, the communication
cost of generating DPF instances for evaluating many g-gates is high.

A PDPF can provide a dramatic efficiency improvement in this scenario.
To generate T' independent instances of a DPF correlation, Alice generates and
communicates only a single reusable offline key ko to Bob (128 communication
bits in practice). Then, for each j, she generates an online key k] for a point
function f,; 1 using the PDPF algorithm Gen;. She also derives Bob’s (fresh)
Z n-share of o/ from the offline key and computes its own share o . In the end
of the silent generation process, Alice erases all information except her DPF
correlation entries (kf, ). Now the two parties hold T compressed instances of
a truth-table correlation that can be silently expanded just when needed.

Viewed more abstractly, the above PDPF-based solution yields a PCG for
generating T instances of a size-IN truth-table correlation, where one of the keys
is of size A and the other is of size &= T - AMlog N. Thus, if Alice acts as a PCG
dealer (who is only trusted during the offline phase), the communication cost is
constant in T and N and the storage cost grows logarithmically with N. This
should be contrasted with two alternative solutions: (1) using a standard DPF,
both PCG keys are of size =~ T - ANlog N, and so the communication cost is high
when T is large; (2) using a naive PDPF, with online key linear in the domain
size, keeps Bob’s key (communication) small, but requires Alice’s key (storage)
to grow linearly with T'- IV instead of T'-log N. A similar improvement is relevant
to other applications of DPF in 2PC, including silent generation of multiplication
triples [10] or low-communication simulation of RAM programs [25].

Concrete Efficiency. We make a few remarks about the concrete efficiency of
using PDPF to generate truth-table correlations. First, because the above appli-
cations only require random DPF instances (where « is chosen at random), the
computational cost of the PDPF key generation is comparable to a standard
DPF. Second, while the PDPF evaluation of our constructions is only concretely
efficient for moderate values of N and € (see Sect. 5), this can be good enough for
applications. In particular, even a relatively high value of € (say € = 275) only
amounts to a tiny (and easily quantifiable) leakage in the spirit of differential
privacy, which is often considered tolerable. Functions with a small truth-table
size N arise in many application scenarios, including S-box computations in dis-
tributed evaluation of block ciphers (cf. [23]) or nonlinear activation functions
in low-precision Machine Learning algorithms (cf. [2]).
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PDPF Correlations vs. F'SS Correlations. The truth-table correlations we gen-
erate via PDPF are quite broadly applicable, since they effectively allow using a
richer set of (small-domain) gates instead of just standard Boolean or arithmetic
gates (see [22,23]). Their main disadvantage is the computational overhead inher-
ited from the evaluation algorithm of our PDPF, which scales linearly with the
truth-table size N. This should be contrasted with the recent use of FSS correla-
tions for secure computation with preprocessing [7,13], in which the computation
cost scales logarithmically with N. However, in applications where the value of N
is moderate, this computation overhead may not form an efficiency bottleneck.

5 Concrete Efficiency

In this section we compare the concrete efficiency of our construction from Theo-
rem 4 to a naive PDPF construction. For our comparison we will consider PDPFs
over G =7 and 8 € G’ = {0,1}. Throughout the section we model the PPRF as
an ideal PPRF, see the full version of the paper for further analysis.

While Theorem 4 gives a € ~ /N/M security bound, we empirically find
that the real statistical distance in the statistical variant of the balls-and-bins
experiment, as in Lemma 1 is € ~ 0.5641/N/M, and we use this estimate in the
tables below. For estimating the running time of EvalAll in our construction we
use Theorem 3, by which EvalAll makes (M logy (N +1)/A PRG calls. In addition,
by Proposition 4, Gen; makes ((N + 1) logy M)/X PRG calls.

The naive PDPF construction is obtained by having EvalAlly treat k.,
(obtained by running Geng) as a PRF key, expanding it to a truth table of
length N over {0,...,[1/€] — 1} for an integer 1/e. Denote by f°: [N] — Z the
function with this truth table. Then, Gen; will generate k1 by simply computing
the truth table of the function f! = f, 5 — f° (hence |k1| = N[log,(1/€)]), and
EvalAll; will output the truth table it got. Note that this naive PDPF construc-
tion is e-secure. Because both Gen and EvalAll compute the PRF on all points,
by Theorem 3, they make (2N — 1)(log N)/(2)X) PRG calls.

Remark 3 (Privacy and key length for the naive PDPF). The naive construction
provides negligible privacy error and online key of N -log |G| for output group G.
In aggregation-type applications, one either needs to pick a very large finite G
or use the group of integers Z with key size N - ¢ and settle for 2~ “-privacy. To
make the comparison meaningful, we went for the latter option with e = 27°.

In Table 1 we compare the key size and running time of Gen and EvalAll of our
PDPF to the naive PDPF, for fixed A = 128. Our time unit is PRG evaluations,
assuming 1.8 - 10® evaluations per second of G : {0,1}!?8 — {0,1}2%6.
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Table 1. Key size, running time of Gen; and EvalAll of our PDPF construction from
Theorem 4 (left) compared to the naive one (right). For the PDPF from Theorem 4
there are two Gen; running times, the smaller one corresponding to time needed to
generate a key for a random point function. Running times are based on an AES-
based PRG implementation benchmarked at 1.8 - 108 PRG calls per second on a
single core. For M = 0.318 - N/e* and A\ = 128, in our construction, the key size
is Alog, M, EvalAll makes (2M — 1)(log N)/(2X) calls to the PRG, and Gen; makes
(N 4 1)(log(M/N))(log N)/(2)) calls to the PRG (and (log(N))?/(2)) PRG calls for
the random point function). In the naive construction, the key size is N log,(1/¢€), and

EvalAll and Gen; both make (2N — 1)(log N)/(2X) calls to the PRG.

/N | 1000 20000 100000
0.3KB/0.5KB 0.3KB/9.8KB 0.4KB/48.8 KB
274 | 1.51s,0.002 nus/0.4ps | 42.1s,0.005 us/12.4 s | 242.6 s, 0.006 us/72.1 s
38.8us/0.4 s 1.1ms/12.4 ps 6.2ms/72.1 s
0.3KB/0.7KB 0.4KB/14.7KB 0.4KB/73.2KB
2-6 2.5us,0.002 pus/0.4 us | 68.71s,0.005 us/12.4ns | 395.5 ps, 0.006 us/72.1 pus
621.2 us/0.4 ps 17.3ms/12.4 us 99.7ms/72.1 ps
0.4KB/1.0KB 0.5KB/19.5KB 0.5 KB/97.7KB
278 | 3.41s,0.002 nus/0.4ps | 95.21s,0.005 us/12.4 s | 548.3 s, 0.006 us/72.1 s
9.9ms/0.4 ps 276.8ms/12.4 ps 1.6s/72.1pus
0.4KB/1.2KB 0.5KB/24.4KB 0.6 KB/122.1 KB
27101 4.4 14s5,0.002 s /0.4 s | 121.8 ps, 0.005 ps/12.4 s | 701.2 s, 0.006 us/72.1 s
159.0ms/0.4 ps 4.48/12.4 ps 25.58/72.1 ps
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Abstract. Oblivious RAM (ORAM) is a powerful technique to prevent harmful
data breaches. Despite tremendous progress in improving the concrete perfor-
mance of ORAM, it remains too slow for use in many practical settings; recent
breakthroughs in lower bounds indicate this inefficiency is inherent for ORAM
and even some natural relaxations.

This work introduces snapshot-oblivious RAMs, a new secure memory access
primitive. Snapshot-oblivious RAMs bypass lower bounds by providing security
only for transcripts whose length (call it ¢) is fixed and known ahead of time.
Intuitively, snapshot-oblivious RAMs provide strong security for attacks of short
duration, such as the snapshot attacks targeted by many encrypted databases.

We give an ORAM-style definition of this new primitive, and present several
constructions. The underlying design principle of our constructions is to store
the history of recent operations in a data structure that can be accessed oblivi-
ously. We instantiate this paradigm with data structures that remain on the client,
giving a snapshot-oblivious RAM with constant bandwidth overhead. We also
show how these data structures can be stored on the server and accessed using
oblivious memory primitives. Our most efficient instantiation achieves O(log c)
bandwidth overhead. By extending recent ORAM lower bounds, we show this
performance is asymptotically optimal. Along the way, we define a new hash
queue data structure—essentially, a dictionary whose elements can be modified
in a first-in-first-out fashion—which may be of independent interest.

1 Introduction

Users of cloud computing services trust providers to store sensitive data. Encryption can
protect the data itself, but cannot prevent information from being disclosed by attacks
on metadata like the memory access patterns. A long line of work has conclusively
demonstrated that access pattern attacks can be used to reveal sensitive information. In
some settings, access patterns alone can be used to completely decrypt data [9, 14,22—
24,28,32,34,36,37].

Oblivious RAM (ORAM) is a technique that can hide memory access patterns and
therefore prevent these kinds of harmful attacks. ORAM is quite useful, but its strong
security guarantees come at a cost, both asymptotic and concrete. With the best known
constructions [4] achieving O(logn) overhead for an n-entry memory, and with a
matching 2(log n) lower bound by [38], it seems impossible to have an ORAM scheme
where the cost of each memory access does not depend on the total memory size.
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Unfortunately, even relaxing security requirements does not allow bypassing the
2(logn) lower bound. Indeed, similar lower-bounds have been shown for differen-
tially oblivious RAMs [42], or even when the memory access pattern is known ahead of
time [6, 19]. The attempt to gain efficiency in various settings has led to primitives such
as structured/searchable encryption [11, 13,48], which allows for fast database lookup at
the cost of allowing attacks in some settings [9]. Alternatively, prior works have assumed
the a-priori knowledge of a certain distribution of memory accesses [21], or provided an
ORAM-based mechanisms for adjusting searchable encryption leakage [15].

Motivated by the goal of securing worst-case memory access patterns without depen-
dence on the size of the entire memory, in this paper we tackle the following question:

How can we sidestep the £2(log n) lower bound, while providing a meaningful and
general security guarantee for memory access patterns?

1.1 Our Contributions

We begin with the observation that many attacks on real systems follow a common pat-
tern: an attacker gains access to an already-running system, is present in the system for a
relatively short time, then either leaves or loses access because the attack was detected.
The Verizon Data Breach Incident Report (DBIR) underscores the commonality of these
kinds of attacks: for example, in 2021 it found nearly five thousand incidents of “Basic
Web Application Attacks”, simple attacks in which an attacker compromises the web
application and quickly performs only a few actions, such as downloading emails. DBIR
also found that roughly 50% of detected security incidents were detected within a few
days [1]. A limiting case of this model is the so-called “snapshot” threat model targeted
by many encrypted databases, where the attacker obtains only a one-time snapshot of
the database system, giving it only the currently-running queries [23].

Thus, for encrypted memory primitives it makes sense to consider an attack model
where the attacker sees only a “window” of memory access patterns of bounded size;
however, the attacker cannot see the system’s memory access pattern before the attack
began, nor can it see the access pattern after the attack has concluded. Thus, we define
the notion of c-Snapshot ORAM, which maintains ORAM-like security guarantees but
against a weaker adversary which is limited to observing only ¢ memory operations.

Definition 1 (informal). We say a RAM emulator RE is c-snapshot oblivious in case
the following holds. For any two sequences of operations o_f)l, 0_]52 of the same length,
. 1 1 —2 2",
and for any subsequences of c operations: @C Cop,op. C op, it holds that the access
. . —1 —2 . . ge s .
patterns seen while executing op,. and op,. are computationally indistinguishable.

Next, with Definition 1 in hand, we then present our first c-Snapshot ORAM construction
where the client’s overhead is polylogarithmic in ¢ but independent of n. More formally,

Theorem 1 (informal). There exists a c-snapshot oblivious RAM emulator with
O(log? ¢) bandwidth overhead, using O(log c) client storage.

In particular, Theorem 1 offers the “best of both words” ORAM construction, as the
client obtains a meaningful security guarantee against realistic adversaries while having
its overhead not depend on n. Next, we proceed to reduce the client’s storage to constant,
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while maintaining polylogarithmic (in c) overhead for the server. We achieve this in the
amortized setting. See Theorem 2 below.

Theorem 2 (informal). There exists a c-snapshot oblivious RAM emulator with
O(log ¢) amortized bandwidth overhead, using constant client storage.

Finally, we proceed to find the lower bound for c-snapshot ORAMs. Here, we show
that any c-snapshot secure construction with constant storage must have an {2(log c)
amortized bandwidth overhead. In particular, this makes the construction in Theorem 2
asymptotically optimal.

Theorem 3. Any c-snapshot oblivious RAM emulator using constant client storage,
must have a lower bound of §2(log c) amortized bandwidth overhead.

1.2 Technical Overview

Motivated by the challenge of bypassing the ORAM lower bound while still providing
meaningful security guarantees in a natural setting, in Sect.3 we begin by presenting
our definition of a c-snapshot ORAM. Our aim is to provide security against an adver-
sary that is capable of only seeing a window of at most ¢ operations. We formalize this
with an IND-CPA style game in which the adversary needs to distinguish which of two
chosen transcripts were executed, given only the access patterns of the last ¢ opera-
tions and the state of the memory before these operations. We also prove our definition
has several desirable properties: notably, c-snapshot obliviousness implies security for
smaller snapshots as well.

In this paper, we do not assume any encryption on the memory content and let
adversary only see the accessed address. In practice, we can either use a standard “read,
re-encrypt, write back” paradigm, or secret-sharing under multi-party setting.

A Folklore 1-Snapshot Oblivious Scheme. With the definition of c-snapshot ORAM in
hand, we proceed to analyze a folklore RAM emulator which simply permutes memory
addresses using a PRP, while hiding the operation type by performing a read and a write
for both operation types. As we show in Sect. 4, this results in a 1-snapshot ORAM, as
the adversary only sees an access to a single pseudorandom memory location.

Getting ¢ > 1. Moving to the more general goal of c-snapshot obliviousness, we pro-
ceed to hide repeated accesses to the same memory locations by the client using a size-c
queue. More specifically, we ask the ORAM client to maintain a queue of size O(c),
which intuitively acts as a cache for the last ¢ accesses. While addresses the are not
present in the queue are fetched from the server’s memory, we access a dummy ele-
ment in case the address is present. Notably, as the attacker only sees a window of c,
we do not need to re-shuffle, as any eviction of the queue is guaranteed to be touch-
ing an address which was last accessed more than c operations ago. This ensures that
any address is accessed at most once in every size-c window, intuitively mimicking the
1-snapshot ORAM construction. See Sect. 5 for details.

Achieving Polylogarithmic Storage. Our next step is to reduce the storage required by
the client from O(c) to polylog(c). An intuitive approach will be to recursively delegate
the client’s storage to the server using an oblivious RAM. Because storage complexity
of the construction in Sect. 5 in linear in ¢, such a recursive composition will result in
reducing the client’s storage overhead.



Snapshot-Oblivious RAMs: Sub-logarithmic Efficiency for Short Transcripts 155

In Sects. 6 and 7.1 we present different constructions using a custom data structure
we call an Oblivious Hash Queue (OHQ). More specifically, we begin by observing that
obliviously delegating the client’s queue to the server is simpler than general ORAM, as
the queue only supports a limited set of operations. By efficiently solving the oblivious
queue delegation problem, in Sect. 6 we are able to obtain c-snapshot oblivious con-
struction with O(log? ¢) bandwidth overhead, using O(log¢) client storage. Further
refining our OHQ technique, in Sect. 7.1 we obtain a construction with O(log ¢) amor-
tized bandwidth and constant client overhead, albeit with a worse concrete efficiency
compared to the construction in Sect. 6.

A Matching Lower Bound. Directly following from Larsen and Nielsen lower
bound [38], in Sect. 7.3 we show a lower bound for obtaining c-snapshot ORAM, prov-
ing that every secure construction must have an {2(log ¢) amortized bandwidth over-
head. We reuse Larsen and Nielsen’s result in the c-snapshot security setting. This
essentially proves the asymptotic optimality of the construction in Sect.7.1, limiting
future improvements to lower order terms.

1.3 Related Work

ORAM. There are two kinds of oblivious RAM: hierarchical ORAM, initially proposed
in [19] and following works [4,19,20,35,41,43], and tree based ORAM, proposed
by Shi et al. in [47] and followed by [12,17,44,47,49,51]. Computationally secure
ORAM is optimized by [4] with an amortized bandwidth overhead of O(logn), and
de-amortized by [5]. These above ORAM constructions satisfies the most strict security
definition (see Sect.2.2). ORAM can be more efficient if it is designed for a specific
usage, such as oblivious data structure [52] and zero-knowledge ORAM [26,27].

Variants of the basic ORAM model include the offline setting and the balls-in-bins
model. Boyle and Naor [6] showed how to construct an ORAM scheme in the offline
setting. Jafargholi et al. [30] gave a statistically secure offline ORAM with 2(logn)
overhead, using an oblivious priority queue. Read only ORAM [53] supports only read
operation in the online setting. If we remove the ball-in-bin model, ORAM efficiency
can be enhanced given server computation ability [2, 16,25,40]. Differentially private
ORAM [50] further weakens the security requirement by requiring that the access pat-
terns of adjacent transcripts (vs. any two transcripts) are statistically close.

Structured Encryption. Most of searchable encryption and structured encryption
schemes [15,18,21,31] assumes a fully persistent adversary. But there are works assum-
ing non-persistent adversary such as [3]. In their setting, adversary is only observing
snapshots of database but not access pattern of queries. A line of works on leakage sup-
pression [31] uses a cache to store most recent accessed queries, and retrieve from cache
if queried again. However this does not allow writing things back to main memory unless
arebuild, which incurs an amortized {2(log n) overhead. Our schemes (Sect. 5, 6) allow
writes back to main memory because we require security to hold only for a short oper-
ation sequence. A follow-up on leakage suppression [18] allows addition and deletion
of keys in a multimap.

A recent line of work has studied intermediate security for persistent adversaries
that is stronger than typical structured encryption but weaker than ORAM. For example,
Pancake [21] shows how to do efficient key-value lookups with access pattern hiding in
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a setting where the distribution of queries is known a priori, and queries are independent.
SEAL [15] combines structured encryption with ORAM, allowing more fine-grained
tradeoffs between access pattern hiding (against persistent adversaries) and efficiency.

Lower Bounds. Larsen and Nielsen [38] gave the first cell-probe lower bound (2(log n)
for online ORAM, answering the question asked in [6], which also reduced lower bound
for offline ORAM to sorting circuits. A follow-up work from Jacob et al. [29] gave
lower bounds for oblivious data structures. A recent work [33] generalized the over-
head to both online and offline ORAM. Weiss and Wichs [53] showed lower bound
for read only online ORAM, and Persiano and Yeo [42] gave a 2(n) lower bound
for differentially private RAM. Larsen et al. [39] gave an ORAM lower bound under
multi-server setting. Recently, Patel et al. showed there is an inherent inefficiency in
encrypted multi-maps with even decoupled key-equality pattern leakage, which leads
to a 2(log n) overhead in the leakage cell probe model. Cash et al. gave lower bound for
one-round ORAM [8], which requires either £2(v/N) bandwidth overhead or 2(v/N)
client storage. Our snapshot oblivious RAM (Sect. 5.2) is also one-round but has con-
stant overhead and needs ©(c) client storage.

2 Preliminaries

2.1 Pseudorandom Permutation

Definition 2 (Pseudorandom permutation). A Pseudorandom permutation (PRP) is
a function family E : K x {0,1}™ — {0,1}". We define the PRP security game
PRP(E, A,1). First, a key k is randomly generated from K and a random permutation
w is randomly generated from all permutations of n elements Perms(n). The adversary
has access to an oracle OF. When the adversary queries a string s, it receives either
Eyx(s) in the case i = 0 or w(s) in the case i = 1. Finally the adversary outputs a bit b.
We say that E is a secure PRP if for all nuPPT adversaries A playing the PRP security
game.

Advi?(A) = |Pr[PRP(E, A,0) = 1] - Pr[PRP(E, 4,1) = 1],

the advantage defined above is negligible.

2.2 ORAM

In this section, we describe the syntax of our execution model and RAM emulator. We
then proceed to define the correctness requirements of RAM emulators, as well as their
obliviousness security definitions.

Execution Model and Terminology. We define a random access memory (e.g., RAM)
DB to be an array of M entries, where each entry contains at least m > [log M]-bits.
We define an operation to be a tuple (op, idz, val) where op is either read or write,
tdz is an integer between 0 and M — 1, and val is either a bit string of length m or the
L symbol. Finally, we define a transcript to be a sequence of operations.

A Note on “Blocks”. Many works on ORAM [4,41,49] additionally define a “block”

of memory to be a sequence of memory locations that can be accessed with unit cost.
While we do not use blocks in this paper, and for simplicity assume that one operation
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Run(RE, DB, T): Execute(DB, T):
sto <$ REMemR,MemW.init(DB) Mem <— empty array of length M
Forz = 1to|T|: Forz = 1to |DB]|:
st,, resp; <% REMemRMemW ooc(st, 1, T[x]) Mem(z] < DB|[z]
respArr < respy|| - - - |[resp p, Forz = 1to |T:
Return respArr op, idz, val < Tz]
If op = read:
MemR(idz): resp, < Meml[idz]
Return Mem[idz] If op = write:
Memlidz] < val
w resp, <L
Mem[idz] <+ val respArr < respy|| - |[resp|p
Return L Return resp Arr

Fig. 1. RAM emulator correctness.

only reads or writes to a single memory location, we do note that our results can be
easily extended to account for block memory accesses.

RAM Emulators. A RAM emulator RE is a pair of algorithms (init, exec) that sim-
ulates a RAM. Both init and exec have oracle access to two procedures—MemR and
MemW-—that allow reading and writing to an array Mem of size M. Below, we will
mostly leave implicit the length of each array entry, and simply assume they are large
enough. (To draw an analogy to encrypted databases, RE is the “client” and the array
Mem it reads and writes through its oracles is the “server”.

The randomized initialization procedure RE.init(DB) takes an array of size N
where each input is m bits long, representing the initial state of the memory, as input.
It outputs an initial state sto. The randomized execute procedure RE.exec(st, (op, idz,
val)) takes as input a state st and an operation. It executes the operation and outputs the
result and a new state. (Below, in cases where the result is not used, we will omit it.)

Access Pattern. We define an access pattern of an emulator RE on an array DB and
transcript 7' to be the sequence of MemR and MemW oracle calls, and the first argu-
ment (accessed index) made by RE during init and while calling exec on each operation
in the transcript. As an abuse of notation, we will sometimes use RE(DB, T) to refer
to the access pattern corresponding to executing the operations in 7" on D B.

Correctness and Efficiency. Intuitively, a RAM emulator RE should always return the
same results as the “canonical” RAM implementation Execute outlined in Fig. 1 (right).
More formally, for a RAM emulator RE we define correctness using the pseudocode
in Fig. 1 (left). That is, we say that RE is correct if for any database DB and tran-
script T', the output of Run(RE, DB, T') is equal to the output of Execute(D B, T') with
probability 1 over the random choices made during init and exec.

Bandwidth Overhead. One of the main measures of efficiency for RAM emulators is
bandwidth overhead, namely the increase in memory usage compared to the baseline
of just executing the transcript directly. Formally, for an emulator RE, database DB,
and transcript T', we define the bandwidth overhead as Ex[|RE(DB,T)|/|T|] where the
expectation is taken over the randomness of RE.
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ObSec(RE, A, n, £, 1):

AP <[] MemR (idx):

(DBo, To), (DB1,T1) +$ Ao(l) AP « AP || (r, idz)

If [ DBo| # |DB1| V |To| # £V |Th| # ¢: Return Mem(idz]
Return L

sto <% REMemR.MemW ;e 1By MemW(ide, val):

Forz = 1to |T;|: Mem[idz] < val
sty <8 REMemRMemW oyoc(sty 1, Ti[x]) || AP = AP || (w, idz)

b +$ Ay (AP). Return L

Return b

Fig. 2. ORAM security game definition in pseudocode.

Oblivious RAM Emulators. Next we define the notion of obliviousness for RAM emu-
lators, see Fig. 2. In this pseudocode, the adversary has two stages. The first stage adver-
sary A chooses the arrays (databases) D By, D By and the transcripts Ty, 77. Next, the
second stage adversary A; tries to guess the bit b. We note that .4, is not given access
to the contents of memory: all its input AP contains is the memory address accessed
by each oracle call, and its type (r or w). This is make the definition agnostic to the
way the memory contents are hidden—i.e., our definition can just as easily apply to a
setting where the memory is encrypted as it can to one where RE is run in multi-party
computation.

Definition 3 (Oblivious RAM emulator security). We define the ObSec advantage of an
adversary A = (Ag, A1) against RAM emulator RE as

AdvaL(A) = | Pr[ObSec(RE, A,n,(,0) = 1] — Pr[ObSec(RE, A,n,(,1) = 1]| .

We say the RAM emulator RE is computationally oblivious if for any nuPPT adversary
A, AdviE(A) = negl(n).

Semi-honest Security. Finally, we note that because MemR and MemW read and write
Mem, neither these ORAM definitions capture servers that modify memory contents or
reply with stale values. Such attacks can be prevented using standard techniques [45].

2.3 Oblivious Maps

Below, we will use oblivious maps, which are oblivious data structures akin to ORAM
but tailored for specific operation types (less generic than memory read/write).

As proposed in [52], we give oblivious map the following syntax. An oblivious
map OM has an initialize function OM.init(N) which takes N as the maximum capac-
ity and outputs an initial state. As with ORAMs, we view oblivious maps as hav-
ing oracle access to MemR and MemW oracles to manipulate their memory. OM
has an execution function that supports four operations: Find, Insert, Update, Delete.
OM.Find(key) returns the value associated to key. OM.Insert(key, val) inserts the key
value pair in to the map. OM.Update(key, val) replaces the value associated to key by
val. OM.Delete(key) deletes the key value pair whose key is key. The execute function
additionally inputs and outputs a state.
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We require oblivious maps to satisfy a variant of the ORAM security definition
defined above. Let OblivMapSec denote the security game. (We omit pseudocode since
it is almost identical to ObSec.)

Definition 4 (Oblivious map). We define the advantage of A against OM as
Advgy” (A) = | Pr[OblivMapSec(OM, A, N, £,0) = 1]
— Pr[OblivMapSec(OM, A, N, ¢,1) = 1]].

If this advantage is negligible for all nuPPT adversaries, we say OM is an oblivious
map.

3 Snapshot-Oblivious RAM Emulators

In this section, we introduce our new primitive: c-snapshot oblivious RAM emulators.
(We will usually shorten this to c-snapshot ORAMs.) The syntax of the new primitive is
similar to ORAM, but with one important change: we allow the init procedure to take,
in addition to the initial array D B, a natural number ¢ denoting the number of opera-
tions’ access patterns the adversary gets to see. The syntax is otherwise unchanged. The
correctness notion for RAM emulators must change slightly as well: for a RAM emula-
tor to be correct, the correctness condition defined in Sect. 2 must hold with probability
1 for every possible choice of c.

c-Snapshot Obliviousness. Next we explain our new security notion, c-snapshot obliv-
iousness. Before formally stating the definition, we will briefly discuss the space of
possible definitions, and identify some desirable properties of a snapshot-obliviousness
definition. First, we expect snapshot-obliviousness should be strictly weaker than plain
obliviousness. Namely, any ORAM should be c-snapshot oblivious for any c. Second,
for any ¢’ < ¢, it should be the case that c-snapshot obliviousness implies ¢’-snapshot
obliviousness. Finally, to meaningfully capture snapshot attacks on real systems, we
would like snapshot-obliviousness to allow the adversary to see any c operations of its
choosing, without restricting the adversary to any particular locations.

Our Definition. We give the pseudocode of our definition in Fig. 3. Like plain oblivi-
ousness, the definition allows the adversary to specify two pairs of an array and tran-
script. The game runs RE.init on the ith pair using the oracles MRH and MWH, which
allow the emulator to manipulate the memory Mem without recording the access pat-
terns. Then the game runs RE.exec on all but the last ¢ operations of T;, again without
recording the access patterns. Next, the game proceeds to execute final ¢ operations of
the transcript via RE.exec, but this time using MemR and MemW which record their
access patterns in AP. Finally, the game runs the second adversary .A; on the recorded
access patterns AP, and (implicitly) the state of Ajg. .A; in turn is expected to correctly
guess 7.

Definition 5 (c-snapshot obliviousness). Let RE be a RAM emulator and c be a fixed
number, the c-SnapObSec advantage of the adversary A = (Ao, A1) against RE is

AdvipZ (A) = | Pr[SnapObSec(RE, A, n, c,0) = 1]
— Pr[SnapObSec(RE, A,n,c,1) = 1]| )
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SnapObSec(RE, A, n, ¢, i):

AP «+ []

(DBo, To), (DB1,Ty) <58 Ao(n, c)

If |[DBg| # |DBjy| or |To| # |T1| then Return L
sto <8 REMRILMWH Gt (D B;, ¢)

Forz = 1to|T;| — e

MemR (idz):

AP <« AP || (r, idx)
Return Mem[idz]
MemW (idz, val):
Mem(idz] < val
AP «+ AP || (w, idz)
Return L

st, <$ REMRHMWH.exec(stw,l , T [x])
Forz = |T;| — ¢+ 1to |T}]:

st, <% REMemRMemW ooc(sty—1, Ti[z])
b <+s$ A (AP).
Return b

MRH(idz):

Return Mem[idz]

MWH(idz, val):

Mem[idz] < val
Return L

Fig. 3. SnapORAM security game.

The emulator RE is said to be (computationally) c-snapshot oblivious if for any nuPPT
adversary A, Adviae (A) = negl(n).

Comparing to Obliviousness. We now argue that our c-snapshot obliviousness defi-
nition is a natural restriction of regular ORAM. In particular, if for a RAM emulator
RE there exists a ¢ and an adversary A with non-negligible c-SnapObSec advantage,
we can build a reduction B = (By, B) that breaks ORAM security. The reduction By
works by running A (with ¢ as an argument) and outputting the two pairs it outputs.
Then, 3; uses its access patterns AP to construct .4;’s inputs. (Note that 4; takes the
initial state of the memory Mem as well as the access patterns of the last ¢ operations;
B; can construct both with AP. Clearly, A’s c-SnapObSec advantage is a lower bound
on B’s ORAM advantage.

Requiring Equal Length Transcripts. In the SnapObSec game, as in ObSec above, we
require the adversary to output two equal length transcripts. This restriction is necessary
in ObSec to prevent a trivial distinguishing attack based on the transcript length. How-
ever, astute readers may notice that since an adversary can only view the access pattern
of c operations, specifying two differing-length transcripts does not give a SnapObSec
adversary a trivial win. The c-snapshot obliviousness definition could conceivably
be strengthened by removing the restriction that the transcripts are of equal length.
However, the security analyses of some c-snapshot ORAM constructions below—e.g.,
UHQoram in Sect. 7—would require a non-standard transcript-length-hiding property
of an underlying ORAM. Lifting the length restriction is a good question for future
work.

Observing the Last ¢ Operations. Our c-snapshot obliviousness definition allows the
adversary to design the whole transcript but restricts the observing window to be the last
c operations at the end of the transcript. We claim this setting is as strong as allowing to
put the observing window anywhere in the middle of the transcript. For a typical ORAM
not handling batching transcripts, the way to access one physical memory position,
though randomized, does not depend on the remaining transcripts after that. This means
any operation after the observing window will not change the distribution of access
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FSQMemR.MemW 50t (DB, ¢):

kp +—s$IC

For ide = 0to [DB| — 1: secure-read(kp, idx):
MemW (idz, J:JB[E,;P1 (idz)]) ¢ « MemR[Ey, , (idz)]

Return kp MemW (E}, , (idz), c)

; Return d
FSQMemRMemW o ec(st, (op, idz, val)):

secure-write(kp, idz, val):

kp + st
If op = read: MemR([E}, , (idz)]

resp < secure-read(kp , idx) MemW(Ek.P (idz), val)
If op = write: Return L

resp < secure-write(kp, idz, val)
Return st, resp

Fig. 4. The FSO RAM emulator, and the definition of secure-read and secure-write. (Note that
both secure-read and secure-write implicitly have access to the same oracles as exec.)

patterns the adversary gets. Due to this independence, it is without loss of generality to
put the c accesses at the end of the transcript.

c’-Snapshot Obliviousness for ¢’ < c. The security definition immediately leads to
a result that any snapshot-oblivious RAM emulator initialized with a DB and some
number c is still secure if the adversary observes access pattern of ¢’ operations and
¢’ < c. We note, however, that this is different from saying any c-snapshot oblivious
RAM emulator is ¢’-snapshot oblivious: this statement is not necessarily even correct.
In SnapObSec game, the RE is initialized by a parameter c, so an adversary against a c-
snapshot oblivious RAM emulator is getting access pattern from a RE is initialized by c.
However, proving this would require building a reduction that wins the c-snapshot game
given an adversary that wins the ¢’-snapshot game, and it’s not clear if the adversary
can simulate the view of a ¢’-snapshot adversary given its inputs (computed from a
c-snapshot ORAM initialized with ¢ fixed). We believe that for restricted classes of
snapshot-oblivious RAMs, this statement is true, but we leave the details to future work.

4 FSO: A 1-Snapshot Oblivious RAM

Next we will give a “warm-up” analysis of a folklore snapshot-oblivious RAM, FSO,
and show that it meets 1-snapshot obliviousness.

The Scheme. In Fig. 4, we give the pseudocode of FSO. It uses a pseudorandom per-
mutation E. During init, FSO samples a PRP key, then loads the array into memory
according to the permutation E. (The parameter c is ignored during init.) Then, it out-
puts the keys as its initial state.

During exec, the scheme performs either secure-read or secure-write depending on
op. Both perform a writeback to hide the operation type: they first read index Fy,, (idz)
with MemR, and write it back to the same location with MemW. If the operation was
a read, exec returns the value, else it returns nothing. Clearly, this scheme has both
constant bandwidth overhead and constant client storage.
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ICQoramMc‘"R'Mcmw.init(DB, c): (continue)
Q«[];f«0 d < secure-read(kp, idx)
kp <$ }é Q.push(idz, d)
Foridz = 0to |DB| + 2¢ — 1: If op is read:
If B} (ide) < N: resp «— Q[ida]
MemW (idz, DB[E;  (idz)]) 1if @ {5 T
; my £ Q[idz] + wal
Else: MemW (idz,0™) N
Return (Q, kp, kg) S
If|Q| > e
ICQoramMe"‘R'M”"w.exec(st, (op, idz, val)): idz, val <+ Q.pop()
Q, kp + st secure-write(k p , idz, val)
If ¢dx in Q: Else:
secure-read(kp,|DB| + f) secure-write(kp, |DB| + f, 1)
f<+< (f+1) mod 2c f < (f+1) mod 2c
Else: Return (Q, kp), resp

Fig. 5. ICQoram, an insecure queue-based scheme. The secure-read and secure-write procedures
are as defined in Fig. 4. Three stages are in execution function, the second one is shaded.

Security of FSO. The security of FSO for restricted adversaries seems to be folklore—
see, e.g., Cash [7]—but to our knowledge has never been formally proven. We validate
this folklore by showing FSO is c-snapshot oblivious for ¢ = 1.

Theorem 4. If E is a secure PRP, then FSO RAM emulator is 1-snapshot oblivious.

Proof. We define G to be the case that FSO initializes on D By and executes on Tj. In
G4 FSO initializes on D B and executes on T7. We want to show that both Gy and G
are indistinguishable from Ghywria Where the adversary observes read and write a same
but random ¢dz in the access pattern.

In Go, G1, Ghybria, the adversary observes AP = (r, idz")||(w, idz"). The first part
of AP comes from secure-read and the second part comes from secure-write.

The difference between G; and Ghyprid is that the idz’ in AP is Ej, (idz) in G;,
which is computed by a PRP; while in Ghypyig, it is truly random, or we can say it
is from a random permutation T, ide’ = m(idz) for fixed idz. If G; and Ghybrid is
distinguishable, we can tell difference between PRP and truly random permutation by
a simple reduction, |Pr[G; nybrid = 1] — Pr[Ghybria = 1]| < Adv%(C;). Therefore, by
the 2-step reduction, |Pr[Gy = 1] — Pr[G; = 1]| < 2AdVvEP(C).

5 The c-Queue Scheme

In the previous section, we showed a simple c-snapshot oblivious RAM. In this section
we will show how to get ¢ > 1. Before giving our construction, we will describe a
natural approach that turns out to be insecure.

5.1 An Insecure Scheme

The FSO scheme in Sect. 4 is only 1-snapshot obliviousness because it leaks repetitions
in accesses: reading the same “logical” address twice causes the scheme to make the
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same physical accesses. To make a secure scheme for general ¢ we’d like the property
that physical accesses are all distinct whether or not logical accesses are.

A natural way to ensure this is to augment FSO with a queue of recent accesses. It
keeps track of which entries were accessed in the last ¢ operations, along with their val-
ues. If any recently-accessed entries are accessed again within c operations, the scheme
reads them from the queue instead of from the remote memory. To prevent the server
from learning if the queue was used, the scheme can access a fake element.

The ICQoram scheme in Fig. 5 formalizes this idea. ICQoram.init works as in FSO,
except it also adds 2¢ dummy elements. The procedure ICQoram.exec has three stages.
First, it fetches address idz to the queue Q. If idx is already in the queue, it fetches a
dummy element, otherwise reads idz into the queue. Second, it processes the operation
(op, idz, val). If the operation is a write, it updates the value of idz in the queue; else,
it stores val as the read’s return value. Finally, ICQoram performs eviction. If the size
of queue is greater than c, it writes the oldest element back to main memory, otherwise
it writes a dummy element.

This scheme is fairly efficient: it requires O(c) additional storage in physical mem-
ory, O(c) additional client state, and has constant bandwidth overhead.

Security. The access pattern for each operation is one secure-read and one secure-write.
If ICQoram could guarantee that for any c operations, the indices touched in the
2c secure-reads and secure-writes were different, it could be proven secure using a
straightforward extension of the proof for FSO in Sect. 4.

However, this guarantee does not hold. ICQoram only makes sure the ¢ secure-read
have distinct indices; the ¢ secure-write indices depend on what is residing in the queue
in a way that can be exploited by an attacker to distinguish between two transcripts.
We demonstrate this with a concrete example. (We remind the reader that although the
attacker can only observe the access pattern of ¢ operations, it can choose the entire
transcript.) Let ¢ = 3, |DB| = 10, and take the two transcripts

To = read(1), read(2), read(3), read(4), read(5),
Ty = read(1), read(2), read(3), read(4), read(1) .

At the end of the third operation, for both transcripts, there are three indices in the
queue, 1,2, 3. Now we start the execution of the fourth and fifth operations. For T}, the
access pattern of last two operations is secure-read(4), secure-write(1), secure-read(5),
secure-write(2). But access pattern of transcript T} is secure-read(4), secure-write(1),
secure-read(1), secure-write(2). Since the adversary can see access pattern for the last
three operations, it can tell Tj or 77 from whether the third to last secure-write touches
the same address with the second to last secure-read.

5.2 CQoram: A c-Snapshot ORAM

Though ICQoram is insecure, the queue-based approach can be fixed. Fixing ICQoram
is challenging because of a three-way tension between bounded state size, correctness,
and security: to keep the queue’s size bounded, elements in it must eventually be evicted.
For correctness, the evicted element must be written back to its location in main mem-
ory; otherwise, an element updated while in the queue will not have the correct value in
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CQoramMemRMemW 5 (DB, ¢):
WQ «— [];RQ—[]; f<0
kp «<$ K
Fori=0toc—1:
WQ.push(L, 1)
RQ.push(L, 1)
Foridz = O0to |[DB| 4 2¢ — 1:
IfEkF{(idz) < N:
MemW (idz, DB[Ek;(idx)])
Else: MemW (idz, 0"")
Return (WQ, RQ, kp)

CQoramMemRMemW oyoc(st, (op, idx, val)):

WQ,RQ, kp — st
If idz in WQ:
WQ.push(L, L)
secure-read(kp, |DB| + f)
fe(f+1) mod 2c
Else if idx in RQ:
d — RQ[idz]

(continue)
WQ.push(idz, d)
secure-read(kp, |DB| + f)
f—(f+1) mod 2¢
Else:
d « secure-read(kp, idx)
WQ.push(idz, d)
If op = read:
resp «— WQ[idz]
If op = write:
WQ[idz] «— val
resp «—_L
(idz’, val’") «— WQ.pop()
RQ.push(idz’, val’)
If val’ #1:
secure-write(kp, idz’, val’)
Else:
secure-write(kp, |DB| + f, L)
f—(f+1) mod 2c
RQ.pop()
Return (WQ, RQ, kp), resp

Fig. 6. The CQoram scheme, a c-snapshot ORAM.

the future. But to maintain security—namely, the invariant that all 2c accesses are
distinct—this location must not be touched again after eviction.

We begin with the simple observation that a second “read-only” queue could be used
to keep track of the elements that were recently evicted from the main queue. This could
be checked during exec to prevent duplicate accesses, preventing the attack above. Our
CQoram scheme will use this idea; as we will see, there are several important subtleties
that must be dealt with. Notably, care must be taken if an element is written while it is
in this secondary read queue.

The CQoram Scheme. We give pseudocode of the scheme in Fig.6. As with FSO,
CQoram uses a PRP E with key space K. The CQoram.init procedure is nearly identical
to ICQoram’s init, except it initializes two queues—the write queue WQ and the read
queue RQ—instead of just one, and fills the queues with dummies. The invariant of this
scheme is that at the beginning and end of CQoram.exec, both two queues have exactly
c elements, either real or dummy, in them.

As with 1CQoram, the CQoram.exec procedure has three main phases. First, it
checks both WQ and RQ for the index idx to be accessed; like ICQoram, if either
queue contains 4dz it reads a dummy, else it reads idz from main memory. One impor-
tant new step is in the second branch, which checks RQ. Here, if idx is found in RQ,
it will move it and its value back into WQ to maintain the invariant that WQ always
contains the element. (We do not need to delete the element from RQ—the copy in RQ
will always be deleted before the element is evicted from WQ.)

The second phase is executing the operation on the element. This phase is the same
as in ICQoram. The third phase of CQoram.exec, eviction, is necessarily quite different
than in ICQoram. It begins by popping the front (oldest) element from WQ and pushing
it into RQ anyway. Then it checks if that element is a dummy; if not, writes the element
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back to main memory, otherwise writes a dummy. Finally, pop the front element from
RQ and (implicitly) deletes it. Finally, we note that CQoram has the same asymptotic
performance as ICQoram; concretely, CQoram requires twice as much client storage as
ICQoram, but has identical bandwidth and storage overhead.

Security of CQoram. Next we prove that CQoram is a c-snapshot oblivious RAM
emulator for any c. We begin with a lemma showing that any size-2¢ subsequence of
accesses made with CQoram are to distinct memory locations. Below, we will treat
the pair of entries in AP made by our secure-read or secure-write procedures as one
“access”, since either procedure just performs a writeback—a read, then a write—on
one memory location.

Lemma 1. Let DB be an array of N m-bit strings, and T be a transcript of n oper-
ations. Let 1,3, ..., Ta, be random variables denoting the sequence of indices in
Mem accessed by CQoram while executing T on DB. For any i € [1,2n] let {z;, ...,
Zit20—1} be the subsequence of at most 2c accesses starting with x;. Then with proba-
bility 1 over the random coins of CQoram, all accesses in this subsequence are distinct.

Proof. We prove this statement in two steps. First, we observe that it is sufficient to
prove a weaker statement: namely that for any size-2c sequence of physical accesses, the
first access x; occurs only once in that sequence. This implies all size-2c subsequences
are distinct because if there was a subsequence where this did not hold, there would
also be a size-2c subsequence where the first access occurred more than once in that
subsequence.

Next we prove that the first access occurs only once. The 2¢ memory accesses
are either “real” array values or dummies. We know that real values are at position
E.(1),...,Ex,(N), and dummies are at position Ey, (N + 1),..., Ex. (N + 2¢);
thus, dummies cannot have the same address as real values, and so x; = x;4; can only
be the case if they are either both dummies or both real values.

Since the subsequence has 2c memory accesses there are at most 2c dummies being
touched. During CQoram.init we add 2¢ dummies, and we use the counter f to make
sure each dummy is accessed only once. Thus, if the accesses are both to dummy values,
they must be distinct.

Now we only care about the case where z; and x;, ; are both to real values, and let
idz; and idz;; ; be the corresponding real indices. First, we will state three facts about
CQoram.exec. (1) Any access to a real value happens either because of secure-read or
secure-write. (2) secure-read(idz;) happens only if idz; is neither in WQ or RQ. (3)
secure-write(idz;) happens only when idz; is popped from WQ.

There are four cases to analyze.

— secure-read(idz;), . . ., secure-read(idx;y ;) After idz; is read, it is pushed into WQ.
idx; is popped after ¢ new elements are pushed into WQ. Each operation will push
exactly 1 element into WQ. Therefore, in the next ¢ — 1 operations, idz; is always
in WQ, so idz; # idz;y; and 2; = x;4; for all j.

— secure-read(idz;), . . ., secure-write(idz, ;) After idz; is read, it is pushed into WQ
and it is written only when idz; is popped out. Thus, in the next ¢ — 1 operations,
idz; is always in WQ, so idz; # idz;; for all j.

— secure-write(idz;), . . . ,secure-read(idz ;1 ;). First, idz; is pushed into RQ after
being written. We read the index idz; from the memory only if it is not in WQ or
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RQ. idz; is popped only after ¢ new elements are pushed into RQ. Each operation
will push 1 element into RQ. Therefore, in the next ¢ — 1 operations, idz; is always
in RQ, and idz; # idx;1; for all j. (Note that this is the case where ICQoram fails
to prevent duplicate reads.)

— secure-write(idzx;), . . ., secure-write(idz; ;). As above, idz; is popped from WQ
after being written. We write the index idx; to the memory only if it is already in
WQ. It takes one operation to read idx; to WQ again and at least ¢ — 1 operations
before being popped out, so idz; # idz;; for all j.

Thus, we have proved that x; is only accessed once, and we are done. 1

Theorem 5. The CQoram scheme is a c-snapshot oblivious RAM emulator, for any c.

Proof. Each operation has one secure-read and one secure-write, which writes a (r, idz) ||
(w, idz) to the access pattern AP. In c operations, the 2¢ read/write indices are distinct by
Lemma 1. Call these 1, . . ., z2.. Then AP has 2¢ copies of (r, idz™)||(w, idz™) where
the 2c idz™ = Ej . (z;) are distinct and pseudorandom, which are indistinguishable from
a hybrid game that idz™ are (1), -+ , w(2c) where 7 is a random permutation. 1

Discussion. The CQoram scheme has constant bandwidth overhead because each
plaintext operation is done by one secure-read and one secure-write, each of which
does two memory accesses. So [CQoram(DB,T)|/|T| =4 = O(1). But it needs O(c)
client storage.

We can store the queue on the server, but during CQoram.exec, we need to check the
queues’ contents. This operation needs to iterate the entire queue, so it has to introduce
a linear overhead in c. Therefore on each queue operation, we scan and update the entire
queue, which gives us an O(c) bandwidth overhead and constant client storage. In the
next section, we will present a much more efficient way to outsource the queue’s storage
to the server.

Readers may find that different from the 1CQoram scheme, we pad the size of
queues to c. Note that this does not fix the insecurity of ICQoram. Instead, if we choose
to store the queues on the client’s side, removing the paddings even enhances the effi-
ciency. However, if we pop WQ only when |WQ]| > ¢, the latest version of some mem-
ory contents may be arbitrarily old. Suppose the transcript is repeatedly writing some
values to address 1 to ¢ — 1, then these updated values are never uploaded because the
queue has size ¢ — 1. Therefore if a client is shutdown unexpectedly, the “back-up”
value on the server can be extremely out of date. Our CQoram scheme makes sure that
every updated memory value will be uploaded to the server every c operations.

6 Oblivious Hash Queue Based c-SnapORAM

As we described above, for the CQoram scheme, the read and write queues can be
stored on the server and simply streamed to the client during each CQoram.exec. This
allows constant client-side storage but incurs O(c¢) bandwidth overhead, which may be
prohibitive if c is large.

To reduce this overhead, we could instead store the queues in a smaller ORAM.
Since the amount of storage needed for the queues is only O(c¢), this would in principle
allow us to reduce the overhead of CQoram exponentially, to something like O(log ¢).
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However, making this strategy work is quite challenging. The read and write queues
in CQoram are used in several different ways in CQoram.exec: searching for (idz, val)
pairs, updating their values, and pushing and popping elements in a first-in, first-out
fashion. Ultimately, no existing data structure efficiently provides the combination of
dictionary and queue properties we need, so we invent our own novel data structure,
which we term the hash queue.

In this section, we will introduce the syntax of hash queue and give an oblivious
hash queue security definition. We show how to build a ¢-snapshot ORAM (PHQoram)
using an oblivious hash queue, and how to use oblivious map to build an oblivious
hash queue (OMOHQ). The PHQoram construction has polylogarithmic bandwidth
overhead, which will be further reduced in Sect. 7.

Definition 6 (Hash queue). A hash queue is a pair of algorithms: an initialization
Sunction HQ.init(c) and an execution function HQ.exec(op, args) where args is a tuple
of arguments.

A hash queue is initialized by calling its initialization function with argument c,
which represents the maximum size of the hash queue. After initialization, the HQ.exec
function takes a state as input and output, and supports the following four types of
operation:

— op = Find, args = (key). The data structure searches on key and returns val if key
is found, otherwise returns L.

— op = Push, args = (key, val). Insert the key value pair.

— op = Access, args = (op’, key, val). If op’ is read, searches for key and returns its
value. If op’ is write, searches on key and replaces its value by val and returns L.
If key is not found, the data structure returns L, a reserved failure symbol distinct
from L.

— op = Pop, args = (). Returns the oldest key-value pair and deletes it.

Below, we will abuse notation slightly and replace exec with the hash queue operation
it executes. E.g., HQ.Find(key) instead of HQ.exec(Find, (key)).

6.1 Hash Queue Security

A natural security definition for hash queues is an ORAM-style notion that requires
hiding everything except the operation count. This kind of definition is typical of other
oblivious data structures [52]. However, such a definition is stronger than what we need:
our goal is to replace the client-side queues in CQoram with hash queues; in CQoram
(Fig. 6). Notice that no matter what the transcript is, for each CQoram.exec, we always
search idz in WQ, then execute push, modify, and pop in the WQ. Likewise, we search
in RQ at the beginning (not always, but we can do a dummy search), then push and pop.
That is to say the sequence of operation executed on a queue which will be replaced by
an oblivious hash queue, is always the same and publicly known in advance. Because of
such observation, we propose our first obliviousness definition. We give the pseudocode
for our public operation obliviousness security notion for hash queues in Fig. 7.
Similar to the security game of RAM emulators, we define both of init, exec as rel-
ative to a pair of oracles MemR, MemW. Cryptographic primitives like hash queue
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PublicOpOblivHashSec(HQ, A, n, i):

AP ||

st s HQMemRMemW Gnii (1))

To, T1 <$ Ag(n)

Forxz = 1to ¢:
If To[x].op # Th[z].op then Return L
op, args < T;[z]
sty —$ HQMemR,MemW

b<+$ A1 (AP)

Return b

.exec(sty_1, op, args)

Fig. 7. Game defining public operation obliviousness for a hash queue. AP is modified by oracles
MemR, MemW as defined in Fig. 2 during the execution of exec function.

use the same MemR, MemW oracles to access the entire physical memory. To make
sure the primitives do not overwrite others’ memory, each primitive is allocated a prim-
itive identifier pid and memory space when calling init. MemR, MemW implicitly take
pid as an argument and add a proper offset to get the physical memory address.

Definition 7 (Public-operation oblivious hash queue). For a two-part adversary A
playing game defined in Fig. 7, we define the public-operation obliviousness advantage
of A against HQ as

Adv{i5(A) = | Pr[PublicOpOblivHashSec(n, HQ, A, 0) = 1]
— PublicOpOblivHashSec(n, HQ, A, 1) = 1|.

If for a hash queue HQ, for any nuPPT adversary A, the above advantage is negligible,
we say that HQ is public-operation oblivious.

The game is similar to our obliviousness notion for RAM emulators in Sect. 2. It lets the
adversary A output two pairs of transcripts with the same “operation pattern”, executes
the ith transcript, and gives the A; the access patterns and outputs its guess b.

6.2 A c-Snapshot ORAM from Hash Queues

Next we describe a generic transformation that builds a c-snapshot ORAM from any
hash queue meeting the public-operation obliviousness property defined above. (In the
next subsection, we will construct a hash queue which enjoys this property.) We call our
construction PHQoram, and give its pseudocode in Fig. 8. At a high level, PHQoram
follows the strategy we outlined above of outsourcing CQoram’s read and write queues
to the server. PHQoram replaces RQ with a hash queue rOHQ, and likewise replaces
WQ with a hash queue WOHQ. The procedure PHQoram.init initializes the two queues
independently in non-overlapping regions of Mem (handled by MemR, MemW ora-
cles), then samples a PRP key and fills the rest of Mem with DB entries and dummy
elements. The procedure PHQoram.exec works similarly to CQoram.exec, with a few
important differences. Most notably, it executes both wWOHQ.Find and rOHQ.Find,
whereas CQoram does not check RQ if the index is found in WQ. This prevents leaking
the hash queue contents based on the number of accesses to each hash queue.
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PHQoramMemR:MemW Gnie (DB ¢): (continue)
kp +$ K Styq <3 WOHQMemR-MemW pygh (st o [DB| + f, L)
Styq <5 WOHQMemR-MemW Gnj () f+ (f+1) mod 2c
Styq <8 rOHQMemR-MemW Gnie () Else If val, #.L:
f+0 secure-read(kp,|DB| + f)
Fori = |DB| + 2cto |DB| + 3¢ — 1: Stuq <$ WOHQM™® MW Push (st , idz, val,.)
Stwq <$ WOHQ.Push(styq, 7, L) f+ (f+1) mod 2¢c
styq <8 rOHQ.Push(styq, 4, L) Else:
Fori = 0to |DB| + 2¢ — 1: d < secure-read(kp, idz)
If E;F{(i) < |DBJ: Styq + WOHQMemRMemW pygpy (st0, idex, d)

resp, styq — WOHQM““R'M““W.Access(stwq, op, idz, val)
(idz’, val'), styq 3 WOHQ.Pop(styq)

Strg <5 FOHQMemRMemW pygh (st . idz’, val’)

If val” #L:

PHQoramMemRMemW oyoc(st, op, idx, val)): secure-write(kp, idz’, val’)

kp,styq, strq < st Else:

Valy , sty 5 WOHQMemR’MemW.Find(stwq, ida) secure-write(kp, |DB| + f, L)

MemW (i, DB[E;F{ )
Else: MemW (4, 0™)
Return & p, styq, Strq

val,., sty <3 FOHQMemR-MemW i (g idz) f < (f+1) mod 2¢c
If val ;J; ! Styq <% TOHQMemR’Mem‘YPop(strq)
w :
secure-read(kp, | DB| + f) Return (K p , Stwg; Strq), resp

Fig. 8. Construction of PHQoram c-Snapshot ORAM emulator in pseudocode. The exec proce-
dure starts on the left and continues on the right.

It is not too hard to see that if WOHQ, rOHQ has bandwidth overhead g(c) for
each operation, then PHQoram has bandwidth overhead O(g(c)). Regardless of which
branch is taken, PHQoram does the following things on each RAM operation:

wOHQ.Find, rOHQ.Find, secure-read, wWOHQ.Push, wWOHQ.Access,
wWOHQ.Pop, rOHQ.Push, secure-write, tOHQ.Pop.

Since there are a constant number (7) of hash queue operations each with g(c¢) overhead
and a constant number (2) of accesses to the “main” memory with O(1) overhead, the
overall bandwidth overhead is O(g(c)).

Theorem 6. Let E be a secure PRP and wOHQ, rOHQ be public-operation oblivi-
ous hash queues. Then the PHQoram scheme in Fig. 8 is a c-snapshot oblivious RAM
emulator.

Proof. We will prove c-snapshot obliviousness by reduction. The high-level strategy is
as follows: first, we will perform two game hops to “decouple” the operations made
against the two hash queues from the adversary’s chosen transcripts in SnapObSec.
(Specifically, we will simply execute the same operation sequence on wWOHQ and
rOHQ, but with dummy arguments.) In these hybrid games we will ensure the correct-
ness of the distribution of accesses to the main memory using local queues; effectively,
after these two game hops, the access pattern to the main memory will be distributed as
in the CQoram scheme. Then, we can use a variant of the security argument for CQoram
to perform one more game hop which changes the PRP’s outputs to a random subset of
the memory locations.
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We now proceed more formally. Let A be a SnapObSec adversary. We will show
that there exists adversaries 3, C, and D such that

AdVE{horam (A) < 2AdVS o (B) + 2Adv, 5o (C) + 2AdvE (D) .

We do this via a sequence of games. Game G is SnapObSec(PHQoram, A, ¢, 0).
Game G is the same as G except for two additional (local) queues, WQ and RQ,
are added to PHQoram.exec that “mirror” (resp.) WOHQ and rOHQ: any modifica-
tions made to WOHQ or rOHQ are also made to their corresponding local queues, but
the access pattern is otherwise unchanged. Clearly, this does not affect A’s view, so
PI’[GO = ].] = PI‘[Gl = 1]

Next we define the game G5. This game is identical to G, except the arguments
to all WOHQ operations (except the state) are replaced with fixed values: all indices
are replaced with zero. The local queue WQ is used in place of WOHQ. We can upper-
bound the difference in advantage between G; and G5 by building a reduction By to
the public-operation obliviousness of WOHQ. The reduction B, works as follows: first,
it runs Ay to get (D By, Ty), (DBy,T1). Then, it samples kp and with its own simu-
lated MemR, MemW oracles initializes rOHQ and executes PHQoram on (D By, Tj)
as in G1. However, By only uses WQ and does not perform wOHQ operations; instead,
it marks the access patterns of these operations in AP with | and records the opera-
tions that would have been executed against WOHQ. This is the “induced” transcript
of operations on WOHQ in G. Call this transcript op&t. Concretely, it consists of ¢
Push operations made during init, then for each RAM operation, the transcript contains
Find, Push, Access, Pop. (Note that the sequence of WOHQ operation types is fixed and
does not depend on the RAM operation.) Then, B, constructs the “dummy” transcript
0pG2, containing the same operation types but with all-zero arguments; it then outputs
0pG1, 0p%2 as its chosen transcripts in its PublicOpOblivHashSec game. When By gets
the array of access patterns in the second stage of the PublicOpOblivHashSec game, it
uses them to fill in the entries of AP which were marked with L previously.

At this point, By has an access pattern array AP which is distributed as in G if
7 = 0 in PublicOpOblivHashSec, and distributed as in G2 if « = 1. Thus, By can simply
truncate AP to the last c operations, compute the state of Mem before these operations,
run A; as in SnapObSec, and return its output. By construction,

Pr[Gy = 1] — Pr[Gy = 1]| < Adv,o(Bo) -

Next we define G3, which is the same as G2 except we also replace the
arguments to rOHQ with “dummy” all-zeros strings. (Note that, like wOHQ, the
operation types executed on rOHQ while PHQoram executes a RAM operation
are fixed to Find, Push,Pop.) By an argument similar to the above, we can con-
struct a reduction Cy to the public-operation obliviousness of rOHQ, giving us that
[Pr[Gy = 1] — Pr[Gs = 1]| < Adv,§},q(Co) -

In G3, only the accesses to the “main” memory (i.e., the permuted array) depend
on (D By, Tp). Dummy operations are made against WOHQ and rOHQ; the actual state
of those queues is kept track of locally, as in the CQoram scheme in Sect. 5. Next, we
construct game G4, where the “main” memory consists of indices of the 2¢ accesses to
the main memory (secure-reads and secure-writes) seen by A are chosen by sampling a



Snapshot-Oblivious RAMs: Sub-logarithmic Efficiency for Short Transcripts 171

OMOHQMemRMemW Eind(key):

OMOHQMemRMemW it ()

head, tail < 0

Fori=1lton + 1: OMOHQMemRMemW b5y (key, val):
MemW (4, 0™)

Stom <8 OMMemR,MemW.init(”)T

Return (stom, , head, tail, n)

Return QMMemRMemW £ip 4 Loy

OMMemRMemW |56t (key, val)
MemW (tail, key)

tail < (tail +1) mod (n + 1)
OMOHQMemRMemW Access(op, key, val):

OMOHQM"‘"'R'MQ'“W.Pop():

If op = write: ,

OMMC“'R’M"‘"NV.Update(key7 val) key" < MemR(head)

Return L head < (head +1) mod (n + 1)
If op — read: val’ < OMMemRMnW Fing(fey')

OMMemR,MemW . Delete(key/)

Return QMMemR.MemW £in i (key) , ,
Return (key’, val”)

Fig.9. The OMOHQ hash queue construction. All operations input and output the state returned
from init; we leave this implicit for brevity. (1 We leave implicit the domain separation in these
MemR/MemW oracles. See Sect. 6.)

subset of [1,...,|DB]| + 2¢| uniformly at random. By an argument very similar to the
proof of Theorem 5, we can build Dy and &; so that

|PY[G3 == 1] - PI‘[G4 = 1]‘ S AdV%p(Do) .

In game G4, A’s view does not depend on either (D By, Tp) or (DB, T1). Thus, we can
perform the previous game transitions in reverse to get to SnapObSec(PHQoram, A4,
¢, 1). A standard argument lets us build B, C, D whose advantages are at most twice the
right-hand sides of the above terms; applying the triangle inequality yields the result. [l

6.3 Constructing Public-Operation Oblivious Hash Queues

Now that we have shown that c-snapshot ORAMs can be built from hash queues with
public-operation obliviousness, we just need to construct a hash queue meeting this
security notion. In this subsection we will give such a construction, which we call
OMOHQ.

The OMOHQ Construction. In Fig. 9, we give the pseudocode of OMOHQ. It is built
from an oblivious map which supports Insert, Find, Delete, Update, and an array which
serves as a queue. The init function initializes OM, chooses a key k'E, and writes an
array of all-zeros to the memory. It also initializes two queue pointers head, tail to zero.
The Find and Access procedures are essentially pass-throughs to their corresponding
oblivious map operations, where Access branches on the op input. The Push and Pop
procedures use both the array and OM. Push inserts key, val in the end of the hash
queue, by storing it at the tail position and inserting the key/value pair in OM. Pop
does the reverse—removing the key/value pair at the front of the hash queue. It does
this by reading and decrypting the key stored at head and using two OM operations to
read its value val’ and delete it.

Theorem 7. If OM is an oblivious map, then OMOHQ in Fig. 9 is a public operation
oblivious hash queue.
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Proof. The high-level strategy is similar to the proof of Theorem 6: we will transition
from PublicOpOblivHashSec with i = 0 to a game where all OM operations take fixed,
dummy arguments, and use a local map to ensure the accesses to the array have the
correct distribution. From there, we will transition to a game where the accesses in
the array depend on the transcripts output by the adversary in PublicOpOblivHashSec.
Reversing these transitions will get us to PublicOpOblivHashSec with ¢ = 0.

We proceed via a sequence of game transitions. Let A be an adversary, and let
game G be PublicOpOblivHashSec(PHQoram, A, n,0). We transition to game G,
where a local map data structure “mirrors” the oblivious map OM. Then, we tran-
sition to game G2, where the arguments to OM operations are fixed to be all-zeros,
and the array’s contents are determined using the local map. We can upper-bound the
difference in these two games outputting 1 by building a reduction 5y to the oblivi-
ousness of OM. The reduction By runs A to obtain Ty, 77, then simulates OMOHQ
on T} to determine the induced OM transcript. Then, 53 submits this along with the
fixed all-zeros OM transcript as its chosen transcripts in the OblivMapSec game. It uses
the access patterns it receives to simulate A’s access pattern input. By construction,
[Pr[G; = 1] — Pr[Gs = 1]] < Advy(Bo) -

We next move to game (3, which is the same as G5 except the array accesses
depend only on the operation type, but not the arguments. The access pattern to the
array is actually identically distributed in G5 and G3: observe that in OMOHQ), the
way the array is accessed depends only on the operation type: init writes to it n times,
Push writes to position tail, and Pop reads from head. Thus, for any pair of transcripts
output by the adversary in PublicOpOblivHashSec, the access pattern to the array is
fixed because the transcripts must have the same operation sequence. Thus, the game
G3 is identical to G, giving Pr[G; = 1] = Pr[G3 = 1].

In game G, the access patterns and the memory contents do not depend on
either of A’s output transcripts; thus, we can reverse these game transitions to get to
PublicOpOblivHashSec with ¢+ = 1. By applying an argument similar to the one at the
end of the proof of Theorem 6, the result follows. ]

Asymptotic and Concrete Performance. The asymptotic performance of the c-
snapshot ORAM PHQoram depends on how OM in OMOHQ is instantiated. A special-
purpose oblivous map data structure (e.g. [52]) is likely to be the most efficient choice.
The best-known oblivious maps achieve O(log” n) bandwidth overhead for size-n
memory. This implies that the bandwidth overhead of OMOHQ), and thus the PHQoram
construction, is (’)(log2 ¢) for c-snapshot obliviousness.

The concrete performance of PHQoram is a more complex question, as it depends
greatly on implementation specifics. The best-known oblivious map construction has
good asymptotics, but its concrete bandwidth overhead is still quite large for small
databases: for example, the evaluation of [46] shows that reading an eight-byte
key/value pair requires communicating over 100 KBs to the client. Despite exponen-
tially worse asymptotics, it may be the case that the CQoram scheme is more efficient
than PHQoram for practical values of ¢, due to its small constants. It does not seem
inherent that oblivious maps perform poorly for small memory sizes; we leave improv-
ing them in this parameter regime to future work.
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UniglInsertOblivHashSec 5, (HQ, A, n,1):

AP « ]
stg «$ HQMemR,MemW.init(n)
To, Ty <3 Ao(n, op)
If I(UI(To) A UI(T71)) then Return L
Forz = 1to ¢:
0P, ar‘gs;’c «— T;[z]
ste «$ HQMemR,MemW
b <+$ Ay (AP).
Return b

.exec(sty—1, 0D, args;)

Fig. 10. Unique insertion oblivious hash queue security definition. The function UI(T") returns 1
if the keys given to Push operations are all distinct, and O otherwise.

7 Asymptotically-Optimal c-Snapshot ORAM

In this section, we give tight upper and lower bounds on the asymptotic performance
of c-snapshot ORAMs. Beginning with the upper bound, we propose a new oblivious
hash queue security definition different from Sect. 6 and show the UHQoram construc-
tion in Sect.7.1 using an instance (CCOHQ) of our new oblivious hash queue vari-
ant. UHQoram is a modification of PHQoram which guarantees an important unique-
insertion property for the queues: namely, that duplicate keys are never Pushed. Though
a seemingly small change, we show that guaranteeing unique insertions is crucial
because it allows weakening the security requirements on UHQoram’s hash queues,
admitting more efficient instantiations.

We show CCOHQ, a hash queue construction meeting this weakened security
requirement with O(logn) bandwidth overhead for n items. Instantiating UHQoram
with CCOHQ gives a c-snapshot ORAM with O(log ¢) bandwidth overhead. Finally,
in Sect.7.3, we extend the seminal {2(logn) lower bound of [38]. Our lower bound
implies that any c-snapshot ORAM must have {2(log ¢) bandwidth overhead, implying
UHQoram is asymptotically optimal in terms of bandwidth overhead.

We first define the weakened hash queue security notion that UHQoram will use.

Definition 8 (Unique-insertion oblivious hash queue). Let HQ be a hash queue, and
let op be a sequence of hash queue operation types. Let UniglnsertOblivHashSec be
the game in Fig. 10. We define the op-unique insertion obliviousness advantage of an
adversary A against HQ as

A VI;—;E;,()—;’)(A) = ’Pr[Uniq[nsertOblivHashSec@(HQ, A,n,0) =1]
— Pr[UnigInsertOblivHashSecz;(HQ, A, n, 1) = 1]’ )

We call HQ op-unique-insertion oblivious if for all nuPPT adversaries A, Adv'ﬁg(A)
is negligible. If HQ is op-unique-insertion oblivious for all op, we simply say it is
unique-insertion oblivious.

Looking ahead, we will only analyze op-unique-insertion oblivious for our CCOHQ
hash queue construction for the fixed op induced by the UHQoram c-snapshot ORAM;
thus, below we will always refer to op-unique-insertion oblivious.



174 Y. Du et al.

UHQoramMemR.MemW it (DB ¢): UHQoramMemRMemW oo (st, (op, idz, val))

kp <3K; h,f+ 0 kp,Styq, Stg, b, f < st

Styq <3 WOHQMemRMemW it () h' < |h/c|

Styg <8 OHQVemRMemW i () wq < WOHQ.Find(h'||idzx)

Fori = |[DB| + 2cto |[DB| + 3¢ — 1: wy + WOHQ.Find(h' — 1||idz)
wOHQ.Push(—1]|i, L) ro <+ rOHQ.Find(h' — 1||idz)
rOHQ.Push(—1]|z, L) r1 < rOHQ.Find(h' — 2||idz)

Fori =0to |DB| + 2¢ — 1: wqv, rqv, b’ < gvr(wo, w1, 70,71, h")
IfE;F{(i) < |DB|: If wqv #L:

MemW(i,DB[E,:; (4)]) secure-read(kp, |DB| + f)
Else: MemW (i, 0™) WOHQ.Push(h'[|[DB] + f, L)
Return (k p, Stug, Stiq, R, f) f<(f+1) mod2c
Else if rqv #.L:

gvr(wo, w1, 70,71, h'): secure-read(kp, |DB| + f)

If wo #L: wWOHQ.Push(h/||idz, rqv)
wqV < wo f+ (f+1) mod 2¢
h' « n' Else:

Else if wq #.L: d < secure-read(kp, idx)
wqV < w wWOHQ.Push(h/||idz, d)

B — h —1 resp < WOHQ.Access(op, k"’ ||idz, val)

Else: (h||idz’, val’") < wOHQ.Pop()
wqv L rOHQ.Push(h||idz’, val’)

R — n' If val’ #1:

If ro #L: secure-write(kp, idz’, val)
rqv < 7o Else:

Else if r1 #L: secure-write(kp, |DB| + f, L)
rqQv < 71 f« (f+1) mod 2c

Else: rOHQ.Pop()
rqv L h<+h+1

Return wqv, rqv, '’ Return resp, (kp, styq, Strq, 2, f)

Fig. 11. Construction of UHQoram c-snapshot ORAM. The function gvr is a helper function used
during exec. All hash queue operations in exec input and output a state. Oracles MemR, MemW
are as defined in Fig. 2.

7.1 The UHQoram Construction

The UHQoram construction is depicted in pseudocode in Fig. 11. It is substantially sim-
ilar to PHQoram above, with two important differences. First, in addition to the counter
f, there is another counter A for the total number of operations executed. This counter
is used to derive a “round” number, which is prepended to the index when it is written
to either of the hash queues. This round number ensures all keys written to the hash
queues are distinct (we will argue this more formally in Theorem 8). Another change
from PHQoram is the addition of two calls to Find at the beginning of UHQoram.exec.
Because each hash queue entry has a round number prepended, we need to check all
possible round numbers to be sure to find an entry.

The final change is the use of a helper function gvr during exec. This helper function
takes the result of the four Find operations, and outputs the correct value and the round
number needed to modify the correct element in WOHQ.Access. The case logic in gvr
looks complex, but it is just ensuring the newest copy of the element is always selected.
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UHQoram has the same asymptotic overhead as the hash queue: if each hash queue
operation takes g(c) bandwidth, each UHQoram operation takes O(g(c)) bandwidth.

Next we will state and prove a security theorem for UHQoram. This theorem will
prove it is a c-snapshot ORAM by reduction to the PRP security, and the unique-
insertion obliviousness of WOHQ, rOHQ.

We do not need unique-insertion obliviousness of WOHQ, rOHQ to hold for any
operation sequences; for simplicity we instead focus on the two sequences induced by
our UHQoram construction above. Specifically, define

op,, = Push, ... Push, Find, Find, Push, Access, Pop, . ..

where there are ¢ Pushes, then copies of the Find, Find, Push, Access, Pop sequence.
This is the sequence run on WOHQ by UHQoram above. Likewise, define

O_f)r = Push, ..., Push, Find, Find, Push, Pop, ... .

This is the operation sequence for the rOHQ hash queue in UHQoram. The next theo-
rem proves that as long as WOHQ and rOHQ are (resp.) op,, and op,.-unique-insertion
oblivious hash queues, UHQoram in Fig. 11 is a c-snapshot oblivious RAM emulator.

Theorem 8. Let E be a secure PRP and WOHQ be op,, -, and rOHQ be op,.-unique-
insertion oblivious hash queues. Then UHQoram in Fig. 11 is a c-snapshot oblivious
RAM emulator:

Proof. The proof is substantially similar to that of Theorem 6 above; the chief differ-
ence is that we reduce to a weaker security property of the hash queues (unique-insertion
obliviousness for op,, and op,.). Thus, we only need to extend our previous argument
to explain why the unique-insertion property holds for WOHQ and rOHQ. First, define
a “round” to be a group of ¢ operations. We begin by proving there are no duplicate
key insertions into WOHQ. An array entry idz, val can be inserted into WOHQ in only
three places, namely the three branches of the first if-statement of UHQoram.exec. If it
is inserted in the first branch, it is a dummy; since there are 2c dummies but the round
counter i’ increments every c operations, duplicate insertion is impossible there.

If it is inserted in the second branch, it is being re-added to wOHQ from rOHQ.
In this case, the element had been in WOHQ previously; however, the round counter h’
must be different from the one that was used in the previous insertion to WOHQ—this
second branch can only happen c operations after the initial insertion.

If idz, val is inserted in the third branch, idz was neither in wWOHQ nor rOHQ.
Since the round counter for this insertion is always the current one, this insertion must
be unique, since idz was last in WOHQ (with any round counter) at least ¢ opera-
tions ago.

We’ve proven that WOHQ never sees a duplicate insertion, but still need to prove
this holds for rOHQ. Observe that rOHQ contains exactly the same keys as WOHQ
did ¢ operations ago—essentially, rOHQ is an older replica of WOHQ. Thus, because
WOHQ has the unique-insertion property, FOHQ does as well, and we are done. |
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CKHMemR MemW jnit ().

A [, A2 ]

hi,ho <3 H

Fori = 1to 3n:
Aq]i].key < null
Aq[i].value < null
Asli].key < null
Agli].value < null

Return (h1, ha)

CKHMemRMemW |6t (k) v):

z.key < k

z.value <— v

T 1

While < 6n and z.key # null:
i< x mod 2
swap z and A; [h; (z.key)]
r+xr+1

CKHMemRMemW Find (k):

If Ay[h1(k)].key = k:
Return Aq[hq(k)].value
Else if Az[ho(k)].key = k:
Return As[ho(k)].value

Else: Return L

CKHMemRMemW Delete (k):

If Ay [h (k)] key =
Aqlhi(k)].value < null

If Ax[ha(k)].key = k:
As[ha(k)].value < null

CKHMemRMemW Jpdate(k, v):

If Ay[hi(k)].key = k:
Aq[h1(k)].value < v

If Ax[ho(k)].key = k:
Aslhs(k)].value < v

If x = 6n: REHASH

Fig. 12. Pseudocode for cuckoo hashing algorithms. For space reasons we leave the definition of
the rehashing procedure implicit.

7.2 Constructing Unique-Insertion Oblivious Hash Queues

Now, we give an oblivious hash queue called CCOHQ. Our pseudocode is in Fig. 13. As
with OMOHQ), our construction consists of two parts: an array to maintain first-in-first-
out order and a dictionary data structure. In CCOHQ, though, we do not use a generic
oblivious map: instead, we use a specific construction, namely cuckoo hashing running
on top of a generic ORAM. We give pseudocode for cuckoo hashing in Fig. 12. (Recall
that cuckoo hashing supports O(1) time worst case lookup and delete, and expected
O(1) time insert.) Note that to achieve bandwidth overhead O(log c¢), we need to use an
ORAM whose bandwidth overhead O(log V), such as OptORAMa [4]. We depict this
in the figure by having the cuckoo hash CKH use simulated memory read/write oracles
built from ORAM, denoted OMR and OMW. We also apply a PRP to the keys before
they are inserted into the cuckoo hash table. As we will see below, this is important
to ensure security. We draw the reader’s attention to the fact that this is different from
oblivious cuckoo hashing in [4,10]. Their hash tables only support one-time lookups
after being initialized but we need multiple time lookups and modifications.

Security of CCOHQ. Recall that UHQoram only needs hash queues that are unique-
insertion oblivious for the two fixed operation sequences —op,, and op,—defined
above. Thus, we only need to prove CCOHQ satisfies op,, and op,.-unique-insertion
obliviousness to conclude that UHQoram in Fig. 11 is a c-snapshot oblivious RAM
emulator when instantiated with CCOHQ.

Theorem 9. Let E be a secure PRP and ORAM be an oblivious RAM. Then CCOHQ
in Fig. 13 is a op,,- and op,-unique insertion oblivious hash queue.
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CCOHQMEmRMemW iy (). CCOHQMemRMemW Eind(key):
ko «5 K ; head, tail < 0 Return CKHOMR-OMW Find (B}, , (key))
Fori=1ton + 1: MemR, MemW
MemW (i, 0™) CCOHQY™®MemY Push(key, val):
sto <3 ORAMMemRMemW it (957 CKHOMR'OMW.Insert(E;Cc (key), val)
st <8 CKHOMR.OMW it (n) MemW (tail, key)
Return (sto, ste, kc, head, tail, n) tail < (tail + 1) mod (n + 1)
CCOHQMemRMemW Access(op, key, val): CCOHQI‘"e"‘R=“Ie““V,Pop():
If op = write: key’ <+ MemR(head)
CKHOMR.OMW .Update(EkC (key), val) head < (head + 1) mod (n + 1)
Return L val CKHOMR*OMW.Find(E;CC (key'))
If op = read: CKHOMROMW Delete( Ej, ., (key'))
Return CKHOMROMW Find (£,  (key)) Return (key’, val’)

Fig. 13. The CCOHQ hash queue. All operations take a state as input and output. All operations
executed by the cuckoo hash table CKH are executed with simulated memory read/write oracles
built from ORAM.

Before the proof we give an idea of why a simple combination of cuckoo hash-
ing and an ORAM does not give us an oblivious data structure that supports arbitrary
insertion, even if we do not hide operation type. This is because the number of mem-
ory accesses made during insertion depends on the number of swaps. Take these two
transcripts:

T, = Insert(1),. .., Insert(100), Insert(0), Delete(0), Insert(0), Delete(0), . ..
Ty = Insert(1),. .., Insert(100), Insert(101), Delete(1), Insert(102), Delete(2), . . ..

Both transcripts insert 1 to 100 at the beginning. Then the first one repeatedly inserts
0 and deletes 0, while the second one inserts new keys and deletes old keys. Now let’s
analyze the transcripts starting the first Delete operation. In the first transcript, since
0 is always deleted before being inserted, inserting O takes only one ORAM access.
However, in the second transcript, inserting new keys such as 101, 102, ... is very likely
to incur swaps, and therefore makes the access pattern longer than the previous one.

Proof. At a high level, the proof has the following steps. We will begin in game
UninnsertOblivHashSec@w with ¢ = 0. Then, we move to a game where the array
is replaced by all zeros, and the queue is stored locally. Then, we use the obliviousness
of ORAM to make a series of changes to the transcript of cuckoo hash operations: in
one game transition, we change all Update operations to Finds. Then, we change the
arguments of all Finds to all-zeros, and all second arguments of Insert to zeros (keeping
the indices the same). At this point, we are in a game where only the indices passed
to CKH.Insert and CKH.Delete depend on the adversary’s chosen transcript. However,
since we can guarantee duplicate indices are never passed to CKH.Insert, we can apply
the PRP security to swap the set of indices for a random subset of [| DB|].

We now proceed formally. Let A be an adversary, and let game G be
UninnsertOblivHashSec@w (CCOHQ, A, n,0). Let Tj) be A’s left transcript.

We build the game G, which is just like G except in all CCOHQAccess operations,
CKH.Find is always executed instead of choosing between Find and Update based
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on whether the operation is a read or a write. Again, the correctness of the values is
maintained locally instead of by writing them to the cuckoo hash table. Note that this
does not change the number of (oblivious) memory accesses made by CKH, since both
Find and Update only access two locations. We can build a reduction B to the oblivi-
ousness of ORAM to get [Pr[G; = 1] — Pr[Gy = 1]| < Advagam(B) .

Next is game Go, which is the same as G except all CKH.Find operations have
all-zeros arguments, and values written using CKH.Insert are replaced with zeros; cor-
rectness is ensured with local copies. Since this also does not change the number of
operations executed, we can use a similar argument to build another reduction C to the
obliviousness of ORAM, yielding [Pr[Gy = 1] — Pr[G = 1]| < Advagram(C) -

In game G, only the indices passed to CKH.Insert and CKH.Delete depend on
the adversary’s transcript 7. In game G3, we replace the set of indices passed to
CKH.Insert with a random subset of [|DB|]. This will change the number of mem-
ory accesses made by CKH.Insert, since a different number of swaps will be needed to
insert the indices into the hash table. However, because of the unique-insertion prop-
erty, in game G5 the hash table contains the PRP evaluated on distinct keys; thus,
by PRP security, the distribution of these inputs (and therefore of the swaps) is very
similar in game (G3. We can build a reduction D to the PRP security of F to get
|Pr[Gs = 1] — Pr[G2 = 1]| < AdvR(D) .

Reversing these game transitions in a manner similar to the proofs above lets us
transition to game UniqInsertOblivHashSec;; (CCOHQ, A, n,1), and we are done.

w

Finally, the proof for op,.-unique-insertion obliviousness is similar, so we omit it. |

7.3 Lower Bound

The lower bound for snapshot-oblivious RAM emulator follows from Larsen &
Nielsen’s lower bound [38]. In this subsection we first restate the main theorem of [38],
then show that c-snapshot ORAM can simulate a normal ORAM in a parameter regime
where the Larsen & Nielsen lower bound applies.

Theorem 10. (Larsen & Nielsen lower bound [38]). Any online ORAM with n blocks
of memory, consisting of r > 1 bits each, must have an expected amortized bandwidth
overhead of 2(log(nr/m)) on a sequence of ©(n) operations. Here m denotes the
client memory in bits.

Applying this theorem to our setting where each block is only one address and the client
memory is constant, which means r, m are constant, we obtain the following corollary.

Corollary 1. Any RAM emulator defined in Sect. 2.2 initialized with a database of size
N, executing on a sequence of N operations, with constant client storage, is secure
only if it has an expected amortized bandwidth overhead of £2(log(N)) .

The idea of our result is to use a snapshot-oblivious RAM emulator to simulate a
full ORAM. Notice that if the transcript is of length ¢, and the memory is at least of size
¢, the c-snapshot-oblivious RAM emulator becomes a secure RAM emulator executing
a sequence of ¢ operations, and the corollary above applies. Thus, the lower bound of
amortized bandwidth overhead is £2(log(c)).

Theorem 11. Let ¢ > 0 be an integer. If RE is a c-snapshot oblivious RAM emulator,
then RE must have (2(log c) expected amortized bandwidth overhead if the client has
constant memory.
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Proof. Suppose for contradiction that RE is a c-snapshot oblivious RAM emulator,
and it has o(log ¢) bandwidth overhead. We initialize RE on any database of size c.
Given a transcript of ¢ operations, RE can securely emulate the RAM by the def-
inition of c-snapshot obliviousness, but its o(logc) bandwidth overhead contradicts
Corollary 1. |

8 Conclusion

In this work, we initiated the study of snapshot-oblivious RAMs, a new oblivious mem-
ory primitive. There are many interesting open questions which we leave for future
work.

First, while we prove that our UHQoram scheme is asymptotically optimal in terms
of bandwidth overhead, its concrete performance is likely to be quite poor. Evaluating
the concrete performance of c-snapshot ORAMs, and improving concretely upon the
constructions of this paper, is a clear interesting question.

In this work we do not tackle the question of how system designers should choose
c. This is a complex and highly contextual question; it is natural to imagine system
designers choosing ¢ by weighing the risks of different compromises in their systems.
Which risks to consider, are questions we leave to future work.

For our security model to be an accurate characterization of real compromises, it
should be the case in real systems that the amount of information about past operations
is limited. If, for example, a system stored the history of every memory access on disk,
the limited-time compromise model in this paper would be unrealistic.

Prior work found that existing systems do, in fact, store a great deal of information
about past operations [23]. Realizing our security model in today’s systems is indeed a
challenge. We believe building systems with limited memories is ultimately tractable,
and a fascinating research problem in its own right. In addition to being of theoretical
interest today, our work builds a foundation for cryptography that can take advantage
of these kinds of system-level guarantees in the future.

Finally, there are many interesting ways to extend and enrich our snapshot security
model. One very clear open question is building schemes that remain secure even for
multiple snapshot compromises that are separated in time. Real systems are sometimes
compromised multiple times, so this extension is well-motivated practically. Another
interesting enhancement is transcript-length-hiding: namely, requiring that the number
of total operations executed is hidden by the snapshot-oblivious RAM.
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Abstract. The cryptographic sponge is a popular method for hash func-
tion design. The construction is in the ideal permutation model proven
to be indifferentiable from a random oracle up to the birthday bound in
the capacity of the sponge. This result in particular implies that, as long
as the attack complexity does not exceed this bound, the sponge con-
struction achieves a comparable level of collision, preimage, and second
preimage resistance as a random oracle. We investigate these state-of-
the-art bounds in detail, and observe that while the collision and second
preimage security bounds are tight, the preimage bound is not tight. We
derive an improved and tight preimage security bound for the crypto-
graphic sponge construction.

The result has direct implications for various lightweight crypto-
graphic hash functions. For example, the NIST Lightweight Cryptogra-
phy finalist Ascon-Hash does not generically achieve 2'?® preimage secu-
rity as claimed, but even 2'°? preimage security. Comparable improve-
ments are obtained for the modes of Spongent, PHOTON, ACE, Sub-
terranean 2.0, and QUARK, among others.

Keywords: sponge - hash function - preimage security * tightness

1 Introduction

The sponge construction of Bertoni et al. [9] is a popular approach for crypto-
graphic hashing. At a high level, the sponge operates on a state of size b bits,
which is split into an inner part of size ¢ bits (the capacity) and an outer part of
size r bits (the rate), where b = ¢+ r. The sponge consists of an absorbing phase
and a squeezing phase. In the absorbing phase, data is compressed into the state
r bits at a time, interleaved with an evaluation of a b-bit permutation P. In the
squeezing phase, a digest is extracted from the state r bits at a time, again inter-
leaved with an evaluation of P. A slight relaxation of this approach, introduced
by the developers of PHOTON [18], is to squeeze at a slightly larger rate ' > r.
Throughout this work, we will in fact consider this generalized description of the
sponge, as depicted in Fig. 1, but we will stick to calling it the “sponge”.

The sponge found quick adoption right after its introduction, and its popu-
larity is ever-increasing. Most notably, the eventual winner of the NIST SHA-3
© International Association for Cryptologic Research 2022
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competition [22], Keccak [11], relies on the sponge methodology. It was quickly
acknowledged that the sponge was particularly well-suited for lightweight hash-
ing, see, e.g., QUARK [3], Spongent [12], and PHOTON [18], and in the ongoing
NIST Lightweight Cryptography competition [23], no less than 22 submissions
(including 5 finalists) offer hashing via the sponge construction or a derivative
thereof.

Two causes for this quick adoption were the conceptual simplicity of the
sponge, and its ability to offer variable output length digests (later, functions that
facilitate this were dubbed extendable output functions (XOFs) [22]). Another
main cause was that the developers [10] proved security of the sponge construc-
tion in the indifferentiability framework [13,20]. In a bit more detail, the authors
proved that if P is assumed to be a random permutation, no adversary with an
attack complexity less than 2¢/2 can differentiate the sponge construction from
a random oracle. (For the PHOTON construction with larger squeezing rate
r’ > r, a comparable bound was proven by Naito and Ohta [21].) The result,
in words, implies that the sponge “behaves” like a random oracle and that it
can be used in (most) applications that were proven secure in the random ora-
cle model. This result also implies that, assuming that the query complexity is
at most 2¢/2, finding collisions, preimages, or second preimages for the sponge
is not easier than for a random oracle. Andreeva et al. [2, Appendix A] made
this implication explicit and demonstrated that for a sponge construction that
outputs a digest of (fixed length) n bits, finding collisions requires at least

q ~ min{2/2, 27/2} (1)
work, and finding preimages or second preimages requires at least
q ~ min{2%2 2"} (2)

work (see also Sect.3.1). These bounds have directly influenced the parameter
choices of many sponge-based hash designs. Most notably, the SHA-3 hash func-
tion family consists of four functions: SHA3-n where n € {224, 256,384,512}
defines the output size. Each of these four functions has its capacity ¢ equal to
twice the digest length n (see also Table1).

It was clear from the start that the indifferentiability bound of Bertoni et al.
[10] was tight. As a matter of fact, in around 2¢/? work, an adversary can find
inner collisions, i.e., different sponge evaluations that collide on the c-bit inner
part, and it can use these inner collisions to form a full collision for the sponge
and this way distinguish it from random. Likewise, the collision security bound
of (1) is tight, as a collision for a sponge with fixed n-bit output can be obtained
either by finding a c-bit inner collision or an n-bit output collision. Finally,
for second preimage resistance, tightness of the bound of (2) can be argued
in a comparable way. Clearly, one approach the adversary can take to find a
second preimage is an exhaustive search in 2™ work. Alternatively, given the
first preimage, the attacker can recompute the sponge on input of this first
preimage to determine the final state value before squeezing. Then, it computes
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the sponge forward from the initial value 0° and backward from the state value
before squeezing in order to find a collision on the c-bit inner part.

For preimage security, the situation is different, and it appears that for cer-
tain values ¢ and n, the bound of (2) is not tight. This is mainly caused by
the fact that, unlike for second preimage security, the final state before squeez-
ing cannot always be easily found. Already in the original introduction of the
sponge construction in 2007, it was claimed that a preimage attack can only
be found in max{2"~"",2¢/2} work [9, Section 5.3], where we recall that c is the
capacity during absorbing and r’ the rate during squeezing (in the original pro-
posal, 7/ = 7). In 2011, both the developers of PHOTON and Spongent made a
comparable claim regarding the preimage security of their construction [12,18].
We discuss this generic attack in detail in Sect. 3.2. Here, we also elaborate a
bit more on the generic collision and second preimage attacks, noting that they
are de facto simplifications of the preimage attack. Unfortunately, proving tight
preimage security of this level has remained an open problem since.

1.1 Tight Preimage Security

We solve this open problem and prove tight preimage security of the sponge
construction. In detail, assuming that the underlying permutation P is random,
we prove that the sponge achieves preimage security up to around

g ~ min {max {2"_7’,, 26/2} ,2"} (3)

work, where we recall that n is the digest size, ¢ the capacity of the sponge
(during absorption), and +’ the rate (during squeezing). A detailed bound is
given in Sect.4, and the bound tightly matches the generic attack of Sect. 3.2
(up to constant). The security relies on a careful investigation of what events
are needed to happen in order for a preimage to be found, and subsequently a
detailed computation of the probability of these events to occur.

At a very high level, suppose the attacker aims to obtain a preimage for a
digest Z consisting of £ r'-bit blocks Zi|| - - || Z¢, assuming 7’ | n for the sake
of simplicity. We assume, by definition, that the attacker is required to make
all permutation queries that are required for the computation of its eventual
preimage, and in particular, it must definitely obtain a cascaded evaluation of
£ — 1 permutation queries that correspond to outputs Zi, ..., Zy. In Fig. 1, these
are the first permutation evaluation after outputting Z; up to and including
the last permutation evaluation before outputting Z,. As we demonstrate in our
proof, the attacker succeeds in finding such a path only after around g ~ on—r’
queries.

However, the adversary is not done after just finding such cascade of per-
mutation evaluations: the evaluations must also be reached from 0° through the
absorption of certain message blocks—these message blocks eventually consti-
tute the preimage that the adversary would output. The adversary could succeed
in this in two ways: either the last permutation query before squeezing is made
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in forward direction, or it is made in inverse direction. If it is made in forward
direction, we have to go one step back in our reasoning, namely to the discussion
of the squeezing cascade, and observe that in this case the cascade of £ permuta-
tion evaluations can only be found in ¢ ~ 2" queries. If it is in inverse direction,
this particular permutation query can be made for free from the cascade of above
¢ —1 evaluations, but in order to then connect the cascade to the initial value 0°,
the adversary must necessarily ever find a forward and an inverse permutation
evaluation that collide on the inner part. This, in turn requires approximately
2¢/2 work.

In summary, finding a preimage requires either around 2" work, or the max-
imum of 2"~ and 2¢/2 work, exactly as expressed in (3). Needless to say, the
actual security analysis, and in particular the derivation of an upper bound on
the probability of finding a matching cascaded permutation evaluation of length
£—1 or £, is much more involved, among others as any permutation query of the
adversary may appear at any position in this cascade.

1.2 Application

For hash functions with a large capacity, e.g., Keccak and eventually the SHA-3
hash function family, the old bound of (2) accurately described the preimage
security. However, with the advent of lightweight cryptography, many sponge
constructions with small permutation size b, small capacity ¢, and small squeez-
ing rate v’ have appeared. In many of these cases, our bound has immediate
implications as it confirms higher preimage security.

The ISO/IEC standardized Spongent hash function of Bogdanov et al. [12]
and the PHOTON hash function of Guo et al. [18] are two such cases. Spon-
gent consists of five hash functions, all of which are sponges instantiated with
a permutation of size b € {88,136,176,240,272} bits, a rate of r = ' = 8
bits for the smallest two versions and r = v’ = 16 for the larger three, and a
capacity ¢ = b — r. The smallest version outputs n = b = 88 bits whereas the
other versions output n = ¢ bits. The old bound of (2) implied that a preimage
attack required at least 2°/2 work, whereas our new bound (3) implies that a
preimage attack requires at least 2"~" work. For the smallest version of Spon-
gent, this is an improvement from 2° to 2%, and for the largest version, this is
an improvement from 228 to 2240, PHOTON, likewise, consists of five sponge
hash functions (with larger squeezing rate than absorbing rate), instantiated
with a permutation of size b € {100, 144, 196, 256, 288}, corresponding capacities
c € {80,128, 160,224,256}, and with output size n = ¢. The squeezing rate dif-
fers for the five versions, but also here, a significant gain in the security bound
is achieved: 20 to 264 for the smallest variant and 228 to 22?4 for the largest
variant.

More recently, a notable example is Ascon-Hash, the hash function in the
Ascon [17] finalist in the NIST Lightweight Cryptography competition [23]. Ascon-
Hash is a plain sponge construction on top of a b = 320-bit permutation, with a
capacity ¢ = 256 and a rate v’ = 64. It outputs digests of size n = 256 bits,
which are thus generated in four squeezes. In this case, the old bound of (2) implied
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generic preimage security up to 2'2® work, whereas our new bound (3) implies
generic preimage security up to 2192 work. A similar effect is achieved for the modes
of other second round and final candidates in the NIST Lightweight Cryptogra-
phy competition, such as ACE [1], KNOT [25], SKINNY-HASH [6], Subterranean
2.0 [15], the hash proposal of Isap [16], and PHOTON-Beetle [4]. These sponge-
based functions all have their parameters (¢, r’, n) satisfying n — r’ > ¢/2.

In Tablel, we give a summary of these hash function constructions, and
show how the new preimage security bound improves over the earlier bound.
A more detailed evaluation of our new bound for SHA3-256, Spongent with
n = 256, and Ascon-Hash with n = 256 is given in Sect.5. We remark that in
Table 1, we did not include hash functions that are sponge(-like) but squeeze
digests in one round, such as Grindahl [19] and CubeHash [7], as our bound
only improves over the state-of-the-art bound for sponge(-like) constructions
that squeeze their digest in multiple rounds. Likewise, we did not include hash
functions that squeeze digests over multiple rounds but that have a large enough
¢ such that n — 1’ < ¢/2, such as Gimli [8], ESCH [5], and Xoodyak [14].

2 Preliminaries

2.1 Notation

We use x := y to define z as being equal to y. For b € N, we denote by {0, 1} the
set of binary strings of size b. Moreover, {0, 1}* is defined to be |J,cy{0, 1}°. For
a b-bit string s and 0 <z <y <b—1, s[z : y] denotes the substring containing
the bits of s from position x to y. Moreover, inner,(s) := sb—xz : b — 1],
outer,(s) := s[0 : = — 1]. For a finite set S, # <~ S means that z is sampled
uniformly at random from S. The set Perm(b) denotes the set of permutations
over {0,1}°. For any P € Perm(b) and i € N*, PY denotes the identity function
and P? is i iterations of P. For n,k € N such that k < n, we use [n]) to denote
the falling factorial of n of depth k, i.e., the product Hf;ol (n — 7). We remark
that, provided k? < n, we have

4
n—i’

where the first inequality uses 1 + z < e® applied with z =
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Table 1. Preimage security of the modes of SHA-3 (added for reference only, as our
bound does not improve the state-of-the-art bound) and selected lightweight hash func-
tions. Security bounds only hold under the assumption that the underlying permuta-
tions are ideal.

Parameters Security bound

Scheme Note
b ¢ r r mn € Ol (2) New (3)

SHA3-n 1600 448 1152 1152224 1 222+ 2224 SHA-3 standard [22]
1600 512 1088 1088 256 1 2256 2256 (included for reference)

1600 768 832 832 3841 2384 9384
1600 1024 576 576 5121 2°12 2512

Spongent 88 80 8 8 88 11 2% 280 ISO/IEC standard [12]
136 128 8 8 12816 2% 2120
176 160 16 16 16010 2% o144
240 224 16 16 224 14 212 2208
272 256 16 16 256 16 212 2240

PHOTON 100 80 20 16 80 5 2% 264 ISO/TEC standard [18]
144 128 16 16 1288 204 9112
196 160 36 36 1605 2% 9124
256 224 32 32 2247 2112 9192
288 256 32 32 2568 212 92

U-QUARK 136 128 8 8 12816 2% 2120 3]

D-QUARK 176 160 16 16 160 10 2% o144

T-QUARK 256 224 32 32 2247 212 2192

ACE-Hash 320 256 64 64 2564 2128 2192 NIST LWC round 2 [1]
KNOT Hash 256 224 32 128 2562 212 2128 NIST LWC round 2 [25]

384 256 128 128 2562 2128 2128
384 336 48 192 3842 2168  gl92
512 448 64 256 5122 2% 926

SKINNY-tk2-Hash 256 224 32 128 2562 212 2% NIST LWC round 2 [6]
Subterranean 2.0 257 248 9 32 2568 21 22 NIST LWC round 2 [15]
Ascon-Hash 320 256 64 64 2564 2'2% 2192 NIST LWC finalist [17]
PHOTON-Beetle-Hash 256 224 32 128 2562 2%2 2128 NIST LWC finalist [4]

2.2 Generalized Sponge Construction

Let b,c,r,¢,7’',n € Nwithb = c+r = ¢'+r'. Let P € Perm(b) be a cryptographic
permutation. Let pad be an injective padding function that transforms a message
M of arbitrary length into & blocks of r bits such that the last block is non-
zero. A minimal example is the 10*-padding that appends M with a one and
(—=|M| — 1) mod r zeros. We will restrict our focus to the sponge construction
with a fixed-length output of size n, and we define £ = [n/r'].

Let M € {0,1}* be an input message. The sponge construction instantiated
with the permutation P, denoted by H” : {0,1}* — {0,1}", is now defined as
follows.
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— M is first padded into k message blocks using pad: Mi|| - - || My — pad(M);

— Absorbing phase: the state S is initialized as 0°, and at the i*" iteration, for
i =1,...,k, the state is updated as S — P(S @ (M,||0°));

— Squeezing phase: at the i*" iteration, for i = 1,...,¢, the outer 7’ bits of S
are extracted as Z; < outer,(S) and the state is updated as S — P(S5);

— The digest is computed as Z «— (Z1]---1|Z¢)[0 : n — 1].

The sponge construction is illustrated in Fig. 1.

! My 2 y 22 . 2t
m M A LNt AN o
T v 0ol ' '
D> > > O > > >
i il i i i
' i ' '
0 /I = T = TR <
: i : :
1 1 1 1 1
c ' ol ' '
> > —»> - - > > > > —>
1 1 1 1 1
i il i i i
i P i i
Yo X1 1 Ya Yo

Fig. 1. Generalized sponge construction as described in Sect.2.2. The values Y; and
X, will be used in the proof in Sect. 4.

2.3 Security Model

An adversary A is a probabilistic algorithm. It has oracle access to a permutation
P sampled uniformly at random. A is computationally restricted only by its
number of evaluations of P and P!, that we denote by gq. We summarize all
queries made by A in a query history Q, an ordered list of tuples of the form
(X,Y,d) € {0,1}* x {0,1}" x {fwd, inv}, where P(X) = Y and where d denotes
the query direction. We denote by Q; the query history containing only the first
i queries. Without loss of generality, we can assume that the adversary never
makes a query that it already made before.

Preimage Resistance. We focus on everywhere preimage resistance [24]. In
this model, we consider any image Z € {0,1}" of length n and consider the
adversary A that can query P and has as goal to eventually output a message
M such that H7 (M) = Z. We require that the query history of A contains all
evaluations of P required for the computation of H” (M).

Definition 1. Let b,n,q € N, consider the sponge construction H of Sect. 2.2.
For any adversary A, we define its everywhere preimage advantage as

epre _ $ - P . P —
Adviy™(A) = Z&l&};{}n Pr (’P — Perm(b), M — A" (Z) : H" (M) Z) .
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We define by Advi)™(q) the supremum advantage over all adversaries making
at most q queries.

3 State-of-the-Art Generic Security Results

We will discuss the best known security lower bound in Sect. 3.1 and the best
known generic attack in Sect. 3.2.

3.1 Security Lower Bound

Maurer et al. [20] introduced the indifferentiability framework as an extension of
the notion of indistinguishability. The notion was tailored towards hash functions
by Coron et al. [13]. One says that a hash function H based on an ideal permu-
tation P is indifferentiable from a random oracle R if there exists a simulator
S (based on the random oracle) such that (H”,P) is hard to distinguish from
(R,S™®). Denote by Advif_}dif(q) the indifferentiability of H against any attacker
with total complexity ¢ (the number of primitive evaluations in (H”,P)).
Bertoni et al. [10] proved that the sponge is indifferentiable from a random
oracle up to bound Adviidif(q) < % Naito and Ohta [21] proved that for
the PHOTON construction, indifferentiability holds with a bound of the form

O (23/2 + ;%) (refer to [21] for the details).
Indifferentiability of a hash function H from a random oracle R in words
means that the hash function “behaves” like a random oracle. In the context of

preimage resistance, this means that [2, Appendix A]

AdviP(q) < Advii(q) + Advi™(q),

where we are slightly abusing notation for the latter term: to be precise, for
Adv™(q) we consider the adversary to have query access to the random oracle
R and its goal is to output a message M such that R(M) = Z for the predeter-
mined Z. Clearly, AdvY™(q) = ¢/2", and we thus obtain the state-of-the-art
bound for preimage resistance of the sponge:
ae+1) 4«

Adv?fre(q) S QCT + 27 (5)
Note that this is the bound that supports the complexity estimation given in (2):
generically finding a preimage for H” requires at least min{ZC/ 2 2n} evaluations.
A comparable reasoning applies to the second preimage and collision resistance
bounds.

3.2 Security Upper Bound

The best known attack, however, does not meet the first term of (5). In this
section, we describe the best known preimage attack against the sponge con-
struction. The attack de facto resembles the generic exhaustive preimage search
attack and the attack that the sponge developers described in [9].
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Let Z € {0,1}" be any given image. W.l.o.g., we assume the minimal padding
of Sect. 2.2. We make a case distinction depending on the values ¢, n. As we will
focus on tightness up to constant, we will sometimes ignore the fact that any
sponge evaluation of a message M of length k costs k + ¢ permutation calls, and
simply count any such evaluation as 1 query.

— Case n < ¢/2. The adversary fixes a message M and queries it to the con-
struction. The query satisfies H” (M) = Z with probability around 1/2".
After ¢ ~ 2™ attempts, the adversary has with high probability found a
preimage M.

— Case ¢/2 < n. The attack consists of two sequential parts.

e First, the adversary fixes a state value Y; such that Z; = outer,.(Y7). It

queries Y = P(Y1), Y3 = P2(Y1), ..., Yy = P*"1(Y}). The queries satisfy

7 - outer, (Y;) fori=2,...,0—1,
L outer,, _y—1)(Y;) fori==4,

with probability approximately

1\ 11
F ' on—(—1)r’ T oon—r’"

After g ~ 27" attempts, the adversary has found a state value Y7 such
that ¢ squeezes result in Z.

e Starting from 0P, it computes Yy~ := P(M;]|0°) for ¢ different values
M. Starting from the value Y7 found in the first part of the attack, it
computes Yy~ := P~ 1(P~1(Y1) & (M3]|0%)) for ¢ different non-zero values
M. If ¢ ~ 2¢/2, there will with high probability be two values M;, Ms
such that

inner.(Y;” @ Y,") = 0°.

Let M := outer, (Y;~ @Y, ). Define the preimage as the unique message
M such that pad(M) = M || Mz||Ms3. We remark that if r < ¢/2 one will
need multiple message blocks for both the forward and the inverse part in
order to make ¢ &~ 2¢/2 evaluations, but the attack works in a comparable
way. ,
In total, in this case the attack requires ¢ ~ 2"~ + 2¢/2 evaluations.
In general, the attack thus has a complexity of around
g ~min{2"" +2¢/2 27}

evaluations. We remark that the generic second preimage attack, as sketched in
Sect. 1, is basically a simplification of above preimage attack, where in the case
of ¢/2 < n, the attacker does not need to perform the first part of the attack but
can rather compute Y7 in a constant number of permutation evaluations from
the first preimage. The generic collision attack, also as sketched in Sect. 1, in
turn differs from this second preimage attack in the sense that for n/2 < ¢/2
the attacker can perform exhaustive collision search in around 2"/? evaluations
(instead of 2™).



194 C. Lefevre and B. Mennink

4 Improved Preimage Resistance Lower Bound

In the following theorem, we state our main result.

Theorem 1. Let b,c,r,c/, 7', n,q e Nwithb=c+r =+, and let £ := {%W

If g < 26/*1/3 and (£ —1)? < 2° the sponge construction H of Sect. 2.2 satisfies
the following bound:

AdVE™(g) < 27 4 1pin { g alat+1) } . (6)

on on—r’ ’ 2¢

The proof is given in the remainder of this section. We note that the bound
indeed matches the generic attack of Sect. 3.2 up to constant. In Sect. 5, we will
evaluate the bound of Theorem 1 more closely, and compare it with the generic
attack of Sect. 3.2 and the state-of-the-art bound of Sect. 3.1.

4.1 Setup

Let Z € {0,1}" be any image, and write Z = Z1||Zs|| - - - || Z¢, where |Z;| = ¢/
for i € {1,...,£ =1} and |Z;| = s < r'. Consider any adversary A as defined
in Sect. 2.3. To represent its knowledge from the query history, we use a graph
representation as done for example in [10,21]. Initially, the graph contains the
nodes {0, 1}*, which represent all possible internal states of the sponge. For each
query (X,Y,d) € Q with d € {fwd,inv}, and for any M € {0,1}", the edge
Y'Y is added, where Y := X @ (M]|0°). Note that in the squeezing phase,
such edge must appear for a zero-block message. In this case, the label is omitted.
Let Z; be defined as follows:

7. . {Y; € {0,1}* | outer,.(Y;) = Z;}, foriec{l,...,£—1},
" Y € {0,1}0 | outery (Vi) = Z;}, fori =L

Then, the goal of A is to find a preimage of Z, which implies the following event
PRE(Q):

PRE(Q) : Q defines a path 0 22 ... 2ty Moy oy,

such that Y; € Z; fori =1,... /.

We refer to Fig.1 for a depiction of these parameters. In the case of the
minimal injective padding presented in Sect. 2.2, finding a preimage corresponds
to PRE(Q) with the restriction that the last message block is not zero. In such
case, the preimage found by A is the unique message M such that pad(M) =
M| [[Mg.
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4.2 Logic
We separate the event PRE(Q) as the disjoint union of the following two events:

PREFWD(Q) : PRE(Q) with the restriction that the query
linking Yy and Y7 must be made in forward direction,
PREINV(Q) : PRE(Q) with the restriction that the query

linking Y and Y; must be made in inverse direction.
Clearly,
PRE(Q) <= PREFWD(Q) Vv PREINV(Q). (7)

We will consider dedicated trigger points for PREFWD(Q) and PREINV(Q). Let
S={M|Pt(V1) e Z,foralli € {1,...,0}} C Z;. We define the set Sgyq
and the multiset Si,, as follows:

Stwa = {P7'(V1) | Y1 € S},
Siwv = {Y1,P(Y1),..., P I(V1) | Y1 € S).

Intuitively, S,y includes all the nodes Y7, ..., Y, appearing in paths which set
PRE(Q) if discovered, while Sgyq captures all values X7 from which such path
Y7, — .-+ — Y, starts. Looking ahead, Styq includes the set of trigger points
for PREFWD(Q), and Siny, as a multiset, includes the set of trigger points for
PREINV(Q). These trigger points can be repeated in Sy, when some values Z;
are colliding. (Based on this, we will typically simply refer to Si,v as a set.) We
now introduce the following three events:

BADFWD(Q) : 3(X, Y, fwd) € O such that X € Sgya,
BADINV(Q) : 3(X, Y, fwd) € Q such that X € Sy or
3(X,Y,inv) € Q such that Y € Si,y,
INNER(Q) : I(X, Y, fwd), (X', Y, inv) € QU {(,0°, fwd)}
such that inner.(Y’) = inner.(X").

Note that for INNER(Q), the tuple (,0° fwd) is explicitly added to cover the
case where the adversary ever makes an inverse query that hits the initial state
0°. Here, the first element of the tuple is irrelevant, and henceforth omitted.
Intuitively, for PREFWD(Q) to be set, the adversary must among others
make a query P(X;) with X1 € Sgya. Thus, PREFWD(Q) implies BADFWD(Q).
Likewise, for PREINV(Q) to be set, the adversary must ever make a query that
appears in a path Y7 — --- — Y} in a query direction. In other words, it must
ever query a value in Si,,. Hence, PREINV(Q) implies BADINV(Q). Moreover,
given that PREINV(Q) defines a path starting from 0° that contains an edge
between Yy and Y7 corresponding to an inverse query, somewhere in this path
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from 0° to Y] there must be a collision between an inverse query and a descendant
of 0°. This means that PREINV(Q) also implies INNER(Q). More formally:

PREFWD(Q) —> BADFWD(Q), (8)
PREINV(Q) = BADINV(Q) A INNER(Q). (9)

From (7) to (9), we logically obtain
PRE(Q) — BADFWD(Q) Vv (BADINV(Q) A INNER(Q)), (10)
and thus

Pr (PRE(Q)) < Pr (BADFWD(Q)) + min {Pr (BADINV(Q)) , Pr (INNER(Q))}.
(11)

4.3 Probability Computation

We upper bound the three probabilities of (11), starting with Pr (INNER(Q))
in Lemma 1, then Pr (BADFWD(Q)) in Lemma 2, and finally Pr (BADINV(Q))

in Lemma 3.

Lemma 1. We have

Pr (INNER(Q)) < @ (12)

Proof (Proof of Lemma 1). We index the queries by the query number, i.e., the
i*" query is denoted by (X, Y? d"). INNER(Q) translates to the fact that either
there is an inner collision between the set of forward and inverse queries, or
that the output of an inverse query inner collides with 0°. More formally, this
implies that there exists ¢ € {1,..., ¢} such that one of the following two events
happens:

HITM(Q) : (X' Y7, fwd) € Q and
inner.(Y?) € {inner.(X*'),...,inner.(X*"1)},
HITI™Y(Q) : (X', Y%, inv) € Q and
inner.(X"*) € {inner.(Y?'),...,inner.(Y*"!),inner.(0°)}.

By basic probability theory,

Pr (INNER(Q)) <

-

Pr (INNER(Q;) A -INNER(Q;_1))

i=1

<

M=

Pr (HITﬁWd(Qi) VHIT™(Q;) ﬂNNER(Qi_l)) .
1

.
I
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For any i, the query is either in forward direction or in inverse direction, so it
can only set one of the two events. The response at the i*" query is uniformly
drawn from a set of size at least 2° — ¢, among which at most 2" elements set
HIT™(Q;) or HIT™(Q,). Thus:

. '2"'
Pr (HITde(Q,») VHIT™(Q;) ‘ ﬁINNER(Qi_l)) < 25 .
—q
Then, as ¢ < 2071,
q .
2 1
Pr(INNER(Q)) < 32 < % 0

Remark 1. We remark that the PHOTON construction [18] in fact differs from
the sponge construction [9] not only in the size of the squeezing blocks (as
explained in Sect.1), but also in the absorption of the first message block.
To be precise, the PHOTON construction allows the first message block to be
of size r” bits. Extending our analysis, this would only affect the analysis of
Pr (INNER(Q)) in Lemma 1 above. In this case, the event HIT™(Q) would be
triggered if inner.(X?) € {inner.(Y"),...,inner.(Y*~1)} or if innery (X?) = 0",
where ¢’ := b —r". This change would eventually result in a bound of the form:

Pr (INNER(Q)) < @ + 2(1
Lemma 2. We have
4q
Pr (BADFWD(Q)) < on (13)

Proof (Proof of Lemma 2). By basic probability theory,

Pr (BADFWD(Q))
2¢’

= Pr(BADFWD(Q) | |Siwal = ¥) - Pr(|Siwal =y).  (14)

y=1

We start by upper bounding the probability of the conditioned BADFWD(Q)
event for any y = 1,.. .,2‘4, which is similar to a guessing game: in order to
win, the adversary must guess X; € Sgwq with a forward query. We start by
remarking that Sgyq is defined via inverse P-calls, and that the adversary has no
a priori knowledge about those. Thus, one single query P(X) from the adversary
succeeds with probability at most 55. Moreover, one query eliminates at most
one candidate: if the query (X,Y,d) does not set BADFWD(Q), then X can be
removed from the set of candidates values to be in Si,y. If additionally d = inv
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and X € Styq, the adversary cannot guess this value anymore. Thus, defining
BADFWD(Qp) := L

Pr (BADFWD(Q) | [Stwa| = )

yq yq
<27
—z+1*2b 20’

\ A

q
< ZP (BADFWD(Q;) | |Stwa| = y A -BADFWD(Q;_1))
=
Z (15)

where in the last inequality, we used g < 2°~1.
Plugging this bound into (14) gives

’

2
2q
Pr (BADFWD(Q)) < 25 >y Pr (S| = 9)
y=1

2
< SHE(Stwal) - (16)

It remains to compute E (|Stya|) = E (|S|). For any Y € {0,1}°, define Bernoulli
variable Iy as

Iy=1<«< Yes.

Note that Iy = 0 whenever Y ¢ Z;. We have

E(IS))=E Z Iy

Ye{0,1}

= Y E(ly)

YeZ,

Y Pr(yes)

YezZ,
20' 2c' 2bfs
< J— -
—Ygl 20201 22— (—2)
7 (20')571 . 9b—s
2
(20')@—1 . 2b—s
S

where the last inequality uses (4). Therefore,

21)
E(S) <25 (17)
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Finally, from (16) and (17), we thus obtain

Pr (BADFWD(Q)) < ;l—z, (18)
which completes the proof. a
Lemma 3. We have

Pr (BADINV(Q)) < % (19)

Proof (Proof of Lemma 3). We first note that if £ = 1, |Siny| = 2¢' < 92b-m and
the result will be meaningless as BADINV(Q) can be set with probability 1. We
will henceforth focus on the case ¢ > 2.

Similar to the proof of Lemma 2, by basic probability we obtain

Pr (BADINV(Q))
2¢’
= ZPr(BADINV(Q) | [Sinv| = Cy) - Pr (|Sinv| = Ly),  (20)

y=1

where we used that Sy, is a multiset with a size multiple of ¢£. We start by
investigating the conditioned BADINV(Q) event for any y = 1,...,2¢, which is
more involved than BADFWD(Q) studied in Lemma 2. Because of the condition
|Sinv| = fy, there are y paths Y1 — --- = Y, with Y; € Z, fori =1,...,¢. The
adversary wins if it ever queries a value that is on any of these paths. Note that
this is different from the proof of Lemma 2, where the adversary had to guess any
starting point of a path. In the current setting, the attacker learns additional
information of failed attempts. For example, suppose that Z; # Zs and the
adversary makes a forward query P(X) =Y, where X € Z; and Y € Z, but
which does not set BADINV(Q). As it does not set BADINV(Q), the adversary
knows that querying P(Y") (i.e., guessing Y € Z as candidate value for a chain)
is fruitless.

To simplify our reasoning, we will be more generous to the adversary, and
for each query input X that the adversary makes, it receives both the forward
evaluation P(X) and the inverse evaluation P~!(X). Stated differently, for the
current game the query direction does not matter, and for each attempt X it
learns P~1(X) — X — P(X). The adversary wins if this is a proper subpath of
any of the y target paths X; — Y, — -+ — Yy, — Y1, where X; = P~1(Y})
and Yy 1 = P(Yy).!

A visualization of this game is given in Fig. 2 for £ = 4. For this example, recall
that fori = 1,2,3, Z; consists of all values Y € {0, 1} such that outer,, (Y) = Z;
and that Z, consists of all values Y € {0,1}® such that outer,(Y) = Z4. By

! The usage of parameter X in this path, as opposed to Yy, appears illogical at first
sight, but fits the parameter definitions as outlined in Fig. 1.
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the conditioned event, there exist y paths through the sets Zq,...,Z,4. In the
example, y = 2, hence there are two such paths. The adversary sets BADINV(Q)
if and only if it ever queries one of the at most fy nodes on these lines (not
including the ones on the outer shores {0, 1}?). It is noteworthy that these paths
are disjoint: they never cross the same node in the same shore.

Now, suppose the adversary makes a query X, it thus results in a path
P7H(X) - X — P(X). The query is considered a failed query if it is not
a proper subpath of any of the y paths. In particular, a failed query either
does not intersect with any of the y paths, or it intersects with one of the y
paths at their very ends. In other words, a query is considered a failed one for
path X; — Y7 — .-+ — Yy — Yy if and only if it intersects with either of
@,X1,Xy —» Y1,Y; — Ypi1,Y,, as illustrated in Fig. 2 (up to symmetry). Any
other intersection of the failed query result with the path is impossible, as e.g.,
depicted in Fig. 2, due to the fact that P is a permutation.

We remark that for 0 < i < j < £+ 1, a query can be successful for one
target path at position 4, and failed for another target path at position j at the
same time. In this case, the adversary is nevertheless successful. From this, we
can conclude that any query attempt either is successful or it eliminates at most
3 possible values from further guessing.

In summary, to win, the adversary must make a query in S;n,. This set is of
size at most fy and is a subset of the set Ule Z; of size at least 2¢.2 Since one
query eliminates at most 3 candidates and this is the only information available
for the adversary, after 4 — 1 unsuccessful attempts, the i attempt succeeds
with probability at most #ﬁlil) Thus, defining BADINV(Qp) := L,

Pr (BADINV(Q) | [Siny| = £y)

I
.M“

s
I
-

Pr (BADINV(Q)) | [Siny| = £y A =BADINV(Q;_1))

tyq
20/ ?

Ly lyq <9

< 21
2 —3(i—1) ~ 2¢ =3¢ — 1)

-

Il
-

K2

where in the last inequality, we used ¢ < 2¢'~1/3.
Now, it remains to plug the bound into (20). We can copy the analysis of
Lemma 2 verbatim and obtain

2¢’
Pr (BADINV(Q)) < 2% >ty Pr([Sin| = ty)
y=1
q
L E(Sum)
4lq

= 2n—7" )

<2

2 Note that this correctly captures the case i = £, as | Z,| = 2"~% > 2.
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where the last inequality uses |Siny| = £|S| and (17). This completes the proof.
O

Remark 2. In the proof of Lemma 3, we bounded the probability that the i*®
query is successful by m There is a small loss in this bound due to various
simplifications we had to make. First note that as we provide the adversary both
directions of the queries, we slightly increase its knowledge and thus success
probability. In addition, each query attempt X has its leftmost 7/ bits outer, (X)
fixed, and the adversary thus commits itself to the value Z; and thus to the
position in Fig. 2 the query could occur. However, there is no way to make use
of this property, as in the general case, the values 71, ..., Z, may be equal and
the query can nevertheless occur at multiple positions. Finally, in the specific
case where some values Z; are mutually equal, this basically reduces the set of
candidates to be in S, thus also the set of possibly successful values, and possibly
also the amount of information the adversary learns from a failed attempt.

4.4 Conclusion

From (11), Lemma 1, Lemma 2, and Lemma 3, we obtain

Pr (PRE(Q)) < 3—3 +min{2i£(i,,q(q2t1)}, (23)

and this completes the proof of Theorem 1.

{0,13° {0,13°

Fig. 2. Illustration of the conditioned BADINV(Q) event for £ = 4 and y = 2. To win,
the adversary must guess any node from U?zl Z,; on any of the y = 2 dotted blue
paths. A query attempt X is successful if and only if P~1(X) — X — P(X) (depicted
solid red) is a proper subpath of any of the blue lines. As P is a permutation, a failed
query attempt is either non-overlapping with any of the dotted blue paths, or it may
partially overlap only at the ends of a blue line, the other cases are impossible and
illustrated as such. (Color figure online)



202 C. Lefevre and B. Mennink

5 Conclusion

In this section, we compare our result with the state-of-the-art bound of (5)
(Sect. 3.1) and the best existing attack. Recall that in Theorem 1, we obtained

the following bound:
4 4¢
=2 4 min ql77q(q+1) .
2TL 271—7' 20

Advy™(g) <

If £ = 1, our security bound matches the state-of-the-art bound up to a factor
of 4, while if £ > 1, our bound improves the existing state of the art significantly.
In both cases, the bound matches the best known attack outlined in Sect. 3.2 (up
to constant). In the following, we show the improvement with the parameters
used in the modes Ascon-Hash [17] and Spongent [12].

First consider the Ascon-Hash mode with parameters (b,c,r, 1, n)
(320,256, 64, 64,256). In this case, £ = n/r’ = 4. In Fig.3, we compare the
state-of-the-art bound of Sect. 3.1, our new bound of (6), and the best known
attack of Sect.3.2. We observe that our new bound significantly improves the
state-of-the-art bound starting at a very low value of ¢. In detail, the adversarial
advantage is approximately 1.5 x 10738 for ¢ ~ 29 at the intersection point as
shown in Fig. 3b, i.e., at the point where the old bound starts to degenerate but
our new bound stays low.

It is also interesting to consider the largest mode of Spongent, i.e., with
parameters (b, c,r, ', n) = (272,256, 16, 16, 256). It has a small rate, and conse-
quently a high value ¢ = n/r = 16, but the same capacity and output size as
the ones of Ascon-Hash. A comparison of the old bound, new bound, and best
known attack is given in Fig.4. Here, the intersection point occurs at ¢ ~ 223,
with an advantage of approximately 3 x 1074, Our bound thus improves even
more the state-of-the-art bound to reach a preimage resistance close to 240 bits.
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Fig.3. Comparison of the state-of-the-art security bound, new security bound,
and best known attack for the Ascon-Hash mode with parameters (b,c,r,7',n) =

(320, 256, 64, 64, 256).
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Fig.4. Comparison of the state-of-the-art security bound, new security bound,
and best known attack for the Spongent mode with parameters (b,c,7,7’,n) =
(272,256, 16, 16, 256).

Acknowledgements. We would like to thank the anonymous reviewers for their valu-
able comments, and in particular the reviewer that proposed a fix to the square root
loss that was present in an earlier version of the proof. Charlotte Lefevre is sup-
ported by the Netherlands Organisation for Scientific Research (NWO) under grant
OCENW.KLEIN.435. Bart Mennink is supported by the Netherlands Organisation for
Scientific Research (NWO) under grant VI.Vidi.203.099.

References

1. Aagaard, M., AlTawy, R., Gong, G., Mandal, K., Rohit, R.: ACE: an authenticated
encryption and hash algorithm. Second Round Submission to NIST Lightweight
Cryptography (2019)

2. Andreeva, E., Mennink, B., Preneel, B.: Security reductions of the second round
SHA-3 candidates. In: Burmester, M., Tsudik, G., Magliveras, S., Ili¢, I. (eds.) ISC
2010. LNCS, vol. 6531, pp. 39-53. Springer, Heidelberg (2011). https://doi.org/10.
1007/978-3-642-18178-8_5

3. Aumasson, J.-P., Henzen, L., Meier, W., Naya-Plasencia, M.: QUARK: a lightweight
hash. In: Mangard, S., Standaert, F.-X. (eds.) CHES 2010. LNCS, vol. 6225, pp.
1-15. Springer, Heidelberg (2010). https://doi.org/10.1007/978-3-642-15031-9_1

4. Bao, Z., Chakraborti, A., Datta, N., Guo, J., Nandi, M., Peyrin, T., Yasuda, K.:
PHOTON-Beetle. Final Round Submission to NIST Lightweight Cryptography
(2019)

5. Beierle, C., et al.: Schwaemm and Esch: lightweight authenticated encryption and
hashing using the sparkle permutation family. Final Round Submission to NIST
Lightweight Cryptography (2019)

6. Beierle, C., et al.: SKINNY-AEAD and SKINNY-Hash v1.1. Second Round Sub-
mission to NIST Lightweight Cryptography (2019)

7. Bernstein, D.J.: CubeHash specification (2.B.1). Second Round Submission to
NIST SHA-3 Competition (2009)


https://doi.org/10.1007/978-3-642-18178-8_5
https://doi.org/10.1007/978-3-642-18178-8_5
https://doi.org/10.1007/978-3-642-15031-9_1

204

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

C. Lefevre and B. Mennink

Bernstein, D.J., et al.: Gimli. Second Round Submission to NIST Lightweight
Cryptography (2019)

Bertoni, G., Daemen, J., Peeters, M., Van Assche, G.: Sponge functions. Ecrypt
Hash Workshop 2007, May 2007

Bertoni, G., Daemen, J., Peeters, M., Van Assche, G.: On the indifferentiability
of the sponge construction. In: Smart, N. (ed.) EUROCRYPT 2008. LNCS, vol.
4965, pp. 181-197. Springer, Heidelberg (2008). https://doi.org/10.1007/978-3-
540-78967-3_11

Bertoni, G., Daemen, J., Peeters, M., Van Assche, G.: The Keccak reference, Jan-
uary 2011

Bogdanov, A., Knezevi¢, M., Leander, G., Toz, D., Varici, K., Verbauwhede, I.:
SPONGENT: a lightweight hash function. In: Preneel, B., Takagi, T. (eds.) CHES
2011. LNCS, vol. 6917, pp. 312-325. Springer, Heidelberg (2011). https://doi.org/
10.1007/978-3-642-23951-9_21

Coron, J.-S., Dodis, Y., Malinaud, C., Puniya, P.: Merkle-Damgard revisited: how
to construct a hash function. In: Shoup, V. (ed.) CRYPTO 2005. LNCS, vol. 3621,
pp. 430-448. Springer, Heidelberg (2005). https://doi.org/10.1007/11535218_26
Daemen, J., Hoffert, S., Peeters, M., Van Assche, G., Van Keer, R.: Xoodyak, a
lightweight cryptographic scheme. Final Round Submission to NIST Lightweight
Cryptography (2019)

Daemen, J., Massolino, P., Rotella, Y.: The Subterranean 2.0 cipher suite. Second
Round Submission to NIST Lightweight Cryptography (2019)

Dobraunig, C., et al.: ISAP v2. Final Round Submission to NIST Lightweight
Cryptography (2019)

Dobraunig, C., Eichlseder, M., Mendel, F., Schlaffer, M.: Ascon v1.2. Final Round
Submission to NIST Lightweight Cryptography (2019)

Guo, J., Peyrin, T., Poschmann, A.: The PHOTON family of lightweight hash
functions. In: Rogaway, P. (ed.) CRYPTO 2011. LNCS, vol. 6841, pp. 222-239.
Springer, Heidelberg (2011). https://doi.org/10.1007/978-3-642-22792-9_13
Knudsen, L.R., Rechberger, C., Thomsen, S.S.: The Grindahl hash functions. In:
Biryukov, A. (ed.) FSE 2007. LNCS, vol. 4593, pp. 39-57. Springer, Heidelberg
(2007). https://doi.org/10.1007/978-3-540-74619-5_3

Maurer, U., Renner, R., Holenstein, C.: Indifferentiability, impossibility results on
reductions, and applications to the random oracle methodology. In: Naor, M. (ed.)
TCC 2004. LNCS, vol. 2951, pp. 21-39. Springer, Heidelberg (2004). https://doi.
org/10.1007/978-3-540-24638-1_2

Naito, Y., Ohta, K.: Improved indifferentiable security analysis of PHOTON. In:
Abdalla, M., De Prisco, R. (eds.) SCN 2014. LNCS, vol. 8642, pp. 340-357.
Springer, Cham (2014). https://doi.org/10.1007/978-3-319-10879-7_20

National Institute of Standards and Technology: FIPS PUB 202: SHA-3 Standard:
Permutation-Based Hash and Extendable-Output Functions, August 2015. http://
nvlpubs.nist.gov/nistpubs/FIPS /NIST.FIPS.202.pdf

NIST: Lightweight Cryptography, February 2019. https://csrc.nist.gov/Projects/
Lightweight-Cryptography

Rogaway, P., Shrimpton, T.: Cryptographic hash-function basics: definitions, impli-
cations, and separations for preimage resistance, second-preimage resistance, and
collision resistance. In: Roy, B., Meier, W. (eds.) FSE 2004. LNCS, vol. 3017, pp.
371-388. Springer, Heidelberg (2004). https://doi.org/10.1007/978-3-540-25937-
4.24

Zhang, W., et al.: KNOT: algorithm specifications and supporting document. Sec-
ond Round Submission to NIST Lightweight Cryptography (2019)


https://doi.org/10.1007/978-3-540-78967-3_11
https://doi.org/10.1007/978-3-540-78967-3_11
https://doi.org/10.1007/978-3-642-23951-9_21
https://doi.org/10.1007/978-3-642-23951-9_21
https://doi.org/10.1007/11535218_26
https://doi.org/10.1007/978-3-642-22792-9_13
https://doi.org/10.1007/978-3-540-74619-5_3
https://doi.org/10.1007/978-3-540-24638-1_2
https://doi.org/10.1007/978-3-540-24638-1_2
https://doi.org/10.1007/978-3-319-10879-7_20
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://doi.org/10.1007/978-3-540-25937-4_24
https://doi.org/10.1007/978-3-540-25937-4_24

®

Check for
updates

Block-Cipher-Based Tree Hashing

Aldo Gunsing®™)

Digital Security Group, Radboud University, Nijmegen, The Netherlands
aldo.gunsing@ru.nl

Abstract. First of all we take a thorough look at an error in a paper
by Daemen et al. (ToSC 2018) which looks at minimal requirements for
tree-based hashing based on multiple primitives, including block ciphers.
This reveals that the error is more fundamental than previously shown
by Gunsing et al. (ToSC 2020), which is mainly interested in its effect on
the security bounds. It turns out that the cause for the error is due to an
essential oversight in the interaction between the different oracles used
in the indifferentiability proofs. In essence, it reduces the claim from the
normal indifferentiability setting to the weaker sequential indifferentia-
bility one. As a matter of fact, this error appeared in multiple earlier
indifferentiability papers, including the optimal indifferentiability of the
sum of permutations (EUROCRYPT 2018) and the recent ABR™' con-
struction (EUROCRYPT 2021). We discuss in detail how this oversight
is caused and how it can be avoided.

We next demonstrate how the negative effects on the security bound of
the construction by Daemen et al. can be resolved. Instead of only allow-
ing a truncated output, we generalize the construction to allow for any
finalization function and investigate the security of this for five different
types of finalization. Our findings, among others, show that the security
of the SHA-2 mode does not degrade if the feed-forward is dropped and
that the modern BLAKES3 construction is secure in principle but that its
use of the extendable output requires its counter used for random access
to be public. Finally, we introduce the tree sponge, a generalization of the
sequential sponge construction with parallel absorbing and squeezing.

Keywords: Hash Functions - Block Ciphers - Tree Hashing -
Indifferentiability

1 Introduction

1.1 Hash Functions

Hash functions, which are functions H : {0,1}* — {0,1}" that compress an
arbitrarily-sized message M to a fixed sized output h, form a fundamental part
of many cryptographic constructions. In practice they are not built directly,
but from a smaller compression function that only takes a fixed sized input,
for example f: {0,1}2" — {0,1}". A popular and simple method for this is the
Merkle-Damgard construction [Mer89, Dam89], which uses a fixed-sized compres-
sion function in a sequential manner to obtain the hash digest. This construction

© International Association for Cryptologic Research 2022
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is sometimes ‘strengthened’ by appending an encoding of the length of the mes-
sage to the end, giving a collision resistant hash function as long as the internal
compression function is collision resistant, a fact proven by Merkle and Damgard
independently.

However, it turned out that collision resistance is not strong enough for some
situations. For example, strengthened Merkle-Damgard is susceptible to another
attack, called the length extension attack: given the hash digest H(M) of a
message M and its length |M]| it is possible to compute H(pad(M) || M’) for
any M’, without knowing the original message M. This is possible as the digest
H(M) leaks the internal state of the hash function when the blocks of pad(M)
are processed. By using this state as the initial value, it is straightforward to
compute H(pad(M) || M") for any M’. This is especially troublesome when the
function is used in the keyed fashion as H(K || M), noting it should be possible
to build a MAC in this way, as the output of the hash should be unpredictable
when K is unknown. The attack above shows that this construction is insecure
when the hash function is instantiated with (strengthened) Merkle-Damgard,
even when the internal compression function is secure. A remedy for this is the
HMAC construction [KBC97,Bel06], but this is less efficient and unsatisfying.

This weakness asks for a more sophisticated security analysis for hash func-
tions, namely one that guarantees that the hash function behaves like a random
oracle, which gives an randomly generated and independent output for every
input. The most general security notion we have is the one of indifferentiability
introduced by Maurer et al. [MRHO04], which is further applied to hash functions
by Coron et al. [CDMPO5].

1.2 Previous Work

Using this stronger security notion of indifferentiability, multiple constructions
have been shown indifferentiable. For example, prefix-free Merkle-Damgard
[CDMP05,LGD+09,LLG11] and Merkle-Damgéard with truncation [CDMPO05,
CNO08,LGD+09,LLG11] have been shown indifferentiable, all assuming that
the underlying compression function is an ideal compression function. How-
ever, this is a very strong and unrealistic assumption: most constructions
use a block-cipher-based design with commonly the Davies-Meyer transforma-
tion [PGV93] on top. This transformation defines the compression function
f {01} x {0,1}* — {0,1}* as f(k,x) = &i(z) ® = for a block cipher
€ :{0,1}"® x {0,1}* — {0,1}". This transformation does make it hard to find
collisions or an inverse, but it is not indifferentiable from an ideal compression
function and has some undesirable properties. For example, the computation of
& 1(0%) =  for an arbitrary k € {0, 1}* immediately gives a fixed point = where
flk,2) = E(x) @z = 0 @ = x, while finding such fixed point is very diffi-
cult for an ideal compression function. This means that one cannot directly use
this compression function in a construction that expects an ideal compression
function; additional analysis is required. In short, we cannot use constructions
based on an ideal compression function to argue security of block-cipher-based
constructions.
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There have been some constructions shown to be indifferentiable from an
ideal compression function [Men13,LMN16, GBK16], but these are very complex
and inefficient. There is some work that have dedicated analysis of block-cipher-
based constructions: for example, prefix-free Merkle-Damgard with Davies-
Meyer [CLNY06,GLCO08] or Merkle-Damgard with Davies-Meyer with trunca-
tion [GLCO8], etc. Another approach for creating a hash function is by processing
the message in parallel by using a tree hash, a direction looked at by for exam-
ple Dodis et al. [DRRS09], where an ideal compression function is used as a
primitive. They also show that one can use a truncated permutation to create
a compression function that is indifferentiable from a random function, which is
later improved upon [CLL19], however, this gives an unoptimized construction
and inferior security bounds as the abstraction to an ideal compression function
requires extra overhead.

The most promising work for this approach was by Daemen et al. [DMA18]
who looked at general tree hashing based on, among others, block ciphers. This
paper defined very general properties that a tree hash should satisfy in order
to be indifferentiable from a random oracle. Importantly, it supposedly proved
that truncation nor a feed-forward is not one of the required properties. However,
Samuel Neves pointed out a critical error in the paper indicating that truncation
should be required, which was also the formal fix used in the errata by Gunsing
et al. [GDM20]. This still leaves us with an unsatisfactory situation as truncation
is not always a desirable option when the size of the block cipher is small.

1.3 Owur Contribution

1.3.1 Identification of the Flaw

In Sect.3 we will discuss the nature of the error in more depth. It turns out
that there is more to the error than the superficial correction of the bound
in [GDM20] indicates. The original paper implicitly ignores some fundamental
interaction between the primitive and construction oracles that appear in the
definition of indifferentiability as they, after a transformation, incorrectly discard
all queries made to the construction oracle. This can only be done when the
construction queries are made after the primitive ones. In essence, one could
reinterpret the proof to happen in the weaker sequential indifferentiability setting
[MPS12] where all primitive queries happen before the construction queries,
making this reasoning valid. The same reasoning error occurs in other papers
as well [CN08, MPN10,MP15,Leel7,BN18,ABR21]. One [CNO§] is about hash
functions as well, but it does not make use of any invalid properties, which
means that the bounds are not influenced at all and that the proof could be
fixed in a straightforward manner. Most other ones [MPN10,MP15, Leel7,BN18]
are about the indifferentiability of the sum of permutations and are all based
on [MPN10] which contains the same error and the other papers copy the same
faulty reasoning. At least the proof of the most recent work [BN18], claiming
optimal indifferentiability of the sum of permutations, is significantly impacted.
More recent work with the ABR™ construction [ABR21] also contains the same
error, although it should not influence its result.



208 A. Gunsing

1.3.2 Block-Cipher-Based Tree Hashing with General Finalization

We improve the state of the art by generalizing the the construction of Daemen
et al. [DMA18], which only considers a truncated output. We generalize the
construction to allow for any finalization function and analyze the security of
this for five different types of finalization. These constructions and their security
properties are summarized in Table 1. Section 4 contains the full security bounds.

Normal Truncation. First of all we re-prove the same construction as in [DMA18]
but with more care where we take the error into account. This proves that the
original properties are indeed sufficient when truncation is properly account for,
as is also shown in the fixed version. Additionally, we generalize some properties
slightly, allowing for a more flexible length of the initial value and digest size.

Truncation Without Subtree-Freeness. The most natural way to prevent the
length extension attack is by requiring subtree-freeness, where the result of a
hash can never be part of another hash. However, in order to prevent this situ-
ation, the mode has to use extra bits to mark, for example, the final node. This
introduces extra overhead compared to a simpler mode. A different solution is
to require more truncation, which was already done previously for the Merkle-
Damgard mode specifically. We generalize this solution to tree hashes. It turns
out that one can drop the subtree-freeness property by truncating to an even
smaller digest, where the exact cost depends on the specific mode. In Sect. 5.1
we use this to prove the security of the mode used in truncated SHA-2 [SHAO0S],
without requiring any feed-forward. This is a significant efficiency improvement,
as SHA-2 uses a feed-forward in every compression call.

Chopping. Thirdly we look at chopping instead of truncating. Truncation keeps
the first few bits of a string and drops the other bits, while chopping does the
inverse: it drops the first few bits and keeps the remaining ones. At a first glance
this should not make a difference, as the operations are symmetrical. However,
as in our definition of tree hashes we assume that the chaining values are always
the result of truncated outputs, it turns out that chopping the final value instead
of truncating gives a superior security bound. It essentially voids the stronger
requirement with respect to the digest size that the previous mode lost. In short,
by using chopping as the finalization instead of truncation, we can drop the
subtree-freeness requirement without compromising any security. In Sect. 5.3 we
introduce the tree sponge, a generalization of the sponge construction allowing
for parallel absorbing and squeezing, making full use of this result.

Enveloped. Fourthly we look at a generalized enveloped mode. This mode uses
a fixed value in the data path of the final compression call, generalizing the
Enveloped Merkle-Damgérd construction [BR06]. Compared to normal Merkle-
Damgard this switches the position of the chaining value from the data input to
the key input. This simple change allows for a secure mode that does not require
much overhead. We show that this approach generalizes from the sequential
Merkle-Damgard mode to general tree-based hashes.
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Feed-Forward. Fifthly we look at a feed-forward. We show that by having a
feed-forward in the final compression call we do not need any truncation. The
conventional approach, which has also been adopted in SHA-2, is that all com-
pression calls use a feed-forward. However, we show that only the final one is
required. More importantly, its use does not negate other conditions. For exam-
ple, subtree-freeness is still required, which is not satisfied in SHA-2 and trunca-
tion is still required. In Sect. 5.2 we use this to analyze the security of the mode
used in BLAKE3 [OANW20] when based on a block cipher. We show that the
mode is secure in principle, but there is a non-negligible factor in the complex-
ity of the simulator. As a consequence, the extendable output mode becomes
insecure when a secret value is used for its offset.

Table 1. Summary of the indifferentiability bounds. The conditions MD, LA, RD, SF
and FA stand for message-decodability, leaf-anchoring, radical-decodability, subtree-
freeness and final-anchoring, respectively. The bits of security are with respect to the
number of primitive queries either direct or indirect, where constant and logarithmic
terms are ignored. b is the length of the data input of the block cipher, ¢ < b the
capacity of the chaining values, n < b the digest length and m < ¢ the length of IV,
which is used for leaf-anchoring. For the finalization, x denotes the data input to the
final block cipher call and y the output. The notations |y|, and [y]. denote truncation
and chopping respectively (i.e. # = |x|n || [2]|g|—n for all n). Note that all chaining
values are truncated block cipher outputs, hence the asymmetry between truncation
and chopping. For the enveloped and feed-forward modes there is no truncation or
similar hence n = b. The proofs are in the full version [Gun22].

mode MD+LA+RD SF FA finalization  bits of security
truncation Y Y — Ly min(m, ¢/2,b —n)
v — — ly]n min(m, ¢/2,c —n)
chopping v — — [y]n min(m,c/2,b —n)
enveloped v v full y min(m, ¢/2)
feed-forward v v’ partial Dy min(m, ¢/2)

1.3.3 Comparison of the Variants
The different modes above all come with different trade-offs:

— Truncation/Chopping is useful when the block length b is sufficiently large.
This is often the case for permutations (which is simply the special case k = 0)
or large block ciphers. The results show that chopping is basically superior
to truncation, when the chaining values are constructed using truncation.
If this is the other way around the same result holds by symmetry. The
important observation is that dropping a different part of the output in the
finalization compared to the internal chaining values is superior to doing the
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same operation twice. This is shown by the fact that an extra condition in
the form of subtree-freeness can be dropped, or that the efficiency can be
significantly improved: the change in the security term from ¢ —n to b — n
allows for a larger n with the same security level.

— If a large block size is not available, the enveloped mode is useful. This mode
does not have any extra security terms and can achieve b/2 bits of security.
The biggest disadvantage is that it requires one full extra block cipher call.

— The feed-forward mode is commonly used, but it does not reduce the
required conditions compared to the other finalizations. For example, radical-
decodability and subtree-freeness are still necessary. Its advantage compared
to the enveloped mode is that it only requires partial final-anchoring, making
it possible to process a larger message block in the final compression call,
increasing its efficiency slightly.

2 Preliminaries

2.1 Notation

Our setup is in the ideal model and we denote £ : {0,1}* x {0,1}* — {0,1}®
for an ideal cipher with key length x and block length b that is uniformly drawn
from the set of all such block ciphers. For a bit string x of size at least n bits, we
denote |z, for the first n bits of z (truncation) and [z], for the last n bits of
x (chopping). Note that for any such 2 we have that x = [z],, || [2]|4|—n, Where
|z| denotes the length of a string x in bits and -||- concatenation. The uniform
random drawing of an element z from a finite set X is denoted by z < X. We
denote n < b for the digest length, ¢ < b for the capacity, which is the size of
the chaining values, and m < c¢ for the length of IV; which will be used for
leaf-anchoring.

2.2 Tree Hashing

We follow the same tree hashing paradigm as in [DMA18], but specialized for
block ciphers and with some small generalizations.

For our definition we use an explicit intermediate step of template generation
in order to be able to reason about the hashing mode. It will consist of three
steps: template construction, template execution and a finalization.

A block-cipher-based tree hashing mode 7 = (Z,() consists of a template
generating function Z : N x A — X and a finalization function ¢ : {0,1}" x
{0,1}* — {0,1}". Here, A is a set of parameters chosen by the mode and X is
the set consisting of all possible templates and is independent of the mode. The
resulting hash function H7[€] : {0,1}* x A — {0,1}"™ is based on an ideal cipher
£ and computes the hash digest of a message M € {0,1}* with parameters
A € A in multiple steps:

— First it computes the tree template Z = Z(|M|, A) based on the message
length |M| and the parameters A. This step is elaborated on in Sect. 2.2.1.
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— Then it executes the template based on an ideal cipher £ to get the in- and
output of the final node (z,y) = Y[E](M, Z), with Y[&] : {0,1}* x X —
{0,1}° x {0, 1}°. This function is the same for all modes and is elaborated on
in Sect. 2.2.2.

— As the last step it applies the finalization function ¢ to the in- and output to
get the digest h = (,(y). If the input « is not used we simply write ((y). This is
a generalization compared to [DMA18], where only ((y) = |y]n is considered.
The major alternative is the feed-forward defined as (,(y) = « @ y. It has to
be possible to randomly compute an inverse given some input = and digest h

as y < (' (h).

2.2.1 Template Construction

Based on the message length 1 € N and the parameters A € A a tree template
is constructed. The template consists of a number of block cipher calls called
nodes, where the inputs of the block ciphers are already determined as virtual
bits. These come in three flavors:

— Frame bits: these are fixed bits that are determined solely on the message
length 1 and the parameters A. For example, these can be used for domain
separation or can encode the length of the message.

— Message pointer bits: these bits reference specific bits in M. For example, a
bit can reference the ‘fifth bit of M’, but this bit is currently unknown.

— Chaining pointer bits: these bits refer to the result of another compression
call. We require that all first ¢ bits of every compression call are used exactly
once (except the final one which is special) and consecutively, where ¢ < b is
the capacity. For example, if ¢ consecutive bits refer to the result of (k,x) it
will equal |Ex(z)|. when instantiated.

There is one special block cipher call whose output is not used in the tree. This
is called the final node and is denoted by final(S) for an instantiation S. A leaf
node is a node that does not contain any chaining pointer bits.

Moo ||0 M-

1}

[0

ot

O

Vi —t & 1
E Y
Me|[10 || O |M] [0

L L

IV, — & &

Fig. 1. Basic example of a block-cipher-based tree hashing mode with key size k = 4,
block size b = 3, capacity ¢ = 3 and message length p = 7.
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A basic example of a block-cipher-based tree hash is displayed in Fig. 1. The
different kind of virtual bits in the example are:

— Frame bits: the two IVy’s, the 10 (padding), the four 0’s, the 1 and the
encoding of the message length |M].

— Message pointer bits: the three blocks of My_o, M3_5 and Mg.

— Chaining pointer bits: the four outputs of a call to £ that are fed into another
block cipher call.

Note that the output of the final node is denoted by y, which is not necessarily
the hash digest; there is an additional finalization function ¢ applied to get the
hash digest. In other words, h = (;(y), with h the hash digest and = and y the
in- and outputs of the final node. Furthermore, it is possible to have a capacity
¢ < b, in which case the chaining values are truncated.

2.2.2 Template Execution

The procedure Y[E](M, Z) executes the tree template Z on a message M with
compatible length to get the hash digest h € {0,1}". It uses the following
procedure:

— It instantiates the template to get the corresponding tree S. This means that
all message pointer bits are instantiated with their respective value of M
and similarly for all chaining pointer bits, whose values depend on the block
cipher &.

— Tt gets the inputs of the final node (k,z) = final(S).

— It computes the output of the final node y = & (x).

— It returns the data input and output of the final node (z,y).

The tree S is represented as a list composed of values of the form (k, z, «), each
representing one node. k£ and x are the key and data inputs to the block cipher
and « denotes a different location in the tree. This value means that there is a
block cipher call of the form y = & (x) and that the output |y|. is used in the
position a. The output of the final node is not used in the tree, which is denoted
by a = 1. An example is displayed in Table 2.

2.2.3 Definitions
Now we define a few terms that allow us to reason about hashing modes. First of
all we define the tree template set Z7 as the set of all possible tree templates.

Definition 1 (tree template set [DMA18,BDPV14]). For a mode of opera-
tion T we define tree template set Z+ C X as the range of the template con-
struction function Z:

Z’T = {Z(ILI’7A)|/‘L € NvA € A}v
where 1 covers all message lengths and A all parameters.

Next, we define some useful subsets of trees that correspond to the tree templates.
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Table 2. List representation of the example mode displayed in Fig. 1. The nodes are
numbered 0 to 4, with the key input denoted by 0f and data input denoted by 0% (for
node 0), where the subscript denotes the offset. The k, z and « denote the key input,
the data input and the location the output is used (L for the final node), respectively.

node‘ k T o node‘ k r o«

0 | 1ol 20 L 0 | 1101 101 L

1 Mss||0 30 Of 1 | 0010 100 OF

2 | M| |0 40 Of 2 | 1110 010 O

3 | Mo—2|0 IVi 1§ 3 | 0110 000 1§

4 | Mgl01]j0 IV, 2§ 4 | 1010 000 2§
(a) List representation of the template (b) List representation of the instanti-
of the example mode. ation of the example mode, with IV, =

000, M = 011 001 1 and random block
cipher outputs.

Definition 2 ((sub)tree set [DMA18,BDPV14]). We say that a tree S com-
plies with a template Z if it has the same tree topology and the frame bits in Z
match those in S.

For a mode of operation T we define the following sets:

— St is the set of all trees S such that there exists a Z € Z1 such that S
complies with Z.

- S;llb is the set of trees S such that there exists a S’ € St such that S is a
proper subtree of S’.

— Slkeat s the subset of trees S € S5 such that there exists a S’ € St such that
S is a proper subtree of S’ and S contains all its descendants in S’.

— Sfnal s the subset of trees S € S5 such that there exists a S' € St such
that S is a proper subtree of S’ and S contains the root node of S’.

Intuitively, Sz denotes the set of all possible trees, S$*" the set of all their proper
subtrees, Sia! the set of trees that cannot be extended backwards, i.e. ones that
contain all necessary leafs and Sg“al the set of proper subtrees that contain the
final node. Now we define the notion of a radical, which is an essential part of
our requirements. Intuitively, a radical identifies bit positions which can only

refer to a chaining value, but has no such value associated yet.

Definition 3 (radical [DMA18]). A radical « in a tree instance S € S5P
identifies ¢ bit positions such that no node is attached to a in S, but in any
S’ € St, with S a subtree of S’, the value located by « is a chaining value (CV).
This value is called the radical CV and is denoted as S|a].

For example, take a Merkle-Damgéard mode with the domain separation on the
leaf node. That is, all templates are of the form displayed in Fig. 2. Given just
the final two nodes (which is 0 : (1, My]|0, L);1 : (x, M3||0,0%) in the list
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representation) with arbitrary M3, My and data input x for the node with key
M3]]0, this z will always be a chaining value. Only for leaf nodes the data input
is not a chaining value, but we know that this is not a leaf node by the domain
separation. This means that this position (1%) is a radical.

My |1 Ms||0 Myl|0
l l l

M, — & & & Y

Fig. 2. A Merkle-Damgard mode with leaf-node separation. This means that data
inputs are unambiguously either a chaining value or a message block, hence non-leaf
subtrees have radicals.

Another example is displayed in Fig.3. This mode is similar, but with
domain separation on the final node instead of the leaf node. However, this does
mean that the similar final two nodes as before (which is 0 : (1, My||1, 1);1 :
(z, M3]|0,07) in the list representation) with arbitrary Ms, M, and data input
x for the node with key M3|/0 do not have a radical. The data input = could be
a chaining value, but it could also represent a message block, in which case the
message would be x| Ms||My. As the role of this x is ambiguous its position (1%)
is not a radical, nor is any other position.

My |0 Ms||0 M1
l l l

M, — & & & Y

Fig.3. A Merkle-Damgard mode with final-node separation. This means that data
inputs are ambiguous and no radicals exist.

2.2.4 Conditions

We look at the conditions that a tree hashing mode has to satisfy in order
to be secure. Message-decodability states that a message can be successfully
extracted from a full tree, leaf-anchoring requires the first few bits of every node
to either denote a fixed value or a chaining value and radical-decodability states
that the previously defined radicals can efficiently be identified from chosen set
Std In general, message-decodability is trivially satisfied and leaf-anchoring is
a straightforward property. Radical-decodability is a more tricky definition and
sometimes requires more work to show.
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Definition 4 (message-decodability [DMA18]). A mode of operation T is
message-decodable if there is an efficient function extract() that on input of
S € St returns the template Z it complies with and the message M, and on
input of S ¢ St returns L.

Definition 5 (leaf-anchoring [DMA18]). A mode of operation T is leaf-
anchored if for every template Z € Zr, the first m < c¢ of every leaf node
encode IV, € {0,1}™ as frame bits and the first ¢ bits of every non-leaf node are
chaining pointer bits.

Definition 5 is a minor generalization of the original definition in [DMA18] as it
allows for a more flexible length of IV;.

Definition 6 (radical-decodability [DMA18]). A mode of operation T is
radical-decodable if there exists a set S22 such that all trees S € S have a
radical, and there exists an efficient deterministic function radical() that returns

a radical upon presentation of an S € S, and L otherwise. The set S54 must

satisfy S%“al C 855“1 C S%‘b \S%‘faf.

In essence, radical-decodability requires the existence of an efficient function
radical() that finds chaining values in a tree such that:

1. it only finds radicals (so they are chaining values in every possible tree),
2. it always reconstructs the full tree when starting at the final node and extend-
ing the tree based on the found radicals.

Note that S£7al and S$UP only contain proper subtrees, so if a full tree consists of
a single node, i.e. it hashes a message consisting of a single block, it is not part
of Sfnal or SsUP hence it should not be in S3¢ as the tree is already complete.

As a first example we take a Merkle-Damgard mode with leaf-anchoring,
depicted in Fig.4. We take S;4 = Ssub \ Skaf the largest possible set. This
means that we have to identify a radical for any subtree that is not in Skaf.
We do this by identifying radicals by the absence of IV;. Our function radical()
works as follows: first we identify the leftmost node (which exists as it is a
sequential mode), then we return its data input if it is not equal to IV and
return L otherwise. An implementation of radical() is illustrated in Algorithm 2.
We check the two requirements for radical-decodability.

1. Radicals: indeed, by definition of the mode any data input that is not IV,
has to be a chaining value.

2. Reconstruction: strictly speaking, it does not satisfy this property. If a chain-
ing value is equal to IV the function will stop too soon. However, this has a
negligible probability of occurring and in fact our proof already takes it into
account. This means that we can assume that no chaining value hits IV,
hence our function will always reconstruct the message.

An implementation of extract() is also illustrated in Algorithm 3. It is similar
to the procedure radical(), but it extracts the message instead of the radicals.
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M, M, M
L L .
vV, —f & £ £ y

Fig.4. A Merkle-Damgard mode with leaf-anchoring. Radical-decodability can be
achieved by identifying radicals by the absence of IV; in the data input.

Algorithm 1. Helper function to lookup the node pointing to a location

Interface: lookup(S,a’)
for alli: (k,z,a) € S do
if a = o' then
return i: (k,z,«)
end if
end for
return L

As a second example we take a Merkle-Damgard mode with final-node sepa-
ration and length encoding, but without leaf anchoring, depicted in Fig. 5. This
means that we cannot identify radicals by the absence of IV, anymore. However,
we can make use of the other properties. We take S524 = Sfinal the smallest pos-
sible set. This means that we only have to identify a radical for any subtree that
contains the final node. As we have final-node separation we can identify this.
If the given tree does not contain a final node, we always return | as we do
not know how long the message is, which is allowed by the definition of radical-
decodability as those trees are not in S;24. If a tree does contain a final node we
can read the length of the message from it. Using this, we know the number of
block cipher calls, from which we can deduce whether the data input is a chaining
value or a message block, satisfying radical-decodability. An implementation of
radical() is illustrated in Algorithm 4. The procedure extract() is not illustrated
but is again very similar to radical(), but it extracts the message instead of the
radicals.

My|O Ms|0 21
1 1 1
£

M, — & &

Fig. 5. A Merkle-Damgard mode with final-node separation and length encoding.
Radical-decodability can be achieved by identifying the final node and using the length
to know when to stop extending the tree.
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Algorithm 2. Implementation of radical() for the mode pictured in Figure 4

Interface: radical(S)

o — L > initialize with the final node
while lookup(S,a’) # L do
i:(k,z,a) < lookup(S,a’) > lookup the chaining value
if x =1V then > apply leaf-anchoring
return | > full tree
end if
o —if > the data input contains the next potential radical
end while
return o’ > radical found

Algorithm 3. Implementation of extract() for the mode pictured in Figure 4

Interface: extract(S)
M ¢ > initialize with the empty string
o — 1
while lookup(S,a’) # L do
i:(k,z,a) < lookup(S,a’)

M — k| M > the key input contains a message block
if x =1V then
return (M’ 9) > return the message and no parameters
end if
o —if
end while
return |

Finally we may revisit the example in Fig. 3. We already noted that no rad-
icals exist for this mode, meaning that only S?d = @ is possible. However, this
contradicts the requirement that Sinal C §1ad hence this construction is not
radical-decodable.

Now we define subtree-freeness, which is a generalization of the problem in
length-extension attacks and states that a full tree can never be a subtree of a
different tree.

Definition 7 (subtree-freeness [DMA18]). A mode of operation T is subtree-
free if
STNSH = 2.

Next, we introduce some new conditions not present in [DMA18]. These are
about full and partial final-anchoring. Full final-anchoring states that the full
input of the final node should contain a fixed value, while partial final-anchoring
additionally allows for a single chaining value to be present.

Definition 8 (full final-anchoring). A mode of operation T that is leaf-
anchored is fully final-anchored if for every template Z € Zg the first b bits
of the final node encode IVy € {0,1}° as frame bits.
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Algorithm 4. Implementation of radical() for the mode pictured in Figure 5

Interface: radical(sS)
i:(k,z,a) < lookup(S, 1)
L) s—k > with |s| =1
if s =0 then
return | > fail if it is not a final node
end if
o — i
for j — 0 to £ do > process ¢ blocks based on the length encoding
if lookup(S,a’) = L then
return o
end if
i:(k,z,a) < lookup(S,a’)
o — i
end for
return |

Strictly speaking, a mode cannot satisfy both leaf-anchoring and full final-
anchoring as the definitions conflict on the first ¢ bits of the final node. Leaf-
anchoring requires these bits to be chaining pointer bits, while full final-anchoring
requires them to encode IVy. However, in our definition, we make an exception for
this: the requirement of full final-anchoring overwrites the one of leaf-anchoring
for the final node.

The final block cipher call of a mode with full final-anchoring will always
look like the example in Fig. 6.

M, Ms
. .
vV, —f & £

IVo — & ——Y

Fig. 6. Example mode using full final-anchoring.

Definition 9 (partial final-anchoring). A mode of operation T that is leaf-
anchored is partially final-anchored if for every template Z € Z1 the following
holds for the final node:

~ When it is a leaf node, it encodes IV as frame bits, where IV, € {0,1}° with
LIV/ljm =1V,.

— When it is a non-leaf node, the first ¢ bits are chaining pointer bits and its
last b — ¢ bits encode IV € {0,1}°7¢ as frame bits.
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There may be P different possibilities for IVs, denoted by the set TVs.

An example of a mode using partial final-anchoring is depicted in Fig. 7.

M, M;
L L

Fig. 7. Example mode using partial final-anchoring.

2.3 Indifferentiability

We use the indifferentiability framework introduced by Maurer et al. [MRHO04]
applied to hash functions by Coron et al. [CDMPO5].

Definition 10. Let T = (Z,() be a hashing mode, with template generating
function Z : N x A — X and finalization function ¢ : {0,1}* x {0,1}* —
{0,1}", based on an ideal cipher £ : {0,1}* x {0,1}* — {0,1}* and let Y[€] :
{0,1}* x X — {0,1}° x {0,1}" be the template execution function as described
in Sect. 2.2.2. Let RO be a random oracle with the same domain and range as
CoY[E] and S be a simulator with oracle access to RO. The indifferentiability
advantage of a distinguisher D is defined as

Adv?fgw(D) _ ’IF’ [Dgoy[S],s,s-l _ 1} _p {DRO,S[RO],s—l[RO] _ 1}

)

where D can only make construction queries (M,Z) such that Z = Z(|M]|, A)
for some A € A.

2.4 Elementary Results

Our proof will rely on the H-coefficient technique introduced by Patarin [Pat08]
and modernized by Chen and Steinberger [CS14]. Let D be a information-
theoretic deterministic distinguisher trying to distinguish O; = ((oY[€],&,E71)
and Oy = (RO, S[RO],S71[RO]). Let v be the view of D after interacting with
either oracle, consisting of a list of all its queries made. Let Do, denote the
probability distribution of views of D interacting with O; and Do, likewise for
Oy. A view v is attainable if it can be observed by D in the ideal world, i.e.
P[Dp,] > 0. We define V as the set of all attainable views. The H-coefficient
technique states the following for AdvdTifg]’ s(D).

Lemma 1 (H-coefficient Technique [Pat08,CS14]). Let O; = (¢ o
VIELE,ETY) and Oy = (RO,S[RO],S7HRO]). Let D be a deterministic
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distinguisher and V = Vgood U Vhaa be a partition of the set of views into good
and bad views. Let € > 0 be such that for all v € Vgooa:

P[DOI :V]
—— >1—c.
P[’Dozzy]

Then AdvZfz) 5(D) < € + P[Do, € Viad)-

We will have to upper bound the probability of multi-collisions. We use the
following result based on Choi et al. [CLL19] for this.

Lemma 2. Suppose we have a sequence of s elements where every element is
randomly chosen from {0,1}* and let F, denote the number of elements that hit
the value x € {0,1}*. Then we have that

2
E [maXF,r} < 2—z +1In(s) +a+ 1.

The proof is given in the full version [Gun22].

3 Errors

The faulty bounds in the original analysis in [DMA18] were superficially cor-
rected in [GDM20]. Nevertheless, a more thorough investigation reveals that the
root cause is more fundamental and applies to many earlier indifferentiability
proofs.

3.1 Description of the Flaw

The main error is that the calls to the random oracle from the simulator are
considered to be random. The output of the random oracle is indeed random.
However, as the distinguisher also has access to this random oracle, it might know
the output beforehand. Let us take a look at a simple example of this. Let D
be a distinguisher that makes the following queries, where 7 is the construction
oracle of a simple Merkle-Damgard-like mode and &€ the primitive oracle, with
the message M consisting of one block:

— query 7 (M) = h,
— query & (IV1) =y,
— query Exp(IVy) = h.

The final output needs to be h, as this computes the hash of M.

As the simulator simulates &, the only queries that it sees are (h,IV;) with
output y and (M,IVy) with output h. Although this h comes from the random
oracle, its value is magically equal to the key input of the first query, from the
simulator’s point of view.

When presented in this way, it may be obvious that the output of (M,IV;)
cannot be considered random as it is part of the fundamental interaction between
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the oracles. However, it becomes more subtle when it is more abstractly pre-
sented and when some simplifications are made. It is very common to rep-
resent the queries to the oracle as two separate lists. In the above example
we would get the list M = ((M,h)) for the construction oracle and the list
L= ((h,IVy1,y),(M,IV1,h)) for the primitive oracle. These lists contain dupli-
cate information, as from either (M, h) or (M,IVy, h) we can derive the fact that
the hash of the message M is equal to h. In order to simplify the analysis we
might be tempted to drop one of these queries. For example, we might drop all
queries from M which can be derived from L. In this case this means that M
becomes empty and we would only have to consider £ = ((h,IV1,y), (M,IVy,h)).
However, this is a faulty reasoning as the output of (M,IVy) is always h and
cannot be considered to be randomly generated.

3.2 Occurrence in Other Works

Besides [DMA18], where the error had a significant influence on the proven
security bound, the same error appeared in multiple other papers as well [CNOS,
MPN10,MP15,Leel7, BN18, ABR21].

— In [CNO8], the authors use the following reasoning in the Section ‘Some Impor-
tant Observations’:

“Thus, we assume that A do not make any O1-query which is computable
from the previous query-responses of Oy. More particularly, we can remove
all those O1-queries from the final view which are computable from the query-
responses of Os.”

Here, A denotes the distinguisher, O; the construction oracle and Oy the
primitive oracle. The first sentence is correct, but the second one is not. The
error can be fixed in a straightforward manner by not removing those queries
from the final view. The probabilities have to be computed in a slightly dif-
ferent way, as some output will be known. However, as the only way these
known outputs are used is in upper bounding the probability of a mutlicolli-
sion, whose analysis remain exactly the same, this does not have any influence
on the bound.

— The same error appeared in work on the indifferentiability of the sum of
permutations [MPN10,MP15,Leel7,BN18]. In the original paper [MPN10)]
they apply a common transformation to the distinguisher D. The new distin-
guisher D’ is the same as D, but it additionally verifies all the construction
queries. This transformation is fine as it simplifies some analysis, we use this
transformation as well. However, after this transformation they simply ignore
the queries to the random oracle, which is not correct. The other papers
[MP15,Leel7,BN18] are based on this and also copy the same error. As a
matter of fact [DMA18] copied the approach from them as well.

Looking at the most recent work with the best bound [BN18], the error does
have a significant impact on the proof. The primitive queries are viewed as
random variables, without taking possible construction queries into account.
These queries influence the distributions, which has a significant effect on the
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proof as these distributions are used in the y?-technique. This does not mean
that the bound is necessarily incorrect, but the proof has to be significantly
changed.

— The same error appeared in recent work of Andreeva et al. [ABR21]. In Sect. 5
the authors show that their ABR™ mode is indifferentiable. However, again,
after the common transformation to D’ at the start of Sect.5.3 the construc-
tion queries are incorrectly ignored. Nevertheless, in this case the error should
not have an impact on the result. As the construction is fixed-length and uses
a different random function (not permutation) in all locations, including the
final one, the knowledge of the construction results will be independent and
not influence other parts. In short, although the paper makes the same com-
mon error, the result should still be correct because of the specifics of the
construction.

3.3 Possible Cause and Resolution

A possible cause for the error can be from the notations of the views. It is
convenient to denote the interaction of the construction and primitive oracles
separately. However, this notation can be misleading. It implies that the inter-
action between the two different oracles is somewhat disconnected, while this is
not the case. The common error of dropping all the queries to the construction
oracles is basically equivalent to changing the security model. Instead of always
having access to both oracles, the adversary instead operates in two phases: first
it is only allowed access to the primitive oracle and after it is done with this
oracle, it is allowed to only query the construction oracle. This exact model
does actually exist as sequential indifferentiability [MPS12]. In this setting the
previously faulty transformation is valid, meaning that any proofs using it can
be reinterpreted as occurring in the weaker sequential indifferentiability model,
making them still proving a positive, but significantly weaker, result.

A way to prevent the faulty reasoning is to denote the view in one list. In
our example we would denote the view as v = ((M, h), (h,IVy,y), (M, IV, h)),
where the final A contains no randomness. This can complicate the analysis,
depending on the used mode. It can be easier to use this reasoning when there
is truncation involved, as that means that there is still some randomness in the
query that can be used. For example, the work [CLL19] does do this correctly:
they denote the view as a single list and also have a mode using truncation.

4 Results

For all results stated below we consider a tree hashing mode based on a b-bit
block cipher and with capacity ¢ denoting the size of the chaining values. These
results are also summarized in Table 1.

Theorem 1. Let T be a mode that is subtree-free, radical-decodable, message-
decodable, leaf-anchored with IVi-length m and has finalization function
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C(y) = |y)n. Then there exists a simulator S such that for any distinguisher
D that makes q queries total and r queries to the construction oracle we have

2 2
diff g ¢ ¢ +2qr  (n(r)+n+1)q
AT sD) S 5+ oo+ = F T

The simulator S makes at most q queries to the random oracle.

Theorem 2. Let T be a mode that is radical-decodable, message-decodable, leaf-
anchored with IVi-length m and has finalization function ((y) = |y|n. Then
there exists a simulator S such that for any distinguisher D that makes q queries
total and r queries to the construction oracle we have

diff qg+r ¢ +2qr  ¢°+2qr
AdvT[g]:S(D) S om + 9¢c + 2b

The simulator S makes at most q queries to the random oracle.

+ () +n+1) (55 + 50 ) -

Theorem 3. Let T be a mode that is radical-decodable, message-decodable, leaf-
anchored with TVy-length m and has finalization function ((y) = [y|n. Then
there exists a simulator S such that for any distinguisher D that makes q queries
total and r queries to the construction oracle we either have

2 2

diff q q q
AdVT1es(D) < 5 + o0 + =

ifb—n>c, and

+r 2 2 4 2gr 2In(r) +2n + 2
atr, @ 0t L ()bi )a
2m 2¢ 2 20—n

otherwise. The simulator S makes at most q queries to the random oracle.

Advis s(D) <

Theorem 4. Let T be a mode that is subtree-free, radical-decodable, message-

decodable, leaf-anchored with 1V1-length m, fully final-anchored and has final-

ization function ((y) = y. Then there exists a simulator S such that for any

distinguisher D that makes q queries total and r queries to the construction
oracle we have

; 3q2 3¢ + 2qr

Advil) (D) < L ST 2SI

The simulator S makes at most q queries to the random oracle.

Theorem 5. Let T be a mode that is subtree-free, radical-decodable, message-
decodable, leaf-anchored with IV1-length m, partially final-anchored with P pos-
sibilities for IVa and has finalization function (,(y) = x @ y. Then there exists
a simulator S such that for any distinguisher D that makes q queries total and
r queries to the construction oracle we have

i 3q% +4qr+4r® +2r  3¢> +2Pqr
AdvdTl[chS(D)g%nJr : q2c + ! 9b q'

The simulator S makes at most Pq? queries to the random oracle.

The proofs are given in the full version [Gun22].
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5 Applications

5.1 Truncated SHA-2

SHA-2 [SHAO0S] uses a straightforward Merkle-Damgard mode based on a block
cipher with the Davies-Meyer feed-forward on top of it. By using Theorem 2
we are able to prove this mode secure, without requiring any feed-forward. The
mode is illustrated in Fig. 8.

M, M, M
l l 1
IV, — & £ £ > h

Fig. 8. Illustration of the Merkle-Damgard mode used in SHA-2, but without any
feed-forward.

We show that this mode satisfies the required conditions. First of all, it is
message-decodable as the message can be retrieved from the tree and it is also
leaf-anchored by definition. For radical decodability we take S;ad = Sgub\ Sleat
as the largest possible set and identify radicals by the absence of the IV;. This
means that we can apply Theorem 2 with m = ¢ = b € {256,512} the internal
state size and n € {224,256,384,512} (the latter two only for b = 512) the
digest length. If n is close to b this gives an insecure bound, as then the mode is
vulnerable to a length extension attack.

5.2 BLAKE3

BLAKE3 [OANW20] is a recently introduced tree hash that makes full use of
the parallelism that it provides. We will not describe the hashing mode in detail,
but we show that with our results we can analyze the security of the mode of
operation of BLAKE3. The BLAKE3 paper cites the article by Daemen et al.
[DMA18] in the security analysis and show that it satisfies the required condi-
tions. This works for the truncated version, but a full-length output version is
also used. For this they informally state that the feed-forward is sufficient for
this. Using our Theorem 5 we are able to show that this informal reasoning is
not completely correct, as the extendable output mode introduces new security
considerations.

We succinctly describe what the final compression call looks like, as that
one is relevant for the applicability of the feed-forward and the partial final-
anchoring. The data input to the final call is of the for form CV||IV4]|¢||b||d with
key a message M € {0,1}°'2, where CV € {0,1}2?°¢ is the chaining value (or
the initial value, if the block consists of one block), IVy € {0,1}1?8 a fixed value
used for every compression call, t € {0,1}5* a counter for extendable output,
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b € {0,1}3% the number of bytes in the message M and d € {0,1}3% some
flags. The output of the block cipher is Vi ||[Vy = Ep(CV||IVa||t]b]|d), with
Vi, Vi € {0,1}2%6. The final digest is h = (VL @ Vi) || (Vg @ CV). This is also
illustrated in Fig. 9.

M
(@)% =V, —p—— hr
&
IV ||t||b]|d — = Vi D hyg

Fig. 9. Illustration of the final compression call of BLAKE3.

5.2.1 Fixed Output

In the fixed output mode of BLAKES3 the final digest h is truncated to 256 bits,
which corresponds to Vi @ Vi, where Vi ||V is the output of the final block
cipher call. This means that no feed-forward with the previous chaining value
is used. Although this finalization is different from truncation, which would be
just Vr, this difference is not essential and the result could be easily modified
for this finalization. Therefore, we do get an appropriate bound from Theorem 1
with b = 512, m = 256, ¢ = 256 and n = 256.

5.2.2 Extendable Output

In addition to a fixed output mode, BLAKES also introduces an extendable out-
put mode, allowing for an arbitrary number of output bits, similar to the sponge
construction [BDPVOT7]. In contrast to the sponge construction, which uses a
sequential output, BLAKE3 uses a counter for its extendable output. It behaves
similar to the generic construction where the counter is appended to the mes-
sage, which would result in the output H(M|0) || H(M|1) || H(M||2) || ... for
a generic hash function H. In contrast to this generic construction, the counter
is placed in the final compression call, making computing successive outputs
much more efficient, while still allowing efficient random access in contrast to
the sponge. However, as we will see, this feature of allowing efficient random
access comes with new security considerations which BLAKE3 does not adhere
fully.

For the extendable output mode the full output h = (Vp, & V) || (Vg & CV)
of the compression function is used. To get an arbitrary number of output bits
BLAKE3 uses a counter ¢ that is part of the final compression call. Let h; denote
the output with size b stated above when a counter t is used. Then the full output
is equal to ho|lh1llhz .. ..

Our definition of a tree hashing mode does not directly include this extend-
able output, but it can be achieved by making use of the parameters. Recall
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that the tree template does not only depend on the length of the message | M|,
but also on the parameters A which can be chosen freely from a custom defined
set A. In this case we choose A = {0,1,...,¢ — 1}, where ¢ is the maximum
number of allowed output blocks, to represent the value of the counter ¢. This
means that the output can be computed by computing the hashes of (M, t) for all
relevant counters ¢. Note that definition allows for more freedom than a sequen-
tial construction as this ¢ can start at any arbitrary offset. This extra freedom
does correspond to the use of BLAKE3, as it indeed can efficiently compute the
output starting at any offset.

As with the fixed output, this finalization does not directly correspond to our
definition of the feed-forward. But, again, the proof only uses the randomness
of the chaining value, which is included, so the bound of Theorem 5 is still
applicable for this finalization.

A more significant problem arises when we look at the other new requirement
for a secure mode that uses feed-forwarding. The mode should also satisfy partial
final-anchoring, which means that there should be a limited number of possibil-
ities for the input of the final compression call other than the chaining value. As
stated earlier, for BLAKES this consists of IV2||t||b]|d, where our main focus will
be t, which is the counter that underlies the extendable output. This ¢ has £ pos-
sible values, which is maximum number of allowed output blocks. As BLAKE3
allows for a maximum of 264 output bytes we get ¢ = 264/64 = 258 although
the counter can in principle be any 64-bit value. The values b and d both have
26 possibilities, hence partial final-anchoring is satisfied with P = ¢ - 212, which
is typically dominated by /.

This means that we can apply Theorem 5 to this mode with P = ¢ - 212,
b =512, m = 256 and ¢ = 256, with ¢ < 2°® the maximum number of output
blocks in the extendable output mode. Although P is quite large, this still gives
the expected security level as P - 2¢ < 2°. There is a downside to the large P,
though, as the simulator becomes quite inefficient with its query complexity of
Pg?. This is actually reflected in some non-ideal behavior of BLAKE3 that we
describe next.

5.2.3 Computing the Counter

Suppose that a query of the form hy||hgy = h = H(M,t) is performed, where M is
the message and t the block offset in the extendable mode, which corresponds to
the counter. Assume that M and h are known to an attacker, but ¢ is not. Ideally,
the only way to retrieve ¢ is to try all possible ¢’ < £ and check whether H (M, t)
equals h. However, in the case of BLAKES this ¢ can be retrieved much more effi-
ciently. Recall that digest is defined as (Vi @ Vi) || (Vg @ CV), with V||V the
output of the final block cipher call. As M is known to the attacker, it can compute
CV. Furthermore, hy, = Vi, ® Vg and hg = Vg ® CV are also known, so it can
compute Vg = hy & CV and V, = hp ® Vg. This means that it can perform
the inverse of the final block cipher call as &,,' (VL ||Vi) = CV||IV2||t||b]|d, with
m the message input to the final block, and retrieve ¢ this way. This operation
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costs just one query to £ (and some to compute CV), which is significantly less
than the expected ¢, which can be as high as 2°8.

This problem can be illustrated by the following example. Suppose that
BLAKES3 is used as the following illustrative MAC. This MAC gets as input a key
K € {0,1}'2® and a message M € {0, 1}*. It splits the key as K = K| Ko with
K; €{0,1}7 and K, € {0,1}5® and computes the MAC as H(M| K;,t = Ks).
For an ideal hash function this construction gives a secure MAC, as the offset
can essentially be viewed as part of the input. However, when instantiated with
BLAKES3 this is not the case. Given h = H(M| K,t = K3) and M, but not K,
an adversary can compute K in roughly 27° queries, instead of the expected 228.
This is done by first guessing an arbitrary K; € {0,1}". Then the adversary
can compute the offset Ko from h and M| K; as described above. If the guess
of K is correct, this computes the value of Ky € {0,1}58 using a single query,
performing a key-recovery attack. As there are 279 possible values for K this
attack succeeds using roughly 270 queries. Although BLAKE3 supports a dedi-
cated keyed mode that is preferred, the previous example should still be secure.
This shows that the counter in BLAKE3 can only contain public information.

5.2.4 Conclusion

BLAKE3 makes full use of tree hashing capabilities with an interesting way
of generating extendable output by making use of a counter. Although its tree
structure is secure, its use of a counter, which makes efficient random access
possible, comes with new security considerations. In particular, from a usage
perspective it behaves similar to an extra small efficient message input. However,
its security properties do not align with this behavior as the counter can be
efficiently computed by knowing the message and the hash output. This is not
the case for a normal message input, making BLAKE3 in essence add an extra
requirement in that the counter should always be public.

5.3 Tree Sponge

Here we introduce a tree generalization of the sponge construction [BDPV07].
The absorbing phase is generalized to have a tree structure, allowing for paral-
lel compression. Additionally, the squeezing phase is modified to likewise allow
for parallel expansion by making use of a counter. The construction requires a
minimal number of frame bits: the only ones present are initial values required
to prevent inverse queries from succeeding.

First of all we note that all our results also apply to permutations by simply
setting kK = 0. The tree sponge makes use of the flexible conditions present
in Theorem 3. The main observation is that subtree-freeness can be dropped
without negative consequences when the chaining values and the hash digests
originate from different parts of the output of the permutation. This is the same
as in the original sponge construction, which has an inner part that outputs
chaining values, which are secret, and an outer part that outputs hash digests,
which are public.
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Fig. 10. Example of the minimal permutation-based tree hashing mode with w = 2
giving two blocks of output. The order in which the radicals are identified is indicated
by the gray numbers 1-11, starting from the final permutation call resulting in ho.
Underlined numbers indicate a radical, while the other numbers indicate a different
value: either a leaf or a counter value. The dashed permutation call resulting in h; is

not part of the tree found by the radical finding algorithm.

5.3.1 Description
The tree sponge contains three different phases and depends on a fixed parameter

w € N5 representing the width:

— Absorbing. In this phase the message is split such that every part can be
absorbed by a sponge of width w. The final part may be smaller. All different
parts are absorbed this way in parallel and each generate their own chaining

value.

— Combining. The chaining values generated in the previous phase are combined
by using a tree structure. The chaining values are split into two non-empty
parts, with the first part the largest possible power of two. The two parts are
recursively reduced to a single chaining value and combined using a permu-

tation call.
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Algorithm 5. Implementation of the tree sponge mode pictured in Figure 10

Interface: TreeSponge(M, t)
CV « combine(M)
return [p(CV || IVy || t)]3p/4

Interface: combine(M)
W —w-b/2+b/4 > maximum sequential absorption
if |[M| < W then
return absorb(M)

end if
k — [log,(|M|/W)] > largest k such that W - 2% < |M|
My || MR — M > with |Mz| = W - 2%

CV < combine(M})
CV R <« combine(MRg)
return [p(CVy || CVR)]s/2

Interface: absorb(M)
Mo || My || -+ || Mg—y — M > with [Mo| = 3b/4 and |M;| = b/2
xTr < IV1 || MO
for i — 1 to £ do
©— [p(@)]o2 || M;
end for
return |p(z)[y/2

— Squeezing. The resulting chaining value is fed into multiple final permutation
calls appended by IVy]|¢, with ¢ = 0,1,... a counter for an arbitrary long
output.

An example of this mode is pictured in Fig. 10 and an implementation is illus-
trated in Algorithm 5.

5.3.2 Security

We show that this mode satisfies the required conditions. Again, message-
decodability and leaf-anchoring are satisfied in a straightforward way. Radical-
decodability is more interesting for this mode.

We take S52d = S5uP \ Skl as the largest possible set and use leaf-anchoring
to identify most radicals. We identify leaf nodes by the occurrence of IV, which
do not have any radical. If we do not find a leaf node, we do not immediately
know whether the node has one or two chaining values. However, we only have
to find one radical at a time and we know that the first ¢ bits will always point
to a chaining value. We continue this process for the topmost chaining value until
we hit a leaf node. Then we know that the first w calls after the leaf node are
sequential and do not have any other chaining values. All the other nodes do have
a chaining value in the bottom halve and we recursively continue the process on
all those values. The only exception is the counter in the end, but we can recog-
nize this again by the presence of IV;. Furthermore, the fact that the final mes-
sage block may have a width smaller than w does not matter as it is the final
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block the algorithm finds. An example of this process is pictured in Fig. 10 by the
gray numbers and an implementation is illustrated in Algorithm 6.

Algorithm 6. Implementation of radical() for the tree sponge mode pictured

in Figure 10

Interface: radical(S)
(a, depth) « radical’(S, L)
return o

Interface: radical’ (S, a’)
if lookup(S,a’) = L then
return (o, 1)
end if
i:(k,z,a) < lookup(S,a’)
if |_be/4 =1V; then
return (L, 1)
end if
o — i}
(o, depth) « radical’ (S, o)
if o’ # L then
return (o, 1)
end if
if depth # 1 A depth < w then
return (L, depth + 1)
else
1 || 22 —
if L$2Jb/4 = IVl then
return (L, 1)
else
of — iy
return radical’ (S, o)
end if
end if

> end of path by leaf-anchoring

> scan the top half for radicals

> absorb phase
> with |z1| = |z2| = b/2
> squeeze phase

> combine phase
> scan the bottom half for radicals

Given a permutation of size b we choose ¢ = b/2 as we have a binary tree.
This leads to a security level of at most b/4, which is inherently the maximum
for a permutation-based tree hash. Given this security level we are additionally
able to choose m = b/4 and n = 3b/4 to optimize the efficiency while keeping

the same security level.

6 Proof Sketch

The full proof is given in the full version [Gun22], but the main ideas in it are

the following;:
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— The simulator uses radical-decodability to reconstruct the tree corresponding
to a (potential) message. Message-decodability is used to reconstruct the mes-
sage in order to be consistent with the random oracle. Otherwise randomly
generated values are used.

— Various bad events are defined to make sure the following properties hold for
good views:

e The simulator is consistent with the random oracle.

e The simulator is consistent as a permutation, i.e. Sy(z1) = Si(z2) implies
x1 = 29 and similar for the inverse.

The main goal of the bad events is to prevent various collisions and to prevent
inversions of the final compression call. This last property was not handled
appropriate in [DMA18] and is solved by the various finalization functions:

e Truncation/Chopping: by throwing away part of the input the inverse
calls can only succeed by guessing the discarded bits, which is negligible
for sufficient truncation.

e Enveloped: as in the final compression call the message related can only
be part of the key input, no information can be gained from an inverse
call. The output contains the data input, which is constant. Notably, the
inverse simulator has to modified to account for the possibility of making
an unorthodox query by computing the hash normally, except for the final
call for which the inverse is used.

e Feed-forward: this case is similar to the enveloped case. A key difference
is that the final inverse call does not necessarily correspond to a single
message, making the inverse simulator having to loop over all possibilities.

These bad events occur with negligible probability as all the values are ran-
domly generated. Most of the difficulty comes from identifying the faulty
queries. As the wrong simplification discussed in Sect. 3 cannot be applied, it
becomes more tricky to identify the faulty queries, which become more varied.
This is especially true for the feed-forward mode as the inverse queries can
correspond to multiple messages.
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Cryptographers have long been fascinated by self-inverse, or almost self-inverse,
encryption schemes. For example, the Enigma rotor machine has the surpris-
ing property that its encryption and decryption operations are identical. This
feature, enabled by the middle reflector or Umkehrwalze, made the encryption
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Abstract. This paper provides the first analysis of reflection ciphers
such as PRINCE from a provable security viewpoint.

As a first contribution, we initiate the study of key-alternating reflec-
tion ciphers in the ideal permutation model. Specifically, we prove the
security of the two-round case and give matching attacks. The resulting
security bound takes form O(gp? /22" 4-¢*/2™), where q is the number of
construction evaluations and p is the number of direct adversarial queries
to the underlying permutation. Since the two-round construction already
achieves an interesting security lower bound, this result can also be of
interest for the construction of reflection ciphers based on a single public
permutation.

Our second contribution is a generic key-length extension method for
reflection ciphers. It provides an attractive alternative to the F'.X con-
struction, which is used by PRINCE and other concrete key-alternating
reflection ciphers. We show that our construction leads to better secu-
rity with minimal changes to existing designs. The security proof is in
the ideal cipher model and relies on a reduction to the two-round Even-
Mansour cipher with a single round key. In order to obtain the desired
result, we sharpen the bad-transcript analysis and consequently improve
the best-known bounds for the single-key Even-Mansour cipher with two
rounds. This improvement is enabled by a new sum-capture theorem that
is of independent interest.

Keywords: Reflection ciphers - Public random permutations - Ideal
cipher model - Sum capture theorem - PRINCE

Introduction

device considerably more compact.

Although the reflector ultimately contributed to the demise of Enigma, the
use of self-inverse structures was not abandoned and persists in modern cryp-
tography. Feistel ciphers such as the DES, for instance, are equal to their own
inverse up to a reordering of the round keys. Despite this property, it was later
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shown by Luby and Rackoff [28] and follow-up work that the generic Feistel
construction is indeed sound.

Many traditional key-alternating ciphers also use involutions, i.e. self-inverse
functions, as their components in order to keep the hardware implementation
costs for encryption and decryption similar and to save area. The block ciphers
ANUBIS [3], KHAZAD [4] and NOEKEON [16] are early examples of this strategy.
Key-alternating ciphers have been extensively analyzed from the perspective
of provable security [7,13,20,21,25], with results demonstrating their resistance
against generic attacks. The provable security of key-alternating ciphers based
on an involution instead of permutations has been studied by Lee [26].

At ASTACRYPT 2012, Borghoff et al. [8] introduced the block cipher PRINCE
as an alternative approach to minimizing the overhead of supporting both effi-
cient encryption and decryption. PRINCE has the following reflection property:
decryption is the same as encryption using a related key. This feature is achieved
by using the structure shown in Fig. 1, which we will call the key-alternating
reflection cipher. Although the use of both permutations and their inverse risks
increasing area requirements, this is not a concern for the low-latency use-case
that PRINCE aims for. Indeed, PRINCE targets fully unrolled hardware imple-
mentations that encrypt a plaintext in a single cycle.

K3

M@A@mm

K21v+2 K2r+1 KQr

Fig. 1. A 2r-round key-alternating reflection cipher based on r public permutations
T1,...,7m and 2r + 2 keys K, ..., Kor42. Various key-schedules are possible. In the
PRINCE core cipher K1 = ... = K,41 and K, 42 = ... = Ko,42 @ « for some constant
a # 0. The reflector R is an involution.

Following increased interest in lightweight cryptography, and low-latency
encryption in particular, several other key-alternating reflection ciphers were
subsequently proposed. For example, PRINCESS [10] and PRINCE V2 [11] are
variants of PRINCE. The tweakable block ciphers MANTIS [5] and QARMA [1]
combine the key-alternating reflection cipher structure with involutive compo-
nents and target applications such as memory encryption.

Despite their widespread use, the generic security of key-alternating reflection
ciphers has not been analyzed from a provable security viewpoint. This stands in
sharp contrast to Feistel ciphers and traditional key-alternating ciphers, which
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have been a regular subject of study in symmetric-key provably security. This is
remarkable, since it is natural to wonder whether or not the additional structure
of reflection ciphers leads to generic flaws.

Related Work. The block cipher PRINCE has been extensively analyzed from a
cryptanalytic point of view, see for instance the results of the PRINCE crypt-
analysis challenge which ran between 2014 and 2016 [9]. Boura et al. [10] discuss
the choice of the reflector R and the key-schedule of general key-alternating
reflection ciphers.

No results, for any number of rounds or any kind of key-schedule, are known
about the provable security of key-alternating reflection ciphers. The study of
traditional key-alternating ciphers, in contrast, goes back to Even and Man-
sour [20] for one round. The analysis of multiple rounds was initiated by Bog-
danov et al. [7] and continued in [13,21,25]. Their results consider the case with
independent round keys. For the two-round case, the security with three equal
keys was shown by Chen et al. [12] at CRYPTO 2014.

Despite the lack of results about the provable security of key-alternating
reflection ciphers, the design of PRINCE does rely on results from provable secu-
rity for the purpose of key-length extension. Specifically, PRINCE uses a variant
of the F X construction [24] to extend the key-length of its 64-bit core reflection
cipher from 64 to 128 bits. This construction is shown in Fig. 2. The designers of
PRINCE prove that, under the strong assumption that E* is an ideal reflection
cipher, the resulting construction is secure up to the tradeoff curve pg = 2128
with p the number of queries to E* and ¢ the number of construction queries.
MANTIS uses the same approach to key-length extension.

K L G(K)
|
B I L+a )

p 5 Ho H;%

Fig. 2. The structure of PRINCE and MANTIS, with secret keys K and L, and E a block
cipher. The map ¢ is an invertible linear map and R is a linear involution.

Although the construction in Fig.2 can offer reasonable security when the
number of construction queries ¢ is limited, it has been observed that the security
margin offered by the pg = 2'?® tradeoff may be less comfortable than expected.
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In particular, at EUROCRYPT 2015, Dinur [18] proposed new time-memory-
data tradeoff attacks against PRINCE. Recently, PRINCE v2 [11] was proposed
with the explicit goal of obtaining improved security with minimal changes to the
original design. The approach taken by PRINCE V2 is to use alternating round
keys, i.e. K9;—1 = K7 and Ky; = Ko for i = 1,...,r in Fig. 1. They also slightly
modify the reflector R.

Contribution. The contribution of this paper is twofold. First, we initiate the
study of the provable security of key-alternating reflection ciphers. Second, we
provide a simple and generic key-extension method for reflection ciphers that
achieves much better security than the FX construction.

For the first contribution, we analyze the security of the two-round variant of
the general construction from Fig. 1 in the ideal permutation model. Specifically,
our results focus on the case with a linear reflector R and two alternating round
keys (i.e. K3 = K3, K4 = K5), similar to the PRINCE v2 construction. Decryp-
tion is then the same as encryption up to swapping of the keys K7 and K. We
denote this construction by KARC2. Our Theorem 1 shows that any adaptive
distinguisher making p primitive queries and ¢ construction queries to KARC2
achieves an advantage of at most O(p3q/22" + ¢%/2"). In Sect. 3.2, alternative
key-schedules are discussed, and we show that reducing the number of round
keys is nontrivial and even results in insecure constructions for many natural
choices of the key-schedule.

The KARC2 construction is the first generic reflection cipher construction
with a security proof. This resolves the first case of a problem of intrinsic the-
oretical interest, similar to the study of key-alternating ciphers. From a more
practical perspective, the result limits the power of generic attacks and moti-
vates the general soundness of a widely used construction.

Although KARC2 achieves only birthday-bound security with respect to the
number of construction queries ¢, the best tradeoff between primitive and con-
struction queries satisfies p?q = 22", Since the amount of data ¢ is often limited
in practice, the latter tradeoff is usually dominant. Hence, we believe the KARC2
construction could also be instantiated directly with concrete reduced-round per-
mutations to build an attractive reflection cipher. Although many permutations
are only designed to be efficient in the forward direction, there are exceptions
such as Friet [32].

In Sect. 4, we show that Theorem 1 is tight for general choices of the reflector
R, by providing two matching generic attacks. The first attack is information-
theoretic and shows that the tradeoff curve p?q = 227 cannot be improved.
The second attack is a variant of the mirror slide attack of Dunkelman, Keller
and Shamir [19]. Tt uses O(2"/?) construction queries and has a similar time-
complexity. The advantage achieved by the attack is lower bounded in Theorem
2, thereby showing that the ¢?/2" term in Theorem 1 can not be avoided in gen-
eral. Although this may suggest that the reflector R is not that important from a
generic viewpoint, it is important from the viewpoint of dedicated cryptanalysis
(when all permutations are instantiated). Another reason for considering R is



238 T. Beyne and Y. L. Chen

simply that all practical reflection ciphers have such a layer, and we want our
results to say something about their generic security.

The proof of Theorem 1 is given in Sect. 5. It relies on Patarin’s H-coefficient
technique [13,29]. The good transcript analysis resembles ideas of the first itera-
tion of Patarin’s mirror theory [30,31], but additional difficulties appear due to
the fact that the underlying permutation can be queried by the distinguisher.
Note that the framework of Chen et al. [14] relies on mirror theory for two inde-
pendent permutations, so it cannot be applied to KARC2, which requires the
single permutation variant of mirror theory. For the secret permutation case,
different techniques can be used in order to obtain domain separation [17,30]. In
our proof, the domain separation is covered by a bad event, which leads to the
q?/2™ term in the final security bound. The proof, like many proofs in provable
security, is in an idealized model. The assumption that the primitive is ideal will
never be satisfied in practice. For this reason, it is good practice to complement
the provable security analysis (which rules out generic attacks) with dedicated
cryptanalysis when all components are instantiated.

Our second contribution is a general method to extend the key-length of
reflections ciphers, similar to the F'.X construction shown in Fig. 2, but achieving
much better security. Specifically, our proposal is to add the keys K and o(K)
again before and after the reflector R respectively. For this construction, we
model the block cipher E as an ideal cipher. Our Theorem 7 shows that any
distinguisher making adaptively chosen plaintext and ciphertext queries to this
construction achieves an advantage of at most O(p,/g/2"""), with n the block
size and k the key-length of the ideal cipher.

The proof of Theorem 7 is by a reduction to the security of the two-round
Even-Mansour cipher with a single key. However, in order to be able to prove that
p?q = 22"tk s the optimal tradeoff for our ideal cipher construction, we had to
sharpen the analysis of two-round Even-Mansour by Chen et al. [12]. Hence, as a
side-result that is of independent interest, we improve the best known bounds for
the two-round Even-Mansour cipher with identical round keys. Figure 3 shows
the difference between our new bound and the bound of Chen et al.. This result
is presented in Theorem 3.

The proof of Theorem 3 is given in Sect. 6. Our improvement over the result
of Chen et al. [12] is due to a sharpening of their bad-transcript analysis. This
sharpening is made possible by an improved sum-capture theorem, which we
present in Theorem 5 and prove in Sect. 6.1. Our sharpened sum-capture theorem
is also of independent interest, as it is applicable to all other proofs relying on
this result. In a nutshell, the new result removes the unnecessary discrepancy
between the best-known sum-capture theorems for random functions and random
permutations. Hence, we are able to avoid a term of order p*,/pq/2*" in the
security bound. A detailed discussion of this result is given in Sect. 6.

Section 7 presents our ideal cipher construction and the proof of Theorem 7.
When applied to PRINCE or MANTIS, we obtain a reflection cipher with an
optimal tradeoff of p?q = 2256, This should be compared to the tradeoff curve
pq = 2'28 for the FX construction. Hence, our construction can tolerate far
more construction queries before becoming insecure. Compared to the dedicated
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Fig. 3. Comparison between the result of Chen et al. [12] for 2-round Even-Mansour
and Theorem 3. The lines correspond to an advantage upper bound equal to one.

construction PRINCE V2, it has the advantage of introducing a more minimal-
ist change. In addition, PRINCE v2 does not completely preserve the reflection
property of PRINCE due to the changes it introduces in the reflector R.

Future Work. Our work opens up several directions for interesting future
research. Currently, our results only apply when two independent keys are used.
Several difficulties in using a single key are discussed in Sect. 3.2, but we believe
that using a nonlinear involution ¢ could resolve these issues. However, this
seems to require novel proof techniques, as the sum-capture theorem requires
linear mappings. Likewise, it is an open question to categorize all strong linear
key schedules using two independent master keys.

Another challenging problem is that the mirror slide attack from Sect. 4.2
suggests that a good choice of the reflector may improve the security of KARC2,
in the sense that the birthday bound term ¢?/2" can be avoided. However,
proving this seems difficult with state-of-the-art techniques.

A third tantalizing open problem is to generalize our results to a larger
number of rounds. Namely, for » > 1, can we find sufficient conditions on the
key-schedule such that the 2r-round key-alternating reflection cipher achieves
tight security?

It would also be interesting to reduce the time complexity of attacks against
the KARC2 construction (potentially down to O(22"/3)). Note that the analogous
problem for two-round Even-Mansour cipher is also open, with the best attack
due to Leurent and Sibleyras [27] having a time-complexity of O(2"/y/n).

Another possible future research direction is to design tweakable reflection
ciphers from public random permutations. Finally, it could be interesting to study
the related key security of KARC2 — apart from the intentional reflection relation,
and to perform cryptanalysis of concrete instances of the KARC2 construction.
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2 Preliminaries

For a non-negative integer n, the set of bitstrings of length n will be denoted by
{0,1}™. For any two bitstrings X,Y € {0,1}", we denote their bitwise exclusive-
or as the bitstring X &Y € {0,1}".

For any finite set S, the notation S & S indicates that S is a random
variable uniformly distributed on S. In particular, Perm(n) denotes the set of
all permutations on {0,1}" and © < Perm(n) defines 7 as a uniform random
permutation. For a list of input-output tuples Q. = {(z1,41),...}, we denote
by m F Q. the event that the permutation 7 is consistent with the queries-
response tuples in Q, i.e. that 7(z) =y for all (z,y) € Q.

Finally, for any non-negative integers b < a, the falling factorial of a with
respect to b will be denoted by (a),. The value (a), is equal to the number of
injections from a set of size b to a set of size a. In particular,

(a)b{l if =0,

ala—1)...(a—b+1) otherwise.

2.1 Block Ciphers

For non-negative integers k and n, a block cipher is a function F: {0,1}* x
{0,1}* — {0,1}", such that for every fixed key K € {0,1}*, the function
Fg(-) = F(K,-) is a permutation on {0, 1}". The inverse of Fx will be denoted
by F'(-) = F (K, ).

We will consider block ciphers F' based on 7 public random permutations
S PR LS Perm(n). Our analysis of such constructions will use the strong
pseudorandom permutation (sprp) security notion. Specifically, let D be a distin-
guisher with bi-directional access to either (Fg[m1,..., 7], 71,...,m.) for secret
key K < {0,1}*, or (m,71,...,m,) for 7 < Perm(n). The goal of D is to deter-
mine which oracle it was given access to and its advantage with respect to this
task is defined as

AQVE(D) = [P [DFEmmrent 2] - pr ettt Z ]|

It is possible to build a new block cipher F' from an ideal cipher E. The sprp
security notion carries over to this case, but the distinguisher D is given access
to the ideal cipher F rather than to r random permutations. This means that D
can query the random permutations F'(K,-) or its inverse for any chosen key K.
Formally, let D be a distinguisher with bi-directional access to either (Fi[FE], E)
for a secret key K < {0,1}", or (m, E) with 7 <~ Perm(n). The sprp-advantage
of D against F is defined as

Adv™P(D) = ’Pr [DF§ B)LE* 1] —Pr {D“i’Ei - 1” .

Here D denotes the value returned by D when interacting with the oracle O
and the superscript + indicates that the distinguisher has bi-directional access.
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2.2 Patarin’s H-Coefficient Technique

We use the H-coefficient technique of Patarin [29], and our description of it
follows the modernization of Chen and Steinberger [13].

Consider a deterministic distinguisher D that is given access to either a real
world oracle O or an ideal world oracle P. The distinguisher’s goal is to determine
which oracle it is given access to and we denote its advantage by

Adv(D) = [Pr[P° =1] - Pr[D” =1]]|.

The query-response tuples learned by D during its interaction with the oracle
O or P can be summarized in a transcript 7. Let Xo (respectively Xp) be a
random variable equal to transcript produced by the interaction between D and
O (respectively P). A particular transcript 7 is called attainable if Pr[Xp = 7] >
0 and the set of all attainable transcripts is denoted by 7.

Lemma 1 (H-coefficient technique). Let D be any deterministic distin-
guisher. Define a partition T = Tgooq U Tpad, where Tgooa s the subset of attain-
able transcripts T which contains all the “good” transcripts and Ty.q is the subset
with all the “bad” transcripts. If there exists an € > 0 such that for all attainable
TE ,-Tgood7
Pr[Xo = 7]
PI‘[XP =

then Adv (D) < e + Pr[Xp € Tpad).

21_67

3 Construction Based on a Public Permutation

In this section, we consider the two-round variant of the general construction
shown in Fig.1. In particular, as shown in Fig.4, we consider the case with
K3 = K; and K4 = K5 and a linear reflector R. This case is of particular
interest because it is both a natural choice for the key-schedule, and one which
is used by concrete reflection ciphers such as PRINCE v2 [11]. A few alternative
choices of the key-schedule are discussed in Sect. 3.2 below.

Fig. 4. The KARC2 construction based on a public permutation m and with secret keys
Kl and Kg .

The construction shown in Fig.4 will be referred to as KARC2, for key-
alternating reflection cipher with two rounds. Formally, let n be a positive
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integer, m € Perm(n), and R: {0,1}" — {0,1}" a linear involution. The generic
construction KARC2: {0,1}?" x {0,1}" — {0,1}" is defined as

KARC2x, o, [m](M) = ' (R(r(M & K;) ® Ko) ® K1) © K» .
The KARC2 construction has the following reflection property:
-1
(KARCQKD[Q [7‘(’]) = KARC2K2,K1 [7'(']
The security of KARC2 is discussed in Sect. 3.1.

3.1 Security Lower Bound

In Sect. 5, we prove the following security bound for KARC2. As will be shown
in Sect.4, it is also the case that this bound is tight for general choices of the
reflector R, i.e., there are specific R (such as the identity) with a matching
attack.

Theorem 1. Let n be a positive integer, m < Perm(n) and Ki, K &
{0,1}™. Let R be a linear involution on {0,1}". For any distinguisher D for
KARC2k, k,[n] making at most q construction queries, and at most p primitive
queries to ™ such that p 4+ 2q < 2"~', we have
3¢  ¢®  4¢%%  4dqp+29)(p+2q+1
AV (0) < 2 £ A0 ety )
On the one hand, Theorem 1 ‘only’ shows that KARC2 achieves birthday-bound
security with respect to the number of construction queries ¢q. On the other hand,
it also shows that the best possible tradeoff curve between construction and
primitive queries is p?q = 22™ up to a small constant. This is much better than
the typical birthday-bound tradeoff pg = 2™. This result is especially important
since in practice the number of construction queries is usually limited by the
application. The number of primitive queries, however, is only limited by the
computational power of the adversary.

The attacks that will be presented in Sect. 4 show that the term ¢2/2" cannot
be avoided unless the reflector R is carefully chosen. However, for any linear invo-
lution R, there is an attack with advantage approximately 2~"/2 using ¢ = 2"/2
construction queries and no primitive queries. Hence, some terms independent
of p cannot be avoided. It will also be shown that the term p?q/22" is tight
from an information-theoretic point of view, but we are not aware of any attacks
achieving the p?q = 22" tradeoff with reasonable time complexity.

3.2 Variants

The choice of the key-schedule in Fig. 4 is not the only possibility. One tempting
option is to further reduce the number keys by setting Ky = o(K;) for some
involution o. However, when o is linear, this construction would not even be
secure up to ¢?/2" for general choices of R. The reason is that K; @ Ko = K1 @
o(K1) can then no longer be uniform random, and this significantly facilitates
the attack presented in Sect.4.2 below. Indeed, one has the following result.
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Lemma 2. Let n be a positive integer and o : {0,1}"™ — {0,1}"™ a linear invo-
lution. Then o has at least 2"/ fized points and the image of o @ id, where id is
the identity function, contains at most 2™/% distinct values.

Proof. Since f = o @ id is linear, the cardinality of its image is 24™0™f) Fur-
thermore, f2 =0, so im(f) C ker(f) and

dim(imf) < dim(ker f) = n — dim(imf).

It follows that dim(imf) < n/2. The claim about the number of fixed points
follows from the observation that the fixed points of o are precisely the elements
of ker f. ad

Due to the above issue, we focus on constructions with two keys. The case
of one key, which necessarily requires either a special choice of R or a nonlinear
o, will be left as interesting (but likely challenging) future work. However, even
with two keys, several constructions are possible. For example, Boura et al. [10]
propose general key-schedules in which the third and fourth key-addition in Fig. 4
(counting from the left) are replaced by F5(K7, K3) and F; (K7, K3) respectively,
where F and F, are (possibly nonlinear) functions. The construction we analyze
is arguably the simplest secure case: Fy (K7, K2) = K1 and Fy (K5, K») = K.

4 Attacks on the Public Permutation Construction

This section shows that the security bound in Theorem 1 is essentially tight
by providing two matching generic attacks. The first attack is only information
theoretic and has no practical significance: it shows that the tradeoff curve p?q =
22" between the number of construction queries ¢ and the number of primitive
queries p can be achieved with a time-complexity of O(22"). The second attack
only uses construction queries and corresponds to the ¢?/2" term in Theorem 1.
Contrary to the first attack, the time-complexity of the second attack is limited
to O(2"/?) operations.

4.1 Information Theoretic Attack

Suppose the attacker makes 2¢ construction queries and p primitive queries
with inputs-output pairs denoted by (ui,v1),..., (up,vp). If p?q = 27, then
the expected number of plaintext-ciphertext pairs (M, C) and primitive query
indices (7, j) such that

Me K| =u;

1
C@KQZUJ‘, ()

is equal to two. Whenever the above conditions hold, one also has R(v;) @ v; =
K1 ® R(K>). This suggests the following method for obtaining the keys K; and
K. For each possible choice of K7 and K, the adversary proceeds as follows:
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(i) Identify the pairs (M, C) and (i, ) for which a collision of type (1) occurs.

(ii) For each of the cases identified in step i, check that R(v;)Pv; = K1 ®R(K2).
If this relation holds for all pairs that were identified, add (K7, K3) to a list
of candidate keys.

Since the expected number of pairs satisfying (1) is equal to two, each incorrect
key (K1, K3) has an average probability of 1/22" of being accepted. Hence, the
adversary obtains a list of a constant number of candidate keys. These candidate
keys can be checked using a few additional queries.

The attack sketched above is purely information theoretic and does not
account for the computational cost of the procedure. Since the attack uses O(227)
table lookups, it indeed has no practical significance. Nevertheless, it shows that
the p?q/2?" term in Theorem 1 cannot be avoided.

Finding attacks with lower computational cost is left for future work and
we believe this is an interesting problem, as the situation for the two-round
Even-Mansour cipher is similar. In that case, the best known attack is due to
Leurent and Sibleyras [27] and has a time-complexity of O(2"/v/n) [27]. Their
attack is based on a reduction to the 3-XOR problem. However, since the KARC2
construction has two keys, this approach does not help to reduce the time-
complexity below O(2").

4.2 Mirror Slide Attack

The second attack is a variant of the mirror slide attack of Dunkelman, Keller
and Shamir [19]. The attack is applicable whenever R has many fixed points and
recovers the value of Ky & Ko.

The original mirror slide attack is applicable to the one-round Even-Mansour
cipher with an involutive permutation. To apply a similar technique to KARC2,
we let

I(z) = (K1 & R(K2) ® R(rm(2))) .

The KARC2 construction can then be written as M +— Z(x@® K;)® Ks. In general,
7 is not an involution since

I7(2) = 77 (K2 ® R(K1) & R(7(2))).-

Nevertheless, the equation above shows that Z is an involution iff Ky & K» is
a fixed point of the reflector R. Since by Lemma 2 any linear involution has at
least 2/2 fixed points, the mirror slide attack is applicable for a fraction of at
least 27"/2 weak keys. However, if R is chosen as the identity map, then all keys
are weak.

The attack is based on the following observation. Let (M, C) and (M*,C*)
be two input-output pairs for the construction such that M & C* = K; @ K>
with K7 @& K5 a fixed point of R. Since M & K1 = C* @ K, it then follows that

M=K, 0T Y (C*"®Ky) =K, 0I(MaK,|) =K &K, C.
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The attack itself is then simple: choose ©(2"/2) distinct values My, My, ... and
C1,Cs, . ... With high probability, there exist indices ¢ # j such that M; & C; =
K, ® Ky = M; ® C;. Furthermore, since the expected number of collisions is
small, one obtains a short list of candidates for K1 & Ko.

Theorem 2 gives a lower bound on the advantage of a distinguisher based on
the same principle. Hence, the security lower bound in Theorem 1 is tight in the
sense that the O(q¢?/2") term cannot be avoided for some choices of R. Finding
matching attacks when R has only 2*/2 fixed points, or improving the security
lower bound in this case, will be left as future work.

Theorem 2 (Mirror slide attack). Let n > 2 be an even integer, m <
Perm(n), and K, Ky < {0,1}". Let R be a linear involution on {0,1}" with
¢ > 4 fized points. There exists a distinguisher D for KARC2g, k,[n] making
3-27/2 41 construction queries such that

AdVIR(D) > o — o

ACVAL
Proof. Let A be an arbitrary constant which is zero on the first n/2 bits, such
as A = 0" !|1. The distinguisher D follows the approach described above, but
using a slightly different approach to make the attack deterministic in the real
world (assuming K; @ K> is a fixed point of R). Specifically, D operates as
follows:

. . n/2 R . n/2 . . . i
- AR ) 1 T n (3

(i) Fori =1 2"/2, query M, (I)ny2 I O to obtain its encryption C,
Likewise, query M; = M; & A to obtain its encryption C;.

(i) Fori=1,...,2"/2 query C; =02 || (i), > to obtain M;. Likewise, define
C} = C; & A and denote the corresponding plaintext by M.

iii) If there exists a pair of indices (i,j) such that M; & Cf = M} & C; and
— = — ~ J 7 J
M; & C = M} & Cj, then output 1. Otherwise, output 0.

Since in step ii only 2/2 + 1 new queries are made, the total number of queries
made is 3 - 2"/2 + 1. The distinguisher’s advantage satisfies
+

AdviEe, (D) = [Py (D4R Rt ] pr D = 1]

Suppose that K@K is a fixed point of R. In the real world, there is a unique pair
(4,7) such that M; ©C; = K;® K. It then also holds that (M; A)®(C;rdA) =
K1 ® K>. Hence, as detailed in the explanation of the mirror slide attack above,
the following two events then necessarily hold:

Ai,j : MZEBOJ*:MJ*@CZ
B;j: M@é;:]%*@él
Thus, since the number of fixed points of R is £,

Pr [DKARC2E, e, [Rom]m™ _ 1} >0/2".
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For the ideal world, we have

4
Pr |:'Z)ﬂrli’ﬂ'i = 1:| =Pr \/ Ai,j AN Bi,j S 2" Pr [A171 A\ Bl,l] S 27 .
(2]

Hence, the result follows provided that ¢ > 4.

5 Security Proof for the Public Permutation Construction

In this section we prove Theorem 1. Let K7, Ko < {0,1}" and 77, 7 <~ Perm(n).
Consider any computationally unbounded and deterministic distinguisher D with
access to the oracles (KARCZ?E(MK2 [7],7F) in the real world and (77, 7%) in the
ideal world.

The distinguisher makes ¢ construction queries to KARCQ}EL Ky [7] or wli, and
these are summarized in a transcript of the form 7o = {(M1,C1),..., (Mg, Cy)}.
It also makes p primitive queries to 7+, and these are summarized in the tran-
seript 7 = {(u1,v1), - .-, (up, vp) }. Without loss of generality, it can be assumed
that the distinguisher does not make duplicate construction or primitive queries.

After D’s interaction with the oracles, but before it outputs its decision, we
disclose the keys K7 and K5 to the distinguisher. This can only increase its
advantage. In the real world, these are the keys used in the construction. In
the ideal world, K; and Ky are dummy keys drawn uniformly at random. The
complete view is denoted by 7 = (79, 71, K1, K2).

5.1 Bad Events

Throughout the proof, let U = {u | (u,v) € m}and V = {v | (u,v) € 71 }. Recall
that R: {0,1}" — {0,1}" is an involution, i.e. R~! = R. We say that 7 € Tpaq if
and only if there exist construction queries (M;, C;), (M;, C;) € 1o and primitive
queries (u,v), (u/,v") € 71 such that one of the following conditions holds:

bad;: M; ® C; = K, ® K, (
bads: M; ®u= K; and C; ® v’ = Ko, (3
bads: M; ® u = K; and R(v) ®v' = K1 & R(K>), (
bads: C; ®u' =Ko andv @ R(v') = R(K;) & Ko, (
When p < ¢, we also need the following two bad events for our good transcripts
analysis:
bad5:a1:|{(Mj,Cj)€To ‘MJ@KlgUHZﬂ, (6)
bad62a2:|{(Mj,Cj)€To ‘C] @KzéU}lZ\/a (7)
Any attainable transcript 7 for which 7 ¢ T,q will be called a good transcript.

We give an informal explanation of the definition of the first four bad events.
The first bad event is necessary to exclude the mirror slide attack that was
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described in Sect.4.2. The second bad event is exploited by the information-
theoretic attack from Sect. 4.1. The motivation behind bads and bad, is similar.
In fact, note that R(v) v’ = K1 @ R(K3) in bads and v R(v') = R(K1) @ Ko
in bads express the same equation. In the real world, if bad; does not hold, then
every construction query j induces ezactly two evaluations (u,v), (u’,v") of the
underlying public permutation 7, and these two pairs satisfy

Mj@u:Kl,
Cj @UIZKQ,
R(v)®v' = K, & R(K>).

Clearly, v and v’ are fixed by M, (if in the forward direction) or C; (if in the
inverse direction) and K, Ky, but there is “freedom” in the value R(v) & v'.
If it happens to be that the distinguisher queried wu, i.e., that (u,v) € 71, the
construction query also fixes the input-output tuple (u’, v’). However, in the ideal
world, there is no such dependency. This means that if the adversary queries u =
M; ® Ky and v’ = C; & K3 to w, with high probability the third equation would
not hold. An identical reasoning applies for the case where the distinguisher
happened to have set any other two out of three equations.

5.2 Probability of Bad Events in the Ideal World

We want to bound the probability Pr[Xp € 7p.q] that an ideal world transcript
7 satisfies either of (2)—(7). Therefore, by the union bound, the probability that
Xp € Tpaq can be bounded as

6
Pr[Xp € Tpaa] < Y _ Pr[bad;].
i=1
15" Bad Event. We first consider the bad event bad;. Here, we rely on the ran-
domness of K1 ® K. Since K7 and K5 are dummy keys generated independently
of 7p and 71, the probability that (2) holds for fixed i and j is 1/2™. Summing
over g2 possible choices of the pair (4, j), we have

q2
Pr[badl] < 27 .

27% Bad Event. We now consider the event bad,. For any construction query
(M;,C;) € 19 and any primitive queries (u,v) and (u/,v’), the only random-
ness in the first equation of (3) is K; and the only randomness in the second
equation is K. This means that the event that one of the equations defining
bads holds is independent of the event that the other one holds. Since the keys
Ky, K, < {0,1}" are dummy keys generated independently of 7y and 71, the
probability that bads holds for a fixed choice of j, (u,v), and (u/,v’) is 1/2%".
Summing over the ¢ possible construction queries and p? possible pairs of prim-
itive queries, we get
2

qp
Pr[bads] < oo -
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37" Bad Event. Next, we consider the bad event bads. Note that in the second
equation of (4), we can replace K1 by M; & u. Hence, the only randomness in the
first equation is K7 and the only randomness in the second equation (conditional
on the first) is K. The events that one of the equations defining bads holds is
therefore independent of the other. Summed over ¢ possible construction queries
and p? possible pairs of primitive queries, we get

2

Prlbads] < 2.

4" Bad Event. The same reasoning as in the case of bads applies to bad,. Hence,
it also holds that Pr[bady] < gp?/22".

5" Bad Event. Finally, if p < g, we also consider the bad event bads. Note that
o1 is a random variable over the random choice of K7, and it is independent of
K5. Furthermore, by the uniformity of K,

q
Elor] =3 Pr(M; 0 K = u] = gij,
7=1ueU

Hence, by Markov’s inequality and because we only consider this event for p < g,

3/2
<4

qp
Pr[bads] < \2[—“ T

6" Bad Event. The analysis of the last bad event is similarly to that of bads.
Hence, we also have Pr[badg] < ¢*/2/2".

Conclusion. Summing the probabilities of the bad events, we get

3qp2 q2 2q3/2
Pr[Xp € Tpaq] < en + on + o (8)

This concludes the analysis of the bad transcripts in the ideal world.

5.3 Ratio for Good Transcripts

Before we continue with the proof, we present the following lemma, which will
be useful in the good transcript analysis.

Lemma 3. Let a,b,c > 0 and N > 1 be integers such that 2a +b < N/2 and
2a+c+1< N/2. Then

N—b—2)(N—c—2i—1) N2

ﬁ (N —i)(N —b—c— 3i) -1 4a(2a +b)(2a + ¢+ 1)
(

i=1
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Proof. One has

& (N—=i)(N—b—c—3i)
H(N—b—2i)(N—c—2i—1)

=1
>ﬁ N2 —N(b+c+4i)— N
TAINZ N+t di+ 1)+ (b+20)(c+ 20+ 1)

YT (b+2i)(c+2i+1)
_g(l N2—N(b+c+4z’+1)+(b+2i)(c+2i+1))

_H(l_ (b+2i)(c+2i+1) )
B (N—=b—2i)(N—c—2i—1)
. a(2a+b)(2a+c+1)
- (N=b—2a)(N—-c—2a—-1)
4a(2a+0)(2a +c+1)
— e ,
where for the last inequality we used 2a +b < N/2 and 2a+c+ 1< N/2. O

>1

Consider an attainable transcript 7 € Zg00q. We now lower bound Pr[Xep = 7]
and compute Pr[Xp = 7] in order to obtain a lower bound for the ratio of these
probabilities. For the ideal world oracle P, the probability of any good transcript
T is equal to

1 1 1

- 22n ’ (2n)p ’ (2n)q :
The first factor is due to the number of possible keys K; and K5. The second
and third factors correspond to the probability that the uniform random per-
mutations 7 and 7y are consistent with the transcripts 71 and 7y respectively.
Similarly, the real world oracle O is compatible with a good transcript 7 if
and only if it is compatible with 7y and 77. Hence,

- L. 1
T @,

Pr[Xp = - Pr[KARC2y o [7] F 7o | 7t 7],
where the probability is taken with respect to 7 < Perm(n) and conditional on
the keys. As before, the first factor corresponds to the number of possible keys
K7 and Ks. The second factor is the probability that m is consistent with 71. The
third factor is the probability that the construction KARC2}'E(1’ K, 7] is consistent
with 79, given the keys K7, K5, and given that m is compliant with 7.
If we let p(7) = Pr[KARCQﬁLKz [7] F 70 | # F 71], then from the above we
obtain that
PI‘[XO = 7']
= (2" . 9
PI‘[X’P :T] ( )q p<T) ( )
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In order to bound p(7), we re-group the construction queries in 7y according to
their collisions with the primitive queries:

Qu, :{(ijcj) €9 | M; ® K eU},
Qu, ={(M;,Cj) €79 | C; & Ko € U},
Qo = {(M;,Cy) € 70 | My & K1, Cy & Ky & U}

By definition, a; = |Qu,| and as = |Qu,]|- Also note that Qu, N Qu, = 0 by
=bada, Qu, N Qo = 0 and Qu, N Qo = P by the definition of Qu,, Qu,, and Qo.
Denote respectively by E7, Fo, and Ey the events that KARCZIi(hK2 [7] F Qu,,
Qu,, and Qg such that

p(T):Pr[El/\EQ|7T|_T1}PT[E0|E1/\E2/\7T"T1]. (10)

Lower Bounding Pr[Ey1 A E2 | m = 71]. The consistency condition 7 - 71 already
defines ezactly p distinct input-output relations for 7. We know that for each
(M;,C;) € Qu,, there is an unique (u,v) € 7 such that M; & K; = u, and
m(M; @ K1) = v. We define

Vo = {R(n(M; ® K1) ® K2) @ Ky : (M;,C}) € Qu, },
Us = {C; & Ky: (M;,Cy) € Qu, } -

Similarly, for each (M;,C;) € Qu,, there is a unique (u,v) € 7 such that
C; ® Ky = u, and 7(C; @ K3) = v. Again, define

Vi = {R(n(C; & K2) & K1) ® Ko | (M;,C) € Qus }
Ur={M;® K | (M;,C)) € Qu,} .

Note that all values in Ul and all values in VQ are distinct since the M;’s are
distinct, and all values in Uz and all values in \71 are distinct since the C;’s are
distinct. We also have Uy NUs = Vi NVa = 0 by =bady, UNT; = UNU, = 0 by
—bady, VN Vs =0 by =bads, and V NV; = 0 by —bads. Hence, the events E;
and Fy define ezactly a = |Qu, | + |Qu,| new and distinct input-output pairs of
7 and it follows that

1

PI'[El AN E2 | T Tl] (2n —p)a . (11)
Lower Bounding Pr[Ey | E1 AEs Am b 11]. The conditions 7 - 71, F1 and F5 now
define ezactly p' = |[UU U, UUy| = |V UV, U V| = p + « distinet input-output
pairs of m. Our goal now is to count the number of new distinct input-output
relations for 7 induced by the event Fjy. Recall that the event Ej holds if and
only if the reflection cipher is consistent with the construction queries in Qq, i.e.
KARC2k, k,[7] F Qo. The queries in Qg can be labeled as

QO = {(M117Cl1)7 C) (Mlq/7clq/>}7

where ¢’ = |Qo| = ¢ — « is the total number of these queries.
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The event Ej defines exactly 2¢’ relations for 7 of the form m(tg;—1) = U2;—1
and 7'('(1_1,21‘) = ’L_}Q,L', where 'ELQi_l = Mli S5 K1 and ”(_Lgi = le, D K2 for i = 1, N .,q/.
By the definition of Qg and because bad; does not hold for good transcripts, it
follows that ~ }

{U1,...,02¢ } U UUL UUs.

Hence, taking into account that 7 is a permutation, the values vy, ..., U2, must
satisfy the following conditions (for i = 1,...,q’) in the real world:

(1) R('l_}zl'_l) D vg; = K1 D R(KQ)
(2) The variables U2;_; additionally satisfy:

(a) Toi—1 ¢ VUV UV,

(b) Voi_1 ¢ {’l_)l, ey 1_}21'_2} if 7 > 1.
(3) The variables vy, additionally satisfy:

(a) '(_)Q»L‘ ¢ VU%UVQ,

(b) vy ¢ {171,173, . ,17}21‘,1} if 1 > 1.
Observe that whenever conditions (1) and (2b) are satisfied, then it also holds
that Ug; & {¥2,04,...,02i—2}, since K1 @ R(K3) is a fixed value. It follows that
conditions (1), (2b) and (3b) ensure that the values 71, ..., 72y are distinct.

For any positive integer m < ¢/, let N,,, denote the number of distinct tuples

(U1, ...,02m) satisfying the conditions above for ¢ = 1,...,m. In particular,
for each of the N, possible consistent choices of (1,...,Ta ), the event Ey is
equivalent to exactly 2¢’ new input-output relations for 7. Hence,

Ny
(2" —p )2y .
Below, a recursive formula for N,, in terms of N,,_; will be determined. This

formula leads to a lower bound for N,,/N,,_;. Finally, in order to lower bound
Ny, the following telescoping product will be used (Ny = 1):

PT[EQ | EiNEs N7 Tl] = (12)

q/
Np,
Ny =1 5 (13)
m=1

Define R,, as the set of all tuples (¥1,...,Us,) that satisfy all conditions
above for i = 1,...,m — 1 and satisfy condition (1) for ¢ = m, but not (2)
and (3) . It is easy to see that |R,| = 2" Np,_1.

Furthermore, let S, be the set of values (01,...,0s,) also satisfying all
conditions for ¢ = 1,...,m — 1, and additionally satisfying (1) and (2) but
not (3) for i« = m. Define T,,, analogously but with values satisfying (1) and (3)
but not (2) for ¢ = m. The set of complete solutions can then be written as
Ry, \ (Sm UTy,). Hence, by the union bound,

Nopmyo = ‘Rm \ (Sm UTM)‘ = |Rm| - |Sm UTM| > ‘Rm| - |Sm| - |Tm‘- (14)

Since any (¥1,...,02m) € Sy, satisfies Uoy—1 € {U1,...,V2m—2} UV U Vi U Vs,
one has that |S,,| < (p + 2m — 2)Np,—1. Similarly, |T,,,| < (p' + m — 1) Npp—1.
Hence, substituting these inequalities and |R,,| = 2" N,,—1 in (14) and dividing
out N,,_1 yields
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N,
N T > —(pP+2m—-2)— (P +m—-1)=2"—2p —3m+3.
m—1
Using the telescoping product (13), it follows that
qa q'~1
Ny > [J@ =20 —=3m+3) > [] (2" -2 - 30)
m=1 =0
Combining (10), (11) and (12), we obtain
Pr[Xp = 7] > N, /(2 )q
PrlXp =1 (2" = p')2q (2" = P)a
27L , 271 _ A o
(2" =Py (2" = Pa
A B
Plugging in the lower bound for Ny in A yields
d~Yion _ N(on _ 9./ _ 9:
A [T, (2 z)(2/ 2p' — 3i)
(2" = )2y
ql_‘f (2" — i)(2" — 2p' — 3i)
s U ey = —py—2i-1)
AP +2¢)(p +2¢' +1)
>1-
22n
49(p+2¢)(p+2q+1)
Z 1- 22n ’ (16)

where we used Lemma 3 with a = ¢/ and b = ¢ = p/, and the fact that ¢ < ¢
and p' +2¢' +1<p+2¢+1<2"/2.

Next, we consider the factor B in (15). Note that for p > ¢ > ¢’ and using
the fact that ¢ = ¢’ + «, we have B > 1. For p < ¢, we have

a
on _ Ia on _ 23/2
g 24 >< q) Sk (17)

2 " Han on
where we used o = a1 + az < 2,/g, which is due to —bads, and —bads.
Conclusion. From (15), (16), and (17) we conclude that

Pr[Xo
Pr[Xp
using (1—2)(1—y)>1—2a—y.

LY +2)(p+20+ 1) 2477
22n n

Y

H =:1—k¢,

5.4 Conclusion

Using Patarin’s H-Coefficient technique (Lemma 1), we obtain

opr 3p | ¢ Aqp+29)(p+2¢+1) | 4¢%?
AdVKpAll?)C2(D) < 92n+1 + ﬁ + 22n + on°
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6 Sharpened Analysis of Two-Round Even-Mansour

As an intermediate result that will be used to prove the security of our ideal
cipher construction, we consider the following single-key variant of the 2-round
Even-Mansour cipher. For any positive integer n, let m,m € Perm(n), and
let v1,72: {0,1}™ — {0,1}" be arbitrary invertible linear maps on {0,1}" with
respect to @. Define the generic construction EMIP2: {0,1}" x {0,1}™ — {0,1}"
as

EM'PQK[’ITl,’/TQ](M) = 7T2(7T1(M D K) @’Yl(K)) &) ’}/Q(K) .

Chen et al. [12] showed that for v, = v, = id, EMIP2 is secure up to O(227/3)
queries. In this section, the following sharpened result will be shown. The result
is sharper because, as explained below, our proof avoids the term p? Vap/ 22" in
the bad transcript analysis. The latter term can play an important role when
p is large. The difference between Theorem 3 and the result of Chen et al. is
illustrated in Fig. 3 in the introduction.

Theorem 3. Let n > 4 be an integer, let K < {0,1}" and m;, 7y < Perm(n)
independent and uniform random permutations. Let D be any distinguisher for
EMIP2k [y, ma] making at most ¢ > 1 construction queries, at most p primitive
queries to ﬂ'li and at most p primitive queries to TrQi. Forallg < 2™ orq=2",
we have

. 12 Tqp®  6+/3cqp?
AdvISEII)VIFPQ(D) S QQC,n + 22n + on ’

with ¢ > 0 an arbitrary real number.

We prove Theorem 3 in Sect. 6.2. The bad transcript analysis of Chen et al. [12]
relies on a sum-capture theorem. The sharpened bound in Theorem 3 is due to
a sharpening of this result. Several variants of the sum-capture theorem exist
for different situations [12,15]. These results build on the work of Babai [2] and
Steinberger [33]. Typically, a sum-capture theorem states that for a random
subset Z of {0,1}" of size ¢, the quantity

w(Z,A,B) = |{(z,a,b) € Zx Ax B: z=a® b}

is not much larger than g |A| |B| /2™ for any possible choice of A and B, except
with negligible probability. In our setting, Z will consist of query-response tuples
from a permutation, i.e. Z consists of values u; ®v; where {(u1,v1), ..., (ug,vq)}is
apermutation transcript. For this case, Chen et al. [12] proved the following result.

Theorem 4 (Chen et al. [12]). Let I' be an invertible linear map on the

Fy-vector space {0,1}". Let & Perm(n), let D be some probabilistic algorithm
making exactly q distinct two-sided adaptive queries to w. Let Z = {(uy,v1), ...,
(ug,vq)} be the transcript of the interaction of D with m, which consists of ¢ > 1
pairs such that either v; = w(u;) or u; = 7w(v;) for alli=1,...,q. For any two
subsets A, B C {0,1}", let
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w(Z,A,B) = {((u,v),a,b) € Zx AxB:uda=T(vdb)} .

Then, for 9n < q < 2", we have

AlB|  2¢*\/JA[[B] 2
Pr |u(z A, B) > UALIBL 24 ||| 4 3\/ng ATIB] <o

2’!7,

In Sect. 6.1, we prove the following sharpened and simplified version of their
result. For ¢ = n, the bound in the theorem below is essentially identical to the
one given in the sum-capture theorem of Cogliati et al. [15, Lemma 1] for the
case where Z results from the interaction with a random function. Hence, our
result removes the unnecessary discrepancy between the sum-capture theorems
for random functions and random permutations.

Theorem 5 (Sum-capture theorem). Let I' be an invertible linear map on

the Fa-vector space {0,1}". Let = < Perm(n), and let D be some probabilistic
algorithm making exactly q distinct two-sided adaptive queries to w. Let Z =
{(u1,v1),..., (uq,vq)} be the transcript of the interaction of D with m, which
consists of ¢ > 1 pairs such that either v; = w(u;) or u; = w(v;) for all i =
1,...,q. For any two subsets A, B C {0,1}", let

w(Z,A,B) = |{((u,v),a,0) e Zx Ax B:u®a=IT(vdb)} .

For any real number ¢ > 0, it then holds that

Pr|u(Z,A,B) > +2\/3cq|A| | B| 220 P

As can be seen by comparing Theorem 4 and Theorem 5, our version of the
sum-capture theorem does not contain the term 2¢*\/|A||B|/2" and avoids the
condition 9n < ¢ < 2"~!. This eliminates the terms 2¢°p/2*" and 4p*,/qp/2*"
in our bad transcript analysis. The latter term can play an important role when
p is large.

6.1 Proof of the Sharpened Sum-Capture Theorem
For a subset Z of {0,1}" x{0,1}" and an invertible linear map I" of the Fa-vector
space {0,1}", we define the quantity

@F(Z) = ael?él)l(}n Z (_1)<a,m)®<a,f’(y)> .

a#0 (xvy) €Z

In the expression above, (a,z) = @ o;x; denotes the standard dot product
between bitstrings of length n. The following lemma was proven by Chen et al.
[12], but in the statement of their result they replaced the smaller quantity
&r(Z) by the quantity

b(Z) = —1)( @B > ¢ (7).
(2)= max | 2, (=) 2 #r(2)

a,p#0  (zY)€EZ

However, their proof carries over essentially completely.
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Lemma 4 (Chen et al. [12]). Let I' be an automorphism of the Fa-vector space
{0,1}™. For all sets Z C {0,1}" x {0,1}" and A, B C {0,1}", define

w(Z,A,B) = |{((u,v),a,b) e Zx AxB:u®a=T(vdb)} .

Then it holds that

Z||A|l|B
n(z.4.8) < PP g z) TaTTE.

In order to obtain the simplified sum-capture theorem, it suffices to compute
a tail bound for the quantity ®p(Z). Our improvement over the result of Chen
et al. is enabled by the following theorem of Hoeffding [22], which is stated for
the special case of zero-mean uniformly bounded populations below.

Theorem 6 (Hoeffding [22]). If x1,22,...,2, is a random sample without
replacement from a finite population (multiset) {{c1,ca,...,cn}} such that a <
c; <bforalli=1,...,N and Zil c; =0, then for all § > 0, it holds that

Pr [zﬂ] <o (720

Theorem 6 is precisely the same bound as the classical Hoeffding inequality
for sampling with replacement [22, Theorem 2]. It is not surprising that the same
result should be true for sampling without replacement, since the latter tends to
decrease variability. To prove Theorem 6, Hoeffding first showed that the average
of any continuous convex function of Y ¢_, x; is less than the same function of
an equivalent sum involving random variables sampled with replacement. The
result then follows by applying this argument for the exponential function (which
is clearly convex) and by using Markov’s inequality.

Lemma 5. Let 7 < Perm(n) and let D be some probabilistic algorithm making
exactly q distinct two-sided adaptive queries to w. Let Z = {(u1,v1),. .., (uq,vq)}
be the transcript of the interaction of D with w, which consists of ¢ > 1 pairs
such that v; = w(u;) or u; = w(v;). For any real number ¢ > 0, the tail of $r(Z)
can be bounded as

PI’[@F(Z) > 2 30(]] < 22c7—n

Proof. By swapping inputs and outputs where necessary for i = 1,...,q, there
exist pairs (x;,y;) such that y; = 7(z;) and

q
@p(Z) = ag{l(?)l(}" Z(fl)@"mi)@(%lﬂ(yi)) .

a#0 =1

For any o # 0 the values z; = (o, I'(y;)) with ¢ = 1,...,q are random samples
without replacement from a population consisting of 2"~ ! values 0 and 2"~ ! values
1. Indeed, any nonzero linear combination of the output bits of a uniform random
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permutation is a uniform random balanced Boolean function and no queries to 7
can be repeated. Furthermore, due to the fact that 7 is a uniform random permu-
tation, z1,. ..,z are independent of xy, ..., x4. Hence, consider the sum

q
S, = Z(_l)m,m (—1)% .
i=1

Note that S, is a symmetric random variable and E[S,] = 0. Applying the
union bound! and Theorem 6 to the terms with positive and negative coefficients
separately gives the tail bound

Pr [|Sa\ >0./q | xl,...,:cq] < 4e=%/8

The law of total probability then directly yields the upper bound Pr [|Sa\ >
6\/6] < 4e=0%/8, By the union bound,

Pr(@r(Z) > 6y/q =Pr [m;zé( 1Sal > 6y/q] <272 o028
Let & = 2v/3¢ > 4y/1n 2¢ for ¢ > 0, then

c 4
Pr[@r(Z) > 21/3cq] < 22722 =

T 92c—n’

This concludes the proof. a

6.2 Proof of Theorem 3

In this section we prove Theorem 3. Let K < {0,1}" and 77, 71, 75 < Perm(n).
Consider any computationally unbounded and deterministic distinguisher D with
access to the oracles (EMIP2% [y, mo], 7, 7)) in the real world and (75, 73, 73)
in the ideal world.

The distinguisher makes g construction queries to EMIPQ}S [mr1, o] Or 77?[, and
these are summarized in a transcript of the form 7o = {(M1,C1), ..., (M4, Cy)}.
It also makes p primitive queries to Wit, and p primitive queries to 7r2i, these
are respectively summarized in the transcript 7 = {(u1,v1),...,(up,vp)} and
7o = {(x1,11) .-, (®p, yp)}. Without loss of generality, it can be assumed that
the distinguisher does not make duplicate construction or primitive queries.

After D’s interaction with the oracles, but before it outputs its decision, we
disclose the key K to the distinguisher. In the real world, this is the key used in
the construction. In the ideal world, K is a dummy key that is drawn uniformly
at random. The complete view is denoted by 7 = (19, 71, 72, K).

Bad Events. We say that 7 € 7p.q if and only if there exist a construction
query (M;,C;) € 19 and primitive queries (u,v) € 7 and (z,y) € 7» such that
one of the following conditions holds:

! In the form Pr[X +Y > #] < Pr[X > t/2] + Pr[Y > ¢/2].
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bad;: M; du=Kand C; &y =y (K), (18)
bady: M; @u=K andv @z = 71 (K), (19)
bads: C; @y =v(K)andv @z =7 (K). (20)

Any attainable transcript 7 for which 7 ¢ 7y,,q4 will be called a good transcript.

Probability of Bad Events in the Ideal World. We want to bound the
probability Pr[Xp € Tp.q] that an ideal world transcript 7 satisfies either of
(18)-(20). Therefore, the probability that Xp € Tpaq is given by

Pr[Xp € Tpaa] < Pr[bad;] + Pr[bads] + Pr[bads] .

Throughout the proof, let U = {u | (u,v) € 1}, V ={v | (u,v) € 1}, X =

{z | (z,y) €} and Y = {y | (z,y) € 2 }. In addition, denote

91:|{(j,(u,v, )|M@U:72_1(C@y}|

:|{(j,(U7U7 )|M @U—’Yl }|
93:|{(j,(u,v, )|O] @y:’)/QO’yl ’U@:L‘}|

In the ideal world, (21, {25, and {23 only depend on m;, w3 and 7, and not on
the key K < {0,1}", which is drawn uniformly at random at the end of the
interaction. For any i € {1,2,3} and \; > 0 a real constant, we have

Ai

Pr[bad;] < Pr[£2; > \;] + on

To upper bound the first term above, the sharpened sum-capture theorem (The-
orem 5) will be used. This application of the sum-capture theorem will also rely
on the linearity of 1 and ~s.

1% Bad Event. The first bad event can be rewritten as M; @ u = v, (C;) ©
75 '(y) = K. To apply the sum-capture lemma, define

Zy ={M; &, '(Cy) | (M;,Cy) € 10},
A =U
Bi={yw'(y) lyeY}.

Since 72_1 is a permutation, Lemma 4 can be applied with 2, = u(Z1, A1, B1),

4
Pr|u(Z1, A1, By) > 2— + 2+/3cqp? 226 —.

We thus set A\; = gp?/2" + 24/3cgp? and obtain

4 qp®  2+/3cqp?
Pr [badl] — 92c—n + 922n + mn :
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24 Bad Event. For i = 2, we rewrite bady as M; ®u = ~; *(v) @, (z) = K,
and we define

Zy ={u®~;'(v) | (u,v) €1},
As ={M; | (M;,Cj) € 1o},
By ={7;'(z) |z € X}.

Then, since ’yfl is a permutation, we can apply Lemma 4 with 25 = p(Zs, As, Bs),

Pr|i(Zs, As, By) >7+2@ et

We thus set Ay = gp?/2" + 24/3cgp? and obtain

4 qp® | 2v/3cqp?
[badQ] - 9c— 2n + 2% + on :

374 Bad Event. For i = 3, we rewrite bads as C; @y = y207; ' (v) @207, H(z) =
~v2(K) and we define

Zzs={v20y (@) By | (z,y) € T2},
Az ={C; | (M;,Cj) € 11},
By ={y07;'(v) |veV}.

Then, since vz o0 v7 ! is a permutation, we can apply Lemma 4 with 25 =
w(Zs, Az, Bs),

PI‘ (Zg, Ag, B3

3eqp?| < 22c —.

We thus set \3 = gp?/2" + /5ngp? and obtain

4 ap® | 2v/3cqp?
P [badg] 22(‘ o + 2% 72n .

Conclusion. Summing the probabilities of the three bad events, we get

12 3qp®  64/3cqp?
Pr{Xp € Toad] < oy + o + —ami— - (21)

Probability Ratio for Good Transcripts. Since our bad events are the
same as in the analysis of Chen et al. [12], their analysis of the good transcript
ratio can be recycled. In particular, their Lemma 8 (i) implies that for any good
transcript 7 and any integers ¢ and p such that 2q 4+ 2p < 27,
Pr[Xp = 4qp?
rXo=1] | dap

Pr[Xp € T] o 22n -

However, the above bound is trivial whenever p > 2"‘1/\/@ Hence, 2q + 2p <
2"/\/q + 2q and for n > 4 this is lower than 2" whenever ¢ > 1 and ¢ < AL
Furthermore, by [12, Lemma 8 (ii)], the result also holds for ¢ = 2.
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Conclusion. Using Patarin’s H-Coefficient technique (Lemma 1), we obtain

spr 12 3qp®  6y/3cqp® | 4qp®
AdVEIIJVI|pP2(D) S 220777, + 22n + on + 2271 '

7 Construction Based on an Ideal Cipher

We now turn to our second reflection cipher construction, which is illustrated in
Fig.5 below. Theorem 7 will show that, for an n-bit ideal block cipher with a
k-bit key, this construction achieves a O(p,/q/2"**) security bound. The proof
of this result is based on a reduction to our sharpened security bound for the
two-round Even-Mansour cipher from Theorem 3.

oK) L+a oK)
|

[ | J
A U PR W I

Fig. 5. The KARC-IC construction uses two secret keys K and L, and a block cipher
E. The reflector R is a fixed linear involution and o is an invertible linear map. To
obtain a pure reflection property with respect to both keys, o should be an involution.

Although the construction in Fig.5 is based on the more powerful ideal
cipher model, it is of considerable practical interest. Indeed, block-ciphers such
as PRINCE [8], MANTIS [5] and QARMA [1] are designed to support a 64 bit block
size with 128 bit keys (internally split into two 64 bit keys), and claim a security
tradeoff of pg = 2128.

In the case of PRINCE and MANTIS, this is achieved by instantiating the
XEX-construction [23] with an ideal reflection cipher. Their construction is
shown in Fig.2 (in the introduction). Importantly, although this achieves the
desired tradeoff, the construction of the ideal reflection cipher E* in PRINCE and
MANTIS closely follows our proposed construction: the only difference is the pres-
ence of key-additions in the middle layer of our construction. Hence, by minimally
modifying PRINCE and MANTIS, our results show that an improved security
tradeoff of pg? = 22°6 can be achieved. However, it should be stressed that our
results only establish security against generic attacks. Careful analysis by crypt-
analysts remains necessary, even for minor changes such as the one proposed by
our construction. For instance, in the case of MANTIS, reduced-round nonlinear
invariant attacks have been discovered [6]. The presence of key additions in the
middle could provide additional flexibility to propagate the invariant property
over more rounds. We believe a detailed analysis of this case would make for
interesting future work.
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The design of QARMA follows a very similar approach to our construction.
In fact, Avanzi [1] remarks that the true security of the QARMA construction is
likely to exceed the claimed pg = 2™ trade-off. Our results corroborate this to
some extent. However, our Theorem 7 is not directly applicable because QARMA
uses a nonlinear reflector R between the middle key-additions. Analyzing the
security of such construction would be possible if the sum-capture theorem could
be extended to allow for nonlinearity. This is an interesting problem by itself.

Before giving Theorem 7 and its proof, we formalize our second construction.
For any positive integers n and k, let £ be a block cipher with key L € {0,1}*, and
let K € {0,1}" be a second construction key. Furthermore let R be a linear invo-
lution and o an invertible linear map on {0, 1}" such that id + R o o is invertible.
The generic construction KARC-1C2: {0, 1}7*+* x {0,1}" — {0,1}" is defined by

KARC-IC2k 1 [El(M) = B} (R(IEL(M & K) & K) ® o(K)) ® 0(K), (22)

with o € {0,1}* a nonzero constant. The condition that id+R oo is invertible is
an important one, since Theorem 3 requires that 7, is invertible. Note that this
condition is equivalent to the requirement that R o ¢ does not have any fixed
points. The security of KARC-IC2 is given in Theorem 7, which can be proven
by a reduction to the security of EMIP2.

Theorem 7. For any positive integers n > 2 and k, let K & {0,1}" and
L& {0,1}* be uniform random keys and E an ideal cipher. If D is any dis-
tinguisher for KARC-1C2k [E] making at most ¢ > 1 construction queries, and
at most p primitive queries to ET, then for all ¢ < 2! or ¢ = 2™ it holds that:

12
2n+k

v ovan Tk VIP

2n+k'

Adviireica(D) <

Proof. Enumerate all ¢ = 2* possible ideal cipher keys as L1, ..., L,. Suppose
the distinguisher D makes p;; queries to E*! with key L;. Likewise, let D2,i
denote the number of queries to E*! with key L; @ a. For convenience, let
p; = max{p1,p2,;} be the maximum number of queries made for either L; or
L; @ a. Since the total number of queries is equal to p, we have

¢ ¢
D pi <> pritpei=2p.
i=1 i=1
It follows from the law of total probability and the triangle inequality that

Ad"fgfgc-mk,% (E] (D).

|

¢
AdviGgcica(P) < Z
=1

Let D; be a distinguisher running D to play the indistinguishability game against
the EMIP2g 7y, 2] construction with m; = Ep, and mg = E;f@a using pi;
primitive queries to 7y, p2,; primitive queries to e and ¢ construction queries.
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In order to do this, D; simulates D’s queries to E whenever the key is different
from L; or L; ® a. A standard hybrid argument then shows that

sSprp Sprp .
Advigreacay ,, 2(P) < AdVEMIP2K[EL B +a](Dl>‘

Since L; # L; @& «, the permutations m; and 7e are indeed independent and
uniform random. Hence, Theorem 3 (with ¢ = n + k/2) yields the upper bound

12 7qp f qpi
Sprp X ]
Adviin, om0 S 5o+ +6+/3(n + k/2)

Bl
< (631 k/2) +f\fpl
—2n+k TL

+9v2n + k ‘[pl

2

— 2n+k
where the second inequality follows from z# < z for all z € [0,1]. Hence, it

follows that

+ovan ik VAP

Adviarcaca(P) < otk

— 2n+k

This concludes the proof. a

To apply Theorem 7 to PRINCE, it remains to show that the linear map Roo does
not have any fixed points when R is the linear reflector and o the whitening-key
orthomorphism? of PRINCE. Specifically, o : {0,1}" — {0,1}" is defined by

oxz)=(z>1)d (x> 63). (23)

One can verify that rank(id + R o o) = 64. That is;, R o o does not have any
fixed points.

Observe that the o defined by (23) is not an involution. Hence, the PRINCE
decryption algorithm is not the exactly same as the encryption algorithm: K and
o(K) must also be swapped. Our construction preserves the same property, but
we note that it is also possible to choose an involution ¢ such that R oo does not
have any fixed points. In this case, decryption and encryption are purely related
by the coupling map (K, L) — (o(K),L ® «).

However, since the block cipher F used in PRINCE starts by xoring L to the
state, using an involution o has the potential downside that (K + L, o (K) + L) is
no longer jointly uniform for uniform random keys K and L. Indeed, for any linear
involution o, it holds that rank(id+0) < n/2. This may facilitate partial key guess-
ing. Again, this illustrates the importance of performing additional cryptanalysis
when instantiating our (or, more generally, any) generic construction.
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262

T. Beyne and Y. L. Chen

References

1.

2.

10.

11.

12.

13.

14.

15.

16.

17.

Avanzi, R.: The QARMA block cipher family. TACR Trans. Symm. Cryptol.
2017(1), 4-44 (2017)

Babai, L.: The Fourier transform and equations over finite Abelian groups: an
introduction to the method of trigonometric sums. Lecture notes (1989)

Barreto, P., Rijmen, V.: The Anubis block cipher. Primitive submitted to NESSIE
(2020)

. Barreto, P., Rijmen, V.: The Khazad legacy-level block cipher. Primitive submitted

to NESSIE (2020)

Beierle, C., et al.: The SKINNY family of block ciphers and its low-latency variant
MANTIS. In: Robshaw, M., Katz, J. (eds.) CRYPTO 2016, Part II. LNCS, vol.
9815, pp. 123-153. Springer, Heidelberg (2016). https://doi.org/10.1007/978-3-
662-53008-5_5

Beyne, T.: Block cipher invariants as eigenvectors of correlation matrices. In:
Peyrin, T., Galbraith, S. (eds.) ASIACRYPT 2018. LNCS, vol. 11272, pp. 3-31.
Springer, Cham (2018). https://doi.org/10.1007/978-3-030-03326-2_1

Bogdanov, A., Knudsen, L.R., Leander, G., Standaert, F.-X., Steinberger, J., Tis-
chhauser, E.: Key-alternating ciphers in a provable setting: encryption using a small
number of public permutations. In: Pointcheval, D., Johansson, T. (eds.) EURO-
CRYPT 2012. LNCS, vol. 7237, pp. 45-62. Springer, Heidelberg (2012). https://
doi.org/10.1007/978-3-642-29011-4.5

Borghoff, J., et al.: PRINCE — a low-latency block cipher for pervasive computing
applications. In: Wang, X., Sako, K. (eds.) ASTACRYPT 2012. LNCS, vol. 7658,
pp. 208-225. Springer, Heidelberg (2012). https://doi.org/10.1007/978-3-642-
34961-4_14

. Borghoff, J., et al.: The PRINCE challenge (2014-2016). https://www.emsec.ruhr-

uni-bochum.de/research/research_startseite/prince-challenge/

Boura, C., Canteaut, A., Knudsen, L.R., Leander, G.: Reflection ciphers. Des.
Codes Cryptogr. 82(1-2), 3-25 (2017)

Bozilov, D., et al.: PRINCEv2 - More security for (almost) no overhead. IACR
Cryptol. ePrint Arch. 2020, 1269 (2020)

Chen, S., Lampe, R., Lee, J., Seurin, Y., Steinberger, J.: Minimizing the two-round
even-mansour cipher. In: Garay, J.A., Gennaro, R. (eds.) CRYPTO 2014, Part I.
LNCS, vol. 8616, pp. 39-56. Springer, Heidelberg (2014). https://doi.org/10.1007/
978-3-662-44371-2_3

Chen, S., Steinberger, J.: Tight security bounds for key-alternating ciphers. In:
Nguyen, P.Q., Oswald, E. (eds.) EUROCRYPT 2014. LNCS, vol. 8441, pp. 327-
350. Springer, Heidelberg (2014). https://doi.org/10.1007/978-3-642-55220-5_19
Chen, Y.L., Lambooij, E., Mennink, B.: How to build pseudorandom functions from
public random permutations. In: Boldyreva, A., Micciancio, D. (eds.) CRYPTO
2019, Part I. LNCS, vol. 11692, pp. 266—293. Springer, Cham (2019). https://doi.
org/10.1007/978-3-030-26948-7_10

Cogliati, B., Seurin, Y.: Analysis of the single-permutation encrypted Davies-Meyer
construction. Des. Codes Cryptogr. 86(12), 2703-2723 (2018)

Daemen, J., Van Assche, G., Peeters, M., Rijmen, V.: Noekeon. Primitive submit-
ted to NESSIE (2000)

Datta, N., Dutta, A., Nandi, M., Yasuda, K.: Encrypt or decrypt? to make a
single-key beyond birthday secure nonce-based MAC. In: Shacham, H., Boldyreva,
A. (eds.) CRYPTO 2018, Part I. LNCS, vol. 10991, pp. 631-661. Springer, Cham
(2018). https://doi.org/10.1007/978-3-319-96884-1_21


https://doi.org/10.1007/978-3-662-53008-5_5
https://doi.org/10.1007/978-3-662-53008-5_5
https://doi.org/10.1007/978-3-030-03326-2_1
https://doi.org/10.1007/978-3-642-29011-4_5
https://doi.org/10.1007/978-3-642-29011-4_5
https://doi.org/10.1007/978-3-642-34961-4_14
https://doi.org/10.1007/978-3-642-34961-4_14
https://www.emsec.ruhr-uni-bochum.de/research/research_startseite/prince-challenge/
https://www.emsec.ruhr-uni-bochum.de/research/research_startseite/prince-challenge/
https://doi.org/10.1007/978-3-662-44371-2_3
https://doi.org/10.1007/978-3-662-44371-2_3
https://doi.org/10.1007/978-3-642-55220-5_19
https://doi.org/10.1007/978-3-030-26948-7_10
https://doi.org/10.1007/978-3-030-26948-7_10
https://doi.org/10.1007/978-3-319-96884-1_21

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Provably Secure Reflection Ciphers 263

Dinur, I.: Cryptanalytic time-memory-data tradeoffs for FX-constructions with
applications to PRINCE and PRIDE. In: Oswald, E., Fischlin, M. (eds.) EURO-
CRYPT 2015, Part I. LNCS, vol. 9056, pp. 231-253. Springer, Heidelberg (2015).
https://doi.org/10.1007/978-3-662-46800-5_10

Dunkelman, O., Keller, N., Shamir, A.: Minimalism in cryptography: the even-
mansour scheme revisited. In: Pointcheval, D., Johansson, T. (eds.) EUROCRYPT
2012. LNCS, vol. 7237, pp. 336-354. Springer, Heidelberg (2012). https://doi.org/
10.1007/978-3-642-29011-4_21

Even, S., Mansour, Y.: A construction of a cipher from a single pseudorandom
permutation. In: Imai, H., Rivest, R.L., Matsumoto, T. (eds.) ASTACRYPT 1991.
LNCS, vol. 739, pp. 210-224. Springer, Heidelberg (1993). https://doi.org/10.1007/
3-540-57332-1_17

Hoang, V.T., Tessaro, S.: Key-alternating ciphers and key-length extension: exact
bounds and multi-user security. In: Robshaw, M., Katz, J. (eds.) CRYPTO 2016,
Part I. LNCS, vol. 9814, pp. 3-32. Springer, Heidelberg (2016). https://doi.org/
10.1007/978-3-662-53018-4_1

Hoeffding, W.: Probability inequalities for sums of bounded random variables. In:
Fisher, N.I., Sen, P.K. (eds.) The Collected Works of Wassily Hoeffding, pp. 409—
426. Springer, Heidleberg (1994). https://doi.org/10.1007/978-1-4612-0865-5-26
Kilian, J., Rogaway, P.:. How to protect DES against exhaustive key search. In:
Koblitz, N. (ed.) CRYPTO 1996. LNCS, vol. 1109, pp. 252-267. Springer, Heidel-
berg (1996). https://doi.org/10.1007/3-540-68697-5_20

Kilian, J., Rogaway, P.: How to protect DES against exhaustive key search (an
analysis of DESX). J. Cryptol. 14(1), 17-35 (2001)

Lampe, R., Patarin, J., Seurin, Y.: An asymptotically tight security analysis of the
iterated even-mansour cipher. In: Wang, X., Sako, K. (eds.) ASTACRYPT 2012.
LNCS, vol. 7658, pp. 278-295. Springer, Heidelberg (2012). https://doi.org/10.
1007/978-3-642-34961-4_18

Lee, J.: Key alternating ciphers based on involutions. Des. Codes Cryptogr. 86(5),
955-988 (2018)

Leurent, G., Sibleyras, F.: Low-memory attacks against two-round even-mansour
using the 3-XOR problem. In: Boldyreva, A., Micciancio, D. (eds.) CRYPTO 2019,
Part II. LNCS, vol. 11693, pp. 210-235. Springer, Cham (2019). https://doi.org/
10.1007/978-3-030-26951-7_8

Luby, M., Rackoff, C.: How to construct pseudo-random permutations from pseudo-
random functions. In: Williams, H.C. (ed.) CRYPTO 1985. LNCS, vol. 218, pp.
447-447. Springer, Heidelberg (1986). https://doi.org/10.1007/3-540-39799-X _34
Patarin, J.: The “Coefficients H” Technique. In: Avanzi, R.M., Keliher, L., Sica,
F. (eds.) SAC 2008. LNCS, vol. 5381, pp. 328-345. Springer, Heidelberg (2009).
https://doi.org/10.1007/978-3-642-04159-4_21

Patarin, J.: Introduction to mirror theory: analysis of systems of linear equalities
and linear non equalities for cryptography. IACR Cryptol. ePrint Arch. 2010, 287
2010

%’atarzm J.: Mirror theory and cryptography. Appl. Algebra Eng. Commun. Com-
put. 28(4), 321-338 (2017). https://doi.org/10.1007/s00200-017-0326-y

Simon, T., et al.: FRIET: an authenticated encryption scheme with built-in fault
detection. In: Canteaut, A., Ishai, Y. (eds.) EUROCRYPT 2020, Part I. LNCS,
vol. 12105, pp. 581-611. Springer, Cham (2020). https://doi.org/10.1007/978-3-
030-45721-1_21

Steinberger, J.P.: The sum-capture problem for abelian groups. arXiv preprint
arXiv:1309.5582 (2013)


https://doi.org/10.1007/978-3-662-46800-5_10
https://doi.org/10.1007/978-3-642-29011-4_21
https://doi.org/10.1007/978-3-642-29011-4_21
https://doi.org/10.1007/3-540-57332-1_17
https://doi.org/10.1007/3-540-57332-1_17
https://doi.org/10.1007/978-3-662-53018-4_1
https://doi.org/10.1007/978-3-662-53018-4_1
https://doi.org/10.1007/978-1-4612-0865-5_26
https://doi.org/10.1007/3-540-68697-5_20
https://doi.org/10.1007/978-3-642-34961-4_18
https://doi.org/10.1007/978-3-642-34961-4_18
https://doi.org/10.1007/978-3-030-26951-7_8
https://doi.org/10.1007/978-3-030-26951-7_8
https://doi.org/10.1007/3-540-39799-X_34
https://doi.org/10.1007/978-3-642-04159-4_21
https://doi.org/10.1007/s00200-017-0326-y
https://doi.org/10.1007/978-3-030-45721-1_21
https://doi.org/10.1007/978-3-030-45721-1_21
http://arxiv.org/abs/1309.5582

l‘)

Check for
updates

Overloading the Nonce: Rugged PRPs,
Nonce-Set AEAD, and Order-Resilient
Channels

Jean Paul Degabriele’2®) and Vukasin Karadzié?

! Technology Innovation Institute, Abu Dhabi, UAE
jeanpaul .degabriele@tii.ae
2 Technische Universitat Darmstadt, Darmstadt, Germany
vukasin.karadzic@tu-darmstadt.de

Abstract. We introduce a new security notion that lies right in between
pseudorandom permutations (PRPs) and strong pseudorandom permu-
tations (SPRPs). We call this new security notion and any (tweakable)
cipher that satisfies it a rugged pseudorandom permutation (RPRP).
Rugged pseudorandom permutations lend themselves to some interest-
ing applications, have practical benefits, and lead to novel cryptographic
constructions. Our focus is on variable-length tweakable RPRPs, and
analogous to the encode-then-encipher paradigm of Bellare and Rog-
away, we can generically transform any such cipher into different AEAD
schemes with varying security properties. However, the benefit of RPRPs
is that they can be constructed more efficiently as they are weaker prim-
itives than SPRPs (the notion traditionally required by the encode-then-
encipher paradigm). We can construct RPRPs using only two layers of
processing, whereas SPRPs typically require three layers of processing
over the input data. We also identify a new transformation that yields
RUP-secure AEAD schemes with more compact ciphertexts than previ-
ously known. Further extending this approach, we arrive at a new gener-
alized notion of authenticated encryption and a matching construction,
which we refer to as nonce-set AEAD. Nonce-set AEAD is particularly
well-suited in the context of secure channels, like QUIC and DTLS, that
operate over unreliable transports and employ a window mechanism at
the receiver’s end of the channel. We conclude by presenting a generic
construction for transforming a nonce-set AEAD scheme into an order-
resilient secure channel. Our channel construction sheds new light on
order-resilient channels and additionally leads to more compact cipher-
texts when instantiated from RPRPs.

Keywords: Rugged Pseudorandom Permutations - UIV -
Authenticate with Nonce - QUIC - DTLS - Tweakable Ciphers

1 Introduction

The modern view of symmetric encryption follows a nonce-based syntax. At
first, this may seem like a superficial detail but it has important ramifications
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both practically and theoretically. When first conceived by Rogaway in [31],
its primary motivation was to position the security of symmetric encryption on
more solid ground by lifting its reliance on good sources of randomness. It thus
replaced an initialization vector, required to be uniformly random, for a nonce
that instead is only required to never repeat. Besides significantly reducing sus-
ceptibility to implementation errors, it added versatility by elegantly aligning
the two main flavours of symmetric encryption—randomized and stateful—into
a single unified syntax from which they can easily be realized. The resistance to
misuse was later fortified in the strengthened security notion by Rogaway and
Shrimpton in [32]. On the more theoretical side, this seemingly minor syntacti-
cal change has major consequences on how symmetric encryption and message
authentication compose together to form authenticated encryption. In contrast
to the traditional view that only encrypt-then-MAC results in a generically
secure composition [7], all three composition paradigms become secure under
the nonce-based syntax and the mild requirement of tidiness [26].

Secure Channels. A major application of nonce-based AEAD is to realize
secure channels in protocols like TLS, SSH, and QUIC. Here, a number of options
arise on how to handle the nonce, initialize it, update it, and communicate it
to the other party. Typically, secure channels need to protect against the replay
and reordering of ciphertexts, which in turn necessitates the receiver to be state-
ful [6]. Accordingly, a common approach is to initialize the nonce to a common
value and each party increments it (independently) upon every encryption and
decryption. This works well as long as the transport protocol, upon which the
secure channel is realized, is reliable and order-preserving, meaning that cipher-
texts are delivered in the same order as they were sent and without being lost.
TLS and SSH operate over TCP, which is reliable and order-preserving, but at
the same time introduces issues such as head-of-line blocking! which degrades
performance. This motivated the emergence of protocols like DTLS and QUIC,
which operate over UDP, thereby avoiding head-of-line blocking at the expense
of having to deal with out-of-order delivery and dropped ciphertexts.
Operating secure channels over UDP means that the receiver cannot predict
the nonce as ciphertexts may arrive out of order. Accordingly, the nonce has to
be communicated together with each ciphertext. Moreover, if the nonce is set
to be a message number, the receiver can use it to recover the correct ordering
of the messages. In fact, because in nonce-based AEAD the nonce is implicitly
authenticated, the above approach works even against adversarial reordering
strategies. Indeed, this is roughly the approach adopted in DTLS 1.3 and QUIC.
Thus, while the nonce was originally only intended to diversify ciphertexts, in
these protocols it is ‘overloaded’ to additionally serve a secondary purpose for
recovering the correct message ordering. This is yet another example of the
beauty and versatility of a well-crafted definition like nonce-based AEAD. How-
ever, attaching the nonce to the ciphertext in the clear exposes metadata which
can undermine privacy [13] and possibly confidentiality [8]. Accordingly QUIC

! https://en.wikipedia.org/wiki/Head-of-line_blocking.
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and DTLS 1.3 separately encrypt the nonce before attaching it to the ciphertext.
In turn this has led to the notion of nonce-hiding AEAD [8], an idea that can
be traced back to Bernstein [10].

Encode-then-Encipher. A classical technique for constructing an authenti-
cated encryption scheme is the encode-then-encipher paradigm by Bellare and
Rogaway [9]. The technique builds an authenticated encryption scheme from a
variable-input-length cipher by properly encoding the message with randomness
and redundancy in order to obtain confidentiality and integrity. A more mod-
ern take on the encode-then-encipher paradigm was put forth by Shrimpton and
Terashima in [34] where it was extended to obtain nonce-based authenticated
encryption with associated data (AEAD) from tweakable variable-input-length
ciphers. A noteworthy feature of the encode-then-encipher paradigm is that it
yields AEAD schemes that satisfy the strongest possible security—misuse resis-
tance [32] and release-of-unverified plaintext (RUP) security [1,3,21] simultane-
ously. Despite their strong security, such schemes are scarce in real-world systems.
In all likelihood, this is due to tweakable ciphers generally being heavy primi-
tives whose performance lags behind that of more efficient AEAD schemes. In this
respect, one exception is AEZ [21] which offers competitive speeds although requir-
ing three layers of processing. However its security relies on a non-standard heuris-
tic analysis and, in addition, it is also a significantly complex scheme to implement.

1.1 Contribution

Rugged Pseudorandom Permutations. Our first contribution is a novel
security definition for tweakable ciphers that sits between a pseudorandom
permutation and a strong pseudorandom permutation. The security definition
assumes a cipher defined over a ‘split’” domain, meaning that its inputs and out-
puts will typically consist of a pair of strings, possibly of different sizes, rather
than a single string. A salient characteristic of our security definition is that it
imposes stronger security requirements on the enciphering algorithm than on the
deciphering algorithm. Intuitively, we will still require an adversary to distinguish
between the cipher and a random permutation. However, while the adversary
will have full access to the enciphering algorithm its access to the decipher-
ing algorithm will be restricted, thereby giving rise to the asymmetric security
between the two algorithms. Due to the uneven domain and the asymmetry in
the cipher’s security we choose to call such a cipher a rugged pseudorandom
permutation (RPRP).

The benefit of this security definition is that it strikes a new balance in which
security is sufficiently weakened to allow for more efficient cipher constructions
while still being strong enough to be of use in practice. Our RPRP construction
is inspired by the PIV construction by Terashima and Shrimpton [34] and the
GCM-RUP construction by Ashur, Dunkelman, and Luykx [2]. Our construction,
Unilaterally-Protected IV (UIV), is directly obtained from the PIV construction
by shaving off its last layer. GCM-RUP is similarly derived from PIV by shaving
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off the first layer and then augmenting it to obtain a nonce-based AEAD scheme
that is RUP secure. Like GCM-RUP, UIV can be instantiated from GCM compo-
nents and benefit from GCM’s now-ubiquitous hardware support that enables its
superior performance. The benefit of drawing the boundary around UIV is that
firstly it is a length-preserving cipher which is advantageous in settings such
as disk encryption. Secondly, it is a more versatile primitive which, as we shall
see, can be easily augmented to yield different AEAD schemes. Indeed, one spe-
cific transformation recovers GCM-RUP, but our general treatment allows us to
uncover several new AEAD schemes with differing properties and improvements.

Constructing AEAD from RPRPs. We revisit the encode-then-encipher
paradigm in the context of RPRPs. The asymmetry in the RPRP security def-
inition prompts us to consider two variations of this paradigm: Encode-then-
Encipher (EtE) and Encode-then-Decipher (EtD), where the latter uses the deci-
phering algorithm to encrypt and the enciphering algorithm to decrypt. We show
that EtE yields misuse-resistant AEAD and that EtD yields RUP-secure AEAD.
A notable instantiation of the encode-then-encipher paradigm is to ‘overload’ the
use of the nonce to additionally serve as the redundancy in the encoding that
provides integrity. This approach appears to have been missed in prior works. For
instance, GCM-RUP simultaneously encrypts the nonce and adds redundancy
in the message, resulting in an unnecessary expansion in the ciphertext. On the
other hand, when EtD is instantiated this way with UIV we obtain a RUP-secure
scheme with more compact ciphertexts than GCM-RUP.

Nonce-Set AEAD and Its Construction from RPRPs. Taking this idea of
overloading the nonce for integrity a step further, we arrive at a new AEAD con-
struction with novel functionality. This functionality is motivated by the use case
of AEAD in secure channels like QUIC and DTLS. We formalize this functional-
ity as a new primitive that we call nonce-set AEAD, which extends and general-
izes the standard definition of nonce-based AEAD. Nonce-set AEAD alters the
decryption algorithm to additionally take a set of nonces instead of a single one.
Intuitively decryption will succeed if the correct nonce is among this set. More-
over, the decryption algorithm will return the nonce in the supplied set that was
deemed correct as part of its output. We show how to generically construct such a
scheme from an RPRP through a construction we call Authenticate-with-Nonce
(AwN) and show that it even achieves misuse-resistance AEAD security. The AwN
construction requires a mechanism for representing nonce-sets compactly and
efficiently testing for membership in this set. Of course, since any SPRP is auto-
matically an RPRP, AwN can also be instantiated using other well-known SPRP
constructions.

Order-Resilient Secure Channels from Nonce-Set AEAD. In order-
resilient channels, the nonce is often overloaded to serve as a message num-
ber that can be used to recover the correct ordering of the decrypted messages.
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Nonce-set AEAD facilitates such an approach and can be plugged in directly
with the window mechanisms that are used in real-world protocols like QUIC
and DTLS. Such window mechanisms can be fairly complex and hard to under-
stand when presented as code. Moreover, they affect the security of the channel,
and as a result, analyzing the security of these channels can become rather
daunting at times. Our treatment based on nonce-set AEAD will help tame this
complexity. The other reason for introducing nonce-set AEAD is that it will
allow for more bandwidth-efficient constructions from RPRPs by additionally
overloading the nonce to provide integrity in a way that is compatible with the
window mechanisms in the channel.

Recent work by Fischlin, Giinther, and Janson [18] introduces a formal frame-
work for analyzing the security of order-resilient secure channels like QUIC
and DTLS. Central to the framework is a support predicate that expresses the
expected behaviour of such channels. Many possibilities exist here in terms of
how much reordering should be tolerated, the specific window mechanism to use,
and how to handle replays, but the support predicate neatly captures these vari-
ations in their full generality. We build on the framework in [18] to show how to
generically transform any nonce-set AEAD scheme into a secure channel for any
support predicate that may be required. Besides having practical value, that
of offering order-resilient secure channels with more compact ciphertexts, our
construction is also instructive in that it decomposes the structure of complex
secure channels into a handful of much simpler and manageable components.
It should be noted that nonce-set AEAD can also be realized through other
constructions—such as the nonce-hiding schemes in [8]. As such, our approach
is very general and versatile.

1.2 Relation to Counter Galois Onion

This work stemmed out from other work, concurrent to this one, on the design
of Counter Galois Onion (CGO), a proposal for a new onion encryption scheme
for Tor [15]. Under the hood, CGO employs an extended Rugged PRP to pro-
cess each layer of encryption. In particular, the notion of a Rugged PRP was
developed in both works in parallel and went through a number of iterations. It
was initially conceived as an abstraction to facilitate the security proof of CGO,
but we later realised that it had applications beyond onion encryption which
motivated the research in this paper.

2 Preliminaries

Notation. For any non-negative integer n € N, {0,1}" denotes the set of bit
strings of size n, {0,1}* denotes the set of all finite binary strings, and {0, 1}2"
denotes the set of all finite bit strings of size greater or equal to n. The empty
string is denoted by e. For any string X, |X| denotes its length in bits. Then
for any non-negative integer n < |X|, | X ], and [X], denote respectively the
substrings of the leftmost and rightmost n bits of X, and X < n denotes the
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bit string of size | X| obtained by truncating its leftmost n bits and appending n
zeros to its right. For any two strings X and Y, of lengths | X| =n and |Y| =m
where n < m, X @Y denotes the operation of appending m — n zeros to the left
of X, and then XORing the expanded string X with Y. For any pair of strings
(X,Y) we define their combined length |(X,Y)| as | X| 4 |Y] and we use (X,Y)
to denote an injective mapping from string pairs into single strings.

For any set S, we use |S| to denote its cardinality, P(S) to denote its power
set, i.e., the set of all its subsets, and Perm[S] to denote the set of all permuta-
tions over the elements of S. The empty set is denoted by (). For any two sets
7 and X, IC(7,X) denotes the set of all ciphers over the domain X and key
space T, Func(X, c0) denotes the set of all functions mapping elements in X’ to
elements in {0,1}*°, and +Func(7,X’) denotes the set of all functions mapping
elements in {4, —} X 7 x X to elements in X. In our pseudocode we use lists as
an abstract data type. We use [] to denote the empty list, and for any two lists
L1 and Lo, we use L1|| L2 to denote the list obtained by appending L5 to L;.
Lists are indexed starting at position zero, and £1[i] denotes the element in £
at position i. For a string X and a list £, the function index(X, £) returns the
smallest index in £ in which X is located, if X is contained in £, and returns L
otherwise.

For events E and F, we use —~F to denote the complement event of F, Pr [F]
to denote the probability of E, and Pr[E | F] to denote the probability of E
conditioned on F. Finally, Pr [P : E] denotes the probability of E occuring after
executing some random process P.

Tweakable Ciphers. A tweakable cipher is an algorithm
EE:KXxT xX — X

such that for any (K,T) € K x 7 the mapping ENE(K T,-) identifies a permu-
tation over the elements in A'. We refer to K as the key space, 7 as the tweak
space and X as the domain. We use EEK( -) as shorthand for EE(K T,-) and

EE, K ( ,+) to denote the corresponding inverse permutation. A tweakable cipher
is required to be length preserving, meaning that for all (K, T, X) e X x 7T x X

it holds that |EVEK(T,X)\ = |X|. We also refer to EE and EE  as the enci-
phering and deciphering algorithms of the tweakable cipher. In the special case
where X = {0,1}", for some positive integer n, we call the cipher a tweak-
able blockcipher and denote it by E. Thus we generally reserve EE to denote a
variable-input-length tweakable cipher, which may itself be constructed from an
underlying tweakable blockcipher E.

Security. The typical security requirement for tweakable ciphers is the well-known
(SPRP) notion. The formal definition can be found in the full version [16].

Nonce-Based AEAD. A nonce-based encryption scheme SE = (Enc, Dec) is
a pair of algorithms to which we associate a key space K, a nonce space N, a
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Verx (N, H,C) $(N,H, M) L(N,H,C)
M — Deck (N, H,C) C —s{0, 1} INLIHLIMD return |
if M eM return C

M «—T
return M

Fig. 1. Oracles used to define nAE, MRAE, and RUPAE security.

header (associated data) space H, a message space M and a ciphertext space
C, all of which are subsets of {0,1}*. The encryption algorithm Enc and the
decryption algorithm Dec are both deterministic and their syntax is given by

Enc: XN XxHXxM—CandDec: KxN xHxC—MU{L}.

The special symbol L serves to indicate that the decryption algorithm deemed
its input to be invalid. A nonce-based encryption scheme is required to be correct
and tidy [26]. Correctness requires that for all (K, N, H,M) € K x N’ x H x M
it must hold that
Deck (N, H,Encx(N,H,M)) = M.
Tidiness, on the other hand, requires that for any (K, N, H,C) € K x N x H xC
if Decx (N, H,C) # L then Enck (N, H,Deck (N, H,C)) = C.

We further require that encryption be length-regular, meaning that the size of
ciphertexts depend only on the sizes of N, H and M. Accordingly, we associate
to every nonce-based AEAD scheme a ciphertext length function clen, mapping
the triple (|N|,|H|,|M]) to the ciphertext length in bits.

Security. A nonce-based encryption scheme is said to be AEAD if it additionally
satisfies (nAE) security. We use a variant of nAE from [5] which is equivalent to
the usual formulation. Namely we require that no efficient adversary be able to
distinguish between oracle access to the real encryption algorithm Encg/(-,-,-)
and the real verification algorithm Verg(-,-,-) (defined in Fig. 1) from their corre-
sponding idealisations $(-, -, ) and L(-, -, ). Throughout this distinguishing game,
the adversary is required to be nonce-respecting, meaning that it never repeats
nonce values across encryption queries, and must not forward queries from the
encryption oracle to the decryption oracle, meaning that it cannot make a query
(N, H,(C) if it previously queried (N, H, M) and got C in return.

Definition 1 (nAE Advantage). Let SE = (Enc, Dec) be a nonce-based encryp-
tion scheme and let A be a monce-respecting adversary that does not make for-
warding queries. Then the nAE advantage of A with respect to SE is defined
as

AdVES(A) = [Pr [K s K0 s ABer Ve o ]

pr [asen o) 1]
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The stronger notion of misuse-resistant AEAD MRAE is defined analogously
by replacing the requirement on the adversary that it be nonce-respecting with
the requirement that it never repeat an encryption query.

Definition 2 (MRAE Advantage). Let SE = (Enc,Dec) be a nonce-based
encryption scheme and let A be an adversary that never repeats encryption
queries and does not make forwarding queries. Then the MRAE advantage of
A with respect to SE is defined as

Advgﬁrae(A) _ ’PI‘ |:K Yy o AEnCK(~,-,.),VerK(.’.’.) - 1:|

pr [ 1],

Release of Unverified Plaintext. In practice, in the event of a decryption fail-
ure, the decryption algorithm may leak more information than what is captured
by the standard security notions. Prior works proposed strengthened notions
which modelled such leakage as distinguishable decryption failures [11], release
of unverified plaintexts (RUP) [1], and robust authenticated encryption [21].
Then in [3] Barwell et al. introduced subtle authenticated encryption to compare
and unify these three security models. Here we will utilise the RUPAE security
definition as defined by Barwell et al. through their subtle AE framework.

Subtle AE (c.f. [3]). A subtle encryption scheme SSE = (Enc, Dec, A) is a nonce-
based encryption scheme (Enc, Dec) augmented with a (deterministic) decryption
leakage function A intended to model the protocol leakage from decryption fail-
ures. The leakage function takes the same inputs as the decryption algorithm
but instead returns either a leakage string or the special symbol T. The symbol
T indicates that decryption was successful, and thus for any subtle encryption
scheme it must hold that for any K, N, H and C exactly one of the following be
true:
1 « Decg(N,H,C) or T« Ag(N,H,C).

That is, for any input either decryption returns | and a leakage string is returned
by A, or decryption succeeds thereby returning the full plaintext but A returns
no leakage string. In practice the leakage depends on how the scheme is imple-
mented, how it is integrated into the larger system, and the scheme itself. Thus
a subtle encryption scheme aims to model any potential leakage, via A, in order
to show that the underlying scheme remains secure even in the presence of this
additional leakage. This is formalised through the following security notion.

Security. In rough terms, RUPAE security can be understood as extending nAE
security by additionally giving the adversary oracle access to the decryption
leakage function. For a subtle encryption scheme to be RUPAE secure we then
require the existence of a corresponding leakage simulator S which can simu-
late this leakage in the ideal world for any adversary. Intuitively, if the leakage
function can be simulated without the secret key it is of no use to the adversary.
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Definition 3 (RUPAE Advantage). Let SSE = (Enc,Dec, A) be a subtle AE
encryption scheme and let A be a nonce-respecting adversary that does not for-
ward encryption queries to the decryption and leakage oracles. Then the advan-
tage of A with respect to SSE and the leakage simulator S is defined as

Advggp™(A,S) = ‘Pr (K s s ABrew () Deerc (o)) ]

pr [ S 2 ]|

Nonce-Hiding AEAD. In the full version of this paper [16] we cover the
syntax of nonce-hiding AEAD and how the security definitions covered so far
adapt to that setting.

Encodings and Redundancy Functions. In the encode-then-encipher para-
digm one typically requires some encoding scheme that maps messages to some
sparse set of strings [9,34]. In our case, we will additionally require the ability to
“localize” the redundancy within the encoding. Accordingly we will instead use a
redundancy function for generating the redundancy which will then be joined to
the message to form the encoded input to the tweakable cipher. More specifically,
this redundancy function will satisfy one of the following two syntaxes:

Funco : N x H — X
or

Funcs : N x Hx M — X.

Furthermore, we will require Funcs to be collision resistant over inputs with
distinct nonces. We say that Funcs is (0, t)-collision resistant if for all efficient
adversaries A running in time ¢ it holds that:

Pr{((N,H,M),(N",H',M')) «— A:
Func3(N, H, M) = Funcs(N', H',M') AN # N'] <.

3 Rugged Pseudorandom Permutations

We now introduce a new security notion for tweakable ciphers that provides inter-
mediate security. We call this notion, and by extension, any tweakable cipher that
satisfies it a rugged pseudorandom permutation (RPRP). A distinctive charac-
teristic of RPRPs is that they are tweakable ciphers over a split domain X, x X'g,
where we refer to X7, as the left set and X as the right set. Note that the split
domain is an implicit requirement of the security definition which would not
make sense otherwise. We will typically let X, = {0,1}" and Xr = {0,1}=™
for some non-negative integers n and m, but other choices are possible. Fur-
themore, for ease of notation, we will simply write EEx (T, X1, Xr) instead of
1

EEK(T, (X1,Xr)) and apply the same rule to EE .
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For sufficiently large n, RPRP security sits right in between PRP security
and SPRP security. This is achieved by giving the adversary only partial access
to the decipher algorithm. This partial access is provided via two separate ora-
cles, a partial decipher oracle and a guess oracle. Each oracle limits access to the
decipher algorithm in a different way. The decipher oracle severely restricts the
set of values on which it can be queried. In contrast, the guess oracle imposes no
significant restrictions on the inputs, but it only returns a single bit of informa-
tion. The combined effect of these restrictions is to relax the extent to which the
decipher algorithm needs to be pseudorandom. As a result, there is an asymme-
try between the encipher and decipher algorithms in that the former is required
to be more pseudorandom than the latter. The term rugged in the name is meant
to reflect this asymmetry in security and the uneven split in the domain.

The full formal security definition is presented in the next subsection. As
we will show in later sections, this notion suffices to generically transform any
tweakable cipher that satisfies it into an AEAD scheme with strong security
properties. In Sects. 4 and 5.3 we present three such transformations. At the same
time, the notion is significantly weaker than strong pseudorandom permutations
as it allows for more efficient constructions. Strong pseudorandom permutations
typically require three layers of processing, where each layer consists of processing
the data through a block cipher or a universal hash, and both enciphering and
deciphering are two-pass algorithms. In contrast, the UIV construction which we
present in this section consists of two processing layers where enciphering is a
two-pass algorithm but deciphering requires only a single pass over the data as
the two layers can be processed in parallel. Admittedly some of the definitional
choices, particularly the restrictions imposed on the decipher oracle and the
introduction of the guess oracle, in the RPRP definition may seem arbitrary at
first. Part of the rationale behind these definitional choices is to require the bare
minimum from the tweakable cipher to make the generic transformations, shown
in Sects. 4 and 5.3, go through.

3.1 RPRP Security

Let EE be a tweakable cipher over a split domain X L X XR with an associated key
space K and tweak space 7. Then for any cipher EE, RPRP security is defined
via the RPRP game shown in Fig. 2. Here the adversary is given access to either
the real tweakable cipher construction EE or an ideal cipher IT and its task is
to determine which of the two it is interacting with. It interacts with the cipher
through three oracles: encipher (EN), decipher (DE), and guess (GU).

The EN oracle provides full access to the encipher algorithm, whereas DE
provides only partial access to the decipher algorithm. In DE access is restricted
by checking Yy for membership in the sets F and R and then suppressing the
output (via %) when this is the case. This check translates to two types of decipher
queries that the adversary cannot make. The first is a decipher query where the
left value was previously output by the encipher oracle. That is, if an encipher
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Game RPRPZ" DE(T, Yz, Yr)
K« K ifYre FUR
b s {0,1} return %
F,R,U—0,0,0 ifb=0
IT —s1C(T, X1 X Xr) (X1, XRr) — I (T, Y1, Yr)
b/ - AEN,DE,GU else
return b =9’ (X1, XRg) — ﬁ;(ﬂ YL, Yr)

R <= A{Yh U < {(T,YL,Yr)}
return (X, Xgr)

E‘JN(]W7 XL7XR) GU(T7 YL7YR7V)
ifb=0 if (T,Y,Yr)€U)V (V]| >v)
return %

(Y1, Yr) « I(T, X1, Xr)
else

(Y2, Yr) — EEx (T, X1, X&)
F - {YL} ) u « {(T7 YL7YR)}
return (Yz,YRr)

ifb=0
return false
else
~ 1
(X1, XR) < EEk (T,Y1,YR)
return X, e V

Fig. 2. The game used to define RPRP security for a tweakable cipher EE.

query was made such that (Y, Yr) <« EN(T, X1, Xg), then no query of the form
DEe(T",Y1,Y},) is allowed for any values of 7" and Y7,. The second is a decipher
query that repeats a left value from a prior decipher query. Namely, a query
DE(T,Y.,Yr) when a query of the form DE(T",Yy,Y)), for some T and Y},
was already made.

The GU oracle provides an additional interface to the decipher algorithm.
It takes an input to the decipher algorithm together with a set of guesses V'
for the corresponding left output. In the real world, GU returns a boolean value
indicating whether any of the guesses is correct, whereas it always returns false in
the ideal world. To avoid trivial-win conditions, we need to restrict the adversary
to only make guess queries for which it does not already know the answer.
Accordingly, guess queries are required to be “unused”, meaning that they have
not been already queried on DE or returned by EN. The set U/ serves to keep track
of used triples (T,Yr,Yr) and suppress the output in GU when such a query is
detected. Finally, the game is parametrized by a positive integer v, limiting the
size of V' in every query. We quantify the RPRP security of a tweakable cipher
via the usual advantage measure shown below.
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— — 1

EEx1,x2(T, X1, XR) EEx1, k2 (T, YL, YR)

Vi — Ex1((T, Xr), X1) Xr — Fr2(YL,|YR]) © YR
Vi — Fra(Ye,|Xr|) & Xr X1, — B (T, Xg), Y1)
return (Y., Yr) return (Xr, Xr)

Fig. 3. Pseudocode description of the UIV construction, a variable-input-length tweak-
able cipher realised from a tweakable blockcipher E and a VOL-PRF F.

Definition 4 (RPRP Advantage). Let EE be a tweakable cipher over a split
domain (Xp, x Xgr). Then for a positive integer v and an adversary A attacking
the RPRP security of EE the corresponding advantage is defined as

rprp _ A,v
AdvZP(A,0) = 2Pr [RPRPZ" = 1] — 1.

3.2 Unilaterally-Protected IV (UIV)

We next present a variable-input-length tweakable cipher construction, called
Unilaterally-Protected IV (UIV), that achieves RPRP security. It is easily derived
from the three-round Protected IV construction from [34] by simply eliminating
the last layer and using a slightly different abstraction. Shrimpton and Terashima
noted that all three rounds are necessary for SPRP security, but as we show in
Theorem 1, two rounds suffice for RPRP security. The construction is composed
of a tweakable blockcipher E over the domain X, = {0,1}" with tweak space
T x Xr and a matching variable-output-length pseudorandom function F with
domain X, and range X'g. The tweak space of the resulting UIV cipher is 7. A
pseudocode description of the construction is given in Fig.3 and Fig.4 shows
a graphical representation of its encipher algorithm. The RPRP security of the
UIV construction is stated formally in Theorem 1, the proof of which can be
found in the full version of this paper [16].

Theorem 1. Let UIV be the construction defined in Fig. 3 over the domain
{0,1}* x {0,1}2™. For a positive integer v and an adversary A making gen enci-
pher queries, qq. decipher queries and gy guess queries under the constraint that
geu? < 2"=1 there exist adversaries B and C such that

AClVIrJ};\r,p(.A,’U) < AdV_SEprp(B) + Adv'}grf(c)
QEn(qen — 1) q2(q2 _ 1)

" -1
g +q1(q1 >+ N

+ 2n71 2n+1 2n+1 2n+m+1 ?

where g1 = Gen + qde + geu 0Nnd g2 = gen + qde. The SPRP adversary B makes
at most gen encipher queries and gge + qgu decipher queries, whereas the PRF
adversary C makes at most gen + Gde + Ggu queries.



276 J. P. Degabriele and V. Karadzié

=
i

M <
U™

> FK2

[Ye ] | Vi

Fig. 4. Graphical representation of the UIV enciphering algorithm.

Concrete UIV Instantiations. We described the UIV construction generi-
cally in terms of a fixed-input-length tweakable cipher (FIL-TBC) with variable
tweak length and a variable-output-length pseudorandom function (VOL-PRF).
The tweakable cipher can be instantiated either via the LRW2 construction [24]
using a blockcipher like AES and an Almost XOR-Universal (AXU) hash func-
tion like POLYVAL [20]. Alternatively one can use an off-the-shelf tweakable
blockcipher with a fixed-size tweak, like Deoxys-TBC [23] or SKINNY [4] and
augment it with an AXU hash via the XTX transform [25].

As for the VOL-PRF, it can be instantiated by a blockcipher operated in
counter mode. In this case, the tricky part is to match the block size of the
FIL-TBC with the input size of the VOL-PRF (equivalent to the IV in the
counter mode instantiation). If counter mode uses a blockcipher with a block
size equal to the block size of the FIL-TBC then the IV needs to be blinded with
an additional key, acting as a universal hash, to avoid colliding counter values.
Alternatively, if one is using an off-the-shelf tweakable blockcipher, the VOL-
PRF can be instantiated using the Counter-in-Tweak mode of operation [28§],
circumventing this issue entirely.

Notably, UIV can be fully instantiated from AES and POLYVAL, using
LRW2 and counter mode, which benefit from the native instruction sets on many
modern-day processors. The corresponding instantiation, GCM-UIV, shares
many similarities with GCM-SIV [20] (e.g. two-pass enciphering/encryption and
one-pass deciphering/decryption), and its performance profile is also similar.

4 Encode-then-Encipher from Rugged PRPs

The encode-then-encipher paradigm is a generic approach, dating back to Bel-
lare and Rogaway [9], for turning a variable-length cipher into an authenticated
encryption scheme. Shrimpton and Terashima later extended this paradigm to
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cater for modern primitives such as tweakable ciphers and nonce-based AEAD
[34]. However, both works require that the variable-length cipher satisfy SPRP
security for the resulting authenticated encryption scheme to be secure. In this
section, we show how to construct nonce-based AEAD from tweakable ciphers
that are only RPRP secure. The asymmetric security properties of RPRPs
prompt us to consider two schemes with complementary security properties,
EtE and EtD, as well as nonce-hiding variants of each.

4.1 Encode-then-Encipher (EtE) Scheme

The first scheme, EtE, achieves misuse-resistance (MRAE) security and is the
most natural as it uses the encipher algorithm to encrypt and the decipher
algorithm to decrypt. It employs a rugged pseudorandom permutation EE with
domain {0,1}" x {0,1}2™ and tweak space {0,1}*, an injective mapping (-, -)
from string pairs to single strings, and a function Funcy : {0,1}* — {0,1}™. Tts
pseudocode is presented in Fig.5. Note that since C; is of fixed size, C; and
Cs can be concatenated into a single-string ciphertext to fit the usual AEAD
syntax, and any such ciphertext can easily be parsed back into such a pair.

Intuitively, the scheme is misuse resistant since altering any of N, H, or M
results in an almost uniformly random ciphertext, by the pseudorandomness of
the encipher algorithm. Authenticity is achieved via the function Funcy under the
sole assumption that it be deterministic. Namely, it can be instantiated through
a hash function or more simply via truncation (assuming (N, H) is always at
least n bits long), or by the constant function (e.g. Funcy(N, H) = 0™). Then, by
RPRP security, it follows that altering either C; or Cy will result in a value of
Z' that is unpredictable. Accordingly, the condition Z’' = Z will only be satisfied
with small probability, irrespective of the specific value of Z < Funcy(N, H). Tt
is worth noting that in reducing the MRAE security of EtE to the RPRP security
of EE, the reduction only makes encipher and guess queries (with v = 1), i.e., the
decipher oracle is not used at all. This is because in the EtE construction, the
verification algorithm can be simulated entirely through the guess oracle. Below
is the formal security theorem and its proof is presented in the full version of
this paper [16].

Theorem 2. Let EtE be the nonce-based AEAD scheme defined in Fig. 5 realized
from a tweakable cipher over the domain {0,1}" x {0, 1}2™. Then for any adver-
sary A making q. encryption queries and q, verification queries, there exists an
adversary B such that

2
q
Advglﬁae (A) S Advé%rp(lg, 1) + 2%-‘1—776?1-‘1-1’
where B makes q. encipher queries, q, guess queries, and its runtime is similar
to that of A.
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EncK(N,HJW) DecK(N,H,Cth)
T «— (N,H) T« (N,H)
Z «— Funca(N, H) Z «— Funcy(N, H)
(C1,Cs) « EEx (T, Z, M) (Z',M') — EEx (T, C1,Cs)
return (C1,C?) if Z' = Z then
return M’
else
return L

Fig. 5. The EtE construction transforming a variable-length RPRP into a misuse-
resistant nonce-based AEAD scheme.

4.2 Encode-then-Decipher (EtD) Scheme

In our second scheme, EtD, we switch the roles of the encipher and decipher
algorithms, i.e., we decipher to encrypt and encipher to decrypt. By making
this switch, we now obtain an AEAD scheme that is secure against the release
of unverified plaintext (RUPAE). The EtD construction is presented in Fig.6
together with the associated leakage function used to prove it RUPAE secure. In
addition to the variable-length tweakable cipher, the construction makes use of
an injective mapping (-, -) from string pairs to single strings and a (4, t)-collision
resistant deterministic function Funcs.

The full pseudorandomness of the encipher algorithm, which is now used
for decryption, is what makes the scheme RUPAE secure. However, using the
decipher algorithm to encrypt presents some new challenges in the security proof
due to the constraints in the RPRP security definition. The requirement to
never repeat Y7, values across decipher queries is easily satisfied by ensuring that
distinct nonces result in distinct Z values. In our generic treatment we fulfill this
condition by requiring that the function Funcs be (4, t)-collision resistant. On the
other hand, the requirement to not forward Y7, values from the encipher oracle
to the decipher oracle is a bit more challenging to address in the security proof.
Finally, a peculiarity of the EtD construction is that the nonce is included both
in the evaluation of Z as well as the tweak, which may seem unnecessary at first.
However, its inclusion in the evaluation of Z is necessary to ensure that Y7, values
do not repeat as it is the only AEAD input that is guaranteed to be distinct
across encryption calls. At the same time its inclusion in the tweak is necessary
for RUPAE security, as otherwise the adversary could forward a ciphertext from
the encryption oracle to the leakage oracle with a different nonce and, in the real
world, recover the original message. The security of EtD is formally stated below
in Theorem 3 and its proof can be found in the full version of this paper [16].

Theorem 3. Let EtD be the subtle AEAD scheme defined in Fig. 6 composed
from a tweakable cipher over the domain {0,1}"™ x {0,1}=™, and let Funcs be a
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Enck (N, H, M) Deck (N, H,C1,C5) Ar (N, H,C4,Cb)
T «— (N, H) T «— (N, H) T «— (N, H)
Z — Funcs(N, H, M) (Z',M') — EEx (T, C1,C3) (Z2',M') — EEg (T, C1,C3)
(Ch, Cy) — EER (T, Z, M) Z — Funcs(N, H, M') Z «— Funcs(N, H, M')
return (C1, C2) if Z' = Z then if Z' = Z then

return M’ return T

else else
return | return M’

Fig. 6. The EtD construction, presented as a subtle AEAD scheme, transforming a
variable-length RPRP into a RUPAE-secure AEAD scheme.

(6, t)-collision resistant deterministic function. Then there exists a leakage simu-
lator S, such that for any adversary A making q. < 2"~ encryption queries, qq
decryption queries, qi queries to the leakage oracle and running in time t, there
exist RPRP adversaries B and C such that

AdviE™(A,S) < AdvIZP(B, 1) + AdviZP(C, 1) + 0

EE
n (ge + D)(qa + @) | (ge+qa+ @)’ n ¢e(qa + @)
2n71 on+m on :

The adversary B makes qo queries to EN oracle, qq+q1 queries to DE oracle, and
its runtime is similar to that of A. The adversary C makes at most q. queries
to EN oracle, at most qq + q1 queries to DE oracle, and its runtime is similar to
that of A.

4.3 Nonce-Hiding Variants of EtE and EtD

Up to this point our treatment has focused on the classical nonce-based syn-
tax, but both constructions can be adapted to the nonce-hiding syntax while
retaining analogous security properties. Intuitively, the main differences are that
encryption now needs to embed the nonce in the ciphertext and the nonce is
no longer available during decryption. We describe below how these differences
affect each construction.

In the case of EtE, as before the redundancy Z must be located in the left
input for security and consequently the nonce has to be embedded in the right
input. As the nonce is not available to the decryption algorithm, Z can no longer
depend on it. Furthermore Z cannot depend on any value contained in the right
part. This is because in the security proof decryption is simulated through the
GU oracle, which does not return the right part, and thus the reduction would
not be able to evaluate Z. As a result, the possibilities for instantiating the
redundancy function are severely restricted here and we simply set Z = 0"
instead.

In the case of EtD, since we are using the decipher algorithm to encrypt the
left input must not repeat, and thus this makes it the natural choice of location
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for embedding the nonce. Accordingly the redundant value Z has to be moved
to the right input, which is now possible in the case of EtD since the encipher
algorithm is fully pseudorandom and non-malleable. Again, the nonce is not an
input to the decryption algorithm, but in this case Z can depend on the nonce
as the decryption algorithm can use the nonce that it recovers from the left part.
However the nonce still cannot be included in the tweak. Interestingly, the attack
that required us to include the nonce in the tweak for EtD is no longer applicable
in the nonce-hiding setting, and thus this variant is also RUPAE secure. Note
that for this construction Funcs is only required to be a deterministic function
and need not be collision resistant.

Pseudocode descriptions of the nonce-hiding variants of EtE and EtD are
provided in the full version of this paper [16]. The security proofs for these
variants proceed in a similar fashion to the original nonce-based schemes and we
omit them to avoid tedious repetition.

4.4 Instantiations and Related Constructions

Compared to prior works [8,9,21,34], our treatment of the encode-then-encipher
paradigm is the first to prove the security of the resulting AEAD by assuming a
strictly weaker security notion than SPRP on the part of the cipher. In this light,
our results on the MRAE security of EtE and its nonce-hiding variant are anal-
ogous to the construction in [34] and the HN5 construction in [8], respectively.
Similarly, our result on the RUPAE security of nonce-based EtD is analogous to
that in [21] for the closely-related notion of robust AEAD.

For generality, we specified the nonce-based constructions through the redun-
dancy functions Func, and Funcs which can be instantiated in a number of
ways. Note that the redundancy functions are generally only required to be
deterministic functions, except in nonce-based EtD, which additionally requires
Funcs to be (4, t)-collision resistant. Thus, one could instantiate these with hash
functions or, when applicable, more simply as constant functions that always
return 0”. Clearly, some instantiations are more advantageous in terms of effi-
ciency, while others may prove to be beneficial in extended security models that
we did not consider here. Instantiating the nonce-hiding variant of EtD with
Funcs(N, H, M) := 0" and GCM-UIV recovers the GCM-RUP scheme from [2].
However our treatment exposes other possibilities, such as Funcs(N, H, M) := N,
which is trivially (0, co)-collision resistant. In particular, instantiating the nonce-
based variant of EtD with this redundancy function gives rise to a RUPAE-secure
AEAD scheme with more compact ciphertexts than GCM-RUP or HNb5, as it
makes do without the extra n zero bits (assuming the nonce is also n bits long).

When instantiated with Funcs(N, H, M) := N the nonce-based variants of
EtE and EtD will also conceal the nonce, even if decryption does not strictly
fit the nonce-hiding syntax. Such a combination of nonce-concealing and com-
pact ciphertexts is beneficial for constructing secure channels over a transmission
protocol with out-of-order delivery, like UDP. Indeed, DTLS 1.3 and QUIC go
through considerable efforts to achieve this. In Sect.6 we will show how this
approach, of employing an RPRP and overloading the use of the nonce for both
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authentication and message indexing, can be used to construct such secure chan-
nels more simply and in a more modular fashion. However, we first need to intro-
duce a new type of authenticated encryption that better fits this purpose and
allows the receiver to adopt different policies as to how to process ciphertexts
that are delivered out of order. In the next section, we present this new and
more general type of authenticated encryption and show how it can be realised
generically from any nonce-hiding AEAD scheme or directly from an RPRP with
the additional benefit of more compact ciphertexts.

5 Nonce-Set AEAD

A secure channel protocol operating over UDP, which may deliver ciphertexts
out of order, requires some mechanism to recover the original ordering of the
messages. Typically, such secure channels employ an AEAD scheme and over-
load the nonce to act as the message number. Here, nonce-hiding AEAD is
advantageous because it attaches the nonce in encrypted form to the ciphertext,
thereby making it available to the receiver for recovering the original ordering
of messages without leaking the side information contained in the nonce. In
Sect. 4.4 we showed how in the encode-then-encipher paradigm the nonce could
be additionally overloaded to act as the redundant bits in the encoding that
provide authenticity. This resulted in more compact ciphertexts, but it required
that the nonce be already available to the receiver before decryption takes place.
Thus, our technique of overloading the nonce for providing authentication is not
compatible with a scenario where ciphertexts are delivered out of order, as the
receiver is unable to determine the nonce associated with a ciphertext before
decrypting it.

In practice, the amount of reordering that takes place over UDP will, on
average, be limited. Accordingly, secure channel protocols will typically employ
some form of window mechanism which determines which message numbers (and
corresponding ciphertexts) can be accepted. If the message number of a cipher-
text falls outside the window, it means that the ciphertext is either too old or
too far ahead of the ones received and will be discarded. Such window mecha-
nisms can take various forms and can implement a variety of different policies
that determine how to deal with replays, when and how to change the window
size, and when to advance the window ahead. Nevertheless, at an abstract level,
they all specify a limited set of message numbers that can be accepted at that
particular point in time.

We propose nonce-set AEAD as a new type of authenticated encryption
that lends itself particularly well to this kind of scenario. The main change is
that decryption will now additionally take a set of nonces as its input, and for
it to succeed, the ciphertext has to be deemed valid with respect to that set
of nonces. The motivation for introducing this primitive is twofold. The first
is that it will enable the generic construction, which we present in the next
section, for a secure channel operating over UDP that can support multiple
different window policies. At a very high level, this construction combines a
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nonce-set AEAD scheme together with a tuple of algorithms that emulate the
window mechanism by generating the nonce set for the decryption algorithm
and updating it accordingly. This construction is appealing because although
the security of the secure channel depends crucially on this tuple of algorithms,
it turns out that they only need to satisfy a “functional” requirement and need
not at all be cryptographic. In addition, this single construction can be tuned
to realize various types of secure-channel behaviour. As such, nonce-set AEAD
appears to be the right place for drawing the boundary between cryptographic
and non-cryptographic processing. The second and complementary reason for
introducing nonce-set AEAD is that we can realize it directly from an RPRP
through an encode-then-encipher approach where authentication is achieved by
overloading the nonce, thereby yielding more compact ciphertexts. Thus, by
introducing nonce-set AEAD, we are now able to simultaneously accommodate
these two mechanisms, which were otherwise incompatible. Below is the formal
definition.

5.1 Formal Definition

Syntaz. A nonce-set encryption scheme NSE = (Enc, Dec) is a pair of algorithms
with an associated key space K, a nonce space N' = {0,1}¢ for some ¢ € N,
a nonce-set space W C P(N), a header space H, a message space M and a
ciphertext space C.

— The encryption algorithm follows the usual syntax, i.e.,
Enc: KxN xHx M —C.

As before, encryption must be length-regular, thereby requiring the existence
of a function clen, mapping the triple (|N|, |H|, |M]|) to the ciphertext length.

— The decryption algorithm works analogously to that in a nonce-hiding encryp-
tion scheme but additionally takes a set of nonces W € W as part of its input.
That is, its syntax is given by

Dec: KXW XHXC— (N xM)U{(L,L)}.
In addition, for all valid inputs (K, W, H,C) it must hold that:

if Decx (W, H,C) = (N',M’') # (L, 1) then N € W.

Correctness. For every nonce-set encryption scheme, it must hold that for all
(K,N,H,M) € KxN xH x M and every W € W such that N € W,

if C' — Ency (N, H, M) then (N, M) — Decx (W, H,C).
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Security. As before, security requires that no adversary can distinguish the real
encryption and decryption algorithms (Enc(-, -, ), Dec(:,-,-)) from the ideal ones
($(-,-,+), L(-,+,-)), under the condition that its encryption queries be nonce-
respecting and it does not forward queries from the encryption oracle to the
decryption oracle. The main difference to the classical nonce-based AEAD lies
in how a forwarding query is defined. This is a query (W, H, C') to the decryption
oracle where C' was returned in a prior encryption query (N, H, M) and N €
W . In other words, the adversary cannot query a ciphertext under a nonce-set
containing the nonce with which it was produced. The security of a nonce-set
encryption scheme is expressed through the following advantage measure.

Definition 5 (nsAE Advantage). Let NSE = (Enc, Dec) be a nonce-set based
encryption scheme with associated spaces (K,N W, H, M,C). Then for any
nonce-respecting adversary A that does not make forwarding queries its advan-
tage is defined as

Advyg"(A) = ’Pr [K s IC : AFnex(o)Deerc (o) o 1}

pr [asten ) 1]

Misuse Resistance. The above security notion can be strengthened to the
misuse-resistance setting in the usual way. Namely by lifting the nonce-respecting
requirement and simply requiring that the adversary never query the same triple
(N, H, M) to the encryption more than once.

Unpacking the Definition. Note that if we set W = {{N} : N € N'} then
nonce-set AEAD effectively reduces to standard nonce-based AEAD with a nonce
space N. Thus, nonce-set AEAD can be seen as a natural extension of nonce-
based AEAD. Our syntax requires that when decryption succeeds, it associates
the decrypted ciphertext to a nonce in W. Conversely, this means that if W is
the empty set then decryption must fail. In addition, correctness guarantees that
when W contains the nonce that was used to produce that ciphertext, decryp-
tion will recover the plaintext and will additionally recover that nonce. Finally,
besides ruling out forgeries involving new ciphertexts, security also ensures that
an adversary is unable to associate an honestly generated ciphertext to a differ-
ent nonce. These features will come in handy in the next section where we show
how to generically transform a nonce-set AEAD into an order-resilient channel.
A practical scheme must specify a format for representing W as a string.
In general, this formatting must be concise for the scheme to be efficient. This
will, in turn, impose heavy restrictions on the space W of all possible nonce sets
that the decryption algorithm can accept. Thus, an important parameter of a
nonce-set AEAD scheme is the maximum nonce set size w, defined as

w = max |W|.
wew
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Enck (N, H, M) Deck (W, H,C1,Cs)

I — M| (X1, Xr) — EEx (H,Ch,Cb)
(C1,Cs) — EEx (H,N|[[M], _,,[M],_,.,) | N —[Xe],

return (C1,C5) M — [Xc], IXr

if N’ € W then
return (N', M)
else
return (L, 1)

Fig. 7. The AuN construction, transforming an RPRP-secure cipher EE over the domain
{0,1}™ x {0,1}2™ into a nonce-set AEAD scheme that is MRAE secure. The scheme
is parametrized by the nonce length ¢, where t < n.

The specific value of this parameter may be a result of the formatting used to
represent W, or it may need to be specifically restricted in order to guarantee
a certain level of security. In addition, the formatting used to represent W will
typically require an efficient means to do membership testing. This aspect of
a nonce-set AEAD is beyond our scope. Still, it suffices to say that various
instantiations exist that satisfy these requirements, including the formatting
used in the window mechanisms employed by existing internet protocols.

5.2 Nonce-Set AEAD from Nonce-Hiding AEAD

Nonce-set AEAD can be easily realized from any nonce-hiding AEAD scheme
simply by following decryption with a test verifying that the recovered nonce is
in W. This construction is described in the full version of this paper [16]. Thus
the nonce-hiding constructions by Bellare, Ng, and Tackmann in [8] which are
nonce-recovering, namely HN1, HN2, HN4, and HN5, can be readily transformed
into nonce-set AEAD schemes. However, these constructions all incur a cipher-
text expansion resulting from the underlying integrity mechanism as well as a
second ciphertext expansion arising from the nonce encryption. In contrast, the
construction we present next reduces this overhead by constructing a nonce-set
AEAD scheme directly from a RPRP via the encode-then-encipher paradigm.

5.3 The Authenticate-with-Nonce (AwN) Construction

The Authenticate-with-Nonce (AwN) construction is similar in spirit to the EtE
construction instantiated with Funcy(N, H) = N, but it gives rise instead to a
nonce-set AEAD scheme. A pseudocode description is provided in Fig. 7. Note
that the integrity check is now done by verifying that N’ € W, rather than an
equality test as in EtE. By RPRP security, any mauled ciphertext will produce a
left output that is hard to guess, thereby limiting the probability of this condition
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being satisfied, as long as W is not too large. As a result, the MRAE security of
AwN depends on the maximum nonce set size w. Moreover, for added generality,
we allow the nonce size t to be smaller or equal to the size of the left domain
n. This too bears influence over the security of AwN. In combination, these two
aspects give rise to the w2"~! term in the RPRP advantage term within the
security bound. The MRAE security of AwN is formally stated in Theorem 4, the
proof of which can be found in the full version of this paper [16].

Theorem 4. Let AuN be the nonce-set AEAD scheme defined in Fig. 7, realized
from a tweakable cipher over the domain {0,1}" x {0,1}2™, with nonce size t
and mazimum nonce set size w. Then for any MRAE adversary A making qe
encryption queries and g, verification queries, there exists an RPRP adversary
B such that

2
de

AdVERE(A) < AdvZP(B,w2" )+ J

The adversary B makes qo queries to the EN oracle and q, queries to the GU
oracle, and runs in time similar to that of A.

6 Application to Order-Resilient Secure Channels

Equipped with the notion of nonce-set AEAD, we now turn our attention to
constructing secure channels over an unreliable transport. QUIC [22,35] and
DTLS [29,30], which operate over UDP, are two prime examples of order-resilient
secure channels. Two recent works [17,18] have analyzed the security of QUIC.
Here we will follow in large part the formal security model of Fischlin, Giinther,
and Janson [18] which builds on and improves over prior works [6,12,33] and is
the most versatile.

As pointed out already in [12,13] several strategies are possible for dealing
with out-of-order delivery and replay protection. However, their models fail to
capture the more elaborate ones that rely on window mechanisms, as in the case
of QUIC and DTLS. These window mechanisms can handle out-of-order delivery
and replay protection without consuming too much memory and bandwidth.
This comes, however, at the expense of added complexity that is harder to model
mathematically. Even formulating correctness for such secure channels becomes
rather challenging. To overcome the limitations of prior security models, Fischlin
et al. replace the level-sets in [33] with a support predicate, which essentially
serves to determine which ciphertexts should be accepted by the receiver. The
point of this predicate is that it considers the receiver’s perspective in making
this determination. As is the case with QUIC and DTLS a ciphertext deemed
invalid at a certain point in time (due to it falling outside the current window)
may become valid later (when the window has shifted sufficiently ahead).

Our focus in this section is not to analyze the security of QUIC or DTLS.
Instead, we take a fresh perspective on how such secure channels can be con-
structed differently and more simply through nonce-set AEAD. More specifically,
we provide a generic construction for transforming any nonce-set AEAD scheme
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into a secure channel parametrized by a support predicate. Notably, the con-
struction works for any desired support predicate by employing a quadruple of
relatively simple algorithms. In turn, the security of the channel construction
relies on the security of the nonce-set AEAD scheme and a mild requirement on
the quadruple of algorithms with respect to the support predicate. We tame the
complexity in constructions like QUIC and DTLS by introducing modularity into
the picture and identifying the role of each component. Here the introduction of
nonce-set AEAD plays a key role in glueing the different components together
and permitting us to generically express the logic behind the support predicate
by processing nonce values. We also strengthen the security definition from [18§]
to reflect the privacy requirement to conceal message numbers from eavesdrop-
pers. In contrast, in [18] message numbers were required to be transmitted in
the clear.

In addition, when the nonce-set AEAD scheme is instantiated with our
RPRP-based construction, we end up with a secure channel construction that is
competitive in comparison to QUIC and DTLS. To start with, it only requires
a single key (instead of two) to process each ciphertext. Our nonce-set AEAD
scheme can be realized with GCM components, leading to comparable perfor-
mance to GCM-SIV and offering misuse-resistance. QUIC only transmits a par-
tial nonce in the ciphertext in order to save bandwidth at the expense of an
additional window mechanism to reconstruct it. In contrast, our construction
transmits the full nonce, thereby simplifying the processing at the receiver’s end,
but saves bandwidth nonetheless from its overloaded use of the nonce (within
the nonce-set AEAD construction) to provide integrity without a MAC tag.

6.1 Order-Resilient Channels

We start by defining the syntax of order-resilient channels. The definitions below
are reproduced from [18] and we do not claim any novelty in them. We do,
however, make some alterations in them which we point out along the way.

Definition 6 (Channel Syntax). A channel consists of a triple of algorithms
Ch = (Init,Send, Recv) with associated spaces ST g, STr, MN, A, M and C
such that:

o (stg,st,) «—sInit(). The probabilistic initialization algorithm that takes no
input and returns an initial sender state sty € ST g and an initial receiver
state st, € ST g.

o (st!,C)«sSend(sts, A, M). The send algorithm, may be probabilistic or state-
ful and takes as input a sender state sty € ST g, associated data A € A and a
message M € M, and returns as output an updated sender state st’, € ST g
and a ciphertext C € C or the error symbol L.

e (st,.,mn, M) «— Recv(st,, A,C). The deterministic receive algorithm takes as
input a receiver state st, € ST g, associated data A € A and a ciphertext
C € C. It then returns an updated receiver state st,. € ST g together with,
either a message number mn € MN and a message M € M, or a pair of
error symbols (L, L).
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In comparison to [18] we augmented the Recv algorithm to return the message
number together with the message. This reflects the real-world necessity that a
higher layer needs such information to correctly position each message in the
sequence in which it was sent. We also expanded Send with associated data A,
and removed the auxiliary data and accompanying function as they are no longer
needed in our setting.

The Support Predicate. There are varying degrees to which a channel may be
order resilient. As explained in [18] the prior models by [12,33] are not expressive
enough to capture the order resilience of real-world protocols like QUIC and
DTLS. To address this, they introduced the support predicate. In essence, the
support predicate expresses the channel’s tolerance to reordered, replayed, or
dropped ciphertexts. It essentially captures the ‘character’ of the channel, which
permeates into every aspect of it—from correctness to robustness (which we
explain shortly) to security. Indeed, this conforms with and is reminiscent of the
silencing approach in [33], but generalizes it further.

The support predicate takes three inputs: a list Cg of the sent ciphertexts,
a list DCr of the received ciphertexts together with a boolean value indicating
whether each was deemed supported or not, and a candidate ciphertext C' and
returns a boolean indicating whether C' is supported or not. Thus, whether a
ciphertext is supported may depend on the ciphertexts sent, the ones received,
and how the current ciphertext relates to them.

In conformance with [18], any ciphertext not in Cs must not be supported.
However, whereas in [18] the list Cg is allowed to contain repeating ciphertexts, we
specifically prohibit this. In particular, we require that every entry in Cg be identi-
fied uniquely. Whether two messages encrypt to the same ciphertext (a possibility
with stateful schemes) or not depends on the scheme at hand. Thus allowing this
to occur would render the support predicate scheme-specific, thereby introducing
a circularity in the correctness and security definitions—which is why we avoid
this possibility. Moreover, the representation of ciphertexts should not bear any
weight on the predicate’s value. Therefore, we allow ciphertexts to be identified by
integers or other strings as long as the entries in Cg are unique.

There are two other minor points where we deviate from [18]. One is that
we require that every support predicate accept perfectly-in-order delivery. The
other is that we allow the support predicate to only return a boolean value,
whereas in the formulation in [18] it could also return an integer. This seems to
have been required due to the possibility of repeating ciphertexts in Cg, which
we specifically rule out.

An example support predicate, reflecting the required functionality of a typ-
ical real-world protocol, can be found in the full version of this paper [16]

Channel Correctness. Different support predicates identify different channel
functionalities. Nevertheless, we can define channel correctness generically for
any possible support predicate. Intuitively, correctness requires that for any
supported (and thus honestly generated) ciphertext, the receiver must always be
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Game CORR&: cpp Procedure SEND(A, M) Procedure RECV ()

(sts,sty) <s Ch.Init() (sts,C) <= Ch.Send(sts, A, M) | if j > |7T| then
DCr,Cs,T — [1,1],1] Cs « Cs||C return 4

mn «— 0 T «— Tl||(mn, A, M, C) (mn, A, M,C) «— TI[j]
win «— false mn +— mn + 1 d < supp(Cs, DCr, C)
_ASEND, RECY return C if d = false then

return win return %

(str, mn', M') — Ch.Recv(st,., A, C)
if mn’ #mnVv M’ # M then
win < true

DCr «— DCr||(d,C)

return (mn', M")

Fig. 8. The game CORR used to define channel correctness.

able to recover the original message contained in that ciphertext together with
its corresponding message number. Thus correctness ensures that the receiver is
able to recover the original sequence of messages in the exact ordering in which
they were sent. This is formally defined via the game in Fig. 8.

Definition 7 (Channel Correctness). A channel Ch is said to be correct with
respect to a support predicate supp, if for all possible adversaries A it holds that

Pr [CORRA - 1} —0.

Ch,supp

6.2 The Robustness Property

Unlike TLS and similar protocols, where one invalid ciphertext typically results
in the connection being torn down, order-resilient channels are inherently
required to tolerate a significant amount of decryption failures during their oper-
ation. Such decryption failures may arise from the unreliable nature of the under-
lying protocol, or due to manipulation by a malicious adversary. Furthermore, the
receiver will generally be unable to distinguish between these two cases. Thus,
order-resilient channels must maintain their correct operation in the presence
of adversarial manipulation. However, the above correctness requirement does
not capture such a scenario as it considers only honestly-generated ciphertexts.
Accordingly, [18] introduced the notion of robustness to capture this stronger
requirement.

Robustness is formally defined through the ROB game located in the full
version of this paper [16]. Here, the RECV oracle maintains internally two Recv
instances, the real one, which is supplied with all queried ciphertexts, and the
correct one, which is only supplied with supported ciphertexts. Then if at any
point the adversary queries a supported ciphertext that causes the outputs of
the two Recv instances to differ, it will constitute a win for the adversary. The
advantage of an adversary is quantified as its probability of winning this game.
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Definition 8 (ROB Advantage). For a channel Ch = (Init, Send, Recv) and a
support predicate supp, the corresponding robustness advantage of an adversary

A is defined as:
AdVEpp(A) = Pr [ROBZ, sy = 1]

Note that in the ROB game both Recv instances are initialized with the same
state. Thus, for the adversary to win, the states of the two instances must at
some point diverge. On the other hand, only unsupported ciphertexts can cause
such a divergence in their states. Therefore, a sufficient condition for satisfying
robustness is that unsupported ciphertext do not change the state.

6.3 Channel Security

We use a single-game definition of channel security that combines confidential-
ity and integrity into one notion. It is heavily based on the security definitions
from [18], without robustness, and adapted with some of the ideas from sim-
ulatable channels in [14]. Security is defined via the indistinguishability game
INT-SIM-CCA shown in Fig.9. Here, we essentially require the existence of a
stateless algorithm S that can simulate the SEND oracle to the adversary and
that the adversary is unable to query an unsupported ciphertext to RECV that
decrypts successfully, i.e., a forgery. Note that, as shown in [14], requiring the
simulator S to be stateless results in a stronger security notion. Namely, it pro-
vides key privacy and ensures that ciphertexts do not leak the message number
since the simulator cannot keep track of the number of messages that are sent.
Below is the formal definition.

Definition 9 (INT-SIM-CCA Advantage). Let Ch = (Init,Send, Recv) be a
channel protocol realizing the functionality corresponding to the support predicate
supp. Then, Ch is INT-SIM-CCA secure if there exists a stateless encryption
simulator S such that for any adversary A the following quantity is small

Advinimecea 4 gy ‘QPr [INT-SIM-CCAG S, = 1] — 1‘ .

Ch,supp Ch,supp

6.4 From Nonce-Set AEAD to Order-Resilient Secure Channels

We are now ready to present this section’s main contribution - a generic con-
struction for transforming any nonce-set AEAD scheme into an order-resilient
channel. This construction consists of a nonce-set AEAD scheme combined with a
tuple of four basic algorithms called the nonce set processing scheme algorithms.
This construction has some notable features. Firstly, it works for any support
predicate. This means that this template construction can be used to realize any
channel functionality that can be expressed via the support predicate introduced
by Fischlin et al. in [18]. In addition, any instantiation will automatically satisfy
robustness and channel security for that support predicate. The main conditions
for this to hold are that the underlying nonce-set AEAD be secure and that the
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INT-SIM-CCAZ 3, | Procedure SEND(A, M) Procedure RECV(A, C)
(sts, sty) <8 Ch.Init() if b =0 then (st,., mn, M) < Ch.Recv(st,, A, C)
Cs,DCr < [],]] C —3$S(A,|M]) if b =0 then
b—s${0,1} else (mn, M) «— (L, 1)
b ASEND,RECY (sts, C') <s Ch.Send(sts, A, M) | else
return b — b’ Cs — Cs||C d < supp(Cs, DCr, C)
return C if d = true then

(mn, M) — (L, 1)
DCr < DCr||(d, C)

return (mn, M)

Fig. 9. The INT-SIM-CCA game used to define channel security.

nonce set processing scheme faithfully reproduce the functionality of the support
predicate.

As the name implies, the nonce set processing scheme algorithms are pri-
marily concerned with generating and updating the nonce-set that is fed to the
nonce-set AEAD. The faithfulness property ensures that the nonce set processing
scheme accurately reflects the channel behaviour corresponding to the support
predicate. Recall that we required the support predicate to be defined over any
possible way of identifying the ciphertexts as long as it uniquely represented
each ciphertext in Cg. This means that we can identify each ciphertext with the
nonce it is assigned in the Send algorithm. Accordingly, the role of the nonce set
processing algorithms is to identify the set of supported nonces at every stage of
the Recv algorithm. Our channel construction will then use the set of supported
nonces as the nonce set to be fed to the nonce-set AEAD. Thus our generic
construction can be viewed as decomposing a channel into these constituent
components, thereby adding to our understanding of order-resilient channels.

We start by describing the syntax of the nonce set processing scheme algo-
rithms. A nonce set processing scheme NSP consists of the following constituent
algorithms:

o (sts,st,) «sStinit(). A probabilistic initialization algorithm, that returns the
initial sender state sty and the initial receiver state st,.

e (st,, N) «— NonceExtract(sts). A deterministic nonce extraction algorithm,
that takes as input the non-key component of the sender state and returns a
(possibly) updated state together with a unique nonce N or the symbol L.

e W — NonceSetPolicy(st,). A deterministic nonce-set policy algorithm that
takes as input the non-key component of the receiver state and returns a
nonce set.

e (st/,mn) < StUpdate(st,, N). A deterministic state-update algorithm that
takes as input the non-key component of the receiver state together with
a nonce, and returns an updated state together with the message number
corresponding to that nonce.
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Game FAITHFULép,supp Procedure F-SEND() Procedure F-RECV(NN)
(sts,sty) <$ Stinit() (sts, N) « NonceExtract(sts) |if N ¢ Ng then
Ns,DCr — [],[] Ns — Ng||N return %
win «— false return N W «— NonceSetPolicy(st,.)
A(Sts,Sty‘),F—SHI\'D,F—RHF\ if N €¢ W then
return win (sty, mn) < StUpdate(st,., N)
else
mn «— L

d «— supp(Ns,DCgr, N)
DCr — DCrI|(d, N)
if d = true A
(N ¢ WV N # Nsg[mn]) then
win < true
if d = false AN € W then

win « true

return (st,, mn)

Fig.10. The game FAITHFUL used to define faithfulness for a tuple of nonce set
processing algorithms.

The Faithfulness Property. The only property that we require from a nonce
set processing scheme is that it faithfully reproduces the functionality of the
channel’s support predicate. Note that none of the nonce set processing scheme
algorithms makes use of a secret key. This is because faithfulness is a property
that can be satisfied without cryptographic means. For any scheme, NSP and
support predicate supp, faithfulness is defined via the game FAITHFUL shown
in Fig.10. The adversary’s goal is to cause the nonce set processing algorithms
and the support predicate to be misaligned or recover the wrong message num-
ber from a nonce. Note that the receiver is only allowed to query nonces to
the F-REcCvV oracle that the F-SEND oracle has returned. A win occurs if the
submitted nonce is supported, but not contained in the nonce set returned by
NonceSetPolicy or the message number returned by StUpdate for that nonce is
incorrect. Alternatively, if the nonce is not supported but the nonce set does
contain that nonce, it is also a win for the adversary.

Definition 10 (FAITHFUL Advantage). Let NSP be a nonce set processing
scheme. Then for any adversary A and any support predicate supp, the corre-
sponding advantage is defined as

AdVERERL(A) = Pr [FAITHFUL K, 4y, = 1]

We say that a nonce-set scheme NSP faithfully reproduces the support predicate

supp, if for all possible adversaries A it holds that Advf%i]fgﬁlp(A) =0.

Generic Channel Construction. Our generic construction of an order-
resilient secure channel Chyg = (Init, Send, Recv) from a nonce-set AEAD scheme



292 J. P. Degabriele and V. Karadzié

Init() Send(stks, A, M) Recv(stk,, A, C)
(sts,sty) < Stinit() | (sts, K) « stks (str, K) « stk,
K <5 {0,1}" (st’,, N) «— NonceExtract(st,) | W < NonceSetPolicy(st)
stk — (sts, K) if N = 1 then (N, M) « Dec(K, W, A,C)
stky — (str, K) return (st’, L) if (N, M) = (L, 1) then
return (stks,stk,) | C « Enc(K,N, A, M) mn — L

else

stk « (st’, K)
(st!., mn) « StUpdate(st,, N)

return (stk), C)
stk! « (st!, K)

return (stk., mn, M)

Fig. 11. A generic construction of an order-resilient secure channel Chng from a nonce-
set AEAD scheme and a nonce set processing scheme.

NSE = (Enc, Dec) and a nonce set processing scheme NSP = (Stlnit, NonceExtract,
NonceSetPolicy, StUpdate) is presented in Fig. 11.

Channel Correctness. The proof of correctness for this generic construction
is provided in the full version of this paper [16].

Theorem 5. If the nonce-set AEAD scheme NSE is correct and the nonce set
processing scheme NSP faithfully reproduces the support predicate supp, then the
channel construction Chng presented in Fig. 11 is correct with respect to supp.

Channel Robustness. We argue robustness based on our earlier observation
that a sufficient condition for robustness is that unsupported ciphertexts never
affect the channel state. The faithfulness of NSP guarantees that only the nonces
used to generate supported ciphertexts will be included in the nonce set. Then, by
the nsAFE security of NSE, decryption can only succeed as long as the ciphertext
was produced by the sender under one of the nonces contained in the nonce
set—otherwise, it would constitute a forgery. Thus decryption will always fail
for unsupported ciphertexts, and by construction, the state is never updated
(StUpdate is not called) when decryption fails.

Channel Security. The security of Chyg is formally stated in the following
theorem, the proof of which is presented in the full version of this paper [16].

Theorem 6 (Security of Chyg). Let Chng be the generic channel construction
described in Fig. 11, composed from a nonce-set AEAD scheme NSE with asso-
ciated ciphertext space {0,1}2¢ and a nonce set processing scheme NSP. Then,
for any support predicate supp there exists a stateless simulator S, such that for
every INT-SIM-CCA adversary A making qs send queries and q, receive queries,
there exist adversaries B and C such that

_LAd.Vint—sim-cca(‘/47 S) < AdVE;ge(B) + Advfaithful (C) + qs(qs B 1) )

Chns,supp NSP,supp 2
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Furthermore, B makes qs encryption queries and at most q. decryption queries,
whereas C makes qs send queries and at most g, receive queries. Both adversaries
run in time similar to that of A.
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Abstract. Zero-knowledge proof is a powerful cryptographic primitive
that has found various applications in the real world. However, existing
schemes with succinct proof size suffer from a high overhead on the proof
generation time that is super-linear in the size of the statement repre-
sented as an arithmetic circuit, limiting their efficiency and scalability
in practice. In this paper, we present Orion, a new zero-knowledge argu-
ment system that achieves O(NN) prover time of field operations and hash
functions and O(log® N) proof size. Orion is concretely efficient and our
implementation shows that the prover time is 3.09s and the proof size
is 1.5 MB for a circuit with 22° multiplication gates. The prover time
is the fastest among all existing succinct proof systems, and the proof
size is an order of magnitude smaller than a recent scheme proposed in
Golovnev et al. 2021.

In particular, we develop two new techniques leading to the efficiency
improvement. (1) We propose a new algorithm to test whether a random
bipartite graph is a lossless expander graph or not based on the densest
subgraph algorithm. It allows us to sample lossless expanders with an
overwhelming probability. The technique improves the efficiency and/or
security of all existing zero-knowledge argument schemes with a linear
prover time. The testing algorithm based on densest subgraph may be of
independent interest for other applications of expander graphs. (2) We
develop an efficient proof composition scheme, code switching, to reduce
the proof size from square root to polylogarithmic in the size of the com-
putation. The scheme is built on the encoding circuit of a linear code and
shows that the witness of a second zero-knowledge argument is the same
as the message in the linear code. The proof composition only introduces
a small overhead on the prover time.

1 Introduction

Zero-knowledge proof (ZKP) allows a prover to convince a verifier that a state-
ment is valid, without revealing any additional information about the prover’s
secret witness of the statement. Since it was first introduced in the seminal
paper by Goldwasser, Micali and Rackoff [GMR89], ZKP has evolved from
a purely theoretical interest to a concretely efficient cryptographic primitive,
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leading to many real-world applications in practice. It has been widely used
in blockchains and cryptocurrencies to achieve privacy (Zcash [BCG+14,zcal)
and to improve scalability (zkRollup [zkr]). More recently, it also found applica-
tions in zero-knowledge machine learning [ZFZS20, LKKO20,L.XZ21,FQZ+21,
WYX+21], zero-knowledge program analysis [FDNZ21], and zero-knowledge
middlebox [GAZ+22].

There are three major efficiency measures in ZKP: the overhead of the prover
to generate the proof, which is referred to as the prover time; the total commu-
nication between the prover and the verifier, which is called the proof size; and
the time to verify the proof, which is called the verifier time. Despite its recent
progress, the efficiency of ZKP is still not good enough for many applications.
In particular, the prover time is one of the major bottlenecks preventing exist-
ing ZKP schemes from scaling to large statements. As pointed out by Golovnev
et al. in [GLS+], to prove a statement that can be modeled as an arithmetic
circuit with N gates, existing schemes with succinct proof size either perform
a fast Fourier transform (FFT) due to the Reed-Solomon code encodings or
polynomial interpolations, or a multi-scalar exponentiation due to the use of
discrete-logarithm assumptions or bilinear maps, over a vector of size O(N).
The former takes O(N log N) field additions and multiplications and the latter
takes O(N log |F|) field multiplications, where |F| is the size of the finite field.
With the Pippenger’s algorithm [Pip], the complexity of the multi-scalar expo-
nentiation can be improved to O(N log |F|/log N), which is still super-linear as
log |F| = w(log N) to ensure security. These operations are indeed the domi-
nating cost of the prover time both asymptotically and concretely. See Sect. 1.3
for more discussions about existing ZKP schemes categorized by the underlying
cryptographic techniques.

The only exceptions in the literature are schemes in [BCG+17,BCG20,
BCL22,GLS+]. Bootle et al. [BCG+17] proposed the first ZKP scheme with
a prover time of O(N) field operations and a proof size of O(v/N) using a linear-
time encodable error-correcting code. The proof size is later improved to O (N v )
for any constant ¢ via a tensor code in [BCG20], and then to polylog(N) via a
generic proof composition with a probabilistic checkable proof (PCP) in [BCL22].
These schemes are mainly for theoretical interests and do not have implementa-
tions with good concrete efficiency. Recently, Golovnev et al. [GLS+] proposed a
ZKP scheme based on the techniques in [BCG20] by instantiating the linear-time
encodable code with a randomized construction. However, the security guarantee
(soundness error) is only inverse polynomial in the size of the circuit, instead of
negligible. Moreover, the proof size of the implemented scheme is O(v/N) (more
details are presented in Sect. 1.3). Therefore, the following question still remains
open:

Can we construct a concretely efficient ZKP scheme with O(N) prover time
and polylog(N) proof size?
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Table 1. Comparison to existing ZKP schemes with linear prover time. N is the size
of the circuit/R1CS and ¢ > 2 is a constant.

Prover time | Proof size | Verifier time | Soundness error | Concrete efficiency
[BCG+17] O(N) O(VN) O(N) negl(IN) X
[BCG20] O(N) O(N1/¢) O(N) negl(N) X
[BCL22] O(N) polylog(NN) O(N) negl(N) X
[GLS+] O(N) O(V'N) O(N) O(WI(N)) v
our scheme O(N) O(log? N) O(N) negl(N) v

1.1 Owur Contributions

We answer the question above positively in this paper by proposing a new ZKP
scheme. In particular, our contributions include:

— First, we propose a random construction of the linear-time encodable code
that has a constant relative distance with overwhelming probability. Such
a code was used in all existing linear-time ZKP schemes [BCG+17,BCG20,
BCL22,GLS+] and thus our new construction also improves their efficiency.
The key technique is a new algorithm to test whether a random graph is a
good expander graph based on the densest sub-graph algorithm, which may
be of independent interest for other applications of expander graphs [SZT02].

— Second, we propose a new reduction that achieves a proof size of O(log2 N)
efficiently. Our new technique is a proof composition named “code switching”
that reduces the proof size of the schemes in [BCG20, GLS+] from O(v/N) to
O(log? N) with a small overhead on the prover time.

— Finally, we implement our new ZKP scheme, Orion, and evaluate it experi-
mentally. On a circuit with 22° gates (rank-1-constraint-system (R1CS) with
220 constraints), the prover time is 3.09s, the proof size is 1.5 MBs and the
verifier time is 70 ms. Orion has the fastest prover time among all existing
ZKP schemes in the literature. The proof size is 6.5x smaller than the system
in [GLS+]. The scheme is plausibly post-quantum secure and can be made
non-interactive via the Fiat-Shamir heuristic [FS86].

Table 1 shows the comparison between our scheme and existing schemes with
linear prover time and succinct proof size.

1.2 Technical Overview

Testing Expander Graphs via Densest Sub-graph. All existing ZKP
schemes with linear prover time and succinct proof size [BCG+17,BCG20,BCL22,
GLS+] use linear-time encodable codes with a constant relative distance pro-
posed in [Spi96,DI14, GLS+], which in turn all rely on the existence of good
expander graphs. In a good expander graph, any subset of vertices expands to
a large number of neighbors. Figure1l shows an example of a bipartite graph
where any subset of vertices on the left of size 2 expands to at least 5 vertices on
the right. See Sect. 2.1 for formal definitions and constructions. However, how to
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Fig. 1. An example of lossless expander. k =6,k = 9,9 =3, = 1,¢ = ¢.

construct such good expanders remain unclear in practice. Explicit construc-
tions [CRVWO02] have large hidden constants in the complexity and thus are not
practical. A random graph tends to have good expansion, but the probability
that a random graph is not a good expander is inverse polynomial in the size
of the graph. The code constructed from such a non-expanding graph does not
have a good minimum distance, making the ZKP scheme insecure. Therefore, a
randomly sampled graph is not good for cryptographic applications.

In this paper, we propose a new algorithm to efficiently test whether a random
graph is a good expander or not. With the new testing algorithm, we are able to
re-sample the random graph until it passes the test, obtaining a good expander
with an overwhelming probability and boosting the soundness error of the ZKP
scheme to be negligible. The testing algorithm is based on the densest sub-graph
algorithm [Gol84]. The density of a graph G = (V, E) is defined as the number
of edges divided by the number of vertices %, and the densest sub-graph is
simply the sub-graph in a graph with the maximum density. We observe that a
good expander graph tends to have a small maximum density. This is because
assuming the degree g of each vertex is a constant, e.g. g = 3 for all vertices on
the left in Fig. 1, given any subset of vertices of size s in the graph, the total
number of edges is fixed as |E| = gs in the sub-graph defined by this subset and
its neighbors. For example, any two vertices on the left in Fig. 1 as highlighted
always have 6 outgoing edges. Then we differentiate two cases:

— In a good expander graph, any subset expands to a large number of neighbors,
thus the total number of vertices in this sub-graph is large. Therefore, the
density of any sub-graph is small;

— In contrast, if the graph is not a good expander, there is at least one subset
that does not expand. Taking the sub-graph defined by this subset and its
neighbors, again the number of edges is fixed, while the number of vertices is
small. Therefore, the density of this sub-graph is large, which will be detected
by the densest subgraph algorithm.

This observation gives us a way to differentiate good expanders. To the best of
our knowledge, we are the first to make the connection between expander and
the densest subgraph problem.
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The real testing algorithm involves random sampling and repeating the dens-
est sub-graph algorithm because of additional conditions of the expander. The
formal algorithm, theorem and proofs are presented in Sect. 3.

Proof Composition via Code-Switching. With the expander graph sampled
above and the corresponding linear code, we are able to build efficient ZKP
schemes following the approaches in [BCG+17,BCG20,GLS+]. However, the
proof size is O(N'/¢) instead of polylog(N). To reduce the proof size, a common
technique in the literature is proof composition. Instead of sending the proof
directly to the verifier, the prover uses a second ZKP scheme to show that the
proof of the first ZKP is indeed valid. In particular, in [BCG+17,BCG20, GLS+],
the proof is a codeword of the linear-time encodable code, and the checks can
be represented as several inner products between the message in the codeword
of the proof and some public vectors.

Unfortunately, we do not have a second ZKP scheme with a polylog(N) proof
size to prove inner products. If we had it, we would already be able to build a
ZKP scheme with polylog(N) proof size in the first place. Instead, we rely on the
fact that the proof is a codeword of the linear code and construct the second ZKP
scheme as follows. One component of the second ZKP scheme is the encoding
circuit of the linear-time encodable code. It takes the witness of the second ZKP
scheme, encodes it and outputs several random locations of the codeword. The
verifier checks that these random locations are the same as the proof of the first
ZKP scheme, without receiving the entire proof. By the distance of the linear-
time encodable code, we show that the witness of the second ZKP must be the
same as the message in the proof of the first ZKP with overwhelming probability.
After that, the other component of the second ZKP checks the inner product
relationship modeled as an arithmetic circuit.

With this idea, we can use any general-purpose ZKP scheme on arithmetic
circuits with a polylog(N) proof size as the second ZKP scheme in the proof
composition. The size of this circuit is only O(v/N), thus the second ZKP does
not introduce any overhead on the prover time as long as its prover time is no
more than quadratic. In our construction, we use the ZKP scheme in [ZXZS20] as
the second ZKP. The scheme is based on the interactive oracle proofs (IOP) and
the witness is encoded using the Reed-Solomon code. Therefore, the technique
is called code switching. The formal protocols are presented in Sect. 4.

1.3 Related Work

Zero-knowledge proof was introduced in [GMR&9] and generic constructions
based on PCPs were proposed by Kilian [Kil92] and Micali [Mic00] in the
early days. Driven by various applications mentioned in the introduction, there
has been significant progress in efficient ZKP protocols and systems. Catego-
rized by their underlying techniques, there are ZKP systems based on bilinear
maps [PHGRI13,BSCG+13,BFR+13,BSCTV14,CFH+15, WSR+15,FFG+16,
GKM+18, MBKM19,GWC19, CHM+20,KPPS20], MPC-in-the-head [GMO16,
CDG+17,AHIV17,KKW18], interactive proofs [ZGK+17a, ZGK+17b, WTS+18,
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ZGK+18,X7Z7Z+19,ZLW+21], discrete logarithm [BBB+18, BFS20, Set20, SL20],
interactive oracle proofs (IOP) [BSCR+19, BSBHR19,ZXZS20, BFH+20, COS20,
BDFG20], and lattices [BBC+18, ESLL19, BLNS20,ISW21]. As mentioned in the
introduction, these schemes perform either an FFT (such as schemes based on
MPC-in-the-head and IOP) or a multi-scalar exponentiation (such as schemes
based on discrete-log and bilinear pairing), making the complexity of the prover
time super-linear in the size of the circuit.

With the techniques proposed in [XZZ+19,ZLW+21], the prover time of the
schemes based on the interactive proofs (the GKR protocol [GKRO08]) is linear if
the size of the input is significantly smaller than the size of the circuit. However,
the goal of this paper is to make the prover time strictly linear without such a
requirement, and our polynomial commitment scheme can also be plugged into
these schemes to improve their efficiency.

Schemes with Linear Prover Time. As mentioned before, schemes in
[BCG+17,BCG20,BCL22,GLS+] are the only candidates in the literature with
linear prover time and succinct proof size. They all use linear-time encodable
codes based on expander graphs and our first contribution applies to all of them.
Moreover, our ZKP scheme is based on the polynomial commitment in [GLS+]
and the tensor IOP in [BCG20], and we improve the proof size to O(log® N)
through a proof composition. In fact, the scheme in [BCL22] also proposes a
proof composition with the PCP in [Mie09]. However, the complexity of the
PCP is polynomial time. That is why the scheme in [BCL22] has to be built
on the scheme in [BCG20] with a proof size of O(N'/¢) and is not concretely
efficient, while our scheme can be built on top of the efficient scheme in [GLS+]
with a proof size of O(v/N). A similar proof composition with PCP was also used
in [RZR20] for a different purpose. We view our approach using the encoding
circuit as a variant of the proof composition that is efficient in practice, and we
inherit the name “code switching” from [RZR20].

Finally, the scheme in [GLS+] samples a random graph to build the linear-
time encodable code. The scheme achieves a soundness error of O(m) and
the authors spent great efforts to calculate parameters to achieve a concrete
failure probability of 2719 for large circuits in practice [GLS+, Claim 2 and
Fig.2]. Our sampling algorithm provides the provable security guarantee for a
negligible soundness error for their scheme. Moreover, we improve the proof size
from O(V/N) to O(log? N) efficiently, solving an open problem left in [GLS+].

Schemes with Linear Proof Size. Recently, there is a line of work construct-
ing ZKP based on secure multiparty computation (MPC) techniques [WYKW20,
DIO21,BMRS21,YSWW21] and these schemes have demonstrated fast prover
time in practice. If one treats a block cipher (e.g., AES) as a constant-time oper-
ation because of the CPU instruction, these schemes indeed have a linear time
prover (we are using a similar CPU instruction for the hash function SHA-256 in
our scheme to achieve linear prover time). However, they have linear proof size in
the size of the circuit, are inherently interactive, and are not publicly verifiable,
which are not desirable in many applications. We mainly focus on non-interactive
ZKP with succinct proof size and public verifiability in this paper.
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Expander Testing. Testing the properties of expander graphs is a deeply
explored area in computer science. Many works [NS07,CS07, GR11] have pro-
posed efficient testing algorithms without accessing the whole graph. However,
these algorithms do not directly apply to our testing of lossless expander. For
example, the algorithm in [NS07] based on random walks can differentiate good
expanders from graphs that are far from expanders, while our scheme can differ-
entiate whether a graph is a lossless expander or not with overwhelming prob-
ability. Of course our algorithm accesses the entire graph, which is fine in our
application of linear-time encodable code. To the best of our knowledge, we are
not aware of any testing algorithm with such properties.

There are also impossibility results on expander testing [KS16]. Due to differ-
ent definitions of expansion, our testing algorithm cannot distinguish the cases
in [KS16, Theorem 1.1] and thus it does not violate the impossibility results.

2 Preliminary

We use [N] to denote the set {0,1,2,..., N —1}. poly(IN) means a function upper
bounded by a polynomial in N with a constant degree. We use A = w(log N) to
denote the security parameter, and negl(N) to denote the negligible function in
N, ie. negl(N) < ﬁ(N) for all sufficiently large N and any polynomial. Some
papers define negl(\) as the negligible function. As ) is a function of N, they are
essentially the same and negl(V) < 2% “PPT” stands for probabilistic polyno-
mial time. (A(x), B(y))(z) denotes an interactive protocol between algorithms
A, B with x as the input of A, y as the input of B and z as the common input.

2.1 Linear Time Encodable Linear Code

Definition 1 (Linear Code). A linear error-correcting code with message
length k and codeword length n is a linear subspace C' € F™, such that there
exists an injective mapping from message to codeword Ec : F*¥ — C, which is
called the encoder of the code. Any linear combination of codewords is also a
codeword. The rate of the code is defined as % The distance between two code-
words u,v is the hamming distance denoted as A(u,v). The minimum distance
is d = miny , A(u,v). Such a code is denoted as [n, k,d] linear code, and we also
refer to % as the relative distance of the code.

Generalized Spielman Code. In our construction, we use a family of lin-
ear codes that can be encoded in linear time and has a constant relative dis-
tance [Spi96,DI14,GLS+|. The code was first proposed by Daniel Spielman
in [Spi96] over the Boolean alphabet. Druk and Ishai [DI14] generalized it to
a finite field F, and introduced a distance boosting technique to achieve the
Gilbert-Varshamov bound [Gil52, Var57]. We only use the basic construction over
[F without the distance boosting, and thus refer to it as the generalized Spielman
code in this paper. The code relies on the existence of lossless expander graphs,
which is defined below:
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Definition 2 (Lossless Expander [Spi96]). Let G = (L, R, E) be a bipartite
graph. 0 < e <1 and 0 < & be some constants. The vertex set consists of L and
R, two disjoint subsets, henceforth the left and right vertex set. Let I'(S) be the
neighbor set of some vertex set S. We say G is an (k,k'; g)-lossless erxpander
if |L| = k,|R| = k' = ak for some constant «, and the following property hold:

1. Degree: The degree of every vertex in L is g.
2. Expansion: |I'(S)| > (1 — €)g|S| for every S C L with |S| < %,

Intuitively speaking, a lossless expander has very strong expansion. As the
degree of each left vertex is g, a set of |.S] left vertices have at most g|.S| neighbors,
while the second condition requires that every set expands to at least (1 —¢€)g|S|
vertices for a small constant e. Meanwhile, as the right vertext set has |R| = ak
vertices, such an expansion is not possible if |S| > ﬁ, thus there is a condition

|S] < %k bounding the size of S. An example is shown in Fig. 1.

Construction of Generalized Spielman Code. With the lossless expander, we
give a brief description of the generalized Spielman code. Let G = (L, R, E)
be a lossless expander with |L| = 2! |R| = 2!71. Let A; be a 2! x 2!=! matrix
where A;[i][j] = 1 if there is an edge i,j in G for i € [2!],j € [2!7]; otherwise
Ai[d][j] = 0. The generalized Spielman code is constructed as follows:

1. Let EL(z) be the encoder function of input length |z| = 2¢, and its output
will be a codeword of size 272, We use E¢ to denote the encoder function
when length is clear.

2. If || < ng then directly output x, for some constant ng.

3. Compute my; = xA;. Each entry of m; can be viewed as a vertex in R, and
value of each vertex is the summation of its neighbors in L. The length of m,
is 2t—1.

4. Recursively apply the encoder Etc_1 on mq, let ¢y = Etc_l(ml).

5. Compute co = c1 A¢q1.

6. Output £ ® ¢1 ® co as the codeword of size 212, © denotes concatenation.

Lemma 1 (Generalized Spielman code, [DI14]). Given a family of lossless

L]
g

expander, that achieves (1 — €)g|S| expansion with |S| < , for input size k,

the generalized Spielman code is a [4k, k, %k] linear code over F.

The code in [GLS+] is a variant of generalized Spielman code. In their con-
struction, random weights are assigned to each edge of lossless expander at line
3, 5. And randomize the output at line 6: (x®7r) ®c; @ co, here ® is element-wise
multiply, 7 is a random vector.

Definition 3 (Tensor code). Let C be a [n,k,d] linear code, the tensor code
C®?2 of dimension 2 is the linear code in F** with message length k%, codeword
length n?, and distance nd. We can view the codeword as a n x n matriz. We
define the encoding function below:
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1. A message of length k x k is parsed as a k X k matriz. Each row of the matriz
is encoded using Ec, resulting in a codeword Cy of size k X n.

2. FEach column of Cy is then encoded again using Ec. The result Cy of sizenxn
1s the codeword of the tensor code.

2.2 Collision-Resistant Hash Functions and Merkle Tree

Let H : {0,1}?* — {0,1}* be a hash function. A Merkle Tree is a data structure
that allows one to commit to [ = 29%P messages by a single hash value h, such
that revealing any bit of the message require dep + 1 hash values.

A Merkle hash tree is represented by a binary tree of depth dep where [
messages elements mq,mo,...,m; are assigned to the leaves of the tree. The
values assigned to internal nodes are computed by hashing the value of its two
child nodes. To reveal m;, we need to reveal m; together with the values on the
path from m; to the root. We denote the algorithm as follows:

1. h «— Merkle.Commit(my, ..., m;).
2. (m;,m) < Merkle.Open(m,1).
3. {accept, reject} <« Merkle.Verify(m;, m;, h).

2.3 Zero-Knowledge Arguments

An argument system for an NP relation R is a protocol between a computa-
tionally bounded prover P and a verifier V. At the end of the protocol V will
be convinced that there exits a witness w such that (z,w) € R for some public
input z. We focus on arguments of knowledge which require the prover know the
witness w. We formally define zero-knowledge as follows:

Definition 4 (View). We denote by View((P,V)(x)) the view of V in an
interactive protocol with P. Namely, it is the random variable (r,b1,ba, ..., by,
V1,02, ..., U ) where 1 is V’s randomness, by, ...,b, are messages from V to P,
and v1, ..., Uy, are messages from P to V.

Definition 5. Let R be an NP relation. A tuple of algorithm (G, P,V) is a
zero-knowledge argument of knowledge for R if the following holds.

~ Correctness. For every pp output by G(1*) and (z,w) € R,
Pr[(P(w), V())(pp, z) = accept] = 1.
- Knowledge Soundness. For any PPT adversary P*, there exists a PPT
extractor € such that for every pp output by G(1*) and any x, the following
probability is negl(N):

Pr((P"(),V())(pp, z) = accept, (z,w) & Rlw — &(pp, z, View((P"(), V())(pp, 2)))]
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- Zero knowledge. There exists a PPT simulator S such that for any PPT
algorithm V*, (x,w) € R, pp output by G(1*), it holds that

View((P(w), V*())(2)) ~ S (pp. )
Where SY" (x) denotes that S is given oracle accesses to V*’s random tape.

We say that (G, P,V) is a succinct argument system if the total communication
between P and V (proof size) is poly(\, |z|,log |w]).

Definition 6 (Arithmetic circuit). An arithmetic circuit C over F and a set
of variables x1, ..., x N is a directed acyclic graph as follows:

1. Each vertex is called a “gate”. A gate with in-degree zero is an input gate and
is labeled as a variable x; or a constant field element in F.

2. Other gates have 2 incoming edges. It calculates the addition or multiplication
over the two inputs and output the result.

3. The size of the circuit is defined as the number of gates N.

2.4 Polynomial Commitment
A polynomial commitment consists of three algorithms:

— PC.Commit(¢(+)): the algorithm outputs a commitment R of the polynomial
().

— PC.Prove(¢,Z, R): given an evaluation point ¢(Z), the algorithm outputs a
tuple (Z, #(Z), mz), where 7z is the proof.

— PC.VerifyEval(nz, Z, (&), R): given 7z, T, ¢(Z), R, the algorithm checks if ¢(Z)
is the correct evaluation. The algorithm outputs accept or reject.

Definition 7 ((Multivariate) Polynomial commitment). A polynomial
commitment scheme has the following properties:

— Correctness. For every polynomial ¢ and evaluation point Z, the following
probability holds:

PC.Commit(¢) — R

PC.Prove(¢, 7, R) — &y, 7

y = o(Z)

PC.VerifyEval(r, &, y, R) — accept

Pr =1

- Knowledge Soundness. For any PPT adversary P* with PC.Commit*,
PC.Prove*, there exists a PPT extractor £ such that the probability below
is negligible:

PC.Commit™(¢*) — R”
Pr PC.Prove™(¢",#,R") — Z,y", 7" |¢" « E(R",Z,7",y") ANy" # ¢"(Z)
PC.VerifyEval(m™, Z,y", R") — accept
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- Zero-knowledge. For security parameter X\, polynomial ¢, any PPT adver-
sary A, there exists a simulator S = [So,S1], we consider following two
experiments:

Ideal 4 5.4 (pp):

_ 1. R« So(1*

1. R «— Commit(pp, ¢) 2 7 :A?7(€ ;;;f)p)

2. % — A(R, pp) (@ Usi@ '

3. (&,y,m) < Prove(¢, &, R) v éﬁégg:goz il(jy(éj’)pp)’ e oecle
4.b— A(m,Z,y,R) 4. b— A(n,Z,y,R)

5. Output b 5‘ Output b7 o

Reala,4(pp):

For any PPT adversary A, two experiments are identically distributed:

Pr(|Real 4, ¢(pp) — Ideal 4 54 (pp)| = 1] < negl(N)

3 Testing Algorithm for Lossless Expander

As explained above, the generalized Spielman code relies on the existence of loss-
less expanders. On one hand, there are explicit constructions of lossless expanders
in the literature [CRVWO02]. However, there are large hidden constants in the
complexity and the constructions are not practical. On the other hand, a random
bipartite graph is a lossless expander with a high probability of 1 — O(m),
where k is the size of the left vertex set in the bipartite graph. However, this is
not good enough for cryptographic applications.

In this section, we propose a new approach to sample a lossless expander
with a negligible failure probability. The key ingredient of our approach is a
new algorithm to test whether a randomly sampled bipartite graph is a lossless
expander or not. We begin the section by introducing the classical randomized
construction of a lossless expander and its analysis.

3.1 Random Construction of Lossless Expander

As defined in Definition 2, a lossless expander graph is a g-left-regular bipartite
graph G = (L, R, F). Wigderson et al. [HLW06, Lemma 1.9] showed that a ran-
dom bipartite graph is a lossless expander with a high probability. In particular,
we have the following lemma:

Lemma 2 ([HLWO06]). For fized constant parameters g,0,, €, a random g-
left-reqular bipartite graph is a (k,k'; g)-lossless-ezpander with probability 1 —
1

O(Poly(k))'
Proof. Let G = (L, R, E) be a random bipartite graph with k& vertices on the
left and k' = O(k) vertices on the right, where each left vertex connects to a
randomly chosen set of g vertices on the right.

Let s = |S| be the cardinality of a left subset of vertices S C L such that
s < %, and let ¢t = |T'| be the cardinality of a right subset of vertices T' C R such

that t < (1—e)gs. Let Xg 1 be an indicator random variable for the event that all
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the edges from S connect to T'. Then for a particular S, if ) .. p Xs7 = 0, then
the number of neighboring vertices of S must be larger than (1—¢)gs. Otherwise,
if there exists a T € R such that Xgr =1, i.e., all edges from S connect to T,
the graph is not a lossless expander. As the edges are sampled randomly, the
probability of this non-expanding event is (%)59 . Therefore, summing over all .S
and by the union bound, the probability of a non-expanding graph is:

t S
Pr(} Xsr) > 01 < PriXsr =1]= Y ()
S, T S, T ST
Sk 5k

= _ () ()< : () (0 Fope) 20

Using the inequality ( ) < (’%)S the probability above is

>
=

ke K'e 1—¢€)gs (1 B e)gs sg

IN
g

>
e

1—¢€)gs

ke S —€)gs (
?) e1=99s( T

Y

(

)egs

'
>
= |l
[\v]

e(l—e)gs—&-s . (g)s . ((1 _k/e)gs)egs (1)

Y

w
[l
N

When s,€, g are constants and k' = O(k), e1=995%5 is a constant, (£)* is
O(poly(k)), and ((lfkﬂ)egS is O(m). Therefore, the overall upper bound is
at least O(polyl(k) ).

The derivation above shows that the probability that a random graph is
not a lossless expander is upper-bounded by O(m), which is not negligible.
Furthermore, we show that the lower-bound of the non-expanding probability is
also not negligible through a simple argument here.

We focus on the case where s is a constant. The number of all possible sub-
graphs induced by a left subset of vertices S is at most £'9 = O(poly(k)). That is,
the size of the entire probability space is bounded by a polynomial. The number
of non-expanding graphs is at least 1 (e.g., all edges from S' connect to a single

vertex in R). Therefore, the non-expanding probability is at least O(poly k))

Lossless Expander in [GLS+]. As explained in Sect. 2.1, in [GLS+], the authors
extended the generalized Spielman code by adding random weights to the edges
in the bipartite graph. However, the graph still needs to be a lossless expander in
order to achieve a constant relative distance, and the same issue above applies to
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their construction. In particular, as shown by [GLS+, Claim 2], the probability
of not sampling a lossless expander is
2kH(15/k)+akH(19.2/(ozk))—15g log 25

where H(z) = —zlogz — (1 — x) log(1 — ). We show that the probability above
is not negligible. First, for any constant const,

const const const — const
xH (const/z) = x(— n log st (1- n )log(x n )
T T
const xr — const

= (constlog(z) — constlog const) + (1 — . ) log( - ).

By taking the limit, we have lim,_ . zH(const/z) = (constlog(x) —
constlogconst) + 1 x 0. Therefore, xH (const/x) = O(logz). Applying this
fact to the equation above, kH(15/k) + akH(19.2/(ak)) = O(logk), and
—15glog 25 = —O(log k). Therefore, 2M1(15/k)+akH(19.2/(ak)) 159108 535 ig at
least 2~ Cogk) —

in Eq. 1.

m. The failure probability is similar to the upper bound

3.2 Algorithm Based on Densest Sub-graph

To reduce the non-expanding probability of the random construction, we take a
closer look at the equations above. Equation 1 shows that the probability that a
random bipartite graph is a not lossless expander is upper bounded by m.
However, we observe that within the summation, the probability is actually
negligible when s is large. In particular, if we decompose the summation in Eq. 1
into two sums, one for 2 < s < loglogk, and the other for s > loglogk, the
second part is

Sk

i o(1—)gsts . (g)s . (ﬁﬁ)@s. (2)

s=loglog k

Lemma 3. FEquation 2 is negligible if the following conditions are met:

1. (1—€)d+ 2 + 2log(4) + log(£)ed < —0.001,
2. ed > 2.

Here —0.001 is just any small constant that is less than 0. We give a proof in
the full version of the paper. To provide an intuition on how these parameters
are set, we give an example here: § = ﬁ, €= 1—76,9 =16,k" = %k We can verify
the condition:

g="7>2.
1—€)d+ 2+ 2log($) + log(£)es = —0.009 < —0.001.
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Sampling Lossless Expander with Negligible Failure Probability. The
observation above shows that the non-expanding probability is dominated by
small sub-graphs with size 2 < s < loglog k. This actually matches our lower
bound in Sect. 3.1, as there are only polynomially many such sub-graphs and
there exist ones that do not expand. Therefore, in order to reduce the non-
expanding probability, we propose a new algorithm that detects small sub-graphs
of size s < loglogk that do not expand. The algorithm is based on the densest
sub-graph problem, and we are the first to make the connection between the
densest sub-graph and the lossless expander.

Definition 8 (Densest Sub-graph Problem). Let G = (V, E) be an undi-
rected graph, and let S = (Eg,Vs) be a subgraph of G. The density of S is
defined to be den(S) = 5—5 The densest sub-graph problem is to find S such that
it mazimizes den(S). We denote the mazimum density by Den(G).

Theorem 1 [Gol84]. For any graph G = (V, E), there is a polynomial time
algorithm that find the densest sub-graph G' = (V', E') such that V! CV and

G’ is the sub-graph. And | \v' is mazximized. The running time of the algorithm
is O(|V||E|log | E[log [V]).

We will use this algorithm as a building block of our testing algorithm. First,
we define a notion of perfect expander, and then derive the density of a perfect
expander.

Definition 9 (Perfect expander). Let G = (L,R,E) be a bipartite graph.
We say G is an (k*,k'; g)-perfect expander if |L| = k*,|R| = k', the following
property holds (where I'(S) denotes the set of neighbors of a set S in G ):

1. Degree: every vertex a € L, it has constant degree g.
2. Ezpansion: |['(S)| > (1 —e)g|S| for every S C L.

Compared to lossless expander, the perfect expander does not have the upper
bound on |S] in the expansion property. Therefore, &’ has to be much larger than
k*, unlike the case of lossless expander where k' = O(k). Now we show that the
density of a perfect expander is low:

Theorem 2. If a bipartite graph is a perfect expander, its density is at most

otherwise, the density of the graph is larger than oy

g .
1+(1-€)g”’ 1 €)g’

Proof. We first show that the density of a perfect expander is at most H(fﬁ'
For any subset L’ C L, we prove that among all sub-graphs that L’ is the left

vertex set, the graph induced by (L', I'(L’)) has the maximum density.

To see this, suppose V' = (L', R'), R’ # I'(L’) has density ;51; that is the

densest sub-graph with L’ as its left vertex set.

Case 1: If there exists a vertex y € R,y ¢ I'(L'), then there is no edge

between y and L. We can increase the density by removing y from R/, as

|“/ﬁ ll > ‘lg,l‘ This is a contradiction. Therefore, R’ C I'(L’).
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Case 2: If there exists an element y € I'(L'),y € R’, let ¢ > 1 be the number of
edges between y and L', by adding y to R/, the density becomes ;5,!1‘; > }5,; .
This is a contradiction again and thus I'(L") C R'.

Therefore, we have I'(L') = R’ and V' = (L', I'(L’)) maximizes the den-
sity among all sub-graphs with L’ as the left vertex set. Let that sub-graph

be G'. By the expansion property of the perfect expander, den(G’) = 12| <

V7]
|L'lg _ g : : _
|L,|+(1/_6)9|L,‘ ; Eu g Therefore, the maximum density Den(G) = maxr/cr,
den(G) S m

Next, we show that if a bipartite graph is not a perfect expander, its density is

larger than ﬁ. Let S* be the set such that |I'(S*)| < (1—¢€)g|S*|, then the

density of the sub-graph G' = (V' = (S*,I'(S*)), E’) is !% gl57]

| —
[~ BRG—ass
so Den(G) > den(G’) >

9 9
T+(1-0)g’ T+(-0g"

3.3 Testing Random Lossless Expander

Theorem 2 suggests a way to test whether a random graph is a lossless expander.
As discussed in Lemma 3, when s > loglogk the non-expanding probability is
negligible. Thus, it suffices to test whether there is a sub-graph of size s <
loglog k that does not expand. In particular, we are trying to distinguish the
following two cases:

1. Yes case: For G = (L,R,E), VS C L,|S| < loglogk, we have |I'(S)| >
(1— e)gls].

2. No case: For G = (L, R, E), there exists a subset S* C L,|S*| < loglogk,
such that |[I'(S*)| < (1 — €)g|So|-

To distinguish these two cases, we cannot directly apply the densest sub-
graph algorithm on the entire bipartite graph, because the expansion property
only holds for |S| < %k by Definition 2 of the lossless expander. The densest

sub-graph algorithm would return a large sub-graph with |S| > % even if it is
a lossless expander, as the density of the large sub-graph could be larger than

ﬁ by Theorem 2.

Instead, we randomly sample sub-graphs G* = ((L', I'(L’)), E') with % ver-
texes in the left vertex set. If there exists a small non-expanding sub-graph
with at most loglogk vertices on the left, the density of this small sub-graph
is larger than ﬁ and the probability of it is in the sub-graph G* is at
least (3)103? logk Once it is contained in G’, the densest-sub-graph algorithm
will output a sub-graph with density larger than
gloglogk

ﬁ. We will sample G*

3 times to amplify the probability. The formal algorithm is presented in
Algorithm 1.

Theorem 3 (Distinguisher). Algorithm 1 achieves the following properties:
1. If G is a Yes case, then the algorithm will return SUCC with probability 1.
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Algorithm 1. Distinguisher
1: Let G = (L, R, E) be the random bipartite graph.

2:

3: for i € [(£)'*#'°¢*] do

4: Sample a random set L', where |L'| = ?

5 Run densest graph algorithm in [Gol84] on the subgraph induced by L': G* =

((L', (L"), E') to find its densest subgraph.
6 if Den(G*) > Tgfa)g then
7 return FAIL
8: return SUCC

2. If G is a No case, then the algorithm will return FAIL with probability at
least 1 — X

Proof. By Theorem 2, if the random graph is in Yes case, then the dis-
tinguisher will always return SUCC, since for every induced sub-graph G*,
it is a perfect expander. Otherwise, if the random graph contains a subset
So C L,|So| < loglogk such that |I'(So)| < (1 — €)g|So|, then with prob-

Sk
ability at least (-&)gloehr = (%)loglog k Sy will be a subset of L’ sampled
by the algorithm. In this case, L’ is not a perfect expander graph and by
Theorem 2, Den(G*) > %E)g and the algorithm will return FAIL. Since

NG
we repeat it %log 1987 times, the probability that we did not successfully sam-

ple Sp is (1 — (g)lOgbgk)(%)loglogk. By the inequality (1 — 1)” < 1 we have
(1 o (é)loglogk)(%)loglogk < l
g e’

By repeating the distingulsher A times, we can amplify the detection prob-
ability of the No case to 1 — . Finally, we re-sample the random graph until
the d1st1ngu1sher returns SUCC The successful probability of one sampling is
1-0(=+ poly( 5] ), so the expected number of sampling is a constant. The algorithm
runs A(%)°81°8% instances of the densest sub-graph algorithm, and each instance
involves a graph with at most ¢ % vertices and dk edges, so the total running time is
O(N(£)leelosk k2 10g% k) = O(Apolylog(k)k?). The same algorithm can also apply
to the lossless expander graph in [GLS+]. Our sampling algorithm is very efficient
in practice. First, it does not involve any cryptographic operations and is done
once. Second, k = v/N in our protocol of the polynomial commitment in the next
section, so the complexity is actually quasi-linear in the size of the zero-knowledge
argument instance. Finally, the complexity of the densest sub-graph algorithm in
Theorem 1 is for arbitrary graphs. As observed in our experiments, the algorithm
is faster on random bipartite graphs and we conjecture that there is a better com-
plexity analysis, which is left as an interesting future work.

4 Our New Zero-Knowledge Argument

In this section, we present the construction of our zero-knowledge argu-
ment scheme. Many existing papers show that one can build zero-knowledge
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arguments from polynomial commitments [WTS+18,ZXZS20, CHM+20, Set20,
GWC19,BFS20, GLS+]. We adopt the same technique and focus on construct-
ing a polynomial commitment because of its simplicity and efficiency, but our
approach can be applied directly to the zero-knowledge arguments for R1CS
in [BCG20,BCL22] to improve the prover time and the proof size. We start the
section by describing the polynomial commitment scheme in [GLS+] based on
the tensor IOP protocol in [BCG20] with a proof size of O(vV/N).

4.1 Polynomial Commitment from Tensor Query

In [GLS+|, Golovnev et al. observed that a polynomial evaluation can be
expressed as a tensor product. Here we only consider multilinear polynomial
commitments, which can be used to construct zero-knowledge arguments based
on the approaches in [ZGK+17b, WTS+18,XZZ+19,ZXZS20,Set20], but our
scheme can be extended to univariate polynomials. In particular, given a multi-
linear polynomial ¢, its evaluation on input vector xg, x1, ..., Tiog N—1 iS:

1

11
o o X io i1 ilongl
O(T0, Z1, .oy Tlog N—1) = E g g Wigiy .. irog N1 20 T1' Lo N1+
10=011,=0

tlog N—1=0

The degree of each variable is either 0 or 1 by the definition of a multilinear poly-
nomial, and thus there are N monomials and coefficients with log N variables. We
let 7 = Z;-O:gONd 2jij, that is, 49¢1...710¢ N—1 is the binary representation of num-
ber i. We use w to denote the coefficients where wli] = wig4,...i\., y_, - Similarly
we define X; = xf)“xllleggﬁfl Let k = V/N, 7o = {X0, X1,..., Xp_1},71 =
{Xoxw, X1xks Xoxks oy X(h—1)xk}- Then we have X = 9 ® 1. The polynomial
evaluation is reduced to a tensor product ¢(zg, 1, ..., ZTieg N—1) = (W, 7o @ T1).
Using the tensor IOP protocol in [BCG20], one can build a polynomial commit-
ment [GLS+] and we present the protocol in Protocol 2 for completeness. Here
we reuse the notation k as it is exactly the message length of the linear code.

As shown in the protocol, to commit to a polynomial, PC.Commit parses
the coefficients w as a k x k matrix and encodes it using the tensor code with
dimension 2 as defined in Definition 3. Then the algorithm constructs a Merkle
tree commitment for every column Cy[:, 7] of the n x n codeword C,, and finally
builds another Merkle tree on top of their roots as the final commitment.

To answer the tensor query, there are two checks in the protocol: a proximity
check and a consistency check. The proximity check ensures that the matrix in
the commitment is indeed close to a codeword of the tensor code. The consistency
check ensures that y = (ro ® r1, w) assuming R is a commitment of a codeword.

Proximity Check. The proximity heck has two steps. First, the verifier sends a
random vector g to the prover, and the prover computes the linear combination
of all rows of C; and w with g, as in Step 8 in Protocol 2. Because of the property
of a linear code, ¢4, is a codeword with message ., and this step is referred to
as the “fold” operation in [BCG20]. Second, the prover shows that ¢, is indeed
computed from the committed tensor codeword. To do so, the verifier randomly
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Protocol 2. Polynomial commitment from [BCG20, GLS+]

Public input: The evaluation point &, parsed as a tensor product r = rg ® r1;
Private input: the polynomial ¢, the coefficient of ¢ is denoted by w.
Let C be the [n, k, d]-linear code, Ec : F* — F™ be the encoding function, N = kxk.
If N is not a perfect square, we can pad it to the next perfect square.
We use a python style notation to select the i-th column of a matrix mat[:, ].

1: function PC.CoMMIT(¢)

2: Parse w as a k x k matrix. The prover computes the tensor code encoding C;, C>
locally as defined in Definition 3. Here C; is a k x n matrix and C; is a n X n matrix.

3: for i € [n] do

4: Compute the Merkle tree root Root; = Merkle.Commit(Cs[;, ).

5: Compute a Merkle tree root R = Merkle.Commit([Rooty, ..., Root,—1]) and out-
put R as the commitment.

6: function PC.PROVE(¢, Z, R)

T The prover receives a random vector vo € F¥ from the verifier.

8 ey = 2o 0[] Cai], yae = 2oiZg olilwld]. > Proximity

9: cr =K roli)Culil, yi = So02d rolilwli. > Consistency

10: Prover sends c1,y1, g, Yo to the verifier.

11: Verifier randomly samples ¢ € [n] indexes as an array I and send it to prover.

12: for idx € I do

13: Prover sends Ci[:, idx] and the Merkle tree proof of Rootig for Ca[:, idx] under

R to verifier
14: function PC.VERIFYEVAL(7z, T,y = ¢(%), R)

15: Vidx € 1, ¢y [idx] == (70, C1[:, idx]) and Ec(yqg) == cvp- > Proximity

16: Vidx € I, ¢1idx] == (ro, Ci[:,idx]) and Ec(y1) == c1. > Consistency

17: y == (ri,y1). > Tensor product

18: Vidx € f, Ec(Cy[:,idx]) is consistent with Rootigx, and Rootig’s Merkle tree proof
is valid.

19: Output accept if all conditions above holds. Otherwise output reject.

selects ¢t columns and the prover opens them with their Merkle tree proofs. The
verifier checks that the inner product between each column and the random
vector 7o is equal to the corresponding element of ¢, (Step 15). As shown
in [BCG+17,BCG20], if the linear code has a constant relative distance, the
committed matrix is close to a tensor codeword with overwhelming probability.

Consistency Check. The consistency check follows exactly the same steps of the
proximity check. Instead of using a random vector from the verifier, the linear
combination is done with 7y of the tensor query ro®r;. Similarly, ¢; is a codeword
of the linear code with message y1, and ¢(x) = (yi,71) by the definition of
tensor product and polynomial evaluation. As shown in [BCG20], by the check
in Step 16, if the committed matrix in R is close to a tensor codeword, then
y = ¢(x) with overwhelming probability. In particular, there exist an extractor
to extract a polynomial ¢ from the commitment such that y = ¢(z).

Theorem 4 (Polynomial commitment [BCG20,GLS+]). Protocol 2 is a
polynomial commitment that is correct and sound as defined in Definition 7.
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Fig. 2. An illustration of code switching. The circuit on the right for Check 1, 2 and
Check 3, 4 are the same.

Efficiency. The prover’s computation is dominated by encoding the tensor code,
which takes O(N) time using a linear-time encodable code such as the generalized
Spielman code. The proof size is O(tm ), as the prover opens ¢ random columns
of size VN to the verifier. The verifier time is also O(tv/N) to check the inner
products and to encode ¢ columns.

4.2 Efficient Proof Composition via Code Switching

The proof size of the polynomial commitment in Protocol 2 is O(v/N) (the
complexity hides a security parameter t). There are three steps that incur O(\/N )
proof size in Protocol 2: Step 8, 9, and 13. In this section, we present a new
protocol that reduces the proof size to O(log2 N) via the technique of proof
composition. The idea is to use a second proof system to prove that the checks
of these three steps are satisfied, without sending the proofs of these steps to
the verifier directly.

To design the second proof system efficiently, our key observation is that the
values sent by the prover in these three steps are messages of the linear-time
encodable code. That is, y,, is the message of ¢, in Step 8, y; is the message
of ¢; in Step 9 and C1[;,idx] is the message of Cs[:,idx] for every idx in Step 13.
Therefore, the second proof system takes y.,,y1 and Cy[:,idx] for idx € I as the
witness, and performs the following computations:

1. It encodes the witness using the encoding circuit of the linear-time encodable
code.

2. It outputs a subset of random indices of the codewords chosen by the veri-
fier. By checking whether the values of these indices are consistent with the
commitments by the prover via the Merkle tree, it guarantees that the wit-
ness is indeed the same as the messages specified above with overwhelming
probability because of the minimum distance property of the code.
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Protocol 3. Code Switching Statement Ccg

Witness: y-,,y1, C1[:,idx] Vidx € I in Protocol 2.
Public input: v, ro, 1,y
Public information: I and [ chosen by the verifier.

1: Encode ¢y := Ec(Yy), 1 := Ec(y1).

2: for idx € I do

3: Encode Cal:,idx] := Ec(Cuy[:, idx)

4: for idx € I do

5: Check if ¢y, [idx] == (0, C1[:, idx]). > Proximity
6: Check if ¢1[idx] == (ro, C1[:, idx]). > Consistency
7: Check if (r1,y1) == y. > Tensor product
8: for 0 < j < |I| do > Encoder check
9: Output clll[j]], cvo LL7]]-

10: for idx € I do

11: Output Ca[I[j],idx]

3. Finally, it checks that these messages and their codewords satisfy the condi-
tions in line 15, 16 and 17 of Protocol 2.

The idea is illustrated in Fig.2, and we formally present the statement of the
second proof system in Protocol 3. Note that I is the random set chosen by
the verifier in Protocol 2, and is only used as a notation for the subscripts in
Protocol 3. I is the random set chosen by the verifier for the code switching. In
this way, we switch the message encoded using the linear-time encodable code to
the witness of the second proof system. In our implementation, we are using an
IOP-based zero-knowledge argument with the Reed-Solomon code, we use the
name “code switching” as in [RZR20].

We apply any zero-knowledge argument scheme ZX on the statement and
then check the consistency between the output and the Merkle tree commitment
R of the codeword of the linear-time encodable code. We present the new proto-
col in Protocol 4 and highlight the differences from Protocol 2 in blue. As shown
in the protocol, instead of sending c1,¥1, ¢y, Yv,, the prover commits to ¢; and
Cy, in Step 8 and 9. The codeword C, was already committed column-wise in
R. The prover then proves the constraints of ¢i,y1, ¢y, , ¥y, and Ci[:,idx] using
the code switching technique in Step 13. In this way, we are able to reduce the
proof size and the verifier time of Protocol 2 to O(log® N).

Theorem 5. Protocol 4 is a polynomial commitment as defined in Definition 7.

The proof is presented in the full version of the paper.

Complezity of Protocol 4. The prover time remains O(N). This is because in
Step 8 and 9, the prover additionally commits to ¢1, ¢4, which only takes O(n) =
O(\/JV ) time. In Step 13, the prover invokes another zero-knowledge argument
on Ccs. Ccs consists of ¢ + 2 encoding circuits E¢ of the linear-time encodable
code and t 4 2 inner products. As the encoding circuit is of size O(k), we will
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Protocol 4. Polynomial commitment with code-switching

[

12:

13:

14:
15:
16:

17:
18:
19:
20:
21:
22:

Public input: The evaluation point &, parsed as a tensor product r = rg ® r1;
Private input: the polynomial ¢ with coefficients w.
function CoMMIT(¢)

Parse w as a k x k matrix. The prover computes the tensor code encoding Cy, C;
locally as defined in Definition 3.

for i € [n] do

Compute the Merkle tree root Root; = Merkle.Commit(Ca[:, i]).

Compute a Merkle tree root R = Merkle.Commit([Rooto, ..., Rooty—1]) and out-

put R as the commitment.

function PROVE(¢, Z, R)

The prover receives a random vector vo € F¥ from the verifier.

1= Zf;ol ro[t]Cili], y1 = Zi:ol roltJwli], Re, = Merkle.Commit(cy)

Cyo = Z?;ol o [l]cl[l]v Yvo = Zf;ol Yo [Z]w[ZL Ryo = Merkle.Commit(cﬂ,O)

The prover computes the answer y := (yo, r1). Prover sends R¢,, R+,,y to the
verifier.

The verifier randomly samples ¢ € [n] indexes as an array I and send it to
prover.

The verifier randomly samples another index set I C [k], |I| =t and sends it to
the prover.

The prover calls the zero-knowledge argument protocol ZXC.P on Ccs. Let .
be the proof of the zero-knowledge argument. The prover sends the output of Ccs:
Ca[I[4],idx] Vidx € I, e1[I[5]], cvo [I[7]] and 7.y to the verifier.

The prover sends the Merkle tree proofs of Co[I[j],idx] Vidx € I under Rootigy.

The prover sends the Merkle tree proofs of Rooti4x Vidx € I under R.

The prover sends the Merkle tree proofs of c1[I[j]], ¢y, [{[j]] under Re,, Re., -
function VERIFYEVAL(7z, &,y = ¢(Z), R)

The verifier calls the zero-knowledge argument protocol ZX.V on Ccs.

The verifier checks the Merkle tree proofs of Ca[I[j],idx] Vidx € I.

The verifier checks the Merkle tree proofs of Rootigx Vidx € I using R.

The verifier checks the Merkle tree proofs of ¢i1[I[j]], ¢, [I[j]] using Re,, R
Output accept if all checks pass. Otherwise output reject.

(T

present the analysis in the full version of the paper, and the circuit to compute an
inner product is of size O(k), the overall circuit size is O(¢-k). By using any zero-
knowledge argument scheme with a quasi-linear prover time, such as [ZXZS20],
the prover time of this step is O(t - klog k). Since k = v/N, the prover time is
still O(N) dominated by the encoding and the commitment of the k x k matrix
in COMMIT(). With the code switching technique, the proof size and the verifier
time becomes O(tlog® k) = O(tlog® N).

4.3 Putting Everything Together

In this section, we show how to achieve zero-knowledge on top of our new poly-
nomial commitment in Protocol 4, and sketch how to build a zero-knowledge
argument using the polynomial commitment.
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Protocol 5. zk-Polynomial commitment

Public input: The evaluation point &, parsed as a tensor product r = rg ® r1;
Private input: the polynomial ¢ with coefficients w.

1: function ZzKCOMMIT(¢w)

2 The prover randomly samples m € FI*!.

3 Output Ryt+m = COMMIT (w + m), Ry = COMMIT (m).

4: function ZKPROVE(¢, ¥, R)

5: Let ¢,, be the masking polynomial, ¢,++ be the masked polynomial.

6: Run Prove(¢m+w, T, Rm+w)- Let the random index set used during the protocol
be fo, Io.

T Run Prove(¢m, &, Rm ). In this step, the verifier samples the random index set
I1,I;. used during the protocol such that fo NIy =0 A Lo NI = 0.

8: function zKVERIFY (7%, 72", T, Yuwtm, Yms Ruwtms Rm)

9: The final polynomial evaluation ¢(Z) should be Yw+m — Ym.-

10: Execute VerifyEval(Tw4m, T, Ywtm, Rwtm)-
11: Execute VerifyEval(mm, &, Ym, Rm).
12: Output accept if all checks above passes, otherwise output reject.

Achieving Zero-Knowledge. We apply a masking technique similar to the one
in [BCG+17]. The codeword C, is masked by a codeword MSK of a mask-
ing polynomial with random coefficients m. We use our proof system to prove
Ywim = {((w+m),ro @ r1) and y,,, = (M, 79 @ 1) simultaneously, and the final
answer of the polynomial evaluation is ¥y = Yy +m — Ym- We present the protocol
in Protocol 5.

Theorem 6. Protocol 5 is a zero-knowledge polynomial commitment scheme by
definition 7.

We present the proof in the full version of the paper.

Zero-Knowledge Argument. Finally, we build our zero-knowledge argument sys-
tem by combining the multivariate polynomial commitment with the sumcheck
protocol as in [Set20, GLS+]. We state the theorem here and refer the readers
to [Set20,GLS+] for the construction and the proof.

Theorem 7. There exists a zero-knowledge argument scheme by definition 5
with O(N) prover time, O(log® N) proof size and O(N) werifier time.

As we are using the IOP-based scheme in [ZXZS20] as the second zero-
knowledge argument in the proof composition, our scheme is an IOP with a
linear proof size and logarithmic query complexity. The scheme can be made
non-interactive via the Fiat-Shamir [FS86] heuristic, and has plausible post-
quantum security. Following the frameworks in [CHM+20, COS20, Set20, GLS+],
our scheme can be turned into a holographic proof with a polylog(N) verifier time
in a straight-forward way.
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Fig. 3. Running time of our expander testing algorithm.
5 Experiments

We have implemented our scheme, Orion, and we present the evaluations of the
system and the comparions to existing ZKP schemes in this section.

Settings and Parameters. Our polynomial commitment scheme is imple-
mented in C+4 with 6000 lines of code. The proof composition uses Virgo
in [ZXZS20] and its open-source implementation. We combine the polynomial
commitment with a sumcheck protocol to get our zero-knowledge argument fol-
lowing the approach in [Set20] and we implement our own code for this part.

Expander Graph used in Our Implementation. We use a modified version of gen-
eralized Spielman code in [GLS+]. The code assigns a random weight to each
edge of the expander graph, achieving a better minimum distance. We take a step
further and fine-tune the dimensions more aggressively. With our testing algo-
rithm, the failure probability of the expander sampling remains negligible. There
are two types of expander graph used in our construction and the parameters
are G1: « =0.33,0 =0.6,e =0.78,9g = 6; Go: « = 0.337,9 = 6,0 = g,¢ = 0.88.

Parameters of the our Linear Code. With expanders above, the final relative
distance is 0.055. We set the security parameter A = 128. This leads to opening

t= ﬁ = 1568 columns and locations in Protocol 4.

Hash Function and Finite Field. We use the SHA-256 hash function implemented
by [arm]. We use the extension field of GF((25! — 1)?) as our underlying field to
be compatible with the zero-knowledge argument in [ZXZS20].

Environment and Method. We use an AWS m6i-32xlarge instance with Intel(R)
Xeon(R) Platinum 8375C CPU @ 2.90 GHz CPU and 512 GB memory to execute
all of our experiments. However, the largest instance in our experiment only
utilize 16 GB of memory. All experiments are using a single thread except the
expander testing algorithm. For each data point, we run the experiments 10
times and report the average.

5.1 Expander Testing

We first show the performance of our expander testing algorithm in Sect. 3. We
implemented the densest sub-graph algorithm in [Gol84], which uses network-
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Fig. 4. Performance of polynomial commitments.

flow algorithm as a black-box. In our implementation, we use Dinic’s algo-
rithm [Din70], the complexity of which is O(|V|?| E|) on general graphs. However,
on random bipartite graphs, the Dinic’s algorithm runs significantly faster and
as observed in our experiments, it scales almost linearly in the size of the graph.

Figure 3 shows the running time of the algorithm. We vary the size of left vertex
set L in the random bipartite graph from 2'2 to 2'®, and the size of R is set to be
|L| x . The implementation uses multi-threading utilizing all 128 CPU cores. As
shown in the figure, it only takes 163 s to test whether a random bipartite graph
with |L| = 2% vertices is a lossless expander with a failure probability negl(N) =
27128 The running time almost grows linearly in |L|. As k = V/N in our zero-
knowledge argument, this is enough for our experiments. As the sampling of the
lossless expander is done once, our testing algorithm is very practical.

5.2 Polynomial Commitment

In this section, we report the performance of our polynomial commitment scheme
and compare it with the scheme Brakedown in [GLS+], which is the only imple-
mented polynomial commitment scheme with a linear prover time. We use the
open-source implementation of Brakedown at [Wla] in the comparison. Our cur-
rent implementation is for the plain version of the polynomial commitment with-
out zero-knowledge, which is the same as Brakedown.

Figure 4 shows the performance of our polynomial commitment and the poly-
nomial commitment in Brakedown. We vary the size of the polynomials from 2'°
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t0 229 and measure the prover time, the proof size and the verifier time. As shown in
the figure, our prover time is even slightly faster than Brakedown. It only takes 115s
for a polynomial with 227 coefficients, while it is 132 s in Brakedown. This is because
we use more aggressive parameters of the expander code, while still achieving 128-
bit of security thanks to our expander testing algorithm. Moreover, the additional
proof composition in our scheme involves a second zero-knowledge argument on
a circuit of size O(v/N). In our experiments, this extra zero-knowledge argument
takes less than 20% of the total prover time, justifying that our code switching
technique only introduces a small overhead on the prover time.

Our proof size and verifier time is significantly smaller than Brakedown. The
proof size is only 6 MBs for a polynomial of size 227, 16 x smaller than Brakedown.
The verifier time is 70 ms for N = 227, 33x faster than Brakedown. The result
shows the improvement of the O(log> N') proof size in our scheme.

Note that there is a jump from N = 22! to N = 223 in the proof size and
verifier time. This is because in our implementation, instead of directly parsing
the coefficients into v/N x /N matrix, we optimize the dimensions for better
performance. When N < 223 it is not meaningful to do code-switching on the
columuns. The prover only does the code-switching on the row (Protocol 4 Step 8
and 9), but opens the columuns directly. We observe that this gives the best prover
time and the proof size. When N > 223 the prover does the code-switching for
both the row and the columns (Protocol 4, Step 8-13). Therefore, the proof size
and the verifier time have a big increase because of the larger column size and
the additional code-switching protocol.

5.3 Zero-Knowledge Arguments

Finally, we present the performance of our zero-knowledege argument scheme for
R1CS as a whole in this section. We focus the comparison to existing schemes
that work on R1CS and have transparent setup and plausible post-quantum secu-
rity. They include Brakedown [GLS+], Aurora [BSCR+19] and Ligero [AHIV17].
We use the implementation of Brakedown at [Wla], and the open-source code of
Ligero and Aurora at [aur] in the experiments.

We randomly generate the R1CS instances and vary the number of con-
straints from 2% to 22°. As shown in Fig. 5, Orion has the fastest prover among
all schemes. It only takes 3.09 s to generate the proof for N = 220, This is slightly
faster than Brakedown for the same reason as explained in Sect.5.2. It is 20x
faster than Ligero and 142x faster than Aurora because of the linear prover time
and the simplified reduction via polynomial commitments.

The proof size of Orion is significantly smaller than Brakedown and Ligero. It
is only 1.5 MB for N = 22, 6.5x smaller than Brakedown and 12.5x smaller than
Ligero. The proof size is even comparable to Aurora, which has O(log2 N) proof
size and uses the Reed-Solomon code with a much better minimum distance than
our linear code. The result justifies the improvement of our code switching.
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Fig. 5. Performance of zero-knowledge arguments on R1CS.

The verifier time of all schemes grow linearly with N and the comparisons
are similar to the prover time. One can reduce the verifier time to sublinear in
the holographic setting using the techniques in [CHM+20,COS20, Set20].

Other Related Schemes. There are several other existing transparent zero-
knowledge argument schemes. Hyrax [WTS+18], Virgo [ZXZS20] and Virgo++
[ZLW+21] work on layered arithmetic circuits and STARK [BSBHR19] works on
an algebraic intermediate representation that is close to a RAM program. It is
hard to compare directly to R1CS, but we expect our prover time to be faster
than these systems for similar computations based on the results shown in prior
papers [ZXZS20,ZLW+21]. Spartan and schemes in [SL20] are using the same
framework of polynomial commitment and sumcheck as in our scheme. However,
they are based on discrete-log and bilinear pairing and thus are not post-quantum
secure. As shown in [GLS+], their prover time is slower than Brakedown while
the proof size is better (tens of KBs). Finally, Bulletproofs [BBB+18] and Super-
sonic [BFS20] are also based on discrete-log and group of unknown order. Their
prover time is orders of magnitude slower than schemes mentioned above, while
providing the smallest proof size (1-2 KBs) because of the underlying crypto-
graphic techniques.
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Abstract. Zero-knowledge proof systems are usually designed to sup-
port computations for circuits over Fo or F, for large p, but not for
computations over Z,xr, which all modern CPUs operate on. Although
Zor-arithmetic can be emulated using prime moduli, this comes with
an unavoidable overhead. Recently, Baum et al. (CCS 2021) suggested
a candidate construction for a designated-verifier zero-knowledge proof
system that natively runs over Z,r. Unfortunately, their construction
requires preprocessed random vector oblivious linear evaluation (VOLE)
to be instantiated over Z,x. Currently, it is not known how to efficiently
generate such random VOLE in large quantities.

In this work, we present a maliciously secure, VOLE extension proto-
col that can turn a short seed-VOLE over Z,x into a much longer, pseudo-
random VOLE over the same ring. Our construction borrows ideas from
recent protocols over finite fields, which we non-trivially adapt to work
over Zyk. Moreover, we show that the approach taken by the QuickSilver
zero-knowledge proof system (Yang et al. CCS 2021) can be generalized
to support computations over Zyx. This new VOLE-based proof system,
which we call QuarkSilver, yields better efficiency than the previous zero-
knowledge protocols suggested by Baum et al. Furthermore, we imple-
ment both our VOLE extension and our zero-knowledge proof system,
and show that they can generate 13-50 million VOLEs per second for
64 bit to 256 bit rings, and evaluate 1.3 million 64 bit multiplications per
second in zero-knowledge.

1 Introduction

Zero-knowledge (ZK) proofs allow a prover to convince a verifier that some
statement is true, without revealing any additional information. They are a
fundamental tool in cryptography with a wide range of applications. A common
way of expressing statements used in ZK is with circuit satisfiability, where the
prover and verifier hold some circuit C, and the prover proves that she knows a
witness w such that C(w) = 1. Typically, C is an arithmetic circuit defined over
a finite field such as Fy or F,, for a large prime p, but the same idea works for
any finite ring.
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A recent line of work [7,16,25,26] builds highly scalable zero-knowledge
proofs based on vector oblivious linear evaluation, or VOLE. VOLE is a two-
party protocol often used in secure computation settings, which allows a receiver
holding A to learn a secret linear function w — A - u = v of a sender’s private
inputs u, w. VOLE-based ZK protocols have the key feature that the overhead
of the prover is very small: compared with the cost of evaluating the circuit C in
the clear, few additional computational or memory resources are needed. This
allows proofs to scale to handle very large statements, such as proving properties
of complex programs. On the other hand, potential drawbacks of using VOLE
are that the communication complexity is typically linear in the size of C — unlike
SNARKs (e.g. [8,22]) and MPC-in-the-head techniques (e.g. [2]), which can be
sublinear — and proofs are only verifiable by a single, designated verifier.

VOLE Constructions. In a length-n VOLE protocol over some ring R, the sender
has input two vectors u,w € R™, while the receiver has input A € R, and
receives as output v € R™ as defined above. In applications such as ZK proofs,
it is actually enough to construct random VOLFEs, or VOLE correlations, where
both parties’ inputs are chosen at random. The most efficient approaches for
generating random VOLE are based on the method of Boyle et al. [11], which
relies on an arithmetic variant of the learning parity with noise (LPN) assump-
tion. The protocol has the key feature that the communication cost is sublinear
in the output length, n.

The original protocol of [11] has only semi-honest security (or malicious
security using expensive, generic 2-PC techniques). Later, dedicated maliciously
secure protocols over fields were developed [12,25], which essentially match the
cost of the underlying semi-honest protocols, by using lightweight consistency
checks for verifying honest behavior. In general, these protocols assume that R
is a finite field.

ZK Based on VOLE. The state-of-the-art, VOLE-based protocol for proving
circuit satisfiability in zero-knowledge is the QuickSilver protocol. QuickSilver,
which builds upon the previous Line-Point ZK [16] protocol, works for circuits
over any finite field IFy, and has a communication cost of essentially 1 field ele-
ment per multiplication gate. Concretely, QuickSilver achieves a throughput of
up to 15.8 million AND gates per second for a Boolean circuit, or 8.9 million mul-
tiplication gates for an arithmetic circuit over the 61-bit Mersenne prime field.
Another approach is the Mac’n’Cheese protocol [7], which can also achieve an
amortized cost as small as 1 field element, but with slightly worse computational
costs and round complexity.

ZK Owver Rings. While most ZK protocols are based on circuits over fields, it
can in certain applications be more desirable to work with circuits over a finite
ring such as Zyx. For instance, to prove a property of an existing program (such
as proving a program contains a bug, or does not violate some safety property)
the program logic and computations must all be emulated using a circuit. Since
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CPUs perform arithmetic in Zsyx, this is a natural choice of ring that leads to a
simpler translation of program code into a satisfiable circuit C.

Unfortunately, not many existing ZK proof systems can natively support
computations over rings. The recent work of [5] gave the first ZK protocol over
Zor based on VOLE over Zgk, obtaining a proof system with a communication
cost of O(1) ring elements per multiplication gate (for large rings), asymptot-
ically matching QuickSilver over large fields. However, a major drawback of
their protocols is that they require maliciously secure VOLE over Zyx, which is
much more expensive to build: the only known instantiation of this [23] would
increase the concrete communication of their ZK protocol by 1-2 orders of mag-
nitude. Finally, another approach to zero-knowledge proof systems over rings
has been proposed based on SNARKSs [17]. When using Zx, this work obtains
a designated-verifier SNARK, however, the scheme has not been implemented,
and suffers from a dependency on expensive, public-key cryptography, as in many
field-based SNARKSs.

1.1 Contributions

In this work, we address the question of building efficient protocols for VOLE
and zero-knowledge proofs over Zqx. Firstly, we show how to build a maliciously
secure VOLE protocol over Z,k., with efficiency comparable to state-of-the-art
protocols over finite fields [12,25]. Our protocol introduces new consistency
checks for verifying correctness of VOLE extension, which are tailored to over-
come the difficulties of working with the ring Z,x. Secondly, using our VOLE
over Zqkr, we show how to adapt the QuickSilver protocol [26] to the ring set-
ting, obtaining an efficient ZK protocol called QuarkSilver that is dedicated to
proving circuit satisfiability over Zqx. Here, we extend techniques from the MPC
world [15] to be suitable for our ZK proof. Finally, we implemented and bench-
marked both our VOLE and ZK protocols to demonstrate their performance. In
a high-bandwidth, low-latency setting, our implementation achieves a through-
put of 13-50 million VOLEs per second for 64 bit to 256 bit rings with 40 bit
statistical security while transmitting only a1 bit per VOLE. Our QuarkSilver
implementation is able to compute and verify 1.3 million 64 bit multiplications
per second.

1.2 Our Techniques

Below, we expand on our contributions, the techniques involved and some more
relevant background.

Challenge of Working in Z,x. Before delving into our protocols, we first briefly
recap the main challenges when working with rings like Zqx, compared with finite
fields. When using VOLE for zero-knowledge, VOLE is used to commit the
prover to its inputs and intermediate wire values in the circuit. This is possible
by viewing each VOLE output M[z] = Az + K|[z] as an information-theoretic
homomorphic MAC in the input z.
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When working over a finite field, it’s easy to see that if a malicious prover
can come up with a valid MAC M [Z] on an input T # z, for the same key K|z],
then the prover can recover the MAC key A from the relation:

Mlz] - M[z]=A- (x — )

However, this relies on x —x being invertible, which is usually not the case when
working over a ring such as Zo.. Indeed, if  —Z = 2571, then the prover can
forge a MAC M[z] with probability 1/2, since M[x] — M[Z] mod 2* now only
depends on the least significant bit of A.

The SPDZy« protocol [15] for multi-party computation showed how to work
around this issue by extending the modulus to 2515, for some statistical security
parameter s. This way, it can be shown that the lower s bits of the key A are
still enough to protect the integrity of the lower k bits of the message x.

Indeed, this was exactly the type of MAC scheme used in the recent work on
conversions and ZK over rings [5]. However, as in the SPDZyx protocols, further
challenges arise when handling more complex protocols for verifying computation
on MACed values.

Maliciously Secure VOLE Extension in Z,.. Current state-of-the-art VOLE
protocols all stem from the approach of Boyle et al. [11], which builds a pseu-
dorandom correlation generator based on (variants of) the learning parity with
noise (LPN) assumption. This approach exploits the fact that sparse LPN errors
can be used to compress secret-sharings of pseudorandom vectors, allowing the
two parties to generate a long, pseudorandom instance of a VOLE correlation in
a succinct manner.

These protocols proceed by first constructing a protocol for single-point
VOLE, where the sender’s input vector has only a single non-zero entry. Then,
the single-point VOLE protocol is repeated ¢ times, to obtain a t-point VOLE
where the sender’s input is viewed as a long, sparse, LPN error vector. Finally,
by combining ¢-point VOLE and the LPN assumption, the parties can locally
transform this into pseudorandom VOLE by applying a linear mapping.

Using this blueprint leads to (random) VOLE protocols with communication
much smaller than the output length. This can be seen as a form of VOLE
extension, where in the first step, a small “seed” VOLE of length m < n is used
to create the single-point VOLEs, and then extended into a longer VOLE of
length n. In the Wolverine protocol [25], it was additionally observed that when
repeating this process, it can greatly help communication if m of the n extended
outputs are reserved and used to bootstrap the next iteration of the protocol,
saving generation of fresh seed VOLEs.

With semi-honest security, the above app