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It is a continuing challenge for European railway infrastructure managers to
increase the capacity of the dense European railway network and to achieve cost
reductions at the same time. Innovations developed to that effect rely heavily on
digital technology. To cope with the ensued complexity, railway infrastructure
managers are starting to appreciate more and more the use of formal mod-
elling and verification techniques to support the development of these digital
innovations. In my presentation I will discuss our contributions to two ongo-
ing innovations in the railway domain: EULYNX and ERTMS/ETCS Hybrid
Level 3.

EULYNX

The goal of the EULYNX! undertaking is to develop digital standardised inter-
faces between interlockings and trackside equipment (signals, points, level cross-
ings, etc.). It is crucial that the standard is unambiguous, that it ensures all
relevant safety requirements, and that compliance to the standard can be tested
thoroughly. To this end, the FormaSig project?—a collaboration between railway
infrastructure managers DB Netz and ProRail, Eindhoven University of Technol-
ogy and the University of Twente—supports EULYNX with formal verification
and model-based test technology.

The EULYNX standardised interfaces are defined using SysML internal block
diagrams and state machine diagrams. The approach of the FormaSig project is
to derive from these SysML models a formal model in the process specification
language mCRL2 [10]. The mCRL2 toolset® then offers model-checking facilities
to formally analyse the correctness of the interface model with respect to high-
level requirements [6]. Moreover, since the semantics of an mCRL2 model is a
labelled transition system, it also facilitates automated model-based testing of
compliance of implementations to the standard in accordance with formal testing
theory [13].

In a first case study, we have manually derived an mCRL2 model from the
SysML models specifying the EULYNX Point interface [4]. A formal analysis of

! https://www.culynx.eu.

2 https://fsa.win.tue.nl/formasig/.

3 https://www.mcrl2.org.
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the model using the mCRL2 toolset revealed a deadlock caused by event buffers
overflowing and a discrepancy in the interaction of the EULYNX standard with
the underlying communication protocol. We also performed some preliminary
model-based testing experiments using JTorX [2] to automatically generate tests
from the mCRL2 model, running those tests on a simulator of the EULYNX
interface. The case study showed the feasibility of our approach.

Our next step was to automate the translation of EULYNX SysML models to
mCRL2. The precise semantic interpretation of the SysML models developed in
EULYNX, however, is not fixed. To achieve maximal flexibility in our analysis, we
have therefore set up the translation from SysML to mCRL2 such that it can be
easily modified. At its core is a generic formalisation of the semantics of SysML
state machines in the expressive mCRL2 language [3]. The automated translation
interprets the SysML internal block diagrams, and renders the SysML model as a
data object within the mCRL2 specification of SysML state-machine semantics.
The translation framework, with an application to the EULYNX Point interface,
is described in [5].

We are currently using the framework to analyse other EULYNX interfaces
(level crossing, light signal, train detection). We observe that these other inter-
faces yield mCRL2 models with significantly larger state spaces. So we are inves-
tigating how we can use compositional state-space generation techniques [12]
and symbolic model checking [11] recently developed for mCRL2. Also, we are
experimenting with alternative semantic interpretations of the SysML models;
the flexible set-up of the translation framework now pays off, because it allows us
to experiment with variations of the state-machine semantics without changing
the translation tool itself.

ERTMS/ETCS HL3

Level 3 of ERTMS/ETCS?, the European standardised command and signalling
system, introduces the concept of virtual block. Trains communicate their exact
positions on the track to the trackside system through a radio connection, and
the system computes movement authorities for trains ensuring that two trains
never simultaneously occupy the same virtual block. This approach obviates the
need for expensive train detection hardware. Moreover, since virtual blocks can
be arbitrarily small, or even move along with the train, a capacity increase of
the network is realised.

Transitioning to such a radically new train separation concept on the dense
European railway network is an enormous challenge, because it requires the
entire railway network and trains (passenger and freight) to be equipped with
the enabling technology. To smoothen the transition, railway infrastructure
managers are developing a hybrid version of ERTMS/ETCS Level 3 (HL3). It
describes a train separation mechanism based on virtual blocks that is integrated
with a traditional train detection system with train detection hardware.

4 https:/ /ertms.be/workgroups/level3.


https://ertms.be/workgroups/level3
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The HL3 principles facilitate a partitioning of hardware protected track sec-
tions into so-called virtual subsections. Multiple suitably equipped trains can
then be admitted on the same track section simultaneously, ensuring that they
are never simultaneously occupying the same virtual subsection. For trains with-
out the required equipment, the system still provides the traditional train sep-
aration mechanism. An added benefit of HL3 is that, by making use of the
installed train detection hardware, it can recover from a failing radio communi-
cation between train and trackside.

There has been ample attention for the HL3 principles from the formal meth-
ods research community since version 1A of the principles [8] served as the ABZ
2018 case study (see [7] and references therein). At FMICS 2018 we reported
on a formal analysis of the principles using mCRL2 [1]. That first version of
our mCRL2 model formalised the core the principles; it ignored the influence of
various timers that should prevent the system from qualifying a situation as haz-
ardous too quickly. Since our presentation at FMICS 2018, we have updated the
mCRL2 model to reflect version 1D of the principles [9], and also incorporated
the behaviour of the timers. Our various analyses exposed potentially danger-
ous scenarios, especially also related to the behaviour of timers, and resulted in
recommendations for improvement of the HL3 principles that were taken into
account in subsequent versions. ProRail is using our mCRL2 model to simulate
HL3 scenarios.
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