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Foreword

The book has tackled a very important topic that will help humanity avoid future 
pandemics. Prof. Mansoor has edited the book to make sure that only high-quality 
book chapters are authored by well-known researchers in the field. Readers of this 
book will find outstanding benefits that give them an awareness of the pandemic 
governance and give them an opportunity to further work on pandemic governance 
research.

The book starts in chapter “Evaluation of the Governance of IT at Universities: 
How to Assess their IT Governance Maturity” by addressing governance evaluation 
of IT at universities. Many approaches have been conducted for the assessment, 
criteria, shreds of evidence, as well the way to determine the maturity of governance 
of IT in Universities. It also gives the awareness to the board of trustees of the uni-
versities about the responsibilities they have regarding IT governance and the 
IT-related actions in the Universities.

Chapter “Sustainable Information Technology Governance for Higher Education 
Institutions (HEIs)  – A Systematic Literature Review” demonstrates a proposed 
model for Sustainable Information Technology Governance that is developed based 
on best practices and extensive literature. The proposed model will be useful for 
Higher Education Institutes (HEIs) leading to digital transformation and sustainable 
HEIs performance. That will provide insights for leaders in HEIs and IT practitio-
ners to identify a full-fledged model to improve efficiency and HEI performance 
toward sustainable education.

Chapter “Digital Transformation in Higher Education: A Framework for Maturity 
Assessment” discusses the digital transformation in higher education by the estab-
lishment of a framework for maturity assessment. The research findings show sig-
nificant variance between the respondents’ perception of digital transformation 
maturity levels and the core requirements of digital transformation maturity. The 
findings also show the lack of holistic vision, digital transformation competency, 
and data structure and processing as the leading challenges of digital 
transformation.

Chapter “Rethinking Education in Arab Countries: The Case of COVID- 19” 
sheds light on some of the challenges facing education in the era of COVID-19. It 
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concludes that Investing in digital infrastructure empowers teaching and learning by 
providing new opportunities for all learners to communicate and formulate effective 
strategies to enable students to acquire the skills they need to engage in productive 
activities and contribute to national development.

Chapter “Strategies for Developing a Culturally Inclusive Online Learning 
Environment During the COVID- 19 Pandemic in Australian Universities: A Case 
Study” presents a qualitative case study in Australian universities on the effective 
strategies for creating a culturally inclusive online learning environment with the 
use of IT governance. The findings of this study are useful for university manage-
ment, teaching, and learning unit, and IT resources auditing and steering commit-
tees to utilize IT resources to attain the learning goals of university students and the 
organizational goals of the universities in maintaining academic excellence and 
embracing cultural diversity.

Chapter “Refusing the Implementation of Information Technology Governance 
and Information Technology Development in Higher Education Institutions: Voices 
from Senior Leaders” carried out a study that may provide a point of reference for 
IT department leaders, university administrators, and government leaders to under-
stand the challenges and problems facing South Korean universities at the practical 
level. Although the study only focused on the opinions of the senior leaders, the 
outcomes of this study will fill the research and practical gaps in the fields, particu-
larly the reasons why rural South Korean colleges and universities refuse the imple-
mentation of IT governance.

Chapter “Making the Business IT Alignment Evaluation Models Accessible: A 
Revisit of Luftman’s Strategic Alignment Maturity Model and a Guide Towards Its 
Operationalization and Applicability Within Organizations” discusses Luftman’s 
Strategic Alignment Maturity Model And A Guide Towards Its Operationalization 
And Applicability Within Organizations. The authors perform an exploratory case 
study negotiating the conduct of in-depth semi-structured interviews within three 
companies operating in Belgium, to investigate the need for an operationalized ver-
sion of the alignment-measuring model, created by Luftman. The development of a 
methodology for an operationalized version of such a model could facilitate the 
swift determinization of the overall strategic alignment maturity level for every 
organization, regardless of its size, location, context, or business domain. The 
emphasis that these practices are sustainable post COVID-19.

Chapter “Digitizing Education During COVID- 19 Pandemic in Bahrain Higher 
Education Context” studies the effect of using digital transformation during the 
covid 19 pandemic in Bahrain. The results revealed that digitizing education and 
shifting to online learning, would facilitate the accreditation of academic degrees in 
Bahrain. This result is very important as recently the accreditation process is lengthy, 
and it is not coinciding with aim of digital transformation that needs to speed all 
processes including accreditation.

Chapter “Adopting COBIT 2019 for Information Technology Risks in University 
Online Learning During COVID- 19” shows that by using the case study in 
Diponegoro University to assess the risk to employees by adopting COBIT 2019 
risk profile for identifying the IT risks in the University Online learning Environment 
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During Covid 19. The result shows four risk factors that fit after constructing the 
COBIT 2019 risk profile are End-user, Technological, Infrastructure, and Financial.

Chapter “The Impact of Cloud Computing on the Development of Accounting 
Education in Light of the Corona Pandemic” evaluate the impact of the experience 
of using cloud computing on the development of accounting education in the Gulf 
Cooperation Council countries considering the Corona pandemic. To achieve this 
goal, the researchers relied on reviewing previous literature and conducting inter-
views with several accounting professors and students in universities in the Gulf 
Cooperation Council countries in order to develop a proposed framework for devel-
oping accounting education programs using both traditional education and cloud- 
based education.

Chapter “Business Alignment of Information Technology Governance Planning 
at a Professional Council in South Africa” used one of the three Control Objective 
for Information and Related Technology (COBIT) concepts - align, plan, and orga-
nize  - to explore the business alignment of information technology governance 
planning at a professional council in South Africa. From a business perspective, the 
COBIT framework provides an integrated, top-to-bottom approach to I&T gover-
nance. Participatory Action Research (PAR) was used as the research method in this 
critical emancipatory study because the project required collaboration between the 
researchers and study participants in defining and solving the problem.

Chapter “E- Readiness of the Universities During the COVID- 19 Pandemic: 
Evidence from Bahrain” examines the E-readiness of the Universities during the 
Covid-19 pandemic in the kingdom of Bahrain. The interesting result concerning 
faculty is that the Covid-19 pandemic has a positive impact on; their responsibility 
toward students; the dire need to upgrade their technical skills and learn new ones; 
and their efforts to cope with the new challenges to meet the organization’s objec-
tive, in addition, to perform well to meet their schedule and pedagogical objective.

Chapter “The Use of Artificial Intelligence in Higher Education – Systematic 
Review” studied the use of Artificial Intelligence in Higher Education. The conclu-
sions of this study showed that there is a need to have clear standards for the use of 
AI in education that secures users’ data and privacy. In some countries, there is a 
need to establish clear quality assurance standards to support HEIs to use AI in dif-
ferent operations. A call for future researchers to investigate the use of AI in teach-
ing and learning in terms of assessing the students’ performance, faculty utilization, 
and the use of AI in facilitating decision-making.

Chapter “IS Risks Governance for Cloud Computing Service” focuses on using 
cloud computing in e-learning and the importance of governance while using cloud 
computing services in E-learning, as it is the only way of continuing delivering 
lectures during pandemics. The big challenges facing cloud computing services like 
security and awareness of how to use these cloud services have been analyzed. 
Governance assesses cloud computing performance and analyses adherence to 
agreed-upon goals and objectives.

Chapter “IT Governance vs Information Governance” presents an analysis of IT 
Governance and Information Governance, their role in virtual teams, and remote 
working with a focus on higher education institutions. It presents how IT Governance 
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and Information Governance can contribute to information management. 
Additionally, it focuses on IT infrastructure, IT services, business processes, roles 
and policies, and standards that enable effective and efficient use of information in 
a virtual environment to improve and support organizations to achieve their 
objectives.

Chapter “Does Poor Governance Compromise Value Delivery of ICT 
Deployments” discusses the fast-paced developments of emerging technologies 
alongside the pandemic signals a need for effective IT or technology deployment 
governance. Systems, processes, standards, and best practice frameworks have been 
developed to facilitate effective IT governance throughout the last decade. However, 
a large number of IT initiatives fail to deliver.

Chapter “Adapting IT Governance Policies and Technology to Cope with 
COVID- 19 at Ahlia University” studied the adaptation of IT Governance Policies 
and Technology to cope with COVID-19 at Ahlia University. It resulted in develop-
ing frameworks that enable organizations to manage their IT risk effectively and 
ensure that their IT processes are well aligned with the overall business objectives. 
The use of these frameworks by governments and industries will enhance the readi-
ness for future pandemics.

This book is a must-read by everyone, as pandemics will keep attacking human-
ity and full preparation especially by speeding up the digital transformation and 
creating a fully digital everything such as government, economy, education, indus-
try, and society, among others. I would like to thank Prof. Mansoor for writing a 
golden mine book that will help to achieve a digital green society.

Dean of the College of Engineering and IT 
University of Dubai, 
Dubai, United Arab Emirates

Wathiq Mansoor

Foreword
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Preface

The COVID-19 pandemic has placed Information Technology (IT) in the limelight. 
During this uncertain period, virtual meetings have replaced onsite gatherings, dis-
tance learning has encompassed face-to-face classes, employees had to work 
remotely, and electronic devices were used to get quick information and to track the 
cases of COVID-19.

Businesses, such as higher education institutions have become largely dependent 
upon IT. This has paid attention to IT governance (ITG). IT obviously helps the 
organizations to cope up with the disruptions brought by the pandemic. IT has gone 
through plenty of breakthroughs and advancements during this period. However, 
institutions of higher learning have been experiencing challenges with the align-
ment of ITG and university governance for their strategic and operational plans, 
most especially for the institutions with poor Information Communication 
Technology (ICT) resources. Over-all, there is a lack of clear guidelines for facilitat-
ing ICT and business objectives strategic processes in a diverse global educa-
tional system.

As the President of a highly-distinguished university, I learned how valuable it is 
to create and sustain an organizational environment by exhibiting governance in IT 
which is accessible, dynamic and systematic. IT governance is an element of univer-
sity governance, a set of processes and structures to ensure efficient and effective 
use of IT in enabling an organization such as educational institutions to achieve its 
goals. As technologies have become more prevalent in the pandemic era, they have 
also appeared to be a double-edge sword: competitive advantage and sustainability, 
and a risk to manage cyber issues which have continued to flourish and cost- 
burdened university operations. These major challenges call for a more resilient IT 
governance model that speaks specifically to adopting ITG and university gover-
nance processes as well as to adapt to the evolving strategic environment and man-
age IT-related risk. The current and post-pandemic crisis has had its fair share in 
directing ITG “rooms for improvement”.

COVID19 Challenges to University Information Technology Governance is writ-
ten for key persons who are leaders of educational institutions such as chief execu-
tives or chief operating officers, university presidents, chancellors, provosts, deans, 



x

chairpersons, IT governors, directors, strategic planning authorities, quality assur-
ance officers, researchers, government officials and policy-makers in education to 
help them evaluate and compare their current methods of IT governance and sys-
tems in relation to the current and post-pandemic effects.

This book is a collection of research and methodically based articles from vari-
ous internationally recognized authors who utilize their expertise in ITG, including 
their academic and operational experience as a basis of comparing and adapting 
previous and future proposed models. Findings from the studies mentioned in the 
chapters of this book can provide solutions for higher education sectors in planning 
and allocating ICT and university resources, managing ICT and other business proj-
ects, and aligning it with the university strategic and operational objectives which 
will be valuable for the current and after pandemic.

As you go through the entire book, you will learn about universities or organiza-
tions which excel in:

• Educating leaders in IT governance and how their role could be linked to univer-
sity strategies and objectives.

• Using several assessments/evaluation tools to benchmark the current pandemic 
and post-pandemic ICT governance and to determine its effectiveness.

• Leveraging accurate assessment data as per the current system of targeted prog-
ress in ITG by multiple approaches.

• Precise analysis and understanding of cost-effective strategies and low-risk oper-
ations of ICT resources.

The book also contains what I have learned in more than thirty years as an educator, 
IT specialist and university governor with the support of highly-recognized authors 
in this field. This book includes several case studies, the best practices, comprehen-
sive and empirical research, practical assessments as well as a variety of concrete 
models and tools to equip the reader during these times of the pandemic and post- 
pandemic era. I would like to deliver my knowledge, passion, and skills to readers 
to become one of the best university leaders, IT governors and policymakers who 
are acknowledged and well-respected by their peers as critical drivers of operational 
excellence.

It is evident that IT has played a major role in making this global pandemic a 
bearable one especially for the educational sector. People and businesses have 
embraced whatever IT offers and utilizes it to maintain a sense of normality during 
these uncertain times. Institutions of higher learning became highly dependent upon 
IT in this period. This is basically the reason why it is important to be accorded to 
IT governance. With this prevalent dependence on IT, ITG is no longer an option for 
educational institutions, but a necessity. With the continuously growing investments 
in technologies, organizations can no longer afford to have a weak IT governance 
framework. This book is very timely as the contributors of this book will also navi-
gate throughout IT risk management strategies, strategic alignment, compliance, 
performance, leadership and communication. All of these are valuable frameworks 
to succeed in IT investments reducing the possibility of poor university performance 
and business failures.

Preface
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Upon a thorough reading and understanding of the whole concept of the book, I 
wish I could provide the necessary knowledge and wisdom to the reader that the IT 
governance path during the pandemic and post-pandemic situation is reachable and 
reliable.

COVID19 Challenges to University Information Technology Governance that I 
feature in this book blends various research with real stories to reveal different 
mindsets, with measures and actions of the best IT governors and educators – along 
with the lessons learned during the pandemic collected for you, enthusiastic readers 
of this book. Whether we feel that we as a person and our institution could adjust 
with the new normal, whatever it takes, IT is here to stay and forever will be.

Manama, Bahrain Mansoor Alaali   

Preface
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Evaluation of the Governance of IT 
at Universities: How to Assess Their IT 
Governance Maturity

Carlos Juiz and Beatriz Gómez

1  Introduction

Information technology (IT) is becoming an essential part of businesses and organi-
zations and their boards expect to benefit from it. However, the results were not 
always what was expected and the board recognized the need for governing IT. IT 
governance1 is no longer an option because directing and controlling your IT assets 
is better than ignoring them and fixing problems later. IT governance should be part 
of the corporate governance of every company including universities but unfortu-
nately adopting practices for implementing good governance is still limited. To bet-
ter align business needs and strategies with IT several frameworks mean trying to 
adopt practices to get more value from IT.  In the particular case of universities, 
adoption is still scarce, a situation prominent in universities in developing countries. 
Although the standardization has provided solutions guidelines and frameworks for 
implementing IT governance in various fields, some knowledge is required before 
applying such existing frameworks.

COVID-19 has shown that university is increasingly depending on IT and there-
fore, changes in organization models, major disruptions of processes, and true digi-
tal transformations enabled only by new technologies, must be achieved quickly. 
For those reasons, IT must not only be managed but governed, i.e., good IT 

1 The terms Governance of IT and IT Governance are used interchangeably in this chapter, although 
in preference to Governance of IT since it is the one used for standardization.

C. Juiz (*) · B. Gómez 
University of the Balearic Islands, Palma, Spain
e-mail: cjuiz@uib.es
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governance and good IT management are essential (Piattini & Ruiz, 2020; Van 
Grembergen & De Haes, 2009).

Today’s universities must survive in an environment full of volatility uncertainty 
complexity and ambiguity. Finding an organization capable of fully functioning in 
the event of a possible problem with its IT services is a daunting task. As a result, 
universities strive to invest significant capital in their IT assets to support their staff 
and other stakeholders to improve the effectiveness and efficiency of their IT opera-
tions and resources, as well as maintain corporate sustainability (Nolan & McFarlan, 
2005; Van Grembergen et al., 2004; Weill & Ross, 2004).

However, investments in information technology may not have the expected 
impact on learning outcomes or tangible research benefits. The importance a uni-
versity places on IT should not be reflected in isolation and cost alone but as an 
integral part of a university‘s competitiveness strategy. Universities need to con-
sider whether their IT capabilities improve their competitiveness in their research 
and learning processes and whether their IT investment goals are seen as a strate-
gic priority, whether they are using IT effectively according to the governing body 
strategy and board members should be aware of their responsibilities, relating to 
direction and control of IT or what is delegated to IT managers and if IT projects 
are sustainable and produce the expected results, among other controls; in short, 
whether the organization is achieving acceptable value for its IT invest-
ments (Fernández et al., 2022).

The purpose of this chapter is to assist boards, rectors, presidents and delegated 
committees, and other key stakeholders in assessing the capability and maturity of 
the arrangements for the governance of IT in the universities as Higher Education 
Institutions (HEIs).

The chapter provides an objective approach for determining whether the uni-
versity is appropriately governing IT, as well as examples of the practices, pieces 
of evidence, and beneficial outcomes of the good governance of IT. The results of 
the assessment2 can be used to assist the University authorities to determine where 
and how the governance of IT can be improved in its organization. To summarize, 
this chapter helps to plan and conduct an evaluation of universities’ gover-
nance of IT.

The chapter is organized as follows: first, it is reviewed the concepts, definitions 
and standardization and the benefits of governing IT at any organization or com-
pany; second, it is presented the assessment of the governance of IT considering the 
family of standards ISO/IEC 38500; third, the experiences in IT governance are 
focused on Universities; fourth, the evaluation of IT governance for universities is 
presented as an adaptation of the assessment method of the ISO/IEC 38500 standard 
(this is possible since the corresponding author is also one co-editor of the ISO/IEC 
38503 standard) and fifth, some of the IT governance evaluation approaches at 
Universities are reminded with special attention in the ITG4U projects implemented 

2 The terms evaluation and assessment and derivates are used interchangeably in this chapter, 
although in preference to assessment since it is the one used for standardization.
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in almost 30 universities in Spain, Tunisia and Albania; and finally, the solutions, 
recommendations, future research and conclusions are presented.

2  Governance of IT: Concepts, Definitions, Standardization 
and Benefits

According to the governance of IT standard, ISO/IEC 38500 (2015, p. 5), IT gover-
nance is a component of corporate/organizational governance, and is a “system by 
which the current and future use of IT is directed and controlled”. Venkatraman 
et al. (1993, p. 141) indicated that IT governance is the “selection and use of mecha-
nisms for obtaining the required IT competencies.” Other authors focused on IT 
governance on authority and responsibility for IT decisions: “IT governance 
arrangements refers to the patterns of authority for key IT activities in business 
firms, including IT infrastructure, IT use, and project management” (Sambamurthy 
& Zmud, 1999, p. 261), “IT governance extends the board’s mission of defining 
strategic direction and ensuring that objectives are met, risks are managed, and 
resources are used responsibly” (Guldentops, 2002, p.  116), “IT governance 
describes the distribution of IT decision-making rights and responsibilities among 
different stakeholders, and the procedures and mechanisms for making and moni-
toring strategic decisions regarding IT.” (Peterson, 2004, p. 7).

All these definitions indicate that good corporate IT governance has a direct 
implication in the alignment of business objectives with IT objectives. IT must be 
oriented to achieve institutional objectives, i.e., a strategic role must be assigned to 
IT. Because IT is becoming an essential part of the business and the board is expect-
ing to obtain value from it, IT must not be a mere support tool for users. Thus, IT 
only increases the performance of those organizations that can govern them ade-
quately (Weill & Ross, 2004).

IT governance is no longer an option; The results did not always live up to expec-
tations and the board recognized the need to manage IT y paying more attention to 
directing and better controlling its IT assets (Juiz & Toomey, 2015).

The concept of IT governance has evolved as has its definition in an attempt to 
incorporate the new visions and models explained above. The concept of IT gover-
nance is not new as it has attracted interest since the 1960s although it was only in 
the late 1990s that it began to be known by this name (Sambamurthy & Zmud, 
1999). Although the different authors have provided solutions guidelines and 
frameworks for implementing IT governance in different fields the definition of IT 
governance is generally very complex because there is no consensus on the termi-
nology used. Terms used or their interpretation because it is a topic handled y 
experts from different fields: auditing strategic planning systems management, 
security, risk, etc. (Piattini & Ruiz, 2020). Table 1 presents a shortlist of definitions 
of IT governance.
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Table 1 Some IT governance definitions

Authors Definitions

Henderson & 
Venkatraman 
(1993)

IT Governance is the selection and use of mechanisms, e.g., joint ventures 
with vendors, strategic alliances, joint R&D for new IT capabilities, etc. for 
obtaining the required IT competencies. All of this is analogous to business 
governance which involves ‘make-versus-buy’ choices in business strategy. 
Such choices cover a complex array of inter-firm relationships, such as 
strategic alliances, joint ventures, marketing exchange, joint R&D, and 
technology licensing.

Sambamurthy 
and Zmud (1999)

IT governance arrangements refer to the patterns of authority for key IT 
activities in business firms, including IT infrastructure, IT use, and project 
management. Modes of IT governance: Centralized, decentralized, and 
federal mode. They do not provide an IT governance definition; they assume 
the concept is known by the lector.

Luftman (2000) How the authority for resources, risk, conflict resolution, and responsibility 
for IT is shared among business partners, IT management, and service 
providers. Project selection and prioritization issues are also included here. 
Ensuring that the appropriate business and IT participants formally discuss 
and review the priorities and allocation of IT resources is among the most 
important enablers/inhibitors of alignment. This decision-making authority 
needs to be clearly defined.

Kearns and 
Lederer (2003)

The source of competitive advantage is superior management processes and 
knowledge, not technology per se. Knowledge sharing enhances 
organizational knowledge. Thus, CIOs engagement in business planning and 
focus on the optimal matching of IT resources will better support business 
strategies and ensure that business strategies properly reflect the IT role. 
CEOs engagement in IT planning will ensure the maximum return from IT 
and realize its strategic value.

Dahlberg and 
Kivijärvi (2006), 
ITGI (2003)

IT governance is the responsibility of the board of directors and executive 
management. It is an integral part of enterprise governance and consists of 
the leadership and organizational structures and processes that ensure that 
the organization’s IT sustains and extends the organization’s strategies and 
objectives.

Peterson (2004) IT Governance describes (a) the distribution of IT decision-making rights 
and responsibilities among different stakeholders in the organization, and (b) 
the rules and procedures for making and monitoring decisions on strategic 
IT concerns. IT Governance thus specifies the structure and processes 
through which the organization’s IT objectives are set, and the means of 
attaining those objectives and monitoring performance.

Weill and Ross 
(2004)

IT governance is the framework for the specification of decision rights and 
responsibilities to promote desirable behavior in the use of IT.

Calder (2005) IT governance is a framework for leadership, organizational structures and 
business processes, standards, and compliance with these standards, which 
ensures that the organization’s IT supports and enables it to achieve its 
strategies and objectives.

Nolan and 
McFarlan (2005)

IT governance is the responsibility of boards that set structures like IT 
committees to make IT decisions, assign duties, develop policies considering 
the organization’s operational and strategic needs, avoid risks, and improve 
its competitive position.

(continued)
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Table 1 (continued)

Authors Definitions

Sledgianowski 
and Luftman 
(2005)

IT governance is the choice organizations make when allocating decision 
rights for IT activities such as selecting and prioritizing projects, assuming 
ownership of technology, and controlling budgets and IT investments.

Webb et al. 
(2006)

IT Governance is the strategic alignment of IT with the business such that 
maximum business value is achieved through the development and 
maintenance of effective IT control and accountability, performance 
management and risk management.

Silvius (2007) The IT governance criteria should include business strategic planning, IT 
strategic planning, reporting to organization structures, budgetary control, 
IT investment management, steering committee(s), and prioritization 
processes.

Simonsson and 
Johnson (2008)

Effective IT governance provides mechanisms that enable IS/IT management 
to develop integrated business and IT plans, allocate responsibilities, and 
prioritize IT initiatives

Van Grembergen 
and De Haes 
(2009)

Enterprise Governance of IT is an integral part of corporate governance and 
addresses the definition and implementation of processes, structures and 
relational mechanisms in the organization that enable both business and IT 
people to execute their responsibilities in support of business-IT alignment 
and the creation of business value from IT-enabled business investments.

Prasad et al. 
(2012)

IT governance essentially places structure around how the organization’s IT 
strategy aligns with business strategy. This IT-business alignment will ensure 
that organizations continue to achieve their strategies and goals and 
implement ways to evaluate their performance. One special aspect of IT 
governance is that it considers the interests of all stakeholders and ensures 
that processes provide measurable results

Saetang and 
Haider (2012)

IT governance provides better IT support to organizations robustly in 
achieving business objectives, optimizing business in IT investment, 
managing opportunities, and mitigating IT-related risks.

Zarvić et al. 
(2012)

IT governance steers the use of IT within a company. IT governance is about 
controlling the strategic impact of IT and its value delivery to the business.

Vogt and Hales 
(2013)

IT governance in public organizations is the responsibility of political or 
public representatives, executive managers, and IT managers of these 
institutions or political structures. It is an integrated part of their 
responsibility towards society and political directives to ensure the 
reasonable, effective, and efficient use of IT to support public goals and 
interests.

Juiz and Toomey 
(2015)

IT governance is a board and top-executive responsibility focusing on 
business performance and capability, not on technical details. A principles- 
based approach to IT governance, as described in the ISO/IEC 38500 
standard, is consistent with broader models for the guidance of the 
governance of organizations and access to business leaders without specific 
technical skills.

(continued)
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Table 1 (continued)

Authors Definitions

Selig (2016) IT governance formalizes and clarifies the allocation of responsibilities and 
decision rights for a wide range of IT strategy, integration, resource, and 
control activities. It is a collection of review policies, practices, and 
management, planning and performance processes with associated decision 
rights, which establish authority, sponsorship, controls, a baseline and 
performance metrics on investments, plans, budget, commitments, services, 
major changes, security, privacy, business continuity, risk assessment, and 
compliance with laws and organizational policies.

ISO/IEC 38500 
(2015)

IT governance is the system by which the current and future use of IT is 
directed and controlled.

Cervone (2017) IT governance is a repeatable, rational process to collect ideas, select 
projects and prioritize the implementation of these ideas and projects.

COBIT 2019 
(ISACA, 2018)

IT governance is interested in the delivery of value derived from digital 
transformation and the mitigation of the business damage that results from 
such digital transformation.

Parry and Lind 
(2018)

IT governance is the process organizations utilize to prudently organize their 
IT investments in a way to guarantee that funding of programs, projects or 
operations is accomplished most efficiently. IT governance deals with IT 
investments as well as who decides on these investments in an organization.

According to Table 1, IT governance includes different issues to different experts, 
e.g., locus of authority, business-IT alignment, IT support business strategy, maxi-
mum return from IT and business value creator, decision rights, risks control, priori-
tization and justification of IT investments, accountability, performance evaluation, 
etc. Definitions highlight different aspects depending on the researcher’s profile, 
e.g., business, IT, information systems (IS), risks, audit, etc., but most of them are 
more focused on processes, structure, and strategy than the behavioral part of good 
governance (Juiz & Toomey, 2015). Fortunately, since 2008 there is an international 
standard for the governance of IT.

2.1  IT governance Standardization

The IT governance standard ISOIEC 38500 was the first international standard to 
provide differentiated guidance on IT governance. The standard was introduced in 
2008 based on the 2005 Australian standard AS8015 (Toomey, 2009), revised later 
in 2015, and now ISO plans to prepare the third publication in the next few years. 
This standard is the development and consolidation of most of the authors and 
researchers in IT governance shown in Table 1. The standard model is based on the 
need to standardize best practices and behaviours in governing the current and 
future use of IT in any organization regardless of its environment, and what mecha-
nisms or frameworks they have adopted. Different organizations may adopt differ-
ent approaches under ISOIEC 38500 and therefore governance frameworks may 
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Fig. 1 IT Governance model on the ISO/IEC 38500 standard. (Source: Juiz and Toomey 2015)

differ in design between different organizations (Juiz, 2011). In fact, for a long time, 
some organizations have confused IT governance with IT management. This error 
can be attributed to the blurred line between governance and management and has 
thus caused some de facto IT management standards to attempt to include certain 
governance mechanisms (Toomey, 2009). The conceptual model of IT governance 
is shown in Fig. 1.

Therefore ISO/IEC 38500 is built on good governance practices providing a 
smooth and transparent communication structure between governance and manage-
ment  (Juiz and Gómez, 2021). These practices are based on three main tasks 
(Toomey, 2009):

• Evaluate: to examine and judge the present and future use of IT, including strat-
egies, proposals, and supply agreements (internal and external).

• Direct: directing the preparation and implementation of plans and policies and 
assigning responsibilities to the purpose. Ensure the correct transition of projects 
to production, considering the impacts on the operation, business, and infrastruc-
ture. Promote a culture of good governance of IT in the organization.
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• Monitor: through measurement systems, monitoring the performance of IT and 
also the conformance of IT, ensuring that is adjusted to plans, norms, rules and 
regulations.

The goal of ISO/IEC 38500 is to maintain the flow of communication that forms 
between the IT management and operations layers when performing these three 
tasks. The governing board should direct evaluate and monitor IT management con-
cerning the organization’s use of IT establish policy and strategy and monitor man-
agement implementation and compliance with the rules and regulations. Regulation 
(Juiz & Toomey, 2015). However, some aspects of these duties are delegated to IT 
managers while the board ensures that responsibility is properly delegated and dedi-
cates certain aspects such as evaluation, and approving strategy and investment 
decisions, defining IT usage policies and its formal oversight, ensuring that com-
plete and reliable information is available. Thus, the standard is addressed not only 
to the governing body and administrators of the organization but also to managers 
as well as other internal and external partners involved.

In addition, the ISO/IEC 38500 standard defines six general principles of IT 
governance which represent desirable behaviour to guide IT decision-making.

These six general principles are:

 1. Responsibility: all members of the organization must understand and accept 
their responsibilities in both the supply of and demand for IT. Responsibility for 
actions carries with it the authority to implement those actions.

 2. Strategy: the business strategy of the organization considers the current and 
future capabilities of IT.  IT strategic plans meet current and projected needs 
derived from the business strategy.

 3. Acquisition: IT acquisitions are made for valid reasons based on an appropriate 
and ongoing analysis, with clear and transparent decisions. There is an appropri-
ate balance among benefits, opportunities, costs, and risks in both the short and 
long term.

 4. Performance: IT is dimensioned to support the organization, providing services 
with adequate quality to meet current and future needs.

 5. Conformance: IT function complies with all applicable laws and regulations. 
Policies and practices in this regard are clearly defined, implemented, and 
required.

 6. Human behavior: IT policies, practices and decisions demonstrate respect for 
human behavior, including the current and emerging needs of all people involved.

By following three tasks and six principles the standard applies to any organization 
i.e. the standard has been designed in such a way that it can be applied by any orga-
nization regardless of the type, shape or size of that organization, including univer-
sities. For this reason, it does not guide specific processes to be performed, controls 
to be implemented, or structures or even roles to be defined. Thus, standard presents 
both opportunities and burdens; the ability to freely apply what works best for each 
organization assuming that there are mechanisms in place that would facilitate IT 
governance (if the organization were to follow those mechanisms) and the burden of 
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setting them up, design and define a specific IT governance approach for each 
organization.

In this sense the activity of a governance body to direct and control IT activities 
and to build decision-making models combined with the activity of an IT manage-
ment structure to develop and support systems processes and procedures reflected in 
the development of the IT Governance Framework (Holt, 2013). However, as men-
tioned above, the line between IT governance and IT management are blurred lead-
ing to some concepts that share aspects. On the one hand IT governance is the 
direction and control of IT-related activities in an organization and oversees all IT 
matters (Juiz, 2011). On the other hand, from an IT governance perspective, IT 
management is mainly about implementing policies processes and procedures 
building projects and maintaining services (Juiz et al., 2018).

But the IT management practices in building and supporting IT assets are based 
on the process approach popularized by Deming i.e. the Plan-Do-Check-Act 
(PDCA) cycle. As a result management standards and best practices are determined 
based on this iteration which runs the cycle over and over again and further expands 
management knowledge.

However, IT governance activities are different as the governing body is respon-
sible and accountable for strategic direction (Direct) evaluation of business-oriented 
proposals in IT governance (ISO/IEC 38500, 2015). In ISO/IEC 38500 the govern-
ing body is supposed to require IT managers to define processes and procedures for 
planning building and managing an IT-based organization and implement it, per-
form actions under the direction of the governing body but at the same time under 
the control of the governing body. This implicit nature of the relationship between 
IT governance and IT management in standardization can cause misunderstandings 
about “who is responsible for what” and “why”. But IT governance when imple-
mented has got returns not reached with only managing IT.

2.2  Benefits of Governing IT

In all cases, IT governance involves appropriate behaviours on the part of the gov-
ernance body and management to create and maintain a governance framework for 
the use of IT that delivers the most lasting value, consistent with stakeholder expec-
tations including (ISO/IEC 38503, 2022):

• continuous innovation in services markets and business;
• clear accountability and responsibility for both IT supply and demand in achiev-

ing the organization’s strategic goals;
• ensuring business continuity and sustainability through IT;
• realize the expected return of each IT investment;
• comply with relevant obligations (regulatory, legislative, common law, and 

contractual);
• effectively control IT risk management;
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• constructive relationship and effective communication between the business and 
IT management as well as with external partners.

All of these benefits are realized when the IT governance framework is fully imple-
mented and enforced within the terms of the assessment as further explained in the 
following assessment section.

3  Assessment of the Governance of IT

Even though there are one de facto framework and one de jure standard, COBIT 
2019 (2018) and ISO/IEC 38500 (2015), respectively, it seems that organizations 
are still dealing with the implementation of IT governance from the scratch. 
According to Piattini and Ruiz (2020), the great challenge of IT governance is still 
the alignment of business processes with IT, and it is not fully solved. The difficul-
ties that organizations have in implementing IT governance may be due to several 
causes, which are extensible to universities (see Table 1):

• There are many definitions of what IT governance is and how is it different from 
IT management, each with different approaches (Ko & Fink, 2010; Robb & 
Parent, 2009).

• It seems that there are more popular topics/concepts in the definitions depending 
on the interests or needs of the author/researcher, showing no consensus (Robb 
& Parent, 2009).

• Several empirical studies show the theory-practice gap in implementing IT gov-
ernance in organizations (Buchwald et al., 2014; De Maere & De Haes, 2017; 
Smits & Van Hillegersberg, 2018; Teo et al., 2013b).

• Some barriers to the implementation of IT governance are related to social 
aspects such as lack of communication between IT governance and IT manage-
ment (Juiz et al., 2019a), lack of understanding and trust, and different execu-
tives’ perceptions of IT business value (Buchwald et al., 2014; Parry & Lind, 
2018; Phiri & Weiguo, 2013; Rahimi et al., 2016; Teo et al., 2013a; Yudatama 
et al., 2017).

Problems in IT governance are not particular to a given country or continent. IT 
governance artefacts can be common in almost all countries in the world. 
Organizations can experience a wide variety of challenges, which can prevent them 
from achieving the desired outcomes from their efforts at governing IT (ISO/IEC 
38503, 2022), including:

• the governing body and executive managers delegating the responsibility for the 
governance of IT to those responsible for implementing technology;

• the lack of policies and frameworks clarifying the relationship between the gov-
ernance of IT and management of IT;

• dependence on organizational processes, rather than effective decision making, 
appropriate behaviours, proper communication and suitable human interactions;
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• difficulty monitoring and measuring behaviours and expected outcomes, 
including:

• ensuring that IT objectives are aligned to the organization’s purpose and 
objectives;

• ensuring that IT risks are known and mitigated;
• stewardship of enterprise assets, resources and continuity planning;
• conformance by the organization with established and expected norms of 

behaviour;
• holding IT accountable for the delivery of services and solutions;
• evolution of business models through the use of information and the adoption 

of new technologies.

Therefore, to evaluate the level o maturity of the IT governance in an organization, 
the governing body shall define the scope and requirements and objectives of the 
assessment. The governing body shall also identify those stakeholders which 
require, or might benefit from, the results of an assessment of the governance of 
IT. For these stakeholders, the needs and expectations shall be taken into consider-
ation when designing the assessment.

In establishing the scope, focus and priority of the assessment, consideration 
shall be given to evaluating issues of the highest importance to the organization to 
achieve the greatest benefits and not waste resources. This can take into account the 
level of operational reliance on IT, the existence of assurance inputs, as well as any 
specific strategic initiatives of importance and priority to the organization.

Table 2 shows areas related to the implementation of governance of IT, as 
described in ISO/IEC TS 38501, that shall be considered when defining the scope of 
the assessment.

Thus, observing the implementation model of the standard, there are three main 
areas of the implementation of the governance of IT: establishing and sustaining 

Table 2 Areas for implementation of the governance of IT

Establishing/Sustain the 
enabling environment Govern IT Continual review

Goals and objectives of 
governance of IT

governance steering group Improvement in value 
derived from IT

Understanding of stakeholders, 
roles and responsibilities

Internal and external environment Management of risks 
associated with IT

Stakeholder engagement Articulation of current and desired 
states and beneficial outcomes

Additional governance 
actions required

Delegation of authority Monitoring capability and 
identification of evidence of 
success
Change programme
Application of the six principles 
and EDM model

Source: ISO/IEC 38503 (2022)
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enabling environment, the action of governing IT and finally, reviewing continually 
the IT governance framework (ISO/IEC 38503, 2022). Eventually, all three areas 
may be considered by the evaluation process.

It is important, therefore, for organizations to adopt a structured method to assess 
whether their governance of IT arrangements is achieving the desired outcomes and 
the key benefits (ISO/IEC 38503, 2022), including:

• assisting with the development of the framework for the governance of IT;
• determining the strengths and weaknesses of the current governance of IT 

capability;
• helping to determine improvement actions that need to be taken;
• improving the levels of engagement between executive managers and the gov-

erning body as regards expectations and outcomes related to the governance of IT;
• creating awareness in the governing body of their roles and responsibilities as 

regards the governance of IT;
• assisting organizations with IT conformance;
• providing feedback to the governance stakeholders and support staff.

4  IT Governance in Universities

Higher Education Institutions (HEIs) are a key element in the modernization of 
society for the fundamental teaching and learning process that allows the dissemi-
nation of the most advanced knowledge to students and for the research function of 
the university. It focuses on creating knowledge which is the basis for solving prob-
lems of companies and organizations (Brooks, 2005).

IT has long been just a tool in universities, but the role of technology in higher 
education is focusing on the following aspects: cost management, online learning, 
financial health, affordability and digital equity, information security, student suc-
cess, equitable access to education, institutional culture, technology alignment, 
technology strategy, and enrollment and recruitment (Grajek, 2020).

The higher education sector is not a pioneer in implementing IT governance 
solutions. Although the first signs of interest in IT governance stem from the strate-
gic alignment model of Henderson and Venkatraman (1993). Although, the use of 
IT in universities increased their interest was mainly focused on effective manage-
ment of their technology resources, as a fundamental support for the rest of the 
university‘s services.

Therefore, in general, universities carried out IT governance implementation ini-
tiatives on their own. For example, some American universities used COBIT to 
implement an IT governance model, such as South Louisiana Community College 
(Council, 2006). Other universities designed their own IT governance models based 
on the literature. Thus, the University of California included in its IT Strategic Plan 
elements of an IT governance model (University XE "Universities" of California, 
2008); Ridley (2006) proposed an IT governance model for the University of Guelph 
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based on Weill and Ross (2004); and in South Africa, Pretorius (2006) designed a 
model for Petroria University. In Canada, the University XE "Universities" of 
Calgary (2007) designed their model which only applied to the administration area 
and included the design of an architecture based on the creation of several commit-
tees, the assignment of responsibilities and roles related to IT, risk management, and 
the use of an excellent methodology for project management. In U.K. Coen and 
Kelly (2007) designed a benchmark model (JISC, 2007b) and a self-assessment 
toolkit (JISC, 2007a) that helped universities to clarify the complex tangle of 
governance- related elements of their information systems. In fact, the JISC model 
inspired the ITG4U model applied in Spanish universities (Fernández, 2009; 
Fernández et al., 2011, 2012; Fernández & Llorens, 2009; Llorens & Fernández, 
2008). It is worth highlighting the Australian higher education institutions, where 
several of them have implemented IT corporate governance systems (Bhattacharjya 
& Chang, 2006, 2007).

Meanwhile, McCredie (2006) proposed starting IT governance implementations 
by promoting the IT manager (CIO). The CIO had to move from dealing only with 
technical issues to gaining presence in the strategic planning of the institution. He 
also stated that if the university did not have an IT manager, they had to create one, 
and if they did have one already, but did not deal with strategic issues, they had to 
redefine such a role to do so. Furthermore, according to Yanosky and McCredie 
(2007) and Yanosky and Borreson Caruso (2008) studies, two-thirds of universities 
had created a high-level committee (IT Steering Committee) that oversaw the orga-
nization’s IT policies and initiatives, but only 22% of universities had a subcommit-
tee of the Steering Committee dedicated to designing IT strategy and policies.

Since then and to date, numerous studies have focused on the concept of IT gov-
ernance applied to the university and higher education sector, highlighting various 
aspects, e.g., security issues (Kwon, 2008; Liu et al., 2020), business-IT alignment 
(Martins et  al., 2009; Seman & Salim, 2013) through IT project portfolio (Juiz, 
2011; Juiz et al., 2012; Ngqondi & Mauwa, 2020; Valverde-Alulema & Llorens- 
Largo, 2019) or using BSCs (Jairak & Praneetpolgrang, 2013), best practices guide-
lines and processes (Caetano Borges & Sanches Miani, 2018; Hicks et al., 2010; 
Juiz et al., 2014; Knahl, 2013), theory-practice gaps (Ko & Fink, 2010), methods 
and maturity models (Bianchi & Sousa, 2015; Hontoria et al., 2011; Kosasi et al., 
2017; Montenegro & Flores, 2015; Pereira et al., 2018; Putri & Surendro, 2015; 
Subsermsri et al., 2015; Torres Bermúdez et al., 2014; Valencia-García et al., 2013), 
standard and frameworks adoption (Erfurth & Erfurth, 2014; Gerl et  al., 2021; 
Gómez et al., 2017; Juiz et al., 2014; Khther & Othman, 2013; Musa et al., 2014; 
Nugroho, 2014; Nugroho & Surendro, 2013; Rijati et al., 2017; Sabatini et al., 2017; 
Serrano et al., 2017; Valencia-García et al., 2014; Valverde-Alulema, Mejia-Madrid, 
& Meza- Bolaños, 2017), and its mechanisms (Bianchi et al. 2017a, b; Bianchi et al., 
2021), among others. Furthermore, several systematic literature reviews (SLRs) 
were developed focusing on some of the abovementioned aspects applied to HEIs.

On the one hand, Khouja et al. (2018) provided an overview of the state of the art 
of IT governance in HEIs. They analyzed 49 studies about IT governance imple-
mentations from 23 countries, where Australia, Indonesia, Malaysia, Thailand, the 
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U.S., and Canada presented the most results. The literature review showed differ-
ences among the IT governance situations: several countries had the support of the 
top-level government with regulatory frameworks and laws about introducing IT 
governance in higher education institutions, such as Ecuador, South Africa, or the 
U.K.; others focused on the spread of IT governance culture, e.g., the U.S., Australia, 
or Malaysia. The study also showed non-consensus on the IT governance frame-
work or standard used as the institutions implemented solutions based on COBIT, 
ISO/IEC 38500, or their framework. However, what they had in common as best 
practices were establishing a committee structure for IT assets, establishing effec-
tive communication among IT (Juiz et al., 2019b), the business, and the involved 
stakeholders, achieving institution-IT strategy alignment, and using a balanced 
scorecard as a monitoring and measuring model.

On the other hand, Kajo-Meçe et al. (2020) investigated the overall adoption of 
IT governance frameworks in HEIs, providing a deep insight into the level of inte-
gration of IT governance in universities worldwide. They analyzed 40 studies from 
23 countries where Australia and Malaysia presented the most results. They noticed 
that the adoption of IT governance frameworks was still scarce as most universities 
were evaluating their IT governance maturity level before proposing a framework 
adoption, while others were facing challenges in implementing them, such as resis-
tance to change and communication issues among parties. Although COBIT was the 
most adopted framework by the analyzed HEIs, most of them preferred to build 
their framework. Nevertheless, the benefits reported were improved quality of ser-
vice and user satisfaction, and better alignment of IT investments with the univer-
sity‘s business goals.

According to Buchwald et  al. (2014) practitioners have difficulties in under-
standing IT governance and thus managers resist being governed. Such a situation 
gets worse in developing countries as they are facing several challenges implement-
ing IT solutions. Because they are less mature in IT aspects, they are also less 
mature regarding IT governance concepts and importance, while they are struggling 
to be competitive in the higher education sector (Aasi et al., 2017, p. 14).

As explained before, providing a unique definition of IT governance is difficult 
due to the differences in perceptions of IT governance objectives, properties, and 
responsibilities. The available IT governance recommendations and guidelines are 
diversified and, in some cases, based on lengthy and complicated methods (Bin- 
Abbas & Bakry, 2014). For this reason, among others, specific models in emerging 
countries have been developed, instead of directly adopting the existing ones. For 
example, in Thailand, Jairak and Praneetpolgrang (2011) studied the state of IT 
governance in Thai HEIs revealing their universities were in an initial stage and 
their IT executives were not familiar with the IT governance principles. Afterwards, 
they implemented several initiatives to improve their IT governance situation by 
using BSCs (Jairak & Praneetpolgrang, 2013), and a set of IT governance best prac-
tices based on the ISO/IEC 38500 standard (Subsermsri et al., 2015). Similarly, in 
Malaysia, Seman and Salim (2013) developed a business-IT alignment model for 
their public universities, while Ahlan et  al. provided an IT governance decision- 
making support framework (Ahlan et al., 2014; Arshad et al., 2014). Furthermore, 
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Musa et  al. (2014) presented their own IT governance framework applied to a 
Malaysian HEI. More recently, Mukhlas et  al. (2017) studied the IT governance 
maturity in Malaysian HEIs to identify and address areas of improvement, and Liew 
et al. (2018) identified challenges and barriers faced in IT governance implementa-
tions such as lacking IT governance awareness and support from the board.

In Brazil, Bianchi and Sousa proposed an IT governance model and IT gover-
nance frameworks adapted to HEIs (Bianchi & Sousa, 2015, 2018), a study about IT 
governance structures archetypes appropriacy for HEIs (Bianchi, Sousa, Pereira, & 
Luciano, 2017b), and how culture affects IT governance mechanisms in HEIs 
(Bianchi et al., 2019). Zaneti-Putz et al. (2017) provided an overview of the IT gov-
ernance in Brazilian HEIs focusing on its strategic alignment and its developed 
actions in identifying threats and opportunities. Caetano Borges and Sanches Miani 
(2018) identified IT governance best practices implemented in Brazilian HEIs while 
several authors assessed its state showing a lack of business-IT alignment 
(R. S. Almeida & de Souza, 2019), IT services portfolio not supporting the business 
(Ceratti et al., 2019), and lack of adoption and communication absence between IT 
and the organizational management (Franklin Frogeri et al., 2020). Otherwise, in 
Ecuador, researchers and practitioners focused on IT governance models and frame-
works, including its assessment, based on COBIT and the ISO/IEC 38500 standard 
(Espinoza-Aguirre & Pillo-Guanoluisa, 2018; Montenegro & Flores, 2015; 
Valverde-Alulema et al., 2017; Zambrano-Vera & Molina-Sabando, 2017), while in 
Indonesia, researchers assessed their IT governance state using the ISO/IEC 38500 
standard (Putri & Surendro, 2015) and COBIT (Kosasi et al., 2017, 2019; Sabatini 
et al., 2017; Wijayanti et al., 2017), and provided strategy alignment models based 
on BSCs (Herdiansyah et al., 2014) and on both the ISO/IEC 38500 standard and 
COBIT (Rijati et al., 2017). Some efforts of alignment and COBIT implementation 
were developed in Morocco (Ahriz et  al. 2018a, b), Egypt (El-Morshedy et  al., 
2014), and Brunei (Seyal et  al., 2016). Furthermore, studies about the IT gover-
nance situation were developed in Colombia (Marulanda Echeverry et al., 2017), 
Ghana (Yaokumah et  al., 2015), and Mexico (Castañeda De Leon et  al., 2018). 
Although interest in IT governance in developing countries’ HEIs is growing, the 
state of their practices and frameworks is still in incipient phases, as highlighted by 
Kajo-Meçe et al. (2020) in their systematic mapping review.

5  Evaluation of IT Governance in Universities

IT is not only a very important aspect for organizations and enterprises as it plays a 
very important role in business activities but also a competitive element and of wide 
social impact. In this sense, universities do not fall behind, because, in their three 
main activities, i.e., teaching, research, and administration, IT is present and most 
needed. Recently, not only managing but also governing IT is getting attention from 
the practitioner and research sides, given the need to align the organization’s strat-
egy and objectives with IT.  IT governance helps to set clear expectations, gain 
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participation, open communications, establish accountability and provide executive 
management oversight. Furthermore, IT governance and the alignment with busi-
ness strategy in HEIs are gaining importance (Khouja et al., 2018).

However, special needs in the deployment of IT governance frameworks are 
purely local (i.e., dependent on the university teaching portfolio, the ownership of 
the HEI, the level of knowledge on the topic, the local governance rules, the gover-
nance culture, etc.). For this reason, already implemented approaches in IT gover-
nance for universities in developed countries can be used as inspiration for a 
“Glocal” initiative. Previous success case studies and current competence on the 
topic will lead to a better IT governance setup.

5.1  Early Signs of Not Governing IT at Universities

When governing of IT is not even considered at universities several problems are 
common in these institutions as observed by several practitioners implementing IT 
governance frameworks from the scratch (Gómez et al., 2017):

• No IT governance process, structure, or communication: Governance of IT 
does not exist at all and either the board or the IT staff is not aware of its neces-
sity. Thus, no process for controlling the IT staff from the board is ever imple-
mented formally. The result of this absence of a control process means having no 
regular agenda for directing or controlling the IT management. There is not any 
structure or committee to communicate the board strategy, either.

• Outsized power of IT management in IT decision-making: The consequence 
of no control over the IT staff is the outsized power of the IT function in the 
institution, e.g. the IT department negotiates the project portfolio directly with 
the stakeholders and the IT investments with the CFO.

• CIO and CTO roles not clarified: Since IT managers may be acting as CIO and 
CTO, the creation of the CIO office (as a brand new governing structure) usually 
provokes fighting in a turf battle between the CIO and the IT managers.

• Absence of reporting, control and accountability: Since there is no formal 
communication for the IT-business alignment from the board, the IT function 
remains uncontrolled and then there is no motivation for IT staff for building 
accountability processes, either.

• Lack of confidence in IT assets and IT staff by the board: The absence of 
formal and proper communication between the board and the IT staff always 
causes low confidence from board members in any situation in which IT assets 
are involved. Every activity of the IT department is ever under the suspicion of 
bad performance from the board viewpoint.

• No strategy for IT, just short-term tactics: Due to the lack of communication 
and confidence from the board to the IT department, the latter implements its 
vision of IT assets, resulting in biased decisions about the IT deployment at the 
institution.
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• IT investment based on cash-flow availability for infrastructure: IT manage-
ment spends most of the time fighting for money with the CFO or other stake-
holders with their own IT budget.

• The architecture of data and processes decisions are based on IT staff 
knowledge, neither user interests nor institutional strategy is considered: 
Architecture decisions are usually delegated to IT managers, but these decisions 
must be supervised and controlled by superior layers of the organization.

• No consideration for compliance, just defensive tactics based on technical 
issues: IT department may be usually concerned with conformance issues, but 
only as a defensive argument in new projects or services demanded by the insti-
tution stakeholders.

• No participation by users, business units, board members or any stake-
holder in IT-related decisions in strategic project portfolio and prioritiza-
tion. The project management and governance methodology are based on ad hoc 
processes and decisions without using any kind of standardization for the stake-
holders’ participation in projects. Thus, sponsors of the projects together with IT 
staff decide on a biased direction of the IT innovation instead of implementing a 
general strategy.

• Communication with stakeholders by demand or by claim: The communica-
tion of IT staff with the stakeholders is reactive and defensive. Firefighting activ-
ity in the IT department remains the busiest task for the IT function, leaving no 
time for tactics and even less for strategy issues.

• Non-IT departments view the IT staff as an obstacle to their mission: The 
reactive communication and the absence of control of the IT staff collaborate on 
seeing them as sidelined employees from the institution’s concerns.

These are just some examples of the situations encountered in the author’s experi-
ence coordinating several EU projects of IT governance for universities in several 
countries and his own experience as a practitioner and researcher about the gover-
nance of IT.

5.2  How to Assess the IT Governance at Universities

To be able to evaluate the governance of IT in Universities, the model foreseen by 
the ISO/IEC 38500 standard should be followed, adapting it to this type of educa-
tional and research organization. The governance of IT practice areas represents the 
key areas of focus for the organization when effectively governing IT. Seven prac-
tice areas have been identified, with the first being derived from ISO/IEC TS 38501 
and ISO/IEC TR 38502. The other six practice areas are derived from the six prin-
ciples in ISO/IEC 38500. The governance of IT practice areas represents the key 
areas of focus for the organization when effectively governing IT. Thus, seven prac-
tice areas have been identified, with the first being derived from ISO/IEC TS 38501 
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and ISO/IEC TR 38502. Examples of what to be evaluated in any practice area 
should be:

• Enabling mechanisms: the governing body at the University monitors those 
appropriate mechanisms for governance of IT are established and regularly 
 evaluates the organization’s internal conformance to its framework for the gover-
nance of IT.

• Responsibility: the governing body at the University directs that plans should be 
carried out according to the assigned IT responsibilities, monitors the perfor-
mance of those given responsibility in the governance of IT (for example, those 
people serving on steering committees or presenting proposals to the Univerity 
governing body and evaluates the options for assigning responsibilities in respect 
of the organization’s current and future use of IT.

• Strategy: The governing body at the University evaluates options for assuring 
effective, timely decisions about the use of IT in support of business goals, 
directs the preparation and use of strategies and policies that ensure the organiza-
tion benefits from developments in IT and monitors the extent to which IT sup-
ports the business.

• Acquisition: The governing body at the University evaluates options for provid-
ing IT to realize approved proposals, balancing risks and value for the cost of 
proposed investments, monitors the extent to which allocated resources and bud-
gets are prioritized according to business objectives and directs that IT assets 
(systems and infrastructure) be acquired appropriately, including the preparation 
of suitable documentation, while ensuring that required capabilities are provided.

• Performance: The governing body at the University evaluates the plans pro-
posed by the managers to ensure that IT will support business processes with the 
required capability and capacity, evaluates the proposals to address the continu-
ing normal operation of the organization and the treatment of risk associated 
with the use of IT and also evaluates the risks to the continued operation of the 
business arising from IT activities.

• Conformance: The governing body at the University directs that policies are 
established and enforced to enable the organization to meet internal obligations 
in its use of IT, monitors IT activities, e.g. disposal of assets and data, to ensure 
that relevant obligations are met and regularly evaluates the extent to which IT 
satisfies obligations (regulatory, legislation, contractual), internal policies, stan-
dards and professional guidelines.

• Human behaviour: The governing body at the University evaluates IT activities 
to ensure that human behaviours are identified and appropriately considered, 
directs that IT activities are consistent with identified human behaviour and mon-
itors IT activities to ensure that identified human behaviours remain relevant and 
that proper attention is given to them.

These are only some important examples of what to consider in the assessment 
framework for the seven practice areas of the governance of IT at Universities. 
Evaluators shall engage with the governing body at Universities and senior manage-
ment to understand their specific governance of IT current situation and then 
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customize it to suit their particular organizational circumstances and practices. 
Indicators can be qualitative or quantitative but should aim to be specific, relevant, 
realistically achievable and measurable.

However, each action, tasks, and practices of these seven areas contain should be 
deepen evaluated to see whether the governing body of the University is not only 
establishing and sustaining the mechanisms of governance of IT through these 
actions, tasks, and practices with the six principles but also if they get proofs of 
them and if they get some beneficial outcomes. Therefore each of these areas should 
be evaluated into three categories of indicators or characteristics, as defined in the 
core standards, namely: governance tasks and practices (evaluate, direct and moni-
tor), evidence of success (deliverables indicating the achievement of beneficial out-
comes), and beneficial outcomes (organizational objectives achieved through IT). 
The first issue is doing the tasks, then having pieces of evidence and finally getting 
results. Thus, the contents of Table 3 are implemented from left to right, usually.

In Table 4, an example of enabling mechanism practices is shown. In the exam-
ple, the governing body monitors that a complete IT governance framework is 
established and there is at least an IT governance steering group resulting that IT is 
administered and led. In Table 5, an example of responsibility is also shown, where 
the governing body at University is directing that planning is carried out for execu-
tive university managers (governance directs management) to implement IT solu-
tions producing value, quality, effective and efficient services, including change 
management in the core processes of the higher education institution business.

5.2.1  Assessment Method of the Governance of IT at Universities

Following the ISO/IEC 38503 standard, the assessment method for the governance 
of IT is defined by applying a measurement model of governance of IT for each 
practice area. To simplify the evaluation of the governance of IT, the measurement 
model is applied to the overall three areas of governance of IT. Thus, the result of 
measuring the three areas results in a maturity model for the evaluation of the gov-
ernance of IT at Universities. The implementation of the three areas may be differ-
ent in several universities to suit their particular organizational circumstances.

The progress and evolution in IT governance expected to be observed in the dif-
ferent Universities to be evaluated should follow these incremental criteria:

Table 3 Areas for assessment of the governance of IT

Direct, evaluate and monitor 
tasks Pieces of evidence Outcomes

Governance of IT practices 
are present at University.

Deliverables indicate the 
achievement of beneficial 
outcomes.

Organizational objectives 
achieved through IT.

IT Governance framework is 
implemented.

Proofs of governing IT. Results are accomplished by 
governing IT.

Source: Inspired by ISO/IEC 38503 (2022)
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Table 4 Example of one enabling mechanism at the University and the three areas of evaluation

Direct, evaluate and 
monitor tasks Pieces of evidence Outcomes

Governing body at 
University monitors that 
appropriate mechanisms for 
governance of IT are 
established.

An IT governance University 
framework is established, including 
strategies, policies, decision-making 
structures, terms of reference, charter, 
etc.

Governance of IT 
addresses relevant aspects 
at University and IT is 
effectively administered.

An IT governance steering group at 
University is established, including 
administration and documentation, 
management of the change 
programme, etc.

There is effective 
leadership of the 
governance of IT at the 
University.

Source: Inspired by ISO/IEC 38503 (2022)

Table 5 Example of one responsibility practice at the university and the three areas of evaluation

Direct, evaluate and monitor 
tasks Pieces of evidence Outcomes

The governing body at 
University directs that plans 
should be carried out according 
to the assigned IT 
responsibilities.

Executive university managers 
lead the core processes, 
University structure and human 
change when implementing IT 
solutions.

The University 
successfully implements 
IT-enabled HEI business 
change.
IT is generating 
institutional value.
The University receives 
the quality of services it 
requires most effectively 
and efficiently possible.

Source: Inspired by ISO/IEC 38503 (2022)

• Not having a formalized governance of IT at the University means a low level of 
governance of IT maturity;

• To improve the level of maturity, the governing body at the University should 
first undertake appropriate governance of IT tasks and practices (first column in 
Table 3);

• Then, this implementation can lead to lead to improved deployment and use of 
IT in the organization, as demonstrated by pieces of evidence of success (second 
column in Table 3);

• Therefore, the IT governance implementation can support and enable the 
achievement of planned and unexpected beneficial outcomes for the organization 
(third column in Table 3).

ISO/IEC TS 38501 defines a measurement model that is more qualitative than quan-
titative since principles-based standards focus on the achievement of outcomes, 
rather than the means of achieving outcomes.

The measurement model from ISO/IEC TS 38501 has been adopted in ISO/IEC 
38503 with minor amendments to include the evaluation, direct and monitor (EDM) 
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Table 6 Measurement rating scale for the assessment of practices areas in IT Governance

Rating
Direct, evaluate and 
monitor tasks Pieces of evidence Outcomes

Unknown 
applied (U)

IT governance tasks and 
practices not being 
performed

No evidence of success No knowledge of the level 
of achievement of 
outcomes

Not applied 
(N)

Limited performance of IT 
governance tasks and 
practices

Little evidence of 
success

The majority of beneficial 
outcomes are not being 
achieved

Somewhat 
applied (S)

Some evaluate and direct 
tasks and practices being 
performed but limited 
monitoring practices

Some evidence of 
success is visible with 
one or more aspects not 
in place at all

Some beneficial outcomes 
are achieved to a certain 
degree with one or more 
beneficial outcomes not 
being achieved at all

Largely 
applied (L)

The majority of evaluation 
and direct tasks and 
practices are being 
performed with a fair 
degree of monitoring 
practices

All evidence of success 
is visible to a large 
extent with certain 
aspects being fully in 
place

All beneficial outcomes are 
being achieved to a large 
degree with certain 
beneficial outcomes being 
fully achieved

Fully 
applied (F)

All IT governance tasks 
and practices being fully 
performed

All evidence of 
successfully 
implemented and 
working effectively

All beneficial outcomes 
being fully achieved

Source: ISO/IEC 38503 (2022)

tasks and practices. The standardized rating scale is maintained (left-hand column), 
with specific measures being defined for each of the three categories of gover-
nance of IT.

This is shown in Table 6.
Thus, the evaluation method’s goal is to assign different levels of maturity at 

universities depending on the measurement of the three areas of governance of 
IT. The contents of Table 7 try to illustrate how increasing deployment of the three 
areas of practice gives an increasing score in maturity for universities governing IT.

5.3  IT Governance Evaluation Approaches at Universities

Considering that dependence on IT in developing organizations is increasing, in 
several regions such as the African continent and the Balkans the penetration of IT 
governance is weak (Kajo-Meçe et  al., 2020; Khouja et  al., 2018). Thus, in this 
sense, through the universities, IT governance concepts spreading can be achieved 
and influence society directly. However, several IT governance-related research 
tends to focus more on developed countries, and thus the viability of these estab-
lished IT governance artefacts in developing economies is unclear as they might be 
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Table 7 Governance of IT maturity model for universities based on ISO/IEC 38503

Governance 
of IT tasks

Pieces of 
evidence

Beneficial 
outcomes Description of the current situation

Governance 
of IT level

U U U There is no commitment of the 
University board or any governing body 
to the governance of IT

No 
governance 
(0)

Governing body and executive managers 
at University are not aware of the 
mechanisms that could be applied to 
govern IT
Lack of internal controls for IT at the 
University
The University is largely unaware of the 
risks associated with the use of IT

S U U Governing body and executive 
managers at University are aware of the 
purpose and objectives of governing IT

Initial 
governance 
(1)

Implementation of basic governance of 
IT mechanisms is initiated
Some internal controls for IT are in 
place
The University is aware of the risks 
associated with the use of IT

L S S Governing body and executive 
managers at University start 
demonstrating a commitment to the 
governance of IT

Applied 
governance 
(2)

Key University stakeholders are 
identified and engaged
Broader implementation of governance 
of IT mechanisms across the University
Broader implementation of internal 
controls for IT across the University
The University is starting to manage IT 
risk
Benefits starting to be achieved from 
investments in IT

(continued)
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Table 7 (continued)

Governance 
of IT tasks

Pieces of 
evidence

Beneficial 
outcomes Description of the current situation

Governance 
of IT level

F L S Enabling environment for the 
governance of IT is established by the 
governing body at University, including 
leadership commitment, awareness and 
education, stakeholder engagement

Established 
governance 
(3)

Governance of IT framework 
established, including policies, 
structures and processes
A system of internal control for IT 
established as part of the university‘s 
management systems
The University identifies opportunities 
to improve the governance of IT
The University ensures that IT risks are 
managed
Benefits regularly achieved from 
investments in IT

F F L Enabling environment for the 
governance of IT sustained resulting in 
a behavioural change from governing 
body and executive managers at the 
University

Achieved 
governance 
(4)

Governance of IT framework is 
enhanced, including charter, roles and 
responsibilities, governance steering 
group, governing body’s reserve powers
The system of internal control for IT is 
enhanced to support the governance of 
IT, including Responsibility, Strategy, 
Acquisition, Performance, 
Conformance, Human behaviour
Continual review implemented to ensure 
improvement of the governance of IT in 
the University
The organization ensures that IT risks 
are managed and IT investments drive 
the achievement of business value

(continued)
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generic and might require considerable effort and cost in customizing to a specific 
context (Nfuka & Rusu, 2011).

In recent studies, for instance, Subsermsri et al. (2015), the three main obstacles 
to IT governance implementation in universities are (1) lack of clear IT governance 
principles, (2) budget limitations and (3) lack of a method for selecting the IT gov-
ernance framework. Some of these inhibitors are still affecting organizations today: 
the little relationship between IT and the business, not adequately prioritizing IT 
investments, IT does not get support or commitments, IT does not understand the 
business, top management does not support IT, IT managers lack leadership. Aasi 
et  al. (2017, p.  14) studied IT governance in public organizations in developing 
countries. They interviewed the CIO belonging to a public university who stated that 
the implementation of IT was slower than in developed countries and therefore they 
are less mature in terms of IT governance. However, they feel the urge to be competi-
tive quickly. The literature also showed problems when directly implementing exist-
ing frameworks and standards, e.g., ISO/IEC 38500 standard and COBIT, in 
developed countries (Phiri & Weiguo, 2013; Steuperaert, 2016). Dahlberg and 
Kivijärvi (2006), Pereira and da Silva (2012), and Racz et  al. (2010) posed that 
COBIT and ITIL are too complicated to implement. They also highlighted a lack of 
process prioritization, addressed also by Steuperaert (2016). Trying to reduce such 
difficulties, specifically in developing countries, El-Mekawy et al. (2015) focused on 

Table 7 (continued)

Governance 
of IT tasks

Pieces of 
evidence

Beneficial 
outcomes Description of the current situation

Governance 
of IT level

F F F Enabling environment for the 
governance of IT optimized resulting in 
behavioural and cultural change across 
the University

Optimized 
governance 
(5)

Governance of IT framework is 
optimized to suit institutional and 
societal requirements
The system of internal control for IT is 
optimized to suit institutional and 
societal requirements
The University consistently leverages IT 
improvement opportunities from 
continual review and feedback obtained 
from all interested parties in the 
institution and external
Continual review is optimized. With 
feedback loops to all
stakeholders, to ensure the improvement 
of the governance of IT in the University
The University ensures that IT risks are 
managed and IT innovation drives HEI 
business transformation

Source: Inspired by ISO/IEC 38503 (2022)
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helping and facilitating practitioners’ tasks when implementing business-IT align-
ment in any organization, adapting solutions and frameworks from the literature.

IT governance applies to any type of organization, regardless of its size, age, 
location, purpose, or public or private nature (ISO/IEC 38500, 2015). Thus, the 
application of IT governance to the university environment becomes not only a pos-
sibility but a necessity, as a mechanism to generate value for the entire university 
community and the society in which its activity is framed. However, according to 
Weill and Ross (2004), the managers of non-profit organizations, such as universi-
ties and higher education institutions (HEIs), had difficulties when they tried to 
implement existing frameworks. Those frameworks had been designed to improve 
organizations with the intention of profit, companies in general, where the measures 
of performance and both the value of the stakeholders involved and of the company 
were clear. Thus, non-profit organizations’ leaders needed a different governance 
implementation than the model suggested by the ISO/IEC 38500 standard to better 
suit their specific situation.

In 2007, the EDUCAUSE Center for Analysis and Research (ECAR) promoted 
the IT Governance Study 2007, which was based on general concepts of IT gover-
nance but surveyed at the university level. 438 IT managers from universities around 
the world participated in the study (Yanosky & Borreson Caruso, 2008; Yanosky & 
McCredie, 2007). The respondents stated that the reasons for implementing a for-
mal IT governance system at the university are first, business-IT strategy alignment 
(73.5%), second, promoting the existence of an institutional vision of IT (50.5%), 
and third, promoting and collecting common information (38.1%). It should be 
noted that the reduction in costs and the increase in efficiency ranked fifth out of 
nine, with 25.1% of the responses. In contrast, the IT governance implementation 
barriers at the university (Yanosky & McCredie, 2007) were informal/decentralized 
culture (41.6%), lack of participation of the necessary agents and their subsequent 
support (40.4%), insufficient government coordination (30.8%), and lack of ade-
quate funding (28.3%).

As discussed in the second chapter, some universities used COBIT to imple-
ment an IT governance model, such as South Louisiana Community College 
(Council, 2006). Other universities designed their own IT governance frameworks 
and models based on IT governance concepts. Thus, for example, the University 
of California included an IT Strategic Plan using an IT governance model 
(University XE "Universities" of California, 2008); Pretorius (2006) designed it 
for the University of Petroria its model; Ridley (2006) proposed it for the University 
of Guelph an IT governance model based on Weill and Ross (2004) aspects; and 
the University XE "Universities" of Calgary (2007) designed a model including 
the creation of several committees, the assignment of responsibilities and roles 
related to IT, risk management, and a methodology for project management. 
Perhaps the university reference framework was the work of Coen and Kelly 
(2007) who designed the JISC model (JISC, 2007b) with their self-assessment 
toolkit that helped universities to clarify the complex tangle of elements related to 
IT governance.
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All these past experiences served as a reference for the design of an own solution 
that was adjusted to the needs of Spanish universities.

The IT governance situation in Spanish universities was not clear because there 
was no institutional role to support it. In 2003, the CRUE (Spanish acronym for 
Spanish Universities Rectors Conference) established the commission CRUE-TIC 
(Spanish acronym for the Sectoral Commission for Information and Communications 
Technologies) led by a rector, which was born from a working group within the 
CRUE, concerned and sensitized about the role that these technologies were already 
playing in the Spanish institutions. In 2008 and 2009, CRUE-TIC surveyed the 
Spanish universities regarding their IT governance situation whose results were a 
low IT governance maturity in the Spanish HEIs (Fernández, 2008; Llorens & 
Fernández, 2008). Thus, to improve the situation they supported the implementation 
of the IT governance for universities (ITG4U) model, which was crucial to getting 
the participation of the universities.

The ITG4U model is based on and fully respects the IT governance model pro-
posed by the ISO/IEC 38500 standard. Furthermore, it provides several tools to 
easily implement it in a university environment. The final goal would be that the 
university that implements the ITG4U model will also, in the future, easily become 
certified with the ISO/IEC 38500 standard (Fernández, 2009). Between the years 
2010-and 2014, CRUE-TIC promoted the implementation of an IT governance sys-
tem in Spanish universities. Specifically, 10 IT governance pilot projects were car-
ried out. As a result of this process and based on the obtained experience, CRUE-TIC 
was able to identify which were the IT governance best practices that these universi-
ties satisfied and establish the aspects to consider when determining the desired 
level of IT governance in universities. Furthermore, they detailed how the partici-
pant universities were at an incipient level of maturity, although with a firm commit-
ment to improving in the short term, which served to encourage other universities to 
participate (Fernández et al., 2014; Hontoria, 2014).

In parallel to the implementation of the pilot projects, other Spanish universities 
were also implementing their frameworks, e.g., dFogIT: detailed Framework of 
Governance for Information Technology. dFogIT is an IT governance framework 
that has also been implemented based on an ISO/IEC 38500 standard model exten-
sion (B. Gómez et  al., 2017; Juiz, 2011). The framework is a layered model, as 
known as transformation layers, connected by interlayer connection instruments. 
The IT governance framework has four layers, the two central layers represent 
Management and Governance and are equivalent to the standard, and two others 
have been added: one above, Institutional Strategy, and another below, Operation. 
The dFogIT framework enables smooth and gradual adoption, without major dis-
ruptions to the company’s business culture, but solving communication problems 
and the common lack of IT governance maturity.

One of the aspects highlighted by both the ITG4U and dFogIT models is that IT 
governance is the responsibility of the board members and top executives of the 
organization. This is an important issue, stemming from the inclusion of IT gover-
nance within corporate governance, and which suggests that the management of an 
IT department or the simple provision of IT services in organizations is not being 
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discussed here (Céspedes, 2010). Although JISC (2007b) was one of the first to 
implement an IT governance model for British universities, they started the project 
from middle management and failed to move from pilot projects (in their study) as 
they lacked support from senior management. Because in studies by Weill and Ross 
(2004), (Van Grembergen and De Haes (2009), Nolan and McFarlan (2005), among 
others, agree on the importance of gaining top management support, in the ITG4U 
and dFogIT frameworks the focus is top-down, rather than bottom-up (as it was in 
the British case). For this reason, the introduction system of these frameworks in 
Spain was first training senior managers (rector and vice-rectors involved) in the 
importance and need of having a good IT governance system, so that the support 
was transmitted to the next layers and a culture of good governance and better fight 
against change resistance could be promoted. Furthermore, the fact that both frame-
works are based on ISO/IEC 38500 shows that the standard is being used as a refer-
ence (Fernández et al., 2012).

The knowledge and experience obtained during this period through the pilot 
projects and the external experiences were the precursor of joining forces to the 
design, development, and subsequent implementation of specific IT governance 
frameworks for universities and higher education institutions in developing 
countries.

5.3.1  The Cases from ITG4U Projects

Under the scope of both European projects Erasmus+ KA2 granted by the European 
Education and Culture Executive Agency (EACEA), IT Governance for Tunisian 
Universities (ITG4TU) (2015–2018) and IT Governance for Albanian Universities 
(ITG4AU) (2017–2020), four European universities from three different countries 
(Spain, Germany, and Norway) adopted and adapted the ITG4U Spanish framework 
to four Tunisian and four Albanian universities, respectively (B. Gómez et al., 2018; 
B. Gómez & Juiz, 2019). After several pieces of training to set a minimum knowl-
edge on IT governance in general, and specifically applied to universities, IT gover-
nance frameworks definition, development, and deployment for Tunisian and 
Albanian HEIs and its monitoring results were performed.

The IT Governance for Universities (ITG4U) project was aimed to gather a set of 
researchers from four European universities with a wide experience in developing 
and deploying IT governance activities, best practices, and framework models from 
three different countries (Spain, Germany, and Norway) to develop, adapt and test a 
new IT governance framework to be implemented in eight HEIs in developing coun-
tries. In previous and recent studies, for instance, Subsermsri et al. (2015), the three 
main obstacles to implementing IT governance in universities are lack of clear IT 
governance principles, budget limitations and lack of a method for selecting the IT 
governance framework. Thus, this project aimed to tackle the three obstacles by 
providing a set of experts from HEIs with previous experience on the topic, to 
jointly develop the framework with the destination country consortium.
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Results of these projects included: a better governance model for IT in develop-
ing countries’ HEIs, an overall modernization of the governance processes for HEIs, 
and a contribution of the cooperation between Europe and each destination country.

Because projects were aimed at HEIs, the main target addressed was IT staff, 
managerial staff, and governance board at partners HEIs. To improve the IT gover-
nance in HEIs, all the direct stakeholders should know the existing standards, meth-
ods, techniques, and tools to implement IT governance frameworks.

The projects were divided into three different phases over 3 years and a parallel 
phase addressed project dissemination, each one with the necessary activities for its 
completion (see Fig. 2):

• The first phase consisted of imparting IT governance training to HEIs partners. 
Specifically, training was prepared for future trainers (mainly professors and lec-
turers), IT managers and administrators, and future researchers and 
professionals.

• The second phase consisted of the definition of an IT governance framework, 
the assessment of the current level of governance of IT for each HEI and planning 
its future implementation.

• The third phase consisted of the previously planned IT governance framework 
deployment and monitoring of its results.

Finally, dissemination and sustainability of both, the project itself and IT gover-
nance concepts and the achievement of its results were grouped in a parallel phase, 
as it was not executed sequentially like the previous three. Thus, throughout the 
project and beyond it, some dissemination and sustainability activities were and are 
being performed to sustain the IT governance implementation in time.

As the reader may realize, the first phase is just necessary when the organization 
does not have a culture of IT governance or even it does not know anything about IT 

Fig. 2 ITG4U Projects’ phases. (Source: Gómez and Juiz 2019)
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governance which fortunately is becoming rare in these times. Therefore, once the 
organization is aware of what is governing IT, is crucial to assess the current situa-
tion of the University-related activities regarding its governance of IT, although 
having an IT governance framework already deployed.

6  Solutions and Recommendations

In the early XXI century, before the standardization of IT governance, some gover-
nance of IT frameworks were successfully implemented in other sectors (banking, 
insurance, industry, etc.) different from HEIs, reaching a maturity of 2.67 out of 5 
on the scale proposed by the IT Governance Institute (ITGI, 2003). Universities 
from all over the world were also joining IT governance, and according to Yanosky 
and Borreson Caruso (2008), they reached a maturity of 2.30 out of 5, which means 
that universities were still in a situation incipient and in the process of maturing. 
Only a few university institutions reported being at a high level of maturity and the 
remaining majority were at an acceptable level of IT governance, but room for 
improvement.

For this reason, EDUCAUSE (Golden et al., 2007) presented a list of proposals 
that may serve universities and higher education institutions (HEIs) as recommen-
dations to improve the implementation of IT governance in their universities:

• Facilitate collaboration between universities in the field of IT governance.
• Develop specific IT governance models for universities.
• Collect and disseminate case studies and good practices and develop IT gover-

nance maturity assessment tools.
• Provide opportunities to promote the curriculum of university IT professionals in 

aspects related to IT governance.

Under the scope of both European projects Erasmus+ KA2 granted by the European 
Education and Culture Executive Agency (EACEA), IT Governance for Tunisian 
Universities (ITG4TU) (2015–2018) and IT Governance for Albanian Universities 
(ITG4AU) (2017–2020), four European universities from three different countries 
(Spain, Germany, and Norway) adopted and adapted the ITG4U Spanish framework 
to four Tunisian and four Albanian universities, respectively (B. Gómez et al., 2018; 
B.  Gómez & Juiz, 2019). ITG4U framework is based on the standard ISO/IEC 
38500, however, since the assessment standard was not developed (among others by 
the author) until 2022 (ISO/IEC 38503, 2022), the assessment measurement has 
only 5 levels (based on the COBIT).

After several pieces of training to set a minimum knowledge on IT governance 
in general, and specifically applied to universities, IT governance frameworks defi-
nition, development, and deployment for Tunisian and Albanian HEIs and its moni-
toring results were performed.

Particularly, the second phase of the project (see Fig. 2) consisted of the develop-
ment and validation of a specific IT governance framework for every partner 

Evaluation of the Governance of IT at Universities: How to Assess Their IT Governance…



30

university. The major milestone in this phase was for each institution to build its 
own IT governance framework using the competencies and skills previously learnt. 
Furthermore, the expert assessors defined measurable indicators to monitor the 
progress of this phase, i.e., people involved in the project, managerial and IT staff 
integration indicators, and overall positive feedback from internal stakeholders, 
among others.

Thus, to advance towards this second project phase, evaluators performed initial 
assessments, which helped to know the current situation of each university. Based 
on the results of this assessment, they were able to create, their own IT governance 
framework adapted to their characteristics, needs and situation. Afterwards, the 
evaluators validated the new framework so that it was in line with the practices 
learnt in the training, and they plan to deploy it was acceptable in terms of the 
project.

The following incremental evolution methodology was performed to implement 
an IT governance framework. The consortium of both projects defined a set of steps 
to develop the IT governance framework tailored to the specific needs of the 
universities:

 1. IT governance enabling environment: definition of the IT governance steering 
group and initial assessment (in line with the framework seen in Table 2).

 2. IT governance practices: adaptations of the three areas of IT governance prac-
tices (similar to the ones seen in Tables 3, 4 and 5), a self-assessment of the 
organizational IT governance rating in practices and the review of their organi-
zational IT governance rating in those practices (similar to the ones seen in 
Table 6).

 3. IT governance maturity model: the maturity model was established in each uni-
versity, the maturity level current situation and the maturity goal selection (in 
line with the ones seen in Table 7).

 4. IT governance improvement plan: design and assessment of a plan and the via-
bility of the activities, considering the resources, involved people and calendar.

Once partners had established their IT governance steering group, they were 
requested to submit a survey running the following procedure:

• They were provided with a document containing an ordered and classified set of 
practices. They had to meet with their IT governance steering group and answer 
to each practice whether they have them implemented already in their institutions.

• Once all answered, they had to organize a consensus meeting to discuss the prac-
tices with no answer or with no consensus and decide all together with a consen-
sus for each practice.

• The project leader in each institution had to take minutes of the problems faced 
by members of the group about how to answer the questions about the meaning 
and the development of any practices not understood.

In both projects, the evaluators used a set of best practices extracted from Spanish 
universities as a benchmark (Hontoria, 2014). In addition, participants could assess 
whether the early-stage framework was suited to the special structural 
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characteristics of their institutions. The self-assessment helped them see which 
principles were covered, at their discretion, and which ones required attention. This 
marked a starting point that was later used in the elaboration of the plan. Finally, 
with the results of their self-assessment, the universities knew their current situation 
and were able to compare it with that obtained by Spanish universities.

As best practices were classified under the six ISO/IEC 38500 standard princi-
ples and the ISO/IEC 38503 standard was still under development in those days, the 
selected maturity model established a level between 1 and 5 (like ITGI and COBIT) 
in each principle based on the governance activities: direct, evaluate and monitor 
(Fernández et al., 2011). To measure the maturity level, the indicators were classi-
fied into three categories: (i) maturity indicators, to set each institution’s current 
maturity level; (ii) qualitative evidence indicators, to clarify whether the institution 
had already implemented the best practice in question; (iii) and quantitative evi-
dence indicators, related to qualitative indicators and specifying how often, how 
many times, etc. (Fernández & Llorens, 2009). This process was similar to the one 
suggested in ISO/IEC 38503 (see Table 2) but outcomes were quantified.

Based on this maturity model provided by the evaluators, the universities were 
asked to adapt it so that they could adopt it in their institutions. Thus, each institu-
tion presented its current IT governance maturity level. Furthermore, they selected 
the goal maturity level that each university wished to be achieved. Each university 
selected areas to improve based on their available resources and made a realistic IT 
governance improvement plan considering people, resources, and time.

The IT governance plan was structured in six sections. Initiating was the first 
section to involve the organization’s leaders in their IT governance framework 
development and deployment. The second section provided a plan with the specifi-
cation of purposes, goals and outcomes, deliverables, stakeholders, risks, and team. 
As indicated above, the action plan for the implementation of an IT governance 
framework in developing countries HEIs followed the methodology of incremental 
evolution, i.e., continuous improvements were made to each of the elements until it 
was reached the optimal level according to the characteristics and needs of the entity 
and midterm goals established previously. Thus, it was necessary to follow the evo-
lution of each one so that through the information obtained, it was possible to take 
the most successful actions to the level reached.

Seeing the results of the Spanish, Tunisian and Albanian universities‘experience 
(a total of more than 25 universities), the main recommendations should be:

• It is necessary to have the real commitment of the Rector or President of the 
University for even initiating any governance of IT implementation. The same 
applies to evaluating the current situation of the IT governance framework 
if exists.

• A steering committee for IT governance should be created as soon as possible, 
led by the vice-rector, director or any other person in the governance body. The 
CIO may lead the committee if he/she sits at the table of governance of the 
University. When the steering committee is led by middle managers, governance 
turns out to management.
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• The objectives of governance of IT at universities should be ambitious but pre-
cise and concrete. There should be specific plans for the development of the 
framework conducted by managers but monitored by the governance body. The 
self-assessment should be formal and sincere and compared with benchmarking 
from other universities. External evaluators are recommended.

7  Future Research Directions

Due to the amazing changes in IT and the evolution of corporate governance over 
the past decade, ISO plans to prepare the third edition of the ISO/IEC 38500 stan-
dard in the coming years. On the one hand, the IT used by businesses has been revo-
lutionized due to considerable changes in the supply and use of technology. IT is 
now a major business driver for organizations of all sizes, supporting not only their 
core business but also seamless integration with supply chains and interactions with 
customers. As cloud-based services have matured, the mechanisms for delivering IT 
and IT-based services have changed significantly.

In particular, universities must become more involved in the information tech-
nology ecosystem than under their direct control to achieve business outcomes. This 
was exacerbated by the consequences of the COVID-19 lockout due to changing 
expectations of students and professors who want to easily and smoothly collabo-
rate with universities through IT.  On the other hand, the availability of data is 
exploding and we need to refocus from corporate governance on its use. The univer-
sity‘s governing body is also responsible and accountable for data governance, so 
there is no difference. There are also changes in the way IT is delivered and sup-
ported within the organization, with internal IT acting as an integrator for externally 
sourced systems.

All of these changes are reflected not only in the governance of IT standardiza-
tion but also in the way it is implemented and evaluated. Thus, the IT paradigm as a 
tool that replaced IT as an asset a few years ago has evolved into IT as a business. 
In short, IT not only enables business strategy but also drives business strategy. 
Therefore, the direction of future research depends not only on how IT changes but 
also on how IT is currently perceived as the core of an organization’s or university‘s 
business.

8  Conclusion

To be able to digitally transform the University, it is a necessary but not sufficient 
condition to direct and control IT, i.e. govern IT. Without those basic tasks of assess-
ing, directing and monitoring, IT becomes either a tool or a commodity, in both situ-
ations worthless. For this reason, even when there is no IT governance framework, 
it is necessary to plan what the senior management wants from their IT and how to 
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control that they are achieving it. That is no different for Universities. The HEIs 
have to know if they promote enabling mechanisms to govern through principles of 
good corporate governance since the governing bodies are accountable and respon-
sible for the results of their universities.

In this way, even before defining an IT governance framework, it is necessary to 
reflect on what practices are going to be carried out, collect evidence and improve 
until the planned outcomes are obtained. The recently created ISO/IEC 38503 stan-
dard, of which the main author is a co-editor, serves for this reflection, even for 
universities that have been governing themselves for some time. Maturity with IT at 
the university, attainable at a certain point in time, can be compromised by events 
such as the COVID-19 pandemic.

This chapter tries to explain where the origins come from, the problems, the 
benefits and the standards that apply to IT governance. For once, to cite many of the 
experiences of IT governance in universities, focus on its assessment, its intention 
and its methodology.

The authors also presented one example of implementation and assessment 
applied in more than 25 universities, the ITG4U framework. This framework is 
based on the ISO/IEC 38500 standard and therefore their best practices are classi-
fied by its six principles namely Responsibility, Strategy, Acquisition, Performance, 
Conformance, and Human Behavior. This includes three main steps. The first is the 
set of adaptations that must be made to this global framework before adopting it in 
each institution. Second, it is aimed to conduct a self-assessment of the current 
organizational level regarding the adapted best practices. Finally, and as a step to be 
taken by developing countries’ HEIs, it is aimed to assess both the adaptations and 
the self-assessment. This real example tested in many universities is very similar to 
the one that has subsequently been approved by ISO and serves, in this chapter, as a 
practical reinforcement of what the ISO/IEC 38503 standard is trying to normalize.

What is not measured cannot be improved, it is a well-known statement in the 
company culture. The IT governance assessment at the university is the lever 
towards its continuous digital transformation, directed and controlled by its govern-
ing body with the invaluable collaboration of IT management and other HEI 
functions.

Key Terms and Definitions

Beneficial outcome: achievement of a high-level objective of the organization, 
related to the successful deployment and use of information technology.

Evidence of success: observable and measurable deliverables from information 
technology functions/processes that support and enable the achievement of ben-
eficial outcomes.

Governance practice: any action or decision taken by the governing body driving 
the direction and/or the control of the management in organizations.

Higher Education Institutions: The education sector includes only the tertiary 
institutions, including mainly universities, but also colleges and research 
institutions.
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Sustainable Information Technology 
Governance for Higher Education 
Institutions (HEIs) – A Systematic 
Literature Review

Esra AlDhaen, Elham Ahmed, Mohammed Mahmood, and Weifeng Chen

1  Introduction

Information Technology was one of the major drivers for performance sustainability 
during COVID-19. Higher Education Institutions (HEIs) relayed tremendously on 
Information Technology for multiple activities including teaching, operations, reg-
istration and other related functions. According to Webb et al. (2006) there is lack 
of definition in terms of IT governance, IT governance includes a set of elements 
that assures efficiency and effectiveness of the organizations. In addition, Johl et al. 
(2013) stated that HEIs are not yet matured in terms of applying nor implementing 
IT governance and this is due to multiple aspects including setting clear strategy or 
adapting a framework such as COBIT. Similarly Ajayi and Hussin (2018) stated that 
there is no consensus in terms of IT governance in HEIs as some of HEIs consider 
the use of IT infrastructure as IT governance. During COVID-19 pandemic HEIs 
were developing new practices to continue operating however; the practices were 
identified to cater with the situation and most of the HEIs did not have a solid IT 
infrastructure to support all the operations.

In similar context, Fattah et al. (2021) investigated the usefulness of IT gover-
nance frameworks for HEIs performance and proposed a number of key aspects to 
drive the implementation of IT governance including policies, processes and strate-
gies. Furthermore; Moon et  al. (2018) investigated HEIs commitment to United 
Nations Sustainable Development Goals (UNSDGs) and raised a concern with 
regard to the HEIs commitment in terms of digital transformation. Bauer et  al. 
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(2021) also argued that HEIs must go through a digital transformation in order to 
sustainable operations. It is clear from the above arguments that there is a lack of 
clarity in terms of IT governance at HEIs which is not sufficiently applied nor uti-
lized effectively for sustainable operations. Therefore; this chapter will demonstrate 
a clear definition of IT governance model that is suitable for HEIs to support sus-
tainable operations.

2  Literature Review

As stated by Ford (2017) and Bebbington (2011) reviewed the evolution of the sec-
tor in the United States and Europe, respectively. Both confirmed that HE evolved 
through multiple stages; the first and the last (current) stages in both contexts were 
the same. The first satge focused on theological enlightment support, while the last/
current stage was affected by cultural modernism and focus on the varying role and 
objectives of HEIs. Despite differences in their evolution journey, the core functions 
of HEIs continue to be the same, with teaching, research and community engage-
ment at the heart of their missions, and employability and public good as reflected 
in sustainability development gaining an increasing attention during the twenty-first 
century. With the repaid and dynamic challenges Digital Transformation has become 
essential in HEIs Abad-Segura et al. (2020), HEIs are considering digital transfor-
mation of multiple processes to support business continuity and sustainability. 
Subsequent COVID-19 pandemic a number of research studies were published 
highlighting the HEIs initiatives to transform teaching and learning into virtual 
learning (Alaali, 2022).

Countries worldwide have implemented various measure to ensure the continuity 
of HE services; with income imposing impacts on the type of tool to be imple-
mented for distance learning (i.e., radio, television or online). Despite this, none of 
the offered solutions provided learning for all (40% of low- and lower-middle- 
income countries did not implement measures in support of learners at risk of exclu-
sion from learning during the pandemic). The learning solutions offered could not 
substitute for classroom instruction. Universities closure interrupted support mech-
anisms given to many disadvantaged learners and the impact of lockdowns on 
income will cause individuals to make decisions about their resources’ reallocation 
and priorities.

Although universities have established a substantial understanding of different 
technological practices to support teaching, learning and assessment. Researchers 
are still raising concerns in terms of the quality of education and recommending 
setting strategies at governance level to sustain quality standards AlDhaen et  al. 
(2022). HEIs considered revisiting its strategic plans by integrating a number of 
technological operations which is restricted to teaching and learning, a number of 
drivers were used to support HEIs to revisit their strategies including United Nations 
Sustainable Development Goals (UNSDGs), UK Professional Standards Framework 
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(PSF), Organisation for Economic Co-operation and Development (OECD) (Shiel 
et al., 2020).

An in-depth review of the recent changes in the HE sector reveals that unprec-
eded developments have been occurring in HEI sector; one of the main challenges 
is development and implementing IT governance framework at HEI that is designed 
to serve the HEI strategy and objective Adel et al. (2021). This research was con-
ducted based on a systematic literature review covering different data bases. Table 1 
provides an analysis defined the keywords used as categories for publications, 
although since 2021 a number of research papers were published related to IT 
Governance, most of the papers were more towards IT adoption and e-governance 
rather than Sustainable IT Governance. In addition, more of the research papers 
were describing experiences of implementing IT governance frameworks in differ-
ent sectors such as banking, healthcare etc. few research papers tackled catered IT 
governance frameworks for Higher Education Sector.

In this context, the following sections will describe the status of HEIs in terms of 
defining, understanding and implementing IT governance and propose a sustainable 
IT governance that is catered for HE sector.

2.1  IT Governance in HEI Context

According to Fernández and Llorens (2009), HEIs are required to implement IT 
governance to support the overall performance of the HEIs. In similar context, 
Ngqondi and Mauwa (2020) highlighted the need of establishing a full-fledged IT 
governance frameworks in HEIs, as currently HEIs does not have a systematic gov-
ernance and described as fragmented. In terms of sustainability, COVID-19 pan-
demic has demonstrated the requirements of well- established ICT infrastructures 
specifically in the education sector AlDhaen et al. (2022). HEIs located in countries 
in the Gulf Region such as Kingdom of Bahrain, Saudi Arabia, United Arab Emirates 
and Oman are evaluated systematically by quality assurance bodies that assesses the 
IT infrastructure and capacity building, these quality assurance bodies evaluates the 
HEIs to assure that they are adequate and sustainable. The role of quality assurance 
is vital for sustainability of operations for instance Sofyani et al. (2020) highlighted 
the need for IT governance to support service quality at HEIs. In similar context, 

Table 1 Keywords used as categories for Systematic Literature Review Published 2021

Categories Research paper

IT Governance Frameworks 63 research papers
IT Governance Frameworks in Education 
sector

38 research papers

IT Governance for sustainable performance 20 papers

Sustainable Information Technology Governance for Higher Education Institutions…
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Adel et al. (2021) elaborated on the importance of HEIs Quality Assurance respon-
sibility which covers a number of IT governance requirements that lead to sustain-
able performance.

According to Shi and Hoskisson (2021), understating and managing governance 
in HEIs requires a number of dimensions including rational decisions, involvement 
of stakeholders in decisions, innovative decisions and clear understanding of the 
objectives. In this context, Divjak (2016) stated that governance in HEIs is becom-
ing more complex and demands a number of characteristics to be implemented 
including digital transformation. Fattah et al. (2021) stated that in order to develop 
an effective IT governance structure, alignment with the HEI strategy must be con-
sidered, in similar context; researchers highlighted that one of the main challenges 
of the HEIs while developing strategies is lack of information management and 
knowledge sharing Stone et al. (2018) which does not align the main strategies with 
the stakeholders needs including policy-makers and governance. Furthermore; De 
Freitas Langrafe et al., 2020) investigated the need to develop HEIs strategies in line 
with stakeholders needs through engaging stakeholders in the process of develop-
ment which is vital for activating the actual strategy. In HEIs identification of stake-
holders are normally restricted to alumni, students, parents and employers of the 
graduates, however; there is no clear focus on the internal stakeholders including 
faculty, staff and practitioners including system developers who manage IT gover-
nance. Therefore; it is serious area to be considered by HEIs leaders while setting or 
revising their strategies. A number of research studies stated that HEIs required 
innovative decisions activated by IT governance, these decisions are normally sup-
ported by transformative leaders practicing decentralized decision making Owusu- 
Agyeman (2021). Similarly, Lašáková et  al. (2017) stated that disengagement of 
relevant stakeholders in the development process such as policy makers and mem-
bers from the industry leads to lack of innovation in decision making that could not 
be transformed or digitalized.

Leal Filho et al. (2021) reflected the importance of leadership and clear organi-
zational structure guided by a number of automated policies and procedures to sup-
port sustainable governance. It is clear that there is a relationship between strategy 
development and IT governance to support effective and sustainable IT governance 
leading to effective HEI performance. Furthermore; a number of research papers 
were published urging HEIs to reconsider a number HEIs strategies to be sustain-
able and tackles environmental changes AlDhaen and Mahmood (2020) including 
UNESCO stated that HEIs needs to re-consider a number of actions to assure sus-
tainability which includes IT infrastructure and governance.

United Nations strategies are emphasised on the provision of lifelong learning 
for all goes hand in hand with emphasis on assuring individuals’ access to quality 
education. The need for better trained educators, access to improved learning mate-
rials, time for onsite active engagement in learning activities between learners and 
their educators, pedagogical renewal, inclusive and well-designed curricula, nurtur-
ing learning environments and better governance was identified as necessary for 
quality education in schools (UNESCO, 2015). HEIs need to revisit its strategies 
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Table 2 Summary of Research Studies relates strategy with IT Governance for Sustainable 
Performance

Author(s) Key aspects

Lašáková et al. (2017)
Owusu-Agyeman (2021)
Shi and Hoskisson (2021)

Innovative strategic decisions

Leal Filho et al. (2021)
AlDhaen et al. (2022)
Alaali (2022)

Leadership

Stone et al. (2018)
AlDhaen et al. (2022)

Information and knowledge management

Lašáková et al. (2017)
Shi and Hoskisson (2021)
De Freitas Langrafe et al. (2020)

Stakeholders engagement

Leal Filho et al. (2021)
Fattah et al. (2021)

Policies and organizational structure

AlDhaen et al. (2022)
AlDhaen and Mahmood (2020)

Digital transformation and sustainability

with IT inclusion in order to be able to achieve UN strategies. Table 2 illustrate a 
summary of areas research studies relates strategy to IT governance.

2.2  Definition of IT Governance

According to Webb et al. (2006) there is still lack of clarity of IT governance, across 
the years the definition of IT governance developed by researchers however; it is 
still unclear to some of the context such as HEIs. Ajayi and Hussin (2018) stated 
that HEIs are still unable to have a clear definitions of IT governance and in most 
cases it is the use of IT infrastructure or tools rather that a governance framework 
that governed the strategy supported by policies and procedures. Fattah et al. (2021) 
argued HEIs to have a full-fledged IT governance that supports the implementation 
of its planned strategies. Based on the current literature, multiple definitions were 
identified with regard to IT governance however; the question that is a raised if these 
definitions are clear and suitable for HEIs considering the dynamic nature of HEIs. 
Therefore; the following table identifies the published definitions in relations to IT 
governance by scientific authors as well as professional standards Table 3.

2.3  IT Governance Frameworks

Across the years, a number of researchers identified theoretical IT governance 
frameworks that was applied by HEIs and found effectively (Peterson, 2004; Van 
Grembergen, 2000; Weill & Ross, 2004). In the business world, IT governance 
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Table 3 Definition of IT Governance (Authors and Professional Standards)

Author/Standards Definition

Van Grembergen 
(2000)

IT governance is identified as structure of relationships between a number 
of processes and procedures within the organization to support generating 
reports to direct the organization towards assessing its performance

Weill and Ross 
(2004)

IT governance is identified as specifying right decisions with 
accountability to encourage desirable behaviour in the use of IT

Peterson (2004) IT governance identified as distribution of roles and responsibilities among 
various stakeholders as per the organizational structure, supported by rules 
and regulations to support IT decision making

ISO/IEC 38500 
(2008)

IT governance is identified as cooperate governance of Information 
Technology that supports communication and decision making. The 
framework involves evaluating IT to support the organization performance

De Haes and Van 
Grembergen (2009)

IT governance is identified as set of processes, structures and governance 
rational mechanisms aligned with IT to support the organization to 
generate reporting for decision making

Higher Education 
Authority (2015)

IT governance is identified as a framework sets out policies and 
procedures, supported by governing body responsibility and overseen in 
terms of compliance by working with the HEI to resolve governance issues

Huda et al. (2018). IT governance is identified as a framework covering IT Steering 
Committee with involvement of leadership in setting strategies and clear 
measures for organizational performance supported by communication 
mechanisms.

IT Governance 
Institute (2021)

IT governance is identified as an element of corporate governance with a 
main objective is to support the overall business to perform effectively by 
aligning the organization strategies with the IT governance

frameworks were developed and commonly used for business sector. Despite the 
number of IT governance frameworks in place HEIs are still facing a risk of failure 
in terms of reacting to environmental changes such as COVID-19 and was not able 
to overcome a number of challenges due to lack of rationality leading to decision 
making. According to Meçe et al. (2020) IT governance framework could be only 
effective if the HEIs are mature and; therefore, there is a need to assess HEIs level 
of maturity against the adapted framework prior to implementation. Table 4 illus-
trates IT governance frameworks and its elements that are commonly used in the 
Business section and adapted by HEIs.

3  Proposed Sustainable IT Governance Model Catered 
for HEIs

Dey and Sobhan (2011) called for development of e-governance framework for 
HEIs that is catered to support HEIs to achieve their strategies and maintain efficient 
and effective performance. The e-governance framework was developed taking into 
account stakeholders feedback and digitalizing a number of procedures and process 
towards quality education. It is clear from the previous studies that HEIs requires a 
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Table 4 IT Governance Frameworks

IT governance frameworks Framework elements

Committee of Sponsoring 
Organizations of the Treadway 
Commission (COSO) (1985)

The framework is designed covering governance and cultural, 
integrity and ethics, strategic objectives performance measures, 
review mechanism and quality of information generated.

Software Capability Maturity 
Model (CMM) (1986)

The framework is designed covering initial, repeatable, defined, 
managed and optimising stages

Information Technology 
Infrastructure Library (ITIL) 
(2000)

Th framework is designed with a focus on IT service strategy, 
design, transition, operations and fundamental business 
improvements

Factor Analysis of Information 
Risk (FAIR) (2005)

The framework is design with a focus to assist the organization 
in quantifying the level of cybersecurity and risk mitigation

COBIT (ITGI, 2007) The framework is focused on people, policies and frameworks, 
processes, organisational structure, culture, ethics and 
behaviour, information, services, infrastructure and applications 
and people, skills and competencies

Governance, Risk and 
Compliance (GRC) (2007)

The framework is designed covering governance, aligning 
processes, risk mitigation and compliance

ISO/IEC 38500 (2008) The framework is designed with principles including defined 
responsibilities, make acquisitions for valid reasons, assess 
performance and ensures compliance

King Code of Governance 
Principles (King III) (2009)

The framework is designed covering leadership, sustainability 
and good corporate citizenship

unique or customized IT governance framework to support HEIs. As stated by Meçe 
et al. (2020) that IT governance in HEIs is vital however; it required HEIs to be 
mature in order to be able to implement an effective IT governance. A key element 
for maturity is to ensure that the HEIs is having a clear strategy guided by governing 
policies and procedures with clear channels for monitoring its implementation.

In the similar context, Waema and Mitullah (2007) stated that e-governance and 
the utilization of IT governance in HEIs supports identification potential risks that 
is related to financial risks, which was one of the major challenges faced by HEIs 
during COVID-19. Therefore; HEIs are urged to establish and implement IT gover-
nance frameworks that will guide sustainable operations. One of the major chal-
lenges faced for implementing e-governance is lack of information and information 
management Alam et al. (2008), which is one of the common challenge in HEIs, 
information management and knowledge sharing is one of the key challenges in 
HEIs that is usually impacts on multiple operations including strategic decision 
making Stone et al. (2018).

Studies were published investigating IT governance in HEIs by applying com-
mon frameworks such as COBIT Julianti et al. (2021). All the studies are calling for 
alignment between the IT governance with the HEIs strategies, performance mea-
sures, policies and procedures that should be guided by effective academic leader-
ship with clear levels of accountability and engagement of different stakeholders.

COVID-19 pandemic is the wake-up call for HEIs, universities around the world 
are required to transform and consider digitalization. Hueske and Pontoppidan 
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(2020) highlighted that HEIs are required to embed sustainability in management 
education which includes all governing strategic directions. Therefore; the proposed 
IT governance model, propose to anchor sustainability as part of strategic directions 
and governing policies and procedures.

3.1  Sustainable Strategy and Performance Measurement

Alignment between HEIs strategies and IT strategies is vital, a number of research-
ers called for digital transformation for sustainable education Goni et al. (2013). In 
similar context, De Oliveira et al. (2020) stated that UNSDGs commitment supports 
HEIs strategies and ensures that there is sustainable performance therefore; HEIs 
are urged to consider aligning their strategies with UNSDGs. Furthermore; Fuchs 
et al., 2020) investigated the relationship between alignment of UNSDGs and HEIs 
strategy development and concluded that detailed performance measurements need 
to be set with clear identification of monitoring bodies to assure effective and sys-
tematic implementation, the use of Balance Scorecard was found useful as aligns 
key processes and defines accountability.

In other hand, Findler et al. (2019) stated that HEIs sustainability requires uni-
versities to reconsider the strategies to be focused on Green Plan, which requires the 
digital transformation with clear and systematic measures. In similar context; 
AlDhaen and Mahmood (2020) proposed a set of clear performance measures 
towards sustainable strategic decision making for HEIs covering the three core 
functions of HEIs teaching, research and community.

Merchan-Lima et al. (2021) stated that Information Security Management (ISM) 
was considered one of the main challenges to HEIs in the United Kingdom, there-
fore it was suggested that HEIs revisit their strategies with considering IT gover-
nance frameworks such as ISO, COBIT and ITIL to support HEIs sustainable 
performance. In addition, Addo et al. (2021) investigated risk management is HEIs, 
and stated that HEIs that were able to overcome COVID-19 had a well-established 
sustainable strategies guided by IT governance frameworks such as ISO to enable 
accuracy of reporting that enabled efficient decision making. Furthermore, Mourad 
(2017) highlighted the need to integrate quality assurance as part of the implementa-
tion and stated that QA acts as a driver for the implementation of the strategy by 
quality assuring the data and information which leads for efficient decision making. 
Therefore,HEIs need to re-visit their strategies with alignment with UNSDGs to 
ensure sustainability and impact to the society with clear measurement that is sys-
tematic. This chapter propose sustainable strategy and performance measurement to 
be part of the IT governance for HEIs are it is expected to lead to systematic report-
ing, accuracy of data that will lead to sustainable strategic decision making.
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3.2  Leadership and Organizational Effectiveness

Leadership is one of the most important aspects for transformation specifically for 
organizations that are going through transformational phase Al-Ghanem et  al., 
2020) . According to Waheed et al. (2018) leadership behaviour is found crucial for 
maintaining effective IT governance framework. Leadership support of digital 
transformation is important. It was proven that HEIs normally takes decisions at 
centralized manner rather than decentralized, however; with the requirements of 
quality assurance bodies and accreditation reflection of ownership and accountabil-
ity is required; therefore, IT governance framework allows allocation of authorities 
to support staff engagement in the process to facilitate leaders decision making.

Stone et al. (2020) highlighted the need that more academic research need to be 
conducted in relation to the use of information technology and information manage-
ments in HEIs that could be useful to engage faculty and practitioners in the process 
of taught leadership. In similar context, Parnell et  al. (2017) emphasised on the 
importance of leaders in supporting practitioners in order to generate reliable and 
quality assured reports leading to decision making. Furthermore; Ali and Anwar 
(2021) stated that strategic leadership is important for establishing a clear structure 
And Drive Motivation To The Employees Which leads to sustainable competitive 
advantage.

Various research studies were conducted calling for distributed leadership Van 
Ameijde et  al. (2009), distributed leadership could be simply identified through 
clear IT governance framework that supports providing restricted approval channels 
and authorities that is considered accountable leadership. From the above men-
tioned research studies it is clear that leadership and organizational effectiveness is 
it vital and supports the implementation of the IT governance framework and hence 
it is expected to lead to sustainable performance.

3.3  Stakeholder Engagement

Shi and Hoskisson (2021) emphasised on the need to involve stakeholders while 
developing strategy and hence IT governance. Once of the major challenge that was 
identified in the literature that HEIs does not align the IT governance to the strategy 
and therefore they are not streamlined to serve the same objective. In similar con-
text; Pham (2019) highlighted the need to have deep engagement with stakeholders 
and identify the needs of the users in order to set a clear strategy and IT governance 
framework that is sustainable and effective.

During COVID-19 multiple research studies were published calling for engaging 
stakeholders to revisit the HEI strategies. For instance Gonzalez-Perez et al. (2021) 
stated that HEI must have a clear process to manage stakeholders. Furthermore; 
Ramganesh et  al. (2017) investigated the importance of development mobile- 
governance (m-governance) in HEIs based on stakeholders needs, the study 
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concluded that stakeholders demonstrated satisfaction with the HEI decisions taken 
based on the stakeholders engagement.

According to Cheng et al. (2021) most of HEIs focus on external stakeholders 
such as employers, alumni and industry-partners. However, the internal stakehold-
ers are normally restricted to executive management or faculty members, the admin-
istrative staff or IT practitioners in most of the cases are not part of the strategy 
development or IT governance framework team. Therefore,streamlining the HEI 
strategy with IT governance framework may not be effectively applied as the stake-
holders were not effectively engaged at initial stage.

From a quality assurance point of view, stakeholder input is important to support 
quality evaluation and decision making. Quality assurance, international accredita-
tion standards and ranking requirements appreciates stakeholders’ engagement in 
the review and planning processes including re-engineering of processes to be digi-
tally transformed. In this regard, it is clear that stakeholder engagement is consid-
ered one of the proposed major component of IT governance framework for HEIs 
with consideration of all relevant stakeholders including practitioners, faculty, IT 
staff, administration, student, alumni and employers as well as any external collabo-
ration which will support capturing stakeholder needs and designing governing 
policies, procedures and processes to serve the stakeholders needs and maintain 
sustainable satisfaction of stakeholders.

3.4  Quality Assurance and Risk Management

During COVID-19 pandemic several research studies were published to discuss 
challenges to maintain quality education. For instance, Rashid and Yadav (2020) 
highlighted that HEIs need to reconsider their strategies to maintain the transforma-
tive educational standards to maintain quality of education. Similarly, AlDhaen 
et al. (2022) stated that a number of policies and procedures need to be established 
or revisited to maintain ethical standards in HEIs. In addition, García-Peñalvo 
(2021) stated that despite HEIs included digital transformation in their strategies 
plans prior COVID-19, it was evident that digital transformation was compromised 
and unmatured. In similar context, Kang (2021) stated that COVID-19 has helped to 
reshape the education sector and recommended to apply quality assurance processes 
to assess the learning experience and stakeholder satisfaction.

Furthermore, Kagoya stated that HEIs needs to revisit their strategies to consider 
digital transformation to be sustainable with clear identification accommodating 
quality assurance processes to maintain quality education standards. In the other 
hand, risk management was one of the main challenges faced by HEIs during 
COVID-19, the risk is associated with number of student intake, drop out, financial 
stability . For instance, Gotangco et al. (2020) highlighted that HEIs are facing a 
number of factors that causes risks and; therefore, HEIs must have an established 
governance supported by clear strategy and quality management system to support 
sustainable HEI performance.
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In similar context, Kryvytska et al. (2021) declared that HEIs need to consider 
communication strategy followed by multiple policies and procedures that is quality 
assured. The communication strategy should communicate operations and budget to 
support sustainable management. In other hand, Soobaroyen et al. (2019) stated that 
quality audits support mitigating risks and maintain sustainable performance. Ntim 
(2017) proposed a clear governance framework to support identification of risk to 
maintain sustainable management which includes systematic audits, revisiting strat-
egies, governing policies and procedures with clear and systematic quality measure-
ments to ensure smooth implementation.

From the above-mentioned literature, it could be seen that there is a clear rela-
tionship between quality assurance and risk management which is a major chal-
lenge in HEIs appeared during COVID-19 pandemic. Therefore, it is proposed to 
include clear quality assurance mechanisms and risk management actions associ-
ated with planned strategies to ensure that strategies are well-implemented and 
transformed as part of the IT governance framework. The quality assurance mecha-
nisms need to be transformed with multiple layers of audit and compliance to main-
tain sustainable HEI performance.

4  Conclusion

This chapter, we suggest that it is time to shift from disruptive to transformative by 
proposing a new IT governance framework that is catered for HEIs. Considering the 
nature of operations governed in HEIs, the current business models of IT gover-
nance framework need to be more supportive. It requires HEIs to be matured in 
terms of digitalization of its operations. This is the major challenge in HEIs, this is 
due the focus of HEIs to be mission-driven and delivering the three core functions 
related to Teaching, Research and Community Engagement. HEIs tends to equip all 
its resources to fulfil their missions with neglecting the planned strategies or consid-
ering other priorities apart from digital transformation and setting IT governance.

The main challenge our research reveals is that HEIs lacks a refined IT gover-
nance framework. There is a mixed understanding of the use of technology in teach-
ing and learning to be part of IT governance. Normally ICT infrastructure in HEIs 
is built only to meet the demand of teaching and learning.

The second challenge shows that some of HEIs establish clear IT governance 
frameworks but they were not utilized effectively. This is due lack of designing the 
framework to serve the HEI strategy and engagement of stakeholder (end-users) and 
therefore it does not serve the stakeholders needs therefore it is not utilized effec-
tively in decision making including strategic decisions or identification of risks.

The third challenge is lack of streaming of IT Governance Framework and gov-
erning policies which includes identified structure, authority and approval channels. 
The nature of HEIs are normally designed with a multiple layers of approval chan-
nels with centralized decisions rather than decentralized. This is a major challenge 
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as HEIs need to provide a level of autonomy and accountability which IT gover-
nance framework is expected to resolve this matter for sustainable performance.

Another challenge that HEIs need to consider while developing a sustainable IT 
governance framework is to ensure that there is a regular and systematic profes-
sional development activities. It is essential that the activities need to consider all 
the elements to ensure effective utilization of the governance framework including 
technical professional development sessions and leadership related activities that 
guides leaders to use the sustainable IT governance framework as rational mecha-
nism for measurement, identification of risk and strategic decision making. Indeed, 
organizational cultural and context need to be taken into account while developing/
customizing a sustainable IT governance framework and setting priorities for acti-
vation and implementation phases is vital for sustainable performance.

5  Limitation of This Study

Unfortunately, this chapter propose a Sustainable IT governance framework drawn 
from the literature review and not a tested model. For future work, this model will 
be tested in HEIs and assessed in terms of sustainable performance and 
effectiveness.

6  Future Research Direction

This chapter demonstrated a systematic literature review highlighting various IT 
governance frameworks and determined new elements that could be considered in 
the Higher Education context. This chapter provided basis for future researchers to 
develop a conceptual model that could be investigated further in Higher Education 
with specific elements/dimensions as proposed in this chapter. It is important that 
the authors must consider mission-driven alignment to the proposed IT governance 
model to ensure sustainable performance as well as internal and external environ-
mental factors that may have direct impact on the overall implementation.
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Digital Transformation in Higher 
Education: A Framework for Maturity 
Assessment

Adam Marks and Maytha AL-Ali

Organizations today are operating in a massive, digitally connected world, and their 
stakeholders expect seamless and personalized digital services (Bayler & Oz, 2018). 
Producing and acquiring knowledge has a great importance today. The success of 
organizations and nations highly depends on producing and using information suc-
cessfully. The increased use and production of knowledge places organizations into 
a necessary digital transformation. This digital transformation impacts the core 
components of an organization  - from its operating model to its infrastructure. 
Organizations usually do not transform by choice, more often when they fail to 
evolve and keep up with market changes and technology disruptions 
(Thompson, 2013).

Terms like digitization, digitalization, and digital transformation can be confus-
ing, especially if used interchangeably, however they refer to distinct concepts. 
While digitization is concerned with transforming analog objects into digital repre-
sentations, digitalization is concerned with improving processes by use of digitized 
data and programs, also known as automation. Digital transformation is concerned 
with transforming organizational processes; build new competencies and models 
through digital technologies in a profound and strategic way (Mahlow & Hediger, 
2019). Digital transformation refers to an organizational change realized by means 
of digital technologies and business models with the aim to improve organization’s 
operational performance. It involves much more than implementing a well-chosen 
technology solution, it is a close alignment between information technology and 
business processes that will lead to a substantial outcome for the organization, keep-
ing in mind organizational readiness, change management, and managing key stake-
holders (Norton et al., 2020).
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Chaurasiya, 2020 states “Digital transformation is not only the transformation of 
tool, technologies and process but it is transformation of entire business model. It 
changes the way a business operates and interacts within itself and with external 
world. Business transformation is a change in mind set that business is evolving 
faster than we are adapting”. Digital transformation should have a strategic objec-
tive defined in an operational architecture with business use cases (Chaurasiya, 2020).

Similar to other industries, higher education institutions need to make informed 
decisions, and at times quick decisions to streamline operations, understand their 
customers, service delivery, product development, asset utilization or other opera-
tional areas. Data should be used to discover hidden patterns, and underlying perfor-
mance in specific areas, and influence decisions that yield maximum impact for the 
organization. Legacy systems can result in significant cost and strain budgets. 
Moreover, threats to higher institutions, both online and on campus, present an 
urgent need for security and intelligence about students and staff more than ever 
before. Those challenges cannot be addressed using manual forms and processes. 
Higher education institutions today must integrate digital technologies into their 
business to a much greater extent than before (Marks et al., 2016; Seres et al., 2018).

The impact and magnitude of the COVID-19 pandemic forced many sectors to 
attempt to do business online. Education and higher education institutions across 
the globe had to make quick and important digital transformation adjustments to 
sustain operations. Questions about course delivery, virtual classrooms, seats, 
capacity, conducting exams and assessments, academic integrity, use of web cams, 
capacity and quality of video conferencing, and many other questions were raised. 
Many universities signed up with Zoom, MS Teams, Respondus, and other software 
systems to sustain operations.

Literature in digital transformation maturity and challenges, specifically within 
higher education, and more specifically within developing nations is scarce. This 
study aims to address those identified gaps. Given the importance of higher educa-
tion in today’s information society and knowledge economy, this study is significant 
to higher education institutions, as well as to other stakeholders involved in the 
hierarchy of higher education, including students, educators, researchers, institu-
tions, and government agencies. Digital transformation in higher education, espe-
cially after COVID-19 is seen as inevitable not only to compete, but also to survive 
and sustain key operations.

This research explores digital transformation maturity and challenges within 
United Arab Emirates “UAE”, one of the advanced developing nations in terms of 
IT infrastructure and digital transformation plans. The significance of the study does 
not only stem from the critical role higher education is responsible in educating and 
training future leaders, workers, and citizens; but also from the key role digital 
transformation plays in today’s knowledge economy, which became more evident 
after the COVID-19 pandemic.

The next section of this paper presents some of the literature related to the main 
topic of this study, followed by the research methodology, the discussion, conclu-
sion, and recommendation.
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1  Related Work

Digital transformation is a key element of the fourth industrial revolution. Klaus 
Schwab, the founder of the World Economic Forum (WEF), describes the emer-
gence of the fourth industrial revolution by linking three fundamental factors. These 
are: “Speed: New technologies that are connected to each other and are very versa-
tile move quickly at an exponential speed, triggering each other. Width and Depth: 
Digitization speeds up the industry 4.0. However, the increase in technology diver-
sity in the industry has brought about the change. System Impact: Industry 4.0 is 
expected to undergo a total change as digital industries, companies, and even coun-
tries” (Schwab, 2016).

Digital McKinsey breaks digital transformation into three attributes: creating 
value, optimizing the processes that execute a vision of customer experiences, and 
building foundational capabilities that support the entire structure (Digital 
McKinsey, 2016). Figure 1 shows the three attributes of digital transformation with 
more details.

There are several reasons why organizations undergo digital transformation; 
however, the main reasons are related to the issues of competitive advantage and 
survival. Digital transformation of an organization represents an objective process 
capable at responding to disruption in critical functions and changing organizations 
environments (Schwertner, 2017; Solis, 2017). As in other industries, four elements 
are driving digital transformation in education: customer experience, competitive-
ness, profitability, and agility (Clark, 2018).

Fig. 1 Digital transformation attributes. (Source: Digital McKinsey, 2016)
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The impact of digital transformation transcends technology. Through the process 
of digital transformation, organizations use multiple new digital technologies, with 
the intent to achieve superior performance and sustained competitive advantage. In 
such way, they transform different dimensions of business, such as the business 
model, the customer experience and operations, and simultaneously impacting peo-
ple and networks (Mahlow & Hediger, 2019; Ismail et al., 2017).

Ismail et al. (2017) presents six dimensions to digital transformation, they are: 
Established and accepted organizational digital strategy, Organized agile, and adapt-
able collaborative processes in modern business models; Complete automation of 
business processes; Detailed analysis and research of customers’ decision making; 
Information technology supporting all organizational business processes; Usable 
and relevant data, use of data analytics as a basis for decision making in line with 
the organization’s goals and strategy (Ismail et al., 2017).

Bounfour (2020) talks about four dimensions of digital transformation, namely 
“the purpose”, “degree of strategy”, “speed of strategy”, and “the value source”. 
Table 1 shows those dimensions in more details.

Figure 2 outlines the main sectors that have been disrupted by digital transforma-
tion. Public Sector related entities, including education, are being disrupted now by 
digital transformation. The opportunity for the Public Sector is to learn from the 
previous experiences of other sectors.

In the Middle East and North Africa “MENA” region, the trends of information 
and communications technologies (ICT) are very diverse due to different levels of 
development both between and within countries. This gap can be attributed to dif-
ferent aspects including infrastructure, economic conditions, job market, and lack 
of adequate governance. Nevertheless, nearly all countries in the region are pursu-
ing policies supporting digitalization to further development.

Countries – such as the United Arab Emirates (UAE), and Saudi Arabia, are well 
equipped for further technological development (Göll & Zwiers, 2018). However, 

Table 1 Digital transformation: dimensions, issues, and implications

Dimension of digital 
transformation

Questions for manager (Strategy, 
organization, and business models) Main topics

The purpose of digitation 
strategy

Which analytical methods will be 
selected in the company
What are the spaces for 
development and value creation

Determining and analyzing 
the value creation space

Degree of digitization 
strategy

What is the relative importance of 
platforms?
What kind of typology?
Which governance structure 
promotes innovation?

Defining and analyzing the 
idea of creating new platforms

The speed of digitization 
strategy

How to define innovation offers Fast and systematic 
phenomena

Value sources, creation 
based on digital strategy

What are the sources of value 
creation in digital space

Define the proposed values of 
the digital space

Source: (Bounfour, 2020)
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Fig. 2 Sectors affected by digital transformation. (Source: Deloitte, 2019)

the National ICT Index still shows that those countries still lag behind other devel-
oped economies in terms of Digital Government capabilities (Deloitte, 2019; 
Parlak, 2017).

To address their own economic, social and environmental challenges, several 
governments in the MENA region have launched national transformation plans with 
a focus on enabling ICT and Digital Transformation technologies. Integrating digi-
tal technologies to develop smarter cities and become smarter nations is a key out-
come of their national visions (Deloitte, 2019; Limani et al., 2019).

Globally, higher education digital transformation is highly influenced by govern-
ment policies and institutional development strategies (Walker et  al., 2016). The 
aim of the digital transformation process in higher education is to redefine educa-
tional services and redevelop operational processes. This can be achieved using 
three possible approaches. The first approach involves service-first transformation. 
It focuses on changing and redefining services before making key improvements 
and changes to operations. The second approach is the operation-first transforma-
tion. In this approach, the higher education institution identifies new and amends 
current digital processes, activities and operations. The third approach is service- 
operation combination, involves integrated transformation through systematic inter-
relation of both previous approaches (Sandkuhl & Lehmann, 2017).
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As shown in Table 2, (Petkovics et al., 2014) maps higher education business 
processes into four hierarchical levels: mega processes, major processes, sub- 
processes, activities and tasks. The mega processes include the learning and teach-
ing process, the research process, the enabling process, and the planning and 
governance process (Petkovics et al., 2014).

The Organization for Economic Co-operation and Development “OECD”, 2016 
study provide a similar presentation of higher education business processes and 
example of new digital trends, as shown in Table 3.

• Deloitte presents a Digital Maturity Assessment Framework, using five key 
criteria:

• Does the organization have the right vision and strategy for digital, and the lead-
ership, communications and focus required to support this vision?

• Does the organization have the right talent, skills and knowledge to support its 
vision, products, and services?

• Does the organization have the right processes, controls and digital technologies 
to support the operations of the organization?

• Does the organization have the right technologies and infrastructure as well as 
the ability to develop, manage and deliver?

• Does the organization have the right approach to understanding and communi-
cating with its customers to succeed in a digital environment? (Deloitte, 2019)

Figure 3 visualizes results from Gartner’s (2017) CIO Survey, shows where 
higher education intuitions are in terms of digital transformation. Organizational 
mind-set is what separates the No digital initiative institutions from those with 
Desire/Ambition. This transformation requires a framework that is effectively com-
municated to key stakeholders and decision makers. If employed correctly, digital 
transformation can play a major role in today’s higher education including in the 

Table 2 Overview of mega and major processes in higher education institutions

Learning and teaching process Research process
Study program accreditation Research planning
Teaching process preparation and realization Research preparation
Teaching process outcomes monitoring Research conduct
Teaching process assessment Research outcomes monitoring
Student and teacher mobility realization Research evaluation
Enabling process Planning and governance process
Student administration services Organization management services
Library services Change and business process management
Staff provision and development services Plan development
Finance and accounting services Budget ad funds planning
Marketing, sales, and distribution services Performance assessment
Procurement services

Source: (Petkovics et al., 2014)
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Table 3 Categories of educational services and new digital trends

Categories of educational 
services Examples of new digital trends

Administration Application for enrollments, enrollments for exams, grade 
generation, class schedule

Communication Collaboration platforms, online communication
Teaching and preparing 
lessons

Electronic books, online learning resources

Teaching and learning Online learning
Reviews and examinations Reviewing test and exams, Exam grading

Source: (OECD, 2016)

Fig. 3 Digital transformation maturity in higher education. (Source: Gartner, 2017)

areas of admission tracking, enrollment optimization, and academic advising 
(Gartner, 2017).

The literature shows that digital transformation is usually faced with a number of 
challenges. More often than not, those challenges are not listed in any specific order 
based on criticality, and they are not attached to a specific industry. Challenges 
reported include: the changing customer experience/expectations, resistance to 
change, resistance to technology, lack of leadership support, lack of competency 
and digital transformation skills, failing or poor analytics, lagging and legacy busi-
ness models and systems, poor planning, misalignment with business strategy, tech-
nology and data challenges, lack of clear vision, and digital literacy of stakeholders 
(Maltese, 2018; NV, 2017; Chaurasiya, 2020).

If implemented correctly, digital transformation tools and technologies such as 
Artificial Intelligence (AI), Internet of Things (IoT), big data, block chain, social 
analytics, and cloud services can enhance and change educational system practices, 
especially in a world where students are constantly interacting with technology in 
all other aspects of their everyday lives, digital transformation clearly offers oppor-
tunities for student engagement that are not always available in the fixed environ-
ment of the classroom (Al Tamimi & Company, 2019; Xiao, 2019).
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Seres et al. (2018) discuss four ways where digital transformation may change 
how education looks in the future, namely smart content, differentiated and person-
alized learning, global and remote learning, and administrative efficiencies.

In the area of “Smart Content”, digital transformation can be attained through 
e-books, new learning platforms, virtual content such as video lectures and confer-
ences, electronic curricula, distributed educative information across devices. 
Similarly, in the area of “Differentiated and Personalized Learning”, digital trans-
formation can be attained through personalized electronic tutoring customized to 
the learning styles and particular needs of the student. The traditional curriculum is 
designed to suit as many students as possible. For students in the top 10 percent and 
the bottom 10 percent, AI for example can be used to provide testing and feedback 
to those students to give them challenges they are ready for, identify gaps in knowl-
edge and re-direct them to new topics when appropriate.

In the area of “Global and Remote Learning”, digital transformation can facili-
tate learning from anywhere and at any time. Furthermore, it can be used to support 
students with homework and exam preparation remotely with advanced tutoring and 
study programs.

Last, in the area of “Administrative Efficiencies”, digital transformation can sup-
port higher education to shift from wondering about the future into predicting, fore-
casting, and shaping the future; making proactive and informed decisions and taking 
action based on that information. Digital transformation can support universities in 
using conventional and unconventional (unstructured), internal and external data to 
discover hidden patterns underlying performance in different areas, track admis-
sions, optimize enrolment, manage grants, enhance academic advising etc. Digital 
transformation can help higher education institutions to know what is happening 
(descriptive analytics), what is likely to happen in the future (predictive analytics) 
and to examine trends, causes and likely forecasts and use that information to make 
decisions (prescriptive analytics) (Seres et al., 2018).

2  Methodology

While the importance of digital transformation is recognized, data about digital 
transformation maturity and challenges is scarce, especially in developing nations, 
and specifically within higher education. This study explores digital transformation 
maturity level in Higher Education Institutions in UAE higher education. The study 
uses a new framework that is based on the Petkovic’s 2014 mega and major pro-
cesses mapping, and-maturity assessment framework. The researchers believe that 
Petkovic provides a balanced and comprehensive classification of higher education 
business processes using four hierarchical levels: mega processes, major processes, 
sub-processes, activities and tasks. Unlike other classifications, the Petkovic’s clas-
sification does not contain overlapping, ambiguous, and repetitive processes. The 
researchers also believe that digital transformation maturity criteria listed in the 
maturity assessment framework by Deloitte are comprehensive, tangible, easy to 
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understand and reflective. Based on the above, the combination of both models pro-
vides a good starting point for higher education institution to assess their digital 
transformation maturity level, and identify areas that need improvements. The pro-
posed framework in this study is flexible, customizable, and can support further 
more detailed analysis as required.

The study examines public and private higher education institutions in the 
UAE.  It ranks the criticality of digital transformation challenges using identified 
pattern codes such as the regulatory and business environment, IT infrastructure, 
data governance, affordability and budget constraints, personnel competency and IT 
skills, etc. We consider that the problem identification and related key issues are 
very important in order to achieve successful implementation of digital 
transformation.

The goal of this study is achieved throughout several objectives, beginning from 
the literature study of the state of the art, continuing with the wide-distributed sur-
vey, in-depth semi-structured interviews, direct observation of the researchers, and 
case study. The literature study provided the possibility of identifying and analyzing 
trends related to the topic, while the survey, interviews, direct observation, and case 
study provided the possibility of identification and analysis of trends in the field of 
digital transformation at the national level in public and private higher education 
institutions. This study is a phenomenological research to determine the views of IT 
director and senior academicians on the maturity and challenges of digital transfor-
mation. Phenomenological researches may not reveal generalizable situations, but 
they can provide examples, explanations and experiences that will help to a phe-
nomenon identified and understood better (Yıldırım & Şimşek, 2013; Limani 
et al., 2019).

The survey was conducted in both public and private higher education institu-
tions, targeting IT directors, chief information officers, and senior academicians 
concerned with digital transformation. The survey was sent to 61 individuals. 
Response was received from 52. The questionnaire design and construction consist 
of 15 Likert Scale closed-ended multiple-choice-five-pointer questions. Respondents 
were required to complete the questionnaire indicating the extent to which they 
agree or disagree with the questions. A room for comments for each question was 
also available. The survey questions were divided into three sections; the first sec-
tion measures the respondent’s view on the institution’s level of digital transforma-
tion maturity; the second section verifies the existence/non-existence of key 
elements of digital transformation maturity; and the third section ask about the 
respondents rating of the challenges faced.

Six in-depth, semi-structured interviews were held with IT directors, and another 
four interviews were held with senior academic administrators to gain deeper under-
standing of expected value and the challenges faced during digital transformation; 
direct observation was used to verify what people do, rather than what people say 
they do, lastly, a case study was conducted at one of the public universities to vali-
date and triangulate the results of the survey, direct observation, and the interviews.

The importance and the rationale of this research lie in the identification and 
analyses of the readiness of higher education institutions in the UAE to embrace a 
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meaningful and mature level of digital transformation in higher education academic 
processes post COVID-19.

The research results can be used as an important input to the design of new aca-
demic processes that would be more effective, aligned, efficient, and cost-effective. 
Moreover, this study points to the key challenges faced by higher education institu-
tions in the UAE in achieving mature digital transformation, turning data into a 
valuable asset that could be used for prescriptive, corrective and predictive decision- 
making, using a proposed framework to measure digital transformation maturity, 
and pinpoint areas of concern and areas of strength. The research also provides the 
practitioners from the field of digital technologies with the information and knowl-
edge related to their potential market and the related trends.

3  Discussion

In this section, we present the findings of this study, responding directly to the two 
key research questions.

What Is the Level of Digital Transformation Maturity in the Examined UAE 
Higher Education Institutions?
The data collected in this study shows a significant variance between digital trans-
formations maturity level perception reported by the respondents, and the core 
requirements of digital transformation maturity. While more than 80 percent of the 
examined institutions reported a digital transformation maturity level between 
“delivering or harvesting” as seen in Fig. 4, none of them had a comprehensive digi-
tal transformation plan.

A few reported a list of digital transformation initiatives. However, those list of 
initiatives were more aligned with automation not digital transformation, and they 
were mostly initiated to comply with external regulatory requirements by the 
Telecommunication Regulatory Authority TRA. In almost all cases, digital transfor-
mation initiatives had no connection to a return on investment, gained value, or a 
real transformation of a business process. The great majority of cases were con-
cerned with the automation of electronic forms, adding workflow and approvals. 

Less Mature More Mature
0% 0% 18% 67% 15%

No digital Initiative
Desire/Ambition
Designing
Delivering
Harvesting

Fig. 4 Digital transformation maturity reported
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None of the initiatives reported was concerned with analytics, machine learning, 
artificial intelligence, big data and other more-advanced digital transformation 
technologies.

Based on the proposed higher education digital transformation maturity assess-
ment model, it was noticed that most institution focused their digital transformation 
effort in the area of enabling processes, while much less in planning and gover-
nance, learning and teaching, and research respectively (see Table 2). Respondents 
attributed this to the availability of third party systems supporting student adminis-
tration, library services, finance an accounting, etc. Ellucian and Oracle are among 
the main contenders in this area. Systems supporting accreditation, research, and 
curriculum management are relatively new in the market, compared to systems sup-
porting enabling processes. Finally, the data findings shows clearly how critical is 
the role of IT governance in ensuring that all mega and major processes receive the 
needed support. A segmented structure of data ownership can deliver a segmented 
vision that can directly affect digital transformation completeness, effectiveness, 
and alignment.

What Are the Key Digital Transformation Challenges Facing the UAE 
Examined Higher Education Institutions?
The data findings of this study reveals a number of digital transformation chal-
lenges. While some of the reported challenges are consistent with some of the chal-
lenges reported in literature, some of the challenges listed were specific to the UAE 
higher education (Table 4). Table 5 lists digital transformation challenges in UAE 
higher education, as reported by the respondents.

3.1  Holistic Vision

The data supported findings of this study show that the most critical challenge fac-
ing digital transformation in UAE higher education is the lack of a holistic digital 
transformation vision. The data reveal that none of the examined institutions had a 
stand-alone digital transformation vision or plan. Two public universities had list of 
key performance indicators to satisfy TRA requirements. Most of the other institu-
tions worked on a list of ad-hoc automation initiatives, mainly driven by IT person-
nel. In several cases, redundant processes and shadow systems were identified. 
Some of the respondents reported confusion about digital transformation owner-
ship. Several IT directors, chief information officers, and academic administrators 
did not believe that they are responsible for digital transformation. IT directors and 
chief information officers expected academic administrators to identify, initiate, and 
prioritize what processes should be digitally transformed, while academic adminis-
trators viewed digital transformation as a technical process that should be driven, 
initiated, and prioritized by IT directors and the chief information officers. Some of 
the respondents viewed digital transformation as a joint responsibility that lacks 
proper monitoring, initiation, and management.
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Table 4 DT maturity reported by mega and major process

Higher education mega and major processes DT maturity

Learning and teaching processes
Study program accreditation 32%
Teaching processes preparation and realization 74%
Teaching process assessment 22%
Student and teacher mobility realization 38%
Enabling processes
Student administration services 92%
Library Services 86%
Staff provision and development services 65%
Finance and accounting services 83%
Marketing, sales, and distribution services 56%
Procurement services 83%
Research processes
Research planning 36%
Research preparation 32%
research conduct 18%
Research outcome monitoring 18%
Research evaluation 24%
Planning and governance processes
Organization management services 54%
Change and business process management 42%
Plan development 64%
Budget and fund planning 88%
Performance assets 36%

Table 5 DT challenges in UAE higher education

Digital transformation challenge

Wholistic vision 76%
Personnel competency and IT skills 54%
Data structure, data processing, and data 
reporting

52%

Redundant systems 42%
Third party reporting systems 42%
Manual entries (middle man) 38%
Potential use by customers 28%
Regulatory and business environment 16%
Social and economic impact 12%
Privacy and security concerns 4%
IT infrastructure 3%
Affordability and budget constraints 2%
Other capability constraints 1%
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3.2  Personnel Competency and IT Skills

The second critical challenge of digital transformation reported was the lack of criti-
cal IT skills. IT Personnel in the UAE are mainly comprised of Asian expatriates. IT 
personnel lack previous experience in the higher education sector, and support 
English-based systems, English-based curricula, and operations. Similarly, many IT 
managers and directors did not have prior higher education or technical experience, 
which is critical in establishing a holistic digital transformation vision and plan.

Respondents reported systems that were not used, while annual license is regu-
larly paid; in-house developed systems that were redundant; IT governance, that 
was not established, requests for new systems driven by individuals based on famil-
iarity; segmentally initiated digital transformation decisions; poor and underdevel-
oped automation efforts that did not create any real value for the institution or 
provide services with customer –centric view.

Given the profile of the workforce in the UAE, this digital transformation chal-
lenge is more specific to the UAE higher education environment. Experience with 
systems such as Banner, people soft, campus solution, etc. is more difficult to attract 
in the MENA region compared to the US and Europe. With few exceptions, many 
universities are supporting critical operations, including admission, registration, 
advising, scheduling, and graduation with personnel that have had no prior experi-
ence with those systems or higher education.

3.3  Data Structure, Data Processing, and Data Reporting

The Third critical challenge reported was data structure, processing, and reporting 
(input-process-output). This challenge can be linked to the second reported chal-
lenge, as it is also more pertinent to the UAE higher education environment.

Because of the lack of fundamentals such as an IT strategy, IT governance, and/
or data governance, data structures and key codes were not setup correctly, and key 
modules were not utilized. For instance, one institution used Banner Student 
Information Systems “SIS”, but did not utilize Banner workload module. Instead 
built a stand-alone system to manage faculty workload. No one knew that a small 
number of forms need to be populated and a fully integrated module will be avail-
able in a more efficient way.

Inconsistent college codes, program codes, major codes, etc. used across differ-
ent creating inconsistent data outputs that is very difficult to verify. Business rule 
codes were also not well defined, organizations ended up with problems in critical 
academic, business, and financial areas, including major out of balance issues. Data 
reporting relied heavily on data extraction and ad-hoc (backend) queries and report-
ing. System built-in reports were limited or short of customer’s specific needs; 
keeping in mind that most systems are made to align with the US higher education 
environment including Ellucian, Blackboard, Leepfrog, CurriCUNET, Taskstream, 
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Oracle, etc. This variance in input-processing-output created a major hurdle for 
integration, consistency, and reporting, resulting in failure to create value and enable 
an effective digital transformation strategy.

3.4  Redundant Systems

The fourth challenge facing higher education institutions in UAE was the existence 
of redundant systems. As referred to earlier, due to the lack of proper IT and data 
governance, several organizations did not have a proper system/software acquisition 
process in place, subsequently resulting in systems, functions, and data overlap and 
redundancy, creating major challenges for integration and data consistency, reliabil-
ity, integrity, availability, timeliness, and confidentiality.

3.5  Third-Part Reporting Systems

The fifth challenges cited by higher education institutions attempting to digitally 
transform their processes was the existence of several external reporting agencies/
systems that require different data sets, formats, and requirements, including differ-
ent accreditation reporting systems, and other compliance reporting systems.

Several institutions felt that need to manually extract the required data from dif-
ferent internal systems, then format the data sets as required for reporting purposes. 
Microsoft Excel formatted files are widely used to support this function.

3.6  Manual Entries (Middle Man)

Because institutions were required to report to multiple external entities using third- 
party reporting systems, a lot of data extraction, data manipulation, data formatting, 
and data entry was taking place; in several cases the people responsible for data 
extractions from the organization’s different systems, were completely different 
from those making manual entries into third party systems, potentially leading to 
system and data and submission errors.

3.7  Potential Use by Customer (Adoption)

The seventh challenge facing higher education institutions in UAE was the potential 
use by customers. Several respondents cited resistant to change, resistant to technol-
ogy, buy-in, awareness, and training as leading causes for adoption challenges. 
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Some of the respondents stated that processes were detached from systems causing 
loopholes, delays, redundancy, and errors. Other respondents cited off-the shelf sys-
tems as generic, while others did not support in-house developed system by IT 
personnel, and viewed them as temp-cheap solutions, driven by the insecurity of IT 
personnel to guarantee their jobs.

3.8  Regulatory & Business Envirnment

The eighth challenge extracted from the data set was the regulatory and the business 
environment. Private institutions felt more at liberty than government institutions in 
this category. This is natural, given that government institutions receive full funding 
from the government, and the government audits their books. In addition, the 
Telecommunication Regulatory Agency TRA has its own protocols and require-
ments that must be observed, including what data can or cannot be on the cloud. The 
purchasing process in government institutions also has its own special requirements 
that may linger or hinder the process of acquiring certain IT assets that would sup-
port digital transformation.

3.9  Social and Economic Impact

Although was only cited by 12% of the respondents, the ninth challenge of digital 
transformation was concerned with the social and economic impact. Some higher 
education institutions reported that some of the digital transformation initiatives 
were not rolled out due to social concerns about how the institution will be viewed, 
including cases where different genders may have direct communications or use of 
web cams. Many institutions stressed the importance of showing respect of the UAE 
culture and norms as one of the main factors for attracting UAE national students.

3.10  Privacy & Security Concerns

Only cited by 4% of the respondents, privacy and security concerns was cited as the 
tenth challenge to digital transformation. Some universities did not feel that their 
hardware, security, and network was not ready to manage potential security threats 
that could come with the expansion of their digital infrastructure.
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3.11  IT Infrastructure

While the majority of respondents viewed their universities IT infrastructure as 
mature and ready to support digital transformation, 3% of the respondents expressed 
concerns about the full readiness of their IT infrastructure in its entirety, and reported 
it as the eleventh challenge.

3.12  Afforability and Budget Constraints

Surprisingly only 2% of the respondents reported affordability and budget con-
straints as the twelfth challenge facing digital transformation in their organizations. 
Understandably, those were from small private universities, not government 
universities.

3.13  Other Capability Consraints

The final and the thirteenth challenge reported was reported by only 1%, and it was 
concerned with random capability reasons that were not directly identified, but sim-
ply reported as capability constraints.

The Proposed Higher Education Digital Transformation Maturity Assessment 
Framework
The data findings of this study shows a significant variance between the respon-
dents’ digital transformation maturity perception, and the core criteria of digital 
transformation maturity. Moreover, higher education is faced with a number of digi-
tal transformation challenges. A higher education digital transformation maturity 
assessment framework can provide higher education institutions with guidance, cri-
teria, and an assessment of strength and weakness areas, mapped to mega and major 
process.

The framework proposed in this study combines the mapping of higher educa-
tion processes with the digital maturity assessment framework to create an assess-
ment framework to measure digital transformation maturity in higher education. For 
the sake of illustration, Fig. 5 shows an example where the framework is used with 
equal weight assigned to each mega process and each major processes. Institution 
may choose to assign different weights. The framework acts similar to a scorecard, 
pinpointing areas of strength and areas of weakness across each mega and major 
processes, and across each maturity criterion. Using the example below, it is easy to 
see that the research process and the teaching and learning process are the weakest 
in digital transformation. Users can drill down further to see that research monitor-
ing and evaluation are among the lowest scores. Similarly, one can also see looking 
at the maturity requirements that vision, strategy, and processes, and controls are 
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Higher Educa�on Mega and Major 
Processes

DT Vision, strategy, 
leadership, and 

communica�on (1)

DT Talent, 
skills, and 

knowledge (1)

DT Processes, 
controls, and 

digital 
technologies (1)

DT Technology 
Infrastructure 

(1)

Approach to 
understand and 

communciate with 
customers (1)

Total by 
Process

Learningh and Teaching Processes 
(20) 2 3 1 3 1.5 10.5

Study Program Accredita�on (5) 0 0.5 0 1 0 1.5
Teaching processes prepera�on and 

reliazi�on (5)
1 1 0.5 1 0.5 4

Teaching process Assessment  (5) 1 1 0.5 1 1 4.5
Student and Teacher Mobility 

Realiza�on  (5)
0 0.5 0 0 0 0.5

Enabling Processes (30) 4.25 4.75 4 5.5 5.5 24

Student Administra�on Services  (5) 0.5 1 0.5 1 1 4

Library Services  (5) 1 1 1 1 1 5
Staff provosion and development 

services  (5)
1 1 1 1 1 5

Finance and accoun�ng services  (5) 1 1 1 1 1 5

Marke�ng, sales, and distribu�on 
services  (5)

0.25 0.25 0 1 0.5 2

Procurement services  (5) 0.5 0.5 0.5 0.5 1 3
Research Processes (25) 1 1 1 2 3 8
Research planning  (5) 0 0 0 1 1 2

Research prepera�on  (5) 0.5 0.5 0.5 0.5 1 3
research conduct  (5) 0.5 0.5 0.5 0.5 1 3

Research outcome monitoring  (5) 0 0 0 0 0 0
Research evalua�on  (5) 0 0 0 0 0 0

Planning and governance processes 
(25) 3.5 3.5 3.5 3.5 5 19

Organzia�on management services  
(5)

1 1 1 1 1 5

Change and business process 
management  (5)

0.5 0.5 0.5 0.5 1 3

Plan development  (5) 0.5 0.5 0.5 0.5 1 3
Budget and fund planning  (5) 1 1 1 1 1 5

Performance assets  (5) 0.5 0.5 0.5 0.5 1 3
Total by DT Requirement 10.75/20 12.25/20 9.5/20 14/20 15/20 61.5/100

Criteria and Score guidelines
Desire/Ambi�on 0
Planning and Designing 0.25- .49
Delivering 0.50.74
Harves�ng .75-100

Digital Transforma�on Maturity Framework for Higher Educa�on

Fig. 5 Higher education digital transformation maturity framework

among the lowest criteria. The framework can help higher education institutions 
track their digital transformation progress and benchmark it regularly. Institution 
can choose to go from mega and major processes into tasks and activities if they 
wish to add more details.
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4  Conclusion

Digital transformation is one of the biggest catalysts of the business environment 
today, and higher education is not excluded from this evolution. It is a move that 
goes beyond the scope of systems and new technologies, while also representing the 
modernization of organization philosophy, purpose, competition, and patterns that 
change with emerging audiences. As the business environment, students, and 
employees change, they do so at an accelerated speed that often exceed an organiza-
tion’s ability to adapt. This disruption causes critical business functions and pro-
cesses to inevitably be exposed within and outside the organization; subsequently 
requiring the restoring of new investments in technology, business models and pro-
cesses to more effectively compete in a continual digital economy shift. Digital 
transformation is an inevitable choice for higher education institutions everywhere, 
especially after COVID-19.

Digital transformation is a process that can hardly be historically compared to 
any other process, as it does not exclude the development levels of different 
countries.

In other words, all countries, regardless of their development level must undergo 
some level of digital transformation; and while in the developed world, the need for 
digital transformation has been reinforced and installed, and organizations and gov-
ernments have developed sophisticated methods for applying digital technology to 
create products or to deliver certain services, and add value, some developing coun-
tries are still attempting to move from desire and ambition to planning, delivering 
and harvesting.

Despite all the talk about digital transformation in developed and developing 
countries, and across all industries, the reality is that digital transformation is only 
as useful as its rate of true implementation and return on investment. Otherwise, 
organizations will not benefit in terms of efficiency, effectiveness, cost-savings, 
competitive advantage, and decision-making.

For a number of decades, higher education institutions globally claimed digital 
transformation maturity, citing students’ information systems, learning manage-
ment systems, etc. The COVID-19 pandemic forced many institutions to use remote 
teaching, disrupting the regular and normal business environment and operations, 
subsequently exposing critical functions and their true level of digital transforma-
tion maturity and challenges.

The UAE is one of the leading developing nations in terms of IT infrastructure, 
and the adoption of new technologies. The UAE government has made significant 
leaps in e-government, e-commerce, e-business, and e-services in general. There are 
several agencies contributing to this advancement, including the Ministry of 
Artificial Intelligence, Smart Dubai, and the Telecommunication Regulatory 
Authority.

Given the importance of digital transformation, higher education, and the role 
they both play in today’s digital/knowledge economy, the aim of this study is to 
examine the digital transformation maturity level and challenges in UAE higher 
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education institutions in the after math of COVID-19, and the need to provide 
remote e-service to students, employees, and other customers and stakeholders.

The first research question is concerned with measuring the level of digital trans-
formation maturity in UAE higher education institution using Deloitte’s digital 
maturity assessment framework, and Pekovitcs mega and major processes mapping. 
The data findings reveal a major variance between the perception and the require-
ments of digital transformation maturity. The examined institutions did not have a 
digital transformation vision, leadership, strategy, plan, champions, processes, con-
trols, approach, communication, or proper return on investment. Many of the exam-
ined institutions viewed their maturity level at delivering and harvesting, when in 
fact they were at either designing or ambition.

In addition, digital transformation was more evident in enabling processes such 
as student administration services, library services, finance and accounting, but not 
as much in learning and teaching, research processes, and planning and governance 
processes.

The second research question is concerned with the digital transformation chal-
lenges. Leading challenges reported included challenges with holistic vision; per-
sonnel competency and IT skills; data structure, data processing, and data reporting; 
redundant systems; third party reporting systems; manual entries; and potential use 
by customers.

The challenges cited by the respondents in this study are not mutual exclusive; in 
fact, they are interrelated in multiple ways. While some of the challenges are more 
critical than others, the combination of those challenges create an environment that 
hinders digital transformation and business success by creating dependency, timeli-
ness, integrity, availability, cost, efficiency, effectiveness, and integration issues.

5  Recommendations

Digital transformation in education is inevitable. Higher education institutions 
should establish a clear vision, policies, strategies, and plans to support mature digi-
tal transformation. Institutions should communicate such policies, strategies, and 
vision, and receive feedback from internal and external customers and stakeholders 
about business process engineering and return on investment. Such plans should 
regularly be evaluated. Institutions should hire digital transformation experts in 
order to align the business strategy with digital transformation. Digital transforma-
tion should not be just another task handed down to IT personnel, or segmented 
among data owners. The difference between automation and digital transformation 
should be communicated, and training and awareness should be provided. A corner 
stone to all of this is to show solid management support to combat resistance to 
change and resistance to technology, and communicate the long term value gained 
from digital transformation. Digital transformation should be extended beyond the 
enabling processes to teaching and learning, governance, and research. Specifically, 
the areas of course, program, and student assessment and evaluation. The proposed 
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framework of this study can be used as a scorecard to assess the digital transforma-
tion maturity in higher education, assisting institutions in pinpointing processes and 
criteria that require further attention.
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Rethinking Education in Arab Countries: 
The Case of COVID-19

Amer Al-Roubaie

1  Introduction

As a key component of human development, education empowers society with 
knowledge and skills that are fundamental for fostering economic growth and sus-
taining development. Education contributes to the stock of human capital and 
enhances capabilities for building scientific and technological capacity for develop-
ment. The digital economy, driven by the Fourth Industrial Revolution, entails spe-
cialized skills and knowledge workers not only to adopt and upgrade technologies 
relevant for the business environment, but also to tap effectively to the global knowl-
edge systems through collaboration and joint research. By unleashing the creative 
power of young people, education enlarges the ability of the economy to create high 
value-added goods and services. To this end, education increases the society welfare 
by promoting understanding, alleviating poverty, reducing inequality, and strength-
ening the principles of justice, equity and freedom.

In most Arab countries, the quality of education remains low to increase produc-
tivity and support rapid socio-economic of transformation. The average income per 
person in the Arab world is half of the world average reflecting the failure of mac-
roeconomic policies to strengthen the economic fundamentals and diversify produc-
tivity. Investment in education is critical for improving the economy capabilities to 
absorb knowledge, acquire technology, disseminate information, and diffuse inno-
vation. Achieving these objectives entail Arab countries pursue new model for 
learning not only to improve the quality of education, but also to link to the global 
educational system so that to encourage knowledge transfer and prepare students 
for joining the twenty-first century economy. The model should focus on building 
digital infrastructure as well as set up monitoring and evaluation system to ensure 

A. Al-Roubaie (*) 
Ahlia University, Manama, Bahrain
e-mail: aalroubaie@ahlia.edu.bh

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
M. Alaali (ed.), COVID-19 Challenges to University Information Technology 
Governance, https://doi.org/10.1007/978-3-031-13351-0_4

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-13351-0_4&domain=pdf
mailto:aalroubaie@ahlia.edu.bh
https://doi.org/10.1007/978-3-031-13351-0_4


84

quality and efficiency of the educational outcome. Awareness that education is criti-
cal for economic growth and sustainable development underlines the need for gov-
ernment support of educational institutions to increase the knowledge capabilities 
and accelerate scientific and technological progress.

Educational institutions are at the heart of the new economy for being the main 
providers of the inputs needed for technological learning and scientific applications. 
In doing so, universities increase capabilities to adopt to market changes and 
empower the country ability to produce goods and services for both local and global 
markets. Thus, for Arab countries, education is an opportunity to close the knowl-
edge gap and speed up the process of development. Poor countries suffer from low 
productivity largely because they have less knowledge and low level of skills to 
create linkages and diversify output. Low quality graduates, weak governance, and 
inadequate infrastructure are among the important challenges that contribute to 
underdevelopment. Private-public partnership could facilitate the integration of the 
educational system into the national strategy to accelerate the process of knowledge 
creation, innovation diffusion and economic diversification.

The aim of this paper is to shed light on the educational system in Arab countries 
in the aftermath of COVID-19 pandemic. Arab countries allocate large percentage 
of their public expenditures to education; however, the quality of graduates remains 
low to meet market demand for skills and facilitate integration in the digital econ-
omy. In most Arab countries, education is managed and financed by the government 
leaving universities with little autonomy to make independent decisions. Not having 
autonomy imposes constraints on the ability of the university to pursue policies and 
introduce programs that respond to market needs. COVID-19 should be regarded as 
an opportunity to reform the educational system and build capacity for digital lit-
eracy. Investment in ICT technologies is critical for rapid transformation into the 
digital world, and therefore, Arab countries need to develop well-defined strategy 
aimed at increasing connectivity and benefiting from the existing knowledge else-
where. Good governance plays a major role in improving the efficiency and trans-
parency of the educational system.

2  Impact of COVID-19

Worldwide, COVID-19 pandemic has disrupted human activities forcing millions 
of people to work from homes, school children to study online, travelers to cancel 
their trips, and businesses to close. The cost of the pandemic has gone far beyond 
the disruption of market activities to include the outcome of the educational system 
and the negative impact on teaching and learning. Governments around the world 
struggled to cope with budget deficits and financial support for individuals and busi-
nesses aiming at minimizing the impact of the pandemic on market activities and 
people well beings. The pandemic has undermined efforts to respond to such mega 
challenges as poverty alleviation, income inequality, digital divides, and sustainable 
development. Worldwide, governments introduced radical fiscal measures to 
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counter the negative impact of the pandemic on their economies and protect 
individuals and business from job losses and financial bankruptcies. The coronavi-
rus originated in China in December 2019 and has spread across the world infecting 
millions of people in more than two hundred countries.

COVID-19 pandemic has been responsible for unprecedented impact on educa-
tion across the world causing substantial damage to the quality of education, student 
enrollment, governance, and human development. The pandemic has disrupted 
teaching and learning by forcing millions of students worldwide to study online 
from home. Remote education is likely to weaken students’ ability acquiring ade-
quate knowledge and skills needed for harnessing the opportunities of the modern 
technologies and contributing to national development. This has prompted policy 
makers, educators, business leaders, and parents to call for urgent action to address 
the impact of COVID-19 and build back resilient educational system. In low-income 
countries, COVID-19 pandemic has widened the digital divides by forcing millions 
from gaining adequate access to quality education and building capacity for devel-
opment. To protect children health and reduce the risk of the pandemic, countries 
replaced face-to-face teaching with online learning closing in the process educa-
tional institutions. More than 90% of student population worldwide have adopted 
distance teaching and learning to ensure continuity of education and provide stu-
dents with the instruction they need to maintain the quality of learning. However, 
millions of students, mainly in developing countries were not lucky to have access 
to online education due to the lack of connectivity and high cost of electronic devi-
sees, including computers and smart phones. It is estimated that two-thirds of the 
world’s school-age children lack internet access in their homes (United Nations, 
2022, P. 13).

In the Arab world, in addition to the 13 million children are already out of the 
school system due to conflict, the COVID-19 pandemic affected more than 100 mil-
lion learners across the region in 2020. Under such circumstances, COVID-19 could 
offer new opportunity for restructuring the educational system and strengthening 
governance to enhance the quality of education and increase labor market flexibility. 
These countries can take advantage of the power of technology to support both 
teachers and students communicate and discuss urgent matters arising from students 
need for help with their studies. Failure not to act now and realize the benefit of 
technology could have lasting impact on the coming generations. Technology trans-
forms all society’s productive sectors including education to increase the stock of 
human capital by helping students acquiring adequate knowledge and skills for 
labor market.

In the aftermath of COVID-19 and in respond to technological change, the 
educational systems in Arab countries need to undergo radical reforms for the exist-
ing curriculum and teaching pedagogy to ensure that the outcome of education is 
relevant to pathway of the society’s need for integration into the twenty-first century 
economy. Capacity for ICT-supported technologies and connectivity networks 
should be built to overcome the recent limitations of COVID-19 on teaching and 
learning in the school systems. In countries, where digital infrastructure is not ade-
quate to help student access to the school system, distance learning has caused 
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considerable damage to student learning capabilities. Not only the internet and elec-
tricity needed for connectivity and distance learning, but also the cost of electronic 
devices, including laptops and smartphones are beyond many poor students’ finan-
cial ability to acquire them. Lack of adequate facilities, including electricity, inter-
net and electronic computers limit student connectivity to the school system and 
acquire the knowledge fundamentals they need to increase learning capabilities. 
School closures expect to worsen the system of teaching and learning, which may 
force large number of students never returning to schools. Such trends increase 
social and economic vulnerabilities, especially in poor countries where the need for 
dynamic and efficient educational system is essential for the creation of new job 
opportunities, absorption new knowledge, and acquiring new skills.

Educational institutions require paradigm shift that involves modifying the cur-
ricula, changing pedagogy, introducing programs of local relevance, and adapting 
new teaching methods. Universities need to undergo reform and embrace new mod-
els to address the challenges posed by COVID-19 as well as explore new methods 
that can improve the quality of education. Achieving these objectives will require 
universities develop new set of management procedures to strengthen transparency 
mechanisms, review of curricula, diffusion of new technologies, admission criteria, 
and faculty development. In other words, universities need to build capacity for 
greater flexibility not only to respond to the challenges of COVID-19 pandemic, but 
also to solve the managerial, financial, technological, and quality assurance 
related-problems.

3  Digital Technologies

In the digital age, communication and access to external knowledge and informa-
tion has become available for all users. Taking advantage of the information age 
requires nations increase readiness by building ICT infrastructure and improve digi-
tal literacy for strengthening global linkages and providing access to global mar-
kets. ICT technologies offer new opportunities for nations to enhance educational 
capabilities and foster technological learning. Furthermore, ICT networks can be 
used as a powerful public relation apparatus for health and the fight against 
COVID-19. E-health services have been widely used in the management and deliv-
ery of medical services across many countries worldwide. In this regard, students 
become an important channel for knowledge transfer and information dissemination 
into their communities. Thus, poor communities should take advantage of the new 
technologies as a public relation policy to educate the public about the risk of 
COVID-19 pandemic and its impact on people’s health. In the coming decades, 
rapid increase in population, especially in Arab countries and Africa, and Latin 
America, is expected to increase the demand for higher education. Technology 
could provide an opportunity for large number of students in these countries to 
access to global education and build capacity for development in their home coun-
tries. One important advantage of ICT technologies is being able to connect large 

A. Al-Roubaie



87

number of people across large geographical areas. In early 2020, for example, just 
weeks after the novel coronavirus was first observed, a group of leading public 
health experts and epidemiologists at the Jameel Institute launched an online 
COVID-19 course. The course enrolled more than 140,000 people around the world 
as they learned how to gain a deeper understanding of COVID-19 and its spread 
(World Economic Forum, 2022a).

Despite of the fact that technology has been used in other sectors of the economy, 
its impact on teaching and learning was very limited. Technology can help schools 
to scale up standardized instructions, provide students with new opportunities for 
practice, and increase student engagement. Furthermore, in today changing circum-
stances where COVID-19, rapid population growth, climate change, and factor 
mobility are likely to affect learners access to schools in different locations. 
Technology bridges the distance gaps, which allow students to interact with their 
schools without loss in quality due to unexpected circumstances. Implementing 
such projects entails investment in ICT infrastructure to increase connectivity and 
support student access to educational services both at home and abroad. Technology 
has been changing the methods of teaching and learning by providing online access 
to teachers and students to communicate, collaborate, and discuss problems. 
However, technology is a tool for facilitating communication but cannot be a substi-
tute for face-to-face teaching. Unlike class attendance, online teaching does not 
provide fair assessment of student efforts and contribution to class outcome. As a 
supplement, online teaching can be of great benefit for those students who are inter-
ested to expand their knowledge-based learning.

Building capacity for ICT infrastructure is critical for overcoming the challenges 
facing the educational system worldwide in the aftermath of COVID-19 pandemic. 
ICT provides access to teaching learning through various electronic devices so that 
to ensure connectivity and protect students against school closure and health haz-
ards. Linkages to the library system, external sources and communication among 
students and their teachers are among the important advantage of ICT. These tech-
nologies have the capacity to empower students through access to resources they 
need to improve their quality of learning as well as allow them to communicate with 
students across the globe. In other words, they are enablers of human development 
by enhancing all forms of information, exchanging ideas, and discussing issues of 
common interest for finding solutions to solve them. Digital technologies have the 
capacity to help the citizen of the world exchanging ideas and communicating infor-
mation so that to increase awareness about the challenges facing all of us living on 
this planet. Learning about climate changes, population growth, food security, 
renewable energy, health hazards and human rights enhances understanding for col-
lective initiatives to solve problems and sustain development. Learning how to adapt 
to change in the new economy is critical for rapid socio-economic transformation 
driven by the frontier technologies (Al-Roubaie, 2019).

The future labor market, driven by such technologies as artificial intelligence, 
robotics, automation, nanotechnology, and fusion will require students with digital 
literacy, creative thinking, and strong cognitive skills. It will be difficult for nations 
to participate in the Fourth Industrial Revolution and benefit from the new economy 
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without building flexible environment that enables them to adapt quickly to market 
changes. In many countries, access to digital and electronic devices remains limited 
to big cities and the elites leaving millions of school children unable to access to 
online education. This hinders the nations’ ability to build capacity for development 
and speed up the process of transformation into the digital economy. The loss of 
young people talent and creative ideas make nations ill-equipped with adequate 
knowledge and skills to respond to the challenges of the twenty-first century. To this 
end, poor quality educational services weaken student capabilities acquiring rele-
vant skills to compete in the digital economy.

ICT technologies empower students to acquire knowledge and develop skills that 
are necessary for promoting innovation and supporting creative activities. Digital 
divides exist among and within countries, impacting basic connectivity to provide 
students the access they need to continue their teaching and learnings. According to 
the World Economic Forum, two-thirds of the world’s school-age children do not 
have an internet connection in their homes (O’Halloran, 2021). Access to learning 
varies among countries depending on the affordability of electronic devices, access 
to the internet and availability of electricity. Students in low-income countries suffer 
from high costs of computers and low connectivity to acquire the quality of educa-
tion needed for their future endeavors.

4  Quality of Education

Education is a key pillar of modern economies, and therefore, nations need to invest 
in education to increase the economy capabilities producing goods and services, 
acquiring new skills, promoting research and development, and creating new knowl-
edge. School closure due to COVID-19 resulted in over 100 million children falling 
below the minimum reading proficiency level (World Economic Forum, 2022b). 
The UNESCO and UNICEF estimates that the economic costs of learning losses of 
the present generation account for $17 trillion in life earnings, or equivalent to 14% 
of today’s global GDP. This cost will be even more devastating on children in poor 
countries where the share of children living in learning-poverty accounts for 53% of 
the student population. If the school closure continues for longer period, this num-
ber to increase to 70% of the total student population. Such lost opportunities for 
teaching and learning widen skills and knowledge gaps among and within nations 
leaving countries far behind (World Economic Forum, 2022c).

More than 200 countries converted their school systems into distance learning by 
forcing students to stay home and use technology as an alternative for face-to-face 
teaching. The closure of the school system by governments is to prevent the spread 
of COVID-19 and to protect the health of children against the pandemic. More than 
90% of educational institutions worldwide adopted distance learning that involved 
computers, smart phones, television, and radio. However, access to technology may 
not be available and affordable to students, especially those in low-income coun-
tries. Access to the internet services and electricity are available for certain hours of 
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the day which may not allow students to follow school schedules. Distance learning 
has shifted education from schools to families and individuals forcing people to rely 
on computers and other electronic devices as an alternative means for learning. The 
World Bank estimate that this generation is likely to lose at least $10 trillion in life-
time earnings due to school closure, (World Bank Group, 2021).

Along with the deterioration in quality of education for numerous students 
worldwide, COVID-19 has contributed to various social, economic, and mental 
problems, especially on disadvantaged children, rural population, women, and 
underprivileged groups. Beyond that, however, online technologies may serve privi-
leged students as substantial number of them can afford to have access to the inter-
net and pay for electronic computers. In low-income countries, home to 650 million, 
mobile broadband is 18 times more expensive than in developed countries. It is 
estimated that there are 2.2 billion, or two-thirds of children and young aged 
25 years or less -do not have internet at home (UNICEF, 2020). Investment in edu-
cation increases readiness and enhances people capabilities to contribute to human 
welfare and sustainable development. Education creates new opportunities by 
allowing people to think in many ways as of how to make decisions, communicate, 
behave, and contribute to the well-being of others. Economic growth and shared 
prosperity are also linked to educational achievement allowing people to enhance 
understanding and discuss issues of common interest. Information and knowledge 
are fundamentals for social tolerance, sharing ideas, alleviating poverty, and reduc-
ing inequality.

Students in the Middle East and North Africa have already lost 0.6 years of edu-
cation and that 10% of students have fallen below the minimum proficiency thresh-
olds due to COVID-19, according to the World Bank. The UNESCO estimates that 
in the Arab region out of a total 87 million students 15 million out of school and 
another ten million were at risk of dropping out due to poverty, migration, and social 
marginalization (Al-Fanar Media, 2021). Students in Arab poor countries are lag-
ging in teaching and learning, inadequate teaching tools and low-quality teachers. 
Countries in the region devote a large share of their public expenditures for educa-
tion, but most of the money is not used efficiently. Large percentage of the money 
spend on education ends in paying salaries to teachers with little spend on building 
educational facilities to improve the quality of education and create suitable study 
environment for students. In addition, weak management system often led to inef-
ficient use of resources and reduce the ability of the public sector to set policies and 
regulations for providing high-quality education.

In addition to the empowerment of people to diversify output and compete in the 
marketplace, education alleviates poverty, reduces inequality, and strengthens the 
fundamentals for peace and security. Educated people have the means to influence 
decision makers and pursue effective strategies that support the fundamentals of 
human rights including equity and justice for all. In this regard, educational institu-
tions are key actors in helping the society achieving its ultimate goals to share pros-
perity and improve the quality of life. “Education contributes to peaceful and 
sustainable societies that provide citizens with the knowledge, attitude and skills 
required for dynamic participation in social development. Learners, including those 
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with vulnerabilities and disabilities, need twenty-first century skills for social trans-
formation that lead towards a more just, peaceful, tolerant, inclusive, secure and 
sustainable world” (UNESCO, 2016, P. 24). Education is a key driver of economic 
growth, and therefore, it is not possible for nations to make progress without an 
effective educational system.

Universities need to change their curricula to ensure consistent levels of change 
in technology and improve quality of teaching and learning across the social divide. 
An inclusive curriculum could empower teachers and students to improve commu-
nication and strengthen the creativity of learners. Today, students need relevant 
skills not only to increase labor market flexibility, but also to satisfy demand for 
global markets. Global access to education facilitates greater collaboration and 
cooperation with educational institutions in other countries. Educational institu-
tions, including universities and research centers, are key players in knowledge cre-
ation and innovation diffusion, and therefore, networks and building channels of 
communications among different universities are critical for knowledge transfer and 
information dissemination. Unfortunately, most universities in the Arab world are 
lacking to autonomy. This has impacted the outcome of education by having univer-
sities run according to the requirements of the governing political logic, and not a 
plan or a wise educational policy (United Nations, 2003, P. 56).

Universities can play an important role in promoting technological development 
and manufacturing production. Universities in most Arab countries are not ade-
quately equipped to provide students with the skills and scientific knowledge they 
need to meet the challenges posed by the frontier technologies. Despite of the fact 
that women have received recognition in several social, political, and economic 
forums in the past few decades, science and engineering programs continue to be 
unattractive for their enrollment in universities. Enhancing human capabilities to 
participate in development must be inclusive to strengthen support for development 
by all groups in society including women. Building capacity for training and skills 
acquisition has become even more acute in recent decades due to the advancement 
in technological and scientific development. Universities contributes to readiness by 
empowering the economy to create production linkages and diversify productivity.

While online teaching provides students the time to review and solve problems, 
however, it will not replace face-to-face teaching methods which require direct 
communication between teachers and students in classroom. Face-to-face teaching 
enables both teachers and students exchange ideas and discuss issues that encourage 
students to think critically and find solutions to problems. Direct dialogue also 
assists teachers identifying student learning ability and try to help them working out 
these problems. In the new model, change in thinking provides students with differ-
ent methods of learning so that to expand learning opportunities and give students 
more choices to select from different topics. The new economy, driven by changing 
technology, is increasing the demand for diversified learning opportunities, which 
require educational institutions offering a wide range of subjects. In this regard, 
universities need to adopt flexible curricula to ensure that the labor market absorb 
any disruption caused by technological change. The model currently employed in 
most educational institutions, especially in developing countries, exhibits twentieth 
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and nineteenth century methods, which are no longer applicable for the twenty-first 
century frontier technologies.

Educational programs need to consider the demand for lifelong learning to sup-
port labor market flexibility and adopt to market disruption due to technological 
change. Digital technologies and digital transformation are bound to change signifi-
cantly as new models for lifelong learning will be employed in the school systems 
across the world. Smart technologies provide new learning opportunities for people 
across geographical boundaries by sharing knowledge and commutating informa-
tion so that to enhance collaboration and find solutions to the challenges facing 
people worldwide. Access to external markets increase the prospects for knowledge 
absorption, technology transfer, and job creation. Outlook for education must 
change to focus more on providing students with skills required for employability 
in the new economy and not degrees. The traditional model of education based on 
rewarding graduates with degrees is no longer applicable in the new economy.

The contribution of human capital to the national economy represents an impor-
tant indicator of the quality of the school system and its impact on student capabili-
ties to acquire adequate knowledge and skills for development. Human Capital is 
defined as “the knowledge and skill that people obtain from education, on-the-job 
training, and work experience” (Bade & Parkin, 2009, P. 37). In another definition 
by the World Bank human capital “consists of the knowledge, skills, and health that 
people accumulate over their lives. In addition to its intrinsic importance, human 
capital is a key driver of sustainable growth and poverty reduction” (World Bank 
Group, 2021, P. 145).

The twenty-first century technological and business requirements underscore the 
need for educational system capable of providing technical and managerial skills to 
engage in solving complex problems that require critical thinking, creative ideas, 
and scientific and technological enhanced learning. The Fourth Industrial Revolution 
entails new models of education to strengthen the knowledge and skills foundation 
for adoption and adaptation the modern technologies to build capacity for future 
education. Higher education (HE) brings about economic and social benefits, as it 
often improves national social welfare and contributes to economic growth. 
Numerous studies have shown that HE increases the skills necessary to participate 
in the global economy, encourages innovation, bolsters social mobility, and creates 
democratic and innovative leadership and citizenry (World Bank, 2009. Innovation, 
which contributes to the creation of new knowledge, new methods and modern tech-
nologies is a product of people’s mind, and therefore, early education should pre-
pare students to engage in productive activities through the acquisition of new ideas, 
and new knowledge. Even though governments play a key role in promoting science 
and technology, it is unfortunate that the role of governments in Arab countries has 
not been supportive to accelerate the process of innovation and build capacity for 
scientific and technological development. This reflects the failure of educational 
policies to encourage research and development and recognize the benefits from 
investments in science and technology. “The hijacking of science by politics is 
indeed one of the reasons for the decline of the knowledge system in Arab coun-
tries” (United Nations, 2003, p. 166).
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5  Education in Arab Countries

Undertaking educational reform in Arab countries requires the creation of new 
types of universities, new forms of programs, new regulatory systems, and new 
initiatives to encourage science and engineering not only to meet market demand 
for skilled workers, but also to build capacity for knowledge absorption and techno-
logical learning. Universities must improve management and strengthen governance 
to enhance quality, and increase student scientific, technical and managerial capa-
bilities. Universities should be integrated into the productive sectors by conducting 
R&D for industries and creating production linkages to stimulate economic growth 
and encourage entrepreneurship. In Arab countries, where unemployment among 
young people is relatively high compared to other world’s regions, universities can 
introduce entrepreneurial training into its curricula to ensure that students are 
acquainted with problems in doing business in the economy.

The degrees and certificates awarded by universities in Arab countries exhibit no 
adequate skills to help thousands of young people compete in the market and obtain 
jobs. In the new economy, driven by the frontier technologies, universities cannot be 
separated from the development process, and therefore, cooperation and collabora-
tion of universities with the productive sectors become vital for shaping future 
development. Increasing productivity is one of the major challenges facing Arab 
economies, especially in manufacturing production. Science, technology, and inno-
vation are important pillars of industrial production. It is imperative that universities 
in Arab countries revise their programs to build industrial capabilities by offering 
courses in science, engineering, and mathematics. Except for oil producing coun-
tries, the average income per person in Arab countries is less than half of the world 
average reflecting the failure of the educational systems to increase skills capabili-
ties and foster productivity growth.

A critical concern facing education in most Arab countries is whether can rein-
vent the educational system to provide students with the necessary skills to meet 
market demand for labor. At present, the demand for labor focuses on workers with 
cognitive, social, and behavioral skills so that to increase capabilities for creation of 
new knowledge, generation of new ideas, development of new technologies and 
production of new products. Universities need to be integrated into the national 
development strategy to ensure that graduates are equipped with adequate technical, 
scientific, and managerial skills needed to encourage both local and foreign enter-
prises investing in the economy. There is a need for greater linkages between uni-
versities and private sector to coordinate policies and design programs to improve 
the quality of educational output and meet market demand for labor.

Except for a few, most Arab universities are yet to offer adequate educational 
programs and provide sound research facilities for increasing readiness and prepar-
ing students to respond to the emerging scientific and technological challenges fac-
ing Arab countries in the twenty-first century. “Political obstacles to knowledge 
acquisition … are even more severe in Arab countries than those posed by their 
socio-economic structures, which are in turn seen to be more obstructive than any 
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features of culture” (United Nations, 2003, p. 10). High unemployment in the Arab 
world, especially among the youth and women, is attributed to lack of skills and 
poor-quality education. Thus, governments in the region need to reconsider chang-
ing the school curricula and update programs to improve the quality of teaching and 
learning as well as to enhance student capabilities in scientific and technological 
fields for harnessing the benefits of frontier technologies and overcoming the chal-
lenges of the Fourth Industrial Revolution. Building adequate infrastructure is vital 
for reforming the educational system and providing a foundation for enrolling stu-
dents in science and technology.

Universities are relevant institutions in promoting economic growth and civil 
society participation, not only for their capacity to create and disseminate knowl-
edge, but also as organizations that attract talented people, inject new ideas, enrich 
cultural life, and encompass the whole social fabric of which they are a part. 
Unfortunately, in the context of the MENA region, the social and private returns to 
higher education may not be very high, as evidenced by unemployment rates as high 
as 40 percent for university graduates in some countries. High unemployment, espe-
cially among the youth, reflect the failure of the educational system to meet market 
demand for graduates with adequate skills for employability and adoptability to 
technological change.

Although, the role of government is important in building capacity for dynamic 
educational system, however, government alone may not be able to achieve the 
desired objective of high- quality education. Until recently, most educational insti-
tutions in Arab countries are government- funded with little or no contribution from 
the private sector to education. Given recent changes in technology, COVID-19 
pandemic, and due to increasing pressure for global competitiveness, there is a need 
for restructuring the educational system to include the private sector as a participant 
in the outcome of education. In the new digital economy, the demand for labor 
requires special technical skills and specialized workers, not only to adopt and 
upgrade the new the technologies, but also to improve labor market flexibility and 
facilities integration into the global economy. The contribution of the private sector 
can increase the stock of human capital to overcome skill shortages and enable local 
enterprises compete in the global economy.

Educational institutions in Arab countries need to make initiatives towards 
knowledge-intensive programs to produce students equipped with skills aligned 
with rapid advancement in frontier technologies. Participation in the new economy 
requires flexible labor market to respond to the rapid changes in technology and the 
demand for new skills to meet business needs. Universal access to education con-
nects students worldwide to work together for ending poverty, meeting a range of 
social needs, and establishing peace and security for all. Universities and other 
learning institutions can take the lead for solving the important challenges facing 
people everywhere and thus to strengthen the capacity for a peaceful and sustain-
able world. “Education is a basic human right, and it is central to unlocking human 
capabilities. It also has tremendous instrumental value. Education raises human 
capital, productivity, incomes, employability, and economic growth. But its benefits 
go far beyond these monetary gains: education also makes people healthier and 

Rethinking Education in Arab Countries: The Case of COVID-19



94

gives them more control over their lives. And it generates trust, boost social capital, 
and create institutions that promote inclusion and shared prosperity” (World Bank, 
2018 P. 38).

The Fourth Industrial Revolution is changing the business model by focusing on 
specialized skills and creative workers. Not only such programs such as basic edu-
cation, digital literacy, cognitive skills, and lifelong learning, are essential for labor 
market flexibility, but also for upgrading and adopting frontier technologies into the 
local environment. The need for “appropriate supporting institutions” becomes nec-
essary for increasing linkages between academia, government, and industry. These 
supporting institutions could empower universities to increase the pathways of col-
laboration and cooperation with foreign educational institutions 
(MillenniumProject, 2005),

It is important that universities meet international standards and technical speci-
fications to attract foreign students, increase collaboration, and gain access to global 
knowledge systems. There is no single model for education in Arab countries. 
Education is still dominated by the public sector, and therefore, decisions concern-
ing education remain in control by governments. Although, recent years have wit-
nessed the opening of private universities across the Arab world, their roles remained 
constrained by lack of financing, adequate infrastructure, and low-quality skills to 
help students compete in the marketplace. Government can support private univer-
sity by improving teaching and learning via investment in digital infrastructure, 
human capital resource development, and research and development. Arab coun-
tries allocate 0.4% of their GDP for scientific research, the lowest among all world’s 
regions. Research and development are key drivers of innovation and discovery of 
new methods more applicable for the local development. Although more females 
are enrolled in educational institutions across the Arab world in recent decades, yet 
very few women are attracted to scientific and engineering subjects. Enrollment of 
more women in these subjects provides women new opportunities to participate in 
the new economy and contribute to building capacity for development.

Universities are producers of human capital representing the most valuable 
resources that a nation needs to create new knowledge, develop new technologies, 
increase production linkages, and promote competitiveness. In this age of global 
interconnectivity, human capital strengthens access to external knowledge, technol-
ogy and information that are essential for building capacity for development. To 
benefit from the new economy requires an educational system that permits teaching 
and learning, lifelong learning, digital literacy, and critical thinking. The system 
must encourage different methods of teaching and learning to harness the creative 
minds of young people and increase the economy capabilities to create knowledge. 
Thus, government intervention should increase funding to enable the educational 
system achieving high quality services, ensuring equity, promoting inclusion, and 
developing good governance. Universities should be encouraged to produce skills 
and knowledge that are aligned with market demand for labor.

Policymakers in Arab countries should invest in education to promote equity and 
reduce inequality among and within nations and regions. Education provides nations 
with new opportunities to gain access to external knowledge and information for 
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building indigenous capacity for development. Government can facilitate knowl-
edge absorption and technology transfer by improving digital literacy and encour-
aging universities to increase collaboration and cooperation with foreign universities. 
In other words, education strengthens access to global markets and encourages local 
enterprises to adopt modern technologies for market conditions. In this regard, 
investment in ICT technologies enhances the country capabilities to absorb knowl-
edge, acquire skills and communicate information so that to encourage local firms 
engage in market activities and contribute to economic growth. Education equips 
people with the skills and knowledge needed for supporting productivity growth 
and promoting innovation. In this age of globalization, education also facilitates 
integration into the global economy providing nations, especially developing coun-
tries, access to technology and know-how for development.

6  Need for It Governance

Governance comprises a set of rules that define the responsibilities and duties of 
organizations toward their stockholders and constitute social, ethical, moral, and 
environmental guidelines. The objectives of these procedures and policies are to 
ensure that organizations contribute to the efficient and effective use of IT technolo-
gies not only to enable organizations perform and compete in the marketplace, but 
also to enhance the society’s capabilities achieving its goals. Corporate governance, 
which is an integral element of corporate responsibility, enables organizations mak-
ing use of IT in a productive manner to increase the value of stockholders and to 
manage the risk that is associated with the use of IT. In other words, management of 
IT requires organizations to comply with the legal and regulatory procedures that 
provide the public the confidence in use of IT services. Governance influences deci-
sion making that strengthens good management practices not only to address the IT 
risk, but also to support organizations achieving their objectives.

Governments need to introduce new rules and new regulations to govern the new 
technologies that are currently in use, especially in educational institutions. Smart 
technologies could help students gaining access to broad-based learning materials 
to support their studies and improve their skill capabilities. Currently, these tech-
nologies are mostly used for non-productive purposes, mainly for social networking 
and personal issues instead of learning and teaching. Despite of the fact that tech-
nology creates lots of positive opportunities for society to solve social, economic, 
and environmental problems, technology also generates negative and undesirable 
externalities. Thus, “A faster, more agile approach to governance is needed to effec-
tively respond and adapt to the ways these technologies are changing business mod-
els and social interaction structures –both seen and unforeseen” (World Economic 
Forum, 2020, P. 6–7). The creation of new technologies is to work with minimum 
human inputs leading to much greater risk and unpredictable consequences of the 
impact of these technologies. To minimize the risk and increase agility in decision 
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making, there is a need for innovative governance and regulatory frameworks that 
address the unexpected outcome of the new technology.

In education, good governance is important for managing and monitoring teach-
ing and learning to enable the educational institutions contribute to the stock of 
human knowledge and strengthen the society ability to foster development. Good 
governance is defined as a “set of responsibilities and procedures to ensure educa-
tional objectives are achieved through effective and efficient use of resources, 
accountability, and participation of people in decision-making” (Abdullahi, 2019, 
P. 2). The need for governance has become more urgent due to COVID-19 disrup-
tion in the educational system. Distance learning has reduced face-to-face meetings 
with students to provide the necessary instructions and respond to student urgent 
questions. Governance ensures that online teaching continuous to offer quality ser-
vices and provide students the relevant skills for market need. “Complex systems 
and limited management capacity are obstacles to orienting all parts of an education 
system toward learning” (World Bank, 2018, P. 12).

Flexibility of the educational system is essential for helping students adopt to 
technological change and labor market demand for skills. Through collaboration 
and cooperation with global educational systems, universities will be able to update 
their curricula and connect students with the rest of the world. ICT technologies 
have increased connectivity enabling millions of students communicate with each 
other’s and gain knowledge and understanding about issues of common interest. 
However, in developing countries there are still large number of students with lim-
ited access to the internet or cannot afford to pay for electronic devices.

Teacher’s delivery is another important step for reforming the educational sys-
tem. Teacher-student interaction increase student understanding and encourage 
critical thinking to facilitate problem-solving. It is the outcome of education or 
learning what is important for society, and therefore, management and governance 
must assess the performance of the educational system in relation to the quality of 
graduates. In other words, how much time students spend in the school or schooling 
is secondary compared to the gain that students acquire through schooling. In the 
Arab world, governments allocate large share of their public expenditures for edu-
cation, but the outcome measured by student performance remains low to meet the 
challenges facing these countries. The current model based on traditional methods 
of teaching is no longer adequate to provide students the critical thinking, techno-
logical learning, and problem-solving techniques needed for digital transformation. 
“Education policies in many Arab countries lack an integrated vision of the educa-
tion process and its objectives” (Arab human development, 2003, P. 54). The vision 
and mission of educational institutions should focus on graduating students with 
adequate skills and knowledge to increase the economy readiness for digital trans-
formation and benefit from the Fourth Industrial Revolution. Unlike business enter-
prises, educational institutions should not be structured to maximize profit. Their 
aim should focus on producing high-quality graduates capable of formulating stra-
tegic thinking and producing creative ideas to support continuity and growth.

Governments should encourage scientific research and technological develop-
ment by providing universities the incentive needed to strengthen capabilities for 
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research and development, ICT infrastructure, collaboration with global educational 
institutions, free access to information, and partnership. Regulations could hinder 
the ability of universities to provide students with adequate programs to safeguard 
their employability, and to promote the society integration into the new economy. 
“The continued responsibility of the state should be affirmed and recast such that 
higher education is liberated from the domination of both government and the 
unregulated profit motive” (United Nations, 2003, p. 68).

Good education system needs good governance to ensure that quality, equity and 
inclusiveness are implemented in a manner aligned with the society strategy to cre-
ate knowledge, acquire skills, and disseminate information. It seems that the man-
agement of the educational system in the Arab world is still lacking to vision and 
clear strategy about the challenges posed by technologies of the twenty-first century 
and the need for highly skilled workers to strengthen the process of transformation. 
Decisions concerning education remains highly centralized with little authority 
given to educators outside the minister of education office. The change in govern-
ment strategy should focus on making the educational system more transparent as 
well as to increase the availability of educational decision making to the private 
sector. To this end, management and governance of the educational system must 
integrate into the country vision and its aspiration to foster productivity, share pros-
perity, and sustain development. Whether the society can fulfill these objectives will 
depend on the skills and knowledge that students acquire in schools. “The effective 
management of schools relies on capacity and autonomy for decision making at the 
school level, which are often lacking” (World Development Report, 2018, P. 81).

Reforming the educational system in the Arab world should involve the collec-
tive efforts of all stakeholders to maintain equity in the system using funding, schol-
arship, infrastructure, and efficient strategy that shape societies and economies in 
the future. Investment in education empowers people with skills and values that 
encourage social and moral responsibility and provide students with new opportuni-
ties to participate in decision makings and contribute to the wellbeing of the society. 
The United Nations point out that “The main challenge facing Arab countries is that 
of devising an alternative education system that can provide good education at the 
right cost” (United Nations, 2002, P. 56). Building capacity for development across 
the Arab world will require greater cooperation among member states to enhance 
human capabilities and strengthen the scientific and technological applications. 
These objectives can be realized through rethinking the educational system so that 
to harness the benefits of science, technology, and innovation. The global challenges 
facing Arab countries call for collective effort to reform the educational system and 
build the human and technological abilities of the young people so that to foster 
economic growth and deepen integration into the twenty-first century economy.

The World Economic Forum points out that “Schools of the Future” must adapt 
to enhance student capabilities with skills to create a more inclusive, cohesive, and 
productive world. The study “Schools of the Future: Defining New Models of 
Education for the Fourth Industrial Revolution”, outlines new approach for defining 
education focuses on the need for “mobilizing a broad and innovative coalition of 
relevant stakeholders around new models, new standards and a new momentum for 
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action to transform the future of education” (World Economic Forum, 2020, p.4). 
Currently, most models used in educational institutions exhibit features do not meet 
the demand for creative and innovative skills that satisfy the need of the modern 
technologies, driven by the Fourth Industrial Revolution. Frontier technologies such 
as automation, robotics, artificial intelligence, and fusion, are creating large shift in 
the skills required to meet the demand for labor in the new economy. On their part, 
educational institutions must review their programs and change their curricula to 
provide the required skills and keep pace with these changes. “Creating future 
citizens that enable a more cohesive world will require school systems to focus on 
helping children develop a general awareness about the wider world, an understand-
ing of the interconnectedness of global issues, and their duty and agency in playing 
an active role in the global community” (World Economic Forum, 2020, P. 7–8). 
According to the World Economic Forum skills of the twenty-first century can be 
classified into three categories: (1) foundational literacies including literacy, numer-
acy, scientific literacy, ICT literacy, financial literacy, and cultural and civic literacy; 
(2) competencies such as critical thinking, creativity, communication and collabora-
tion; and (3) character qualities comprising curiosity, initiative, adaptability, leader-
ship and social and cultural awareness (World Economic Forum, 2015). 
Employability in the new economy requires students acquiring these skills not only 
to be employed, but also to increase labor market flexibility to adopt and upgrade 
the technologies for the local environment.

7  Conclusion

Without investment in education, nations will have little or no prospect for building 
capacity for development and participate in the twenty-first century economy. 
Education is the principal driver of modern economies serving to bridge the social, 
economic, racial, and geographical divides aiming at building capacity for equity, 
justice, and freedom for all. Education empowers people with knowledge and skills 
that are essential for fostering economic growth and improving the quality of life. 
As a major factor in building the country stock of human capital, education increases 
the country’s capabilities to promote innovation and create new opportunities for 
job creation, poverty alleviation, income distribution, and inclusive society.

Models currently used in teaching and learning in most Arab universities are still 
rooted in practices of the first and second industrial revolutions. These models are 
no longer relevant to the present business environment, driven by frontier technolo-
gies and knowledge-based applications. Educational institutions need to replace 
these models to empower students with skills applicable for harnessing the benefits 
of the new digital economy. Communication, creativity, and critical thinking are 
important skills that students must acquire to support rapid advancement in scien-
tific and technological development.
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Investment in people is critical if a nation to pursue an effective policy for leap-
frogging and speeding up the process of development. It is unfortunate, we live in 
an uneven world dominated by illiteracy, inequality, and injustice. Correcting these 
conditions underline the need for greater global cooperation to reinvent the existing 
model for education and replace it with a dynamic system that interconnect capa-
bilities, including governance, education, institutions, advice, and collaboration 
(P. 21 UN Millennium project). To this end, reshaping education to contribute to the 
new economy requires modifications in pedagogy, changes in curricula, good gov-
ernance, greater autonomy, and new linkages between universities, industry, and 
government.

However, in this era of coronavirus pandemic, the educational system is sub-
jected to adverse consequences forcing 1.6 billion students worldwide to study 
online instead of face-to-face teaching and learning. This model of learning could 
have negative impact on the quality of education, especially in developing countries 
where online teaching remains inadequate to help students acquire the skills and 
knowledge, they need to achieve their goals in life. The new technologies, driving 
the Fourth Industrial Revolution, require highly skilled labor and knowledge work-
ers to increase labor market flexibility and adopt modern technologies to local envi-
ronment. Arab countries should consider COVID-19 as an opportunity for 
restructuring the educational system to overcome the shortcoming of the old model 
and equip young people with knowledge and skills applicable for the twenty-first 
century economy.

Education can play a key role in bridging the social, cultural, income, ethnic, and 
gender divides among and within nations by providing equal opportunity for all 
people to participate in development. Improving communication among individuals 
and groups across the social divides enhance understanding and promote coopera-
tion for the common good. To this end, there is a need for rethinking the educational 
system to include ‘both the technical and human-centric skills’ so that to strengthen 
building capacity for digital economy and align the outcome of learning to support 
achieving such objectives. Education Contributes to bridging the gap between local 
and global environments as well as empowers the country efforts to build capacity 
for creative and innovative society. Providing students with scientific, technical, and 
managerial skills strengthen human capital capabilities and reshape development.

Worldwide, governments and global institutions need to realize the scope of the 
crisis and invest in ICT technology to provide access to students and reduce the risk 
of exclusion. COVID-19 crisis should be translated into an opportunity to build 
resilient educational institutions that ensure effective learning capabilities and sup-
port development. Investing in digital infrastructure empowers teaching and learn-
ing by providing new opportunities for all learners to communicate and formulate 
effective strategies to enable students acquiring the skills they need to engage in 
productive activities and contribute to national development.
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Strategies for Developing a Culturally 
Inclusive Online Learning Environment 
During the COVID-19 Pandemic 
in Australian Universities: A Case Study

Ching Ting Tany Kwee and Luis Miguel Dos Santos

1  Introduction

The COVID-19 pandemic has drastically disrupted the progression of Sustainable 
Development Goals, especially in attaining one of the targets of SDG 4 Quality 
Education - the appreciation of cultural diversity among learners (Iivari et al., 2020; 
The United Nations, 2020). The incapability of learners returning to campus creates 
the physical absence of peers and teachers, hampering effective communication and 
meaningful engagement with both verbal and nonverbal cues and bringing chal-
lenges to creating a culturally inclusive learning environment (Hastings & Bham, 
2003; Iivari et  al., 2020). In the past two decades, scholars (Kosasi et  al., 2020; 
Yanosky & Caruso, 2008) have endeavoured effort in probing into the possibilities 
of developing and adopting various IT governance models, tools and frameworks to 
foster the desirable behaviours in using IT resources in teaching, learning and 
research in higher education. However, there is still a little discussion on specifi-
cally how IT governance can foster a culturally inclusive learning community. Due 
to the increasing trend of international student intake among universities and the 
increasingly diverse backgrounds of the domestic students in western countries like 
Australia, Canada, the United Kingdom and the United States, alongside the possi-
bility of online learning becoming a new normal (Asanov et  al., 2021; Thatcher 
et al., 2020), this issue has drawn the attention of the university management on how 
to utilise IT resources in creating a culturally inclusive online learning environment, 
whereby learners from a diverse linguistic and cultural backgrounds feel respected 
while attaining their learning goals.
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1.1  Purpose of the Study

This study aims to identify the delivery and support in university IT governance to 
foster a culturally inclusive online learning environment by examining the online 
learning experiences of undergraduate students pursuing their studies in Australian 
universities during the COVID-19 pandemic. With the aim stated above, this study 
is guided by two research questions:

 1. How do university students experience online learning within a culturally diverse 
online learning community during the COVID-19 pandemic?

 2. What strategies can be implemented for designing a culturally inclusive online 
learning environment?

Guided by the research questions, this book chapter first outlines what the previous 
scholarly literature on IT government has discussed to provide the background and 
highlight the research gap of the current study. Then, the researchers move onto the 
research context, allowing the reader to pertain an understanding of the cultural 
diversity issue in Australian society and Australian universities. Then the theoretical 
framework and methodology of this study are delineated, followed by the discus-
sion of findings, future research direction and significance of this study.

2  Literature Review

This section aims at setting the scope and providing a clear overview of the key 
concepts related to this study. It begins by a discussion of IT governance on higher 
education and culturally inclusive online learning environment, allowing the readers 
to permit a gaze into the current research gap and posit the current study within the 
existing literature.

2.1  IT Governance on Higher Education

IT governance refers to the specification of decision rights and accountability to 
encourage desired behaviours and maximise the benefits of an organisation in using 
Information Technology, whereby including the planning, implementation, delivery 
and evaluation of the IT policies and solutions (Bianchi et al., 2021; Yanosky & 
Caruso, 2008). The current studies on IT governance in higher education focussed 
on investigating the mechanisms, models, frameworks and tools in supporting uni-
versity administration, student enrolment, teaching and learning and research- 
related support (Bianchi et al., 2021; Bianchi & Sousa, 2016; De Haes et al., 2013; 
De Haes & Van Grembergen, 2015; Tawafak et al., 2020). Some studies (Bianchi & 
Sousa, 2016; Coen & Kelly, 2007; De Haes et  al., 2013) investigated how IT 
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support, such as software, cloud application, wireless network and e-learning plat-
forms, facilitates myriad teaching, learning and research activities while some stud-
ies (Sadikin et  al., 2014; Sutadji et  al., 2020) investigated and evaluated the 
implementation of various IT governance frameworks, such as ITIL, COBIT and 
COBRA, taking the processes and relational mechanisms are taken into consider-
ation. For example, some suggestions included setting up IT steering and audit com-
mittees to assign people to be responsible for the decision making of the related IT 
governance policies and resources management (De Haes & Van Grembergen, 
2015; Sadikin et al., 2014). On the other hand, some studies (Bianchi et al., 2017; 
Sadikin et al., 2014) probed into the possibilities of incorporating some new mecha-
nisms into the existing frameworks to ensure that IT resources have been used and 
managed effectively and efficiently to align with the organisational goals of univer-
sities, thereby maintaining the cutting edge in increasingly keen competitions in 
academic excellence, rankings and student enrolment in both the pandemic and 
post-pandemic periods (Bamberger et al., 2020; Bianchi et al., 2021). It is inevitable 
that COVID-19 disrupted the learning of university students drastically, whereby 
the migration to online learning platforms has been abrupt and in some cases, simi-
lar to crisis or emergency due to the rapid transmission of the contagious virus 
(Adedoyin & Soykan, 2020; Adnan & Anwar, 2020; García-Morales et al., 2021). 
Issues like logistical challenges, educators’ and learners’ competency and attitudes, 
alongside previous exposure to the instructional delivery approaches and tools of 
online learning had to be taken into consideration by the university management in 
such digital transformation process (Adedoyin & Soykan, 2020; García-Morales 
et  al., 2021). Nevertheless, universities adopted an active approach to cope with 
such unfavourable situation. For instance, in some disciplines like STEM, universi-
ties probed into the possibilities of the virtual laboratories and using VR technology 
to assist in the acquisition of practical knowledge and fill the gap between theories 
and practices (Adedoyin & Soykan, 2020). Another forceful example is universi-
ties’ reconsideration on the IT resources available in providing options for synchro-
nous and asynchronous learnings, whereby tools like Moodle, Google Meet, Zoom, 
Microsoft Teams or Office have been adopted in universities worldwide to cope 
with the new scenario of learning (Adedoyin & Soykan, 2020; García-Morales 
et al., 2021). Such evidence permits a gaze into the responsive manner of university 
management in providing a favourable learning environment in the midst of 
challenges.

2.2  Culturally Inclusive Online Learning Environment

Regardless of online or face-to-face learning, it is of utmost importance to foster a 
culturally inclusive learning environment (Hannon & D’Netto, 2007; McLoughlin, 
2001). Embracing cultural diversity is more than merely putting learners from dif-
ferent linguistic and cultural backgrounds under the same roof, measures and aware-
ness have to be developed to ensure such diverse groups of learners feel their cultural 
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beliefs, values and practices have been addressed (Germain-Rutherford & Kerr, 
2008;Hannon & D’Netto, 2007 ; Tapanes et  al., 2009). Scholars (McLoughlin, 
2001; Tapanes et al., 2009) generally agreed that learners’ motivation for learning is 
strongly influenced by the cultural awareness among their peers and the instructors 
in an online learning environment. In the face of the culturally diverse cohort of 
students, some universities have developed a framework for e-learning, allowing 
students to engage with organisational, technological and pedagogical components 
of online learning, whereby their language proficiency, lesson materials and learn-
ing evaluation methods are taken into consideration to cater for their multicultural 
values and perspectives (Germain-Rutherford & Kerr, 2008; Hannon & D’Netto, 
2007). However, in reality, studies (Hannon & D’Netto, 2007; Tapanes et al., 2009) 
reflected that the cultural and linguistic differences among the university students 
are not always explicitly taken into consideration or might have been mistaken 
while designing the curriculum, activities and assessments. For example, some 
instructors may think that maintaining culturally neutral or colour-blind can be a 
pedagogical strategy to create a culturally inclusive learning environment; however, 
university students, especially those from Non-English Speaking backgrounds 
(NESB) generally believe that they may not gain fair access to language resources 
to pertain to an understanding of the lesson materials in other cultural contexts 
(Hannon & D’Netto, 2007; Tapanes et al., 2009). It hampers them from competing 
fairly with their majority peers, leading to a non-attainment of learning goals and a 
decrease in learning motivation and satisfaction (McLoughlin, 2001; Tapanes et al., 
2009). Specifically, such powerless situation can be reflected in the reducing partici-
pation rate in online learning, whereby the prevailing feeling of not being respected 
among such cohort of students generates negative affections and alienation to the 
university community, leading to the thought of early attrition (Arcidiacono & Di 
Martino, 2016; Hammell & Iwama, 2012).

2.3  Current Literature Gap

While the previous studies (Hannon & D’Netto, 2007; Tapanes et al., 2009) have 
identified the hurdles of fostering a culturally inclusive online learning environ-
ment, very few studies shed light on the effective strategies to embrace cultural 
diversity in an online learning environment. While IT resources are a cornerstone to 
the successful attainment of the university organisational goals (Bianchi et al., 2021; 
Sadikin et al., 2014), there are limited discussions on how IT governance can bring 
support in fostering a culturally inclusive online learning environment. Moreover, 
the majority of the discussion in current literature (Bianchi & Sousa, 2016; Coen & 
Kelly, 2007) centred on the stakeholders like university management, teaching and 
research staff, very rare did the scholars examine the experiences of university stu-
dents, who are also important stakeholders as end-users of the university IT 
resources. Therefore, to identify how the support by IT governance fosters a cultur-
ally inclusive online environment, it is important to examine how the university 

C. T. T. Kwee and L. M. D. Santos



107

students’ learning motivations and interests develop and persist in their experiences 
of online learning by taking their values and perceptions into consideration (De 
Haes & Van Grembergen, 2009, 2015).

3  Theoretical Framework: The Social Cognitive 
Career Theory

To understand how university students’ academic interests and learning motivations 
develop in relation to their learning goals in their online experiences, the Social 
Cognitive Career Theory (SCCT) was selected as the theoretical framework of 
this study.

There were two reasons for the researchers to adopt the SCCT in this study. First, 
Social Cognitive Career Theory is a specifically designed theory to investigate how 
career or academic interests develop into actions and goals with the triadic relation-
ship between three key constructs, namely, self-efficacy, outcome expectation and 
performance goal attainment (Brown & Lent, 2019; Lent et al., 1994). Putting it 
simple, self-efficacy is defined as people’s beliefs about their capabilities to reach a 
specific performance; Outcome expectations are a set of personal beliefs about the 
possible outcomes that constitute another key component in SCCT; Performance 
goals in SCCT include meeting the individual needs in achieving specific intrinsic 
or extrinsic ends and actualising one’s self-objectives (Bandura, 1986; Brown & 
Lent, 2019; Lent et al., 1994). The SCCT scholars (Brown & Lent, 2019; Lent et al., 
1994) advocate that an individual who has their performance goal attained will turn 
into a successful past experience boosting their self-efficacy. A higher self-efficacy 
in turn leads to a positive postulation of the learning outcome and the attainment of 
the future performance goal. Specifically, SCCT looks into the mental representa-
tion of the decision-making process in relation to the above-mentioned three con-
structs. It gives an advantage to this study that the researchers could look into how 
the university students’ self-efficacy developed in relation to their previous experi-
ences of engaging in the online learning activities with groups of culturally and 
linguistically diverse students and how such experiences influenced their perception 
of their attainment of learning goals (Brown & Lent, 2019; Lent et al., 1994).

Second, SCCT allowed the researchers to identify the effective proximal sup-
ports in IT governance by examining the decision-making processes of the univer-
sity students holistically. An individual’s perception and decision-making process 
involve a complex web of personal and environmental factors, whereby academic 
interests and persistence develop in an ebb of events during the university students’ 
online learning goals (Brown & Lent, 2019; Lent et  al., 1994). Scholars (Fouad 
et al., 2016; Wang, 2013) credited the power of the SCCT in scaffolding such inter-
twining relationships of variables, allowing them to examine how a specific variable 
influences the participants’ academic and career progression experiences. By adopt-
ing SCCT in this study, the researchers were able to identify how various proximal 
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contextual factors in IT governance serve as support to cultivate a culturally inclu-
sive online environment and lead to the persistence of the university students’ par-
ticipation of online learning activities, together with the attainment of organisational 
goals of the universities and the learning goals of the students (Brown & Lent, 2019; 
Lent et al., 1994).

4  Methodology

4.1  Research Design

This study employed a qualitative case study approach to examine the online learn-
ing experiences of undergraduate students in a culturally diverse online learning 
community while pursuing their studies in Australian universities during the 
COVID-19 pandemic (Creswell, 2012; Yin, 2009). A qualitative case study is appro-
priate because it intends to investigate a specific issue of online learning among a 
group of culturally and linguistically diverse university students, particularly how 
their self-efficacy develops in accordance with their perception of cultural diversity 
and cultural inclusiveness in the online learning environment, alongside the sup-
ports offered by the IT governance in an online environment (Stake, 1995; Yin, 
2009). Adopting a qualitative case study design enables the lived experiences of the 
participants to emerge in their natural and real-life settings, thereby generating rich 
and thick data for the researchers to identify the strategies for fostering a culturally 
inclusive online learning environment (Creswell, 2012; Stake, 1995; Yin, 2009).

Another reason for choosing a case study design is that the case the researchers 
selected is an information-rich case, which is ideal for understanding the phenom-
enon of how culturally and linguistically diverse university students learn in an 
online environment (Creswell, 2012; Yin, 2009). Australia has a large population of 
migrants, whereby overseas-born Australia comprises almost 30% of its total popu-
lation, with over 7.6 million migrants living in Australia (Australian Bureau of 
Statistics, 2021). Moreover, Australia also embraces a huge cohort of international 
students (Ferguson & Sherrell, 2019; Thatcher et al., 2020). In 2022, there are about 
420,000 international students pursuing their studies in Australia (Australian 
Government Department of Education Skills and Employment, 2022). The diverse 
backgrounds of both the domestic and international students provide the various 
potential for the researchers to investigate the effectiveness of the online learning 
support in relation to the perceptions of participants from various racial, familial 
and educational backgrounds.
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4.2  Participants

Fifty university students who are currently enrolled in one of the Australian univer-
sities were invited and agreed to participate in this study. The researchers employed 
a purposive sampling strategy to recruit the participants, which can reflect the char-
acteristics of the diverse student population in Australian universities (Creswell, 
2012; Lavrakas, 2011; Merriam & Tisdell, 2016). Table 1 summarises the demogra-
phy of the participants.

Table 1 Demography of the participants

Participant Gender
Campus location (State/
territory)

Country of 
origin

Student 
status School/faculty

1 M New south wales China Domestic Business
2 F Victoria The United 

Kingdom
Domestic Nursing

3 M New south wales Hong Kong International Science
4 M New south wales Canada International Arts and design
5 F Victoria India Domestic Education
6 M Victoria Indonesia International Engineering
7 F Queensland Canada International Business
8 M New south wales Indonesia International Business
9 F Queensland Australia Domestic Science
10 M Western Australia Malaysia Domestic Accounting
11 F Western Australia Chile International Finance
12 F Victoria Brazil International Engineering
13 M New south wales Indonesia International Education
14 F New South Wales Hong Kong Domestic Medical 

science
15 M New south wales Indonesia International Architecture
16 F New South Wales India Domestic Arts and design
17 M Victoria China International Education
18 M Victoria Pakistan International Accounting
19 M New south wales Vietnam International Computer 

science
20 F New South Wales India International Arts and design
21 M Tasmania Australia Domestic Business
22 F New South Wales India International Arts and design
23 M Queensland Thailand International Engineering
24 M New south wales Nepal International Business
25 F Queensland The Philippines Domestic Business
26 F Victoria Brazil International Business
27 M Southern Australia Taiwan International Engineering
28 M New south wales India Domestic Science
29 M Austrian capital 

territory
China International Business

(continued)
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Table 1 (continued)

Participant Gender
Campus location (State/
territory)

Country of 
origin

Student 
status School/faculty

30 F New South Wales Singapore International Business
31 F Western Australia China Domestic Business
32 F Queensland India Domestic Engineering
33 M Victoria China Domestic Accounting
34 F Victoria Canada Domestic Engineering
35 M Victoria India Domestic Science
36 F Queensland Thailand Domestic Business
37 M Queensland Australia Domestic Science
38 F New South Wales China International Accounting
39 M New south wales The United 

Kingdom
International Education

40 M New south wales Indonesia International Business
41 F New South Wales Pakistan International Education
42 F New South Wales Hong Kong Domestic Arts and design
43 M Victoria Malaysia Domestic Education
44 M Victoria China Domestic Business
45 F New South Wales Malaysia Domestic Business
46 F New South Wales Australia Domestic Business
47 F Queensland China Domestic Engineering
48 M Queensland Malaysia International Engineering
49 F Western Australia China International Science
50 F South Australia Hong Kong International Science

4.3  Data Collection

The primary sources of data of this study are the semi-structured interviews and 
focus group activities. Three one-on-one semi-structured online interviews and two 
focus group activities were conducted with each participant on Zoom, with each 
interview lasted from 53 to 89  min. One-on-one semi-structured interviews are 
appropriate because it allows the participants to share such experiences without 
stress in a comfortable environment (Patton, 2002; Seidman, 2006). Since the par-
ticipants’ perception of cultural diversity and cultural inclusiveness during their 
interactions in their online learning experiences might contain private and sensitive 
information, a private and comfortable environment allows the researchers to 
explore how different elements in IT governance, specifically supports in IT 
resources, influence the university students’ self-efficacy and learning goal attain-
ment (Brown & Lent, 2019; Lent et al., 1994). Upon finishing the one-on-one semi- 
structured interviews, participants were invited to focus group activities to share 
their experiences collectively and the collected data, alongside the shared corre-
spondence and course work on their online learning platform, enhanced the credi-
bility of this study (Creswell, 2012; Merriam & Tisdell, 2016).
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4.4  Data Analysis

General inductive approach was adopted to reduce the data into meaningful themes 
and subthemes for reporting (Creswell, 2012; Merriam & Tisdell, 2016). First, all 
the recordings were transcribed verbatim. Then the researchers reduced the data 
chunks into first-level themes by employing an open-coding technique. At this level, 
eight themes and 17 subthemes were identified. Then the researchers employed 
axial coding to further reduce the number of themes and subthemes for standard 
reporting (Merriam & Tisdell, 2016; Yin, 2009). After open and axial coding, two 
themes and six subthemes were identified.

4.5  Human Subject Protection

This study was conducted in accordance with the Declaration of Helsinki, and the 
portal was approved and supported by Woosong University Academic Research 
Funding Department 2022. The researchers have taken necessary measures to 
ensure the human subjects of this study were well protected, and the research was 
conducted ethically (Creswell, 2012; Merriam & Tisdell, 2016). First, the partici-
pants were assigned with pseudonyms and all of their recognisable personal details 
were masked (Merriam & Tisdell, 2016; Patton, 2002). Second, the researchers 
explained the procedures, benefits and potential risks of the study to the participants 
prior to the start of the interviews. Third, both written and verbal consents of the 
participants were obtained prior to the start of the interviews. Fourth, the research-
ers also reminded the participants that their participation was voluntary and could 
withdraw anytime. Fifth, all the consent forms and paper-based materials were 
stored in a password-locked cabinet and all the recordings and transcripts were 
stored in a separate electronic device with the sole access of the researchers. All the 
materials were destroyed upon the completion of the study (Creswell, 2012; 
Merriam & Tisdell, 2016).

5  Findings and Discussion

While reporting the findings, the researcher put the quotes alongside the analysis to 
offer an authentic description of the participants’ experience, alongside presenting 
the correlation between evidence and findings (Anderson, 2010; Okamura & Miller, 
2010). To answer the research questions, the researchers categorised the findings 
into two themes and four subthemes. Table 2 summarises the themes and subthemes 
for this study.
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Table 2 Themes and subthemes

Themes and subthemes

1. Language support on online learning platforms
1.1 Embedded language tools on asynchronous learning 

platforms
1.2 Live transcription on synchronous learning platforms

2. Clear correlation between learning contents and online 
learning activities

2.1 Meaningful activities during synchronised learning
2.2 Well-scheduled online learning activities

5.1  Language Support on Online Learning Platforms

This study reflected that language support provided by the online learning platforms 
facilitated both synchronous and asynchronous learning, allowing university stu-
dents to overcome the barriers and negative emotions arising from their concerns 
and perception of their language mastery. They perceived such tool as a consider-
ation to their cultural and linguistic backgrounds, offering equal access to language 
resources to achieve fairness and equity in learning opportunities. Such positive 
affection for equity and respect affirmed that offering language support on online 
learning platforms is an effective strategy to cultivate a culturally inclusive online 
learning environment.

5.1.1  Embedded Language Tools on Asynchronous Learning Platforms

While non-verbal cues in communication may not be significant owing to the physi-
cal absence in an online learning environment, verbal cues become increasing 
important in online communication, whereby lexicons and expressions in profes-
sional and colloquial language facilitate effective communication in an online learn-
ing community (Bamberg, 1997; Pavlenko, 2017). This study reflected that effective 
IT governance in applying the IT resources in an optimal way, whereby language 
support features on asynchronous online learning platforms are utilised to provide 
adequate support to culturally and linguistically diverse students, allowing them to 
become more confident and motivated in completing the online learning activities 
(Bianchi & Sousa, 2016; Deci & Ryan, 2008). One said,

We had to reply to the questions on the online forum and participate in the Moodle discus-
sion… It counted as a part of the assessment scores... Even I was taking HSC [Higher- 
school Certificate, a university entrance examination in New South Wales, Australia], I was 
doing EAL/D [English as an Alternative Language or Dialect]. I sometimes felt confused… 
expressing it ‘right’. I need some suggestions on word choices. I was freaking out… my 
expression… was not academic or formal… and would affect my scores. I felt safer when I 
reckoned the implemented spelling check and expression suggestions. I knew more about 
whether I was using the right word, right tone on the discussion forums to ‘post right’ 
(Participant #42).
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Previous studies (McLoughlin, 2001; Tapanes et al., 2009) suggested that culturally 
diverse students are more concerned with the learning outcome evaluation methods 
of the asynchronous online discussion tasks. For instance, international students 
generally felt more vulnerable in their online learning, whereby feeling their post-
ings on online forums negatively affected their final grades in the course, leading to 
prevailing dissatisfaction and frustration among the NESB students (Tapanes et al., 
2009; Villalpando, 2003) This study extended further into the concerns among the 
domestic students from culturally diverse backgrounds by probing into their source 
of concern and emotional status in relation to their perception of their language 
mastery, whereby their ethnic backgrounds directly influence their confidence in 
expressing in a language they may not feel too familiar or comfortable with. 
However, such feeling of uncanniness may not be directly related to their actual 
language competency. While language support is provided as an accessible resource 
on the online learning platforms, university students’ negative emotions, such as 
stress, anxiety and embarrassment, have been alleviated, thereby feeling more com-
fortable in the learning environment. Another participant said,

Sense of shame is kinda important in my culture. We are just afraid of making mistakes... It 
is embarrassing… It’s kind of disgrace… showing you are incompetent… When you are in 
a foreign country, that is not just about yourself, but about your family, race and nation… 
We are expected to show our best outside… Even on online forums no one is really ‘watch-
ing’ you, you still feel that stress… I have to make sure I use a formal tone and professional 
language… The embedded language tool allows us to check the tone and offer us some 
suggestions on expressions… Complex and complicated sentences, relative clauses, parti-
ciple phrases… Those terms we already chucked from our minds since Year 5… It’s not just 
spelling check… It’s about suggested expressions with the appropriate tones and in appro-
priate contexts… There will be a smiley face if all things look right, like accuracy and clar-
ity. I feel safer and more comfortable to express my views and comments (Participant #29).

In the computer-mediated online discussions or forums, some online learning activ-
ities centre around their critiques and views on some social issues, artwork or litera-
ture work. It requires university students not only to formulate sound arguments, but 
also to express an abstraction of their feelings and emotions (Bamberg, 1997; 
Pavlenko, 2017). When university students are provided with the resources to distil-
late and conceptualise their thoughts into lexicons and expressions, such as sugges-
tions on using nominalising nouns and relative clauses, a sense of security is then 
developed while expressing themselves in a public realm. 90% of the participants 
agreed that such language support is a good initiative from the universities that they 
put the culturally and linguistically diverse background of the students into consid-
eration. Another participant said,

Some people just think that the language support is just like ordinary spelling check... 
Grammarly or those spelling checks in Microsoft Word. But it means a lot to us. We feel 
that this tool in the textbox [on the discussion forums] reflects the university’s intention of 
bringing equal learning opportunities to all… We are not native speakers… We feel differ-
ent… and somehow we feel such difference may affect our grades. It’s not okay… cos 
we’re international students, language may impede our expressions… then we got poor 
grades… That’s not fair… I want more, not just Pass, but Distinction or even High 
Distinction… Of course I can pay for the software… but I feel better if uni provides us the 
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tool… I feel okay to reply the online postings… Somehow I like that more and more… For 
a course I really liked, I checked the forum postings three times each day… At the begin-
ning of my uni life, I don’t like posting…and now I like more and more (Participant #48).

This study reflected that if university students are able to access instantly on the 
language support while working on their asynchronous learning activities such as 
online forum postings, their self-efficacy is boosted by overcoming the negative 
emotions aroused from the uncertainty of their cultural diverse backgrounds and 
their negative perception of their language proficiency. According to the SCCT, 
such positive self-efficacy, alongside the proximal language support on the online 
learning platform, allows the university students to attain their learning goals, such 
as completing the assessment tasks and achieving their desired grades in the courses 
(Brown & Lent, 2019; Lent et al., 1994). Such performance goal attainment later 
becomes the background experience reinforcing their self-efficacy, leading to the 
postulation of their future learning goals and their later success in their online 
learning.

5.1.2  Live Transcription in Synchronous Learning

Anxiety is a pressing issue for all students in real-time conversation, whereby stu-
dents’ family backgrounds have a direct impact on their emotional responses in 
spoken discourses (Butler, 2007; Jin et al., 2014). While previous literature (Butler, 
2007; Jin et al., 2014) focussed on the speaking and productive component of com-
munication, this study shed light on the impact of the listening component and 
receptive component of online communication. Specifically, this study identified 
that while universities utilise the live transcription feature on the video- conferencing 
platforms during synchronous online learning, it enhances university students’ self- 
efficacy by catering for their learning needs and masking the stereotypes stemming 
from their linguistic and cultural backgrounds. 94% of the participants in the study 
reflected that the transcription feature on the video-conferencing platforms, such as 
Zoom and Teams, allows them to get a more accurate comprehension of the slangs 
and idioms in a professional discourse, thereby pertaining to a more thorough 
understanding of the lecture contents. One participant said,

I thought they [universities] didn’t really care about language…did care about us… They 
cared about our tuition fees… Australia is an English-speaking country… Sometimes peo-
ple are unaware they are speaking too fast. Even for face-to-face communication, it is super 
hard to capture what they said…. Especially Aussie slangs… Avro, PJ, cuppa… It’s so 
Straya… Not more than two syllables… As an international student, when I first started to 
attend lectures. Aussie accent was quite a challenge to me... In my hometown we used to 
listen to speakers with British or American accents... Of course, I still understood the con-
tents. It’s just a bit ...awkward…and weird… The live transcription translated from speech 
to text. It just gave me some reassurance and confidence to affirm that I actual know the 
language and I can understand what the speaker means (Participant #6).

This study affirmed that the live transcription feature not only benefits learning or 
understanding the lesson content in general, but also boosts university students’ 
confidence in their ability to master the language. Moreover, international university 
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students perceive it as a measure of showing respect to their culturally and linguisti-
cally diverse backgrounds by addressing their educational needs, whereby they cast 
away their negative perception of the universities merely protecting their profits and 
revenues (Steinberg & Kincheloe, 2010; Villalpando, 2003). Such perception is also 
reflected in the domestic students. Another participant said,

I guess it’s more than just subtitles, isn’t it? It masks all details and makes people feel safe 
to do something more to satisfy their learning needs… My parents are first-generation 
migrants. We speak Cantonese at home… People always have the misconception that local 
means we speak perfect English. I would only say my English is ABC [Australian-born 
Chinese] style... It is still a bit different from the other students who speak English at home. 
At schools, I used to be really shy to address this… cos It’s real odd. People assume you 
know all… Now during online learning, I felt alright that I can switch on the transcription 
during lectures. No one knows that… I’m glad I moved on such self-discovery… to explore 
what I don’t know or something I need more. I can capture the contents without missing a 
tiny teeny bit of any thingies (Participant #14).

Unlike previous studies (Kohnke & Moorhouse, 2020; Liyanagunawardena, 2021) 
showing diverse opinions on the benefits of transcriptions in synchronous online 
learning, this study affirmed such transcription feature shows a positive impact on 
the university students’ perception of learning and the learning community. This 
study also extended the discussion between the correlation between IT resources 
and the perception of language proficiency to the effectiveness of learning and 
developing a safe and comfortable culturally inclusive learning community for both 
NESB and English-speaking international and domestic students. Another partici-
pant said,

It’s pretty challenging to do online [mode of learning]. But our uni made it… I don’t think 
live transcription on Zoom is just for international students. Somehow I understand how 
they feel in an online learning environment... It [live transcription feature on Zoom] benefits 
the whole learning community. When we said we are multicultural, the white are also a part 
of it... But sometimes we got neglected. I’m a native English speaker… My role is as a 
student in an online lecture and discussion... Sometimes I also feel difficult in acquiring 
those subject-specific new terms... I would feel confused as other students. Live transcrip-
tion takes away those assumptions of native speakers (Participant #9).

Previous studies (Hannon & D’Netto, 2007; Tapanes et  al., 2009) suggested that 
online learning platforms allow the instructors and peers to maintain culturally neutral 
by putting away the university students’ linguistic and cultural backgrounds, whereby 
creating a false impression of students’ abilities and cultures. Although this study also 
reflected that online learning platforms can help put away the stereotypical lens on 
students’ linguistic and cultural backgrounds, this study reflected the motivations 
behind the university management, in the university students’ points of view, is not 
being culturally neutral; instead, it is to do with cultural sensitivity. Specifically, the 
live transcription of the video conferencing platforms brings a sense of comfort and 
security alongside putting away the preconceptions of the learners, thereby fostering 
an effective culturally inclusive learning community which is evident in their attain-
ment of learning outcomes. The findings align with the SCCT hypothesis that the 
university students’ positive affections toward the online learning community and the 
attainment of the learning goal of obtaining a good understanding of the lesson 
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contents increase their self-efficacy in postulating success in learning on online plat-
forms (Brown & Lent, 2019; Lent et al., 1994). Such sense of satisfaction extends to 
the university’s IT governance in designing and implementing effective learning tools 
to facilitate learning during the COVID-19 pandemic.

5.2  Clear Correlation Between Learning Contents and Online 
Learning Activities

Previous studies (Hannon & D’Netto, 2007; Tapanes et al., 2009) suggested that an 
unstructured and open-ended online learning environment can facilitate the learning 
of NESB students. Unlike previous literature (Hannon & D’Netto, 2007; Tapanes 
et al., 2009), this study reflected that well-designed and structured activities with 
utilisation of IT resources on e-learning platforms can increase students’ self- 
efficacy and sense of satisfaction in learning owing to their capabilities of allowing 
their voices to be heard, thereby fostering a culturally inclusive learning community.

5.2.1  Meaningful Activities During Synchronous Online Learning

This study reflected that when university teaching staff utilises the IT resources on 
both online platforms and on the Internet, it can create an immersive learning envi-
ronment. Better structure in online learning activities with cultural sensitivity to 
foster higher self-efficacy among university students in obtaining success in the 
online learning environment, whereby connecting their discipline knowledge with 
the wider context of humanity and allowing them to appreciate cultural diversity 
within the learning community (Castro-Calviño et al., 2020; Ott & Pozzi, 2011). 
One participant said,

While learning the cultural significance of some UNESCO heritage buildings, our professor 
used some digitised models, rotating and zooming into the details of the heritage buildings. 
I know due to the restrictions, we can’t really go to visit those places… He also used Google 
Earth to show the real street view of the building now… I felt I was in that place and walk-
ing in the building to feel the culture and history inside. I felt great to connect with the 
greater humanity again… Respecting human history and civilisations (Partcipant #15).

Such simulation and inclusion experiences arouse a sense of belonging and the posi-
tive affection towards the inclusion of cultural awareness in the students’ learning, 
thereby broadening their horizons and attaining learning goals (Konstantinov et al., 
2018; Vidal et al., 2020). Furthermore, extended from previous literature (Castro- 
Calviño et  al., 2020; Ott & Pozzi, 2011) that using digitised buildings creates a 
visual learning space and allows the lecturers to re-present the original, natural and 
historical contexts of the architectural buildings, this study affirmed that such inter-
disciplinary approach is made possible by the use of IT resources, thereby allowing 
the university students to connect to their learning to an appreciation of cultural 
diversity by pertaining to a broader understanding of the global issues in local con-
texts. Another participant echoed,
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I guess these days unis [universities] are getting more ‘sustainable’… I meant they wanna 
put the concept of sustainability into different courses… It’s not a bad thing… One interest-
ing thing I found is, when the lecturer uses interactive whiteboard and Jamboard and reor-
ganises the ideas volunteered by my classmates and asked them to explain… I felt we got 
respected… We have chances to express our views... I remembered once we talked about 
water resources management... I mentioned water scarcity in Taiwan. My classmates were 
shocked because they felt this only happens in developing countries. I had chance to share 
my views with my peers… An issue in my home… I feel great about that (Participant #27).

88% of the participants in this study reflected that the use of interactive whiteboard 
deepens the discussion to touch on global issues like sustainable development are 
like in local contexts. It encourages a good discussion with a free flow of thoughts 
and the development of critical thinking and higher-order cognitive skills within the 
scope of study (Blizak et al., 2020; Grant & Lee, 2014). The opportunities to share 
their views by utilising interactive features on online learning platforms make uni-
versity students feel that their cultural backgrounds have been honoured and 
respected whilst producing some significant contributions to the discussions. 
Another participant said,

Some lectures are really just chalk talk... Some are great… I got a course on film tech-
niques. The lecturer uses short video clips and polls at the same time to let us identify the 
techniques. Then the discussion goes further into how the audience’s background can influ-
ence the perception of the effects of techniques. I found it interesting that people from dif-
ferent backgrounds could focus on different techniques... They perceived the motif and 
symbols differently… I reckon there is no right or wrong answer or model answer. The 
whole lecture, though it is online, it is really fruitful… I enjoyed that... I wanna take the 
advanced course next year (Participant #20).

This study affirmed that utilising the polling functions on video-conferencing plat-
forms allows the voices of culturally and linguistically diverse students to be heard, 
thereby fostering a culturally inclusive online learning community. Unlike previous 
studies (Hannon & D’Netto, 2007; Tapanes et al., 2009), this study reflected that 
when students’ cultural backgrounds are taken into consideration, alongside using 
IT resources to elicit their viewpoints and let their voices heard, it positively influ-
ences university students’ self-efficacy in the attainment of their learning goals and 
their contribution to the online community. According to the SCCT, IT resources 
provides a proximal contextual support to positively influence university students’ 
expectations of attaining their learning goals, making them more likely to persist 
and pursue further learning in their learning areas and disciplines (Brown & Lent, 
2019; Lent et al., 1994).

5.2.2  Well-Scheduled Online Learning

During the COVID-19 pandemic, many of the international students were staying in 
their home countries to continue their studies owing to the public health concerns 
and travel restrictions during the COVID-19 pandemic (Ferguson & Sherrell, 2019; 
Thatcher et al., 2020). Previous studies (Hattam & Smyth, 2015; Morfin et al., 2006) 
suggested that the difference in time zones has drastically influenced international 
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students learning progress, whereby hampering their participation and quality dis-
cussion on the e-learning platform. This study reflected that IT governance in sched-
uling and structuring the coursework, lecture and tutorial time take a crucial role in 
bringing equity in accessing the learning resources and ensuring learning efficiency. 
One participant said,

There are both synchronous and asynchronous learning… At first, I thought, ‘Phew! Shame 
on them!’ Asynchronous learning is just an excuse for the lecturers and tutors… It’s just 
about self-directed learning… I didn’t really know their role in my learning. Then I reck-
oned that organising it in such way helps with my learning efficiency. Particularly to those 
who are in different time zones or even have some other religious and family commit-
ments… catching up with live lectures can be really challenging... making the learning 
curve really steep... Perhaps it [scheduling both synchronous and asynchronous learning] is 
just a small step. But a small step can lead to a great leap... At least we felt that we were 
valued and they [the universities] are not caring about our money (Participant #36).

Previous studies (Hattam & Smyth, 2015; Morfin et al., 2006) mentioned online 
lectures deprive the chances of international students to strive for academic excel-
lence due to the difference in time zone. This study, on the other hand, drew on the 
insights on how IT resources on online learning can bring opportunities to succeed. 
90% of the participants reflected that a change in structuring the learning schedule 
by considering the learning needs, geographical locations and cultural practices of 
university students makes them feel respected in the online learning environment. 
Another participant said,

I can’t come to Australia during COVID [the pandemic]… The time difference is 10 hours. 
It’s really hard to attend mid-day lectures... That’s midnight here… We all complained… 
My classmates in Canada are even worse… Attending tutorials at 1 am. They [The univer-
sity] didn’t really do anything at the beginning. The typical ‘you will be fine’ attitude... 
Later they made some changes in the next semester…changes in the lecture time to fit the 
schedule of international students… They also provide different time slots for tutorials, so 
we got the same chances to complete the discussion tasks and group works with students 
from similar time zones… We don’t have to just post on forums and wait two days for 
replies…. or sending emails and waiting for another two days for a consent from the group. 
It’s not just about a change in the administrative arrangement… It also means that they care 
for our needs and believe that we can succeed even the pandemic (Participant #39).

This study reflected that a change in the structure of the programme allows univer-
sity students to overcome the challenges in the difference in time zones, facilitating 
their communications and effective learning. Such utilisation of IT resource man-
agement brings in timely proximal contextual support in breaking the barriers not 
only related to the boundaries set by borders and timezones, but also in communica-
tion across cultures. The realisation of their rights in engaging in effective discus-
sion and excelling in their studies makes individuals feel empowered with a sense 
of satisfaction in utilising the social recourses in a just and fair manner (Arcidiacono 
& Di Martino, 2016; Hammell & Iwama, 2012). Another participant said,

Cultural diversity, inclusiveness, effective communication, active listening… Flowery 
terms! It is easier said than done... Personally, I think active listening is not just about ‘Oh, 
I know what you meant.’… or ‘Oh, I feel so sorry.” It needs some actions... And in reality 
it’s just ‘I’m copying you to whoever’… Scheduling a tutorial not at the Muslim prayer 
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time… organising informal meet-up activities not on Good Friday are also actions to show 
respect to different cultures and religions… no virtual catch-up lunch or dinner during 
Ramadan [A month of fasting and prayer in the Islamic calendar]… We have tutorials at 
different times… One of these fits students in South East Asia. It’s between 1-2 pm... Not 
on Fridays… I can attend the tutorials and live lecturers. Somehow I’m quite happy that our 
uni is doing a pretty good job (Participant #13).

A crucial point of developing cultural awareness is through effective communica-
tion and interactions, whereby active listening is a vital skill (Tyagi, 2013; Winter & 
Lavis, 2020). In this study, the participants reflected that listening does not only 
mean their voices are being heard in lectures and tutorials, but also how practically 
the implementation of the IT policies allows them to be empowered with a balance 
between their studies and their personal life. Cultural awareness includes an aware-
ness of individual learners’ linguistic, cultural and religious beliefs and practices 
(Bense, 2015; Collins & Reid, 2012). When students’ needs based on their cultural 
beliefs and practices are fulfilled by appropriate scheduling of the online learning 
activities by universities, such proximal contextual support yield a sense of respect 
and satisfaction in their online learning experiences. According to the SCCT, such 
positive affection boosts their self-efficacy and thus more likely to persist in active 
participation and involvement, thereby fostering an active and culturally inclusive 
community (Brown & Lent, 2019; Lent et al., 1994).

6  Solutions and Recommendations

As mentioned in the previous section, in an effective IT governance framework, 
stakeholders’ values and experiences have to be taken into consideration in plan-
ning, designing, implementing and evaluating the policies related to IT resources 
(De Haes & Van Grembergen, 2009, 2015). While online learning is one of the key 
areas in using IT resources at universities, this study identified the following strate-
gies to utilise IT resources on online learning platforms more effectively to attain 
the learning goals of students and the organisational goal of creating a culturally 
inclusive online learning environment. Figure 1 visualises the recommendations to 
attain cultural inclusiveness.

First, embedded language support, such as spelling checks and expression sug-
gestions, on asynchronous learning platforms is recommended because language 
support, as reflected in the findings of this study, is a need to both domestic and 
international students in attaining fairness while evaluating their learning outcomes. 
The benefit brought by this strategy is that it can boost students’ confidence and 
overcome their fear and anxiety in expressions, thereby allowing them to open up in 
forum discussion to express their own voices more precisely and accurately, thereby 
creating an open and culturally inclusive learning environment.

Second, real-time language support in synchronous learning platforms, such as 
live transcription, is also recommended as it can help break the stereotypical pre- 
judgments of the learning needs of students from both the native and non-native 
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Fig. 1 Recommendations to attain a culturally inclusive online learning environment

English-speaking backgrounds, thereby offering a safe and comfortable online 
learning environment for grasping the course contents while catering for the diverse 
backgrounds of the university students.

Third, it is advised that university teaching staff should arrange meaningful inter-
active activities during online learning by utilising IT resources, such as interactive 
whiteboard, Google Earth, Jamboard and polling features on video-conferencing or 
other synchoronous e-learning platforms. By utilising various IT resources with an 
interdisciplinary pedagogical approach, university students gain satisfaction and 
sense of achievement on pertaining a thorough understanding of the course con-
tents, a global perspective, higher-order thinking skills and the greater contexts 
related to topics in their discipline. Such understanding fosters a respectful and 
reflective online learning community embracing cultural diversity.

Fourth, utilising IT resources in planning lectures and tutorials, timetabling and 
scheduling with a consideration of university students’ cultural and religious beliefs, 
alongside their geographical locations is ideal as it is not only a decision in admin-
istration and management, but university students also consider such decision is a 
respectful manner in fostering cultural awareness within universities.
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7  Limitations and Future Research Directions

Although this study has provided insights into the strategies for creating a culturally 
inclusive online learning environment with the use of IT resources on synchronous 
and asynchronous e-learning platforms, it shows several limitations. First, this case 
study only limits to one country, which leads to a limitation in understanding the 
related IT policies and cultural awareness in a broader national context. Therefore, 
this study can be expanded to different countries with an implementation of an 
international multiple case study, thereby capturing the experiences of university 
students in different countries and how the broader social contexts influence their 
perception of university IT governance and multiculturalism (Bianchi et al., 2021; 
Creswell, 2012). Second, this case study also showed a limitation in the number of 
participants and the mere inclusion of qualitative data. Further research can be done 
with a more significant amount of participants and by implementing a mixed- 
method study, such as including surveys to investigate the university students’ 
learning online experiences (Almeida et al., 2017; Biasutti et al., 2018). Third, this 
case study focussed on proposing the strategies for effective culturally inclusive 
online learning environment. Since management, decision rights and accountability 
are also important facets of successful IT governance (De Haes & Van Grembergen, 
2015; Sadikin et al., 2014), further research can be done on the decision rights and 
accountability while implementing these strategies to add significant insights to the 
field of study.

8  Conclusion

Despite the limitations, this qualitative study is unique in examining one of the 
important stakeholders’, i.e. university students’, online learning experiences to 
devise strategies to raise cultural awareness within an online community. When 
multiculturalism and cultural diversity have become increasingly important in all 
walks of life, alongside the internationalisation of universities, it is not difficult to 
see that the university organisational goals have to address such issue directly with 
a holistic approach (Kim et al., 2020; Parker, 2012). This study brings insights for 
planning and designing online learning at universities with effective use of IT 
resources on synchronous and asynchronous e-learning platforms to raise the posi-
tive affections and sense of satisfaction and achievement among culturally and lin-
guistically diverse university students. Therefore, the findings in this study can be 
useful for the university management, teaching and learning unit and the IT 
resources audit and steering committees to consider utilising IT resources to attain 
both the learning goals of students while aligning with the university‘s organisa-
tional goal of developing a culturally inclusive learning community.
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1  Introduction

Information Technology (IT) is one of the most important topics and developments 
in the twenty-first century. Many professions and industries have been upgraded 
with IT development and management in almost all parts of their operation and 
administration. Many previous studies (Khther & Othman, 2013; Tiwana et  al., 
2013) have indicated that the development of IT governance plans might help 
organisations to link their structures, processes, and operations with IT and 
technologically- enhanced systems (Jairak et  al., 2015), particularly in university 
environments. In the education sector, IT is a technological development that helps 
enterprises and universities to accomplish their missions more effectively and to 
promote their plans in new directions, whilst IT governance is the procedure by 
which the missions of universities that offer a positive influence on IT are managed, 
agreed, and controlled. Organisations and universities with successful IT gover-
nance plans may enhance their administrative and operation management, student 
enrolment, teaching and learning platforms, and student management with effective 
IT supports (Van Grembergen & Haes, 2009).

Although IT governance plans and IT developments are essential for almost all 
organisations, regardless of profit orientation, size, and operational background, not 
all organisations use and employ the same levels, backgrounds, and applications of 
IT governance plans and IT developments (Weill & Ross, 2004). In the educational 
sector, small vocational training centres and schools may not require advanced-level 
IT governance plans or IT developments due to their teaching and learning 
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backgrounds, methodologies, student bodies, and limited financial resources. Also, 
schools in remote regions may not require IT governance plans or IT developments 
due to the serving bodies and limited student populations, particularly as some 
schools tend to focus on hands-on experiences and achievements for local commu-
nities (Khouja et al., 2018). However, for colleges and universities in urban com-
munities with a significant student population and enrolment, IT governance plans 
and IT developments may be useful, as they could significantly enhance operational 
and administrative management (Khther & Othman, 2013).

In university environments, due to different factors, such as university orienta-
tion, student enrolment, student backgrounds, funding bodies, financial resources, 
and opinions of the managerial board, the willingness to upgrade and employ IT 
governance plans and IT developments can differ (Waheed et al., 2018). Therefore, 
there is no single solution and set of recommendations for all colleges and universi-
ties. However, leaders in colleges and universities usually recognise the importance 
of and need for IT governance plans and IT developments (Khouja et al., 2018).

Higher education is one of the sectors which should employ advanced technol-
ogy and technologically enhanced management, regardless of background. Many 
studies have indicated that IT governance plans and IT developments are amongst 
potential solutions for overcoming the challenges and difficulties posed by manual 
errors in operations and administrative management. More importantly, the employ-
ment of IT governance plans may enhance the overall development, student enrol-
ment, and teaching and learning platforms of colleges and universities. However, 
many university leaders do not believe IT governance plans and IT developments 
are the solution (Waheed et al., 2018). In some cases, university leaders refuse to 
upgrade the IT governance plans and IT developments of any of the departments 
and schools under their leadership due to their personal preferences.

South Korea is a region of higher education development. Like many western 
countries and regions, South Korea has become a popular destination for interna-
tional students who want to study abroad and achieve their educational qualifica-
tions in a foreign location, particularly for IT and Science, Technology, Engineering, 
and Mathematics (STEM) students and researchers. As argued by previous studies, 
IT governance plans and IT developments are amongst the key methods for enhanc-
ing student enrolment and teaching activities; such developments may be essential 
for many South Korean colleges and universities, particularly for research-oriented 
universities with high-level research activities and government projects. Although 
IT governance plans and IT developments are useful for colleges and universities, 
not all university leaders and board members believe in such developments. This 
study investigates university leaders’ motivations and reasons for not believing in IT 
governance plans and IT developments in their university environment, specifically 
in the South Korean environment.
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1.1  Purpose of the Study

Based on the social cognitive career and motivation theory (Dos Santos, 2021a, b), 
two purposes are categorised. First, this study aims to investigate and understand the 
obstacles to proper IT governance in the South Korean university environment, par-
ticularly during the COVID-19 pandemic. Second, the study intends to understand 
university leaders’ motivations and reasons for not wanting to enhance IT gover-
nance plans and IT developments in their universities. In short, two research ques-
tions guide this study:

 1. What are the obstacles to proper IT governance in the South Korean university 
environment, particularly during the COVID-19 pandemic? Why?

 2. What are university leaders’ motivations and reasons for not wanting to enhance 
IT governance plans and IT developments in their universities? Why?

1.2  Significance of the Study

First, IT governance plans and IT developments have become important topics in 
the education sector, particularly for colleges and universities. However, many pre-
vious studies have focused on the application and employment of IT governance 
plans and IT developments in private and for-profit organisations and businesses, 
with only a few studies focusing on non- profit organisations and higher education 
institutions. The results of this study will fill the research and practical gaps in 
this area.

Second, current research on IT governance plans and IT developments usually 
focuses on successful case studies and applications for organisations and busi-
nesses. Only a few studies focus on unsuccessful stories and cases. In other words, 
there is a need to understand the backgrounds of and reasons for unsuccessful appli-
cations. The results of this study will fill the gaps in this area.

Third, much current research mainly focuses on cases in western communities, 
with only a few focusing on social problems, IT governance plans, and IT develop-
ments in East Asia. Although IT governance plans and IT developments do not have 
any geographic limitations or restrictions, higher education leaders’ perspectives 
and concepts could be different in different regions. The results of this study will fill 
the gaps in this area, particularly for higher education institutions in East Asia.
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2  Theoretical Framework and Literature Review

2.1  Social Cognitive Career and Motivation Theory

The social cognitive career and motivation theory (Dos Santos, 2021a, b) served as 
the theoretical framework to guide this study. The social cognitive career and moti-
vation theory was developed based on social cognitive career theory (Lent et al., 
1994) and self-efficacy theory (Bandura, 1989). The social cognitive career and 
motivation theory (Dos Santos, 2021a, b) is useful for understanding the motiva-
tions and reasons why individuals and groups exercise behaviours, decisions, and 
decision-making processes in particular ways. In fact, individuals and groups do not 
conduct their behaviours, actions, and movements without any personal perceptions 
or understanding. In other words, individuals and groups usually exercise their 
behaviours based on their understanding and motivations for achievements and end 
results. Under the guidelines of the social cognitive career and motivation theory 
(Dos Santos, 2021a, b), the current study may reveal university leaders’ motivations 
and reasons for not wanting to enhance IT governance plans and IT developments 
in their universities.

The social cognitive career and motivation theory (Dos Santos, 2021a, b) argues 
that individuals’ and groups’ motivations and decision- making processes are influ-
enced by internal and external factors. First, the psychological and internal factors 
of self-efficacy indicate that individuals’ academic interests, personal consider-
ations, and achievements of education and career goals could impact their motiva-
tions and decision-making processes. Second, the social and external factors 
indicate that individual’s interests in career development, financial considerations, 
and surrounding environments and individuals could impact motivations and deci-
sion-making processes (Kwee, 2021a, b; Kwee & Dos Santos, 2021). Given this, the 
social cognitive career and motivation theory served as the theoretical framework to 
investigate the current social problems regarding IT governance plans and IT devel-
opments in South Korean university environments. Figure 1 outlines the social cog-
nitive career and motivation theory (Dos Santos, 2021a, b).

2.2  IT Governance Plans in Higher Education: Challenges

Almost all universities have employed different types of IT developments and tech-
nologically-enhanced operational, administrative, and teaching management strate-
gies, particularly research-oriented colleges and universities with high-level research 
activities (Khther & Othman, 2013). Due to various challenges and limitations, not 
all universities are greatly supported by IT developments. However, it is not uncom-
mon for IT developments to be involved in many aspects of university management.

Although many colleges and universities are supported by IT developments and 
technologies, many leaders and board members do not understand the objectives 
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Fig. 1 Social cognitive career and motivation theory (Dos Santos, 2021a, b)

and goals of IT governance and IT development, particularly in remote colleges and 
universities with limited financial resources. As a result, institutional processes 
could be negatively impacted due to disorganised planning and strategies of IT 
departments, university leaders, and board members (Ghost, 2018).

Some previous studies (Ghost, 2018; Khouja et al., 2018; Waheed et al., 2018) 
have indicated some potential challenges impeding colleges’ and universities’ effec-
tive employment of IT governance plans and IT developments. First, not all univer-
sity leaders and board members are fully aware of the advantages and benefits of IT 
governance. Second, the development and application of any IT system and its pro-
motion are costly and may not have immediate results for board members and 
shareholders. Third, colleges and universities need to spend additional financial 
resources on IT departments and related supports. Fourth, IT developments may 
require long-term support, which may cost additional resources on top of current 
budgets (Ghost, 2018). In fact, IT governance plans and IT developments may not 
be the first priority for university leaders and board members. Therefore, many col-
leges and universities may not want to upgrade the IT systems, although the long-
term results could benefit university development, particularly for colleges and 
universities in remote and rural communities (Jairak et al., 2015).

The perspectives and management of IT departments could play roles in IT gov-
ernance plans and IT developments in university environments. Although IT gover-
nance plans and IT developments are not novel concepts for many IT leaders and 
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department heads, some external professionals do not understand how to manage 
such plans and strategies for non-profit sectors, particularly in university environ-
ments (Webb et al., 2006). An earlier study (Wilkin & Riddett, 2009) argued that IT 
governance plans and IT developments could be different between the for-profit and 
non-profit sectors, as the goals and achievements of these two sectors are dissimilar. 
Another study (Ajayi & Hussin, 2014) also argued that public and private colleges 
and universities could have different concepts of and perspectives on IT governance 
plans and IT developments due to their different missions and goals. One study 
(Tjong et al., 2017) further argued that IT governance plans and IT developments 
could significantly upgrade technology applications and practices on campus. 
Currently, IT application, employment, and training could significantly limit overall 
IT development and usage, as many departments, faculty members, staff, university 
leaders, board members, and students are not well-prepared for advanced-level 
technology and computer application.

3  Methodology

3.1  Research Design: General Inductive Approach

A general inductive approach (Thomas, 2006) was employed to collect qualitative 
data from a group of university department heads and senior leaders from five rural 
and privately-funded colleges and universities in South Korea. The general induc-
tive approach is useful because this qualitative methodology is not limited to any 
sites, targets, groups, and backgrounds. The researchers could collect qualitative 
data based on the nature and need of the study. Unlike case study methodology (Yin, 
2012), the researchers need to collect data, study the social problem, and understand 
the research problem in a targeted location and group of people. The general induc-
tive approach sets up the wider border for the researchers to understand and collect 
data exclusively for the research study without any limitations. In this case, although 
the researchers tended to collect data from a private university in the rural commu-
nity, qualitative data from a single site could not represent the social problem, par-
ticularly the problems of IT governance plans and IT developments in the South 
Korean environment. Therefore, the general inductive approach (Dos Santos, 2021c; 
Thomas, 2006) was employed in order to collect qualitative data from a wider per-
spective and population, particularly in the rural communities in South Korea.

3.2  Participants

Ten participants were recruited based on the purposive sampling strategy (Merriam, 
2009). In this case, the researchers tended to collect qualitative data from a group of 
college and university leaders who may have the decision-making powers, 
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particularly in the area of IT governance plans and IT developments. Although 
department heads and college deans could join the discussion on the IT governance 
plans and IT developments, their positions and comments may not impact the deci-
sion-making processes of the university development. Therefore, contacting the 
right people for this study was important. Therefore, based on some personal net-
works and referrals, the researchers contacted ten senior leaders and university 
board members who are willing to share their understanding and comments about 
the applications and employments of the IT governance plans and IT developments 
for their colleges and university, particularly in the rural communities in South Korea.

Qualitative data from a group of senior leaders and board members of the college 
and university is useful to understand the decisions and decision-making processes 
of the IT governance plans and IT developments. Unlike the opinions and com-
ments from the frontline workers and mid-level professionals, senior leaders and 
board members are the ones who can make the decisions of the college and univer-
sity. Therefore, these groups of participants were the appropriate people for the 
study. Based on the nature of the study, the participants should meet all the follow-
ing criteria:

 1. Currently serving on the board members’ committee
 2. Have been serving as one of the board members for at least 3 years
 3. Have the decision-making powers for the IT governance plans and IT 

developments
 4. Willing to share their opinions and comments about the IT governance plans and 

IT developments for their college and university

3.3  Recruitment

First, the researchers contacted 15 potential participants initially. The researchers 
emailed the purpose of the study, interview protocol, risk statement, and unsigned 
agreement to the potential participants. If the potential participants want to join the 
study, they might contact the researchers by email. Second, ten participants agreed 
to join the study and share their opinions and comments about the IT governance 
plans and IT developments for their college and university. Third, due to the 
COVID-19 pandemic, the government discouraged in-person contact. Therefore, 
the researchers sent the link to the participants for the online discussion and inter-
view session.
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3.4  Data Collection

An interview session was employed to collect qualitative data from the participants 
(Clandnin & Connelly, 2000; Connelly & Clandinin, 1990; Merriam, 2009; Tang & 
Dos Santos, 2017). First, the researchers sent the interview protocol to the potential 
participants during the invitation stage. Therefore, the participants should under-
stand the questions and concepts before the interview sessions. In addition, once the 
participants agreed to join the study, the researchers offered at least ten business 
days for the participants, particularly preparation and thinking. Second, the research-
ers contacted the participants for the online interview sessions (Dos Santos, 2022b, 
c) at least 2 weeks after the acceptance. The researchers sent the online interview 
platform link to the participants individually.

In this case, individual, private, and semi-structured interview sessions were 
used to collect qualitative data from the participants. During the interview session, 
the researcher asked some interview questions to the participants, such as the under-
standing of the IT governance plans and IT developments and how IT governance 
plans and IT developments could improve their university mission. As for the inter-
view session, each session lasted from 65 to 89 minutes. The researchers used a 
digital recorder to record the voices between the participants and the researchers. 
Only voiced messages were marked. The participants agreed with the arrangement.

The focus group activity (Morgan, 1998) is one of the useful qualitative data col-
lection tool. However, it is not applicable in this study. Although the participants 
should know each other from academic and managerial conferences and meetings, 
some participants might not want to share sensitive information with their counter-
parts, particularly all colleges and universities are competing in student enrolment 
and recruitment. Therefore, only interview sessions were used to collect qualitative 
data from the participants.

After the researchers collected the qualitative data from the participants, the 
researchers categorised the data into the participant’s individual files. The research-
ers transcribed the voiced messages into the written transcript. Then, the researchers 
sent the written transcripts to each participant for member checking confirmation. 
Once the participants confirmed their own written transcripts, the researchers could 
continue to analyse the data. Please note, if the participants want to add or remove 
any information from their written transcript, they are welcome to do so.

3.5  Data Analysis

The two-step data analysis procedure was employed (Strauss & Corbin, 1990). 
First, the researcher re-read and re-visited the written transcripts and saw the poten-
tial connections and groups from the qualitative data. The researchers employed the 
open-coding technique to study and analyse the massive data to meaningful themes 
and subthemes. From this stage, 20 themes and 22 subthemes were merged, such as 
financial sources, enrolment management, international student population etc. 
From this stage, the data were categorised as the first-level themes and subthemes.

L. M. Dos Santos and C. T. T. Kwee



135

However, based on the guidelines from the qualitative research handbook 
(Merriam, 2009), further studies and analyses should be made for the findings and 
discussion chapter. Therefore, the researchers employed the axial-coding technique 
to study the first-level themes and subthemes further. Under the technique, the 
researchers narrowed and categorised the qualitative data to the next level. As a 
result, three themes and three subthemes were yielded as the second-level themes 
and subthemes. More importantly, the researchers would use the second-level 
themes and subthemes for the findings and discussion chapter.

3.6  Language Use

The participants were encouraged to use English and Korean languages for the sto-
ries. Therefore, the researchers did not limit the applications of the language. During 
the data collection procedure, the participants used English as the main language for 
sharing, whilst Korean was the supplementary language. If the participants used 
Korean for the answers, the researchers translated Korean to English for this study. 
The translations were sent to the participants for confirmation as well. The partici-
pants agreed with their translated parts and approved the studies.

3.7  Human Subject Protection

Privacy is the most important factor in this study, particularly this study may contain 
some sensitive information and data from the participants’ college and university 
missions and goals. Therefore, the researchers stored the signed agreements, study 
protocol, voiced messages, written transcripts, personal contacts, contact informa-
tion, and computer to a password- protected cabinet. Only the researchers could read 
the information. After the study was completed, the researchers immediately 
destroyed and deleted the information to protect privacy from all parties. The cur-
rent study was supported by Woosong University Academic Research Fundings 2022.

4  Findings and Discussion

Although all the participants’ colleges and universities employ some IT governance 
plans and IT developments, all participants disagreed with and refused further 
developments. Table 1 outlines the themes and subthemes based on the qualitative 
data collection procedure.
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Table 1 Themes and subthemes

A. Do not understand the benefits of IT governance plans and IT Developments
1. Do not see the need for IT and computer technology: IT departments are costly

B. Focus on the teaching and Learning platform
2. Faculty members and students expressed no interest in IT governance plans and IT 

developments
C. Rural colleges and universities: IT governance plans and IT developments are not the 

priority
3. International student enrolment and recruitment: priority of rural colleges and 

universities after the COVID-19 pandemic

4.1  Do Not Understand the Benefits of IT Governance Plans 
and IT Developments

…when we were in the university 30 years ago…we did not need to have computers…we 
could use the application form and paper-based system for the administrative affairs…yes, 
we have a good computer system today…but we do not need to have advance technol-
ogy…for super great things…isn’t the basic or mid-level computer system is good already?...
this is a university…this is not an online business organisation…we are not developing any 
cellphone or laptop systems…(Participant #10)

All participants were in their late 50s or early 60s. Many had completed their under-
graduate education nearly 40 years previously, without advanced IT or a technologi-
cally enhanced system. Although the current education sector is upgraded with 
advanced technology, many continue to believe that basic technology would allow 
sufficient operational and administrative management of their universities and 
departments. Some participants also do not fully understand the benefits of IT gov-
ernance plans and IT developments and how they could promote their university’s 
performance:

…I have heard the development of computer technology…and how could the technology 
help our university and organisation…but no board members and shareholders…in the 
senior meeting…understand the technology…we are focusing on the student enrolment…and 
the applications for international students…we could not focus on more than two plans at 
once…we need to focus on enrolment management after the pandemic…(Participant #9)

…no shareholders in our board meeting expressed the need for the IT development or 
else…we have good technology already…I am not an expert in technology…and I mainly 
focus on the student enrolment…we received good applications from international stu-
dents…and we also used good computer system for the online application…we do not need 
any advanced level technology…we have our own system already…why to bother addi-
tional funding…(Participant #7)

In line with the social cognitive career and motivation theory (Dos Santos, 2021a, 
b), the participants expressed no interest in the development of their IT governance 
plans and IT developments, as many did not recognise and understand the benefits. 
More importantly, almost all refused to upgrade the computer systems and relevant 
IT systems, as the current operations already met the needs and goals regarding 
admissions, student enrolment, and teaching platforms (Brown et al., 2015; Cipher 
et  al., 2017). Although the COVID-19 pandemic allowed many colleges and 

L. M. Dos Santos and C. T. T. Kwee



137

universities to upgrade their teaching and learning platforms (Dhawan, 2020; Ma 
et  al., 2021; Moorhouse, 2020), the participants expressed no interest in further 
development, particularly in IT governance plans and IT developments. In this case, 
personal considerations played significant roles in the decisions and decision-mak-
ing processes of university leaders regarding IT governance plans and IT develop-
ments. Although previous studies (Khther & Othman, 2013; Tiwana et al., 2013; 
Tjong et al., 2017) have argued that IT governance plans and IT developments suc-
cessfully and effectively help the overall performance and development of universi-
ties, the participants, board members, and shareholders tended not to invest in them 
due to their personal considerations and understanding.

1) Do Not See the Need for IT and Computer Technology: IT Departments are Costly
…what is the point of having the IT governance and IT technology in our school sys-

tem?...we do not need that IT stuff in our university…people in the urban cities…always 
call for the IT development…but our school does not…seem like we need to have heavy IT 
technology and system…we only need to have the basic and workable items…for good 
operation…(Participant #3)

Based on the sharing of one of the senior leaders at a rural university, many senior 
university leaders do not believe in IT governance plans or IT developments. More 
importantly, they do not believe IT developments could upgrade the overall achieve-
ment and performance of their universities’ operational and administrative manage-
ment. Although many studies (Khouja et al., 2018; Khther & Othman, 2013) have 
argued that IT governance plans and IT developments may significantly improve the 
performance of higher education institutions, many senior leaders do not agree, and 
refuse any further investment in such developments. Another group of participants 
also indicated that they might actually cut IT departments for budgetary reasons:

…due to the COVID-19 pandemic, many colleges and universities do not have enough 
enrolment…university does not have enough money to support some expensive depart-
ments…the IT department should be cut because department heads and managers can 
handle the IT affairs…my university does not need to have additional IT department for 
some advanced technologies…(Participant #4).

…we do not have enough cash flow for many affairs already…not to mention any addi-
tional IT development or else…the IT department costs almost 20% of the annual budget 
because of the computer, software system, and the technology support…if we do not have 
enough funding or student enrolment…and tuition fees to support…we need to think about 
some ways to cancel the IT department or so…this department is too expensive…
(Participant #2)

Besides concerns about annual budgets, some participants also believe that central 
IT departments play a relatively insignificant role in university operations; many 
believe that each department should have its own managers or professionals for 
technology management and operation. Central IT departments, particularly direc-
tors of IT departments, are seen as costly, as many do not believe in technology. 
Some opinions were captured:

…my university is not a public university…we need to spend our budget for all the depart-
ments…we have already managed at least one or two computer profession(s) in each school 
and department…we do not need to have a central IT department…otherwise, we are 
employing more than 30 computer professionals for a small college…(Participant #1).
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…what is the point of a central IT department?...the government suggested we have the 
online teaching platform and some technology enhancements already…but who will sup-
port us for the IT governance and IT development?...my board members and I do not believe 
in IT and advanced technology…we have enough IT people in our university…no one in the 
committee expressed any needs for the IT development…(Participant #5)

In line with the social cognitive career and motivation theory (Dos Santos, 2021a, 
b), financial considerations played significant roles in decisions and decision-mak-
ing processes, particularly regarding IT governance plans and IT developments dur-
ing and after the COVID-19 pandemic. The participants argued that IT governance 
plans and IT developments cost nearly 30% of their universities’ annual budgets. 
Due to the COVID-19 pandemic, many rural colleges and universities suffer from 
student shortages and limited financial resources, particularly in international stu-
dent enrolment. Many private colleges and universities highly rely on tuition fees 
and donations from alumni, and the participants indicated that there had not been 
enough financial resources for at least two academic years. Therefore, further 
investment in IT governance plans and IT developments is not the priority for the 
coming few academic years. Based on the findings, the COVID-19 pandemic 
changed the overall planning and mission for many colleges and universities, 
regardless of IT governance plans and IT developments.

4.2  Focus on the Teaching and Learning Platform

…we have already purchased the online teaching and learning platform…students and 
teachers are doing well…why should we develop further items?...the COVID-19 pandemic 
will be gone eventually…students and teachers will come back to the physical class-
room…why do we still need to spend money for some retiring items and technology…we 
need to focus on the student enrolment…(Participant #).

Almost all participants expressed their focus on and concern for student enrolment 
management (So, 2020; South Korea: Record Growth in International Student 
Enrolment, 2018; South Korea Reporting Big Gains in Foreign Enrolment, 2019). 
Although many believed that the application system should be enhanced with 
advanced technology, many argued that the current technology and development are 
sufficient to ensure good experiences for students, teachers, and professional staff. 
No further investments in IT governance plans and IT developments are required. 
According to two earlier studies (Webb et al., 2006; Weill & Ross, 2004), the deci-
sions and decision-making processes of senior leaders played significant roles in IT 
governance plans and IT developments. In this case, many do not believe in 
advanced-level IT developments and technologies due to their personal preferences 
and the opinions of board members. Many argued that the board members and com-
mittees might eventually remove online teaching and learning platforms, as many of 
the courses will return to offline teaching formats (Stewart & Lowenthal, 2022). 
Two stories were captured:
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…the committee group was upset…because the university purchased the license for the 
online learning system…the online learning system is very expensive…and the university 
needs to pay the license and registration fees every month…for the usage…the committee 
wants to cancel the license and return to the free version immediately after the government 
announced the offline teaching requirement…(Participant #6)

…not to mention the IT governance plans…at least the board members and I do not 
believe in online learning and online system…we did not have any online teaching and 
learning 20 years ago…we learnt the same knowledge…online learning is poison…we can 
have the online platform…but we should have continued with the online system or any IT 
development…(Participant #8)

In line with the social cognitive career and motivation theory (Dos Santos, 2021a, 
b), some agreed that the online teaching and learning platform offered unique online 
learning experiences and opportunities to faculty members and students. However, 
some believed that the online teaching and learning platform should be cancelled 
after the government announced the offline teaching requirements. Although mixed 
comments were captured from the participants, all participants believed that further 
IT governance plans and IT developments are not essential at the current stage. 
Reflecting the findings of previous studies (Waheed et al., 2018; Webb et al., 2006; 
Weill & Ross, 2004; Wilkin & Riddett, 2009), the behaviours and understanding of 
the senior leaders played significant roles in their decisions and decision-making 
processes. Based on the findings of this study, South Korean university leaders 
intend to maintain the current online teaching and learning platforms but to release 
no support for any further IT governance plans or IT developments.

2) Faculty Members and Students Expressed no Interest in IT Governance Plans and IT 
Developments

…during the COVID-19 pandemic, our university sent out surveys and questionnaires 
to faculty members, students, professional staff, and parents for any IT developments or 
advanced-level technologically-enhanced items…the survey expressed no concerns for any 
IT governance plans and IT development…many were concerned about the teaching and 
learning platform…the board members do not see any urgent needs for…the IT governance 
plan or so…(Participant #2)

…we asked our teachers and students already…no one mentioned the IT governance or 
any super technology plan…we all did not see any need for the IT governance plans that 
you mentioned…as we do not have any needs or demands…it is better to save our funding 
for some real items and real problems…such as student enrolment management and inter-
national student recruitment…the board members also do not believe in IT governance…
(Participant #7)

In line with the social cognitive career and motivation theory (Dos Santos, 2021a, 
b), interest in career development and teaching and learning platforms outweighed 
the need for long-term IT governance plans and IT developments. The participants 
argued that the board members and senior leaders do not believe IT governance 
plans and IT developments are the priority for the university’s performance and 
achievements. Due to the COVID-19 pandemic, many South Korean colleges and 
universities needed to move their courses and lessons online due to social distancing 
recommendations (Baber, 2021; Stewart & Lowenthal, 2022). As the online teach-
ing and learning platforms were introduced for virtual teaching, immediate or short-
term technological problems were solved. However, IT governance plans and IT 
developments should be continued for long-term achievement and development 
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(Khouja et al., 2018; Tjong et al., 2017; Waheed et al., 2018). In this case, many do 
not believe IT governance plans and IT developments should be continued, as the 
immediate and short-term problems have been solved. Furthermore, the surveys that 
the participants mentioned were mainly focused on problems for frontline person-
nel, such as faculty members and students. IT professionals’ and experts’ voices 
were not included in the statistics. Therefore, the surveys could not capture the sta-
tistics from the right professionals and departments for further IT governance plans 
and IT developments.

4.3  Rural Colleges and Universities: IT Governance Plans Are 
IT Developments Are Not the Priority

First of all, all participants argued that student enrolment management and interna-
tional student recruitment are the first priority for their universities, particularly 
during and after the COVID-19 pandemic (Ayhan et al., 2021; Dos Santos, 2022a; 
South Korea: Record Growth in International Student Enrolment, 2018). Several 
participants indicated that they had already discussed IT governance plans and IT 
development issues with other university senior leaders, particularly during the 
COVID-19 pandemic. The participants argued that other colleges and universities 
have no plans to upgrade or enhance their IT governance plans or IT developments 
during and after the COVID-19 pandemic (Waheed et  al., 2018). Therefore, no 
immediate or long-term needs and demands were shown based on discussions with 
other senior leaders in South Korea. Two comments were captured:

…other college leaders and board members do not have any problems for the IT gover-
nance and IT developments…why should our college…be the first groups for the IT gover-
nance and IT developments…our college is not…a very large…and research-based 
university…our college only focused on some local students and some international student 
enrolment…our college has no additional powers and energies…for the IT governance 
plans…we have no funding…(Participant #5)

…I do not think colleges and universities in the rural areas… concerned with the IT 
governance plans and IT developments as their first priority…it is the plan for the research-
based universities in the capital city…but in the countryside…we tended to focus on the 
ideas for student enrolment and student’ learning experiences…IT or technology…we do 
not want to spend…time for this development…(Participant #4)

In line with the social cognitive career and motivation theory (Dos Santos, 2021a, 
b), the surrounding environments and individuals played significant roles in the 
decisions and decision-making processes regarding IT governance plans and IT 
developments. In this case, many participants argued that almost all rural colleges 
and universities do not have immediate plans for IT governance plans and IT devel-
opments. Although IT governance plans and IT developments are encouraged by 
government agencies and departments, many participants and their universities tend 
not to be among the first groups to engage in such development (Waheed et  al., 
2018). More importantly, many believe the priority, particularly during and after the 
COVID-19 pandemic, should be student enrolment, financial health, and student 
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recruitment. Therefore, the participants tend to focus on student enrolment and 
management instead of IT governance plans and IT developments (Alemu & 
Cordier, 2017; Ayhan et al., 2021; Education of International Students, 2020).

3) International Student Enrolment and Recruitment: Priority of Rural Colleges and 
Universities after the COVID-19 Pandemic.

Many South Korean university leaders, particularly leaders at rural colleges and 
universities, tend to focus on student enrolment management and international stu-
dent recruitment (Ayhan et al., 2021; Dos Santos, 2022a; Education of International 
Students, 2020; South Korea: Record Growth in International Student Enrolment, 
2018). IT governance plans and IT developments are not the priority, particularly 
during and after the COVID-19 pandemic. The researcher further asked about the 
short-term and mid-term goals and priorities of the participants’ colleges and uni-
versities. The participants argued that developing international exchange pro-
grammes with other foreign colleges and universities should be the main focus 
(Ayhan et al., 2021; Dos Santos, 2020). However, the participants argued that these 
international exchange programmes should be conducted as offline programmes 
without any online opportunities or technologically enhanced options:

…South Korean colleges and universities have highly relied on international student enrol-
ment…without international students…many colleges cannot survive…because many rural 
colleges and universities do not have enough enrolment for domestic students…many great 
students do not want to stay in the rural communities because there are no opportunities 
and internships in the rural…they have to go back to the city for any jobs…therefore, inter-
national students from other countries…may receive good scholarship and funding because 
no one will compete with the scholarship…(Participant #8)

Many participants also argued that Chinese students had become one of the main 
sources of enrolment in the last decade (Dos Santos, 2022a; Education of 
International Students, 2020; South Korea: Record Growth in International Student 
Enrolment, 2018). In other words, many rural colleges and universities enrol more 
than 30% Chinese students to maintain their financial health and enrolment levels. 
However, during the COVID-19 pandemic, many Chinese students decided to return 
to China due to health concerns. Therefore, many rural colleges and universities 
face challenges with tuition fees and student enrolment, particularly due to the lack 
of Chinese international students. Based on this concern, student enrolment man-
agement outweighs the immediate needs for IT governance plans and IT develop-
ments. Some comments were captured:

…the higher education sector in South Korea…is highly relied on the Chinese international 
students…two decades ago, Chinese students came to South Korea for university…first…they 
came to the capital city…but some low-tier students…could only come to rural colleges and 
universities…for the enrolment…and for good scholarship…this is the way…how the rural 
colleges survive…but the COVID-19 pandemic changed the maps…we did not have enough 
international students…no tuition fees and no supports from the international students…we 
cannot focus on the IT governance plans or else…we need to focus on the international 
student enrolment…(Participant #6)

…I do not think any rural college leaders would have any rooms to discuss any issues of 
IT governance plans and IT development…all rural colleges are working on the Chinese 
student recruitment…if we cannot survive from the COVID-19 pandemic…not to mention 
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the IT developments…the college will close after several years…some schools are closed 
already…without enough international students from China…(Participant #9)

In line with the social cognitive career and motivation theory (Dos Santos, 2021a, 
b), surrounding environments and individuals, financial considerations, and student 
enrolment played significant roles in the decisions and decision-making processes. 
In fact, the COVID-19 pandemic changed universities’ planning and performance, 
regardless of geographic location or financial background. For nearly three decades, 
South Korean colleges and universities highly relied on international student enrol-
ment, contributions, and tuition fees, relying particularly heavily on Chinese inter-
national students. However, due to the COVID-19 pandemic, international students, 
particularly Chinese international students, decided to return home and complete 
their education via online teaching and learning platforms (Betts, 2017; Dos Santos, 
2022a, c). Also, some international students could not return to South Korea for on-
campus education. Therefore, many South Korean colleges and universities, par-
ticularly rural schools with limited career opportunities and internships, could not 
attract enough students. Therefore, the participants argued that their universities 
could not secure student enrolment for the coming academic years, and no one in 
their universities is concerned about IT governance plans and IT developments 
(Alemu & Cordier, 2017; Ayhan et al., 2021; Education of International Students, 
2020). With limited financial resources and student enrolment, rural colleges and 
universities can only pay special attention in the immediate term to their student 
enrolment. Otherwise, these colleges and universities will fail due to student enrol-
ment shortages (South Korea Reporting Big Gains in Foreign Enrolment, 2019).

5  Limitations and Future Research Directions

First, IT governance plans and IT developments must be one of the priority plans for 
many colleges and universities internationally. However, the current study only col-
lected qualitative data from South Korean colleges and universities. Therefore, 
future research studies may further expand the scope from the South Korean per-
spective to the international conceptions.

Second, due to the limited population, only board members’ qualitative data was 
collected. However, deans, presidents, vice presidents, and shareholders’ qualitative 
data could be useful, particularly for the improvement of IT governance plans and 
IT developments. Therefore, future research studies may further expand the popula-
tions to other parties and personnel in order to collect a wider picture in this area.

Third, the current study only focused on the situations of the colleges and univer-
sities in rural communities. Although urban colleges and universities may have dif-
ferent challenges and difficulties, which rural college and university leaders do not 
have, it is important to understand the plans from the urban university leaders’ per-
spectives. Therefore, future research studies may also collect qualitative data from 
college and university leaders in urban and suburban environments.
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Fourth, this study only employed the qualitative methodology as the means to 
collect data from a group of board members of the South Korean colleges and uni-
versities in rural communities. However, a wider perspective with the quantitative 
methodology could be useful. Therefore, future research studies may also employ 
quantitative and mixed methods to collect useful information from university 
leaders.

6  Contributions to the Practice

First, IT governance plans and IT developments is one of the most important devel-
opments for many schools, non-profit organisations, businesses, and government 
departments. However, many current studies and literature tended to focus on the 
for-profit sectors. Therefore, the current results and study will fill the gaps in the 
fields of IT governance plans and IT developments for higher education, particu-
larly in the South Korean environment.

Second, unlike other urban colleges and universities with solid domestic and 
international student enrolments, many rural colleges and universities face chal-
lenges and difficulties in financial resources and enrolment management. Therefore, 
many colleges and universities did not set the improvements of IT governance plans 
and IT developments as their priority, particularly during and after the COVID-19 
pandemic. Therefore, the findings from this study outlined the voices and comments 
of a group of board members, which may reflect the contemporary demands and 
mid-term plans for many colleges and universities, particularly in the rural commu-
nities in South Korea.

Third, many of the current studies of IT governance plans and IT developments 
tended to focus on the applicable developments and plans, which mainly focused on 
the applications and usages for improvements. However, no current studies col-
lected data from the perspectives of senior leaders and board members, particularly 
in the South Korean environment. Therefore, the results of this study will fill the 
research and practical gaps in this area.

Fourth, it is not uncommon that colleges and universities may face challenges 
and limitations when they want to upgrade their IT governance plans and IT devel-
opments. However, many of the studies focused on the technological challenges and 
limitations of the backgrounds, such as geographic locations. The results of this 
study tended to focus on the problems and limitations of board members and senior 
leaders. Therefore, the findings may provide some reflections and recommendations 
for scholars and government leaders to help colleges and universities to upgrade 
their IT governance plans and IT developments based on the voices of the university 
leaders.
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Making the Business IT Alignment 
Evaluation Models Accessible: A Revisit 
of Luftman’s Strategic Alignment Maturity 
Model and a Guide Towards Its 
Operationalization and Applicability 
Within Organizations

Franz Huber, Konstantinos Tsilionis, Yves Wautelet, Claude Doom, 
and Dorien Martinet

1  Introduction

Over the last decade, the global economy and the status-quo of established com-
mercialized organizational activities (i.e., managing successful business-customer 
relationships) have been challenged by the emergence of unexpected worldly events. 
For example, we can cite (i) the emergence of social media and their capacity to 
strongly influence consumer behaviors and shape customer expectations, (ii) the 
manifestation of financial crises imposing further budgetary constraints and render-
ing the financial management of organizations all the more complex, (iii) the surge 
of terrorist attacks suppressing citizens’ fundamental freedom and ability to com-
mute and work. However, one of the most disrupting events that have been recently 
materialized is the spread of the COVID-19 pandemic.

Other than the pathological and mental afflictions to a significant part of the 
global population, the pandemic is also being considered as the cause of manifesta-
tion of several externalities in the business modalities of organizations (Verbeke & 
Yuan, 2021; Carracedo et al., 2021; Amankwah-Amoaha et al., 2021). For example, 
we can mention the switch to remote-working norms for many enterprises; this sud-
den paradigm shift in the way of working seems to have had a significant impact on 
the mental capacities of the global workforce. In particular, the study of Zito et al. 
(2021) asserts that, during the pandemic, a large part of the working population has 
often experienced multiple stress symptoms when using some form of a technologi-
cal constituent (i.e., on-location or cloud-based software applications etc). The 
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authors report that, besides the frequent communication of the strategic vision of the 
business, companies need to provide the necessary IT tools and trainings so that 
their employees can fully progress towards the attainment of organizational strate-
gic objectives. Additionally, the pandemic has forced many senior-level executives 
to rethink and/or reconstruct their companies’ service-offerings so they can survive 
the overextended lockdown regimes in many countries. Nonetheless, a complete 
revisualization of business configurations seems inadequate without an increase in 
the company’s business-IT interconnectedness and communication (Seetharaman, 
2020; Liebowitz, 2020; Verma & Gustafsson, 2020; Zito et al., 2021).

The aforementioned examples demonstrate that the pandemic has only reverber-
ated the significance and enduring nature of the Business and IT Alignment (BITA) 
thematic within the organizational setting. BITA (also referred to as ‘strategic align-
ment’1) can be defined and explained using multiple definitions; for example, 
Luftman (2000) perceives it as the formal, appropriate, and timely application of IT 
in order to harmonize it with the attainment of business strategies, goals, and enter-
prise needs. Dairo et al. (2021) describe it as a complex dynamic process that orga-
nizations have to activate so as to enable extensive IT capabilities and achieve their 
business objectives. De Haes et al. (2020) mention that organizations that proceed 
in proper strategic alignment measures ensure that their business and IT functions 
are working simultaneously towards a common enterprise goal.

Overall, there is a plethoric body of knowledge associated to the strategic align-
ment research; nonetheless, there are many studies that recognize the vulnerability 
of many alignment evaluation mechanisms/frameworks in providing organizations 
with pragmatic alignment measurements and implementable performance indica-
tors (Avison et al., 2004; Coltman et al., 2015; Alghamdi & Sun, 2017). Additionally, 
events such as the pandemic necessitate the modernization of these frameworks so 
that they are able to render an organization in a state of organizational agility. This 
means that such frameworks need to incorporate comprehensive, implementable, 
and straightforward assessment modules that can help organizations to quickly ana-
lyze their internal business-IT strategies and configurations, and resolve their strate-
gic alignment bottlenecks. In that way, organizations can deliver effective remedies 
so they can quickly find their pace after a major disrupting event has happened 
(Tsilionis et al., 2021a, b; Tsilionis & Wautelet, 2022).

The present study aims to investigate the need for an operationalized version of 
the Strategic Alignment Maturity Model (SAMM), developed by Luftman (2000); 
such a version can be easily used when enterprises need to evaluate their alignment 
processes quickly when faced with business-impacting unexpected events (i.e., 
COVID-19). The SAMM is a renowned evaluation framework designed to assign a 
strategic alignment maturity score to organizations; indeed, it incorporates several 
alignment dimensions to determine the phase of strategic alignment progress within 
organizations (Luftman, 2000; De Haes et al., 2020). The full description of each 

1 The present study will be using the terms ‘BITA’, ‘strategic alignment’, or simply ‘alignment’ 
interchangeably.
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corresponding alignment dimension of the framework is presented in Sect. 2. This 
section explicates also the alignment criteria that are nested within each dimension 
as well as the assessment process for the assignment of maturity scores. The suit-
ability of the SAMM, for the purposes of this study, is substantiated on the work of 
Belfo and Sousa (2012); the study deduces a high goodness-of-fit when the SAMM 
is used as the instrument of the strategic alignment analysis in 130 multinational 
organizations. Nevertheless, the authors acknowledge that the evaluation procedure 
of the SAMM is rather complicated; besides the utilization of numerous evaluation 
criteria that harm the need for agility/flexibility on behalf of the companies that try 
to implement it, the assessment process requires also the set-up of a multimembered 
team; the latter includes senior Business/IT executives, nonmanagerial personnel, 
and application users, and urges them to go through a complete and time-exhausting 
data collection and evaluation process to reconciliate their opinions. Therefore, the 
SAMM is most likely to be customized in order to be practically executed in the 
context of a particular enterprise and its business-specificities (i.e., the enterprise’s 
context, number of operations, personnel size, etc.,).

The remainder of this chapter is the following: Sect. 2 presents a short retrospec-
tion of the strategic alignment literature as well as a short representation of the most 
scrutinized strategic alignment evaluation frameworks. A detailed analysis of these 
frameworks is not within the scope of this study; rather, we pick up on the studies of 
Belfo and Sousa (2012) and El Mekawy et al. (2009) to offer the design of a meth-
odology in order to produce an operationalized version of the SAMM. The point of 
differentiation of our methodology compared to previous studies (see Khaiata & 
Zualkernan, 2009; Ahuja, 2012) is the actual incorporation of the expertise of vari-
ous IT executives for the design of a simple survey instrument (questionnaire) that 
could help companies operationalize the SAMM in the effort to determine their 
strategic alignment swiftly. The motivation for the need to design such a question-
naire will be based on a case study which is described in Sect. 3; this section also 
explains the motivation for the choice of the case study and the data collection pro-
cess. Section 4 describes the analysis of the data and some preliminary results; Sect. 
5 presents a discussion based on these results. Conclusions can be found in Sect. 6.

2  Background

2.1  A Retrospection of the Strategic Alignment Literature

The present segment will focus on some of the main attributes that characterize the 
strategic alignment literature. Overall, this topic is being extensively researched 
for over three decades (Karpovsky & Galliers, 2015). A preponderant amount of 
research findings has triggered a general consensus that organizations are bound to 
perform better when key IT resources (i.e., systemic competences, infrastructural 
components and IT-oriented skills) are intertwined with various strategic,  
infrastructural, and operational complicities within the business domain  
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(Luftman et al., 1999; Chan & Reich, 2007; Coltman et al., 2015). A better under-
standing of how IT influences major business decisions is supposed to yield (i) 
enabled change- management processes, (ii) faster response time for the decision-
makers in terms of developing/adopting novel technologies, (iii) streamlined 
IT-investment paths, (iv) facilitated stakeholder management procedures, and (v) 
improved organizational financial performance (Collins et al., 2007; Cumps, 2007; 
Baker et al., 2011). In fact, a reinforced state of alignment can be of pivotal impor-
tance in critical sectors characterized by the need for a continuous (re)assessment 
of their IT systems in order to be aligned with the needs of multiple stakeholders; 
the higher education sector provides a distinctive example where IT systems/plat-
forms have to be frequently assessed on their ability to improve educational and 
research activities as well as the efficiency of administrative processes. In this 
regard, any technological misappropriation within the sector – caused by depthless 
strategic alignment dependencies – is expected to resonate sociocultural reverbera-
tions (Snyder et al., 2007; Tsilionis et al., 2021a, b).

The earliest bastions of research were particularly focused on a top-down syn-
chronization of the Business and IT strategic layers for the optimization of organi-
zational performance (Alghamdi & Sun, 2017). However, the Strategic Alignment 
Model by Henderson and Venkatraman (1993) introduced a cross-layered alignment 
perspective; this was taking into account the strategic layer simultaneously with 
infrastructural and operational integrations, in the attempt to cluster (and coordi-
nate) valuable organizational resources. Luftman et al. (1999) proposed the utiliza-
tion of certain organizational enablers (i.e., the level of managerial support towards 
the IT, trusting relationship between the business and IT domains, IT involvement 
in strategic planning, etc.,) in raising incrementally the level of strategic alignment 
within organizations. In their perspective, the latter is to be considered as a dynamic 
and evolving process to be assisted by the manifestation of these enablers. Their 
position coincides with the one of Reich and Benbasat (2000) considering the 
achievement of alignment as a recurrent and evolving process; such a process 
requires constant (re)evaluations and amendments of the organizational culture. The 
authors assert that a process-oriented perspective should include the set-up of mile-
stones and planning activities which evaluate the current stage of the alignment and 
establish goals for the next milestone. Sabherwal et  al. (2001) reinforced this 
process- driven perceptive by studying the evolution of strategic alignment within 
various organizations. The authors note that even if alignment is considered to have 
been achieved, after a while, organizations are experiencing a so-called ‘alignment 
plateau’ because they tend to focalize on their internal core competencies; thereby, 
organizations will once again be in need of a revolutionary change to cope with 
external environmental changes (i.e., introduction of new technologies, disrupting 
external events, changing consumer preferences, etc.,).

More recently, the topic of strategic alignment has been pivoted towards the 
intersection of IT governance and software development resolutions. For example, 
we can mention the study of Bleistein et al. (2004); the latter negotiates the intro-
duction of a framework that is meant to ensure the alignment between requirements 
for e-business systems and the business strategies that these systems support. The 
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novelty of the authors is the utilization of goal-oriented models in order to visualize 
the ways that strategic alignment can be achieved. Similarly, Wautelet (2019) pro-
poses a model-driven corporate and IT governance process allowing to evaluate the 
alignment of so called ‘business IT services’ with strategic (business and IT) objec-
tives. The approach allows to integrate the governance level as a (graphical) (busi-
ness and IT) strategic layer made of long-term objectives that organizational services 
potentially contribute or hamper to attain. The strategic layer is custom developed 
for each organization and linked with organizational representations of services 
deployment in order to study their alignment. Pertaining to this topic, Tsilionis and 
Wautelet (2021a, b) detail a modeling approach that aims to help organizations rec-
oncile their strategic (business and IT) objectives within their (operational) agile- 
driven software development processes via the study of a strategic and functional 
alignment diptych.

Despite these developments, the alignment topic has received some criticism. 
Traditionally, there has been a lot of ambiguity when it comes to the nature (and 
quality) of the metrics and evaluation criteria that organizations can employ in order 
to measure their strategic alignment statuses. Tallon and Kraemer (2003) and Avison 
et al. (2004) were among the first to question the existence of practical guidelines, 
mechanisms, and tools to measure this alignment. Even though today the presence 
of an increasing number of evaluation frameworks is not disputed, the debate has 
been revolving around (i) the easiness of applicability of these frameworks, (ii) their 
capacity to be adapted to the context of each organization, and (iii) their ability to 
providing quick insights in order to steer organizations out of compromising condi-
tions. To give an example, the SAMM is considered by Ahuja (2012) as one of the 
most influential strategic alignment measurement frameworks; however, according 
to the author, its burdensome assessment process renders it unfit to be used as the 
single source of truth in terms of substantiating the alignment of all the organiza-
tional business/IT processes. The section that follows provides a short description of 
the main alignment evaluating frameworks and models that are met in the literature.

2.2  Strategic Alignment Evaluation Mechanisms, Models, 
and Frameworks

This section presents the significant trail of work that negotiates basic strategic 
alignment evaluation models and frameworks. Most importantly, we try to give a 
short assessment of each framework and the nature of their corresponding align-
ment measurement metrics. We did not proceed in a systematic literature review 
since there is a number of significant studies that have mapped the field pertaining 
the comparison of alignment evaluation frameworks (see the comprehensive studies 
of El Mekawy et al., 2009; Belfo & Sousa, 2012; Schlosser et al., 2012; De Haes 
et al., 2020). We do, however, aspire to make a short presentation of the most promi-
nent strategic alignment evaluation frameworks in order to portray their major 
points of differentiation when compared to the SAMM.
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To start with, we present the alignment model elaborated by Reich & Benbasat 
(2000); to this day, it is considered to be among the cornerstones for the foundation 
and development of strategic alignment evaluation protocols. During their study, the 
authors have performed extensive interviews with senior-level business and IT exec-
utives to capture their understanding and motivation that urges them to support stra-
tegic alignment processes within their organizations. The authors translated these 
motivations to specific alignment-inducing social factors such as (i) shared domain 
knowledge, (ii) IT implementation success, (iii) increase in the communication 
between business and IT executives, and (iv) business and IT planning connectivity. 
Despite its importance, the model follows a one-way top-down approach for the 
investigation of strategic alignment influence factors; this perceptive may seem out-
dated today given the attributed significance to bottom-up (user-oriented) input 
within the software development field. Additionally, the authors are focalizing their 
study towards the investigation of social dimensions that may influence an increase 
in strategic alignment but practical evaluation criteria (i.e., the level of technological 
adaptability towards the business, utilized IT/Business metrics etc) are not given the 
necessary attention in the model.

Moving on, the Integrated Architecture Framework (Goedvolk et al., 1999) can 
be visualized as a more refined version of the Framework for Enterprise Architecture 
(Zachman, 1987). The framework is comprised of many different cells, demonstrat-
ing all possible combinations of business, information systems, and technological 
infrastructures, all of which should be considered jointly to evaluate the overall 
organizational alignment. The framework places particular emphasis on the design 
phases for upcoming technologies in order to define their impact on the business 
model. Thusly, its use seems to be more directed towards the IT department whereas 
the business domain takes on a more passive role as the recipient of the former’s 
assessments.

Following, we present the alignment evaluation model of Chen and Huang 
(2012); the latter aims to measure how much the level of alignment (or misalign-
ment) among specific organizational strategic domains (i.e., knowledge manage-
ment, IT management, and human-resource management) impacts the overall 
business performance. The entire model is based on the internal separation of the 
data sample in an ideal percentage of top-performing companies (i.e., 10% of the 
entire sample) while the remaining data-instances represent companies exhibiting 
average and below-average business performance. Following, the authors perform 
Euclidean-distance measurements between the top-, and the average-performing 
companies, to produce an overall correlation between the organizational alignment 
status and the business performance. Nonetheless, this numerical-indexed model 
does not yield any insights or criteria that a company must fulfil in order to reach a 
higher level of alignment.

At the same time, frameworks such as COBIT and ITIL entrusted with the opti-
mization of IT governance processes and service-oriented mechanisms, may be 
considered too ‘bureaucratic’ and labor-intensive to be efficiently applied in organi-
zations seeking to evaluate swiftly their state of alignment (De O’Luna, et al., 2013; 
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Qumer, 2017). Illustratively, COBIT2 – one of the most renowned IT service gover-
nance frameworks  – consists of 5 governance and 35 management processes. 
Thereby, COBIT is a heavily process-centered framework that treats software devel-
opment activities as a supporting practice within a business value chain rather than 
a central business activity in itself (Dahlberg & Kivijärvi, 2006; Dubinsky et al., 
2011; Tsilionis & Wautelet, 2021a, b). Meanwhile, ITIL3 – a framework focused on 
setting up and managing the flow of IT services – consists of 7 guiding principles 
including 34 management practices; while it receives massive support from IT prac-
titioners globally, the framework itself has traditionally provided little support in 
terms of mapping strategic IT concerns (Simonsson et al., 2010; Dubinsky et al., 
2011; Tsilionis & Wautelet, 2021a, b).

Overall, the assessment processes of the aforementioned frameworks represent 
an indirect justification of the preference for this study on the ‘maturity assessment 
approach’ (De Haes et al., 2020) as utilized by the SAMM. To reiterate, the latter 
makes use of this approach to assign an alignment maturity score to organizations, 
based on several alignment dimensions (and criteria). A detailed presentation of the 
SAMM is offered below.

2.3  The Strategic Alignment Maturity Model (SAMM)

2.3.1  Description and Short Characterization of the SAMM

This section examines the SAMM, as developed and elaborated in the studies of 
Luftman (2000) and Luftman (2003). We detail its main structure and alignment 
dimensions along with a complete catalogue of their corresponding alignment crite-
ria. Finally, this section culminates in a representation of the complicated assess-
ment process of the model which is the cornerstone of our investigation for the need 
of an operationalized version; the latter is meant to be used by a limited (than its 
original) evaluating committee and is meant to produce shorter assessment cycles 
for the quick release of insights that can help moderate the business and IT configu-
rations when organizations are faced with business-impacting adverse situations 
(e.g., COVID-19).

Overall, the SAMM investigates the organizational alignment with the use of six 
alignment dimensions. For their better comprehension, we enumerate these as: (1) 
Communications Dimension, (2) Competency/Value Measurements Dimension, (3) 
Governance Dimension, (4) Partnership Dimension, (5) Scope & Architecture 
Dimension, and (6) Skills Dimension. Each of these six alignment dimensions is 
further split into a set of four to eight alignment criteria which should be assessed 
individually when trying to determine the maturity score for each dimension. 

2 The current version is ‘COBIT 2019’: Retrieved from: http://www.isaca.org
3 The current version is ‘ITIL version 4’: Retrieved from: https://www.axelos.com
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Fig. 1 The six alignment dimensions of the Strategic Alignment Maturity Model (SAMM) and 
their corresponding alignment criteria. (Source: Luftman, 2000)

Figure 1 visualizes these alignment dimensions as well as their encompassed align-
ment criteria.

2.3.2  Description of the Alignment Dimensions and Their Corresponding 
Alignment Criteria

The alignment dimension Communications can be encapsulated as the assurance of 
the understanding between the business and IT (Luftman, 2000, 2003). A best-case 
communications’ scenario, describes a bidirectional, clear, regular, and informal 
communication channel between the business and the IT department for sharing 
common knowledge. Such a communication path between the business and IT 
should involve the utilization of specific (and usable) business and IT metrics. On 
the other hand, predefined and rigid communication protocols should be avoided as 
they are often considered to prevent an open dialogue and the sharing of ideas.

The alignment dimension Competency/Value Measurements is concerned with 
the ability of the IT function to demonstrate, in a comprehensive manner, its value 
to the entire business (Luftman, 2000, 2003). More specifically, this dimension is 
used to emphasize the importance of (i) well-defined service level agreements, (ii) 
existing benchmarking practices, and (iii) planned improvement programs, between 
the business and IT domains. An indicator of high competency and value measure-
ment maturity within an organization is the existence of formal assessment mecha-
nisms of its IT investments as well as a well-balanced prioritization/allocation of IT 
resources by the IT department.

The alignment dimension Governance is associated with the clear/definitive 
assignment of authority between the business and IT domains regarding matters of 
IT responsibility, resources, conflict resolution, and risks (Luftman, 2000, 2003). 
For instance, an indicator of high governance maturity necessitates the highest 
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extents of formality within the planning processes for the determination of the busi-
ness and IT strategy, respectively. Organizational structures that are entirely central-
ized or completely decentralized yield a lower level of governance maturity; 
contrastingly, organizational structures that follow the formation of loose confed-
erations yield higher levels of governance maturity. Direct reporting relationships 
between the Chief Information Officer (CIO) and the Chief Executive Officer 
(CEO) reveal a higher level of governance maturity than the CIO reporting to other 
members of the executive board before the CEO (i.e., the CIO reporting to the Chief 
Financial Officer). The overall assessment of governance maturity is also influenced 
by the way IT is budgeted (i.e., lower/higher maturity when the IT department is 
perceived as a cost/profit center).

The alignment dimension Partnership examines the type of relationship between 
the business and IT domains (Luftman, 2000, 2003). Mutual trust and appreciation 
of the contributions to each other determine the successful alignment between the 
two domains. In order to assess the quality of the partnership maturity, one has to 
look at how the IT is being perceived by the business domain altogether. A valued 
IT-proposition that enables future business activity reveals an organization scoring 
high in partnership maturity. Additionally, an equitable sharing of risks and rewards 
between the business and IT domains is an indicator for high-level partnership 
maturity. Contrastingly, organizations that do not involve the IT function within the 
strategic business planning process, or yield an inequitable ratio of risks/rewards for 
their IT department, receive low maturity scores. The management of the business/
IT relationship is another criterion for the evaluation of this dimension; If the rela-
tionship is only managed when needed, or not at all, the maturity scores for this 
criterion are quite low. A relationship handled under the notion of continuous 
improvement indicate the highest partnership maturity levels.

The alignment dimension Scope & Architecture assesses the extend that the IT 
domain is capable of (i) supporting a flexible and transparent infrastructure, (ii) 
evaluating effectively and applying new technologies, and iii) providing customiz-
able solutions pending on business demands (Luftman, 2000; Luftman 2003). This 
dimension also considers the ability of the IT proposition to enable and/or drive 
business strategies/processes. The encompassed alignment criteria assess whether 
IT is capable of applying emerging technologies effectively, enabling or driving 
business processes, and providing solutions to customer needs. Furthermore, this 
dimension is meant to assess whether the IT department has established well- 
articulated standards and whether there is a flexible and transparent ICT architecture.

Lastly, the alignment dimension Skills assesses traditional human-resources con-
siderations (i.e., training, salary, performance feedback) (Luftman, 2000, 2003). 
This dimension also evaluates the organization’s readiness for change and the per-
ceived individual responsibility for business innovation. It explores the ability of 
business/IT individuals to learn quickly from their experience and the extent to 
which the organization leverages innovative ideas. The encompassed alignment cri-
teria for this dimension are supposed to evaluate the existence of a spirit of entrepre-
neurship, innovation, hierarchical locus of power, and career crossovers within the 
organization.
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2.3.3  The Assessment Process for the Assignment of an Alignment 
Maturity Score

Luftman (2003) suggests the following methodology to assess the overall alignment 
maturity while using the SAMM: The first step is comprised of the formation of the 
assessment team (typically 10–30 business/IT executives and personnel). Each 
team-member gathers detailed information on all the alignment dimensions; follow-
ing, each member assesses individually the encompassed alignment criteria for each 
dimension. Next, each member assigns individually a numerical score (ranging 
from ‘1’ to ‘5’) explicating the maturity level of each criterion. Each score corre-
sponds to a scale of five levels of alignment, namely: Level 1: Without Process (no 
alignment), Level 2: Beginning Process, Level 3: Establishing Process, Level 4: 
Improved Process, and Level 5: Optimal Process (complete alignment).

After each member has assigned scores to all the criteria of a particular align-
ment dimension, these scores are averaged to uncover the alignment maturity score 
for that particular dimension. This process is followed for all the six alignment 
dimensions. At the end, the scores of all the alignment dimensions for all the mem-
bers of the team are averaged to retrieve the overall alignment maturity score for the 
organization. The most valuable part of the assessment is not the score itself, but 
understanding its implications for the entire company and what needs to be done to 
improve it (Luftman, 2003). This total alignment maturity score can be used for 
benchmarking or comparison with other organizations. The tally sheet for the 
assignment of alignment maturity scores is visualized in Fig. 2.

3  Methodology

3.1  Research Approach

The evolution of the strategic alignment assessment field has been mostly character-
ized by a static approach (Baker et al., 2011). Such an approach is mostly occupied 
with the attempt to develop mechanisms, tools, and frameworks whose end- products 
procure (quantifiable or descriptive) indicators that characterize the strategic align-
ment competency of organizations at a single point in time. There are studies that 
have dealt with the customization of ‘bulkier’ versions of beknown alignment evalu-
ation frameworks; for example, we can cite the works of Martinsons et al. (1999), 
Khaiata and Zualkernan (2009), and Ahuja (2012). However, these studies mostly 
produce truncated versions of the original evaluation frameworks in the form of a 
balanced scorecard; the latter offers a different form of classification for the align-
ment dimensions of the original models. Thusly, the implementation of the trun-
cated versions of these models seems improbable of releasing strategic alignment 
insights quickly when organizations are in need of emergent decision-making pro-
cesses to deal with adverse issues within their internal and/or external ecosystems.
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Tally Sheet

Practices
Averaged Scores

1 2 3 4 52.5 3.5 4.51.5

Average
Category

Score
Practice
Categories

Communications

Governance

Partnership

Technology Scope

Skills

Your Alignment Score:

Competency/
   Value
   Measurements

 1 Understanding of business by IT

 2 Understanding of IT by business

 3 Organizational learning

 4 Style and ease of access

 5 Leveraging intellectual assets

 6 IT–business liaison staff

 7 IT metrics

 8 Business metrics

 9 Link between IT and business metrics

 10 Service level agreements

 11 Benchmarking

 12 Formally assess IT investments

 13 Continuous improvement practices

 14 Formal business strategy planning

 15 Formal IT strategy planning

 16 Organizational structure

 17 Reporting relationships

 18 How IT is budgeted

 19 Rationale for IT spending

 20 Senior-level IT steering committee

 21 How projects are prioritized

 22 Business perception of IT

 23 IT’s role in strategic business planning

 24 Shared risks and rewards

 25 Managing the IT–business relationship

 26 Relationship/trust style

 27 Business sponsors/champions

 28 Primary systems

 29 Standards

 30 Architectural integration

 31 How IT infrastructure is perceived

 32 Innovative, entrepreneurial environment

 33 Key IT HR decisions made by:

 34 Change readiness

 35 Career crossover opportunities

 36 Cross-functional training and job rotation

 37 Social interaction

 38 Attract and retain top talent

Fig. 2 The assessment Tally sheet of the Strategic Alignment Maturity Model (SAMM). (Source: 
Luftman, 2003)

Additionally, the existing academic literature dealing with the operationalization 
of existing alignment maturity models, has, to the best of our knowledge, failed to 
include the opinions/expertise/knowledge of the directly-implicated constituents 
(i.e., business/IT executives and personnel) within the process of achieving their 
operationalized versions. Subsequently, we chose to perform an exploratory study 
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(Brown, 2006) targeted at investigating, comprehending, and performing in-between 
comparisons of three companies (and their dedicated needs) to realize if they can 
exploit the features of one of these strategic alignment maturity models for their 
swift appropriation and utilization. Instead of setting up initial testable hypotheses, 
we chose to be truly exploratory and rely on the collection of empirical data to iden-
tify, gather, and iteratively refine the activators and inhibitors affecting the SAMM’s 
capability to produce alignment insights quickly. Indeed, the setting of our research 
exercise began with the identification of three companies and the collection of data 
exploring their current strategic alignment evaluation needs; we wanted to capture 
rich in-content, non-quantitative data in a bottom-up manner by the stakeholders’ 
opinions, experiences, and expertise within these companies so a qualitative research 
methodology (Mack, 2005) was adopted. The analysis of this data led to the identi-
fication of themes, patterns, and challenges within the SAMM which will eventually 
help us generate hypotheses, regarding the need for operationalization of the 
SAMM, based on inferences that best explains our empirical data.

To recapitulate, the present research is meant to elaborate on the design of a case 
study; the latter is to be used as the instrument of hypothesis-setting in terms of 
examining the operational potentialities of the SAMM within the context of three 
companies engaged in business activities in Belgium, at the aftermath of the 
COVID-19 pandemic. Overall, the utilization of a case study format is justified by 
the researchers’ need to investigate empirically a contemporary phenomenon, in its 
real-life context, without their active participation in the investigation (Wohlin, 
2021). We are ultimately interested in capturing qualitative data expressing the 
opinions, experiences, and perceptions of these companies’ stakeholders. Thereby, 
a qualitative research methodology is to be followed with each one of these compa-
nies acting as the case study’s unit of analysis. The survey-participating companies 
were of different business contexts and sizes but they were required to have one 
subsidiary that is currently operating in Belgium to guarantee a minimum conver-
gence in their working standards. For privacy reasons, the present study will refer 
these units of analysis as ‘Company A, B, and C’ respectively. An overview of their 
characteristics can be found in Table 1.

That ultimate goal of this exercise is the release of an operationalized version of 
the SAMM fitting to the needs of the case study participants. Given the time con-
straints, we did not proceed in a full evaluation of this operationalized version; this 
is to be fully instantiated in another study that is meant to be presented in a future 
communication. Presently, the points of emphasis are on the exploration of the need 
for such an operationalized version, and on the design of a methodology that 

Table 1 Participating companies and their characteristics

Company affiliation Main business activity Employees

Company A Transportation & logistics 6413
Company B Material design & advertising 20
Company C Food & agriculture 133
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culminates in a survey instrument that is aspired to make the SAMM quickly imple-
mentable within the premises of the case study participants.

This paragraph is meant to present some details about the case study’s units of 
analysis. More specifically, Company A is a Belgian-headquartered corporation 
operating in the European transportation & logistics sector. The firm has a total 
workforce of 6413 employees and a current annual turnover of €249,613,703. 
Company B refers to the Belgian subsidiary of a multinational corporation, head-
quartered in Japan, offering advertising and material design services, specialized in 
the creation and design of catalogs. The Belgian subsidiary achieved a current 
annual turnover of €9,699,188. The company has been impacted severely from the 
pandemic and the number of its workforce has decreased considerably over the last 
4 years (the personnel used to be comprised of 130 employees but has now dropped 
to 20). Company C is a Belgian-headquartered corporation operating in the food 
and agriculture sector. The firm has an annual turnover of €30,097,146 and a work-
force of 133 employees.

3.2  Data Collection

The nature of our exploratory qualitative research study dictates the use of a purpo-
sive sampling technique (Saunders et al., 2016) in order to determine the pool of 
respondents for each one of the participating companies. We used each company’s 
email directory as our initial sampling frame in order to make our study known to 
employees that would be knowledgeable about their company’s state of interplay 
between its main business operations and internal IT processes. Our target sample 
was consisted primarily of executives implicated in the dynamic determination of 
the organization’s business and IT alignment status. Our initial email invitation to 
participate in the survey was accepted by ten employees, all occupying senior-level 
IT roles. Following, we arranged a 20-min online prescreening meeting with these 
ten potential participants where we explained the dual purpose of our study; this 
referred to (i) the determination of the easiness/comprehension of the original 
SAMM, and (ii) the exploration of the creation of an operationalized version of the 
SAMM which should facilitate a swifter/easier process for the determination of the 
alignment maturity scores for each company. Out of these ten employees, seven 
were eliminated from the selection process as their roles were entirely focused on 
technical assignments. The remaining three candidates were knowledgeable in mat-
ters of BITA configurations and they were aware of the SAMM. At a later stage, 
these three executives received another formal email invitation to participate in our 
survey along with detailed information about the interview process which would 
take the form of an online individual conversation. Due to privacy reasons, the 
names of these respondents will not be revealed; Table 2 provides an overview of 
their background and responsibilities.

For the purposes of our study, we used in-depth semi-structured interviews 
(Longhurst, 2009); The semi-structured format helped us perform the interviews 
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Table 2 Participating respondents and their characteristics

Respondent Company Job function Responsibilities

Respondent 1 A Principal IT 
architect

Oversees a team of business and IT architects; assists 
the IT administration process in order to create a 
roadmap for the implementation of the global IT 
landscape.

Respondent 2 B Head of IT 
division for 
Belgium

Oversees the company’s IT division in Belgium; 
supervises the creation of training programs; inspects 
the up-to-date status and the modernization of 
business continuity plans.

Respondent 3 C IT service 
manager

Oversees the IT service division.

based on a predetermined list of questions; the latter were meant to evaluate the 
applicability, easiness of use, benefits, and drawbacks of the SAMM. Since we were 
interested in a deeper understanding of the participants’ perceptions in terms of the 
structural composition of the SAMM and its internal constituents, we could omit 
some of the listed questions, rearrange their order and insist on some particular 
questions, hence the in-depth format of the interview process. Overall, the interview 
process was split in two phases, taking place in two different dates: The first phase 
lasted about 90 min and was composed of an informal, in-depth, online discussion 
(see Sect. 4.3.1). For that session, each respondent was asked initially to describe 
his/her job function/responsibilities and provide a short overview of the profile of 
his/her respective company and its ongoing strategic alignment processes. Next, a 
member of our research team explained the concept of the study to each interviewee; 
following, SAMM was explained in detail to each survey-participant; special atten-
tion was provided by the interviewer to the description of each alignment dimension 
of the SAMM. The alignment criteria and the alignment maturity levels, per align-
ment dimension, were also explained to each interviewee. The last part of this phase 
was dedicated to each interviewee appraising the alignment dimensions and the 
corresponding alignment criteria of the SAMM; for this, a mixture of 60 open- 
ended and closed Likert-scale questions were used. These were meant to encapsu-
late the respondents’ opinions about the perceived usability/easiness/comprehension 
of each dimension (and criterion) of the SAMM; they were essentially meant to 
estimate whether the SAMM was up-to-date with the need of contemporary compa-
nies to be in possession of a swift and dynamic evaluation method of their strategic 
alignment capabilities. The second phase of the interview took place a month after 
the first one, lasted 45 min, and was dedicated to the implementation of an opera-
tionalized version of the SAMM that the research team had produced, using as input 
the interviewees’ directions (as captured in the first phase of the interview process). 
During this phase, the interviewees had to implement the operationalized version of 
the SAMM; the latter takes the form of a questionnaire comprised of a set of 13 
complete and non-redundant questions (see Table 3) meant to capture efficiently/
effectively the strategic alignment maturity level of a company. This phase essen-
tially describes the performance of structured interviews allowing the three 

F. Huber et al.



161

Table 3 Operationalized version of the SAMM and its internal components (questions)

Evaluation dimension Questions

Communication 
maturity

1) How would you characterize the mutual understanding between the 
business and the IT domain within your company? Have there been any 
problems caused by miscommunication between those two parties in the 
recent past (2–3 years)?
2) Explain how is the newly acquired knowledge distributed within your 
organization. Which communication channels and learning methods are 
being used? Is there any kind of effectiveness monitoring?
3) Describe how your IT department communicates with the business. Is 
the communication bidirectional? Are there any formalized 
communication methods and which are those?

Competency/value 
measurements 
maturity

1) Which metrics do you use to measure business and IT performance? 
How regularly are these measures being reviewed?
2) Are your business and IT metrics linked in any way?
3) How regularly do you perform benchmarking analyses? What impact 
do the results have on future decisions and actions of your organization?
4) State to which extent your company has implemented continuous 
improvement practices. Does the organization measure the effectiveness 
of these practices? If so, how frequently are they being reviewed?

Governance
Maturity

1) Do you have a senior level IT steering committee in place? If so, 
please de-scribe briefly its structure: Who is involved? What is the 
nature/frequency of these meetings (formal, informal, etc.,)?
2) To whom does the CIO of your company report to? (CFO, COO, 
CEO)
3) What is the main reason, in your opinion, for your organization to 
invest in IT?

Partnership
Maturity

1) How would you estimate the role of IT in strategic planning? Does it 
have an impact on the company’s business processes or strategies?
2) Does your organization use defined processes to manage the 
IT-business relationship? If so, are they subject to continuous 
improvement?
3) How are risks and rewards shared within the business focus within 
the company? How are risks and rewards shared within the IT 
department within the company? Are there any special incentives for IT 
managers to take risks?

Scope & Architecture 
Maturity

1) Are there any defined technological standards within your 
organization? If so, are these standard definitions valid for the whole 
enterprise, or even for interactions with other enterprises?
2) Is your IT architecture transparent and flexible to support 
technological infrastructure changes? Does the term “technology 
management” has an applicable tribute in the company?

Skills
Maturity

1) Do hiring and retention programs exist for the staff members; if yes, 
are they effective? Do you also consider business skills with IT hiring 
decisions?
2) Are career crossover opportunities or job transfers a frequent 
phenomenon in your organization? Do they mainly concern the staff 
within a department or is the unit or corporate management also 
affected?
3) Do change readiness programs exist in your enterprise? If so, are they 
restricted to the functional level or are there change readiness programs 
at corporate level as well?
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respondents to trial-run this questionnaire by measuring the strategic alignment 
maturity levels of their respective companies (see Sect. 4.2 for the results). The 
specifics of the two phases of the interview protocol are given below.

3.3  Interview Protocol

3.3.1  Phase 1: Capturing the Interviewees’ Opinions About the SAMM

For each respondent, this interview phase was split in three parts: Part I was meant 
to introduce some open-ended questions that were meant to collect general back-
ground information about themselves (i.e., prior education and work experience, 
current occupational role and work-related responsibilities etc.). The respondents 
were also asked to introduce some generic information about their respective com-
panies (i.e., the sector that the company is currently operating in, its generic growth 
performance for the last 5 years, etc.,). Lastly, the respondents were asked to pro-
vide some information about the ongoing strategic alignment procedures of their 
companies (i.e., were they aware of any established policies/procedures to measure 
their business IT alignment statuses; were there any actions taken based on the 
insights of these procedures, etc.,). All the respondents replied that their companies 
had already set-up (mostly) ad-hoc BITA processes that would help them achieve a 
better communication between the Business and IT functions. Next, the respondents 
were asked some initial open questions that were meant to assess their generic 
knowledge in terms of the structure of the SAMM, its alignment dimensions/crite-
ria/maturity levels etc. Given the seniority of their roles, all respondents exhibited a 
well-versed understanding of the SAMM; However, extra theoretical explanation 
was provided during the next part when it comes to identifying/analyzing the align-
ment dimensions/criteria of the model. This first part of the interview lasted about 
10–15 min.

As previously explained, Part II was meant to introduce the general purpose and 
structure of the SAMM to each interviewee. Each alignment dimension and align-
ment criterion, according to the visualizations of Fig. 1, was meticulously explained 
to the interviewees. Finally, the assessment procedure of the SAMM, according to 
the visualizations of Fig. 2, was also explained to them. The respondents were free 
to ask questions at any time during this part about the SAMM and its internal con-
stituents. This part lasted about 20–30 min.

In Part III, a member of the research team (the interviewer) introduced the main 
questions; these were purposed to capture the interviewees’ opinions about the 
SAMM’s ability to produce a swift evaluation in order to give out quick and mean-
ingful insights that companies can take advantage of in times of and adverse disrupt-
ing events. These questions were divided conceptually into six segments, each one 
corresponding to one of the six alignment dimensions of the SAMM (i.e., 
Communication, Competency/Value measurements, Governance, Partnership, 
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Scope & Architecture, and Skills). Each segment clustered a mixture of 10 open- 
ended and closed questions that were meant to capture the interviewees’ percep-
tions in terms of the efficiency of the alignment criteria incorporated in each 
alignment dimension of the SAMM. To reiterate, the point of this part was the anal-
ysis of the SAMM to appraise the need for its ‘modernization’ in order to be able to 
provide a swift BITA evaluation. For example, for the first segment (i.e., 
Communication), some of the questions that were asked: Do you understand the 
purpose of the ‘communication’ alignment dimension of the SAMM, as it was 
explained to you in Part II?., Do you understand the meaning of the dimension’s 
corresponding criteria, as they were explained to you in Part II?., Do you consider 
all the dimension’s criteria relevant and up-to-date in terms of capturing the com-
munication interconnectedness between the business and IT side of your company?., 
Starting at “not at all likely” and scaling all the way up to “extremely likely”, how 
would you rank each individual alignment criterion for inclusion in your assess-
ment of the business and IT communication capabilities?. A similar set of questions 
were asked respectively for each criterion for the remaining alignment dimensions 
of the SAMM. Part III lasted about 60 min and concluded the first phase of the 
interview process. The evaluation process for the data that was gathered in this 
phase can be found in Sect. 4.1.

3.3.2  Phase 2: Implementing the Operationalized Version of the SAMM

At the end of phase 1, the members of the research team evaluated the data gathered 
by the interviewees concerning their appraisal of the SAMM. The insights gathered 
by this data was used to create an operationalized version of the SAMM in the form 
of a questionnaire containing a set of 13 questions covering all the alignment dimen-
sions of the SAMM (see Table 3). The second phase of the interview process was 
dedicated to the interviewees implementing this questionnaire in the context of their 
respective companies. We essentially performed three individual structured- 
interviews, while utilizing the operationalized version of the SAMM as our survey 
instrument, to estimate the strategic alignment maturity level of the interviewees’ 
companies. Each respondent had to answer these 13 questions and their answers 
should be able to provide valuable feedback in order to estimate the strategic align-
ment maturity score of their companies without going through the entire compli-
cated evaluation process as described in the original SAMM. At the end of each 
individual interview, each respondent had to assess the questionnaire’s fit-for- 
purpose, easiness to use, and completeness. Each interview lasted about 45 min. 
The analysis of the respondents’ answers can be found in Sect. 4.2.
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4  Data Analysis and Preliminary Results

4.1  Phase 1: The Data Analysis Process of Arriving 
at the Operationalized Version of the SAMM

The discussions taking place during the first phase of the interview session were 
recorded in audio format after having acquired the consent of each of the inter-
viewee. Upon completion of the interviews, the respondents’ recordings/answers 
were subsequently transcribed into text, analyzed, and codified; this means that 
parts of the text were annotated a code representing a certain opinion/justification/
theme etc. Additionally, the rankings of the Likert-scale answers of the respondents 
were analyzed as interval data; this means that their central tendencies (i.e., means) 
were identified. Given the small sample size of our participants in a relatively con-
trolled environment (Tsang, 2014), we did not proceed in a full statistical (descrip-
tive) realization of our case study. Contrastingly, we treated the results of the entire 
exercise under the tenets of analytic generalization (Yin, 2010). More specifically, 
we relied on the premises described in Thomas (2010) and Halkier (2011) which 
considers qualitative case studies to be enriched in sample instances that can be 
clustered together in order to create constellations of insights derived from our qual-
itative data. In particular, we went through the text recordings and interview notes 
to identify a convergence cluster within the respondents’ answers which could take 
the form of similar phrases in different parts of the material, patterns in the data, 
reoccurring differences between sub-groups of answers, etc. Special attention was 
given to the justification of the respondents’ answers to the open questions of Part 
III of the first phase of the interview process. These questions were purposed to 
capture the respondents’ opinions in terms of the relevance of the evaluation criteria 
of the SAMM, and their implementation capability within their respective compa-
nies. Data was tabulated so as to give an overview of all main insights that the 
respondents would like to see within the transmutation process towards the creation 
of an operationalized version of the SAMM that would help their companies yield 
quick insights regarding their alignment status.

Overall, the preferences and the rankings of the utility of the SAMM’s alignment 
criteria that were yielded from the respondents’ answers were cross-referenced with 
the main insights derived from the studies of Luftman (2000) and Luftman (2003) 
in order not to lose sight of the significant features of the SAMM that should be kept 
in the latter’s operationalized version. The interview data (from phase 1) made us 
realize that this new survey instrument should retain the basic form of the alignment 
dimensions of the SAMM, as presented in its original version. However, the inter-
viewees noted that some of the alignment criteria, incorporated in these dimensions, 
were rather obscure, difficult to be practically measured, or perhaps obsolete in the 
context of their companies. According to the interviewees, the main impediment for 
the applicability of the SAMM lies in its complicated evaluation process; the alter-
native that was proposed by the respondents was the creation of a simple structured 
questionnaire that would entail fundamental alignment criteria as the basis for the 
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alignment maturity evaluation process. The work-product of the entire data evalua-
tion process can be encapsulated within the questionnaire presented in Table 3.

4.2  Phase 2: Administering the Operationalized Version 
of the SAMM

This section describes the administration of the operationalized version of the 
SAMM in order to retrieve the alignment maturity levels of the respondents’ com-
panies. The point was to utilize our newly-established survey instrument in order to 
gather insights about the alignment maturity statuses of their companies in more 
efficient and swift manner rather than activating the complete evaluation process 
described within the original SAMM. Thereby, during the second phase of the inter-
view process, the interviewees had to answer all the questions presented in Table 3. 
A member of the research team could assign the alignment maturity level of each 
alignment criterion on the basis of the respondents’ answers to each question. These 
assigned maturity scores were discussed with the respondents at the end of the pro-
cess to discover any difference of opinions; no discrepancy was noted between the 
researchers and the respondents regarding these scores. We follow the structure of 
the questionnaire of Table 3 to present the respondents’ answers and the results for 
the alignment maturity levels for companies A, B and C respectively.

4.2.1  Communications Maturity

1) How would you characterize the mutual understanding between the business and 
the IT domain within your company? Have there been any problems caused by 
miscommunication between those two parties in the recent past (2–3 years)?

• Company A: The first respondent believes that, despite a free and open com-
munication channel between the business and IT domains, there is still a sig-
nificant problem in the mutual understanding between the two; this 
misunderstanding manifests itself in the form of a lack of a mature demand 
management procedure that causes a significant work overload within the 
development teams of the company. Therefore, an alignment maturity level of 
1 (Without Process) can be assigned.

• Company B: The second respondent recognizes a basic form of mutual 
understanding between the company’s business and IT domains. However, 
this understanding seems to be limited in context; the respondent perceives 
that the understanding of the IT domain, by the business domain, can be sig-
nificantly improved. However, due to a flexible and informal communication 
channel, there has been no severe communication mishap between the two 
domains thus far. Hence, the alignment maturity can be best classified as of 
level 2 (Beginning Process).
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• Company C: The third respondent describes a state of continuous communi-
cation for the mutual understanding between the business and IT domains, 
and does not recall any communication problems between the two. However, 
the respondent seems to recognize some small margins of improvement 
within the business communications (towards the IT) so that understanding 
can be even more encouraged among business staff members. This yields an 
alignment maturity level of 4 (Improved Process).

2) Explain how is the newly acquired knowledge distributed within your organiza-
tion. Which communication channels and learning methods are being used? Is 
there any kind of effectiveness monitoring?

• Company A: The first respondent acknowledged that the enterprise has a 
formal global education development initiative that is supplemented by an 
end-cycle evaluation process; this formal method corresponds to an organiza-
tional learning alignment maturity of level 4 (Improved Process).

• Company B: The second respondent placed informational e-mail communi-
cations combined with online (or optional physical presence) user trainings 
among the most frequently used organizational learning methods; this corre-
sponds to an alignment maturity of level 3 (Established Process).

• Company C: The third respondent mentions that knowledge distribution and 
organizational learning is facilitated in a formal way by means of written 
documentations and personal evaluations/trainings. Organizational learning 
and knowledge distribution is subject to daily monitoring by the IT manager. 
All of these facts together indicate an alignment maturity of level 5 (Optimal 
Process).

3) Describe how your IT department communicates with the business. Is the com-
munication bidirectional? Are there any formalized communication methods and 
which are those?

• Company A: The respondent mentions that the communication between the 
business and IT domains happens in a bidirectional and ad-hoc basis. The 
respondent characterizes this communication method as highly informal and 
flexible; this results in an alignment maturity of level 5 (Optimal Process).

• Company B: The second respondent believes that the communication method 
between the business and IT is not formal at all. The respondent believes that 
the communication is very flexible and takes place in both directions, there-
fore, an alignment maturity of level 5 (Optimal Process) can be assigned for 
this alignment sub-criterion.

• Company C: The third respondent reports that the communication between 
the Business and IT domains is not done only in person; the respondent men-
tions the existence of other media (emails, WhatsApp groups) being part of 
this informal communication path. Given the existence of more formalized 
communication media, the alignment maturity for this sub-criterion is of level 
4 (Improved Process).
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4.2.2  Competency/Value Measurements Maturity

1) Which metrics do you use to measure business and IT performance? How regu-
larly are these measures being reviewed?

• Company A: The respondent acknowledged that the business performance is 
measured through a formal and regularized Key Performance Indicators 
(KPIs) analysis and therefore achieves an alignment maturity of level 3 
(Establishing Process). Contrastingly, the IT performance is not yet being 
measured in a formalized way so it receives the lowest alignment maturity of 
level 1 (Without Process).

• Company B: No metrics are being used to measure and review the business 
and IT performance. Which is why the lowest alignment maturity of level 1 
(Without Process) has to be assigned.

• Company C: The third respondent does not recognize any metrics that are 
currently in use for measuring and reviewing the business and IT perfor-
mance. Which is why the lowest alignment maturity of level 1 (Without 
Process) has to be assigned.

2) Are your business and IT metrics linked in any way?

• Company A: As there are no metrics for the IT performance presently, the 
respondent recognized no formal linkage between the business and IT met-
rics. Consequentially, this corresponds to an alignment maturity of level 1 
(Without Process).

• Company B: Since the second respondent did not recognize any formal met-
rics to measure the Business and IT performance, it is self-evident that no link 
exists between the business and IT metrics. Consequentially, this corresponds 
to an alignment maturity of level 1 (Without Process).

• Company C: Since the third respondent did not recognize any formal metrics 
to measure the Business and IT performance, there can be no link between the 
business and IT metrics. This corresponds to an alignment maturity of level 1 
(Without Process).

3) How regularly do you perform benchmarking analyses? What impact do the 
results have on future decisions and actions of your organization?

• Company A: According to the first respondent, the corporation uses regular 
benchmark analyses to compare suppliers. The results of these benchmarking 
analyses usually prompt some sort of accompanying action, so a maturity of 
level 4 (Improved Process) can be assigned.

• Company B: The second respondent did not recognize any benchmarking 
practices taking place within the company. Consequentially, an alignment 
maturity score of level 1 (Without Process) can be assigned.

• Company C: The third respondent reports that there are no benchmarking 
practices taking place within the company. An alignment maturity score of 
level 1 (Without Process) can be assigned.
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4) State to which extent your company has implemented continuous improvement 
practices. Does the organization measure the effectiveness of these practices? If 
so, how frequently are they being reviewed?

• Company A: The organization is finalizing the set-up up a system of continu-
ous improvement practices in their IT department after some major incidents 
have occurred in the past. An alignment maturity of level 2 (Beginning 
Process) can thus be attributed.

• Company B: The second respondent did not recognize any continuous 
improvement practices put in place within the company. Consequentially, an 
alignment maturity score of level 1 (Without Process) can be assigned.

• Company C: The third respondent does not recognize any continuous 
improvement practices within the company. Consequentially, an alignment 
maturity score of level 1 (Without Process) can be assigned.

4.2.3  Governance Maturity

1) Do you have a senior level IT steering committee in place? If so, please describe 
briefly its structure: Who is involved? What is the nature/frequency of these meet-
ings (formal, informal, etc.,)?

• Company A: The first respondent replied that there is a senior-level steering 
committee meeting established, including, among others, the CIO and the 
business development manager. However, the convening of this IT steering 
committee happens on an ad-doc timing. The alignment maturity level corre-
sponding to this structure is of level 3 (Establishing Process).

• Company B: The second respondent does not recognize any senior-level IT 
steering committee meetings taking place within the company; wherefore, an 
alignment maturity of level 1 (Without Process) can be assigned.

• Company C: The third respondent does not recognize any senior-level IT 
steering committee mechanism set in place within the organization. Thereby, 
the corresponding alignment maturity is of level 1 (Without Process).

2) To whom does the CIO of your company report to? (i.e., CFO, COO, CEO)

• Company A: According to the first respondent, there is an indirect reporting 
relationship between the company’s CIO and CEO; the former reports directly 
to the CFO, which makes for an alignment maturity of level 1 (Without 
Process).

• Company B: According to the second respondent, there is an indirect report-
ing relationship between the company’s CIO and CEO; the former reports 
directly to the CFO, which makes for an alignment maturity of level 1 
(Without process).

• Company C: The third respondent notes a more direct reporting relationship 
as the CIO reports to the COO and CEO; this reporting relationship matches 
an alignment maturity of level 3 (Establishing Process).
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3) What is the main reason, in your opinion, for your organization to invest in IT?

• Company A: The first respondent mentions safety considerations in transpor-
tation as the main reason why the company invests in IT. With regard to the 
processes related to safety and security in transportation, IT spending can be 
regarded as a process enabler. Hence, the alignment maturity is of level 3 
(Establishing Process).

• Company B: The second interviewee states that the rationale for IT spending 
lies in its role as a process driver, which corresponds to an alignment maturity 
of level 4 (Improved Process).

• Company C: The third respondent names the business requirements as the 
rationale for IT spending. In that way, the IT domain (and its spending logic) 
takes the role as a business process enabler and is assigned an alignment 
maturity of level 3 (Establishing Process).

4.2.4  Partnership Maturity

1) How would you estimate the role of IT in strategic planning? Does it have an 
impact on the company’s business processes or strategies?

• Company A: At the time of the interview, the respondent acknowledged that 
IT did not have any impact on the enterprise’s strategic planning. For this 
reason, this first sub-criterion for partnership maturity receives an alignment 
maturity of level 1 (Without Process).

• Company B: The second interviewee reports that the role of IT in the com-
pany can be considered as a supportive one where the IT functions as a service 
to the business and is, consequently, not involved in strategic business plan-
ning. So this first sub-criterion for partnership maturity achieves an alignment 
maturity of level 1 (Without Process).

• Company C: The third respondent mentions that the IT domain does not 
seem to have an impact on the overall organizational strategic planning. This 
yields an alignment maturity of level 1 (Without Process).

2) Does your organization use defined processes to manage the IT-business rela-
tionship? If so, are they subject to continuous improvement?

• Company A: According to the respondent, the organization in question does 
not use any defined processes managing the IT-business relationship pres-
ently; hence an alignment maturity of level 1 (Without Process) can be 
assigned.

• Company B: The second respondent mentions that the organization does not 
make use of any defined processes managing the IT-business relationship; this 
results in an alignment maturity of level 1 (Without Process).

• Company C: The third respondent does not recognize any defined processes 
to manage the business/IT relationship; thereby, an alignment maturity of 
level 1 (Without Process) can be assigned.
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3) How are risks and rewards shared within the business focus within the company? 
How are risks and rewards shared within the IT department within the company? 
Are there any special incentives for IT managers to take risks?

• Company A: When asked, the first respondent stated that there is currently no 
risks-rewards awareness within the IT domain. The business domain seems to 
be getting an approximate equitable margin of returns of the rewards-risks 
ratio. However, the respondent does not recognize it to be the case with the IT 
domain. In consequence, the alignment maturity that can be assigned is of 
level 1 (Without Process).

• Company B: The second respondent attributes to the entire IT domain the 
role of a service; therefore, there is no distribution of risks and rewards. The 
accordant alignment maturity is of level 1 (Without Process).

• Company C: The third respondent mentions that while risks are shared 
between the two domains, the IT function receives no share of the rewards. 
Therefore, one cannot assume an alignment score of level 3, since the organi-
zation would have to start sharing both risks and rewards to reach that level. 
Consequently, the alignment maturity is of level 2 (Beginning Process).

4.2.5  Scope & Architecture Maturity

1) Are there any defined technological standards within your organization? If so, 
are these standard-definitions valid for the whole enterprise, or even for interac-
tions with other enterprises?

• Company A: Establishing standard-definitions is part of an assignment of a 
newly created architecture team; however, the team has not established any 
standard-definition so far. So, for the moment, the alignment maturity is of 
level 1 (Without Process), with a tendency to increase in the near future.

• Company B: The company has no defined technological standards, accord-
ing to the second respondent; thereby, the alignment maturity that can be 
assigned is of level 1 (Without Process).

• Company C: The respondent recognizes that the company has not defined 
any existing technological standards, which makes for an alignment maturity 
of level 1 (Without Process).

2) Is your IT architecture transparent and flexible to support technological infra-
structure changes? Does the term “technology management” has an applicable 
tribute in the company?

• Company A: The respondent characterizes the degree of architectural trans-
parency and flexibility as limited, which corresponds to an alignment matu-
rity of level 2 (Beginning Process). However, improving the degree of 
architectural transparency and flexibility via the establishment of technology 
management practices is a mid-term goal of the architectural rework process 
the enterprise has started, so there is a tendency for improvement in the future.
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• Company B: Despite the inexistence of technological standards, the second 
respondent describes the IT architecture of the company as flexible and trans-
parent. Yet, there is no formal effective emerging technology management; 
Accordingly, the alignment maturity score that can be attributed is of level 3 
(Establishing Process).

• Company C: The third interviewee attributes transparency and flexibility to 
the company’s ICT, but the question whether technology management exists 
could not be affirmed. Since effective emerging technology management 
would be the prerequisite for an alignment maturity of the level 4, we have to 
attribute a alignment maturity of level 3 (Establishing Process).

4.2.6  Skills Maturity

1) Do hiring and retention programs exist for the staff members; if yes, are they 
effective? Do you also consider business skills with IT hiring decisions?

• Company A: Business skills are not an equally important prerequisite when 
considering the hire of IT staff. In other words, the IT hiring decisions are 
based mostly on technical skills. For this sub-criterion, this means an align-
ment maturity of level 2 (Beginning Process).

• Company B: The second respondent realizes great hindrances in the organi-
zation’s ability to attract and retain top talent. Business skills are completely 
bypassed when considering an IT hire. In consequence, an alignment maturity 
of level 1 (Without Process) can be assigned.

• Company C: The third respondent mentions that he is the only employee in 
the IT department. Therefore IT staff hiring and retention programs are not 
relevant to this company. We can assign an alignment maturity of level 1 
(Without Process).

2) Are career crossover opportunities or job transfers a frequent phenomenon in 
your organization? Do they mainly concern the staff within a department or is 
the unit or corporate management also affected?

• Company A: Internal mobility and career crossover opportunities occur regu-
larly at all levels, including the corporate level; this corresponds to the highest 
possible alignment maturity of level 5 (Optimal Process).

• Company B: The second respondent realizes great hindrances in the possibil-
ity to perform career crossovers or job transfers within the organization. In 
consequence, an alignment maturity of level 1 (Without Process) can be 
assigned.

• Company C: The third respondent mentions that career crossover opportuni-
ties do not really exist within the company so an alignment maturity of level 
1 (Without Process) can be assigned.
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3) Do change readiness programs exist in your enterprise? If so, are they restricted 
to the functional level or are there change readiness programs at corporate level 
as well?

• Company A: The change readiness sub-criterion seems to be at an alignment 
maturity of level 1 (Without Process), as the first respondent does not recog-
nize any applicable and effective change readiness program within the com-
pany. Changes still occur based on employer-employee evaluations.

• Company B: The second respondent does not acknowledge the existence of 
any change readiness program within the organization; hence, an alignment 
maturity of level 1 (Without Process) can be assigned.

• Company C: The third respondent mentions that change readiness programs 
do not exist within the company so an alignment maturity of level 1 (Without 
Process) can be assigned.

4.3  Preliminary Results

Table 4 presents a synopsis of the respondents’ answers; in particular, the table 
presents the attributed alignment maturity levels, per alignment dimension, per 
company; The numerical values of the cells in each row represent the average score 
attributed to all the aforementioned questions, nested within their corresponding 
alignment dimension. The final row presents the average strategic alignment matu-
rity level, per company. When comparing the individual alignment maturity scores 
per row, we can observe a generalized tendency, on behalf of the respondents, to 
assign very low scores to their companies’ partnership maturity. Contrastingly, all 
respondents perceive that their respective companies score the highest in term of 
their communications maturity. It is interesting to consider the impact of the pan-
demic in the shaping of these two particular alignment dimensions; more specifi-
cally, we expect the switch to remote-working norms (due to the pandemic) to have 
influenced the need for increased communication between the business/IT domains. 
At the same time, these remote-working modules may have inflicted a severe impact 
in the relationship and trust-management status between these two domains. A 
future research studying the evolution of the alignment maturity scores of organiza-
tions before and during the COVID-19 pandemic could shed some light on this 
hypothesis.

5  Discussion and Future Orientations

At this point, we need to mention that the attributed alignment maturity scores, as 
summarized and presented in Table 4, should not be regarded as the centerpiece of 
the present study. We have to be cognizant of the fact that the process describing the 
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Table 4 Comparison of the strategic maturity scores for companies A, B, and C

Company A Company B Company C

Communication maturity level 3,3 3,3 4,3
Competency/value measurements maturity level 2,2 1,0 1,0
Governance maturity level 2,3 2,0 2,3
Partnership maturity level 1,0 1,0 1,3
Scope & architecture maturity level 1,5 2,0 2,0
Skills maturity level 2,7 1,0 1,0
Average strategic alignment maturity levela 2,2 1,7 2,0

Source: Luftman (2000)
aMaximum Maturity-Level Score: 5. Rounded to one decimal place

achievement of the alignment maturity scores for these particular companies (Sects. 
3.2 and 4.2) was only a fragment of the broader methodology for the investigation 
of the need for an operationalized version of the SAMM. In fact, the premise of the 
entire study is concerned with the exploration of the need for an alignment evalua-
tion mechanism, tool, or instrument that could yield significant alignment insights 
in a short fraction of time, and without having to mobilize numerous human and 
technological resources in order to attain these insights. Thereby, a point of limita-
tion that can be construed by the use of a small sample size within our case study 
can actually be ascribed to the exploratory nature of the aforementioned exercise. 
The next stage of our research strand is comprised of the planification for the orches-
tration of a wider sample-sized interview process within various companies while 
utilizing our questionnaire as the main survey instrument. The objective of such a 
descriptive research would be to fully corroborate the utilization of our survey 
instrument to yield swift strategic alignment insights without jeopardizing the unin-
terrupted the daily mode of operations for organizations. The results of this analysis 
are to be released in a future communication.

At this point, we need to mention that the methodology establishing the achieve-
ment of the operationalized version of the SAMM has evolved within the context of 
commercial (profit-seeking) organizations (i.e., companies A, B, and C). Thereby, a 
second point of limitation stems from the study’s lack of inclusion of organizations 
having multifaceted missions (i.e., being responsible for sociocultural propagations 
besides the establishment of their financial bottom-line). Accordingly, another ori-
entation of the present research can be derived by the replication of our proposed 
methodology within such organizations/institutions. The study of Tsilionis et  al. 
(2021a, b) can provide the baseline for such an endeavor; the latter focuses on the 
establishment of a goal-oriented conceptual model to evaluate the strategic fit 
between the generic strategy of a Belgian higher education institution and a new 
GDPR4-implementation IT project5 undertaken by the latter. In particular, the study 

4 General Data Protection Regulation.
5 The IT project refered to the development and deployment of a new database to support the 
Belgian university-college with the processing/maintenance of data-sensitive records of students.
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illustrates (i) the higher education missions, and (ii) the strategic objectives of that 
institution; it also shows how the alignment between the GDPR-implementation 
project and these missions/objectives can be identified, represented, and evaluated. 
However, the IT strategy of the higher education institution was not included as a 
formal element in the study. As a result, applying the SAMM to that institution can 
offer a holistic appreciation of the interconnectedness between its business and IT 
domains while uncovering possible bottlenecks that might call for the SAMM’s 
operationalization/customization within the particular educational setting.

Overall, our present analysis amounted to the recognition of the dominant oppro-
bria related to the assessment process of the SAMM after the occurrence of adverse 
events that can impact the orderly conduct of business for enterprises. In this con-
text, a major disdain attributed to the SAMM (i.e., the commitment of costly 
resources before starting the strategic alignment evaluation process) is addressed 
with the provision of an operationalized version of the SAMM.  A major policy 
implication derived from our analysis resides in the realization of the need for a 
thorough re-evaluation of alignment-assisting models and frameworks that have 
been traditionally considered as ‘golden standards’. These models, frameworks, 
and/or tools may have been considered as the vessels for the materialization of 
invaluable strategic alignment insights in the past; however, contemporary organi-
zations have to be able to operationalize (and perhaps customize) any supporting 
mechanism that allows them to activate their dynamic capabilities (thusly reducing 
their strategic decision-making time) in order to battle the rising dynamicity of the 
modern business environment.

6  Conclusion

The importance of strategic alignment has been well-instantiated within a variety of 
academic sources. Nevertheless, the literature has debated the accommodating 
nature and the quality of existing strategic alignment performance indicators; this 
discourse surmises the need for a better cartography for the establishment of prag-
matic, well-defined, and swift alignment processes within organizations. Indeed, a 
model, a mechanism, or a framework that allows a quick evaluation of strategic 
alignment constrictions is particularly important during the COVID-19 pandemic; 
the latter has been forcing organizations to perform faster oscillations between the 
phase of becoming inert to develop their internal core competences and the phase of 
becoming agile to face external (environmental) adversities.

A quick assessment of prominent alignment evaluation frameworks reveals an 
augmented level of incoherence in their alignment evaluation techniques. This study 
has focused particularly on the theoretical elaboration of the SAMM; the latter, 
despite its robustness, it has been found to entail a multiplex of alignment criteria as 
well as the formation of an overly complex assessment process for the assignment 
of alignment maturity scores to organizations. In this context, the present research 
was meant to elucidate an exploratory case study where high-level IT executives in 
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three companies were asked to assess the structure and the potential aid they would 
get if they were to implement the SAMM within their organizational premises. 
Their insights, experiences, and opinions were used as input in order to explore the 
need for the overlay of on operationalized version of the SAMM. The encompass-
ment of the expertise of such specialized personnel in the creation of this operation-
alized version is a major point of differentiation from previous studies; those, either 
focused on a mere customization of the SAMM  – depending the context of the 
company that would apply it – or detailed an alternative form of classification for its 
alignment criteria (i.e., balanced-scorecard format). Contrastingly, our methodol-
ogy was meant to be based on a ‘by the people, for the people’ premise; in that way, 
the same business roles being responsible for the daily materialization of strategic 
alignment policies within their companies are given the chance to purpose-built an 
operationalized version of one of the most renowned alignment evaluation frame-
works (SAMM).

The operationalized version of the SAMM, as presented in this study, takes the 
form of a survey instrument (questionnaire); the latter contains a set of non- 
redundant questions that are meant to provide quick and effective insights about the 
alignment maturity status of a company. The comprehensive/compact structure of 
the questionnaire makes its utilization rather easy; indeed, the latter can be admin-
istered by any internal worker involved in the company’s business-IT activities or an 
external role (i.e., consultant). Overall, we hypothesize that this survey instrument 
is supposed to provide quicker alignment evaluation opportunities. We performed a 
trial-run where we were able to receive crucial insights about the participants’ com-
panies strategic alignment statuses. Given the exploratory nature of our research, 
the next step would be to perform a more concrete evaluation of this survey instru-
ment. The design and the materialization of such a hypothesis-testing (thusly 
descriptive) case study is to be released in a future communication.
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Digitizing Education During COVID-19 
Pandemic in Bahrain Higher Education 
Context

Ghilan Al-Madhagy Taufiq-Hail and Adel Sarea

1  Introduction

The lockdown and the emergent regulations imposed combined with social distance 
measures escalated the situation, especially at schools, universities, and other higher 
education institutions. The education process was affected heavily and both the staff 
and students along with the administration and families were not prepared for such 
a sudden attack of the Covid-19 and its consequences on the pedagogical process 
(Sarea et al., 2021, 2022). Also, it is opined in recent works, pertaining the impact 
of Covid-19 on the education and mental health inside the universities, that the 
effect is still unknown but expected to be sever (Araújo et  al., 2020; Odriozola- 
González et  al., 2020). Additionally, new challenges emerged such as the online 
teaching and learning as an outcome of the social distance measures, and another 
challenge was the transformation of syllabi in a short time from face-to-face into a 
completely online method of teaching and learning. These critical issues emerged—
such as the readiness of educators as well as the students, academic institution 
administration, and families—or faced have created a situation of instability, uncer-
tainty, and fear of unexpected outcomes for the students, the families, the university 
administration, and the academic staff.

In this region, the online education was lagging behind western countries and 
suffered from various issues (Al-Odeh, 2020). There were different causes that can 
be summarized as follows (Al-Odeh, 2020): (1) the technical infrastructure and the 
internet were late to be well-established and utilized; (2) the knowledge of the 
immense benefits of the online education was lacked; (3) the strong belief of the 
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superiority and adequacy of the traditional education compared with the online edu-
cation; (4) the belief that the resources available on-campus are enough to achieve 
the pedagogical goals and no need for further online materials that could cost a lot; 
and finally (5) the bureaucracy and corruption.

To accomplish the objective of the study, this descriptive and empirical study 
with a quantitative research method using a survey instrument was developed and 
distributed among the Academic Staff in Bahrain. The scope is the higher education 
institutions in a public or private entity in Bahrain.

2  Literature Review

During Covid-19 outbreak, many universities and higher education institutions 
around the world faced many challenges and obstacles to continue the pedagogical 
education as a consequence of the sudden attack of the coronavirus (Sarea et al., 
2021). This swift and unpredicted change impacted the Academic staff as well. The 
higher education institutions are, therefore, under severe pressure in terms of reor-
ganizing the teaching schedules, transforming the conventional syllabi into digital 
form, and continuing their educational high-quality mission. Gulf Cooperative 
Council (GCC) countries were on the same boat and higher education institutions 
with its stakeholder were affected by the Covid-19 pandemic as well.

The early measures and the compliance with World Health Organizations guide-
lines lead to a relatively a smaller number of confirmed cases in GCC. As the mor-
tality rate dramatically increased globally and the number of confirmed cases GCC 
were increasingly changing, the higher education institutions were affected heavily 
and a number of 12 million students were affected (Bensaid & Brahimi, 2021).

As reported in recent studies (Sarea et al., 2021), the closure and suspension of 
educational institutions were imposed in all GCC countries that started on February 
25, 2020, in Bahrain, next United Arab Emirates on March 8, 202, followed by 
Qatar and Kingdom of Saudi Arabia on March 9, 2020. Kuwait followed the crowed 
in the closure on March 12, 2020, and eventually Oman implemented the closure on 
March 15, 2020. As a result of this, not only the higher education institutes and 
students impacted by this adversity caused by Covid-19, but also the educators that 
were among those who were negatively affected with new and emerging burden to 
shift toward the online and distance education with all difficulties and challenges 
surrounded.

In general, the past two decades have witnessed the development of high-quality 
education in GCC countries and many initiatives advocated the establishment of the 
blended education. The transition to the digital era was slowly accepted although 
the resources and the technical infrastructure were ready for it. In fact, the human 
factor was one of the obstacles as the motivation to move to the blended education 
was not really looked at as beneficial as the traditional education (Al-Odeh, 2020). 
However, the emergent of Covid-19 pandemic has led to a complete transition to the 
online education with no exception as there is no other way around to endure the 
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education process. In principle, the transformation into online learning was heavily 
conducted during the lockdown imposed by countries around the globe. Bahrain 
was among these countries that adopted the transition. In addition, if this situation 
endures for longitudinal periods, this will require the accreditation of academic 
degrees obtained via this type of education. Importantly, the attestation of academic 
degrees in Bahrain is still not in effect and many holders of academic degrees 
attained by distance learning are still struggling to get their certificates attested and 
accredited by the ministry of higher education. Furthermore, the acceptance of this 
type of higher education teaching and learning methods was suffering a lot in the 
pre-Covid-19 era, although Covid-19 has emerged to be a vital player to raise the 
accreditation issue in order to find a plausible solution. More importantly, if the 
certificate is not accredited, the holder such a degree would not be able to pursue 
any higher education. Also, the public and recruiting bodies would not accept such 
academic degrees with no accreditation in order to employ the graduates. Hence, 
there is an immense need to study this issue from the perspective of the teaching 
staff at the universities in middle east, in general, and in Bahrain in specific. Brining 
their thoughts to the forefront would help and motivate the decision makers to 
reconsider the issue of accreditation.

3  Methodology

3.1  Sampling and Data Collection Procedures

The survey employed self-administered procedure and the survey questions were 
formulated using Google forms. Based on the new procedures imposed in Bahrain 
to flatten the number of infected cases and the social distance was one of the obsta-
cles to distribute the survey. Therefore, the online participation was best suited to 
acquire the responses. Selecting the snowball and purposive sampling techniques 
was decided to collect the responses from the relevant participants. Also, these tech-
niques started with small number of participants where they were asked to send the 
survey to others using the link provided through WhatsApp application.

The collection of the responses took almost 2 months. The unit of sampling 
recruited is the teaching staff at the higher education institutions at public and pri-
vate universities in Bahrain. To identify the minimum sample size of the current 
research, the researchers followed the guideline of Sekaran (2003) where sample 
sizes greater than 30 are appropriate for most research. However, the larger the 
samples, the better insights that can be attained as many scholars recommends 
(Creswell, 2012; Tabachnick & Fidell, 2013; Hair et al., 2017).

After collecting the data, the screening phase was conducted to eliminate non- 
complete responses. Then the organization of the question groups and the coding of 
data were taken place. The Microsoft Excel was used to generate the figures and 
tables, and SPSS software packages was used to analyse the demographic part. The 
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Table 1 Main topics covered in the research

Topic measured and related items Scale

Covid-19 impact on digitizing education
1. Because of the Covid-19 pandemic, I 
believe that totally digitizing education 
would be compulsory around the globe?

Strongly 
disagree

Disagree Neither 
disagree 
nor agree

Agree Strongly 
agree

2. Because of the Covid-19 pandemic, in 
my opinion, digitizing education would be 
per se an educational authorities’ 
requirement.

Strongly 
disagree

Disagree Neither 
disagree 
nor agree

Agree Strongly 
agree

3. Because of Covid-19, in my opinion, 
digitizing education would be the common 
trend of the educational institutions?

Strongly 
disagree

Disagree Neither 
disagree 
nor agree

Agree Strongly 
agree

4. Because of the Covid-19 pandemic, in 
my view, digitizing education would 
facilitate the recognition of online 
distance-learning academic certificates/
degrees in both developed and developing 
countries?

Strongly 
disagree

Disagree Neither 
disagree 
nor agree

Agree Strongly 
agree

5. Because of the Covid-19 pandemic, in 
my view, online distance-learning would 
be more acceptable and recognized in 
public life, ministries of education/
authorities or recruiting bodies?

Strongly 
disagree

Disagree Neither 
disagree 
nor agree

Agree Strongly 
agree

collected responses were 88 from both public and private universities in Bahrain. 
However, the valid number of responses is 83 after eliminating the incomplete 
responses with 94.3% response rate.

Table 1 exhibits DE questions with related items and their scale.

3.2  Measurements’ Development

The questionnaire is divided into two main sections. The first section pertaining the 
demographics such as: gender, age, type of university, experience, and the current 
academic degree. Section two includes three groups of question. The second sec-
tion, Covid-19 Impact on Digitizing Education group of questions has five items 
anchored with five-points Likert-scale ranging from “1 Strongly disagree to 5 
Strongly agree”. This group of items covered topics of (1) whether digitizing educa-
tion implementation would be compulsory globally, (2) Whether digitizing educa-
tion implementation would be a requirement locally, (3) Whether digitizing 
education implementation would be a common trend in educational institutes, (4) 
Whether the recognition of the degree obtained through online distance learning 
would be acceptable and accredited, and (5) finally the acceptance of online dis-
tance learning by the higher education authorities, the public, and the recruiting 
agencies or employers as a result of Covid-19 pandemic.
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4  Results and Discussion

4.1  Respondents’ Profile

For the demographic’s analysis, the gender, the age group, the experience, and the 
academic degree is evaluated. As shown in Table 2, the number of males and females 
are almost the same with a percentage of 48.19% of males and 51.81% females. As 
can be found in the results, the gender equality is achieved in this research that 
employs judgment purposive sampling techniques. Regarding the age, it has been 
found that the dominant age group is group 1 (26–33 years) with 38.6%, followed 
by group 3 (42–49  years) with 31.3%, then group 2 (34–41  years) with 22.9%, 
while the least percentage in age group is group 5 (above 57) with a 2.4%. Pertaining 
the experience, the most dominant group is in group 1 (less than 3  years) with 
25.3%, then group 5 (over 17 years) with 24.1%, followed by group 3 (8–12 years) 
with a percentage of 19.3%, then group 2 (3–7 years) with a percentage of 18.1%., 
and finally, group 4 (13–17 years) with 13.3%. The experience result shows that 

Table 2 Respondents’ demographics

Attribute Mean Std. Deviation Min Max Freq Percent%

Gender 1.52 0.50 1 2
Male 40 48.19
Female 43 51.81
Total 83 100
Age group 2.10 1.05 1 5
1. 26–33 32 38.6
2. 34–41 19 22.9
3. 42–49 26 31.3
4. 50–57 4 4.8
5. Above 57 2 2.4
Total 83 100
Experience 2.93 1.52 1 5
1. Less than 3 years 21 25.3
2. 3–7 years 15 18.1
3. 8–12 years 16 19.3
4. 13–17 years 11 13.3
5. More than 17 years 20 24.1
Total 83 100
Academic degree 3.25 1.15 1 5
1. Diploma 11 13.3
2. Bachelors’ degree 8 9.6
3. Master’s degree 18 21.7
4. Ph.D. degree 41 49.4
5. Post doctorate 5 6
Total 83 100
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majority of the respondents (almost 50% of the total responses) are in the higher and 
lower extremes. Regarding the educational level, majority of the respondents hold 
Ph.D. degree (49.4%), followed by master’s degree holders (21.7%). On the other 
hand, post doctorate holders are the least group in the academic degree category 
(6%). Table 1 has more details with respect of mean, standard deviation, minimum 
and maximum values, frequency, and percentage.

4.1.1  Evaluation of Covid-19 Impact on Digitizing Education

Referring to Fig. 1, the results show that about 46% agrees and strongly agrees on 
the notion of changing the education into digitized method instead of the conven-
tional way of teaching and tutoring students at higher education institutions in 
Bahrain. However, 24% disagrees or strongly disagrees on this issue.

The researchers could conclude that apparently those majority (46%) believe in 
change and feel the transformation of education in the near future is inevitable 
rather than those who tries to ignore or at least neglect the reality that may be over-
whelmed in the coming semesters in 2020/2021.

In item number 2, the focus is on the concept of digitizing education based on the 
requirements of authorities at the Ministry of Higher Education. Results show, in 
Fig. 2, that majority (59%) of the educators believe that digitizing education would 
be one of the requirements to achieve the goals of the higher education future policy 
and transformation. This view reflects the wide vision of this group as they perceive 
the education process trend around the globe is turning towards it. Also, calls 
increasingly show that the social isolation is one of the effective ways to prevent the 
infection; hence, digitizing education would be compulsory during the pandemic or 
even in catastrophic events. However, 16% of the respondents, which is considered 
the minority of the total participants, presume that digitizing education would not be 

12%

12%

20%

40%

16%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

1. Strongly Disagree
2. Disagree

3. Neither agree or Disagree
4. Agree

5. Strongly agree

1. Because of the COVID-19 pandemic, I
believe that totally digit izing educat ion would
be compulsory around the globe.

Fig. 1 Measuring whether or not digitizing education would be compulsory
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educat ional authorit ies' requirement.

Fig. 2 Whether or not digitizing education would be a requirement
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1. Strongly Disagree

2. Disagree

3. Neither agree or Disagree

4. Agree

5. Strongly agree

Because of COVID-19, in my opinion, digit izing 
educat ion would be the common trend of the 

educat ional inst itut ions.

Fig. 3 Measuring the trend of digitizing education

a requirement. Interestingly, 25% of the participants do not have any clue or at least 
have an appraisal on this regard. The researchers conclude that the future direction 
of digitizing education would be inevitable based on the statistics obtained.

In item number 3, the focus is on probing the opinions of adopting and changing 
the education into a digital form at higher education institutions. As exhibited in 
Fig.  3, the graph shows an overwhelming majority of participants foresee the 
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adoption of digital education methods at the higher education institutions. Only 8% 
of the participants disagree or strongly disagree with this issue. This can be explained 
as the trend perceived in the near future is to adopt the online digital form of educa-
tion and Covid-19 fostered the process at the management level of these 
universities.

While inspecting the graph in Fig. 4 for item number 4, it is clear that the major-
ity of the teaching staff predict the acceptance of the academic degree of the online 
distance learning in the new era of digitizing education. On the other hand, minority 
(13%) of participants disagrees or strongly disagrees that a major change in the cur-
rent policy of accrediting academic degrees obtained through online or distance 
learning is possible. Hence, the overall perception of the teaching staff is in congru-
ent with the acceptance stance of the view of accreditation of academic degree from 
online distance learning. The view that advocates the accreditation of the academic 
degree may have an influence on the decision makers at higher education ministries 
to accelerate the process of accreditation, eliminate the short list of recognized uni-
versities that are approved by some GCC countries, and reduces the obstacles to 
give opportunities for employees who want to upskill and get better education while 
working.

Inspecting the graph in Fig. 5 for item number 5, the majority of participants 
(69%) on the idea of the acceptance and recognition of online distance-learning 
among the public, government entities represented by Ministry of Higher Education 
or other authorities is dominant. In the contrary, minority of views (12%) by some 
respondents in this topic can be said to be neglected. Markedly, those who did not 
give positive or negative answer and remained neutral represent (18%) of the total 
number of participants. The majority reflects the general and dominant accord on 
the notion that online distance-learning is going to be a reality and widely accepted 
within the populace and in government sectors as well as recruiting agencies. The 

7%
6%

14%
53%

19%

0% 10% 20% 30% 40% 50% 60%

1. Strongly Disagree
2. Disagree

3. Neither agree or Disagree
4. Agree

5. Strongly agree

4. Because of the COVID-19 pandemic, in my
view, digit izing educa�on would facilitate the
accreditat ion of distance-learning academic
degree in both developed and developing
countries.

Fig. 4 Statistics of the accreditation of online distance learning academic degrees

G. A.-M. Taufiq-Hail and A. Sarea



187

5%
7%

18%
49%

20%

0% 10% 20% 30% 40% 50% 60%

1. Strongly Disagree
2. Disagree

3. Neither agree or Disagree
4. Agree

5. Strongly agree

5. Because of the COVID-19 pandemic, in my
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Ministries of Educat ion/Authorit ies or recruit ing
bodies.

Fig. 5 Statistics on the future acceptance of online distance learning

results gained may convince the Higher Education ministries or other authorities to 
make amendments to the current policies and to encourage the shift toward the 
accreditation of academic degrees obtained through distance learning.

5  Conclusion, Implications, Limitations 
and Future Directions

The outcome of the study revealed interesting results of the crucial role of Covid-19 
in the transformation process of digital education. Additionally, after probing into 
the matter of digitizing education and the accreditation of academic degrees attained 
by means of online distance-learning, the answers show that the educators foresee 
positively the future of accredited academic degrees attained by means of digital 
education. Also, their feedback shows that the recognition of this type of education 
by the government authorities, recruitment agencies as well as the public is indis-
pensable. In addition, they perceive that digitizing education would be compulsory 
and the higher education institutions would follow the queue in implementing pro-
grams to support this type of education.

Educational Implications: the majority of the academic staff opined that the digi-
tal transformation would be compulsory and a requirement by the authorities. This 
means that the higher education authorities should focus in building a culture of 
acceptance of this new shift among the public by using different official media and 
the social networks. Also, they should urge the public to encourage their children to 
deal with technology positively not only to entertain, but also to learn and extend the 
knowledge in building different skills.
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The results revealed that digitizing education and shifting to online learning, 
would facilitate the accreditation of academic degrees in Bahrain. This could high-
light the dire need to go forward and accelerate the accreditation of academic 
degrees obtained by online learning and eliminate the restrictions of certain and 
very limited universities approved by the higher education institutions.

Although the current study revealed valuable results and contributed to the 
knowledge of literature during the early stages of Covid-19 in Bahrain in getting 
specific information with subgroup of the higher education sector, the limitations 
reside can open new avenues for future research. Firstly, the limitations found in the 
current research can exist in any research and this research is not an exception in 
that a supportive qualitative interview with open ended questions is recommended 
to support this explorative study. Therefore, future directions should consider 
this point.
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Adopting COBIT 2019 for Information 
Technology Risks in University Online 
Learning During COVID-19

Dinar Mutiara Kusumo Nugraheni, Beta Noranita, Satriyo Adhy, 
and Andi Kurniawan Nugroho

1  Introduction

During the COVID-19 pandemic in early 2020, the learning process and academic 
situations in university dramatically changed to digital environment. The physical 
environment is neglected and silent. The virtual and digital traffic in the academic 
environment is congested. These circumstances drastically altered the university. 
Technology has changed the possibilities within teaching and learning. Classes, 
which were previously limited to lectures, talks, and physical objects, are no longer 
required to be designed in this manner. Teachers and students can use conference 
technology for replacing the interaction learning process.

The conferencing application significantly increases in term of use during the 
COVID-19 pandemic. According to the data, leading mobile conferencing plat-
forms Zoom, Microsoft Teams, and Google Meet reported 200 million downloads 
from users worldwide in August 2021. However, this represents a drop of more than 
58 percent from 2020, when Zoom, Microsoft Teams, and Google Meet had 479 
million installed (Statista, 2022a). As for the devices to access internet, the majority 
of the Indonesians were mobile internet users. This may be due to the affordability 
and user-friendliness of the mobile devices that are available in the Indonesian mar-
ket (Statista, 2022b). In terms of user penetration, YouTube and WhatsApp were the 
leading social networks in Indonesia as of the third quarter of 2020 (Statista, 2022b).
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According to a survey from September 2020, 25 percent Indonesian started using 
remote learning services for their children since the COVID-19 situation started. 
Furthermore, since COVID-19, 21% of Indonesian respondents have begun using 
videoconferencing for professional purposes, and 17% have begun using remote 
learning for themselves (Statista, 2022c).

With the COVID-19 pandemic in Indonesia in early 2020, the university‘s prior-
ity response is to make sure that all the university academic staff and student is safe 
from the COVID-19 pandemic. Furthermore, the university must ensure that the 
university‘s business processes are operational and that the business goals are met 
even in disaster situations.

Remote learning is the first option to make sure all the university academic staff 
and student is safe from the COVID-19 pandemic. For remote learning, universities 
must plan what capabilities and facilities will be required to deal with COVID-19 
pandemic situations. Furthermore, what plans does the university have to please the 
stakeholder? Remote learning technology includes information technology (IT) for 
lecturers and students to learn from home, as well as communication to coordinate. 
Given the growing importance of remote learning services technology in COVID-19 
situations, technology remote learning services is critical for Indonesian universi-
ties to ensure university business continuity. It is essential to make sure that the 
university has a capability for continuing the university vision and mission when 
experiencing COVID-19 pandemic situations.

Despite the recent proliferation of technologies for remote learning, there are 
numerous issues that arise that are related to the risk associated with the technology 
used for learning. This is also a consideration because the quality of teaching and 
learning suffers as a result of the technology used for remote learning. Furthermore, 
COBIT 2019 includes a risk profile for identifying IT-related risks that may occur 
in an organization. However, COBIT 2019 focuses on the enterprise level (ISACA, 
2019). Therefore, the goal of this paper is to use the COBIT 2019 risk profile to 
identify IT risks in the University Online Learning Environment during COVID-19. 
In this study, we utilize the risk factor and identify Online Learning Systems 
(Universitas Diponegoro, Semarang, Indonesia).

2  University Strategy Map During the COVID-19 Pandemic

It is essential to make sure that the university has a strategy map for managing the 
business process when experiencing COVID-19 pandemic situations. The strategy 
map assists the university in identifying strategic mapping that will be carried out 
by the university in order to meet anticipated targets during the pandemic. During 
the COVID-19 pandemic, university business sustainability strategy makes IT stra-
tegic goals in maintaining business continuity during the COVID-19 pandemic. 
First, IT strategic goals are stakeholders who are always up to date, such as schedul-
ing communication time and determining the topic of communication. The second 

D. M. K. Nugraheni et al.



193

Fig. 1 University Strategy Map for handling COVID-19

option is work from home (WFH), in which the stakeholder has the ability to work 
from home, has access to tools and materials, and can work remotely.

The four perspective Balance Score card (Fig. 1) divides the score into four per-
spectives. The first is in finance. From a financial standpoint, the university must 
continue to make the business profitable. Second is from the standpoint of the stake-
holders. To ensure the continuation of the business, the university must satisfy the 
stakeholders (students, lecturers, and academic staff). Third, there is the internal 
University process. What plans does the university have to appease the stakeholder? 
The final component is learning and infrastructure. What capabilities and facilities 
do universities require to manage the business process during COVID-19 pandemic 
situations?

From learning and growth point of view, the university has four strategies:

 – educating all employees about COVID-19,
 – presenting global impact scenarios,
 – preparing IT
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 – and introducing work from home activities.

The first strategy is to educate employees about Covid through direct practice and 
care programs. The second strategy is the delivery of global impact scenarios, car-
ried out by identifying operational impacts and updating plans for the future. The 
third strategy is the readiness of IT facilities, where IT should facilitate university 
activities and services to the stakeholder. Furthermore, it is essential to provide 
information about the university’s latest condition to all stakeholders. The fourth 
strategy is to enhance and provide IT capabilities and facilities. The strategy means 
that the university’s information technology advancement and provision should sup-
port all university business processes. Which all the office work activity for support-
ing the university business process can be accessed from the stakeholder’s homes. 
Furthermore, there is the readiness of IT infrastructure and IT networks that all 
stakeholders can access from their homes.

From the internal business point of view, there are three goals to be achieved. 
The first is to provide protection for stakeholder to work. It is accomplished by 
providing workplace protection through social distancing programs and travel 
restrictions. Second, keep stakeholders informed of any changes. The process of 
updating information is on schedule. The third strategy work from home (WFH). 
This WFH activity is coordinated through remote communication. It is critical to 
ensure the availability of IT from all stakeholders in order to conduct remote 
communication.

From the stakeholder point of view, there are two strategic objectives to be 
achieved. The first is to provide a safe workplace to anticipate any health impacts on 
stakeholders, anticipate the impact on required stakeholder education, and antici-
pate the daily needs of stakeholders. The second objective is to provide information 
to customers and stakeholders for the current state of the university.

From the financial perspective, there is only one goal: maintain the university 
business process, which has an impact on the university‘s existence, for as long as 
possible during the COVID-19 pandemic. All objectives in the financial perspective 
can be met by achieving goals in the stakeholder, internal, and learning and growth 
perspectives.

3  The Component of Information Technology 
in Online Learning

Because of the impact of the 2019 covid pandemic, lecturers and students should be 
able to use technology to support university learning activities. The university learn-
ing activities can be accomplished through the advancement of technology and 
innovations that facilitate lecturer and student learning activities. The primary rea-
son for incorporating technology into education is to allow students to learn com-
fortably and according to their needs (Radha et al., 2020). Furthermore, because 
classes and universities are closed due to COVID-19, students and lecturers are 
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forced to rely solely on technology to aid in the learning process. Prior to the pan-
demic, e-learning had been implemented as an accessibility tool via mobile phones 
and computers, providing students with flexibility. Because of the drastic reduction 
in the costs of implementing these technologies, the use of web-based technologies 
for educational purposes has increased rapidly (Maatuk et al., 2021).

Table 1 depicts the various technologies used by universities to facilitate teach-
ing activities. When universities promote the use of ICT, they must first understand 
their lecturers’ and students’ attitudes toward it (Maatuk et al., 2021). The learning 
environment’s reliance on IT is generally intended to increase access to education, 
improve educational quality, improve communication and interaction among stu-
dents, and increase interaction between students and teachers during the pandemic. 
Furthermore, during a pandemic, IT can reduce physical interactions.

4  Risks of Information Technology in the Online Learning

Risk is the effect of uncertainty on the achievement of specific goals (Maatuk et al., 
2021). Identification of risk can be help to overcome the problem before it is occur-
ring. Along with the growth of e-learning technologies, however, there exist prob-
lems; for instances Faculty members acceptance of e-learning systems Identifying 
risks can assist in preventing problems from occurring. However, as e-learning 

Table 1 Application of on-line learning system on Internet

Learning area Descriptions
Remote learning strategies and 
technologies

Student presentation Presentations Video on the WWW
Security Security for enter application 

for remote learning
Single sign on (SSO)

Sharing the learning 
material

Sharing the material from 
lecturer to students

Cloud storage, learning management 
system

Assignment Quiz and assignment www on form application
Class activity Online classes Conference meet application
Collaborative projects Group project Collaboration tools on the WWW
Student Tours on 
project

Virtual tours www integrated with the conference 
meet application

Student laboratory Virtual laboratory WWW integrated with, WWW 
integrated with subject of laboratory

Simulation Using simulation www for training and education, 
multimedia application

Communication Internet chat room www, internet chat or messenger room, 
e-mail

Attendance in class Presence system QR code based on WWW
Digital library Sharing resources based on 

e-journal
E-journal
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technology advances, problems may arise, such as faculty members’ acceptance of 
the e-learning system (Purdy, 2010). With the importance of e-learning systems dur-
ing a pandemic situation, there are several problems at the university, such as faculty 
members’ lack of IT skills; lack of acceptance of teacher technology; and a lack of 
hardware, software, facilities, and network capabilities in the university environ-
ment, which could be part of the risk effect. The challenge is to ensure that the 
university‘s sustainability process is supported by the e-learning system. This can 
be overcome through learning in the e-learning system. In summary, the risk factors 
for e-learning in a university environment can be divided into four categories as 
shown in Table 2 (Mahdizadeh et al., 2008).

5  Method

This study employs a case study approach in which six processes are described: (1) 
plan, (2) design, (3) prepare, (4) collect, (5) analyze, and (6) share. The planning 
stages focus on justification for conducting a case study based on its strength and 
limitations (Pollard & Hillage, 2001). The study aims to identify the risk of using IT 
in the learning environment among students and teachers, and it proposes a Risk 
Management Model for the long-term sustainability of learning in a real university 
setting using the case study method. The case study method is appropriate for this 
study because our research does not seek to generalize to other universities because 
each university‘s use of technology for learning is unique in practice. In this study, 
we used risk factors and identify the use of Online Learning System at Universitas 
Diponegoro in Semarang, Indonesia.

The following design steps were used with the aim of describing the unit of 
analysis, identifying the problem underlying the projected research, and implement-
ing a process to maintain the quality of the case study (Pollard & Hillage, 2001). 
Universitas Diponegoro was chosen as a case study because it is one of Indonesia’s 
state universities and a model for many pilot projects. Universitas Diponegoro is a 
public university in Indonesia with 11 faculties located in Semarang, Central Java. 
This study created a university strategy map for dealing with the COVID-19 

Table 2 Risk Category of on-line learning System

Risk category remote learning technology Risk factor

End user Self-efficacy of technology strategies and adoption
Adoption of technological teaching in practical

Infrastructure Lack of proper supporting IT infrastructure
Lack of bandwidth
Intermittent communications
Lack of proper devices for accessing the technology

Technological Adaptability of technology with the courses content
Financial Financial constraint
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pandemic. Financial, stakeholder (customer focus and employee satisfaction), inter-
nal, learning, and growth indicators are included in the strategy map.

The following stage is preparation, which focuses on the investigator, developing 
a case study protocol, conducting a pilot case, and obtaining any necessary approv-
als (Pollard & Hillage, 2001). Our team consists of qualified researchers who are 
familiar with case study methodology, and a case study protocol was developed to 
ensure the study’s integrity. We were able to get the study approved without any 
problems because our team of researchers works as lecturers at Universitas 
Diponegoro and the study focuses solely on technology without involving any criti-
cal data.

The collection stage follows, and it entails following the case study methodol-
ogy, gathering evidence from various sources, creating a case study database, and 
maintaining a chain of evidence (Pollard & Hillage, 2001). We conducted a series 
of observations on technology used by the University for our case study to gain an 
overview of the university‘s activities as well as the current state of its online learn-
ing activity implementation. To assess a risk in IT governance, a systematic approach 
is required.

The analysis stage follows, and it is based on theoretical propositions and other 
sources. The following analytical steps investigate the purpose of clarity and inter-
pretation of findings using theoretical concepts and other tools (Pollard & Hillage, 
2001). The COBIT 2019 strategy map and framework with online learning system 
risk management techniques have been used to improve the theoretical propositions 
in this study. As a result, explanation building analysis is used because it can ana-
lyze case study data by generating an explanation about the case (Pollard & Hillage, 
2001) and explaining how and why things happened in the university setting regard-
ing the risk of the online learning system.

6  IT for Online Learning in Universitas Diponegoro During 
COVID-19

The sections below describe the online learning system that is employed by 
Universitas Diponegoro.

6.1  Single Sign On (SSO)

Single Sign On (SSO) is a mechanism that requires users to remember only one 
username and password in order to access a service at the same time. The SSO sys-
tem is a technology that allows users to access existing network resources with a 
single login (Pollard & Hillage, 2001). The SSO system authenticates the user 
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across all applications to which they have been granted access. As a result, when 
users switch applications, authentication requests are no longer required (Yin, 2009).

Using an SSO system can avoid multiple logins by displaying authentication 
information and identifying the subject strictly on a trusted system. The application 
of the SSO system makes it easy for users, because users only need to do the authen-
tication process once to get permission to access all services on a network 
(Ponnapalli, 2004) and the SSO system provides efficiency and security for users in 
managing and accessing various application services (Rudy & Gunadi, 2009).

Applications and services that can be accessed by students and lecturers of 
Universitas Diponegoro via SSO are the Academic, Academic System Application, 
and E-journal.

6.2  QRC for Students’ Attendance System

The students’ attendance system is an educational management tool at Universitas 
Diponegoro that is used for attendance activities. This system uses QRC (Quick 
Response Code) for students’ attendance system effectively for online learning sys-
tem using technology because it is fast, effective, and efficient, the student captures 
the QRC which is activated by the lecturer. The student captures the QRC using 
smartphone for triggering the attendance system. Figure 2 shows the QRC for stu-
dent’s attendance system at Universitas Diponegoro.

The data collection for understanding the student’s usage of attendance system 
was carried out on December 16, 2019 – January 14, 2020. The total number of 
respondents was 516 students from Universitas Diponegoro’s 2019 batch. The ques-
tionnaire was distributed on various social media platforms such as Instagram, Line, 
and WhatsApp to collect data.

Fig. 2 QRC Student attendance System
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Table 3 Student using attendance system during COVID-19

Frequent Percentage

Year of entry
2019 506 100%
Faculty
Faculty of Law
Faculty of Economics
Faculty of Engineering
Faculty of Medicine
Faculty of Animal and Agricultural Sciences
Faculty of Humanities
Faculty of Political and Social
Faculty of Public Health
Faculty of Sains and Mathematics
Faculty of Fisheries and Marine
Faculty of Psychology
Faculty of Vocational

13
15
36
33
19
61
14
62
162
65
1
25

2.57%
2.96%
7.11%
6.52%
3.75%
12.06%
2.77%
12.25%
32.02%
12.85%
0.20%
4.94%

Gender
Female
Male

323
183

63.83%
36.17%

Smartphone used
Android
IOS

447
59

88.34%
11.66%

Table 3 shows the distribution of students who used the Universitas Diponegoro 
attendance system in each faculty. The data shows 2.57% were students from the 
Faculty of Law, 2.96% were students at the Faculty of Economics, 7.11% were 
students at the Faculty of Economics. students of the Faculty of Engineering, 6.52% 
are students of the Faculty of Medicine, 3.75% are students of the Faculty of Animal 
Husbandry and Agriculture, 12.06% are students of the Faculty of Humanities, 
2.77% are students of the Faculty of Social and Political Sciences, 12.25% are stu-
dents of the Faculty of Public Health, 32.02% are students of the Faculty of Science 
and Mathematics, 12.85% are students of the Faculty of Fisheries and Marine 
Sciences, 0.20% are students of the Faculty of Psychology, and 4.94% are students 
of the Vocational Faculty. With 447 respondents, Android was the most popular 
smartphone, followed by IOS with 59. In summary, during the pandemic COVID-19, 
students have easy access to the attendance system.

6.3  Online Learning System

This study conducted in Universitas Diponegoro; therefore, this section describes 
the remote learning technology that employed in Universitas Diponegoro. KULON 
(Kuliah Online), the online learning system used at Universitas Diponegoro, pro-
vides a variety of services that allow students to conduct long-distance lectures, 
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such as students being able to download materials, take quizzes, take exams, and 
participate in forums.

During the COVID-19 pandemic, KULON users increased dramatically from 
2000 users to around 58,180. This is because all lecture activities are done online. 
With the existence of KULON UNDIP, it is hoped that one of UNDIP’s missions, 
education, can still be effectively carried out. KULON is an online lecture service 
provided to facilitate long-distance lectures for all Universitas Diponegoro students. 
KULON UNDIP is integrated and can be accessed by Single Sign On (SSO) UNDIP 
via www.sso.undip.ac.id

The data for understanding the UNDIP students who used UNDIP KULON for 
online lecture activities was collected from May 18, 2020 to June 24, 2020. Data 
was collected by distributing questionnaire links created in the form of a Google 
Form. The questionnaire link is distributed through various platforms such as Line, 
WhatsApp, Instagram, and Twitter. Table 4 displays the data.

Table 4 shows that KULON has been used evenly across all faculties and schools 
at Universitas Diponegoro. In addition, the respondents in this study also came from 
different faculties, with details of around 1.99% coming from the economics and 

Table 4 Students using KULON during COVID-19

Respondent profile Frequent Percentage

Year
2014
2015
2016
2017
2018
2019

1
2
84
88
65
62

0.33%
0.66%
27.81%
29.14%
21.52%
20.53%

Faculty
Faculty of Economics and Business
Faculty of Law
Faculty of Cultural Studies
Faculty of Social and Political Science
Faculty of Medicine
Faculty of Public Health
Faculty of Fisheries and Marine Sciences
Faculty of Animal and Agricultural Sciences
Faculty of Psychology
Faculty of Science and Mathematics
Faculty of Engineering
Vocational School

6
7
1
13
13
4
19
5
1
183
44
6

1.99%
2.32%
0.33%
4.30%
4.30%
1.32%
6.29%
1.66%
0.33%
60.60%
14.57%
1.99%

Gender
Male
Female

137
165

45.36%
54.64%

Platform for accessing KULON
Smartphone
Laptop
Smartphone and laptop

23
98
181

7.62%
32.45%
59.93%
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business faculties, about 2.32% coming from the law faculty, about 0.33% coming 
from the cultural sciences faculty, about 4.30% came from the faculty of social and 
political science, about 4.30% came from the faculty of medicine, 1.32% came from 
the faculty of public health, about 6.29% came from the faculty of fisheries and 
marine science, about 1.66% came from the faculty of animal husbandry and agri-
culture, about 0.33% came from the psychology faculty, about 60.60% came from 
the science and mathematics faculty, 14.57% came from engineering faculties, and 
around 1.99% came from vocational schools.

To access KULON UNDIP, around 7.62% use a smartphone, 32.45% use lap-
tops, and around 59.93% use both smartphones and laptops. In summary, students 
have no difficulty accessing KULON during the COVID-19 pandemic.

6.4  Virtual Laboratory

In Indonesia, the learning-by-doing method is used in education. Learning by doing 
is a method of teaching in which the teacher attempts to engage students in more 
practical and creative learning methods (Seel, 2012). This concept can be imple-
mented in higher education through practical activities that aim to prepare students 
for the world of work. As a result, the presence of a laboratory is critical for putting 
classroom theories into practice. A laboratory is defined as a specific location or 
room that is outfitted with equipment for conducting experiments (investigations 
and so on). The equipment provided in the laboratory can be real or digital.

A laboratory that uses equipment in digital form is called a virtual laboratory. A 
virtual laboratory is defined as an interactive environment for the creation and 
implementation of laboratory installation simulation experiments (Smirnova & 
Clark, 2018). A virtual laboratory uses a software as a visualization of a real labora-
tory. All equipment and processes are carried out on the software which can be 
accessed via a PC/laptop. Generally, the use of virtual laboratories is used for cer-
tain reasons, such as the unavailability of practicum equipment, expensive practi-
cum tools, and it is impossible to do practical work directly (for instances such as 
pandemic situations).

Some of the advantages obtained when using a virtual laboratory are reducing 
maintenance costs, as remote access to the laboratory, motivating students to con-
duct experiments according to their interests, and learning basic and advanced con-
cepts of experiments through remote access (Prasad et al., 2019). Virtual laboratories 
can be used as an alternative to overcome limited learning resources (Kusumaningsih 
et  al., 2017) and save money on relatively more expensive practicum tools and 
materials, as well as maintenance and repair of practicum tools when they are dam-
aged. In addition, the use of virtual laboratories can also increase security and 
safety, because there is no interaction with practical tools and materials. The flexi-
bility possessed by the virtual laboratory allows students to learn basic concepts and 
conduct experiments without limitations on time and place so as to make students 
have a better understanding.
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DSCH as a logic simulator, Cisco Packet Tracer as a computer network simula-
tor, Proteus as a microcontroller programming simulator, and other technologies are 
used in the implementation of virtual laboratories for Universitas Diponegoro stu-
dents. The use of virtual laboratories can make it easier for students to conduct 
experiments and understand learning concepts safely and flexibly during COVID-19. 
In addition, it is one of the strategic techniques to achieve the university strategy 
map for handling COVID-19. Table  5 lists the software applications used by 
Universitas Diponegoro students to conduct virtual laboratories. The data was col-
lected between February and July of 2021.

According to the survey results, 114 students (22.22%) use Matlab, DSCH 151 
students (29.44%), Cisco Packet Tracer 172 students (33.53%), Proteus 35 students 
(6.82%), Programmable Logic Control (PLC) 14 (2.73%), Autoland 2 (0.39%), and 
other software 25 students (4.87%).

From the results of all respondents, a total of 185 respondents with a percentage 
of 67.03% used a software once a week, a number of 22 respondents with a percent-
age of 7.97% used a software every 2 weeks, and a total of 69 respondents with a 
percentage of 25% used a software for 1 month.

6.5  Video Conferencing

Video conferencing is a face-to-face application that can be used for online learn-
ing. Video conference is an internet-based communication tool in the form of voice 
and image to take people to different places but at the same time at a meeting 
(Smirnova & Clark, 2018). This platform has a significant influence on learning 
activities in both schools and universities because, in addition to online communica-
tion, it can transfer voice, video, and interactive data between two or more groups 
or people.

Table 5 Software used for virtual laboratory

Software’s Name Frequent Percentage

Matlab 114 22.22%
DSCH 151 29.44%
Cisco packet tracer 172 33.53%
Porteus 35 6.82%
Programmable logic control
(PLC)

14 2.73%

Auto-land 2 0.39%
Others 25 4.87%
Frequency of virtual laboratory software use
Once a week 185 67.03%
Per fortnightly 22 7.97%
Once a month 69 25.00%
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Video conferencing is divided into 3 categories (Gough, 2006). First is known as 
Personal video conferencing, using the term private because this call is usually only 
used between two people. Video calls at least assist communication between two or 
more people who have audio and motion video images using a computer, dedicated 
video phone, or both. Then, business video conferencing provides the same solution 
as personal video conferencing, but with the addition of several features, such as the 
ability to include multiple people in video calls, collaboration features, document 
sharing capabilities, increased presentation capabilities, whiteboard capabilities, 
additional bandwidth requirements, and additional cost. Business video conferenc-
ing is specifically designed to meet the needs of business meetings and group col-
laboration, not our personal needs to collaborate with family and friends. Following 
that is Web video conferencing, which is specifically designed to transmit video 
calls in a web page or classroom setting.

The data collection process was carried out by researchers between May 31 and 
July 31, 2021. In terms of student characteristics based on the most frequently used 
video conferencing platforms as media for lectures in virtual class, Table 6 shows 
that 463 respondents use Microsoft Teams and 8 students use Zoom. The significant 
difference occurred because Universitas Diponegoro offers premium services on the 
Microsoft Teams video conference platform. It can be summarized that the use of 

Table 6 Students’ video conference use for accessing virtual class

Faculty Frequent Percentage

Faculty of Economics and Business 58 12.3%
Faculty of Law 32 6.8%
Faculty of Cultural Studies 21 4.5%
Faculty of Social and Political Science 51 10.8%
Faculty of Medicine 29 6.2%
Faculty of Public Health 6 1.3%
Faculty of Fisheries and Marine Sciences 42 8.9%
Faculty of Animal and Agricultural Sciences 33 7.0%
Faculty of Psychology 15 3.2%
Faculty of Science and Mathematics 102 21.7%
Faculty of Engineering 47 10.0%
PSDKU 2 0.4%
Vocational school 33 7.0%
Devices commonly used for accessing virtual class
Laptop 358 76.0%
Mobile phone (smartphone) 105 22.3%
PC (computer) 6 1.3%
Tablet (tab) 2 0.4%
Applications commonly used for accessing class
Microsoft teams 463 98.3%
Zoom 8 1.7%
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Table 7 Identification of IT risks for online learning at Universitas Diponegoro

Learning area Descriptions
Remote learning Strategies 
and Technologies Risk identification

Share the learning 
material

Sharing the material 
from lecturer to 
students

Using WWW for accessing 
KULON system (Kuliah 
online)

Students can access 
easily
There are no 
financial constraints
There is no obstacle 
for the infrastructure
The technology can 
support

Assignment Quiz and assignment Using WWW for accessing 
KULON system (Kuliah 
online)

Class activity Online classes Conference meet application
Attendance system Presence system QR code based in WWW
Student laboratory Virtual laboratory WWW integrated with, 

WWW integrated with 
subject of laboratory

Communication Internet chat room Www, internet chat or 
messenger room, e-mail

video conferencing for replacing activity poses no barriers to teaching activity at 
Universitas Diponegoro.

Table 7 summarizes the component of technology for online learning system 
based on an overview of teaching activity at Universitas Diponegoro.

The identification of information technology risks in online learning at 
Universitas Diponegoro is that students can easily access the material, there are no 
financial constraints because Universitas Diponegoro provides the best services on 
the Microsoft Teams video conference platform, Learning management system, 
Software tools for virtual laboratory, and attendance system services. Furthermore, 
there are no impediments to the infrastructure, and the technological support is 
adequate.

7  COBIT 2019 Risk Profile

The primary drivers for COBIT 2019 are confirming IT governance, remaining rel-
evant in a changing environment, and addressing the limitations of COBIT 5. As 
previously stated, the goal of COBIT is to assist in the creation of value. One of the 
things mentioned in COBIT 2019 is addressing the business risk associated with the 
use, ownership, operation, involvement, influence, and adoption of IT within an 
enterprise. The design factors in the 2019 COBIT Framework propose several fac-
tors that influence Enterprise Governance of Information and Technology (EGIT). 
Each design factor is tailored to the organization’s specific context. In practice, 
when evaluating organizations, it is critical to develop evaluation solutions (Maatuk 
et al., 2021). The introduction of the Design Factor (DF) in COBIT 2019 is expected 
to make it easier for practitioners to identify the state of the organizations. In COBIT 
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2019, the risk profile is introduced as the third design factor. The risk profile con-
sists of 19th risk profiles:

 1. IT Investment decision making, portfolio definition maintenance
 2. Program and projects Lifecyle management
 3. IT cost and oversight
 4. IT expertise, skills & behavior
 5. Enterprise/IT architecture
 6. Unauthorized actions
 7. IT operational infrastructure incidents
 8. Software adoption/usage problems
 9. Hardware incidents
 10. Software failures
 11. Logical attacks (hacking, malware, etc.)
 12. Third-party/supplier incidents
 13. Noncompliance
 14. Geopolitical Issues
 15. Industrial action
 16. Acts of nature
 17. Technology Based Innovation
 18. Environmental
 19. Data & information management

These design factors can have an impact on the company’s priorities, gover-
nance, and management objectives. As a result, these factors influence the EGIT 
component’s instantiation.

8  Formulation of Online Learning Systems in Universities 
in a Pandemic Situation

The university is compelled to use an online learning system to ensure that the busi-
ness strategy map is followed during pandemic situations. The risks of online learn-
ing system have been identified in Table 2. This study attempts to sort risk for using 
an online system and to synergies with the university‘s strategic map during pan-
demic situations by adopting the design factor for risk profile in COBIT 2019. The 
risk profile is the focus of the COBIT 2019 risk profile design factors. The risk 
profiles define the different types of IT-related risks that can occur in an organiza-
tion. The risk profile can show which risk areas the company may encounter. COBIT 
2019 includes 19 risk profile categories (see Fig. 3) (Maatuk et al., 2021).

However, COBIT 2019 focuses on the enterprise level. As a result, for the univer-
sity online learning system, we identify only four factors that have a significant 
influence in the university.

Adopting COBIT 2019 for Information Technology Risks in University Online Learning…



206

Ref. 1

Ref. 5

Ref. 9

Ref. 13

Ref. 17
Technology Based

Innovation

Noncompliance Geopolitical Issues

Hardware incidents

Unauthorized actions

IT cost and oversight IT expertise, skills &
behavior

Program and projects
Lifecyle management

IT Investment decision
making, portfolio definition

maintenance

Software failures Third-party/supplier
incidents

Software
adoption/usage problems

Industrial action Acts of nature

Data & information
management

Logical attacks (hacking,
malware, etc.)

Enterprise/IT
architecture

IT operational
infrastructure incidents

Environmental
Ref. 18 Ref. 19

Ref. 14

Ref. 10 Ref. 11 Ref. 12

Ref. 15 Ref. 16

Ref. 6 Ref. 7 Ref. 8

Ref. 2 Ref. 4Ref. 3

Fig. 3 COBIT 2019 Risk Profile (Design Factor 3) (ISACA, 2019) 

Figure 4 shows the correlation between the 2019 COBIT risk profile, the IT risk 
of the university‘s online learning system, and the university‘s strategy map during 
the pandemic. Tables 2 and 7 show that the identified risk factors for IT risk in the 
university‘s online learning system are end users, technology, infrastructure, and 
finance. In the COBIT 2019, the End user is represented by ref. (ISACA, 2019) (IT 
expertise, skills & behavior). As for finance in COBIT 2019, it is represented by ref. 
(Statista, 2022a) (IT investment decision making, portfolio definition, and mainte-
nance) and ref. (Statista, 2022c) (IT cost & oversight). Next is infrastructure aspect 
in COBIT 2019, which is shows in ref. (Purdy, 2010) (IT operational infrastructure 
incidents). As for technological aspect in COBIT 2019, it is represented by ref. 
(Mahdizadeh et  al., 2008) (Software adoption/usage problems), ref. (Pollard & 
Hillage, 2001) (Hardware incidents), and ref. (Yin, 2009) (Software failures). All of 
the risk factors identified are aimed at understanding the impediment when the uni-
versity needs to achieve the university strategy map during a pandemic. The univer-
sity can prepare risk recovery management by identifying the risk factor.

9  Conclusion

In pandemic situations, the objective of an online learning system is to ensure that 
stakeholders are always up to date, for example, by scheduling time to communicate 
and determining the topic of communication. The second option is to work from 
home (WFH). Furthermore, even in pandemic situations, the university business 
must be maintained. It is possible to secure the implementation and business pro-
cesses by understanding the risk factor in online learning systems. The COBIT 2019 
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risk profile establishes best practices for enterprise-level risk management. As a 
result, this study discovered that only four risk factors corresponded to the univer-
sity‘s strategy map for dealing with pandemic situations. The risk factors are End 
user, Technological, Infrastructure, and Financial. In the COBIT 2019, the End user 
is represented by ref. (ISACA, 2019) (IT expertise, skills & behavior). As for finan-
cial risk factor in COBIT 2019, it is represented by ref. (Statista, 2022a) (IT invest-
ment decision making, portfolio definition, and maintenance) and ref. (Statista, 
2022c) (IT cost & oversight). Next is infrastructure aspect in COBIT 2019, which is 
shown in ref. (Purdy, 2010) (IT operational infrastructure incidents). As for techno-
logical aspect in COBIT 2019, it is represented by ref. (Mahdizadeh et al., 2008) 
(Software adoption/usage problems), ref. (Pollard & Hillage, 2001) (Hardware inci-
dents), and ref. (Yin, 2009) (Software failures).
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The Impact of Cloud Computing 
on the Development of Accounting 
Education in Light of the Corona 
Pandemic

Omar Ikbal Tawfik and Hamada Elsaid Elmaasrawy

1  Introduction

Cloud computing is a technology based on the transfer of processing and storage 
space of a computer to the so-called cloud, a distributed system consisting of a 
group of interconnected computers that are dynamically provisioned and presented 
as one or more resources based on Service Level Agreements Buyya et al. (2009). 
In the cloud, software is transformed from products to services, and thus users can 
access them via the Internet, without the need to possess knowledge and experience 
(Sultan, 2010). Under cloud computing, users are less dependent on applications 
and programs as well as the capabilities of the hardware parts in the computer, 
instead relying on the capabilities of the hardware components of the cloud comput-
ing system; All that the individual needs in networks is a computer connected to the 
Internet, meaning that the work system will move from devices located in a specific 
place to other devices that swim in the Internet space, and thus access is made from 
anywhere and at any time (Bazi et al., 2017; Battistelli et al., 2018). The processing 
effort is then transmitted from the local machines to the data center. In the cloud the 
software is seen as a service and the applications and data are stored on multiple 
servers that can be accessed from the internet. Because of its dynamic scalability 
and efficient use of resources, cloud computing has become an attractive technol-
ogy; So that they can be used under conditions where resources are limited.

UNESCO considered education as the fourth development goal of the sustain-
able development goals for societies. Education or learning is an important compo-
nent of life and no human being can live properly without education. Nowadays, 
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there are a lot of paradigms to gain knowledge or learn something. E-learning is one 
of the most promising models that helps the learner to access learning resources 
anywhere and anytime (Alhabeeb & Rowley, 2017). E-learning represents a basic 
pillar and an important means of modern methods that rely on the employment of 
technology in the educational process, in order to achieve better efficiency of the 
educational process. E-learning is one of the most promising models of education. 
Describe e-learning in general as the use of information and communication tech-
nology (ICT) in teaching and learning, and it is provided through a digital device 
(Rajabion et al., 2019). This device may be an electronic device, such as a desktop 
computer, laptop, smartphone, or tablet (Mayer, 2017). E-learning is one way to 
bridge the gap between traditional education and smart education (Van Biljon & van 
der Merwe, 2018). The internet in education has completely restructured the learn-
ing and training paradigm.

Based on the above, it has become necessary to adopt modern trends and meth-
ods in education, and perhaps the most important of these methods is cloud comput-
ing, due to the development of its applications and the possibility of benefiting from 
it in developing education, raising the level of quality and improving outputs, 
through which processing and storage operations are transferred from the user’s 
computer to a server device called the cloud. . Cloud computing, with its data stor-
age and internet services, is the basis for the future of e-learning (Attaran et al., 
2017; Al-Samarraie & Saeed, 2018). The transition to cloud computing applications 
in education provides unprecedented opportunities for learning systems. It helps 
users to access an unlimited amount of scalable information resources stored on the 
cloud (El Mhouti et al., 2018); Al-Samarraie & Saeed, 2018). Most of all, the cloud 
option can offer a low cost solution for educational institutions. The advantages that 
cloud computing enjoys have led to increased demand and adoption in all areas of 
life. (Nasr & Ouf, 2011) sees cloud-based e-learning as the next generation of 
e-learning. Argues (Bora & Ahmed, 2013) Cloud computing is expected to revolu-
tionize the field of e-learning, especially in universities. Therefore, the modern 
trend of education is to build an electronic system within the cloud. Several interna-
tional conferences have recommended taking advantage of cloud computing in the 
educational process, including the International Cloud Conference in Florida 2010, 
the International Conference on E-Learning and Distance Learning in Riyadh 2011, 
and the Nineteenth International Conference on Information Systems and Computer 
Technology in Egypt 2012, . Thus, through the use of cloud computing in the teach-
ing and learning process, it is possible to enhance e-learning among students, as the 
student can easily subscribe to references, magazines, software and other educa-
tional tools, and this is done using the cloud storage service.

The COVID-19 pandemic and the measures it brought about, and the attendant 
suspension of traditional education, made the focus on e-learning as one of the most 
important pillars of education sustainability. Most of the higher education institu-
tions that were closed were forced to resort to e-learning, and in a short period of 
time the education was completely converted to e-learning. Most educational insti-
tutions, from schools and institutes to the most prestigious international colleges 
and universities, have implemented different models of e-learning (Fogarty, 2020). 
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The majority of universities have provided learning management systems such as 
(Microsoft Teams, Zoom, Big Blue Button), which enabled them to move from 
traditional learning to online learning, especially since most universities were using 
e-learning even in a simple way through some programs such as Moodle, which was 
used In downloading student learning material, assignments, and holding exams 
online for some subjects (Bensaid & Brahimi, 2020). Learning management sys-
tems enable teachers to interact with their students virtually through live or recorded 
lectures, chats, online exams, quizzes, and assignments (Sarea et al., 2021). This 
decision received mixed reactions from both teachers and students (Alshurafat 
et al., 2021). The COVID-19 pandemic has largely proven that crises are an impor-
tant factor in accelerating and expanding reliance on cloud services and continuing 
to drive the transformation to cloud services. Cloud-centric IT (https://www.idc.
com/getdoc.jsp?containerId=prUS46934120).

Like the rest of the world, the Gulf Cooperation Council (GCC) countries have 
been affected by this crisis. Closed all educational institutions in all countries of the 
Council. Bahrain was the first of the GCC countries to close its educational institu-
tions on February 25, 2020, followed by the United Arab Emirates on March 8, 
2020, Saudi Arabia and Qatar on March 9, 2020, followed by Kuwait on March 12, 
2020, and finally Oman on March 15, 2020. As a result, all Higher education institu-
tions in the GCC countries, like the rest of the countries, have moved to the e- learning 
system using different education management systems (Bensaid & Brahimi, 2020). 
. The majority of universities in the Gulf Cooperation Council (GCC) countries are 
equipped with learning management systems that have enabled a smooth transition 
from traditional to online learning (Bensaid & Brahimi, 2020). Then the majority of 
educational institutions returned to traditional education completely in the academic 
year 2021–2022, and a few of them adopted hybrid education.

As top management in universities and colleges scrambled to devise ways to 
counteract trauma, the accounting faculty faced the challenge of changing their cur-
riculum overnight in every aspect of their work: teaching, learning, assessment, and 
student support. The way remote universities and colleges operate, and the duration 
of restrictions have varied and continue to vary around the world and at many levels: 
the individual, the department, the institution, and local and national politics.

This study aims to show how the use of cloud computing affected the develop-
ment of accounting education in light of the Corona pandemic, especially in the 
period when the online education programs were completely relied upon in account-
ing education. In addition, the study attempts to propose a framework for develop-
ing and improving the quality of accounting education programs by relying on both 
cloud computing and traditional education. The rest of this chapter deals with in the 
second section the relationship of accounting education to information technology 
and cloud computing. The third section reviews various previous studies, and the 
fourth section deals with the impact of cloud computing on the development of 
accounting education in light of the Corona pandemic, while the fifth section will 
deal with the proposed framework for developing accounting education programs 
using cloud computing, and we conclude the chapter with a summary and 
recommendations.

The Impact of Cloud Computing on the Development of Accounting Education in Light…
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2  Accounting Education and Cloud Computing

The quality of accounting education can be measured through the needs and expec-
tations of students for specific characteristics that are the basis for their education 
and training in line with the labor market (Ibrahim, 2019). Accounting education 
institutions must be distinguished in their educational programs that they provide so 
that they become smart universities in terms of curricula and teaching methods, 
providing laboratories and equipment, and keeping pace with modern scientific 
developments (Mattis, 2019). In the field of accounting, there are standards for 
international accounting education. These standards are issued by the International 
Accounting Education Standards Board (IAESB). This council is considered one of 
the four councils of the International Federation of Accountants. The importance of 
international accounting education standards lies in developing the efficiency of 
educational programs to prepare qualified accountants with scientific and practical 
qualifications at the international level. International Education Standard 2 “Content 
of professional accounting education programs - International Education Standard 
3” Professional skills – International Education Standard 4 “Values, ethics and pro-
fessional behavior – International Education Standard 5” Work experience require-
ments – International Education Standard 6 “Assessment of professional competence 
and capabilities  – Standard International Education 7 “Continuing Professional 
Development (Professional Education and Continuing Development Program for 
Lifelong Professional Qualification)  – International Education Standard 8 
“Qualification requirements for professional auditors”.

Day by day, the information revolution has proven its great ability to reduce 
production and service costs. Which contributed to saving the use of labour, raw 
materials and energy, as well as representing the link between market requirements 
and the activities of the organization. Cloud services generally mean services that 
are carried out through hardware and software connected to a server network that 
carries its data in a virtual cloud that ensures its permanent, uninterrupted connec-
tion with various devices (computer, tablet, smart phones, etc.) after setting a spe-
cial code to unlock the network, and thus access is made From anywhere and at any 
time (Bazi et al., 2017; Battistelli et al., 2018).

Accounting education is viewed as an integrated system consisting of a set of 
interrelated elements to achieve its objectives. Accounting education is defined as 
all concepts, decisions and standards provided by accounting programs and special-
izations for students to practice the professions of accounting and auditing 
(Alshurafat et al., 2021). The importance of accounting education stems from the 
importance of accounting and the benefits it can provide to the society in which it 
operates. Since the needs of this society are diverse and multiple, it is required to 
prepare the academic and professional cadres capable of meeting these needs, and 
this is done through accounting education that takes care of providing the labor 
market’s needs of qualified accountants. Several studies have found that information 
technologies of all kinds can be used to improve accounting education (Mwalumbwe 
& Mtebe, 2017). Online learning is expected to become a mainstream method of 
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education by 2025, to provide high-quality and affordable education to “non- 
traditional” students (Palvia et al., 2018).

The actual reality of accounting education in the Arab countries indicates the 
existence of a large gap between the specifications of graduates of accounting pro-
grams and the needs of the labor market, due to many factors, including that the 
accounting curricula did not keep pace with the successive technological changes 
such as cloud computing, big data, chain block and other successive developments 
(Naghi, 2016). The large and continuous changes in the contemporary business 
environment in terms of knowledge, information, technology, and communications 
have imposed the need for university accounting education to pursue these changes, 
which has increased interest in developing university accounting education towards 
accounting education appropriate to the needs of the labor market. The sustainabil-
ity of accounting education is an urgent need for accounting education institutions 
and requires long-term improvements to the components of the educational process, 
and to benefit from global experiences and technological developments as much as 
possible (Younes, 2019). Gregory and Bannister-Tyrrell (2017) see that nearly 94% 
of accounting jobs will become automated, and therefore accounting students and 
accountants must acquire skills and knowledge related to information technology, 
so that they can keep their jobs.

Before the Corona pandemic, the use of technology in accounting education was 
unequal, because it was a personal choice. After the pandemic, the accounting fac-
ulty faced the challenge of changing their curriculum overnight in every aspect of 
their work: teaching, learning, assessing, and supporting students. The way remote 
universities and colleges operate, and the duration of restrictions have varied and 
continue to vary around the world and at many levels: the individual, the depart-
ment, the institution, and local and national politics. Cloud computing is one of the 
most important and latest technological means that can be used in the field of uni-
versity accounting education, where cloud-based e-learning represents the future of 
e-learning. The trends in the field of higher education development indicate a rapid 
pace towards its adoption, in view of the services it provides from facilitating the 
management and use of information in an easy way, and helping universities to 
focus on their priorities instead of wasting time in the infrastructure (Yoosomboon 
& Wannapiroon, 2015; Gerholz et  al., 2018). Especially with the increase in the 
number of students and the decrease in the education budget in most Arab countries. 
Cloud computing in accounting education provides access to applications and 
resources available in the cloud, such as Docs& Drop Box Google applications, 
Cloud IAAS, spreadsheets and databases, from anywhere and at any time, so that 
the user can create, modify and save files in the cloud structure using a web browser 
according to for his needs (Darbandi, 2017; Mell & Grance, 2009). In addition, the 
user can quickly expand the scope of work and storage spaces and buy them in any 
quantity and at any time. This leads to a reduction in: automation costs, infrastruc-
ture maintenance costs and provides effective management and user access (Lin & 
Chen, 2012).

Based on the foregoing, researchers believe that cloud computing provides an 
effective digital infrastructure that allows all users to access and modify their files, 
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add data, and then obtain the output, using any type of digital devices capable of 
communication. Your device is a communication tool only,. This makes the spread 
of electronic accounting education possible and available. Therefore, many educa-
tional institutions have turned to using cloud services, because they are an effective 
alternative to provide high-quality resources and services to all participants in the 
learning process at an affordable price. Cloud computing offers educational infra-
structure, platform, and services that create an innovative and affordable learning 
environment. The use of applications and services, provided by third-party provid-
ers, is a cost-effective and efficient solution for educational institutions and allows 
for enhanced financial flexibility.

The latest international standards for accounting education issued by International 
Accounting Education Standards Board “NEW EDUCATION STANDARDS 
FOCUS ON ENHANCING ACCOUNTANCY’S TECHNOLOGY” emphasized 
the need to enhance the use of technology and communications in accounting. The 
revised standard provides an ICT roadmap that supports accounting education. 
Through the education of information and communication technology in addition to 
the possibility of using technology in accounting education. The Corona crisis has 
contributed to promoting the use of online learning systems, e-learning, and other 
forms of distance learning in accounting education.

3  Previous Studies

The traditional and electronic accounting education has received great attention 
from researchers, and these previous studies that restricted us in conducting this 
study can be divided into two groups as follows:

3.1  Studies Dealt with Electronic Accounting Education 
and the Extent to Which Students Accepted It Before 
the Pandemic

The advent of the Internet and the explosive development of technology have con-
tributed to the use of learning systems based on technological solutions (Bacow 
et al., 2012; Humphrey & Beard, 2014; Moore et al., 2011; Yadegaridehkordi et al., 
2019). For example, some universities have developed courses that combine the 
advantages of online teaching with traditional face-to-face (F2F) teaching (Fortin 
et  al., 2019; Love & Fry, 2006; Peng & Abdullah, 2018). Online learning has 
evolved from mere recordings of lectures placed online into carefully designed pro-
grams using best practice standards that include synchronous and asynchronous 
delivery methods. A well-designed online program will actively engage learners in 
supported learning tasks, uses a variety of technological tools, provides timely 
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feedback and includes clear channels of communication where student-student- 
teacher interactions can occur (Holzweiss et al., 2014; Wandler & Imbriale, 2017). 
Involving students, whether in the face-to-face classroom or through an online pro-
gram, is a critical factor in students’ academic success.

Several studies dealt with the effectiveness and obstacles of e-learning systems. 
Barsky and Catanach (2005) suggested using the Business Planning Model (BPM) 
to teach management accounting. The students were divided into two groups, the 
students who took the course with the BPM model and those who took the manage-
ment accounting course without the BPM model. The results of the study indicated 
that the students in the BPM class achieved their goals. Marriott et al. (2004) exam-
ined the use of information and communication technology (ICT) by undergraduate 
accounting students at two universities in the United Kingdom and their views 
regarding the use of the Internet in their programmes. The results showed a signifi-
cant increase in the use of the Internet and e-mail during the study period. A study 
(Zhang, 2010) found a gap between accounting education and accounting practice 
in China. The results of the study showed that the teaching methods used in teaching 
accounting curricula are traditional methods that are not available in information 
technology and modern electronic means of communication. (Bawaneh, 2011) 
touched on the possibility of using information technology in accounting education, 
through the use of the PowerPoint service in management accounting. The results 
showed that the use of PowerPoint in accounting education achieved many advan-
tages, including: improving the educational level, increasing their ability to under-
stand the study materials, in addition to providing additional and complete 
information about the contents of these materials. A study (kushniroff, 2012) dealt 
with changes in the business environment (big technological changes, the complex-
ity of commercial transactions, and the emergence of new professional services.) 
and affecting accounting education. The study found that accounting education suf-
fers from problems that affected the level of graduates and their ability to keep pace 
with modern methods applied in business areas. The study emphasized the need to 
develop accounting education curricula in line with accounting education standards 
and changes in the business environment, and to encourage faculty members to 
develop their teaching methods through the use of modern technologies and the 
provision of all kinds of presentation tools. Chugh (2010) cited technologies related 
to accounting approaches, such as blogs, wikis, bulletin board systems, email, pod-
casts, vodcasts, chat rooms, audio and video conferencing. The study concluded that 
technology is of great importance to accounting curricula, and many techniques are 
related to these curricula. Duncan et al. (2012) found that accounting students’ per-
formance improves during online exams, especially in courses that include synchro-
nous and asynchronous interactions between students. Online learning systems are 
said to have many benefits. The study of (Anomah et al., 2013) aimed to identify 
appropriate standards for improving the curricula, in a way that contributes to the 
development of the accounting education method and accounting practices. The 
results of the study showed the need for universities to develop their accounting 
programs to fit with modern technological changes, in line with the requirements of 
accounting education standards. The study (Johnson and College 2014) attempted 
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to identify the extent to which accounting education programs are able to meet the 
challenges of the contemporary business environment. The results showed that the 
accounting education program does not provide the knowledge and skills necessary 
to meet the requirements of the labor market, and that there is a large gap between 
accounting education and accounting practices. The study emphasized the need for 
faculty members to pay attention to the professional aspect of student training and 
development of accounting programs, and the need for a link between theoretical 
study and applied study to raise the skills and capabilities of graduates and deal with 
the requirements of the labor market.

A study of (Fortin et al., 2019) attempted to compare the performance and satis-
faction of accounting students in two integrated formats with similar content and 
design for traditional education, i.e. face-to-face education, versus e-learning. The 
study also evaluated the characteristics of students who choose the latter option 
(e-learning), and students’ opinions were surveyed in four accounting subjects. The 
results indicate that the main determinants of students’ decision to enroll in an 
online course are due to increased weekly working hours, and the belief that this 
type of blended course facilitates learning. The results show that students on 
advanced accounting courses with equivalent content and design perform similarly 
and have the same level of course satisfaction across course delivery formats. The 
study (Coovadia & Ackermann, 2020) aimed to determine whether the integration 
of digital teaching methods into the student learning life cycle. Exploring the use of 
technology as a platform for knowledge transfer in formal education, this phenom-
enon has prompted higher education institutions to enhance teaching and learning 
practices by integrating digital teaching methods into their courses. The results 
showed that accounting education by offering a comprehensive approach to tech-
nology integration can be effective in improving students’ exam performance. The 
study (Mah’d & Mardini, 2020) aimed to examine the perceptions of academics and 
practitioners about the quality of accounting education and the extent of the integra-
tion of international education standards (IES) in accounting programs offered in 
higher education institutions (HEI) in the Middle East and North Africa (MENA). A 
mixed approach was used that included a questionnaire and semi-structured inter-
views and the data consisted of 151 responses and 12 semi-structured interviews 
with academics and practitioners in six countries in the MENA region. The results 
indicate that the majority of respondents believe that there is a gap between theory 
and practice and that the International Education Standards (IES) are not in use in 
universities and do not have a significant impact on accounting education.

On the other hand, the results showed that the application of international 
accounting education standards contributes to improving accounting education in 
the future. By contrast, some previous studies have pointed to barriers to online 
learning systems. These obstacles may include the high cost of implementing online 
learning systems (Bacow et al., 2012; Allen & Seaman, 2007; Almaiah et al., 2020). 
He touched on many challenges facing the adoption of online learning systems, 
including lack of financial support, lack of trust, administrative problems, and tech-
nological challenges.
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Based on what has been previously shown, many previous studies have found the 
effectiveness of information technology in improving the efficiency and effective-
ness of education, including accounting education, and developing the skills of 
teachers and students. In addition, the effectiveness of adopting electronic account-
ing education alongside traditional education in accounting education.

3.2  Studies Dealing with Accounting Education After 
the Corona Pandemic

The International Association of Universities (IAU) conducted a study to investigate 
the impact of COVID-19 on higher education globally, a global survey distributed 
to 9670 higher education institutions. The results indicated that all institutions were 
affected by this epidemic. Almost all higher education institutions said that the 
learning process has been affected. The results of the study showed that (67%) of 
the participants went through a transitional stage from traditional (face-to-face) 
learning to online learning. While 24% of organizations reported that they are devel-
oping solutions that ensure the learning process continues. The majority of higher 
education institutions have stated that all campus activities have been cancelled. A 
high percentage of institutions (91%) say they are well equipped to communicate 
effectively with their students and staff. Financially, 81% of the institutions sur-
veyed expected a decrease in freshman enrollment, which would have dire conse-
quences for their institutions financially. In terms of evaluation, 94% of these 
institutions said they would implement new performance measures and 6% would 
conduct exams as usual. Another institution in high-income countries reported that 
it was not prepared for this transition due to the financial implications of investing 
in an LMS.  In addition, some institutions have been concerned about unequal 
opportunities for learning among students, as some may have good access, while 
others do not. Regarding pedagogical efficiency and challenges, many institutions 
revealed that distance learning requires a unique pedagogical approach to maintain 
the quality of face-to-face learning, but the sudden shift did not allow them to pre-
pare faculty for this new technology. This led to a lack of the necessary competence 
among the faculty members. Another major challenge posed by the institutions par-
ticipating in this study is that distance learning cannot work effectively with all 
fields of study, for example, practical fields of study such as medical studies and 
other lab-based studies cannot be effective unless they are There are reliable online 
learning tools. The above discussion shows that universities around the world have 
been greatly affected by this pandemic, in terms of providing effective and qualita-
tive education to their students during the period of this crisis. Although most uni-
versities are well-equipped to complete their educational services for their students, 
they have faced some challenges due to the sudden transition to distance learning, 
especially in low-income countries. The study (Sangster et al., 2020) attempted to 
survey the opinions of those interested in accounting education in 45 countries and 
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concluded that most universities, schools and departments did not have previous 
experience in dealing with natural disasters and did not develop contingency plans 
to deal with an event of this type. In the context of this sweeping change in an emer-
gency online learning environment, the benefits as well as the challenges were seen; 
Besides the negatives. The results of the study indicate that the contributors believe 
it is necessary to make some long-term changes even when it is possible to return to 
the campus. Additionally, the things learned in this experience mean that accounting 
education in most parts of the world will not return to what it was before COVID-19. 
Fogarty (2020) concluded that there are some clear lessons that accounting educa-
tion should draw from the COVID-19 pandemic is that accounting education must 
be prepared for change with the world and change management should provide the 
best and the availability of emergency plans. Mousa (2021) examined the impact of 
COVID-19 on opportunities to initiate and/or implement responsible management 
education (RME) in Egyptian public business schools through personal interviews 
with academics working in four out of 25 business schools in Egypt. Findings that 
COVID-19 had no effect on the adoption of sustainable business education in the 
study sample institutions. Moreover, some respondents went even further and indi-
cated that coronavirus is slowing down any attempt to implement RME in public 
Egyptian business schools.

Accordingly, the study suggested that business schools can implement RME 
after COVID-19 if they overcome a number of obstacles. The study (Bordoloi et al., 
2021) attempted to understand the perceptions of teachers and learners regarding 
the use of online/blended learning styles and to know the prospects and challenges 
of providing online/blended learning in a country like India, particularly during and 
after Covid-19 through the design of a questionnaire Organized in Google Forms 
covering perceptions of teachers and learners in various Indian universities and col-
leges. The study finds that blended learning is the solution to providing education in 
the context of the twenty-first century in India. However, unlike traditional educa-
tion, Open Education has expanded the scope of learning by adhering to the motto – 
“Bring your own device” to learning. Extensive use of open educational resources, 
open online courses, social media and meeting applications during the Covid-19 
lockdown has opened the minds of people thirsty for knowledge, enabling them to 
receive necessary educational inputs, training and skills even during the pandemic 
situation. The study (Alhelou et  al., 2021) aimed to determine the role of using 
cloud computing in improving the quality of accounting education in Palestinian 
universities in light of the COVID-19 pandemic. The results of the study showed 
that the use of cloud computing in accounting education helps faculty members and 
students to access and retrieve their files and applications at any time and from any-
where. It also helps in developing the student’s technological skills that are com-
mensurate with the requirements of the labor market. The study recommended the 
necessity of using cloud computing in teaching accounting in Palestinian universi-
ties for its role in developing students’ professional and technological skills and 
improving their educational attainment. The results of the study (Sarea et al., 2021) 
revealed a critical role of COVID-19 in the process of transformation in digital edu-
cation in general and accounting. Study data were collected from faculty members 
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in accounting departments in the Gulf Cooperation Council countries. The results 
showed that faculty members in accounting departments in the Gulf Cooperation 
Council countries have a positive perception towards the impact of the Corona virus 
on teaching methods and the shift to distance learning via the Internet. The results 
indicated that accounting teachers have changed their teaching methods to deal with 
the outbreak of the COVID-19 pandemic. On the other hand, the application of 
online learning in accounting education has improved the efficiency of the lecturer 
in managing his time, due to the reduced weekly time required for lecture and 
preparation.

It is clear from the above that the appropriate type of accounting education dur-
ing the Corona pandemic is hybrid education, and that the Corona pandemic repre-
sents an opportunity to reorganize learning and teaching strategies, how it can be 
developed, and the most important obstacles and negatives that should be elimi-
nated until the development of the accounting education process occurs.

4  The Impact of Cloud Computing on the Development 
of Accounting Education in Light of the Corona Pandemic

The transformation in the pattern of education would have taken years of planning 
in normal circumstances, and required developing prototypes and taking other steps 
before implementing those plans. However, the rapid spread of the Corona virus in 
the world and the necessity of physical distancing and home isolation, motivated the 
responsible authorities to move to e-learning. The use of the Internet in the educa-
tional process is not new today, but dates back to before the year 2000. Most of the 
universities were using the so-called “Learning Management Systems”. In light of 
the “Corona crisis” that the world has experienced; The majority of educational 
institutions headed towards e-learning as a more appropriate alternative to ensure 
the continuity of the educational process. During the pandemic, the use of online 
video chat applications such as Zoom, Google, Meeting, WebXMate and others 
increased significantly (Al-Khatib, 2020). Most of the studies used the question-
naire list to survey the opinions of students and faculty members about the impact 
of the use of cloud computing on the development of accounting education. Internet. 
Therefore, the researchers in this study conducted a set of personal interviews with 
accounting students and faculty members in accounting departments in universities 
in the Sultanate of Oman, as one of the Gulf Cooperation Council countries, as well 
as by examining previous literature that dealt with accounting education based on 
cloud computing. Through interviews and reviewing studies about the pandemic in 
the Gulf Cooperation Council countries, the researchers found that there are many 
advantages and disadvantages to the experience of cloud-based accounting educa-
tion in the countries of the Gulf Cooperation Council, which can be stated as 
follows:
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4.1  First: Advantages Cloud-Based Accounting Education

Cloud-based accounting education has achieved many advantages, including:

 1. Students were allowed to continue their studies without interruption while facili-
tating social distancing, which limited the spread of the Corona virus.

 2. The use of accounting education based on cloud computing allowed students to 
choose the appropriate time for the educational process and not be bound by 
specific dates. Also, this method of studying does not need to be stuck in a class-
room, but you can go to study in your garden or on the sofa of the living room on 
your own or in your own bed, you can choose the perfect time to study when you 
are at your most productive.

 3. It makes studying easier and helps to acquire the skill of self-learning and orga-
nizing and managing time for some students

 4. The application of online learning in accounting education as a result of this 
epidemic has improved the efficiency of the lecturer in managing his time, due 
to the decrease in the weekly time required for lecture and preparation.

 5. Many accounting teachers have changed their teaching methods to deal with the 
dramatic change in the method of delivery as a result of the COVID-19 outbreak.

 6. The focus of educational institutions in the Gulf Cooperation Council countries 
has been on the interactive learning management system such as Microsoft 
Teams and Zoom, to support the e-learning process, because these systems 
enable them to interact with their students and meet their needs

In addition to the above, the third international standard for accounting education 
IES3 indicated that the professional accountant nominated for membership in a pro-
fessional organization or professional practice must be equipped with multiple 
skills (for example, intellectual skills, communication skills, personal skills, and 
organizational skills) and that cloud computing should be adopted in education The 
accountant greatly contributes to the development of previous skills through:

 A. Teaching using cloud computing helps students to collaborate, teamwork, and 
work within a team or groups. In addition, education using cloud computing 
helps hold discussion sessions, hold seminars and forums between students and 
their teachers, and teach students how to deal with others who are culturally and 
intellectually different, which contributes to the development of students’ com-
munication skills.

 B. Education using cloud computing helps in developing the intellectual skills of 
students, by obtaining information from different sources at any time. Computer- 
ready programs also help in developing logical thinking and problem-solving 
skills, as the program offers many options to solve the problem, and in the event 
the student stumbles, he can use the aid and instructions available in the pro-
gram. Thus, it can be said that accounting education using cloud computing 
helps in developing students’ intellectual skills.

 C. Accounting education using cloud computing helps to learn the skill of lifelong 
learning by enabling the student to use electronic databases, modern means of 
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communication, and electronic libraries. Thus, it can be said that accounting 
education using cloud computing helps the student to acquire the skill of 
self-education.

 D. Accounting education using cloud computing helps students master information 
technology, the Internet and its various tools, and employ them in the field of 
accounting and decision-making. In addition to obtaining a larger knowledge 
base, which develops students the skill of good thinking and the ability to solve 
problems. Thus, it can be said that accounting education using cloud computing 
helps in developing organizational and technological skills for students 
(Mahmoud, 2018).

4.2  Secondly: Disadvantages of Cloud-Based 
Accounting Education

The nature of higher education in accounting education was mostly, prior to 
COVID-19, traditional. Researchers believe that the Corona virus forced accounting 
education institutions to move to e-learning, without accounting education institu-
tions being sufficiently prepared for this transformation. Hence, accounting educa-
tion based on cloud computing in the Gulf Cooperation Council (GCC) countries 
had many shortcomings and negatives, including:

 1. The students suffered from slow internet speed, especially in some mountainous 
areas, and the high costs of using it for many students.

 2. Personality traits, especially of faculty members, preference for face-to-face 
interactions, and rigidity towards transition to alternatives (reflected in many 
references to the relief faculty feel or expect when they return to face-to-face 
learning).

 3. Lack of skills and experience of some professors and students in the field of 
e-learning, due to the familiarity with traditional education. At the same time, 
some of the skills that the teacher possesses may lose their effect in this type of 
education.

 4. The lack of face-to-face interaction between accounting professors and their stu-
dents led to a high chance of distraction by browsing various websites. As well 
as the weakness of the motivation towards learning and the feeling of boredom 
as a result of sitting in front of computers and the Internet and dealing with them 
for a long period of time. Especially since the presented scientific material is free 
of audio-visual effects that attract the student towards learning and focuses pri-
marily on the cognitive aspect.

 5. Lack of practical and studied models for integrating traditional learning and 
e-learning. Where accounting education based on cloud computing has been 
applied to all accounting education courses without taking into account that 
some of these courses may be appropriate for traditional education only or 
e-learning only or the percentage allocated to both traditional and e-learning.
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 6. Although educational institutions in the Gulf Cooperation Council countries use 
the interactive learning management system such as Microsoft Teams and Zoom 
to support the e-learning process, many teachers have suffered from the problem 
of communicating with students, especially since many students open the inter-
active program screen without The use of the video, and then there is a difficulty 
by the professor in verifying the actual attendance, which made the process of 
evaluating students difficult in most cases.

Through personal interviews with a number of accounting professors and students 
in universities in the Gulf Cooperation Council countries, the researchers found that 
the Gulf Cooperation Council countries should benefit from the advantages that 
have been achieved from e-learning with a return to traditional education and then 
adopt hybrid accounting education. The next section will address the proposed 
framework for developing Accounting Education Programs Using Cloud Computing.

5  The Proposed Framework for Developing Accounting 
Education Programs Using Cloud Computing in Addition 
to Traditional Education

Researchers believe that although the Corona virus represents a great challenge to 
accounting education, it represents a great opportunity that must be exploited in 
order to take long-awaited steps and decisions in order to improve the quality of 
accounting education. In a Sangster et  al., 2020 study that included experts in 
accounting education in 45 countries, nearly half of the contributors were convinced 
that the post-COVID-19 future lies in the blended/hybrid education approach. 
Although some accounting education experts point out that the internet can only be 
used for some modules/courses/programs, universities and faculty have found that 
e-learning and hybrid were more feasible and achievable than expected. Therefore, 
most of the views of accounting education experts were that the mixed/hybrid learn-
ing and education environment is the future of accounting education. At the same 
time, a study (Bordoloi et al., 2021) concluded that hybrid education is appropriate 
for the future of accounting education in India for a future.

This framework aims to develop accounting education in general and hybrid 
accounting education that combines traditional education and education using cloud 
computing applications in the countries of the Gulf Cooperation Council. In all Gulf 
Cooperation Council countries, this is due to many reasons, including:

 1. The Corona pandemic is not over yet, and therefore there should be continuous 
preparation for the transition to education through various cloud computing 
applications, whether fully or partially.

 2. Taking advantage of the advantages of the e-learning experience that took place 
during the Corona pandemic and at the same time, overcoming the negatives of 
e-learning by being part of the traditional educational process.
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 3. There must be a willingness, even partially (effective alternative), such as uni-
versities to switch to e-education, whether due to the Corona pandemic or other 
natural and unnatural disasters that occur in countries.

 4. Hybrid education helps educational institutions achieve the largest possible 
return on investments made in e-learning during the Corona pandemic.

 5. The current time represents a great opportunity that must be exploited by educa-
tional institutions in the countries of the Gulf Cooperation Council in order to 
take long-awaited steps and decisions in order to shift, even partially, in the 
accounting education methodology in the countries of the Gulf Cooperation 
Council in light of improving the skills and capabilities of e-learning that has 
been made for both Students, teachers and staff during the Corona pandemic

 6. Accounting education does not need devices, laboratories and laboratories, and 
therefore accounting education must be divided into traditional education and 
e-learning according to the courses and the need for practical exercises in each 
course, which results in an expected decrease in the costs of the educational 
process for both the educational institution and the student of the world at the 
same time

Effective integration of ICTs into higher education is a complex and multifaceted 
process that includes not only technology but also teaching curricula, institutional 
readiness, digital literacy for teachers, and ongoing funding (Kundi et  al., 2014; 
Kundi & Nawaz, 2013). Therefore, it is necessary to develop new skills and new 
ways to use them in e-learning/hybrid projects (Zubair et al., 2013). The proposed 
framework is based on the so-called hybrid education, an education system that 
combines “face-to-face learning” and “learning through cloud computing applica-
tions.”, in order to work on obtaining the advantages of both systems through differ-
ent levels of blended learning with multiple experimental applications of information 
and communication technology in teaching, learning and education management.
This framework is based on several basic components that represent the compo-
nents of the educational environment, which are:

5.1  First: Preparing the Human Resource Elements

Humans represent the basis of the educational process, whether the student, the 
professor, or the workers who provide services to students and professors at the 
same time. The human elements can be divided into:

 1. Preparation of accounting professors: Reports indicate that decisions made by 
professors about the use of computers in the classroom are affected by several 
factors, including: access to related hardware and software, the nature of the cur-
riculum, personal abilities, and teachers’ beliefs in their ability to work effec-
tively with technology. Moreover, the teacher’s concern is that he will be replaced 
by ICT or deprived of his leadership in the classroom, because the educational 
process has become more focused on the learner. This feeling can be reduced 
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and eliminated if teachers develop an understanding and appreciation for their 
changing roles. (Kundi & Nawaz, 2013). One of the biggest problems facing 
e-accounting education is the readiness of professors and faculty members to use 
modern technology in the education process, and therefore teachers must be 
trained to employ technology and communication in education. The success of 
e-education depends on training teachers because they are the ones who prepare 
students as well as officials as digital users. (Abbas & Nawaz, 2014) Therefore, 
universities must attract the best human skills and experiences that help imple-
ment the hybrid education system (traditional and cloud-based). The success of 
the hybrid educational system will depend mainly on the skills, capabilities and 
flexibility of the faculty members sufficient to communicate with students and to 
enhance their creativity, whether in face-to-face education or education via cloud 
computing, universities must develop and continuously train faculty members on 
modern technologies related to cloud computing.

 2. Prepare students: The design and development of learning environments must be 
in line with the “student requirements (Young, 2003). Undoubtedly, students’ 
use of smart phones will make it much easier for them to keep up with technol-
ogy compared to professors. This generation of students differs from their pre-
decessors in terms of their abilities and skills And their readiness for participatory 
learning, given that most students have access to various forms of information 
technology, especially the Internet and mobile phones. At the same time, addi-
tional support or motivation must be provided to students and constantly guide 
them in light of e-learning, and therefore the university administration must train 
students to use modern technologies Concerning cloud computing and how the 
services it provides can be benefited from, attention should be paid and the level 
of education efficiency should be monitored during lectures.

 3. Equipping and preparing technicians and administrators: sustainable technical 
support is one of the most important challenges. Once the e-learning system is 
developed, providing continuous technical support is a challenge. The need for 
continuous and uninterrupted technical support is required by professors, stu-
dents and administrators in addressing their hardware and software problems, 
which are considered common in any application, and the importance of this 
dimension is illustrated by the fact that almost all researchers of e-learning in 
institutions of higher education have empirically demonstrated that successful 
e-learning projects depend on consistent and continuous technical support in a 
timely manner (Abbas & Nawaz, 2014). Electronic access is not only about 
access to infrastructure (and thus filling the hardware gap) but rather it must 
enable users to obtain knowledge, skills and continuous support for organiza-
tional structures (Ågerfalk et al., 2006). Therefore, the university administration 
should select a specialized team that supervises the management and follow-up 
of the work. To supervise the activation of modern technologies related to cloud 
computing, universities must also rely on the method of continuous training for 
employees who They maintain and provide continuous support to students both 
in traditional face-to-face education and through cloud computing applications
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5.2  Second: The Teaching/Educational Process

The educational process begins with the curricula, curricula, and the means and 
methods in which the educational process is carried out and ends with the assess-
ment of students. The elements of the educational process can be stated as follows:

 1. Educational content/curricula: IES2 defines the components of professional 
knowledge with three components: (accounting knowledge, financial knowledge 
and related knowledge. Organizational and business knowledge includes busi-
ness environment, corporate governance, economics, business ethics, financial 
markets, quantitative methods, business and management knowledge and behav-
ior Regulatory and others (Technical knowledge, including knowledge of infor-
mation systems, technology, control systems, and how to use them). The content 
of the accounting education programs in universities is in need of modification 
and development to serve the accounting labor market. Therefore, amendments 
must be made to the current accounting curricula to keep pace with the require-
ments of international accounting education and to add curricula that keep pace 
with the developments and accounting applications on modern technology, and 
at the same time the work of accountants (banks, companies, ... etc.), as well as 
professional bodies and associations for accounting and auditing, must cooper-
ate to be in line. Curriculum with the needs of the labor market.

 2. Teaching aids: The choice of teaching aids constitutes a major challenge in tra-
ditional and electronic education. In traditional education, interactive education 
must be employed, which increases students’ attention by involving them 
directly as contributors, not as recipients. This will increase the stimulus factor 
and achieve better results. Here the teacher must make a considerable effort to 
determine the appropriate interactive means for each goal; The process of engag-
ing students in different places, and maintaining their attention across devices, is 
not easy, but certainly not impossible. There are many programs and applications 
available on the Internet to achieve student interaction in the educational process 
individually or in groups, including Quizziz, Socrative, Padlet, kahoot and 
Mindmaps, not to mention the applications provided by Google, Microsoft, 
Apple and others. All that the teacher needs is good planning to choose the 
appropriate method for each educational goal, but it may not yet be sufficient for 
the final evaluation and monitoring of students’ grades (Al-Khatib, 2020).

 3. Covering different needs and learning styles: Taking into account the diversity of 
learning styles is part of the planning elements for a fair and successful educa-
tional process; There are - according to Fleming and Mills’ VARK model - four 
basic learning styles: auditory, visual, kinesthetic, and literate learning style (Al- 
Khatib, 2020). Researchers believe that the use of different applications of cloud 
computing and the various media it contains represented in various audio and 
video technologies Texts, etc. will positively affect the effectiveness of account-
ing education, and therefore accounting professors must diversify their methods 
and use different technological means, tools and applications. The method of 
interactive meetings can be used through different applications, written and 
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audio correspondence, and other various educational means that are in line with 
different styles.

 4. Developing student evaluation methods: Students are evaluated in two stages:

The first stage: It is carried out through the educational process and between 
its stages, steps and procedures, and provides continuous feedback in all 
stages first-hand, with an indication of strengths and weaknesses, to modify 
what is needed in a constructive and continuous manner, through several 
methods and tools such as oral questions, short tests and worksheets. This 
stage aims to diagnose what the student has mastered and what he has failed 
to achieve at an early stage, so that the teacher can remedy the defect. Through 
personal interviews with faculty members in the Gulf Cooperation Council 
countries, this stage of evaluation was the most difficult at all in light of the 
use of accounting education through cloud computing applications, as many 
professors suffered from the problem of communicating with students, espe-
cially that many students open the screen of the interactive program Without 
the use of the video, and then there is difficulty by the professor in actually 
verifying attendance, which made it very difficult to assess students.. A group 
of programs and applications that are used for discussion and display ques-
tions to students on the projector, such as Slideo, can be used to activate 
Discussions with students and enabling them to express their opinions on 
various topics and ideas that help improve communication and increase inter-
action during lectures (Al-Hatami, 2020; Hamdan, 2020).
The second stage: takes place after the completion of the teaching process, 
where students are exposed to a set of tools and questions through which they 
can determine their understanding and comprehension of the lesson. This 
type of assessment usually occurs at the end of the lesson, unit, or semester. 
This assessment aims to give grades and grant certificates, and here the elec-
tronic assessment can be used to assess cognitive and skill abilities through 
the “electronic test”.
Third: Material and technological capabilities: The availability of technologi-
cal capabilities and resources is an important factor for the success of the idea 
of learning in general, whether traditional education, e-learning or hybrid 
education. Therefore, it is necessary to create and modernize the infrastruc-
ture in accounting education institutions and to make maximum use of the 
existing capabilities of accounting education institutions at the same time. 
Therefore, financial resources must be provided in order to rely on cloud 
computing technologies that can be easily integrated with the currently used 
system. At the same time, cloud computing applications must be chosen that 
save significant costs for its users, such as the need to rely on special devices 
after purchasing them. It is also necessary to take advantage of the applica-
tions that It works using cloud computing, and at the same time, universities 
must enter into partnerships and long-term agreements with international 
companies that provide cloud computing technologies, for example, 
Microsoft, Google, etc. The researchers believe that the material and techno-
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logical capabilities related to education through cloud computing did not rep-
resent any problem for universities in the Gulf Cooperation Council countries, 
as these universities have already implemented education through cloud com-
puting during the Corona pandemic.

5.3  What Distinguishes the Current Study

The results of the study showed that accounting education based on cloud comput-
ing (online learning) has achieved many advantages, including that it allowed stu-
dents to continue their studies without interruption while facilitating social 
distancing. In addition, it allowed students to choose the appropriate time for the 
educational process and not be bound by specific dates. On the other hand, this way 
of studying does not need to sit a classroom which made studying easier and helped 
to gain the skill of self-learning, organization and time management. This result 
agrees with the study (Sarea et al., 2021; Bordoloi et al., 2021; Alhelou et al., 2021), 
which found that the application of online learning in accounting education led to 
increased knowledge of technology, improved learning outcomes and flexibility. In 
addition to improving the efficiency of the lecturer in managing his time, due to the 
decrease in the weekly time required for lecture and preparation.

On the other hand, e-learning has faced many challenges, such as Students have 
suffered from slow internet speed, especially in some remote areas, the high costs of 
using it for many students, and the lack of experience of some professors and stu-
dents in the field of e-learning. These results agree with the study (Alshurafat et al., 
2021), which found that online learning systems in developing countries such as 
Jordan suffer from many challenges and difficulties. Make some long-term changes 
even when it is possible to return to campus.

The most important feature of the current study is that it’s done after the Corona 
pandemic and the return of most universities to traditional education (face to face), 
except for some study subjects that continued via the Internet. The results of the 
study confirm that the ministries of higher education and universities in the Arab 
Gulf region should benefit from the experience of e-learning, in order to work on 
obtaining the advantages of both systems through different levels of mixed learning 
with multiple experimental applications of information and communication tech-
nology in teaching, learning and education management.

6  Conclusion

University accounting education programs aim to prepare graduates who possess 
the knowledge and skills necessary to meet the needs of the new knowledge econ-
omy in terms of accounting and financial reports and information, and who can 
work in a changing and complex environment and suffer from financial problems 
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and crises. The response of universities in the Gulf Cooperation Council countries 
to the Corona pandemic was to adopt the e-learning system, and the educational 
institutions in the Gulf Cooperation Council countries focused on the interactive 
learning management system such as Microsoft Teams and Zoom ... etc., to support 
the e-learning process, because these systems enable them to interact with its stu-
dents and meet their needs. Accounting education based on cloud computing has 
achieved some advantages, including allowing students to continue their studies 
without interruption while facilitating social distancing, allowing students to choose 
the appropriate time for the educational process and not being bound by specific 
lecture dates. It also made studying easier, which helped in acquiring the skill of 
self-learning and organizing and managing time for some students. But on the other 
hand, students suffered from slow internet speed, especially in some mountainous 
areas, the high costs of using it for many students, and the lack of experience of 
some professors and students in the field of e-learning due to getting used to tradi-
tional education, and at the same time, some of the skills that the professor has may 
lose their impact in this type of education. Through personal interviews with several 
accounting professors and students in universities in the Gulf Cooperation Council 
countries, the researchers found that the previous obstacles were at a great level at 
the beginning of the application of e-learning through cloud computing applica-
tions, but the level of these obstacles has decreased over time, and many technical 
problems have been solved. Solved and there is a relative acceptance of education 
through cloud computing. Added to this is the lack of studied practical models for 
integrating traditional and e-learning. Where accounting education based on cloud 
computing has been applied to all accounting education courses without taking into 
account that some of these courses may be appropriate for traditional education 
only or e-learning only or the percentage allocated to both traditional and e-learning.

The limitations of this research are an attempt to explore the perceptions of fac-
ulty members and students of accounting education in the Gulf Cooperation Council 
countries regarding the impact of using cloud computing applications on the devel-
opment of accounting education during the Corona period through personal inter-
views and examination of previous literature. Therefore, researchers recommend 
conducting future studies that use other research tools such as the questionnaire, as 
well as conducting comparative studies on evaluating the quality of accounting edu-
cation in three different periods: the time period for education before the Corona 
pandemic, the period of education using cloud computing applications, and the time 
period after the restrictions were abandoned.
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Business Alignment of Information 
Technology Governance Planning 
at a Professional Council in South Africa

Tshepo Chauke and Mpho Ngoepe

1  Introduction and Background

While information is recognised as a valuable organisational asset, many organisa-
tions fail to realise its full business value due to misalignment of their information 
governance (IG) systems. This may even limit organisations as employees might not 
be able to work remotely. Indeed, it was evident during lockdown in many countries 
as a result of Covid-19 pandemic. In developing countries such as South Africa, 
many organisations were not operational during lockdown due to non-alignment of 
IT governance to business needs. In some organisations, there are financial and 
personal constraints that limit better alignment between IT and business. Such 
organisations are unable to locate data to make informed decisions. Caravaca (2016, 
p. 47) claims that data are stored in organisations without a clear concept due to the 
following factors: the use of standardised formats, resolution, image integrity, and 
metadata. As a result, information is disorganised due to a lack of fixed form and 
stable content, as well as technological obsolescence, which renders it inaccessible. 
A proper technological infrastructure must be in place to address management chal-
lenges in order for the business to derive value out of its investments. As observed 
by Panian (2010, p. 940) poor IG necessitates the integration of information systems 
with business processes. The problem is that in many organisations, IG is imple-
mented in silos. Hence, Mullon and Ngoepe (2019) advocate for information to be 
an integral part of organisational governance because it is regarded as an enabler of 
such business. In this regard, Fitroh et al. (2017) outline benefits such as efficient 
operations, reduced costs, improved information technology (IT) infrastructure 
control, and continuity even during disasters such as the Covid-19 pandemic, where 
employees work remotely. Covid-19 pandemic accentuated the need for 
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organisation to accelerate integration of their IG to business needs which resulted in 
digitalisation. Indeed, the success of IG is key in ensuring timely, adequate, and 
compliant information throughout business activities in order to make decisions that 
improve organisational competitiveness and efficiency (Nguyen et  al., 2014). In 
South Africa, for example, while many organisations were unable to function due to 
the Covid-19 pandemic, those that had integrated their information technology sys-
tems, such as the South African Local Government Authority (SALGA) and the 
University of South Africa (UNISA), to name just two, were able to fully function. 
While SALGA was able to fully comply with external audit requirements by pro-
viding reliable evidence to auditors remotely (Ngoepe et al., 2022), UNISA, on the 
other hand, was able to complete the 2020 and 2021 academic years, whereas some 
institutions of higher learning struggled due to a lack of learning management sys-
tems. This was possible as these organisations have moved towards digital transfor-
mation. For example, at UNISA, systems for managing digital records, as well as 
learning management system, student system and enterprise resource planning have 
been implemented (Ngoepe et al., 2022). What is left for a full digital transforma-
tion is just integration of all these systems. However, even without integrations, 
employees of this university are able to execute all their functions remotely. The 
greater risk may be that organisations have to protect their information that is avail-
able everywhere and put in place protection measures to ensure business continuity. 
This explains why Iles (2013) proposes IG as a more complete and richer way to 
add value to business by taking a more holistic view of organisational information. 
However, information technology governance is not always aligned with business 
objectives in many organisations. When systems are aligned and integrated, it makes 
it easier for employees to perform their duties from any location at any time. The 
chapter used one of the three concepts of the Control Objective for Information and 
Related Technology (COBIT) – align, plan, and organise – to explore the business 
alignment of information technology governance planning at the South African 
Council for Social Service Professions (SACSSP).

In terms of IG, the SACSSP used silo-based systems that were not integrated 
with other functions. As a result, the organisation experienced delays with paper- 
based processes, including difficulties with document tracking. It was even more 
challenging during lockdown caused by Covid-19 pandemic as many organisations 
were operating remotely. The SACSSP is a statutory body established in accordance 
with Section 2 of the Social Service Professions Act, No. 100 of 1978 (Republic of 
South Africa (RSA), 1978), as amended by Act No. 102 of 1998. (RSA, 1998). The 
act has restricted that the office must be in Pretoria. Furthermore, the council guides 
and regulates the professions of social work and child youth care work in terms of 
registration, education and training, professional conduct, and ethical behaviour, as 
well as ensuring continuing professional development and fostering compliance 
with professional standards (SACSSP, 2018a).

The SACSSP previously relied on a manual filing system and disparate IT sys-
tems, making it difficult to provide an integrated view in support of IG. The organ-
isation made use of an obsolete Silverlight-based application (SACSSP, 2018a). All 

T. Chauke and M. Ngoepe



237

IT services are outsourced, making it difficult for the organisation to access reports 
because all database access is controlled by the service provider (SACSSP, 2018b). 
The qualifications of the members are sent to the South African Qualifications 
Authority (SAQA) for verification on an annual basis, and the process is delayed 
due to inconsistent data. The researchers were present at the exploratory meeting, 
where issues with information access were raised, and permission was granted for a 
system overhaul to maximise information efficiency and integration within the 
organisation (SACSSP, 2018a).

The problem for this study was defined by the SACSSP when the council realised 
that there was a need to move away from manual data processing towards more 
integrated and technologically supported data systems. The Covid-19 pandemic 
accelerated the digitalisation plan of the SACSSP. This was because most of the 
registrations and renewals of membership by professionals were done in person. 
With restrictions of movement dues to lockdown, this was not possible, while there 
was a need for professionals to display their valid practicing certificates at their 
employment places. This put the SACSSP under severe pressure to expedite the 
digital transformation plan. Compounding the problem was the postal service that 
was not functioning at all during the lockdown. Even where postal service was func-
tioning, there were a number of returns. This is also emphasised by Maluleke et al. 
(2021) as they argue that the library at an open distance e-learning institution 
incurred costs due to high return of books from the post office. Many branches of 
post office also have to be closed as they were not making profit. The SACSSP had 
to embrace technology to transform its services digitally. In this regard, the SACSSP 
acknowledged that its greatest asset is information and part of attaining a harmoni-
ous integration of solutions is to transition from manual processes to automated 
solutions. The transition required an overhaul of IT operations and digitisation of 
systems. The organisation experienced a lack of a cogent IT system design, as well 
as disparate inherited registration, finance, and external verification systems that are 
incompatible with new system innovations to ensure effective and efficient opera-
tions (Chauke & Ngoepe, 2020). Following this realisation, the SACSSP embarked 
on a digital transformation process to modernise the organisation by implementing 
architectural aspects of information governance. In this regard, the SACSSP 
acknowledged that its greatest asset is information, and that transitioning from man-
ual processes to automated solutions is part of achieving a harmonious integration 
of solutions. In this regard, the SACSSP was involved in a comprehensive IG imple-
mentation using COBIT. The Information System Audit and Control Association 
(ISACA) (2018b, p.  13) confirms the updated COBIT framework that enterprise 
information and technology (I&T) governance and management should be aimed at 
the entire enterprise and not just the IT department of an organisation. According to 
Moeller (2013, p. 126), organisations make efforts to mitigate enterprise-wide risks, 
whereas the SACSSP’s risk management processes cannot be said to be formalised. 
Two strategic IT risks were identified: a lack of a disaster recovery plan (DRP) and 
secure intellectual property (IP) of SACSSP data, both of which would result in the 
loss of critical information and SACSSP IP (SACSSP, 2019, p. 1).
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2  Theoretical Framework and Literature Review

While the COBIT framework comprises five domains: Evaluate, Direct and Monitor 
(EDM); Align, Plan and Organise (APO); Build, Acquire and Implement (BAI); 
Deliver, Service and Support (DSS); and Monitor, Evaluate and Assess (MEA), this 
chapter focused on the APO constructs (see Fig. 2). The APO domain’s role is to 
implement a consistent management approach for meeting enterprise governance 
requirements, which includes governance components such as management pro-
cesses, organisational structures, roles and responsibilities, dependable and repeat-
able activities, information items, policies and procedures, skills and competencies, 
culture and behaviour, and services, infrastructure, and applications (ISACA, 2018a, 
p. 55). According to Mourad et al. (2017, p. 4), the APO is a representation of the 
strategic dimension of I&T governance (Fig. 1).

According to Mourad et al. (2017, p. 4), planning is a representation of the stra-
tegic dimension of I&T governance. The plan domain’s role is to implement a con-
sistent management approach for meeting enterprise governance requirements, 
which includes governance components such as management processes, organisa-
tional structures, roles and responsibilities, dependable and repeatable activities, 
information items, policies and procedures, skills and competencies, culture and 
behaviour, and services, infrastructure, and applications (ISACA, 2018a, p.  55). 
Figure 2 depicts the 14 processes discussed in the planning domain.

Fig. 1 Governance and management key areas. (Source: ISACA, 2011, p. 32)
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Fig. 2 Plan domain processes. (Source: ISACA, 2018b, p. 12)

2.1  Information and Technology Management Framework

The I&T management ensures that governance components such as roles and 
responsibilities, organisational structure, processes, policies, and procedures, skills 
and competencies, culture and behaviour, and services, infrastructure, and applica-
tions are implemented in a consistent management approach (ISACA, 2018a, p. 55). 
The SACSSP has adopted King IV report as a governance framework for the board 
and staff to effectively execute the approved five-year strategic plan and respond 
promptly to pandemics and disasters. The framework employs a demand manage-
ment process to anticipate, plan for, and manage the demand for I&T services while 
ensuring that capacity management meets the required demand of an organisation 
(Cabinet Office, 2011, p. 246). The planning included the overall IT systems that 
were siloed and digitising physical documents. For this kind of projects, the board 
and management would have to commit their time and resources to make success to 
the business and digitisation initiatives.

2.2  Strategic Management

The Cabinet Office (2011, p.  134) defines strategy management as a method of 
prescribing and sustaining an organisation’s perspective, position, plans, and pat-
terns in relation to its services and their management. All strategic requirements are 
packaged into a business case for a new system or hardware required to carry out the 
improved business process (Valacich & Schneider, 2018, p. 374). Board and man-
agement’s buy-in is important in supporting and driving the strategic mandate of an 
organisation.

Strategic management, according to Ansoff et al. (2019, p. 12), is the holistic 
view of the current business environment, proposed goals, and steps required to 
achieve the desired future. A strategy needs to respond to organisational needs to 
may arise due to urgent requirements or changed priorities. According to Gamble 
et al. (2017, p. 2), a company employs a strategy to explain why it matters in the 
marketplace by defining its application to generating utility and warranty for cus-
tomers, as well as how competency and resources can be used to provide value to 
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customers. The South African government adopted a medium-term strategic plan-
ning framework to help state entities identify important outcomes-oriented goals 
and objectives that can be measured and evaluated by oversight bodies (RSA, 
2010, p. 1).

2.3  Enterprise Architecture

The enterprise architecture’s purpose is to establish a common architecture that 
would create a glue that binds business processes, information and data, application 
and technology architecture layers, and the development of re-usable building block 
components (Buckl & Schweda, 2013, p. 239). The importance of enterprise archi-
tecture (EA) ensures that it manages innovation because it is critical for the survival 
of and success of an enterprise. Sarno and Herdiyanti (2010) chose the Open Group 
Architecture Framework (TOGAF) because it provides a detailed method and a set 
of supporting tools for developing an enterprise architecture (Sarno & Herdiyanti, 
2010, p. 145). According to The Open Group (2019, p. 6), it helps to optimise the 
fragmented legacy of manual and automated processes into an integrated environ-
ment that is responsive to the ever-changing business strategy.

TOGAF is a framework that advocates for putting data first in an organisation 
and that supports a boundaryless information flow vision in which systems can eas-
ily exchange information and use that information to improve enterprise operations 
(The Open Group, 2019, p. 2). Previously, the process was defined as interoperabil-
ity, which relies on the ability of information and software solutions to easily create 
the capability of sharing, interacting with, and exchanging information (Telesca 
et al., 2007, p. 1). TOGAF is composed of four architectural domains that are com-
monly accepted as subsets of an overall enterprise architecture, according to Sarno 
and Herdiyanti (2010, p. 146): business architecture – it defines the business strat-
egy, governance, organisation, and key business processes; data architecture – the 
structure of the organisation’s logical data requirements that describe the existing 
state, definition of data requirements, and guide to data integration. Interoperability 
requirements, as defined by Sarno and Herdiyanti (2010) and The Open Group 
(2019), identify integration requirements as multiple levels and information flows 
that are classified to indicate the extent of operability that would be required between 
organisations and systems, as shown in Table 1.

To provide guidance to government entities in South Africa, the Government 
Wide Enterprise Architecture Framework (GWEA), which is based on TOGAF, was 
adopted to serve as a minimum standard against which ICT plans can be aligned 
with such government entity’s business objectives and processes (RSA, 2009, p. 9).
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Table 1 Operability requirements

Phase Determination of interoperability

Architecture vision The business scenarios capture the nature and security considerations of 
the information and services.

Business architecture Information and service exchanges are further defined in business terms.
Data architecture The organisation’s data and/or information exchange model details the 

content of the information exchanges.
Application 
architecture

It specifies the way the various applications must share the information 
exchanges.

Technology 
architecture

It specifies the appropriate technical mechanisms to permit information 
and service exchanges.

Opportunities 
architecture

The selection of actual software solutions.

Migration planning The logical implementation of the interoperability.

Source: The Open Group (2019, p. 1)

2.4  Innovation

Innovative solutions are discovered when organisations use open innovation, in 
which many customer-generated ideas are solicited and submitted to companies for 
adoption and implementation (Valacich & Schneider, 2018, p. 101). Having innova-
tive solutions ensures that there is a competitive advantage against your rivals. 
According to the findings of a study conducted by Mhlungu et al. (2019, p. 7), cus-
tomers prefer enterprises that provide digital offerings, indicating that an organisa-
tion has the capability to respond to the market. These initiatives resulted in a 
significant improvement in bringing innovative solutions to market. Previously, uni-
versities and businesses had complex research programmes that involved bureau-
cratic processes, resulting in the actual innovations becoming obsolete and failing to 
reach the intended market (Valacich & Schneider, 2018, p. 30). The world is littered 
with stories of companies like Kodak and Blackberry that failed to innovate and 
thus lost out (Valacich & Schneider, 2018, p. 553). In this regard, Nokia’s failures to 
compete are highlighted as a result of a lack of innovation in product offerings and 
were predestined for graveyard of uninspiring organisations and toppled from being 
a market leader.

2.5  Other Processes

Budgeting, human resources, vendor management, quality management, risk man-
agement, and data management are some of the other APO processes. ISACA 
(2018a, p. 94) defines the budgeting and costing process as the formation of a part-
nership between key IT and enterprise stakeholders to provide transparency and 
accountability of the costs and value of solutions that the business would realise in 
order for the business to make informed decisions about using I&T solutions and 
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services. Human resource management, on the other hand, provides a structure to 
ensure the optimisation / sourcing, planning, evaluation, and development of talent 
required to support enterprise objectives that are as productive as possible (Wild & 
Wild, 2016, p. 476).

Vendor management entails overseeing all vendors to ensure that I&T-related 
products and services are delivered in accordance with I&T strategy, including con-
tract procurement, selection, and performance monitoring (ISACA, 2018a, p. 119). 
Vendor management “allows an institution to select its suppliers carefully and nego-
tiate the best prices for the goods and services that it needs” (RSA, 2015, p. 17). 
ISACA (2018a, p. 125) defines and communicates the quality requirements of all 
enterprise processes and procedures to the satisfaction of stakeholders. ISACA 
(2018a, p.  131) emphasises the integration of I&T-related enterprise risk within 
management’s tolerance threshold.

3  Research Methodology

PAR was used as the research methodology in this study because the project required 
collaboration between the researcher and study participants in defining and solving 
the problem. The Look phase: getting to know stakeholders so that the problem is 
defined on their terms and the problem definition is reflective of the community 
context; the Think phase: interpretation and analysis of what was learned in the 
Look phase; and the Act phase: planning, implementing, and evaluating, based on 
information collected and interpreted in the other phases (Stringer, 2014). In 
response to research questions, the current study used a qualitative research approach 
that included data collection through focus groups, systems, and document analysis 
(Creswell, 2014, p. 139). The researchers were present at the exploratory meeting, 
where issues with information access were raised and permission was granted for a 
system overhaul to maximise information efficiency and integration within the 
organisation (SACSSP, 2018b). To interview some of the participants, the research-
ers used the Zoom video communications® solution, the LimeSurvey online tool, 
physical interviews, and email (see Table 2).

During the Covid-19 pandemic (March 2020–February 2021), focus groups 
were held both physically (bid evaluation committee for hardware tender opening of 
bids, software development tender briefing) and virtually (Microsoft Teams®). The 

Table 2 Interviews sources

Mode of interview Number of participants

Zoom video communications 3
Email 1
LimeSurvey 1
Face-to-face interviews 3
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opening of bids for software development was in March 2020, and the bid evalua-
tion committee software development tender and interviews were in February 2021.

With regard to document analysis, system documentation, policies (approved or 
draft) and procedures were requested to build a baseline in preparation for an inte-
grated system (see Table 3). In some cases, no documentation was available, and 
reverse engineering was performed by analysing the system components and their 
relationships.

For system (applications) analysis, the process consisted of objectively doing 
quantitative assessments of systems through modelling and simulation, and 

Table 3 Document analysed

Document Purpose

Social Service Professions Act 
110 of 1978

Act to define the establishment of the SACSSP and the 
definition of the organisation’s power and functions (RSA, 
1978).

Social Welfare Act 102 of 
1998

An amendment of 1978 act to provide for the establishment, 
constitution and objects of the SACSSP and professional boards 
for social service professionals (SSPs) (RSA, 1998)

SACSSP records management 
policy

The policy stipulates that record keeping in a systematic 
manner is important for the day-to-day management of 
financial and non-financial information of an organisation, 
while it also underpins its ability to participate in internal audits 
and external audits.

SACSSP Strategic Plan 2016 
to 2021

Strategic guiding document approved to guide SACSSP 
operations for a specific period linked to the term of the 
appointed board, in this case 2016–2021.

Regulations specialities in 
social work

It prescribes regulations in accordance with the SACSSP Act, 
the qualifications and proficiencies required to be registered for 
a speciality in occupational social work.

PBSW – CDP standards & 
guidelines

The norms and standards relating to continuing professional 
development, in conjunction with the policy on CDP for social 
workers and social auxiliary workers, set standards required for 
social auxiliary workers, employers, and service providers to 
promote excellence in service delivery.

Regulations regarding the 
registration of social auxiliary 
workers and the holding of 
disciplinary inquiries

A regulation that gives guidance to students in the subject of 
social work at a provider involved with social work learning in 
a real-life situation to register from the second year of study.

SACSSP departments 
processes

The processes adopted by different SACSSP divisions were 
consolidated and used to prepare an IT systems development 
tender specification

IT and business re-engineering 
meetings minutes

Governance committee for IT-related matters and policies are 
discussed.

SACSSP general notices The information that is communicated to SACSSP 
stakeholders.

SACSSP organogram Investigating current approved positions, turnover, and posts 
that are likely to be redundant and advising on the reskilling of 
such staff.
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technical risk analysis in order to assist in technical decision-making for the pro-
posed system architecture based on the organisation’s system requirements (Stevens 
Institute of Technology, 2020, p. 363). Applications identified in Table 4 were eval-
uated for data that was useful for future system development planning for the 
SACSSP’s integrated online system.

The next section presents the results of business alignment of IT governance.

4  Data Analysis and Presentation

Data is analysed and presented as per the themes from COBIT framework, that is, 
information technology management framework, strategic management, innova-
tion, and quality management. Interview transcripts, documents, and photographs 
were entered into Atlas Ti 9, a computer-assisted qualitative data analysis software, 
to be coded and analysed. This study’s participants were drawn from various depart-
ments and governance structures at the research site, including administration, 
benchmarking, and the board.

4.1  Information Technology Management Framework

The purpose of this theme was to review how information governance planning 
could assist in business alignment of operations during Covid-19 pandemic at the 
SACSSP. Data emanating from document analysis revealed that the I&T manage-
ment framework components assisted with the accountability and responsibilities 
with regard to ICT functions and operations. Some of the issues found to assist with 
digitisation and responding to Covid-19 challenges are presented in Table 5.

The APO on the table regulate how the organisation’s daily operations are aligned 
with the approved strategic plan and the revised/reprioritise plans in response to 
Covid-19 pandemic. Organisational assessment and reporting provide assurance to 
SACSSP stakeholders about performance and stated goals.

Table 4 Applications analysis

System Purpose

SACSSP hardware & software 
audit

Preparing the AS-IS documentation and checking hardware 
warranty status and suitability for the proposed ERP solution 
and new hardware.

System benchmarking exercise 
(two organisations visited)

Benchmarking with organisations of similar operations allows 
systems implemented.

Telephone and internet 
connectivity

Investing in the telephony installations was able to 
accommodate VoIP digital phones and video conferencing.

Hardware refresh Invited hardware resellers for presentation on new hardware.
SACSSP website portal Harvesting of information uploaded on the website.
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Table 5 I&T management framework

# APO issues Proposed intervention

1 Data quality 
issues

Integration with other government agencies such as the Department of 
Home Affairs can mitigate some of the data quality challenges already 
experienced. This includes real time verification of details with the 
population register.

2 Postal Creation of a portal for social service professionals to be able to update 
their details as they change.

3 Practitioners 
certificates

Digital certification implemented with an inclusion of QR code for 
verification

4 Physical 
archives

Back scanning of all physical records of all social service professionals who 
are still in active service. This will consolidate all information at the 
fingertips of decision makers.

4.2  Strategic Management

According to this sub-theme, the SACSSP created a five-year strategy document, 
which was approved and published on August 31, 2017. The strategy’s goal was to 
achieve digitisation of current physical records as well as automation to address 
IG. Covid-19 pandemic accelerated the digitisation initiatives. As previously stated, 
the IG challenges discovered in the document analysis related to the SACSSP stra-
tegic plan (2016–2021):

• “Inadequate IT system
• Unreliable database
• No synergy between systems”

Based on the three challenges identified, the professional council had to reprioritise 
its performance measures in place to monitor targets, as stated in the annual perfor-
mance plan (APP). IT and Business Re-engineering was tasked to clearly redefine 
IT strategy that will define our strategy to meet organisational objectives including 
Covid-19 IT-related interventions. An APP to manage the new IT performance tar-
gets approved to ensured that the business delivers on its business strategy.

It can be argued that the organisation has clear performance goals and strategy 
that can guide organisational operations. The view of organisational participants 
viewed IT as enhancing and helping business achieve its strategy.

4.3  Innovation

In order to address innovation challenges, the organisation and the researchers con-
ducted three benchmarking processes of digitising the certificates. Two service pro-
viders were invited to present on their products and services. The first company 
desired complete control over certificate issuance, requiring the SACSSP to provide 
a comma separated values (CSV) file containing a list of social service professionals 
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to the service provider. The benchmarking process for digital certificates took place 
on February 5, 2020. The innovation process included converting manual certifi-
cates to digital certificates and storing the generated certificates in the service pro-
vider’s digital vault. Benchmarking with the second service provider resulted in a 
proposal for the development of an in-house certificate vault that would be inte-
grated with the enterprise resource planning system and would not require any 
human intervention. An additional question was also posed to the interviewees in 
order to determine what innovative solutions they might bring to improve the organ-
isational IT environment.

The benchmarking process was carried out as part of the innovation components 
that can be incorporated into the integrated online system. The organisation bud-
geted for the proposed system to include features such as registration and other 
divisions. The innovation elements in Table 6 shows interventions implemented to 
ensure continuity during Covid-19 lockdowns:

4.4  Budgeting and Costing

The main emphasis was that the organisation prepares a budget and monitors the 
spending and the reduction of costs, where possible. The budget was found to be 
aligned to APP. Budget ensures that whatever is spent on, is according to the plan 
and what was found is that IT is a very dynamic environment, difficult to control. 
The budget was prioritised to ensure that most important needs to address the imme-
diate needs and looking at long term and the alignment of IT procurement with 
long-term needs. Budgetary constraints have been a challenge as the professional 
council has not been fortunate enough to have large funding to overhaul our IT sys-
tem. IT department was overspending. It was one of the reasons the professional 
council ended up not filling more vacancies and more laptops are needed for planned 
and unplanned posts. Most of the procurement of these resources were procured 
towards the end of the year to make sure that the professional council does not 
overspend.

Expenditure for technological items rose higher due to matters beyond their con-
trol since they could not control the costs in the financial year 2020/21. They had 

Table 6 Innovation elements

Legacy operations Digitisation implementations

Physical meetings MS Teams video conferencing
Asymmetric digital subscriber line (ADSL) Fiber internet line
Analogue telephones Internet protocol telephony
Walk-ins Integrated online system
Coming to office Virtual private network connectivity
On-premise MS Office Microsoft Office 365
Physical certificate Digital certificate
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Table 7 Positions affected by digital disruption

Position Quantity Role filled

Registration clerk 12 2
Secretary for boards 2 2
Archive clerk 2 1
Mailroom clerk 1 1
Data capturer 3 1
Call Centre agent 3 2

overrun their budget by around 30% for hardware refresh and system development. 
It was clear from the responses that IT costs were unpredictable. This is because all 
computing equipment is imported, and currency fluctuations play a significant role 
in budget overruns.

4.5  Human Resource Management

As shown in Table 7, there were positions that would be impacted by ongoing auto-
mation. It was discovered that the most affected department had ten vacant registra-
tion clerk positions.

Since the organisation identified and presented the need at the initial meeting, a 
job description was drafted and presented to the HR Committee for approval. The 
HR Committee approved, and the advertisement was posted to find a suitable can-
didate. One of the researchers was a member of the interview panel and assisted in 
the development of questions and their submission for consideration. A 24-month 
service level support contract would be included in the implementation of an inte-
grated online IT system. Another risk-mitigation strategy was for the organisation to 
hire an IT intern with a university degree who would like to gain workplace experi-
ence for a period of 24  months. The audit report stated that critical positions 
remained vacant for extended periods of time, causing employees to be overworked 
and council staff to be unable to carry out all mandates. The IT division only had 
one permanent employee, so a temporary solution was to hire interns to ensure that 
services were provided for a two-year period.

4.6  Vendors Management

This section highlights the outcomes of vendor management. It was discovered that 
the organisation had no diverse I&T vendors registered. The organisation lacked 
access to the CSD, which contains a list of all vendors who are certified to do busi-
ness with government entities. The vendors who were hired on a time-and-materials 
basis dictated and made proposals to the organisation. Figure 3 depicts the bidding 
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Fig. 3 Hardware and software tender advertisement

Fig. 4 Files, cabinets with returned certificates. (Photographer by researchers)

of IT-related services, hardware, and system development tender advertisements on 
the SACSSP’s website. To ensure continuity during Covid-19 pandemic, the profes-
sional council created an email account to accept bids as opposed to prospective 
bidders dropping off physical bids to the office.

The next section presents the outcomes of quality management issues that 
addressed to effect smooth operations during lockdown due to Covid-19 pandemic.

4.7  Quality Management

The organisation has been concerned about the return of mail. In other cases, social 
service professionals were reported to have incurred costs when travelling to the 
SACSSP offices to physically collect the returned certificates. Figure 4 depicts files 
and cabinets containing returned certificates determined to be undeliverable by the 
South African Post Office (SAPO).

The auditor report revealed that there were inadequate internal control processes 
in place to maintain adequate supporting information and records by the profes-
sional council. As a result, the records submitted for qualifications verification were 
rejected by the qualification authority. The most serious issues discovered were 
inconsistencies in data that were rejected by SAQA due to the following factors of 
not verifying data during capturing of records in Table 8:
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Table 8 Data verification issues

Data verification issues Verification issues addressed

No identity or passport number were found on some records Not allowing a null value
Numbering convention not followed, that led to incorrect 
identity values captured

Numbering convention 
followed and incorrect identity 
values rejected

Date of birth not matching with identity number Date of birth matching the first 
six numerical values of an 
identity number

Garbage values rejected – records that would be rejected by 
SAQA

Garbage values not allowed

Duplicate identity numbers Only unique identity numbers 
allowed

Invalid email addresses – submitted e-mail address validation 
checks failed, records submitted with blank e-mails but need to 
be fixed on register for communications aspects, etc

Emails follow validation check 
and make compulsory 
inclusion of email

Physical address fields left blank with the input field defined as 
not compulsory

Physical address designated as 
compulsory

Building plan discrepancies Proposed improvements to 
include implications to other 
components.

Furthermore, when renovations for the refurbishment of a server room was 
planned, it was discovered that the building plan of the professional council had not 
been updated with previous building alterations.

4.8  Risk Management

Risks were identified through the analysis of documents, interviews, meetings, and 
system analysis. In terms of numbers and content, the validity of the professional 
council’s current database has been called into question for several years. The 
organisation’s risks were identified and mitigated. Risk management is a regular 
topic on the agendas of management and Business Re-engineering Committee 
meetings. Management is responsible for addressing the seven identified risks and 
reporting progress to the IT and Business Re-engineering Committee on a quarterly 
basis. Since there were pockets of data on people’s computers and hard copies in 
archive rooms, data were not properly managed. Some of the risks identified were 
mitigated as stated in Table 9.

The risk register was established in order to track and mitigate identified risks. 
An organisational data that is not integrated, results in decision-making delays due 
to inefficiencies. The staff would be frustrated by the lack of access to data and 
reports. The high return rate of posted items was costly due to incorrect data, such 
as practitioners’ personal details and addresses.
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Table 9 risk mitigation in response to Covid-19

Risk identified Mitigation in relation to Covid-19

Lack of audit trail due to lack of adequate filing 
records.

Merging of scanned data with digital 
data created on the integrated system

Organisational data in people’s computers Backup of all staff’s computing data.
Old server hardware Procurement of new servers
Inability by the professional council to support 
financial transactions reported on its annual financial 
statements.

Integrated with a banking partner to 
update financial transactions timeously.

Board’s meeting minutes and supporting 
documentation

Shared folders created.

Non-availability of email Transferred to cloud through the use of 
Microsoft Office 365 (MS exchange 
email)

High return rate of posted items Self-service portal to update with latest 
details

5  Conclusion and Recommendations

The chapter used the APO domain of COBIT to explore business alignment of 
information technology governance planning at a South African professional coun-
cil. It was established that no common enterprise architecture was adopted to assist 
in the development of business process, information, data, application, and technol-
ogy architecture layers, as well as reusable building block components. In the 
absence of information technology alignment to business, the chapter proposes a 
process flow (see Fig. 5) that could assist in the alignment of information technol-
ogy governance and business goals, as well as ensuring continuity in the event of 
disasters such as the Covid-19 pandemic. In this regard, it is hoped that in the event 
of a disaster, employees will be able to work remotely as long as they have access 
to the Internet. The formulation of a process workflow for alignment of business and 
ICT, follows four design workflow stages, namely understand the enterprise strat-
egy, determine the scope of the ICT strategic goals, refine the scope of the ICT 
strategic goals and conclusion the enterprise strategic integration and alignment.

The organisation should manage all programmes from the investment portfolio 
in alignment with the organisational strategy in a coordinated way (ISACA, 2018a, 
p. 151). Organisations should adopt the governance framework of portfolio, pro-
grammes and projects, which should be tailored to the organisational culture, types 
of projects and the needs of the organisation (PMI, 2017, p. 44).

In terms of planning, it is recommended that the organisation manage the defini-
tion, acquisition, and implementation of I&T solutions, as well as their integration 
into organisational processes. In this regard, revised planning, monitoring, and 
reporting guidelines should be in place each financial year, and the organisation’s 
annual performance plan should detail the performance indicators and targets that 
the organisation seeks to achieve in the upcoming financial year and the 2 years fol-
lowing the MTEF period. Strategic objectives, performance indicators, and targets 
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Fig. 5 A process workflow for alignment of business and ICT

should be aligned with each budget programme and sub-programme, as applicable, 
and include a quarterly breakdown of performance targets for the upcoming finan-
cial year. These performance indicators and targets must be consistent across the 
organisation’s annual plans, budgets, and in-year and annual reports. The adoption 
of the framework necessitates the optimisation of the core business processes for it 
to achieve its business goals. ISACA (2018b, p. 12) adds to this by stating that stra-
tegic alignment is critical to apply to overall activities in the organisation to ensure 
that I&T-related objectives are aligned with enterprise goals. The chapter has 
advanced the process of aligning information technology governance to ensure that 
the organisation stays on track to achieve its business and I&T goals, as well as the 
measurement of information technology governance performance. This, in turn, 
will ensure continuity in the event of a disaster, such as the Covid-19 pandemic, 
which engulfed the world beginning in December 2019 and caused many countries 
to shut down. One of the study’s limitations is that only one domain of COBIT, 
APO, was applied. Therefore, a comprehensive study that employs all of the COBIT 
domains is recommended.
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E-Readiness of the Universities During 
the COVID-19 Pandemic: Evidence 
from Bahrain

Adel Sarea and Ghilan Al-Madhagy Taufiq-Hail

1  Introduction

The novel Coronavirus 2019 (COVID-19) outbreak started in Wuhan city, in China, 
during December 2019. Since then many cases were reported and on the 31st, 
December 2020 the confirmed cases were 697,244 with mortality rate of 4.77% 
(Crawford et al., 2020). The rapid and unexpected spread of the infection developed 
into a pandemic. Many countries faced the inevitable infection that many at the 
beginning, suspected to be as a seasonal viral infection. A state of chaos and hyste-
ria rapidly spread out (Taufiq, 2020). However, Bahrain, as a member of the Gulf 
Cooperative Council (GCC) countries, was susceptible to this outbreak. Soon, many 
regulations, including IT governance were undertaken by the government to protect 
the society and the well-being of the citizens and residents. For instance, the suspen-
sion of schools and higher education institutions were some of the major changes in 
people’s normal life.

Before the pandemic, information on how to teach remotely, across all disci-
plines during an emergency, was limited. COVID-19 era offers an opportunity to 
improve the online teaching experience for faculty and to improve the quality of 
online learning for students (Doug Lederman, 2020).

For students with poor network connections and IT governance, institutions 
could consider alternative approaches such as pre-packaged instructional materials 
made available through CDs, flash drives, e-books, or mobile media, in combination 
with printed materials (Doug Lederman, 2020).
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Institutions should anticipate a continuing need for this mode of instruction and 
should find ways to support students who opt for online learning because of its flex-
ibility or other benefits.

In this regard, the recent development in Bahrain promoted the establishment of 
the blended education, there was no complete transition to the digital era—the 
online learning and teaching—until the emergent of Covid-19 pandemic and its 
rapid spread globally. In principle, the transformation into online learning was heav-
ily conducted during the lockdown imposed by countries around the globe. Bahrain 
is among these countries that adopted the transition (Sarea et al., 2021). However, 
the attestation of academic degrees in Bahrain still not in effect and many holders of 
academic degrees attained by distance learning are still struggling to get their cer-
tificates attested and accredited by the ministry of higher education. Furthermore, 
the society, the employment agencies, the authorities, and the higher education min-
istry acceptance of this type of higher education teaching and learning methods was 
suffering a lot and not accepted in the times of pre-Covid-19 era, although Covid-19 
has emerged to be a vital player to raise the issue in order to find a plausible solution.

Therefore, these issues were taken into consideration in this explorative research 
in Bahrain to study the effect of Covid-19 epidemic on teaching staff. So, the main 
objective is to answer the following questions to contribute to the body of knowl-
edge and future possibilities:

 1. Based on the perception of teaching staff, did Covid-19 change the methods of 
teaching, the time consumed for lecturing, and software tools used to deliver the 
syllabi to students during the lockdown in Bahrain?

 2. Based on the perception of the teaching staff, did Covid-19 influence the readi-
ness in delivering the courses’ content to students during the pandemic lock-
down in Bahrain?

2  Literature Review

2.1  Teaching Staff Professional Skills Impact on Students

Education is referred to the training concerning one’s development of his/her char-
acter, mental power, knowledge, and skills that is characterized by being a continual 
process which helps to enhance the individual’s interaction with different environ-
ments efficiently and effectively (Nwosu et  al., 2020). Based on this definition, 
enhancing education can lead to better results for the individual and the society. In 
other words, when education is developed to adapt itself to the recent technological 
aspects, it is more likely to impact positively the individual and the society as a 
whole. In principle, the building blocks of the educational system is based on the 
resources’ availability, the encouraging environment, the intention to learn, and 
most importantly the educator who carries the burden to covey the knowledge and 
information to the learner. Some of the key elements of student’s success are the 
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teaching quality and the educator. So, when the educator devotes more efforts to 
enhance his/her technological skills, this would likely lead to better perform in 
teaching or lecturing; thus, the impact on the quality of teaching or lecturing is 
reflected on the student’s performance. Additionally, recent research emphasized 
the importance of the higher education institutions to scale up the training of the 
educators as it has a positive effect on the students understanding and performance, 
which is aligned with the goals of universities. It is also opined that the highly edu-
cated people, such as the teaching staff, spend more time on the internet for infor-
mation seeking, personal development, and getting the news in effective way and 
purposively (Kaarakainen et al., 2018). This can occur more intensively during the 
lockdown and social-distance events as is the case of Covid-19 pandemic. Therefore, 
probing the perceptions of the educators during those times could help in building 
better strategies to enhance education.

During Covid-19 the traditional methods to teach or lecture are no more appli-
cable as the social-isolation is imposed by governments around the world. 
Furthermore, this catastrophic event changed the attitudes and norms of individuals 
as well as how they are working and from where (Satici et al., 2020). This sudden 
change of the working environment made it necessary to transform education into 
an online and distance-learning to cope with the change of circumstances. In this 
way, this change would require an increased effort to prepare for the classes in a 
digital form and a change of the way in teaching and lecturing. Also, the time to 
prepare the classes is inevitably increased. Hence, focusing this research on such 
issues is warranted and deserves the investigation in context of Bahrain higher edu-
cation institutions.

2.2  Covid-19 Impact on the Teaching Method 
at Bahrain Universities

To promote Sustainable Development Goal 4 (SDG), that is the quality education, 
digital literacy/education is introduced to help students perform in a better way 
(Tran, Ho, et al. 2020). However, during the coronavirus pandemic the need of such 
quality education is not an easy task neither for the higher education institutions nor 
for the educators. Also, the way of teaching has probably changed as well as the 
time consumed for the preparation of the course’s materials, assignments, and quiz-
zes in digitized format. Furthermore, the time consumed in teaching and answering 
the students’ inquiries was one of the challenges to explore. That is to say, in face- 
to- face lecturing, the educator can notice the students’ attention and participation. 
Also, the feeling of boredom can be easily noticed. Additionally, the student com-
prehension of the topic explained can be spotted from the body language of the 
student that is observable by the educator during the lecture. All these issues are 
better controlled in the traditional way of teaching. However, in distance teaching, 
these issues can be time consuming, unobservable, and uncontrollable as the 
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educator receives more inquiries from the students after the lecture. These frequent 
and many questions reflects the issues aforementioned. Additionally, the lecturers 
are required to answer all inquiries from the students during the day and sometimes 
during the night as it is not possible to meet physically with the lecturer due to the 
lockdown m. The administration extremely needs to assure that the course’s con-
tents are delivered to students but at the cost of educators’ time and efforts. Lots of 
strategies, polices, tools, and skills are essential to attain the tangible benefits of the 
online learning/teaching if the perception of the lecturers are taken into account. 
Therefore, this research tries to cover some of these aspects by getting answers to 
the following questions that reflect Covid-19 impact on the teaching method at 
Bahrain universities.

2.3  Covid-19 Impact on Teaching Staff and Their Readiness 
to Cope with It

Worth mentioning, reports from different countries contend that feelings such as 
anxiety, uncertainty, depression, stress, and fear are common symptoms during 
Covid-19 outbreak (Arslan et al., 2020; Bao et al., 2020; Wang et al., 2020) which 
are referred to as another form of epidemic—i.e., mental and psychological issues. 
This new situation made an urgency to conduct research to probe the side effects 
and impacts of the novel coronavirus Covid-19 on different working individuals 
(Tanhan, 2019; Wang et al., 2020). The teaching staff at higher education institu-
tions are no exception of this emergent phenomena. Consequently, knowing that 
would lead to develop strategies and a clear roadmap for the authorities at higher 
education ministries as well as the educational institutions to avoid the negative 
outcomes or education disruption that can affect the learning and teaching process. 
Also, getting insights of the teaching staff readiness to face the challenges of 
Covid-19 and its implications on the education process, would likely help to avoid 
shortcomings in the current implementation of online tools, strategies, and proce-
dures and would offer new avenues to discover better ways to enhance digitizing the 
educational programs. This is because the end of this adversity is unknown and 
consequently to prepare for it is a wise decision. It is worth mentioning that the cur-
rent crises of virus infection and spread is not new; however, the rapid and large 
scale of infection around the globe in addition to the speed of education disruption 
is unprecedented and may cause severe consequences if prolonged. Therefore, tack-
ling different aspects faced by the teaching staff during the pandemic would draw 
valuable understanding of possible future difficulties and infections and how to 
mitigate them.
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3  Methodology

3.1  Data Collection

The survey employed self-administered procedure and the survey questions were 
formulated using Google forms. The questionnaire covers some questions pertain-
ing the Covid-19 Impact on Teaching Staff’s Readiness towards Digitizing Courses’ 
Content.

5 points Likert-scale were employed ranging from”1 Strongly disagree to 5 
Strongly agree”. The items’ domains cover the development of new skills to cope 
with the new situation of Covid-19 pandemic.

4  Results and Discussion

4.1  Evaluation of Covid-19 Impact on Teaching Methods

As a first step, the Covid-19 Impact on Teaching Methods main topic is evaluated. 
From the graph, Fig.  1, it is clear that majority of the educators contend that 
Covid-19 changed the way that they usually use in teaching. The 45% strongly 
agree jointly with the 33% of agree make an outstanding insight of the impact of 
Covid-19 pandemic on the way that educators deal with the unprecedented event. 
On the other hand, 11% strongly disagree and 10% were neutral. Also, the minority 
disagree with the impact of Covid-19 on their way of teaching. If we jointly add up 
these three last responses, we find that only around 21% of the respondents dis-
agree. Hence, from the majority results, we could conclude that the general 

0% 10% 20% 30% 40% 50%

1. Strongly Disagree

2. Disagree

3. Neutral

4. Agree

5. Strongly Agree

11%

2%

10%

33%

45%

1. COVID-19 changed the way I teach or
lecture.

Fig. 1 Covid-19 impact on the way of teaching
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perception of the educators emphasizes the crucial role of the coronavirus outbreak 
on their way of teaching.

Next, as can be seen in Fig. 2, the majority of educators use the online (i.e., syn-
chronous teaching) (55.4%) followed by the second group (38.6%) who use both 
methods (online, synchronous, and off-line, asynchronous), whereas minority (6%) 
uses the off-line only method, which is to record and upload the lecture to the insti-
tute’s portal. This result gives an indication of the current trend to use the online 
methods in teaching at the university level. Besides, it is also clear that the second 
group can be said to be a transitional group toward the full utilizing of the online 
distance learning. In other words, the Covid-19 changed thigs dramatically toward 
digitizing education.

Following that item number 3 is evaluated, where the research focuses on the 
online tools that has been used to deliver the courses to students. As can be seen in 
Fig. 3, majority of the respondent (45%) seems to use Microsoft Teams as a main 
tool to help them in their pedagogical process. As a second tool, the Zoom appeared 
to hold the second majority (33%) of software used to help educators at the univer-
sity. The third tool is the Google Classrooms which achieved 7% of the total respon-
dents. The fourth position is for the Cisco WebEx with 4%, followed by Facebook 
live streaming with 2%. All other software tools were used had only 1% of the total 
respondents. These results shadow the dominant role of Microsoft and Zoom soft-
ware tool packages in leading the pedagogical process using online method. This 
can be inferred to the user-friendly interface, the availability of features that meet 
the necessities of the teaching staff, and the smoothness of the quality of the stream-
ing when going live.

Following that item number 4 wherein the research focuses on the average hours 
per week that the educator needs to prepare for the course’s content and convey it to 
the students before the pandemic. Referring to Fig. 4, the results reveal that there is 
no major difference in the average hours reserved for the preparation for the classes. 

0.0% 10.0%20.0% 30.0%40.0% 50.0% 60.0%

1. online

2. off-line (recorded and uploaded to the
ins
tutes' portal)

3. both (online and offline)

55.4%

6.0%

38.6%

2. During the COVID-19 pandemic, which
method do you use to disseminate the
courses to students?

Fig. 2 Method of disseminating courses
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Fig. 3 Online software statistics
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28%
35% 34%
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4. Before the COVID-19 pandemic, in average,
how long did you spend for
teaching/lecturing in class per week?

Fig. 4 Time needed to prepare for courses before Covid-19 outbreak

The percentages resemble each other, i.e., 35%, 34%, 28% for 6–8 h, 9–12 h, and 
3–5 h, respectively. These tiny differences of the majority may be related to the 
number of subjects/courses that each lecturer has in his/her schedule. It may also be 
an indication of the experience that may decrease the number of hours utilized in the 
preparation of the courses’ content. Additionally, the similarity may reflect the 
changing materials’ content that made the teaching staff dedicate a long time in the 
preparation phase before delivering the lecture.
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Fig. 5 Time needed to prepare for courses during COVID-19

Referring to Fig. 5, the graph seems to shadow an increase as the 9–12 h a week 
during the pandemic jumped from 34%, before the spread of infection to 40%, dur-
ing the Covid-19 pandemic. This can be inferred to the fact that this category either 
having many classes or are having difficulties to cope with the stress with the prepa-
ration of the classes. Also, the next category, 6–8 h increased slightly from 35%, 
before the coronavirus outbreak to 36% during the virus outbreak. This can be inter-
preted as this category of respondents have less difficulties in dealing with online 
courses or they have more skills compared with others that lead to slightly increase 
in the hours needed for the preparation of the digital format of the courses’ content. 
This needs to be investigated in future directions to know the rationale behind that 
as the limitation of the length of the article is preventing further longitudinal analy-
sis and interpretations.

In previous research, Sarea et al. (2021) in their study in GCC countries contend 
that distance teaching has its own characteristics that needs special and unique ped-
agogical approach which differ from the traditional face-to-face mode of teaching. 
However, the sudden transition to online did not allow the faculty members to adapt 
swiftly and caused lack of competency that made them invest more time of their 
own to follow the crowd in achieving their duties as pedagogical objectives on time 
and on schedule (Sarea et al., 2021). In general, the time consumed for the prepara-
tion and teaching during Covid-19 has increased as a normal reaction of the sudden 
event; however, it could create other consequences that may impact the educator 
him/herself. In other words, there will be a sacrifice of the time reserved for the fam-
ily or to get some self-healing by doing some sports or activities inside home. This 
would create negative consequences on the teaching staff psychological status such 
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as increased stress, boredom, anxiety, and deteriorate mental health. On the other 
hand, the 3–5 h percentage declined from 28%, before the pandemic, to 19%, during 
the pandemic. This can be said that the difference in the percentage, i.e., 9%, is due 
to the new change of the habits in conducting and preparing for the online courses. 
That can explain the increased percentages in third category (9–12 h) followed by 
the second category (6–8 h).

4.1.1  Evaluation of Covid-19 Impact on Teaching Staff’s Readiness 
Towards Digitizing Courses’ Content

In this group of items, the first item asks about the impact of Covid-19 on the teach-
ing staff’s readiness in using and learning new skills to disseminate the courses’ 
contents among students. The results revealed the majority of respondents (78%) 
agrees or strongly agree on this notion, while the minority (14%) seems not to agree 
with the notion. Hence, it can be concluded that the teaching staff are preparing 
themselves to cope with the emergent event of the novel Covid-19 pandemic and 
this reflects their readiness for the future challenges. Figure 6 exhibits more illustra-
tive results.

The graph in Fig. 7 clarifies that the majority (71%) agrees or strongly agrees 
with the view. In the contrary, 19% of the participants disagrees or strongly dis-
agrees with the idea and have different perception on it. Additionally, the results 
shadow a dominant agreement with the impact of Covid-19 on their efforts to con-
tinue the pedagogical process during the pandemic; thereby their readiness is 
expected with this unprecedented event. Previous works such as indicated that the 
sudden shift towards online teaching necessitates an elaborated lesson plan design, 
technology teams support for the teaching staff, and the digitized materials in the 
form of documents, audio, and video (Bao, 2020). All these necessities are lacked 
during the sudden attack of Covid-19 in many universities and many educators lack 
the experience, the early preparation, or the technical support that made them devote 
more efforts to continue the education process (W. Bao, 2020). several institutions 
revealed that distance learning requires a unique pedagogical approach to maintain 
the quality of the face-to-face learning, but the sudden transition did not allow them 
to prepare the faculty members to this new technique. This caused lack of the neces-
sary competence among the faculty members (Sarea et al., 2021).

With this in mind and in the context of the current study, if the teaching staffs’ 
efforts increased when dealing with the online teaching compared with the tradi-
tional teaching, this means that working with different tools and applications caused 
an extra effort in addition to the preparation of the material, following up with stu-
dents’ inquiries, and reporting to the administration at their respective university.

Figure 8 exhibits the dominance of the increased feeling of responsibility during 
the pandemic towards the students. There is no wander in that as this sudden and 
unexpected event hindered the continual of the semester and forced regulations that 

E-Readiness of the Universities During the COVID-19 Pandemic: Evidence from Bahrain



264

0% 10% 20% 30% 40% 50%

1. Strongly Disagree

2. Disagree

3. Neutral

4. Agree

5. Strongly Agree

8%

6%

8%

45%

33%

1. COVID-19 made me learn and use new
skills in delivering my courses' content to
students.

Fig. 6 Statistics on acquiring new skills during COVID-19

0% 5% 10% 15% 20% 25% 30% 35% 40%

1. Strongly Disagree

2. Disagree

3. Neutral

4. Agree
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2. COVID-19 increased my efforts in preparing
the courses' content digitally.

Fig. 7 Statistics on the efforts to prepare online courses

made things difficult in terms of teaching and transforming the courses into digital 
format that also included the assignments, projects, quizzes, and exams. More 
importantly, the educators might be trigged with a sense of guilt or improper dis-
semination of the courses’ content. This is because the impression and the real eval-
uation of the students’ comprehension does not become easy as it was before 
Covid-19. That is, the facial expressions of the students or the general attitude in the 
physical class was observable and that no longer exist in the virtual classes. Also, 
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3. COVID-19 increased the responsibility
towards my students.

Fig. 8 Statistic on the responsibility felt during COVID-19

the online learning was criticized due to the lack of human interaction between the 
tutor and the learner (Sarea et al., 2021). Moreover, digitizing education may be 
useful with its flexibility and variety of accessed resources; however, educators have 
some concerns about the knowledge gained (Humphrey & Beard, 2014). Besides, 
the sudden shift to the a complete online education could lead to unexpected out-
comes that could severely affect the students in their future profession prospects 
(Aguguom & Dare, 2020). On the other hand, the results revealed only 12% dis-
agrees or strongly disagrees on this view. Nevertheless, the overall view is accepting 
the idea that responsibility towards students increased during the pandemic.

By referring to Fig. 9, it is clear that the majority (77%) of educators believe that 
there is a demand to upgrade their technical skills to cope with digitizing education 
during the Covid-19 outbreak. Contrarily, the minority (12%) disagrees or strongly 
disagrees on that. Therefore, it can be interpreted that the coronavirus has made an 
immense need to upgrade the educator’s technical skills to cope with the pandemic 
consequences. Recent research emphasized the importance of the higher education 
institutions to scale up the training of the educators as it has a positive effect on the 
students understanding and performance, which is aligned with the goals of univer-
sities. Also, upskilling during Covid-19 was not voluntarily but a must to achieve 
the goals of the institution and one’s objective to cover the requirements during this 
sensitive time. Moreover, the sense of feeling the necessity to upskilling could be a 
motivation for the educators to work harder, to learn more about proper and handy 
tools in order to act effectively as they were in the physical class.
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demand of digit izing educat ion.

Fig. 9 Statistics on the need to upgrade the technical skills of teaching staff

5  Conclusion

The novel Coronavirus 2019 (COVID-19) outbreak affected all nations globally. 
Bahrain as a member of GCC countries was also affected and the consequences of 
the outbreak impacted the higher education sector in the country. Although the 
newly imposed regulations undertaken by the government to protect the society and 
the well-being of the citizens and residents yield positive results, the social isolation 
was one of the biggest challenges for the teaching staff and higher education institu-
tions . For this reason, the research conducted to unveil the perceptions of educators 
pertaining the issues of teaching methods, and the readiness of the teaching staff in 
the event of Covid-19 pandemic.

Regarding the role of Covid-19 on the readiness of the teaching staff, results 
revealed the agreement of majority of the respondents that the impact increased: (1) 
their responsibility toward students, (2) the dire need to upgrade their technical 
skills and learn new ones, (3) their efforts to cope with the new challenges to meet 
the organizations’ objective in addition to perform well to meet their schedule and 
pedagogical objective. By obtaining these results, the third research question is 
answered. By answering these questions, the main objective of this research is satis-
fied to investigate and explore the perceptions of the teaching staff on these three 
topics that warrant investigation thoroughly in different countries around the globe.

Although the current study revealed valuable results and contributed to the 
knowledge of literature during the early stages of Covid-19 in Bahrain in getting 
specific information with subgroup of the higher education sector, the limitations 
reside can open new avenues for future research. The study conducted is cross- 
sectional; thus, a more appropriate is to conduct a longitudinal study to unveil the 
effects with wider scope and changes of time. Fourthly, the study did not include: (1) 
a comparison between males and females, (2) handling the follow-up assignments 
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of the students, (3) the adequacy and appropriateness of mid- and final exam, which 
conducted online inside the students’ accommodations. Hence, it is suggested to 
incorporate these aspects related to Covid-19 impact in other settings and countries.
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The Use of Artificial Intelligence in Higher 
Education – Systematic Review

Fatema AlDhaen

1  Introduction

The use of AI in education is currently a hot topic in academia since COVID-19 has 
promoted the online learning, which gives an opportunity to introduce advanced 
AI technology, particularly in schools and universities (Pantelimon et  al., 2021). 
The use of AI in teaching and learning is not new and been practiced in several 
ways of teaching methods (Niemi, 2021). The technological advancements in HEIs 
have the potential to bring about significant improvements that benefit all stake-
holders, including students, educators, administrative personnel, and institutions 
(Montebello, 2018).

AI is a rapidly evolving technology that has the potential to change every aspect 
of our social interactions and growing more widespread in our daily lives, influenc-
ing every sector, including government and higher education (Malik et al., 2019). 
The technology of AI seems to be a fast developing topic in education, with signifi-
cant potential to expand and improve teaching and learning in higher education 
(Crompton et al., 2020). In developing countries, a number of HEIs started consid-
ering virtual learning by the use of AI (Al Dhaen et al., 2022) and recommended 
HEIs to develop clear and rigour policies and procedures to govern the implementa-
tion of the AI usage and digital transformation.

HEIs future is strongly related to technological breakthroughs and rising intelli-
gent machine computing capabilities. Technologies such as AI have the potential to 
completely transform governance and institutional architecture, bringing new 
opportunities and challenges for teaching and learning in higher education. It was 
argued by researchers that AI could also be a potential support for HEIs in informa-
tion management and strategic decision making (Kosack et al., 2021).
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AI is one of six technologies that have been identified as having a positive impact 
on HEIs (Crompton, 2021). It has the potential to raise the standard of higher educa-
tion by providing huge benefits such as automated curriculum building, individual-
ized student involvement, interactive teaching, smart content, improved learning 
outcomes, and simpler administrative work (Priya Gupta & Bhaskar, 2020). 
Countries in the Gulf Cooperation Council (GCC) started considering setting qual-
ity assurance measures for online learning that is facilitated by the use of digital 
transformation technologies including AI (Al Dhaen et al., 2022).

There are numerous potential advantages of using AIED; however, the use of 
AIED has challenges and opportunities that need to be considered by HEIs. This 
chapter will provide a systematic literature review analysis and shed the light on 
governing policies that could be developed by HEIs, policy maker and regula-
tors etc.

2  Definition of AI

AI is an area of computer science and engineering that is heavily impacted by other 
fields such as philosophy, cognitive science, neurology, and economics (Zawacki- 
Richter et al., 2019). According to the definition of AI by (Russell & Norvig, 2010) 
that “the abilities of machines to carry out tasks by displaying intelligent, human- 
like behavior; and to behave rationally by perceiving the environment and taking 
actions to achieve some goals”. Also AI is defined as “computing systems that are 
able to engage in human-like processes such as learning, adapting, synthesizing, 
self-correction and use of data for complex processing tasks” (Popenici & Kerr, 
2017). Besides, (Alimi et al., 2021) described AI is a device or tool that is com-
monly employed in many areas and institutions throughout the world (Alimi et al., 
2021). There is broad consensus that AI, together with robotics, virtual reality, 3D 
printing, and networks, will be one of the most valuable technologies in the next 
years (Chai et al., 2020; Janpla & Piriyasurawong, 2020).

There are various examples of AI usage in the real-word such as smartphones, 
the use of internet, search engines and household appliances. AI participates in 
some human-like processes and are capable of performing sophisticated practices 
related to teaching and learning. As a result, HEIs are now entering a new era. AI 
has its roots in earlier efforts to imitate human intellect, which is defined as the abil-
ity to understand and learn from data (Alimi et al., 2021).

Some AI solutions are programmable, and most of these solutions require the 
ability to anticipate and perceive things. Machine learning is a type of software that 
generates predictions, detects trends, and applies newly found patterns to situations 
not covered by its core design (Fahimirad, & Kotamjani, 2018).
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3  Background of AIED

AIED began as a specialty field in the 1970s, focusing on the integration of new 
technology into the classroom, mostly in higher education (Joshi et al., 2021). As 
computers and information processing techniques have progressed, AIED has taken 
numerous forms, including intelligent tutoring systems, teaching robots, learning 
analytics dashboards, adaptive learning systems, human-computer interfaces, and 
so on (Chen et al. 2020a, b). It intends to provide more personalized, flexible, inclu-
sive, and engaging learning while also automating daily learning tasks via auto-
mated monitoring and evaluation (Gulson et al., 2018; Luckin et al., 2016). AIED 
might theoretically assist parents in improving their children’s early linguistic 
development, as well as educators in selecting tools, organizing classrooms, encour-
aging participation, and providing tailored instruction to their students (Joshi et al., 
2021). AIED integrates virtual reality and is enclosed as a robot or virtual assistance 
(VAs). It operates as sensors that record students’ and educators ‘visual, aural, and 
physiological data. Such types of learning data can assist educators truly understand 
how learning happens in real time and determine effective teaching methods (Luckin 
et al., 2016). According to (Coccoli et al., 2016) that AIED technologies ought to be 
able to aid help educators avoid burnout reducing the gap between students and 
educators created by individual or social differences (Joshi et al., 2021).

The AIED academic community has debated the prospects of AI education for 
the past 30  years. The debate has moved to the worldwide level of government 
policy as datacomplex algorithms, artificial intelligence, learning, processing capa-
bility, and technology uses have grown in popularity (Joshi et  al., 2021). It also 
becomes as the key research emphasis in the field of computers and education, with 
the potential to enhance knowledge, cognition, and cultural transformation (Hwang 
et al., 2020).

4  Usage of AI in Higher Education

Prior to the COVID-19 pandemic, AI had little impact on education (Chen et al. 
2020a, b). As a result of COVID-19, the use of online education has improved, 
allowing advanced AI technologies like chatbots, text-to-speech and many others to 
be deployed in classrooms (Nawaz et al., 2020).

Governments and large private companies are investing heavily in the develop-
ment and use of AI in higher education (Priya Gupta & Bhaskar, 2020). Where the 
usage of AI in higher education is classified into two categories: institutional admin-
istration and teaching and learning. Starting with the management side, AI is being 
used to assist institution management in areas such as branding, human resources, 
enrollment, financial aid assessment as well as answering typical student questions 
through chat bots (Dhawan & Batra, 2020; Pence, 2019).
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AI has the ability to address a variety of social and educational problems related 
to HEI and students (Jain & Jain, 2019; Kuleto et al., 2021). The Findings of Kuleto 
et al. (2021) revealed that AI and machine learning are technologies that contribute 
to the learning and teaching process while also improving the safety and efficiency 
of the institution. From educator’s point of view, AI demonstrated to be quite prom-
ising tool in teaching and learning (Onaolapo & Onifade, 2020), and tends to be a 
beneficial technology that saves time and efforts for HEI educators by automating 
administrative, assessment, course feedback, and plagiarism detection processes 
(Kuleto et al., 2021; Zawacki-Richter et al., 2019).

 (a) AI in teaching and learning: According to research conducted by (Priya Gupta 
& Bhaskar, 2020), bringing AI into the classroom provides two educational 
benefits: “improved teaching quality” and “improved student learning.” AI- 
based teaching and learning systems are among the most significant educational 
achievements. A number of AI-based teaching and learning solutions have been 
developed and adopted in various nations (Priya Gupta & Bhaskar, 2020). For 
instance, Latin American countries have adopted the “Mathematics Adaptive 
Platform,” which provides personalized feedback based on student experiences 
(Perera & Aboal, 2018). Another AI example created by Brazilian government 
called “MecFlix,” which is a video content site designed to help students pre-
pare for their exams (Priya Gupta & Bhaskar, 2020). Since AI tutoring systems 
contain algorithms that provide assistance automatically and allow learners to 
apply self-study skills, they can replace teachers (Kamuka, 2015).

Literature shows that COVID 19 has demonstrated that both online learning and 
artificial intelligence are linked and may complement one another to assist edu-
cators, with the usage of AI makes online learning more transformed, improved, 
and appealing (Goksel & Bozkurt, 2019; Pantelimon et al., 2021).

Similarly, there is evidence that not only AI based systems or application can aid 
educators but also robots can assist with language acquisition, writing skills, 
teaching sign language, improving reasoning, and some types of problem solv-
ing (Newton & Newton, 2019). Robots help small group work of educators by 
answering questions, allowing them to devote more time to other groups and 
individuals (Pandey & Gelin, 2017).

One of the successful tools of AIED tool is chatbots in education which have the 
potential to increase learning results and student satisfaction dramatically 
(Winkler & Söllner, 2018). Several researches have found that chatbots can be 
successfully applied in educational settings (Durall & Kapros, 2020, Ndukwe 
et al., 2019; Mikic-Fonte et al., 2018). Okonkwo & Ade-Ibijola, (2021) asserted 
that educators can employ chatbots to construct an automated and intelligent 
teaching system that analyzes and assesses a student’s learning abilities as well 
as to evaluate students’ understanding of a subject by recording their comments 
and responses. Chatbots can be used in classrooms, deliver instructional materi-
als, examinations, and quizzes to students. The chatbots collect the answers and 
communicate them to the teachers, allowing them to keep track of their pupils’ 
development and help accelerate activities.
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Another significant benefit of AI systems in education is that they reduce the lec-
turing burden and saving time for other tasks (Ma et al., 2020). Also, (van der 
Vorst & Jelicic, 2019) asserted that AI learning tools can benefit both students 
and educators because it is used to build an educational environment and pro-
mote collaborative learning (Chaudhary, 2017). For example Virtual teaching 
assistant powered by AI (VTA) known as Jill Watson (JW) is considered as one 
of the most transformational educational technologies of the past fifty years 
(Myers & Lusk, 2016). VTAs can sometimes be employed as para-teachers to 
offer students with round-the-clock experience and relieve educators of the 
strain, allowing them to focus on more productive activities and participate in 
more meaningful interactions with students (Dhawan & Batra, 2020). (VTAs) 
para-staff could deliver quicker, more personalized, cost-effective, and efficient 
solutions at the front desk. AI technology can help learners learn by making 
lectures more fascinating and engaging.

AI-based teaching and learning solutions can give students with comprehensive 
learning experiences through the use of gaming technology and simulations 
(Priya Gupta & Bhaskar, 2020).

Furthermore, another useful tool is gamification in education makes use of gaming 
features and graphics to improve student engagement and learning 
(Kalogiannakis et  al., 2021; Zimmerling et  al., 2019). Since AI has recently 
advanced to the point that it can be integrated with gamification.,where gamifi-
cation has been used in science, mathematics, foreign languages, health as well 
as in mobile applications such as Duolingo application, is a language-learning 
program combining gamification and interactive chatbots that converse with the 
user (Acosta-medina et al., 2020; Fadhil & Villafiorita, 2017). Such successful 
tools which has demonstrated a superior application proven that AI and gamifi-
cation and are play a vital role in teaching and learning (Almeida & Simoes, 
2019). Such techniques can make learning more adaptable and simple, resulting 
in improved student performance (Pima, 2019).

 (b) Facilitating collaboration between learners: Since academics in higher edu-
cation spend a lot of time reading and moderating discussion forums. AI sys-
tems tends to be a great solution to take on the task of evaluating the speeches 
and warning faculty members when students stray off subject or have miscon-
ceptions (Crompton, 2021), besides AI can use student data to create matched 
or differentiated groups based on learning needs, as well as organize students 
based on their interests (Crompton, 2021). In addition to enhancing collabora-
tive learning by forming adaptive groups based on learner models, encouraging 
online group interaction, and summarizing discussions that can be used by a 
human tutor to facilitate the students toward the course’s goals and objectives 
(Zawacki-Richter et al., 2019). AI can be used to give personalised experiences 
to students at any time at their request for instance, Presentation Translatoris, a 
free PowerPoint plug-in that creates real-time subtitles for what the educator is 
saying, and Microsoft’s Conversation Transaction Service, that also assists in 
the identification of speakers as well as the real-time transcription of their dis-
cussions (Dhawan & Batra, 2020).
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 (c) Automated grading: Time is very crucial for all academics in higher education 
due to their workload of teaching; supervising and doing research thus auto-
mated grading is one of the most well-known uses of AI which goes beyond 
multiple-choice assessments, allowing AI to grade more complicated student 
text contributions (Crompton, 2021). Faculty who spend hours assessing 
lengthy papers will greatly benefit from essay scoring. So the time saved will be 
devoted towards additional one-on-one contacts between instructors and stu-
dents and concentrate on their main responsibilities (Crompton, 2021; Zawacki- 
Richter et  al., 2019). For instance Jani et  al. (2020) demonstrated that AI 
automatic answers were found to be beneficial for tracking students’ develop-
ment and highlighting areas where medical procedures could be improved. The 
study employed a combination of machine learning and checklists to demon-
strate how AI may be used for feedback, assessment, and formative evaluation.

 (d) Enrolling system: AI chatbots often known as conversational agents, are gain-
ing popularity and can perform a wide range of tasks.AI chatbots utilize 
machine learning (ML) and natural language processing (NLP) techniques to 
replicate human interactions through messaging platforms (Schuetzler et  al., 
2020). Such Intelligent chatbot systems have been increasingly popular in 
recent years, particularly in the sphere of education. As a result, demand for 
online consulting services like chatbots is growing (Nguyen et al., 2021).

AI chatbots are commonly used in businesses to offer more efficient and effective 
inquiries, such as responding users’ questions like availability24/7.This tech-
nology has been shown to increase productivity, automate repetitive operations, 
and reduce the cost of customer support help by simultaneously managing 
many customers in multiple languages (Adamopoulou & Moussiades, 2020). 
Chabot is useful not only for registering students, but also for establishing a 
curriculum, educating students, personalized courses, and overcoming high 
dropout rates, which are all issues faced by educational institutions. Even if 
these issues are handled manually, they can be exhausting. According to the 
study (Kuleto et al., 2021), one way to ensure institutional success is to use data 
analytics and AI in education and promote their effective use. Several academic 
institutions have created virtual teaching assistants using data from chatbots 
meant to engage individual students and look through applicant data. 
Accordingly, some of educational and technical organizations are increasingly 
employing artificial intelligence (AI) to automate boring, repetitive processes 
and provide a more interesting learning experience. And others will eventu-
ally follow.

 (e) AI as a facilitator: According to (Fahimirad, & Kotamjani, 2018) that AlED 
can be also designed to provide course material, ask questions, and find answers 
to common course questions; however, the instructor’s role has recently been 
shifted to facilitator, with instructors using AI lessons as additional tools to 
assist challenging students and provide hands-on experiences through human 
interaction. AI gives tailored learning to learners is by displaying content that is 
appropriate for that particular learner. AI systems can make precise recommen-
dations for reading material and activities based on a student’s behavior in a 
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course. AI is applied in formative assessments mathematics courses in univer-
sity programs (Deo et al., 2020; İnce et al., 2020).

 (f) Personalized learning: According to (Roll & Wylie, 2016) that both students 
and educators require more individualized guidance, where AI will help stu-
dents study at their own pace, (Subrahmanyam & Swathi, 2018) also noted the 
advantages of AI in education in terms of leading students toward proficiency 
by repeating classes as needed, and rapidly creating a personalized learning 
plan for each student. Educators can utilize from AI to provide personalised 
coursework that is tailored to their students’ requirements. Their teaching can 
be more effective if they use individualized, tailored, and interactive instruc-
tional approaches (Baylor & Ritchie, 2002). Furthermore, AI can aid educators 
in material development, assignment design, and evaluation, allowing them to 
devote more time to quality instruction (Ahmad et al., 2017).

 (g) Advisory: Advisory conversations are another key area where AI chatbot tech-
nology has been used in education. According to the findings (Ho et al., 2018; 
Ismail & Ade-Ibijola, 2019) that chatbots are being utilized to deliver academic 
assistance to students, assisting them in making important decisions about their 
various academic programs or activities. A very good example (D’Silva et al., 
2020) created a chatbot to help people better understand themselves as well as 
job trends, allowing them to make more informed career and educational deci-
sions. The Virtual assistants (Vas) can help raise enrollments, dropout rates, 
summer melt, and attract and keep the greatest minds since AI can supply them 
in real time. It can assist professors in recognizing students who are on the 
verge of dropping out (Dhawan & Batra, 2020).

 (h) AI as plagiarism checker: In both education and research, ethical writing is 
crucial. Academic dishonesty is unfortunately common among undergraduate 
and graduate students. As a result, written essays and articles are subjected to 
certain detection systems and most teaching and research organizations employ 
a variety of anti-plagiarism plagiarism software (Abd-Elaal et  al., 2019). 
Plagiarism detection software is an important tool in HEI that may be used to 
detect plagiarism after assignment submissions (Stappenbelt & Rowles, 2009), 
in which AI presents a new platform for new kinds of significant academic mis-
conduct. Several AI-based systems (such as Turnitin) enable educators to check 
the originality of graduate student writings (Alharbi & Al-Hoorie, 2020). This 
is a critical AIED application in student assessment. According to (Annabestani 
et al., 2020; Vij et al., 2020; Yuan et al., 2020), AI technology will assist stu-
dents through exam automation and essay scoring-related outcomes.

 (i) Exam invigilation: AI assists in the transformation of a school into a smart 
campus by automatically managing and controlling the majority of the campus 
facilities as well as exams invigilation that can be invigilated and attended 
robotically and tracked using AI technology (Alam & Kendall, 2018).

Exams are invigilated by a person who watches either the live or recorded exam. 
Artificial intelligence invigilation entails the use of specialized technologies to 
detect probable misbehavior violations. When compared to artificial intelli-
gence invigilation, human invigilation is normally carried out.
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Using AI-based facial recognition systems (FRT) to monitor online exams and, in 
particular, to validate students’ identities and flag suspicious activities during 
the exam to prevent academic misconduct such as plagiarism, unapproved col-
laboration, and sharing of test questions or answers are discussed in this article. 
In a variety of ways, FRT can assist (or perhaps replace) human proctors and to 
identify students’ in-test misconduct by examining room settings and assessing 
behavior that could indicate cheating (Colonna, 2021). FRT can also detect 
additional faces in a testing environment who may be supporting the student 
inappropriately and track eye movements that could signal wrongdoing, such as 
looking away from the computer screen (Scott, 2019).

5  Challenges of Adopting and Using AI

AI in higher education has its own set of challenges (Alfarsi et al., 2021). Despite 
the benefits of AI and its application in student learning, students may encounter a 
variety of challenges when using technology to learn (Mathew et al., 2019; Terekhov, 
2017). Also AI challenges would be more complicated and detailed, especially if 
they were linked to an educational application (Zhai et al., 2021). The adoption of 
new technology in all fields of education, learning, and development is hindered by 
many challenges such as the lack of intention of taking risks or adopt new innova-
tions, as well as a lack of funding for anything other than traditional methods of 
teaching (Wheeler, 2019).

Priya Gupta and Bhaskar (2020) pointed out that educators’ attitudes and desire 
to use AI-based teaching and learning technologies in HEIs are critical, as they are 
the end users who use AI in the classroom. As a result, it’s critical to learn about 
teachers’ perspectives on the major elements that influence their acceptance of 
AI-assisted teaching and learning solutions.

Since the development of several training robots, some teachers are aware that 
intelligent robots may jeopardize their careers (Stone et al., 2016). While the role of 
the instructor may change, most experts agree that AI support and complement 
rather than replaces the educator’s experience (Luckin et al., 2016).

The (Horizon Report, 2018) study identified a major concern that redefining of 
educational’ roles. The success of deploying AI in education is heavily influenced 
by teachers’ opinions toward AI. Educators may fluctuate between absolute resis-
tance and excessive reliance. Insufficient, unsuitable, irrelevant, or obsolete profes-
sional development could cause the former (Zhai et al., 2021). These educators may 
place too much stress on emerging AI technology rather than on learning 
(Kessler, 2018).

Another challenge was identified by (Bates et al., 2020) that AI has had a limited 
impact on teaching and learning in education sector is and the process of accepting 
technology it is typically slow. Priya Gupta and Bhaskar (2020) asserted that educa-
tors’ knowledge, abilities, and attitudes influence how they use technology in the 
classroom, explaining that negative attitudes and resistance to change are some of 
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the challenges that slow the adoption and acceptance of technology such as AI in 
education (Alsheibani et al., 2018; Bates et al., 2020). As a result, educators must be 
convinced that a new idea will improve or expand learning outcomes and experience 
(Bates et al., 2020).

 (a) Fear of losing jobs: Job loss is one of the most pressing worries, according to 
Picciano (2019) that those who can use smart machines or intelligent systems, 
will be able to outperform those who cannot. Similarly, Roll and Wylie (2016) 
argue that teaching in the current context will no longer be the same; as a result, 
educators should take on the role of mentors, teaching their students lifelong 
skills, interaction, breaking out of their comfort zones, and concentrating on life 
problems. Employees’ fears of losing their jobs have grown due to a lack of 
information and awareness of AI, as dull repetitive duties are gradually replaced 
by AI tools and technologies.

According to Alfarsi et al. (2021) explained that most prominent limitations of 
AI in student learning are that, unlike educator instructions, it can only manage 
the results of a limited amount of data. Educators gain experience when they 
work in their field over longer periods of time, yet AI-based instructions remain 
the same due to their algorithms. Also, Alfarsi et al. (2021) mentioned that there 
are no alternative approaches to teach students about the scenario in AI applica-
tions if they cannot comprehend the solution to the issue using one approach.

 (b) Cost of AI: Artificial Intelligence (AI) is one of the most popular technology 
trends right now. The expense of developing AI is quite high and overwhelming 
(Dhawan & Batra, 2020). Previously, AI was only available to a few firms, but 
now it is available to the majority of enterprises. The cost of AI is expensive, but 
it has numerous advantages that attract many firms. AI‘s numerous advantages 
can assist companies outperform their competitors. However, before investing, 
one must exercise caution and weigh all of the advantages and disadvantages 
(Dhawan & Batra, 2020). The cost of AI is determined by the amount of data 
available, the reliability and stability, and algorithm tuning. The initial costs for 
deploying software and cloud support AI systems are highly expensive (Abioye 
et  al., 2021; Fahimirad, & Kotamjani, 2018), the continuing staff training is 
high and also the costs of ongoing AI system training if organizational proce-
dures change (Moreno-Guerrero et al., 2020; Fahimirad, & Kotamjani, 2018). 
As a result, AI is relatively expensive; however this is decreasing as the cost of 
building numerous open source and low-cost systems reduces (Handa, 2019).

 (c) AI Implementation: One of the most difficult challenges for HEI is imple-
menting AI. AI-based technology is hard to integrate into the higher education 
system. It tends to be a challenge to integrate digital skills in order to have a 
good technical environment with a large number of digital specialists. Strong 
operations are essential to develop AI-based systems since they require capac-
ity, speed, and storage. As a result, for AI to be implemented in HEI, user- 
friendly interfaces and a well-defined implementation strategy are required 
(Dhawan & Batra, 2020).
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 (d) Motivation: Many challenges and problems stand in the way of educators inte-
grating AI into their classrooms. The impact of these constraints, however, can 
be reduced by improving educator motivation to use technology into their usual 
teaching and other related responsibilities (Priya Gupta & Bhaskar, 2020). Both 
extrinsic and intrinsic motivational elements are important for educators’ moti-
vation to adopt technology, according to Ibrahim and Nat (2019).Educators can 
be encouraged to employ ICT in the classroom through praise, promotion, and 
monetary incentives (Bower, 2001; Baylor & Ritchie, 2002). Ungar and Baruch 
(2016) also claimed that if teachers are paid for their digital projects, they are 
more likely to continue utilizing them. Therefore, (Priya Gupta & Bhaskar, 
2020) indicated that educators rely more heavily on external motivation and 
incentive than internal motivation since they see no personal benefit in adopting 
AI-based teaching and learning solutions.

 (e) Lack of awareness and ethical implications: For both academics and educa-
tors, the ethical considerations raised by AI provide a significant challenge. It 
was apparent that AI has advanced significantly in recent years, owing to lower 
processing costs and increased data availability; yet, individual student data 
may be disclosed, shared, or misused (Zhai et al., 2021). To ensure that AI in 
education benefits students and educators while also addressing or justifying 
ethical problems, the profession must first be aware of those concerns (Remian, 
2019). Many educators are unaware of AI-based teaching tools and are hesitant 
to implement them in their classrooms (Chiu & Chai, 2020). Also it has been 
observed that AI-based feedback is slow at times. This can make AI use dull for 
teachers (McCarthy et al., 2016). The majority of people’s knowledge of ethical 
issues in AI and education is restricted to privacy, security, and the proper use 
of personal data. Although AI has the ability to assist both students and faculty 
in higher education, it is equally crucial to examine what student data is required 
to drive this intelligence. For AI to be effective, it must gather information 
about the learner in order to determine his or her cognitive level as well as per-
sonal preferences. Faculty members must be aware of where their students’ data 
is going and how to secure it when needed (Crompton, 2021).

 (f) Personalized learning: The incorrect sequencing of information is one of the 
obstacles to personalized learning. The reorganization of presenting sequences 
is an attempt to reorganize knowledge according to the student’s reaction. 
Feedback is an important strategy for meeting learners’ proximal learning hab-
its in this setting (De Melo et al., 2014). The system uses an artificial neural 
network to deliver rapid feedback based on the input of students, allowing them 
to gradually gain access to abstract concepts and conduct practical activities.

 (g) Lack of humanization: Despite these developments and the potential of AI in 
the field of education, some issues have been remarked in the literature such as 
Ulum (2020) which indicated that AI technology requires humanization because 
the way AI functions and performs procedures in the context of teaching is far 
from human intelligence (Cope et  al., 2021) due to deficiency of clarity in 
decision- making algorithms.
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 (h) AI in correcting assignments: The inadequate technical capabilities of AI are 
one of the most commonly noted challenges. For instance, AI could not be very 
good at assessing pictures, numbers, or text. Fitzgerald et al. (2015) found that 
when texts included graphics, an AI-based system failed to assess their com-
plexity. Another significant difficulty was discovered to be the AI algorithm’s 
inadequate reliability.(Qian et al., 2020) also stressed the importance of improv-
ing the AI algorithm’s reliability in automatic writing evaluation systems in 
order to give teachers with reliable feedback.

6  Challenges of Artificial Intelligence for Students

AI techniques may give intelligent and efficient tools that enable students to avoid 
undertaking the knowledge processing work that teachers expect them to undertake. 
AI translators, for instance, provide pre-made visuals, pronunciation, predefined 
words, and even a series of instances. As a result, students are hesitant to participate 
in deep learning inquiry procedures (Zhai et al., 2021). Moreover, lack of awareness 
of AI is one of the challenges based on the study (Alimi et al., 2021) found that the 
majority of university students are unaware of the use of AI for learning. Students’ 
attitudes toward dealing with such technology, according to (Flogie & Aberšek, 
2015), are another emerging concern. Unfortunately, some of them fail to utilize 
effective AI methodologies for a given learning setting, resulting in negative atti-
tudes toward learning. As a result, students must understand that AI plays a vital 
role in improving learning outcomes. Furthermore, (Dhawan & Batra, 2020) pointed 
out that as a result of AI technology, many jobs in the labor market will become 
obsolete, forcing the creation of new skill sets. This will be the most pressing issue 
for higher education, as students will need to be equipped with new skill sets in 
order to find or create jobs in the market (Ma & Siau, 2018). Subsequently HEI must 
prepare students to deal with challenges such as automation, a worldwide culture, 
and rising job complexity.

7  Conclusion

This chapter provided a systematic review on the use of AI in HEIs, AI appears to 
be gaining popularity in several areas especially in the field of education; AI began 
to have an impact as a supplement to traditional teaching and learning approaches. 
It has huge promise for increasing access to learning opportunities, scaling up per-
sonalized learning experiences, and optimizing methods and strategies to achieve 
desired learning outcomes. Furthermore, AI can help people improve their educa-
tional abilities, since research has shown that the best AI technology application can 
produce superior results.
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AI is undoubtedly having an impact the life style and making life easier, includ-
ing those with special needs in the field of education, where institutions, instructors, 
and parents are attempting to promote inclusive education through assistive technol-
ogy that can replace human workers and parents. However; as mentioned above that 
the use of AI has a clear advantages and limitations. HEIs must set a clear strategy 
to adapt AI and consider clear operations academic and non-academic, HEIs must 
consider governing policies and procedure to support the user privacy and mainte-
nance of ethical standards. Academics will face a fear in terms of AI overcoming 
their duties, leaders of HEIs must have clear faculty progression pathways to moti-
vate faculty to use AI in teaching and learning with assurance that will be an added 
value for their annual evaluation.

As current technology pervades all areas, the labor market will change in the 
near future. Consequently, the current HEIs need to be fundamentally reformed by 
incorporating new technology that might help students develop skills relevant to 
future occupations.

In terms of regulatory authorities there is a need to have clear standards for the 
use of AI in education that secures users data and privacy. In some countries, there 
is a need to establish clear quality assurance standards to support HEIs to use AI in 
different operations.

This chapter provides a call for future researchers to investigate the use of AI in 
teaching and learning in terms of assessing the students’ performance, faculty utili-
zation, the use of AI in facilitating decision making etc.
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IS Risks Governance for Cloud Computing 
Service

Mohamed Gamal, Iman M. A. Helal, Sherif A. Mazen, and Sherif Elhennawy

1  Introduction

The widespread use of different internet services, particularly social networking 
sites, has improved global digital literacy. As a result, current technology-based 
learning paradigms, such as mobile learning, are gaining traction (Nguyen et al., 
2014). E-learning is the purposeful use of networked information and communica-
tions technology (ICT) in teaching and learning. E-learning is the use of networked 
information and communication technologies to teach and learn.

Cloud computing offers a one-of-a-kind opportunity to increase educational 
accessibility. Cloud computing services, along with the advent and use of modern 
technologies, present a fantastic chance to build e-learning. Students and instructors 
may now use the Internet to quickly access a variety of application platforms and 
web-based instructional materials. An educational institution does not need to worry 
about setting up any software and hardware environment for online learning or 
investing significant amounts of money, human, and material resources in develop-
ing an e-learning system. The cloud computing service providers’ team will be 
responsible for handling these tasks instead of the educational university staff.

Any educational institutions do not have the resources and infrastructure that are 
needed to run or install e-learning solutions. Cloud computing has revolutionized 
the IT industry. It has radically transformed the IT sector since its inception. It has 
radically transformed the IT sector since its inception. The cloud’s unique charac-
teristic is its capacity to deliver resources such as hardware and software through a 
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network. Cloud computing provides reliable and scalable resources and become 
more popular throughout the world by offering several computing tracks for its 
resources. Mostly the biggest organizations related to IT maintain their manage-
ment systems with the help of cloud computing. Recently Cloud computing ser-
vices are one of the main parts of e-learning systems.

Although there are many concerns while using cloud computing different ser-
vices, IS/IT governance is used to confirm that these IS/IT assets are implemented 
and used according to policies and procedures. It also ensures that these assets are 
properly controlled, maintained, and support the organization’s strategy and busi-
ness goals.

The remainder of this chapter will help the reader to delve into the fundamentals 
of cloud computing and its services, as well as e-learning and governance in Sect. 2. 
Section 3 will highlight the various challenges that face decision-makers while 
applying cloud services in e-learning and land oud computing controls. It will also 
highlight the critical success factors of using cloud computing services in e- learning, 
risk management, and governance and the common frameworks, and service level 
agreement related to cloud computing. Finally, in Sect. 4, we conclude the current 
situation of binding the cloud environment with education and pinpoint a few rec-
ommendations for further research.

2  Basic Concepts

2.1  Cloud Computing Services

A cloud service is any service made available to the clients on-demand via the 
Internet from a cloud computing provider’s server as opposed to being provided 
from a company’s on-premises servers. Cloud computing services are fully man-
aged cloud computing services that are meant to give easy, scalable access to appli-
cations, resources, and services. Cloud computing delivers dependable and scalable 
resources, and it has grown in popularity throughout the world because of its ability 
to provide several processing tracks for its resources.

Cloud computing services include several qualities, including (1) On-demand 
self-service: cloud services such as CUP time, storage, network access, server time, 
and web applications may all be automatically assigned as required by customers. 
(2) Cost-effectiveness: cloud service providers’ services are relatively inexpensive, 
if not free. The payment approach is based on consumption, therefore there is no 
need to buy infrastructure, which minimizes maintenance costs too. (3) Broad 
Network Access (mobility): customers may access cloud resources through the 
Internet at any time and from any location via a variety of devices. (4) Resource 
Pooling: physical and virtual computing resources are combined in the cloud. These 
resources are not location-dependent in the sense that the consumer has no influence 
over or awareness of where they are. (5) Rapid Elasticity: computing resources may 
be provided and released quickly and flexibly in response to user demand. Consumers 
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Table 1 Benefits category of cloud computing services

Benefit Description
Type of 
benefit

Simplicity To use cloud services, users simply needed a smattering of 
information

Non- 
functional

Elasticity It’s simple to use and may be changed as needed. Non- 
functional

Mobility Users can access these services anytime in the entire world. Non- 
functional

Cost reduction It makes cost reductions because users don’t have to acquire 
and maintain pricey software.

Economical

Employee 
optimization

Reduction the employees according to reduce parts of work Economical

Optimization of 
IT cost

Organizations charges according to the usage of services (pay 
as per use).

Economical

Scalability Can scale up and down easily by adding or removing stations 
easily

Economical

Green 
environment

The efficient sharing of resources reduces the consumption of 
a considerable quantity of energy, lowering carbon emissions.

Economical

Virtualization Creates multiple execution environments of a single physical 
resource and hides its physical properties from other systems, 
and application end-users to keep it simple.

Technological

Multi-tenancy Multiple users can access cloud resources at the same time, as 
evidenced by this attribute.

Technological

Data 
management

Holds a big volume of cloud data and manages it by offering 
quick access

Technological

Tools Numerous tools are available to assist in the implementation 
of the cloud setup.

Technological

believe that these resources are limitless and that they may be bought in any amount 
at any moment. (6) Measured Services: CSPs employ a pay-per-use business model 
to monitor, control, and optimize cloud resources and services. (7) Multitenancy: 
the cloud is a system that provides services to a big group of individuals at the same 
time the at network, host, and application levels, users share cloud resources, but 
each user is isolated within his or her own customized virtual application instance 
(Rashid & Chaturvedi, 2019). Table 1 categorizes the benefits of cloud computing 
services.

2.1.1  Cloud Computing Service Types

Three service-type models make up cloud services. The most basic cloud comput-
ing offering is (1) Infrastructure as a Service (IaaS); which allows you to rent IT 
infrastructure from a cloud provider, such as servers and virtual machines (VMs), 
storage, networks, and operating systems. (2) Platform as a Service (PaaS); refers to 
cloud computing services that provide a 24/7 environment for building, testing, 
deploying, and maintaining software applications. PaaS is a service that lets 
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Table 2 Responsibilities between the cloud service provider and cloud client

Consumer Provider

SaaS Uses application/service for 
business process operations.

Installs manage, maintains, and supports the software 
application on a cloud infrastructure.

PaaS Develops, tests deploys and 
manages applications hosted in 
a cloud system.

Provisions and manages cloud infrastructure and 
middleware for the platform consumers; provides 
development, deployment, and administration tools to 
platform consumers.

IaaS Creates/installs, manages, and 
monitors services for IT 
infrastructure operations.

Provisions and manages the physical processing, 
storage, networking, hosting environment, and cloud 
infrastructure.

Table 3 Deployment Models characteristics

Deployment
Model 
Attribute Public Cloud Private Cloud Hybrid Cloud

Community 
Cloud

Ownership Owned by 
customers

Owned by a single 
organization

Partially owned by 
service provider 
and partially by 
the consumer

Owned by two or 
more 
organizations that 
basic common 
goal

Performance Low to medium Excellent Good Very good
Setup cost of 
building data 
center

Low initial cost High Medium Varies from 
several 
organizations

Used by Anyone can 
access

Limited people 
can access

Medium 
accessibility

Depend upon the 
number of 
cooperatives

Security Less Highest Medium High
User’s control Limited control Full control Full control over 

the private part 
and limited to the 
public part

High control but 
limited by 
community 
policies

Maintenance 
cost

Lowest Highest Moderate High

Workload Normal workload 
with short spikes 
in demand

Not suitable for 
handling a large 
workload

Highly dynamic or 
changeable

Suitable for 
handling a large 
workload

Virtualization Resource 
utilization is 
optimized via 
server 
virtualization

Resource 
utilization 
efficiency gains 
through server 
virtualization

Resource 
utilization is 
optimized via 
server 
virtualization

Resource 
utilization 
efficiency gains 
via server 
virtualization

developers quickly build a web or mobile apps without worrying about the underly-
ing infrastructure of servers, storage, networks, and databases. (3) Software as a 
Service (SaaS); is a subscription-based method of providing on-demand software 
products through the Internet. SaaS allows cloud providers to host and manage 
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software applications and underlying infrastructure, as well as provide normal 
maintenance like software upgrades and security patches. Users use a web browser 
on their phone or tablet to access the software through the internet (Ashraf, 2014). 
According to the selected model, the responsibilities will be divided between CC 
and CSP as shown in Table 2.

There are four deployment models for cloud computing service private, public, 
hybrid, and community models. (1) Private cloud is not available for others out of 
the company. Data centers may be on or off the sites as users of this type of cloud 
client may be from different units or departments but belong to the same organiza-
tion. It is considered the most secured deployment model. (2) Public cloud provides 
its cloud clients with apps, storage, and several different services coming from 
CSP. Public architecture is intended to enable limitless memory storage and data 
exchange through the Internet to all enterprises. Cloud service providers host, main-
tain and operate it. (3) Hybrid cloud consists of public and private models. It aids in 
cost reduction by distributing costs among enterprises; most government institu-
tions in a particular cloud area may be shared, but non-government agencies cannot. 
(4) Community cloud infrastructure is monitored and then used by a range of orga-
nizations with the same core enterprise, projects, or shared specifications, such as 
software and hardware so that IT operating costs can be minimized. This cloud can 
then be operated either by the related entities or by the cloud that provides the ser-
vices (Naik et al., 2020). Table 3 illustrates the main differences between the deploy-
ment models.

2.1.2  Cloud Computing Domains

There are several domains that cloud computing services have contributed in, some 
of these domains are as follows:

 1. E-learning: Cloud computing provides a hospitable environment for students, 
researchers, and faculty members in terms of education. Students, teachers, 
administrators, and researchers can use the cloud to access data and information 
at their educational institutions. E-mail, simulation tools, file streaming, class 
recording, virtual classrooms, virtual labs, surveys, and education forums are all 
available through cloud computing.

 2. E-Governance: Cloud computing can help the government-run more efficiently. 
As a result, the different government agencies’ services may be given in a better 
and more complex manner. Cloud computing will also make it easier to manage, 
install, and upgrade software packages.

 3. Enterprise Resource Planning (ERP): As a company’s business grows, cloud- 
based ERP becomes important. Software, human resources, payroll, and other 
duties become expensive and complex to manage. To address these issues, ser-
vice companies can deploy ERP on cloud computing

 4. Healthcare: In the medical profession, cloud computing is critical since it deliv-
ers multiple infrastructures at a low cost, allowing for more precise outcomes. 
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Cloud computing facilitates the sharing of medical data across multiple medical 
specialists, allowing them to reach any particular patient at any time and from 
any location (Mente & Kale, 2018).

2.1.3  Service Level Agreements

A Service Level Agreement (SLA) in cloud computing services must be included in 
every legal agreement between a provider and a consumer. It ensures the quality of 
the service and guides both the cloud client and cloud service provider in defining 
their roles and responsibilities. The SLA specifies the minimum performance 
requirements and quality that the supplier guarantees to meet (Lourenço et  al., 
2014). Service level agreement has many benefits while using cloud computing like:

 1. It covers all services used by cloud clients.
 2. An evident SLA outlines the payment and punishment rules of the service given, 

enhancing the connection between the parties. The consumer can assess services 
based on the Service Level Objectives (SLOs) outlined in the SLA.

 3. A contract makes it easier for the parties to work out their differences.
 4. It contains a list of services that the providers will supply, as well as a detailed 

description of each service.
 5. The cloud customer’s and cloud service provider’s duties are defined by the SLA.
 6. It specifies the cloud’s primary security and privacy management principles.
 7. It Improves Service Quality (QoS: Quality of Services): Each aspect of a Service 

Level Agreement (SLA) corresponds to a Key Performance Indicator (KPI) that 
defines the level of customer service inside an organization.

2.1.4  Risk Management

There is a classification for risk while using cloud computing services according to 
the stakeholders (customers, service providers, and government). For customers, 
the concerns are the downtime, disclosure of commercial secrets, and privileges of 
CSP.  For providers, Assurance of the cloud data center’s long-term, protection 
against network hackers and cyber-attacks, and effectively and securely managing 
demands of customers. Finally, governments, need to enhance the security protec-
tion of mass-scale data, manage the numerous and various scale CSPs, and the 
evaluation and ranking of the security level of CSPs (Patel Managing Director & 
Alabisi, 2019). Table  4 shows the concerns of using cloud computing services 
according to different types of stakeholders.

IS/IT Risk Hierarchy while using cloud computing services (Ramachandra et al., 
2017) as shown in Fig. 1.
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Table 4 Stakeholders’ concerns in using cloud computing Services

Stakeholder Concerns

Customers 1-Potential downtime with an impact on business
2- revelation commercial secrets
3-The privilege status of the cloud service provider

Service 
Providers

1-Assurance of the long-term secure operation of the cloud data center
2-Protection against the numerous and aggressive network hackers is a 
disturbing security problem
3- Need to manage the demands of customers effectively and securely – identify 
and block any malicious customers

Government 1- Need to enhance the security protection of a mass-scale data center;
2- A means to securely manage the numerous and various scale cloud services, 
providers
3- Evaluation and ranking of the security level of cloud service providers which 
extends to include the security credentials of other cloud customers, and a 
proactive alarm mechanism for malicious programs.

Risk

Benefit/Value Enablement Risk

Strategic Environmental

Program And Project Delivery Risk

Market Credit

Opera�on And Service 
Delivery

Opera�onal Compliance

Fig. 1 Risk hierarchy

 1. IT Benefit/value Enablement Risk

 (a) Strategic risk

 (i) Check if the organization can move to the cloud successfully within a 
specific budget and schedule

 (ii) Check if there is a profit from u Sing cloud service.
 (iii) Checking if there will be an additional risk for using cloud service.

 (b) Environmental risk: Checking for the risks that may be happened in an 
environment

 2. IT Program and Project Delivery Risk

 (a) Market risk: Check if there is added value suitable and exceeds budget Give 
advantages more than competitors

 (b) Credit risk: Check if cloud service will be completed and maintained within 
the budget providing or exceeding the expected value
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 3. IT Operation and service Delivery Risk

 (a) Operational risk: defines the hardware basic components risks.
 (b) Compliance risk: checks if the cloud computing service provided meets cur-

rent and future regulations

2.2  IT Governance

IT Governance is the management and regulation of an organization’s information 
systems to fulfill its goals. As a result, IT governance has evolved into an important 
aspect of corporate governance. Prioritization and decision-making are used to set 
goals. Finally, it assesses performance and checks adherence to agreed-upon guide-
lines and objectives. IT governance as an organizational capability is the responsi-
bility of the board, senior management, and IT management, to regulate the 
implementation of the IT strategy and establish business-IT integration. IT gover-
nance is based on five domains

 1. Value delivery: is a necessary component of IT governance to ensure that invest-
ment in information technology yields a return on investment. It entails making 
sound financial decisions and managing them over their entire life cycle, from 
inception to retirement. It entails ensuring that IT delivers adequate quality on 
schedule and budget, as well as investigating how actual costs are controlled and 
Return of Investment (ROI) is calculated. It consists of:

 (a) Identifying project value drivers
 (b) Identifying service value drivers
 (c) Project management
 (d) External benchmarking

 2. Strategic alignment: concerned with how IT supports the enterprise strategy 
and how IT operations are aligned with current enterprise operations. It contains:

 (a) Understanding the needs of the business
 (b) Developing IT strategy and objectives
 (c) Resource allocation – portfolio management
 (d) Demand management
 (e) Communication

 3. Performance management: examines how IT tracks and monitors implementa-
tion strategy, how project success is assessed, resource utilization, and the result-
ing process and service delivery. It includes:

 (a) Customer satisfaction
 (b) Service level management
 (c) Business value measurement
 (d) Process improvement
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 4. Resources management: examines how IT manages and optimizes vital IT 
resources.

 (a) Hardware and software asset management
 (b) Third-party service providers & Outsourcing
 (c) Standardized architecture
 (d) Financial management – service costing

 5. Risk management: discusses IT asset security, disaster recovery, and business 
continuity, including security and information integrity. It contains

 (a) Organizational risk appetite
 (b) Project and investment risk mitigation
 (c) Information security risk mitigation
 (d) Operational risk mitigation
 (e) Compliance with regulatory mandates
 (f) Audit

2.2.1  IT Governance Controls

Information systems controls are specific activities performed by persons or sys-
tems designed to ensure that business objectives are met. These controls are a set of 
procedures and technical measures to ensure the secure and efficient operation of 
information within an organization. Information systems are protected using both 
general and application controls. Data theft, information system breaches, and 
unauthorized alterations to digital information or systems are all dangers that can be 
mitigated by information security rules. After moving to cloud computing the con-
trols will be divided between the cloud service provider and the cloud client accord-
ing to the used service model.

When employing cloud computing services, there are numerous controls that 
must be implemented. The most important control is differentiating the responsibili-
ties between cloud computing providers and cloud clients. Authorization is an 
important control as it refers to a security mechanism to determine access levels or 
user/client privileges related to system resources including files, services, computer 
programs, data, and application features (Bhatt et al., 2019). Data protection tech-
niques, such as data encryption level, are also critical. Because data in cloud deliv-
ery architecture may travel to multiple places, it is critical to encrypt the data from 
beginning to end (Singh et  al., 2016). Data can’t be modified without sufficient 
authorization thanks to changing management controls. Security hygiene still mat-
ters to ensure that even if one control fails, other security features can keep the 
application, network, and data safe. Create, Store, Use, Share, Archive, and Destroy 
are the six steps of the data life cycle. After the data has been produced, it can freely 
move between stages. Data must be protected at every stage of its life cycle, from 
creation to annihilation. File controls are very important too to make sure that data 
are manipulated accurately in any type of file (P. R. Kumar et al., 2018). The creden-
tials project addresses the need for a secure and privacy-preserving cloud-based 
identity management and data-sharing platform. The closure of contract procedure 
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in service level agreement parameters is very important to ensure the way of dele-
tion of data to avoid future clients using it. Also, the service level agreement param-
eters are very important to determine the availability of data percentage, performance, 
and the backup plan (Aljoumah et al., 2015). Because data privacy is so critical, 
cloud service providers’ security and information workers must have appropriate 
skills and the ability to prevent, detect, and respond to security breaches in a timely 
way (Carroll et al., 2011).

2.2.2  COBIT5 Framework

Control Objectives for Information and Related Technology (COBIT 5) includes a 
process reference model that specifies and describes in detail a range of governance 
and management methods. It offers a process reference model that depicts all of the 
processes associated with IT operations that are often seen in a company, allowing 
operational IT and business management to grasp a single model (Lainhart, 2012). 
Figure 2 shows the five principles of the COBIT5 framework. The principles of 
COBIT5 are:

 1. Covering the enterprise end to end: The framework influences more than only 
the IT department of a company. COBIT 5 is a framework that should be used 
throughout an organization to maximize its value. The approach examines the 
entire company’s governance and risk management, rather than focusing on IT.

COBIT 5 
Principles

Covering The 
Enterprise 
End To End

Applying A 
Single 

Integrated 
Framework

Enabling A 
Holistic 

Approach

Separating 
Governance 

From 
Management

Meeting 
Stakeholder 

Needs

Fig. 2 COBIT 5 principles
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 2. Applying a Single Integrated Framework: includes all of the company’s 
teams, workers, and divisions. It combines the company’s IT administration and 
governance with the demands and operations of the organization. This 
 comprehensive framework supports the detection of potential business risks as 
well as the enhancement of procedures to increase their efficiency.

 3. Enabling a Holistic Approach: optimizes operational operations and increases 
efficiency through a comprehensive and integrated strategy. When a corporation 
employs the COBIT 5 framework, employees may be more productive and pro-
vide more useful output for customers.

 4. Separating Governance from Management: All application and system gover-
nance should be delegated to IT operations by management. Because they are 
the best qualified to manage government, this is the case. When COBIT 5 is 
combined with IT governance and enterprise governance, the entire process 
becomes considerably more clear and more straightforward.

 5. Meeting stakeholder needs: All processes and procedures should be geared 
toward meeting corporate goals, with stakeholder demands being the most 
important. Stakeholders have specific expectations, which the COBIT 5 frame-
work satisfies by effectively managing all IT activities within the organization. 
This contributes to the production of value through delivery, which is crucial for 
customer satisfaction.

2.2.3  ISO38500 Standard

The international standard for the corporate governance of IT (ISO38500) sets out 
principles, definitions, and a high-level framework that organizations of all types 
and sized can use to better align their IT with organizational decisions, and meet 
their legal, regulatory, and ethical obligations. ISO 38500 establishes guidelines for 
the “effective, efficient, and acceptable use of information technology.” On the one 
hand, these concepts are linked to six fundamental issues, and on the other, to a 
development process. “Responsibility, strategy, acquisition, performance, compli-
ance, and human behavior” are among the fundamental challenges. The mentioned 
approaches consider Deming’s five stages; however, the development process com-
prises the three core cyclic phases of “evaluate, direct, and monitor”(Taylor, 2011). 
Its focus is on assuring stakeholders (such as customers, shareholders, and employ-
ees) that the organization’s corporate governance of IT will be trustworthy if the 
standard is followed, informing and guiding directors in governing the use of IT in 
their organizations, and providing a basis for objective evaluation of the corporate 
governance of IT (Feltus, n.d.). ISO38500 includes six main principals are:

 1. Establish clearly understood responsibilities for IT
 2. Plan IT to best support the organization
 3. Acquire IT validly
 4. Ensure that IT performs well, whenever required
 5. Ensure IT conforms to formal rules
 6. Ensure IT use respects human factors
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2.2.4  ITIL Framework

The IT Infrastructure Library (ITIL) is one of the IT Governance frameworks that 
assist organizations in properly managing IT services. ITIL is a set of best practice 
guidelines for IT service management in organizations that has become one of the 
most commonly acknowledged models for IT service management in all types of 
enterprises around the world (Bernard & Jane, 2011). Organizations and people, 
value streams and processes, information and technology, and partners and suppli-
ers are the four dimensions of service management presented in ITIL v4. These are 
mapped to service value chains and value systems. ITIL V4 includes 34 manage-
ment practices divided into three categories general management practices, service 
management practices, and technical management practices as shown in Table 5.

Table 5 Categorizing ITIL practices

General management 
practices:

Services management 
practices:

Technical management 
practices:

Strategy management Business analysis Deployment management
Portfolio management Service catalog management Infrastructure and platform 

management
Architecture management Service design Software development and 

management
Service financial 
management

Service level management

Workforce and talent 
management

Availability management

Continual improvement Capacity and performance 
management

Measurement and reporting Service continuity management
Risk management Monitoring and event 

management
Information security 
management

Service desk

Knowledge management Incident management
Organizational change 
management

Service request management

Project management Problem management
Relationship management Release management
Supplier management Change enablement

Service validation and testing
Service configuration 
management
IT asset management
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3  Utilizing Cloud Computing Services in E-Learning

E-learning poses substantial issues considering the exponential increase of knowl-
edge at an ever-increasing rate. These difficulties, which include pedagogical, tech-
nological, and organizational concerns, must be addressed and resolved before 
e-learning may be fully integrated into the academic environment (Mhouti, 2018). 
Learner tracking, synchronous and asynchronous communication tools, assessment 
procedures, and collaborative spaces are all part of the e-learning system (Sneha & 
Nagaraja, 2013).

There were many trends in E-Learning (Siddiqui et  al., 2019) besides using 
cloud computing services like:

 1. Mobile Learning Enhancement: Because of the significant growth in smartphone 
users in recent years, the quality of mobile learning has progressively improved. 
Smartphone users are growing by the day, and they want to make their lives 
easier. Smartphone users prefer not to utilize laptops or desktop computers to 
access numerous applications. As a result, the mobile e-learning trend is gaining 
traction. Mobile

 2. Forum-based Learning: This allows students to share their questions, thoughts, 
and issues on a centralized platform. An expert shares diverse responses or 
thoughts in response to inquiries, which helps to develop the learner’s abilities 
and confidence.

 3. Social E-learning: The student can engage and share his thoughts and experi-
ences, as well as find and explore appropriate learning. In terms of boosting 
knowledge and efficiency, learners find this product to be very beneficial and 
trustworthy.

Cloud computing established a framework that explains how resources and data are 
kept in cloud storage and how users may access it remotely via their computers and 
mobile phones. For e-learning, the users can be instructors, students, researchers, 
and administrative staff each one of them will have specific rules and privileges. The 
cloud-side will contain the database, run-environment (app server), and the applica-
tion code and the users will access these data through the internet. It offers a wide 
range of new opportunities for educational advancement and has had a considerable 
impact on teaching and learning methods. E-learning has become one of the most 
popular teachings and learning methods today due to its ability to overcome spatial 
and temporal limits (Li et al., 2010).

Many applications that are usually used in e-learning are based on cloud comput-
ing services according to the service type in IaaS AWS, Rackspace, and GoGrid are 
the most used applications in e-learning. The most popular PaaS systems for 
E-learning are Azure, APP Engine, and Force.com. Finally, many applications are 
used in E-learning based on SaaS like Google Docs, Freshbooks, salesforce, and 
basecamp. Figure 3 illustrates the applications used in e-learning based on the cloud 
services models. Implementing e-learning systems with cloud computing has 
numerous advantages over other e-learning systems like (Bora & Ahmed, 2013)
(Wibowo & Astriawati, 2019):
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SaaS
•Google docs

•Freshbooks

•Salesforce

•Basecamp

PaaS
•Force.com

•AppEngine

•Azure

IaaS
•Rackspace.com

•GoGrid

•AWS

Fig. 3 Cloud computing application for E-learning

 1. Software-as-a-Service, the service allows you to pay modest, predictable 
monthly fees instead of a costly license

 2. There is less dependency on hardware. Not only do cloud solutions eliminate the 
need for pricey servers and end-user devices at the facility, but they are also 
platform-agnostic and accessible from anywhere.

 3. Students who are busy, non-traditional, or live in a remote place are no longer 
required to arrive at school on time. With the move to the cloud, more people will 
be able to work from home.

 4. Cloud computing allows for instant changes to class materials and textbooks, 
ensuring that students are studying with the most up-to-date information.

 5. Cloud computing allows students and teachers to study and teach on their own 
time, allowing them to be more productive and happier.

 6. Internal IT support is not required: as the cloud service provider will be respon-
sible for all IT support on the cloud side and now data will store internally in the 
organization

 7. Instant software updates: as one of the cloud computing services all software is 
updated.

 8. Cloud-based e-learning platforms are dependable: as the cloud computing has 
high availability

 9. Document format compatibility: because various file formats and fonts do not 
open correctly on some PCs/mobile phones, cloud-based e-learning apps do not 
have to deal with these issues. The file is opened from the cloud by cloud-based 
e-learning apps

Many changes in characteristics of E-learning happened after using cloud comput-
ing. Some of the duties that were formerly performed by educational institutions are 
now performed by cloud service providers. Also, there are many concerns that the 
educational organization has like the absence of some controls, the hardness of 
applying auditing on the IT/IS resources and the security issues that may be occurred 
because of using cloud computing. Table  6 shows the changes in these 
characteristics.
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Table 6 Changes in E-learning Characteristics

E-Learning characteristics
Before 
cloud

After moving to 
cloud

A deployment process and team are required. √ X
Loss of control on application or/and resources X √
Conflicts between clients’ goals X √
Resource availability and failure risks X √
Lack of confidence in data change before storage X √
Denial of service attack in critical server health X √
Chances of stress, load, and congestion X √
Auditing task is more complex X √
Security policies and access control are not trusted X √
Technical IT support in the event of a failover. √ X
Development tests are needed √ X
Buying and management of hardware and software 
resources

√ X

In house responsible for configuring the latest technology 
updates

√ X

Confidentiality issues X √
High-speed internet access X √
Fees for subscriptions and registration X √
Requirement gathering and elicitation process √ X
Testing required √ X
Project management activities required √ X

3.1  Cloud Computing Frameworks for E-Learning

Data security, IT governance, service availability, and reliance on service providers 
are just a few of the challenges restricting cloud computing adoption. The risk areas 
are divided according to the layers of cloud computing. There are many vulnerabili-
ties like DoS attacks that happen because of multi-tenancy and virtualization. Also, 
the vulnerabilities of internet protocols may cause IP spoofing, ARP spoofing, DNS 
poisoning, RIP attacks, and flooding. Another issue is unauthorized access to the 
management interface, malicious insiders, and Vulnerabilities in browsers and APIs. 
One of the most of concerns is data loss and leakage which involve data tampering, 
deletion, or alteration. Because of the Cloud’s dynamic and shared nature, such 
danger might become a serious concern, resulting in data theft. Finally, Security 
issues related to auditing, regulatory compliance, and laws are very critical issues 
when using cloud computing services (Modi et al., 2012).

Many advantages may be realized by using this technology in higher education 
institutions, notably in terms of their global rankings. However, cloud computing 
technology is facing a variety of hurdles at the same time, including issues with 
security and privacy, a lack of professionalism, and slow Internet rates in some 
areas. Nonetheless, owing to the numerous advantages of this technology, such as 
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the capacity to solve issues at reduced costs and the ease with which information 
can be shared, accessed, and managed, it has enormous potential for further devel-
opment (Ghani & Azizi, 2016).

Many studies discussed the critical success factors and divided them into four 
dimensions 1) cloud service resilience which includes the security of the data on the 
cloud service side. Service reliability refers to the service’s uptime and dependabil-
ity, as well as a customizable service level agreement (SLA) that meets the goals 
and expectations of the company, 2) university technological maturity which indi-
cates how the university can deal with cloud computing and have enough resources 
to handle these service requirements like network bandwidth, compatibility with the 
cloud services APIs, and used software packages, finally the technical support that 
will deal with cloud services, 3) University organizational readiness that refers to 
the support of management in transferring into cloud computing, participants readi-
ness which includes instructors, students, and technical staff, 4) Cloud-based 
E-Learning Imperatives that includes the flexibility of cost as one of the benefits of 
cloud computing include an automated system based on open-source software and 
lower system utilization costs, secondly the system’s simplicity improves the users’ 
ability to use it to improve their performance. The usage of the system improves 
performance, but it’s also vital to assess how much work it will take to utilize it; 
finally, the degree of faith that users have in the Cloud-based e-Learning system, 
and how valuable it will be for their academic achievement and performance (Quadri 
& Ahmad, 2019).

By employing Cloud Computing to provide Virtual Labs as a Service, the pro-
posed Virtual LabCloud System (VLCS) offers one possible way to improve the 
learning process (VLaaS). The VLCS’ main goal is to provide virtual labs while 
growing the usage of cloud assets. The proposed VLCS strengthens the link between 
distributed computing and e-learning by allowing virtual lab centers to handle as 
many clients as possible while increasing the use of private cloud assets. This tech-
nique provides the opportunity to improve the e-learning backdrop by including 
more effective teaching methods (Neelakantan, 2018).

By providing the most popular architecture that has been used, several applica-
tions’ solutions employing cloud computing in e-learning for higher education are 
shown. Finally, the study analyses the challenge associated with the deployment of 
cloud-based e-learning systems in higher education and potential solutions (El 
Mhouti et al., 2019).

There is a strategy that is divided into five stages, with a focus on evaluating data 
and processes, functions, and applications from several major universities based on 
a set of key criteria, as well as establishing a link between these aspects and the 
models, services, and applications available on the Cloud market. The findings 
encourage and promote the adoption of Cloud solutions at universities by increasing 
knowledge in this area and giving practical guidance that is flexible to the structure 
of the university. The suggested model considers the university‘s architecture and 
criteria such as mission, availability, and relevance of applications, as well as the 
data’s mission, sensitivity, confidentiality, integrity, and availability in order to be 
relevant in practice (Mircea & Andreescu, 2011).
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Many studies provided approaches and frameworks for applying cloud comput-
ing services in higher education. Other studies discussed the risk areas and vulner-
abilities of using cloud computing services in all fields. These risk areas are related 
to the service types and cloud deployment models. On the other hand, Even the IT 
governance is very important for any educational organization but there is a lack of 
frameworks related to applying it while using cloud computing services.

3.2  Cloud Computing Challenges

Many challenges face using cloud computing services. Security is the most pressing 
issue that clients of cloud computing services face (Sharma et  al., 2017). When 
databases and application software are moved to a big data center, security concerns 
may arise when using cloud computing services (S. Kumar, 2018). Cloud comput-
ing may result in the loss of some or all controls, as well as a violation of cloud 
customer legislation, making compliance a major difficulty. Another concern with 
cloud computing services is performance, as switching to back up after a disaster 
would result in poor performance (Sharma et al., 2017). Additionally, data transport 
bottlenecks may result in a longer response time (Kim et al., 2009). The financial 
model and cost are major problems, as cloud computing services increase the cost 
of data transport as well as the cost of the license that each cloud client user would 
use (Sharma et al., 2017). Additional costs for rebuilding and redesign when shift-
ing to the cloud, especially if the client chooses the SaaS model which is called the 
charge model. Data moves freely between clouds and inside those clouds, as well as 
between local applications because of interoperability. Downtime caused by a disas-
ter or a loss of connectivity between a cloud service provider and a cloud client can 
damage a company’s brand and cause financial loss, thus it’s a crucial consideration 
when switching to cloud computing services. Another significant difficulty is Cloud.

Because there are no common APIs, combining cloud services is difficult; each 
provider has its approach to how consumers and applications interface with cloud 
infrastructure (Al-Dhuraibi et al., 2018). The Service Level Agreement (SLA) guar-
antees service availability, security, and compliance, as well as all problems that the 
client may encounter. Because most businesses are wary of transferring their data 
and entire functions to the cloud, they keep the core function in-house, which cre-
ates a migration problem (Bhatt et al., 2019). Load balance is one of the most chal-
lenging aspects of cloud computing is evenly distributing the workload across all 
nodes. To increase resource usage and the efficiency of the cloud computing envi-
ronment, the workload must always be divided among all accessible nodes of the 
distributed system (Sharma et al., 2017).
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3.3  E-Learning Challenges

The most significant issue that educational institutions face is this relating to the 
effective use of e-learning system resources. These difficulties also include keeping 
up with the fast growth in the number and diversity of data in these systems. As a 
result, e-learning systems still have a scalability problem at the infrastructure level. 
When heavy workloads are received in an e-learning system, multiple resources are 
deployed and assigned only for certain activities, which necessitate adding and con-
figuring new resources of the same type. This makes cost and resource management 
extremely costly. The number of users (learners, trainers, etc.), services given, con-
tents and resources made available by educational institutions, and the dimensions 
of e-learning systems are all increasing at a rapid rate. The problems that this new 
evolution brings, such as optimizing computing resources and meeting storage and 
connectivity needs, underscore the need for a platform that can scale and keep costs 
in check. Another issue is the pedagogical, technological, and financial ramifica-
tions of the available e-learning systems. Storage facilities are a stumbling block for 
hosting e-learning systems that allow for multimedia content (Gamundani et  al., 
2013). It’s critical to understand that there are costs associated with maintaining 
both hardware and software resources in an e-learning system (computers, servers, 
infrastructure, data centers, and so on). as well as software resources in an e- learning 
system. In this instance, the institution is responsible for the individual software 
packages’ site license, installation, and technical support.

3.4  Cloud Computing Challenges in E-Learning

Applying cloud computing services in the e-learning domain presented more chal-
lenges, such as:

 1. The fact that cloud computing is reliant on an internet connection is an undesir-
able reality in education. Unlike traditional classrooms, internet service provider 
problems or poor bandwidth may obstruct online learning.

 2. Because the solution is supplied “as a service,” the infrastructure is handled by 
the cloud service provider and abstracted from your in-house team. Learning 
organizations will have less control over the infrastructure and system configura-
tion because everything is hosted off-site.

 3. Higher education cloud solutions rely on a single provider’s services. Typically, 
businesses are unable to swap service providers. If a cloud customer enters a 
contract with a provider, he will almost probably be locked into a service con-
tract with that provider. Most providers, on the other hand, will allow a client 
out of a contract if the client breaks it early, but they will charge the client a 
penalty.

 4. There are inherent security vulnerabilities when all assets are housed online. 
Data security becomes a growing worry when hackers obtain access to cloud 
systems that aren’t adequately secured. This starts with a properly configured 
cloud infrastructure and training all users on cloud security best practices.
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 5. The migration may be costly, depending on how many applications or services 
you’re moving to the loud. There’s also the opportunity cost of staff training on 
the new system and security best practices.

4  Conclusion

The covid-19 pandemic led to many changes in all fields. This pandemic increased 
the usage of information technology in most lifestyles. One of the most affected 
fields by Covid-19 is education, especially the higher education level. Most of the 
universities transferred to E-learning strategies even if this transfer was partial. 
There were a lot of challenges faced the E-learning technically, cost-wise, aware-
ness of the users, lack of technical support, and the weakness of infrastructure of 
most educational organizations.

A great growth was happening in the last years in using cloud computing ser-
vices through their different services models. Some universities started to use these 
services in their educational process to support E-learning strategies. Also, cloud 
computing services reduced the needed technical support and compensate for poor 
IT infrastructure in these organizations. On the other hand, there are many impedi-
ments and challenges while cloud computing services. The most critical challenges 
while using cloud services are security and data privacy as the data is very important 
and is considered a critical asset for an organization.

IT governance is very useful to decrease the risks faced using cloud computing 
services generally and while using them in E-learning especially. The governance is 
used to ensure applying the needed controls to achieve the educational goals in 
compliance with the regulations and laws. The controls will be different from case 
to case according to the cloud computing service type and the deployment model of 
these services.

In this paper, the authors tried to illustrate the main needed knowledge for 
E-learning, cloud computing services, and governance concepts and its common 
frameworks to increase the awareness of IT staff and different types of stakeholders 
in the educational field.
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IT Governance vs Information Governance

Muhamet Gërvalla and Edmond Hajrizi

1  Introduction

The organizational environment is constantly changing and becoming increasingly 
complex. Organizations are under pressure to force themselves to respond quickly 
to changing conditions and be innovative in how they offer services and products. 
Such activities require an organization to be agile and to make frequent strategic, 
tactical, and operational decisions. Making such decisions may require significant 
amounts of relevant data, information, and insights. Those are dependent on the 
organization’s environment, workplace, and stakeholder engagement. Nowadays, 
the organization’s success is very much related to the environment they create by 
considering the application of governance frameworks to create a stable and pros-
perous organization. The need of organizations to maintain a good position in a 
competitive environment requires constant adoption of the market’s requirements. 
As a result, organizations need to manage many assets: people, customer relation-
ships, money, and plants, where information and technologies may classify as the 
asset that perplex them the most (Weill & Ross, 2004).

Many studies are focused on analyzing IT governance and information gover-
nance separately and analyzing their relationship in the context of organizational 
behavior. Previous studies declared that IT governance is part of the strategic 
approach within corporate governance, which has to do with the identification and 
prioritization of IT investments in line with business objectives (IT Governance XE 
"Governance" Institute, 2004; National Computing Centre, 2005; Weill & Ross, 
2004). On the other hand, information governance is presented as a concept that 
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supports the organization to treat information as a valuable asset for an organization 
to support the availability of data by valuation, creation, storage, usage, archiving, 
and deletion of information (Gartner; Robinson & Cole; Weill, 2004).

This chapter aims to present definitions and analyses of IT governance and infor-
mation based on secondary data and the relationship between these two concepts 
and working in the virtual environment. The objectives are:

 1. Identify and analyze definitions of IT governance and information governance 
and their relationship.

 2. The role of IT governance and information governance on remote work and vir-
tual teams with a focus on education.

The literature review supported the investigation of IT governance by identifying 
how previous studies have defined this concept, what IT governance frameworks are 
and how they support it, and the derivation of IT governance with a focus on the 
organization’s performance. On the other hand, it analyzes information governance 
and its definition, including the principles that should be applied to information 
governance. The study of IT governance, IT governance frameworks, information 
governance, information governance principles, and remote work and virtual teams 
supported this study to answer the aim and objectives of this chapter.

2  Methodology

This study is done based on a systematic review of the secondary data collected 
from academic databases and reports generated by industry leaders in the study 
field. Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) is an evidence-based minimum set of items applied  in support of improv-
ing the reporting of systematic reviews and meta-analysis in line with the aim and 
objectives of the study (Page et al., 2021). As presented in Table 1, a three-stage of 
systematic review is applied. In the first stage, there are identified electronic data-
bases and reports related to the research topic; in the second stage, the screening of 
the identified studies, journal articles, papers, and reports; and in the third stage, the 
final decision with regard to the studies and reports included in this study.

In line with this study’s aim and objectives, the secondary data was collected 
from electronics databases such as Springer, IEEE Explore, ScienceDirect, Sage, 
Emerald, and MIS Quarterly. The terms used for search in electronic databases are: 
“governance,” “IT governance,” “information governance,” “governance frame-
works,” “remote work,” “virtual environment,” “higher education,” and other terms 
related to the aim and objectives of the study. Before the screening, papers and 
reports that did not include the mentioned terms were removed. Selected papers and 
reports were classified depending on the research objectives; then, they were divided 
as eligible or ineligible for the study based on their content. This approach supports 
this topic’s investigation by enabling it to achieve the aim and objective of this 
chapter.
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Table 1 Application of PRISMA for systematic reviews of the literature

3  Background

Governance is  a well-known terminology in the academic area. There are many 
studies that present definitions of this concept from academia and industry as well. 
Earlier studies define governance as the concept that is focused on the identification, 
explication, and mitigation of possible contractual risks (Williamson, 1996). 
According to Rhodes, governance is referred to as a new process, method, or a 
changed condition of ordered rule or process by which a society is governed 
(Rhodes, 2007). Kaufmann et al. define governance as the traditions and institutions 
that describe the authority that rules a country, including (1) The process of how 
governments are selected, monitored and replaced; (2) the ability of government to 
formulate and implement policies effectively, (3) The reputation of institutions with 
regard to the respect by the citizens and state in support of government economic 
and social interaction between them (Kaufmann et al., 1999). World Bank defines 
governance as a concept that represents the rule of rulers within a given set of rules 
by which the authority is controlled by the rulers in support of making rules to 
enforce and modify the rules (World Bank, 2009). 

In line with the governance terminology, the ICSA defines corporate governance 
as “a toolkit that enables management and the board to deal more effectively with 
the challenges of running a company”. Moreover, corporate governance ensures that 
businesses have appropriate decision-making processes and controls in place so that 
the interests of all stakeholders are balanced” (ICSA The Governance XE 
"Governance" Institute, 2021). As a part of an IT governance framework, 
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governance is presented as how an organization is directed and controlled (Axelos, 
2019). Considering these definitions, governance is viewed as the approach that can 
be applied to govern at various levels of authority in order to control, manage and 
lead an authority. Governance supports the organization in the selection of the 
appropriate decision-making in order to fulfill the interests of all stakeholders of an 
organization.

3.1  IT Governance

The application of information technology by organizations plays an essential role 
in creating and delivering services and products. In a competitive environment, 
organizations should always seek to identify the potential IT investments in order to 
maintain or create a good positioning in the market. These investments should be in 
line with the corporate governance and aligned with the business strategy in order to 
increase the benefits of the investments. Governance processes with a focus on 
information technology support the businesses in achieving the business values by 
taking into consideration the information technology investments with a focus on 
providing roadmaps and mechanisms that enable different levels of management to 
integrate business and technology planning, implementation, and monitoring (Weill 
& Broadbent, 1998). IT governance is an integral part of enterprise governance in 
defining leadership, organizational structures, and processes to achieve the planned 
objectives and to increase the sustainability of enterprises, with the focus on improv-
ing the management and control of information technology (Gërvalla et al., 2018; 
IT Governance XE "Governance" Institute, 2004; National Computing Centre, 2005).

According to Moeller, IT governance aims to support the organization in control-
ling and managing IT-related projects, starting from the prioritization and justifica-
tion of IT investments, controlling, budgeting, and authorization levels (Moeller, 
2013). Furthermore, Moeller emphasizes that IT Governance is a process of align-
ing IT investments with the organization’s processes, governmental legislation, and 
standards focusing on IT services. Weill and Ross define IT governance as:

… specifying the decision rights and accountability framework to encourage desirable 
behavior in the use of IT. (Weill & Ross, 2004)

According to Weill, top-performing enterprises are proactively focused on increas-
ing their enterprise values from IT in five ways: (1) How IT can support the achieve-
ment of the identified business strategies; (2) Support the measurement and 
management of the amount spent and value received from the IT; (3) Design of 
organizational practices to match the IT and business strategies; (4) Identify the 
responsible bodies for organizational changes with regard to the benefits of the IT 
capabilities; (5) The know-how generated by the implementation experience is in 
support of the adoption of the sharing and reusing of IT assets (Weill, 2004).

Weill in his paper emphasizes that IT Governance matters because it has the 
power to influence the benefits that can be achieved from IT investments by 
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supporting the practical approach starting with business process redesign and well-
designed governance mechanisms in matching IT investments with the business 
objectives (Weill, 2004) This approach presents that IT governance has a direct 
impact on the benefits that an organization achieves through the IT investments, at 
the same time this approach increases the return rate of IT investments for the 
organizations.

National Computing Centre emphasizes that IT governance supports the organi-
zation in the effective management of IT resources by applying different frame-
works (National Computing Centre, 2005). These frameworks can address different 
domains of IT governance, such as:

• Value delivery;
• Strategic alignment;
• Performance management;
• Resource management;
• Risk management (IT Governance XE "Governance" Institute, 2004).

IT governance takes place at the top of the organization hierarchy, focusing on the 
value delivery for the organization stakeholders by determining the directions for 
the management to fulfill the tactical and operational objectives for the IT Service 
Management. IT Service Management is a set of processes and functions in support 
of the organization to align IT with the organization’s goals to deliver services to the 
end-users with the right amount of utility (fitness for purpose) and warranty (fitness 
for use) (IT Governance Institute). IT Service Management focus is mainly con-
cerned with the operational excellence of IT-related services, whereas IT Governance 
focuses on enabling, controlling, and assisting the decision-making at the strate-
gic level.

As presented in Fig. 1, different frameworks support the organization on differ-
ent levels of IT functions, starting from IT Governance to IT operations (Calder, 
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Fig. 1 IT Governance and frameworks related to the IT functions. (Source: Adapted from Cater- 
Steel et al., 2006; Ratcliffe, 2004)
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2008; Cater-Steel et al., 2006; Ratcliffe, 2004). In this chapter, the focus will be on 
the IT Infrastructure Library (ITIL), Control objectives for information and related 
Technologies (CobiT), and Capability Maturity Model Integration (CMMI). Also, 
there are other relevant frameworks in support of IT functions, such as Project 
Management Body of Knowledge (PMBOK), IT security techniques (ISO 17799), 
Quality Management System (ISO 9001), and other frameworks in line with the 
different IT Governance pillars. These frameworks offer the best practice approach 
for the management of IT services where each of them has its specific strength com-
pared to the pillars of IT Governance. According to Parvizi et al., CobiT and ITIL 
can link the bridge between the operational and head managers of the organization 
(Parvizi et al., 2013).

3.1.1  IT Infrastructure Library (ITIL)

IT Infrastructure Library (ITIL) is a framework that describes the best practices 
in IT Service Management. ITIL was published in the 1980s by the Central 
Computer Telecommunications Agency (now Office of Government Commerce). 
The first version of ITIL has 31 associated books covering all aspects of IT ser-
vices. In the year 2000, the second version of ITIL was published as a set of 
revised books that became universally accepted for effective IT service provision, 
ITIL V2 was enhanced and consolidated to the third version of ITIL, which cov-
ers the IT service lifecycle. ITIL V3 introduces a framework for the IT service 
management life cycle and gives the best practices to support the organization in 
successfully implementing and managing services (ItSMF, 2011). These best 
practices are presented in a set of five books that describes the processes and 
provide a systematic approach in the area of IT governance with a focus on IT 
service management that should be followed and implemented by an organiza-
tion. ITIL V3 framework contains five phases: Service Strategy, Service Design, 
Service Transition, Service Operation, Continual Service Improvement (ItSMF, 
2011; Table 2):

The latest version of ITIL was published in 2019, named ITIL 4. Key compo-
nents are the ITIL Service Value System (SVS) and the four dimensions model. 
ITIL 4 focuses on the establishment of IT service management practices to support 
the organizations on customer experience, value streams, and the digital transforma-
tion of the organizations to apply new ways of working (Axelos, 2019). According 
to Axelos, the core components of ITIL SVS are the ITIL service value chain, ITIL 
practices, ITIL guiding principles,  governance, and continual improvement. 
Considering the core components that ITIL 4 offers; it is outlined in the four-dimen-
sional service management model: (1) organizations and people;  (2) information 
and technology; (3)  partners and suppliers; (4)  value streams and processes 
(Axelos, 2019).
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Table 2 ITIL V3 phases and processes

Phases Processes

Service strategy Strategy management for IT services.
Service portfolio management.
Financial management.
Demand management.
Business relationship management.

Service design Design coordination.
Service catalog management.
Service level management.
Supplier management.
Capacity management.
Availability management.
IT Service continuity management.
Information security management

Service transition Transition planning and support.
Change management.
Service asset and configuration management.
Release and deployment management.
Service validation and testing.
Change evaluation.
Knowledge––Management.

Service operation Incident management
Problem management
Access management
Event management
Request fulfillment

Continual service 
improvement

Seven Step Improvement process – Responsible for identifying and 
evaluating institution needs and implementing improvements to IT 
services to support institutional goals

3.1.2  Control Objectives for Information and Related 
Technologies (CobiT)

Information is a crucial asset for all organizations; at the same time, technology 
plays a strategic role (ISACA, 2012). This leads to the need to apply frameworks 
that support the organizations in risk management of technology used for informa-
tion management. In this context, CobiT supports the organizations as a controlling 
method that focuses on risk management. CobiT is a framework that aims to 
empower the organizations in five directions: to meet stakeholders’ needs; cover 
enterprise end-to-end; apply a single integrated framework; enable a holistic 
approach; and separate governance from management (ISACA, 2012). Furthermore, 
it supports the organizations in value creation, user satisfaction, compliance with 
different standards, and better alignment of business needs and IT objectives 
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(ISACA, 2012). According to ISACA, below is presented a description of its five 
principles:

• Meeting Stakeholders Needs – CobiT 5 helps transform stakeholder’s needs into 
specific objectives on all the levels of the organization to fulfill the stakeholder’s 
overall goals and requirements in support of IT and Business Alignment;

• Enterprise End to End Coverage – support the integration of governance of the 
organization with the IT governance, while it sees IT not only as an IT function 
but as an organization asset. This principle is supported by identifying the gover-
nance enablers and governance scope, which are followed by the description of 
the roles, activities, and relationships between them;

• Applying a Single Integrated Framework – enables the organization to integrate 
different frameworks and standards. CobiT is used as a framework integrator as 
called CobiT 5 Knowledge Base by mapping the current situation and giving 
content filtering based on CobiT 5 family to provide up-to-date guidance and 
good practices for management and governance of IT resources;

• Enabling a Holistic Approach  – here are applied seven categories that are 
described as the factor that leads to the achievement of organization objectives. 
Starting by identifying policies and frameworks, processes, organizational struc-
ture, culture, information, service and infrastructure, people skills and 
competencies;

• Separating governance from the management – this principle aims to make a 
clear distinction between management and governance. Management is 
 responsible for achieving governance objectives by planning, building, running, 
and monitoring organization activities, while governance is responsible for eval-
uating, directing, and monitoring performance to make sure that stakeholders’ 
needs are being met (ISACA, 2012).

The application of CobiT 5 helps identify, manage, and eliminate risks that could 
potentially impact enterprise systems implementations (Parvizi et  al., 2013; Tsai 
et al., 2016). In addition, the application of COBIT supports organizations on differ-
ent levels, such as: aligning IT with the business strategy, resource allocation, and 
risk management.

3.1.3  Capability Maturity Model Integration (CMMI)

The Capability Maturity Model (CMM) is designed for the support of software 
organizations to analyze the software development process to improve the organiza-
tions’ business processes and support the evaluation of processes from ad hoc to 
mature processes (SEI, 2010).

Initially, it was applied as a tool to evaluate software development for govern-
ment contractors (Greiner, 2007). It provides a guide to achieving the maturity of 
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processes by providing the best practices in the process of development and main-
tenance of software (Paulk et al., 2011). Paul et al., in their paper, declare that CMM 
can be used by four levels of an organization: (1) Assessment teams; (2) Evaluation 
teams; (3) Upper management; (4) Technical staff and process improvement groups 
will help the organization identify strengths and weaknesses, identify risks in the 
contractor selection process and monitoring them, identify activities to start a soft-
ware process improvement, and define the improving processes in their organiza-
tion. The result of CMM is categorized into five levels to evaluate the maturity of 
the processes where each of the levels is measured based on five Key Process Areas 
(KPA) such as (1) goals, (2) commitment, (3) ability, (4) measurement, and (5) veri-
fication (Greiner, 2007; Paulk et al., 2011).

According to Paulk et al., organizations categorized on the first level apply ad 
hoc or chaotic processes, so they need to establish the basic business processes; in 
cases where maturity level is 2–5, they must focus on achieving a higher level of 
maturity by creating standard processes and procedures, on the same time continu-
ally improving their business processes based on best practices (Paulk et al., 2011). 
Based on the Greiner and Paulk et al., below are presented the five levels of CMM 
(Greiner, 2007; Paulk et al., 2011):

• Initial – the organization started to apply new processes for software develop-
ment, but they lacked in providing a stable environment. The processes in this 
level are classified as ad hoc or chaotic;

• Repeatable – application of new processes is established, and the organization 
has control over the processes. It has managed to create a basic process manage-
ment environment. The process is repeated based on previous similar projects;

• Defined – the organization created standardized processes for developing and 
maintaining products and services in the level of managers and technical staff. 
The standardization of business processes supports them in better visibility of the 
ongoing projects;

• Managed  – the organization managed to set in place quantitative methods to 
measure the performance of business processes and for project management; 
These assessments allow them to create criteria for managing processes;

• Optimized – the organization is focused on improving and optimizing the busi-
ness process performance by applying new innovative processes and the latest 
technological trends.

The upgraded version of CMM is Capability Maturity Model Integration (CMMI), 
developed by the same institution (SEI, 2010). The new version supports organiza-
tions in product and service development with the best practices to enable the orga-
nizations to achieve their business goals by integrating business processes into a 
single framework, to have a better view of the whole organization’s levels, and 
improve its business performance (Greiner, 2007; SEI, 2010; Wendler, 2012).

IT Governance vs Information Governance



318

Based on the previous studies, IT governance is seen as one of the critical com-
ponents at a strategic level of the organizations related to information technology 
investments with the business processes to increase the organization’s sustainability 
in support of achieving the organization’s objectives. It can be used to support the 
prioritization of IT investments in line with organizational strategy. IT governance 
by the application of different frameworks supports service management, applica-
tion development, IT strategy, project management, and quality management to 
increase the effectiveness and efficiency of IT operations.

3.2  Information Governance

Previous studies show that information governance is a phenomenon that is studied 
quite well by researchers, and there are different definitions of it. Weill and Ross, in 
their book, declare that information and IT assets are classified as crucial assets for 
an organization (Weill & Ross, 2004). They declare that the importance is the digi-
talized data, information, and generated knowledge for the customers, processes 
performance, finance, and information systems (Weill & Ross, 2004). According to 
Robinson and Cole, information governance is a holistic approach that supports 
treating information as a valuable asset by implementing processes, roles, controls, 
and metrics to make available information assets to those who need it (Robinson & 
Cole). While Gartner defines information governance as:

…the specification of decision rights and an accountability framework to ensure appropri-
ate behavior in the valuation, creation, storage, use, archiving and deletion of information. 
(Gartner)

According to Guetat and Dakhli, information governance is dependent on corporate 
governance and IT governance, where the main aim is a contribution to the creation 
of competitive advantages for the organization by the creation of a holistic approach 
to the management of organizational information and information assets (Guetat & 
Dakhli, 2015). Furthermore, they declare that information governance includes: (a) 
understanding the value of information assets, (b) definition, approval, and com-
munication of strategies, standards, policies, and procedures related to information 
governance, (c) monitoring and conformance enforcement to the standards, poli-
cies, and procedures related to information governance, (d) management and reso-
lution of information-related problems, and (e) managing information risks (Guetat 
& Dakhli, 2015).

Lajara and Maçada proposed a framework for Information Governance, which 
contains three dimensions: (1) Information Value (information sharing, user satis-
faction with the information), (2) Information quality (completeness, accuracy, 
timelessness, accessibility), (3) Information Compliance (information security, 
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privacy) (Lajara & Maçada, 2013). This framework offers a wide perspective for 
information governance, covering the main key aspects of information such as 
application/value generation, quality, and data privacy concerns. ARMA 
International presents key principles concerning recordkeeping focused on records 
management, records and information management and information programs 
(ARMA International, 2017). These principles are: (1) Accountability, (2) 
Transparency, (3) Integrity, (4) Protection, (5) Compliance, (6) Availability, (7) 
Retention, (8) Disposition.

Furthermore, information governance ensures that the information must meet 
legal, ethical, political, and economic requirements. Smallwood states that informa-
tion governance is a subset of corporate governance and must ensure “how an orga-
nization maintains security, complies with regulations, and meets ethical standards 
when managing information” (Smallwood, 2020). Smallwood, in his book, presents 
11 principles that can be used as general guidelines as presented below (Table 3):

Table 3 Information Governance principles

Principles Description

Value 
information as an 
asset

Information that is collected and analyzed is a value. The proper application 
of analytic tools could help an organization maximize the value of 
information, decrease poor decisions, improve customer satisfaction and 
operational efficiency, reduce legal costs, improve compliance capabilities, 
and other benefits. Furthermore, clear policies with regard to the use of 
information should be established to increase its value.

Stakeholder 
consultation

Considering that information governance is derivate from a cross-functional 
between business units, there is a need to have close consultation with them 
with regard to the policy development process with a focus on privacy and 
legal issues to ensure customer (and employee) privacy is protected.

Information 
integrity

Trust is a key component in a business-to-customer relationship. The 
organization should be focused on ensuring that the customer-generated data 
are accurate, and they must be kept secure to maintain trust and the quality of 
information. Proper selection of methods to create, retain, preserve, distribute 
and track information enables information integrity.

Information 
organization and 
classification.

Standardization of the ways how the information is organized by categorizing 
and linking the information by application of the semantic approach in 
support of end-users in conducting more complete and accurate searches and 
information.

Information 
security and 
privacy

Organizations should be focused on information security to make sure that 
information privacy can be assured. There is a need for organizing regular 
security awareness training to eliminate the risk that employees can be a 
target of potential cybersecurity threats that have an impact on information 
security. Furthermore, security information technologies such as access 
control methods, data encryption, deployment of information rights 
management (IRM) software, application of remote digital shredding 
capabilities, and legal requirements can ensure information privacy.

(continued)
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Table 3 (continued)

Principles Description

Information 
accessibility

In line with the security concerns, the organization should enable access to 
information as simply as possible by applying the right search principles, 
technologies and tools.

Information 
control

Application of control technologies to control the access, creation, updating, 
and printing of materials by implementing technologies such as enterprise 
content management (ECM), enterprise file sync and share (EFSS), 
document management, report management, etc. Security software focusing 
on data or document encryption should be deployed to protect and control 
the information.

Information 
governance 
monitoring and 
auditing

With the information, governance policies should be developed the key 
performance indicators that support measuring the program progress with 
regard to the information. The access and use of information should be 
monitored to make sure that customer privacy and cybersecurity issues are 
properly managed.

Executive 
sponsorship

Due to the different source of information generation, and cross-functional 
collaboration, it is very important to identify an accountable, responsible 
executive sponsor that establishes the budget, assemble the steering 
committee, drive the effort and monitor progress based on metrics and 
milestones.

Change 
management

Information should be considered an asset. Therefore, there is a need to 
apply the right approach to managing information, specifically by managing 
change to select the right way for users to interact with the systems with 
regard to information processing to increase productivity.

Continuous 
improvement

Information governance is an ongoing project that requires constant or 
periodical involvement in reviewing the information governance in line with 
the business environment, technology usage, or business strategy.

Adopted from Smallwood (2020)

Applying these principles as guidelines supports the organization in ensuring 
successful information governance.

Another study, focused on the information architecture model, presents three 
layers of information architecture: (1) Access and usage layer (gathering, process-
ing, delivery, and use), (2) Content layer (modeling, functional content, design 
structure, meta-data, organization repository), (3) Infrastructure layer (storage, 
manipulation) (Guetat & Dakhli, 2015). The presented architecture contributes to 
information governance, focusing on offering a solution in levels to govern the 
access, definition, management, security, and information integrity within an orga-
nization. Hagman declares that information governance is focused on how the infor-
mation is created, used and disposed to add value to an organization (Hagmann, 
2013). According to Tallon et al., information governance can support the organiza-
tion to unlock the value by using data generated within an organization, which helps 

M. Gërvalla and E. Hajrizi



321

them boost its performance (Tallon et al., 2013). Another article presented by Joyce, 
focuses on the privacy of information, emphasizing that there should be followed 
seven principles as a foundation of information governance and privacy program for 
any organization (Joyce, 2021). These principles include (1) Know your informa-
tion; (2) Know where you have it; (3) Know how it’s being used; (4) Know how it 
is protected; (5) Know how to respond to external events, (6) Keep it only as long as 
you need; (7) Dispose of everything else.

3.3  Remote Work and Virtual Teams

Globalization is presented as the concept that reduces and removes physical, 
technological, political and social barriers between countries in support of creat-
ing an integrated global market (Chmielecki, 2021). Furthermore, the author pre-
sented the benefits of going global, such as access to talented people around the 
globe (new opportunities for virtual teams); diverse perspectives (new insights, 
thoughts and perspectives often lead to innovative and unconventional solutions); 
and local advantages (local team members can contribute in their international 
market) (Chmielecki, 2021). The creation of an integrated global market called 
globalization requires the elimination of many barriers, one of the communica-
tions of teams between different countries. These barriers can be eliminated by 
creating and managing virtual teams and remote working locally or globally. 
According to Chmielecki, the benefits of being virtual are presented in the table 
below (Table 4).

Technology can support the elimination of distances between an individual 
from different cultures and societies, which enables more accessible communica-
tion within seconds in the virtual environment (Dumitraşcu-Băldău & Dumitraşcu, 

Table 4 Main benefits of virtual teams and remote working (Chmielecki, 2021)

Reduced costs With the application of smart work and global virtual teams, international 
travel, dining and accommodation fees are minimized or non-existent 
while maintaining the benefits of having team members from different 
locations and with different perspectives.

Quicker and smarter 
responses

Communicating via email or other text-based technologies gives team 
members enough time to respond in a more thoughtful way.

Greater 
responsiveness and 
flexibility

Globally linked technology solutions give rapid access to the required 
information.
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2019). One of the key factors in communication in a team is to keep the informa-
tion flow transparent, which supports building a bond of trust among the team 
members (Turaga, 2013). Furthermore, information sharing plays an important 
role in motivating people and has a positive impact on team performance 
(Greenberg et al., 2007).

3.3.1  Digital Transformation in Higher Education

Digital education in higher education institutions involves the application of techno-
logical solutions for the purpose of teaching and learning in the classroom or online 
environment with the aim to apply the best approach for the collaboration between 
teaching staff and students or vice versa. In line with technological development, 
the number of students accessing the internet through mobile devices increased, 
impacting the rising interest of universities in accepting new communication tech-
nologies in the teaching context (Santos et al., 2019). Bilyalova et al. state that digi-
tal technology offers the creation of new opportunities for continuing education. 
Their study results show that applying electronic educational resources to student 
test groups resulted in better achievement than the traditional way (Bilyalova et al., 
2020). Furthermore, they state that digital technology in the modern world should 
not be considered only a tool. According to Alenezi, higher education institutions 
need to transform digitally if they want to be in line with the requirements of the 
industry scenarios and trends in support of different dimensions of these institutions 
such as: teaching, learning and curriculum, infrastructure, and administrative and 
management (Alenezi, 2021).

Even previous studies stated that universities, before taking any action regarding 
IT investments, should primarily analyze their actual situation of IT governance 
(Jairak & Praneetpolgrang, 2013). Considering the COVID-19 pandemic, educa-
tional institutions were forced to find new ways of delivering educational services. 
In this case, they were not able to perform the necessary analysis with regard to the 
IT investments according to the IT governance domains. Alenezi, in his study, pres-
ents that COVID-19 has pushed higher education institutions to digital transforma-
tion by implementing and applying digital tools and technologies to sustain the 
education delivery for teaching and transform their operations digitally (Alenezi, 
2021). Even though the pandemic forced the organization to respond fast in a new 
virtual environment, a study presented by Bogdandy et al. shows that digital educa-
tion can be considered successfully, students enjoyed the digital education and half 
of them are willing to continue with the application of digital education in the future 
(Bogdandy et al., 2020).
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4  Findings and Discussions

4.1  IT Governance and Information Governance Relationship

The study shows that IT governance supports the organizations in identifying IT 
investments, focusing on integrating business processes with technology planning, 
implementation, and monitoring (Weill, 2004). It enables the definition of leader-
ship, organization structure and processes, focusing on management and control of 
information technology projects, starting with the prioritization and justification of 
IT projects (IT Governance XE "Governance" Institute, 2004; Moeller, 2013; 
National Computing Centre, 2005). IT governance takes place at the top of the orga-
nization’s hierarchy to generate value for the stakeholders. IT governance is focused 
on ensuring risk and compliance with IT architecture, systems, and infrastructure 
(Hagmann, 2013).

On the other hand, information governance is focused on how the information is 
created, used, and disposed of to add value to an organization (Hagmann, 2013). 
Information governance processes support the organization by valuation, creation, 
storage, use, archiving, and deletion of information (Gartner). It is dependent on 
corporate governance and IT governance (Guetat & Dakhli, 2015), or as a subset of 
corporate governance (Smallwood, 2020). It is classified as a critical asset for an 
organization (Robinson & Cole; Weill, 2004) that includes digitalized data, infor-
mation, and generated knowledge (Weill & Ross, 2004).

Considering that IT governance is the part of corporate governance that supports 
an organization for IT investments, this leads to the role of IT governance in the 
organization’s environment that contributes to the organizational performance. The 
study shows that information governance is influenced by IT governance and corpo-
rate governance. In addition, the establishment of IT governance mechanisms and 
information governance impacts the benefits for the entire organization environment.

4.1.1  IT Governance and Information Governance Characteristics

Studies differentiate these two concepts by categorizing their specific characteris-
tics. Considering that information governance has a relationship with IT governance 
and different researchers categorize it as a subset of IT governance, below is pre-
sented a table with their characteristics Table 5.

The study results show that IT governance is focused on the strategic level while 
information governance is more on the operational level with regard to the data and 
information processing within an organization.

The study shows that different frameworks such as CobiT, ITIL and CMMI are 
closely related to IT governance and Information governance. These frameworks 
support the organizations starting from the strategic level by prioritization and 
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Table 5 IT governance and information governance characteristics

IT governance Information governance

IT is an integral part of corporate 
governance

Is a subset of IT governance

Support organization strategy Support in understanding the information (where it 
comes, how to use, how to protect, how to keep, 
when to dispose)

Enable aligning IT investments with 
business objectives

Support information classification

Prioritization of IT investments in 
support of value generation

Identification of information indicators (governance 
level, monitoring, auditing)

Support the identification of responsible 
bodies for IT capabilities

Determining information architecture (access and 
control layers)

Influences the benefits to achieve from IT 
investments

Support to ensure the information quality 
(completeness, integrity, accuracy, timelessnes, 
availability, retention, disposal)

Support measurement and 
management of investments in line with 
the value generated by IT

Support information security and privacy (legal and 
ethical issues, meeting ethical standards)

Resource allocation and risk management 
for IT investments
Different frameworks in support of 
covering IT governance domains

justification of IT investment and controlling, business process management, and 
risk management to the IT operations levels focused on information management. 
Considering that in a virtual environment, a lot of data are exchanged between 
different stakeholders, it is crucial the application of these frameworks for the man-
agement of IT infrastructure and services with the proper definition of roles, poli-
cies and standards focused on information management.

4.2  Role of IT Governance and Information Governance 
on Remote Work and Virtual Teams with a Focus 
on Education

Considering the current transition phase as a result of the COVID-19 pandemic 
situation, the organizations were forced to respond quickly to adapt to it. The 
adoption required the organizations to find and apply solutions as a response to 
the situation. In this context, the pandemic has forced higher education institu-
tions to focus on offering digital services for teaching and learning as a response 
to COVID-19. Digitalization of these institutions supported them in applying a 
new approach with regard to the creation of new collaboration and communica-
tion between teaching staff and students for teaching and learning, as well as the 
operation level of institutions to perform administrative activities. The collabora-
tion and communication on new online platforms and programs in a virtual 
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environment require the adoption of the best approach in order to maintain or 
increase the social connection, interaction and engagement between different 
stakeholders such as teachers, students, administrative officers and management. 
In addition, remote work and virtual teams were identified as a solution. A suc-
cessful application of remote work and virtual teams requires the involvement of 
an IT governance mechanisms within the organization to identify and prioritize IT 
investments in line with the requirements of remote work and virtual teams. 
Applying these concepts supports the elimination and reduction of physical, tech-
nological, political and social barriers between countries (Chmielecki, 2021). 
This was a solution to the pandemic situation to enable the organization to offer 
their services or products by enabling the application of a virtual working envi-
ronment by remote work and virtual teams to support quicker and smarter response 
to the organization’s needs with greater responsiveness and flexibility specifically 
in higher education institution on enabling them to fulfill their vision and mission. 
At the same time, it enabled communication within the organization for informa-
tion sharing in a virtual environment (Dumitraşcu-Băldău & Dumitraşcu, 2019). 
According to Turaga, information sharing is key to motivating people (Turaga, 
2013). Considering that there was a need to apply different communication chan-
nels in the virtual environment, there was a necessity for the application of infor-
mation governance. Information governance was a solution to ensure that the 
information is managed in the right way considering the information governance 
characteristics presented in Table 5.

5  Future Research Directions

This chapter presents results that are focused on the relationship between IT gover-
nance, information governance, and working in a virtual environment. Considering 
that the investigation is done based on secondary data, it would be great to under-
take a study with primary data to validate the relationship between these two con-
cepts and work in a virtual environment by considering the characteristics presented 
in this study.

6  Conclusion

The study aims to investigate the information technology impact on organiza-
tions by focusing on exploring IT governance and information governance as two 
concepts that impact working in a virtual environment with a focus on higher 
education institutions. The study shows that other researchers have widely stud-
ied these concepts for a long time. IT governance as a strategic approach focuses 
on enabling, controlling, and assisting the decision-making about the IT projects 
by the five domains of IT governance with different frameworks. On the other 
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hand, information governance supports organizations in understanding, classify-
ing, measuring, and ensuring information quality, security, and privacy. Study 
shows that even though organizations should primarily analyze their IT gover-
nance with a focus on prioritization and justification of IT investments, a pan-
demic situation such as COVID-19 can contribute to force the organizations to 
move forward with the implementation and application of technological solu-
tions in order to be able to deliver their services, e.g., in higher education 
institutions.

It is investigated the role of IT governance and information governance in a 
virtual organization environment by applying information technology and infor-
mation management between virtual teams and remote working. Considering the 
results, IT governance is part of corporate governance, while information gover-
nance is a subset of information governance. By applying their specific character-
istics, these two concepts support the organizations in the  creation of working 
virtual environment for virtual teams and remote work. Furthermore, the applica-
tion of IT governance frameworks and information governance enable the organi-
zations in effective and efficient service and product management in a virtual 
environment with the proper IT investment in line with the organization’s objec-
tives and supports the definition of roles, policies, and standards focused on infor-
mation management.
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Does Poor Governance Compromise Value 
Delivery of ICT Deployments

Mehdi Asgarkhani

1  Introduction

Investment in Information and Communication Technology (ICT) in most organisa-
tions (regardless of the industry) forms the most significant capital expenditure 
component. Moreover, organisations commit considerable funds to the operational 
expenses of ICT solutions. ICT is seen as a business-enabling tool to facilitate the 
transformation of how business is conducted and organisations operate. Recent 
technology advancements in hardware, networks, and applications/software (for 
instance, state of the art electronics, fast and sophisticated mobile 5G networks, and 
advanced intelligent software solutions such as artificial intelligence) have pushed 
the use of tech solutions beyond merely improved business functions. The new and 
emerging technologies aim at providing a superior user/client experience beyond 
business functionality. Highly automated processes allow the users of services to be 
empowered and achieve most of what needs to be done without being onsite or 
requiring assistance from organisations’ staff.

In addition to challenges introduced by rapid advancements and developments in 
information and communication technologies, recent challenges caused globally 
due to the global COVID19 pandemic highlighted the value of some automated and/
or virtual solutions supported by advanced tech solutions.

At the same time, introducing tech solutions that are based on rapid technologi-
cal advancements can be associated with risks. Technology deployment requires 
high-level governance drivers and competency in managing tactical and operational 
matters. Unfortunately, despite significant technology advancements offering 
extraordinary opportunities alongside more awareness of technology management 
principles, over the last decade, there have been increasing cases where the 
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deployment of ICT solutions failed to deliver value. In addition, the experiences of 
some organisations in adopting technologies during the pandemic highlighted gas in 
preparedness for technology deployment.

The investment (both capital and operational) in ICT continues to grow. But, at 
the same time, the COVID-19 pandemic since 2020 has to some extent, accelerated 
technology adoption in less tech-savvy and less willing and prepared 
organisations.

ICT executives, planners, and strategists are expected to develop and put into 
practice effective decision-making models that improve processes for the deploy-
ment and use of technology in organisations. As a result, there is an expectation that 
every effort is being made to optimise the investment in IT deployment. Moreover, 
in addition to optimising IT deployment investment, it is also critical to avoid the 
many drawbacks and risks associated with the rapid introduction of technologi-
cal change.

A review of the history of the development and rollout of IT solutions (including 
recent tech deployment initiatives) reveals several IT projects involving consider-
able investment in technology did not deliver outcomes. In addition, there have been 
several high profile cases of colossal IT deployment failures in New Zealand and 
Australia throughout the last decade. Therefore, rapid deployment of ICT due to the 
pandemic alongside cases of failed tech deployments in recent times demonstrated 
a need to revisit ICT or IT governance practices.

The principal aim of this chapter is to determine the effectiveness of Information 
Technology Governance (ITG) approaches and practices. More specifically, whether 
or not the failure of IT deployments can be related to poor governance practices and 
decisions.

The chapter primarily targets an audience with an interest in technology deploy-
ment across various sectors of the industry. However, some broad knowledge of 
Information technology and related tech solutions can facilitate a better understand-
ing of some of the discussions presented in this chapter.

2  Background

Today, Information Technology (IT) solutions play a significant role in enabling 
businesses. Organisations commit considerable funds to both capital and opera-
tional expenses to deploy and operate IT solutions (Lovelock et al., 2016; McLellan, 
2014). Deploying technology is often associated with significant organisational 
change. The change can be associated with significant risks (Davis et  al., 1997; 
EDUCASE centre for applied research, 2008; Gauld & Goldfinch, 2006; Laudon & 
Laudon, 2014).

There have been significant technological advancements and increased aware-
ness of technology management. Regardless, some IT deployment cases fail to 
deliver expected organisational outcomes (Gauld & Goldfinch, 2006; Gole & 
Shinsky, 2013). For instance, some of the recent case studies of challenged IT 
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deployment initiatives (where the deployment of technology failed to deliver the 
expected outcomes) include the Queensland Health project (Chesterman, 2013), the 
WINZ NZ kiosk security failure (Deloitte, 2012) and the NOVOPAY project (NZ 
Government, 2013).

Increased investment in IT has meant that there is an expectation by organisa-
tions that they not only maximise the benefits of adopting IT but also avoid the 
drawbacks and risks that are often associated with the rapid introduction of techno-
logical change (Laudon & Laudon, 2014; Myers, 2012). As a result, IT managers, 
planners, and strategists have continuously developed and put into practice decision- 
making models that improve decision-making processes.

Previous studies have shown that IT is expected to add value to the organisation 
through improved productivity, increased efficiency, profitability, better communi-
cation, more effective decision-making, and customer satisfaction (Larcker & 
Tayan, 2008). Moreover, studies show that to maximise benefits and value gained 
from investment in IT, it is universally acknowledged that IT must be fully aligned 
with overall business strategies and direction (Asgarkhani, 2013; Van Grembergen, 
2004). Therefore, considerable organisational resources are consumed to manage 
how IT is acquired and diffused in organisations (Weill & Ross, 2004; Wu 
et al., 2015).

The term ‘governance‘relates to the establishment of policies, and continuous 
monitoring of their proper implementation, by the members of the governing body 
of an organisation. It includes the mechanisms required to balance the powers of the 
members (with the associated accountability) and their primary duty of enhancing 
the prosperity and viability of the organisation. Governance determines who has 
power, makes decisions, how other organisation members (business) make their 
voices heard and how accountability is justified and established.

Information Technology Governance (ITG) is the responsibility of the board of 
directors and executives. ITG consists of leadership, organisational structures, and 
processes that ensure IT sustains and extends its strategies and objectives (ITGI, 
2007). ITG frameworks and standards were introduced to organisations in the 1990s 
(Brown & Magill, 1994; Cater-Steel et  al., 2006; De Haes & Van Grembergen, 
2006; Van Grembergen & De Haes, 2009).

Recent rapid advancements in IT platforms, such as networking technologies 
and cloud computing solutions, have introduced increased complexity in IT plan-
ning and decision-making processes (Asgarkhani, 2012; Venkata et al., 2012; Wen 
& Hsu, 2012). The literature on ITG provides advice and recommendations on mod-
els and frameworks for ITG implementation (De Haes & Van Grembergen, 2010; 
Van Grembergen & De Haes, 2009; Weill & Ross, 2004; Weill & Vitale, 2002; 
Williams, 2012).

The literature outlined in this section suggests that previous studies on ITG tend 
to assume that recommended models and practices lead to effective governance. 
However, we could find no empirical evidence to support this assumption. More 
specifically, despite the number of prescriptive models and ‘best practice 
frameworks‘available and increased uptake of ITG in organisations, achieving key 
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ITG outcomes is consistently ranked as one of the top concerns of management 
(Gartner, 2016).

The research problem that motivated this study can determine why, despite 
numerous recommended ‘best practice frameworks and models of effective ITG, 
many IT deployment projects fail to deliver value.

The review of previous ITG research indicates two prominent theories are applied 
to provide a theoretical foundation: Agency Theory and Stewardship Theory. Most 
ITG practices and approaches are grounded in Agency Theory (Bonazzi & Islam, 
2007; Jensen & Meckling, 1976; Jensen & Meckling, 1994; Licker, 2007; McColgan, 
2001). Agency Theory suggests that the interests of owners and managers are inher-
ently conflicting.

Consequently, the theory motivates monitoring and control mechanisms by own-
ers to protect interests. The second theory, Stewardship Theory, debates that assump-
tions made under Agency Theory do not always hold. In conjunction with ideas on 
best practices in ITG from Weill and Ross (2004), Stewardship Theory offers a 
variety of effective governance models. However, the theoretical foundations of 
Agency Theory, with a strong focus on control, predominantly underpin the current 
ITG practices.

Both models of governance discussed above are based on strict controls and lack 
agility (reference). At the same time, the rapid advancements in technology require 
a more agile approach to the governance of technology deployment. The timelines 
(often years) risk that the planned technologies at the start can become obsolete and 
may not deliver planned outcomes. The recent worldwide pandemic due to 
COVID19 also highlighted the need for revised tech deployment governance.

To explore the role of effective governance in technology deployment, this study 
concentrates on three broad questions:

 1. What influences or constitutes the effectiveness of ITG practices?
 2. How do poor ITG practices contribute to the failure of IT deployment 

initiatives?
 3. Do poor ITG practices align with the absence of the effectiveness factors 

(question 1).

The approach to seeking an answer to the first question was conducting a systematic 
literature review while case study analysis (failed It deployment projects) deter-
mined the answer to question two. The case study analysis results were mapped to 
the outcome of the systematic literature review to answer question three.

Therefore, this chapter presents the results of a systematic literature review to 
determine influencers (or indicators) of ITG effectiveness. The proposed model of 
ITG effectiveness is followed by the results of multiple case study analysis of six IT 
deployment initiatives. Finally, based on the outcomes of the research, the chapter 
examines the connection between poor ITG and failed IT deployment projects to 
broaden the preliminary results reported in 2017 (Asgarkhani et al., 2017).

The next section of the chapter outlines the approach (methodology) for the 
study. Next, the systematic literature review discusses the outcomes of the review of 
existing research from various practitioners with views on the effectiveness of 
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ITG – including both the views of systems-focused practitioners alongside business- 
alignment focused strategists. Following the literature review discussions, the case 
study analysis results are discussed. Finally, the chapter brings together the outcome 
of the literature review and the analysis of case studies to establish a connection 
between failed IT initiatives and poor ITG practices. Finally, the chapter conclusion 
summarises and discusses the contribution, limitations and future planned research.

3  Phases of the Study – The Methodology

Two approaches were adopted to explore answers to the three questions that formu-
lated this study. Therefore, the research methodology constituted a systematic lit-
erature review followed by a case study analysis. Both approaches were based on 
qualitative or thematic analysis of identified resources.

3.1  Systematic Literature Review

A Systematic Literature Review was conducted to establish a theoretical model of 
parameters likely to influence effective ITG. (Ardito, Messeni Petruzelli & Albino, 
2015; Bakker, 2010; Baumeister & Leary, 1997; Bem, 1995; Okoli, 2015).

The first step of the systematic review involved the selection of eligible articles. 
It included scoping, planning, identifying resources, screening, and determining the 
eligibility of resources in the study (Ardito, Messeni Petruzelli & Albino, 2015; 
Okoli, 2015; Moher et al., 2009). The screening process, the inclusion criteria, and 
the exclusion criteria used to determine the final pool of eligible articles are dis-
cussed in detail later in this section.

The preliminary search for resources included journals and quality assured con-
ference proceedings repositories (such as Science Direct, Springer Link, IEEE 
Xplore Digital Library, Emerald, Taylor & Francis), books, reports by IT sector 
professional bodies (for instance, ITP NZ, ACS, and BCS), government- 
commissioned reports, google scholar, and universities‘investigative reports.

Key phrases used for the initial search included: (1) Information Technology 
Governance, (2) IT governance, (3) IT solutions deployment, (4) IT deployment 
success, (5) IT Deployment failure, (6) IT Governance Effectiveness, (7), IT 
Governance Practices, (8) IT Governance Standards/Models, (9) IT Governance 
Success Factors, (10) IT Governance Mechanisms, (11) IT solutions success/fail-
ure, (12) IT Governance theory, (13) IT development, (14) IT platforms changes, 
(15) Technology changes, and (16) Technology solutions.

The systematic literature review process and the results are outlined in the ‘sys-
tematic literature review’ section.
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3.2  Case Study Analysis

Multiple case studies were considered to assess if IT initiatives fail due to poor 
ITG.  Case study analysis has been recommended as a suitable methodology for 
qualitative studies where contextual analysis adds value to the study (Baxter & Jack, 
2008; Ritchie & Lewis, 2003; Stake, 2006; Yin, 2011). Sources for the selection of 
the case studies included MIS Quarterly, Gartner Research (www.gartner.com), 
publications by the British Computer Society, Australian Computer Society, Institute 
of IT Professionals NZ, New Zealand and Australian Government (IT projects pub-
lications), and the CIOIndex (www.cioindex.com). The selection criteria included:

 1. The complexity of the project: assessed by the impact of the project on both 
significant strategic and operational functions (for instance, financial systems, 
human resources management functions, data and information management 
functions for strategic decision making);

 2. The cost of the project is at least $50 M (Australian): reflecting on complexity 
and financial implications of deployment failures;

 3. Geographic location: projects from various English speaking countries to be able 
to observe the possible impact of cultures in managing and adopting ITG (New 
Zealand, Australia, Europe, and North America);

 4. Failed projects were identified as missing targets (timelines, cost, and function-
ality) by approximately 20%.

The reason for considering the criteria outlined above was to ensure projects present 
sufficient complexity and size (financial resources, functionality and requirements) 
for a more likely observation of challenges beyond tactical and operational matters.

A cloud-based qualitative analysis tool (Dedoose) was used to analyse and iden-
tify themes that contributed to a lack of successful delivery of outcomes in IT proj-
ects represented in the six selected case studies. Compared with traditional qualitative 
tools installed on individual computers and storing data on local storage devices, 
Dedoose uses cloud technology to deliver the application and data storage in cloud 
space. Moreover, Deddose allows for mixed-method data analysis, which can signifi-
cantly benefit the continuation of this study in the future. Selected sources (docu-
mentation) representing the case studies were uploaded to Deddose. The tool allows 
for qualitative/thematic analysis performed by recording themes/codes plus keeping 
track of valuable data such as themes dependencies and frequencies of observations. 
The tool was also used to determine theme/code applications across the resources.

4  Systematic Literature Review

The overwhelming majority of the proposed practices, standards, approaches, and 
measures of ITG effectiveness observed in the selected literature for this study seem 
to be based on principles of ‘monitoring and control.’ It appears that the theoretical 
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foundations of Agency Theory (Bonazzi & Islam, 2007; McColgan, 2001), with a 
strong focus on control, predominantly underpin the current ITG practices. The 
selected literature on ITG in this study suggests that effective ITG via monitoring 
and control is more likely to secure value delivery of IT deployment (Weill & Ross, 
2004). At the same time, despite a general agreement that effective ITG ensures 
value from IT, there are different schools of thought regarding how the effectiveness 
of ITG can be established. The review of the selected literature in this study demon-
strates that evidence of effective governance can be sought, taking into consider-
ation two different views:

• ITG’s effectiveness is evident from the success of deployed information solu-
tions and applications;

• ITG’s effectiveness is evident from the use and application of recommended 
strategies, frameworks, processes, and standards.

Information Systems (IS) academics and practitioners have previously developed 
models to measure the success of IS solutions. However, these models are designed 
to assess the success (effectiveness) of the specific solution, and their direct appli-
cability to assessing strategic ITG practices is questionable. Led by DeLone and 
McLean (1992, 2003), a group of researchers (Delone & McLean, 2003; Esteves & 
Joseph, 2008; Halonen et al., 2009) argued that successfully deployed information 
systems and applications could indicate effective strategic management of technol-
ogy deployment. They focussed on operational and tactical issues and recommended 
models to measure the success of information systems to reflect effective ITG.

The initial search of qualifying publications and articles resulted in 171 articles. 
After screening the resources and applying inclusion and exclusion criteria, eligible 
articles were reduced to 71. Table 1 demonstrates the inclusion and exclusion crite-
ria considered during the screening process. The breakdown of the categories of the 
eligible publications is outlined in Table 2.

The approach for the analysis of the selected articles involved a concept-centric 
qualitative analysis performed in two stages (Webster & Watson, 2002; Okoli, 2015):

• The first stage involved the analysis of a subset of 10 selected articles. The crite-
ria for determining the subset of 10 articles included: representing the views of 
both practitioners and strategists, published within the last 5 years, published 
within Information Systems discipline journals and quality assured conferences, 
title and section headings showed a direct connection with the topic of this chap-
ter. The concept-centric qualitative analysis of the selected ten articles identified 
factors seen as influencers and indicators of effective ITG. The influencers were 
sorted into two categories of internal and external influencers.

• Next, the remaining articles (61) underwent a similar qualitative analysis to vali-
date, reduce, enhance (identify factors that were not included in data from step 1 
of the research) and categorise the data (indicators and influencers). The set of 
factors (indicators and influencers) identified in the first phase of analysis seemed 
to cover most of the identified factors in the remaining papers. However, in the 
second phase, a small number of new factors were observed and considered.

Does Poor Governance Compromise Value Delivery of ICT Deployments



338

Table 1 Inclusion and exclusion criteria for the selection of the final set of literature resources

Inclusion 
criteria Description

Exclusion 
criteria Description

Research focus Studies that seem relevant to the 
scope of the review. They represent 
the main interest of the review by 
identifying the various factors that 
seem to help answer the research 
questions outlined earlier in this 
section.

Structure of 
contents 
presented

Publications that were 
not sufficiently 
structured in arguments 
to allow for a 
systematic analysis of 
contents.

Methodology 
and focus

Articles that clearly outline the 
research methodology. Both 
quantitative and qualitative studies 
were taken into consideration.

Information 
available

Publications that did 
not provide sufficient 
information relevant to 
the topic of the study.

Publication 
recognition, 
quality, and type

Articles were considered if they 
were quality assured articles. More 
specifically, papers had been 
formally reviewed or commissioned 
by international agencies and 
governments.

Language Only publications in English were 
considered.

Currency Only publications within the last 
decade were considered – unless 
articles discussed relevant theoretical 
models that do not age.

Table 2 Final breakdown of eligible publications/resources

Sources
Number of selected 
studies

Government-commissioned reports and reports from recognised 
professional bodies

14

Journals 18
Books and book chapters 23
Conference proceedings 13
Universities‘publications 3

In general, the analysis of the literature suggested that:

• The theoretical foundations of Agency Theory (Bonazzi & Islam, 2007; 
McColgan, 2001), with a strong focus on control, predominantly underpin the 
current ITG practices.

• Effective ITG practices are more likely to secure value delivery of IT deployment 
(Weill & Ross, 2004). Led by DeLone and McLean (1992, 2003), a group of 
researchers (Delone & McLean, 2003; Esteves & Joseph, 2008; Halonen et al., 
2009) argued that successfully deployed information systems and applications 
could indicate effective strategic management of technology deployment. They 
focussed on operational and tactical issues and recommended models to measure 
the success of information systems to reflect effective ITG.
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Another group of researchers led by Van Grembergen, Weill, and Ross (Van 
Grembergen, 2004; Van Grembergen & De Haes, 2009; Weill & Ross, 2004) argue 
that factors that can be examined to assess ITG effectiveness are related to strategic 
approaches, relational mechanisms, and use of standards and frameworks that are 
expected to lead to ITG effectiveness. Accordingly, they examined and recom-
mended strategic factors that could influence the effectiveness of ITG.

Throughout this chapter, the term ‘practitioner’ applies to those who take a 
deployed system (solution) view when examining effectiveness. ‘Strategists’ dis-
cuss the future direction of an organisation concerning IT deployment and the role 
and impact of ITG in securing value from future IT deployments.

The analysis of the selected articles (related to both practitioners’ and strategists’ 
views) identified eight key themes that could be used to determine the effectiveness 
of ITG, including: (1) Decision-Making Structure, (2) Formalised systems and pro-
cesses, (3) Effective communication, (4) Business outcome orientated IT, (5) 
Alignment of organisational quality-orientated strategies with strategies for the use 
of IT solutions, (6) The history and the current state of IT deployment, (7) Awareness 
of organisations financial performance supported by IT solutions, and (8) Operational 
excellence influenced by the deployment of IT.

Table 3 demonstrates the themes of influencers of ITG effectiveness and sum-
marises the analysis of the selected articles bringing together both practitioners’ and 
‘strategists’ views.

The purpose of the literature review is to identify factors that influence ITG. The 
emphasis is on governance. As outlined in the introduction, governance is mainly 
concerned with establishing policies and monitoring that policies are adhered to. 
Governance has a strategic focus.

Despite the focus on governance, the study does not lose sight of tactical and 
operational matters. For example, in addition to ITG effectiveness influencers out-
lined in Table 3, project management practitioners and professional bodies (such as 
the project management institute – PMI, www.pmi.org) advocate for a specific body 
of knowledge that contributes to IT deployment projects’ success. The Project 
Management Body of Knowledge (PMBOK) highlights the project management 
processes that could impact IT projects (PMI, 2013).

PMBOK recognises five primary process groups and ten knowledge areas related 
to almost every project. The basic concepts apply to projects, programmes and oper-
ations. The five primary process groups are: (1) initiating, (2) planning, (3) execut-
ing, (4) monitoring and (5) controlling & closing.

PMBOK is mainly concerned with tactical and operational matters focusing on 
individual IT projects. On the other hand, ITG is concerned with strategic technol-
ogy deployment issues and not necessarily with specific IT projects (Van Grembergen 
& De Haes, 2009; Weill & Ross, 2004).

The inclusion of PMBOK and consideration of tactical and operational matters 
assisted with the triangulation of data to determine dependencies between gover-
nance level decisions and tactical and operational processes. For instance, at the 
operational level, poor resource management could be connected with a specific 
governance domain such as risk management (Asgarkhani et al., 2018). Moreover, 
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Table 3 Themes of the influencers/indicators of ITG effectiveness (A theoretical model)

Themes
Influencers/Indicators of 
ITG effectiveness References

Group A – ITG maturity: The experience and rigour in implementing ITG best practice
Decision-making support 
structure

IT steering committee De Haes and Van Grembergen 
(2010), DeLone and McLean (1992), 
Delone and McLean (2003), Van 
Grembergen (2004), Weill and Ross 
(2004), Weill and Vitale (2002)

Strategic information 
systems planning steering 
committee
Reporting structure (IT 
directors to CEO)
Monitoring and the 
assessing value returned 
from decisions made on 
deploying IT

Formalised ITG systems 
and process

ITG standards and 
framework
Business and IT partnership 
in decision making
Formalised portfolio 
management
Formalised information 
strategy planning
A formal process for 
strategic information 
systems planning
Formalised IT deployment 
project governance

Effective communication of 
strategic issues

IT director or CIO involved 
in executive decision- 
making and represented on 
the executive committees.
IT strategy committee (or 
similar) tasked with 
reporting and discussing IT 
issues.
A CIO or a similar role is to 
raise awareness and 
articulate a vision for IT’s 
role.

Group B – strategic Alignment of IT and business: The connection and coherence between 
fulfilling business strategy and the IT strategy.

Business outcome- 
orientated alignment of IT 
and business

IT strategies recognise and 
support new business 
outputs (products and 
services)
Technology support for 
business outcome 
diversification strategies
Technology and service 
support for business 
outcome differentiation.

De Haes & Van Grembergen (2010), 
Kaplan (2010), Kaplan & Norton 
(2004), Myers (2012), Prasad et al. 
(2008), Ramgovind et al. (2015), 
Van Grembergen (2004), Van 
Grembergen & De Haes (2009), 
Weill (2004)

(continued)
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Table 3 (continued)

Themes
Influencers/Indicators of 
ITG effectiveness References

Alignment of organisational 
quality-orientated strategies 
with strategies for the use of 
IT solutions.

Adoption of IT solutions 
supports business 
outcomes (products and 
services quality), including 
production and marketing.

Group C – Organisational performance influenced by technology deployment: 
Organization’s overall performance and delivery of outcomes supported by IT relative to its 
competition
The history and the current 
state of IT deployment 
within an organisation

The current level of 
process automation via IT

DeLone & McLean (1992), Delone 
& McLean (2003), Esteves & Joseph 
(2008), Halonen et al. (2009), 
Hellsten & Karkove (2006), Zaied 
(2012)

User acceptance of 
technology solutions
Support mechanisms for IT 
solutions
Timely delivery of relevant 
information for effective 
decision making
Effective service 
management of IT solutions

Awareness of the 
organisation’s financial 
performance supported by 
IT solutions

Processes for monitoring 
an organisation’s 
performance
Metrics such as return on 
investment are used to 
assess the value delivery of 
IT

The deployment of IT 
influences operational 
excellence

The existence of processes 
and metrics for operational 
performance
Seeking ongoing 
productivity improvements 
via the deployment of 
technology solutions
Service level agreements 
and the timeline for service 
delivery

some of the five primary process groups (for instance, initiation and monitoring) 
directly align with IT Governance domains outlined in COBIT version 4 – mainly 
resource management and strategic alignment (Asgarkhani, 2013; Asgarkhani 
et al., 2017).
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5  Analysis of Case Studies

As outlined earlier, the case study analysis comprised the analysis of six reported 
cases of IT deployment as secondary data. This section of the chapter elaborates on 
the process and discusses the results.

5.1  Thematic Analysis

Thematic analysis was applied to establish the dominant contributing factors to IT 
deployment success or failure. The study’s broad methodological aspects were out-
lined earlier in the ‘methodology section’. In addition, this section outlines more 
specific elements of the methodology related to the case study analysis.

Thematic analysis is relevant for analysing secondary data (IT deployment 
reported case studies). The thematic analysis provides this study with a flexible tool 
through its theoretical freedom, providing an in-depth and detailed yet complex 
account of data from the case studies (Creswell, 2015; Elliott, 2018).

Thematic analysis is accompanied by a process referred to as coding. According 
to Creswell, “Coding is the process of analysing qualitative text data by taking them 
apart to see what they yield before putting the data back together in a meaningful 
way” (Creswell, 2015). Justifying the need for coding is straightforward: “Text data 
are dense data, and it takes a long time to go through them and make sense of them” 
(Creswell, 2015). Coding is essentially indexing data about the contributors to the 
success or failure of IT deployment. Coding in this study refers to indexing data to 
highlight significant contributing factors to the success or failure of IT deployment.

Another consideration for the thematic analysis of case studies was the number 
of codes/themes representing the phenomenon being studied appropriately. The 
number of codes is a question on which many scholars have a firm opinion. For 
example, Friese (Friese, 2014; Friese, 2016) warns that the number of codes should 
not swell into the thousands – a phenomenon potentially due to the context of quali-
tative analysis software enabling such proliferation. Other figures about the number 
of codes discussed by other scholars such as Saldana (Saldana, 2016) range between 
50–300 codes; for instance:

• 80–100 codes divided into 15–20 categories, eventually grouped into 5–7 signifi-
cant concepts(Lichtman, 2013); or

• 30–40 codes (MacQueen et al., 2009).

Creswell (Creswell, 2015) has a more modest figure suggesting that he would code 
all of the text data (whether a small database of a few pages or a large one of thou-
sands of pages) into about 30 to 50 codes. Creswell further suggests that by collaps-
ing overlapping codes into one and eliminating the redundant codes, it should be 
possible to reduce the number of codes to about twenty. The final twenty or so codes 
should then be grouped into five to seven categories to shape the write up of the 
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results of the qualitative analysis. The coding process for this study and the number 
of themes seem consistent with Creswell’s approach. The final analysis included 
twenty two factors (codes) in eight categories.

5.2  The Process of Coding

A continuum of designs can be considered to determine the process of coding. At 
one end of the continuum, we have prespecified codes. At the other end, we may 
start coding for thematic analysis with no prespecified codes, thus letting the data 
suggest the initial codes. The decision on the coding style was directed by the 
research question and the epistemology of the design. For example, a design related 
to testing theory against empirical data fits well with preset codes.

On the other hand, researchers with a deeply held philosophical view of qualita-
tive research are likely to favour emergent or priori codes. Creswell (J. W. Creswell, 
2014) emphasises that the use of emergent coding opens up the coding to reflect the 
view of participants in a traditional qualitative way. Furthermore, he encourages the 
researchers to be open to additional codes even if a ‘prefigured’ coding scheme is 
used. According to Creswell (J. W. Creswell, 2014), the most pragmatic researchers 
typically use both approaches in a single research project.

The case study analysis (secondary data) utilised emergent coding for a start – 
Phase I – initial two case studies. The method is consistent with the research design 
and the expectation of a deeper understanding of contributing factors to IT deploy-
ment failure, considering practitioners’ views in a traditional qualitative way.

5.3  Stages of Data Analysis

Guided by the approach recommended/prescribed by Braun and Clarke (Braun & 
Clarke, 2006), the thematic analysis of the case studies followed six 
stages – including:

• Familiarisation with the data – This involved actively engaging with the data to 
develop an in-depth understanding of the data. Case studies were read several 
times, and the initial thoughts about the influencers of IT deployment success or 
failure were noted. This step also included examining how data can be analysed 
using Deddose, the qualitative analysis tool used by this research. The first step 
provided the foundation for the subsequent analysis.

• Generating initial codes/themes – The second step had two purposes. Firstly, it 
involved identifying preliminary features of the data that seemed interesting and 
meaningful. Considering that the approach to analysis was emergent coding, it 
was essential to practice a certain degree of scrutiny and validity check of the 
emerging concepts before launching into a complete analysis of all the cases. 
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The process was not necessarily intended at the wording of themes but to ensure 
the process, logic, and reasons for selecting data from the text and indexing the 
data to certain concepts. Two case studies were used as test cases, and the identi-
fied themes were considered in alignment with broad themes identified in the 
systematic literature review for relevance.

• Searching for themes and completing the qualitative analysis – The interpretive 
data analysis from all six case studies was conducted.

• Reviewing themes – once the thematic analysis was completed, a deeper review 
of identified themes was conducted to determine whether to combine, refine, 
separate, or discard initial themes (J. Creswell, 2015). At the end of this step, 
data within themes connected meaningfully, while there were clear and identifi-
able distinctions between themes.

• Refining the terminology and categories of themes – This step involved ‘refining 
and defining’ the themes and potential subthemes within the data. First, sub-
themes were identified and grouped into broad categories of themes. The out-
come of this step was eight categories of themes outlining a unified story of the 
data derived from the case studies.

5.4  Case Studies: Data Analysis

This study aimed to analyse six cases of IT deployment. The purpose of the study 
was to fine-tune perceived influencers of ITG effectiveness for future studies and to 
validate the preliminary alignment of literature review analysis with the outcomes 
of actual IT deployment initiatives that had been established previously in 2018 
(Asgarkhani et al., 2018).

An initial search for case studies of IT deployment resulted in identifying eigh-
teen projects. The investigation was further refined to select six case studies 
based on:

• The timeframe for the project within the last decade: cases that took place in 
2007 or later;

• The case study provides sufficient data to be suitable to identify ITG influencers;
• The six cases represent New Zealand, Australia, Europe (UK), and North 

America (Canada).

The analysis of case studies was carried out in three steps:

• Two case studies were analysed in step I to identify a preliminary list of factors 
that contributed to project failures.

• In step II, the remaining four cases underwent similar analysis to validate and 
enhance the outcome of step I. At the end of step II, it was confirmed that twenty- 
six factors had contributed to the failure of IT deployment projects in the case 
studies.
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• In step III, the identified contributors to project failures were mapped against the 
outcome of the literature review (influencers of ITG effectiveness) to establish a 
connection to the conceptual model and secondly group the twenty-six contribu-
tors to failure into eight groups or themes.

A concept-centric thematic analysis was performed (Webster & Watson, 2002; 
Okoli, 2015) to analyse the main contributors to IT deployment projects’ failure. 
The main contributing factors were developed as the six cases underwent analysis. 
There were no assumptions before the coding process started – the ‘emergent’ cod-
ing approach when the study began (Fereday & Muir-Cochrane, 2016).

The six case studies that were selected for analysis included:

• New Zealand’s NovoPay (NZ Government, 2013)
• Victoria’s (Australia) HealthSMART (Brouwer, 2011)
• UK’s IT in NHS (Campion-Awwad et al. 2014)
• Canada’s Phoenix project (Barnhart et al. 2013)
• HP’s ERP Implementation (Chaluverdi & Gupta, 2005)

Two case studies (UK’s IT in NHS and HP’s ERP implementation) were selected to 
preliminary analyse the contributors to IT projects failures. In addition, events and 
developments contributing to the project’s outcome were extracted and added as 
excerpts into Dedoose (a web-based qualitative analysis tool).

The excerpts were further analysed and coded into factors that contributed to the 
failure of projects. The prelimanry analysis of the two projects resulted in identify-
ing the initial set of 19 factors or contributors: (1) lack of sufficient training or 
inadequate IT skills, (2) inadequate test planning and testing, (3) data migration 
failure, (4) poor technology governance and executive oversight, (5) lack of role 
clarity and confused roles accountability, (6) lack of stakeholder involvement, (7) 
poor users’ understanding of technology, (8) poor day to day tactical and opera-
tional project management, (9) conflicting or dysfunctional leadership, (10) poor 
risk and contingency planning, (11) poor IT and Business alignment (business case) 
for the technology deployment concerned, (12) unrealistic goals and expectations, 
(13) poor scope definition and scope creep, (14) poor relationship management of 
parties involved (including external parties), (15) unprofessional, poor processes 
and practices, (16) lack of flexibility of models or frameworks applied, and (17) 
complexity of design and functionality – possibly ending with poor design of func-
tionality & usability.

As discussed earlier, Phase I (the first two case studies) was completed without 
assuming any preset coding (themes)  – applying the ‘emergent’ coding 
(Creswell, 2014).

In Phase II, the remaining four case studies (NovoPay, HealthSMART, Phoenix, 
and JetSmart) were analysed to validate further and enhance the identified factors in 
Phase I.  The thematic analysis and coding approach in Phase II was a ‘hybrid’ 
(Creswell, 2014) approach – started with the factors identified in Phase I during the 
emergent coding and identified new themes plus fine-tune codes/themes.
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In the end, the analysis of all six case studies resulted in identifying 22 factors 
that contributed to IT deployment failure – including: (1) lack of adequate imple-
mentation and rollout planning (resulting in implementation difficulties), (2) lack of 
sufficient training for IT personnel (inadequate technical know-how), (3) inade-
quate test planning and poor testing processes, (4) lack of sufficient technology and 
people resource, (5) data migration failures (prior to implementation and rollout), 
(6) poor or slow adoption of technology by the organisation (including the user 
community), (7) poor technology governance and executive oversight, (8) lack of 
role clarity and confused roles accountability, (9) lack of stakeholder involvement, 
(10) complexity of design and functionality – possibly ending with poor design of 
functionality & usability, (11) poor day to day tactical and operational project man-
agement, (12) conflicting or dysfunctional leadership, (13) poor IT and Business 
alignment (business case) for the technology deployment concerned, (14) unrealis-
tic goals and expectations, (15) poor scope definition and scope creep, (16) poor risk 
and contingency assessment/planning, (17) poor relationship management of par-
ties involved (including external parties), (18) poor business processes and prac-
tices, (19) ineffective communication, (20) lack of flexibility of models or 
frameworks applied, (21) unrealistic and unnecessary pressure on project teams, 
and (22) inadequate change management.

At the end of the case study analysis stage, the study provided two outcomes. 
First, a theoretical framework/model for ITG effectiveness (Table 3) via the review 
of the previous studies. And second, 22 themes/factors that led to IT deployment 
projects’ failure.

This study’s second broad research question is concerned with the connection 
between IT deployment failures and poor IT governance. The case study analysis 
results were mapped with the theoretical framework of ITG effectiveness developed 
via the systematic literature review to answer this question. The details of the 
extended analysis are covered in the following section.

6  Concluding Analysis and Discussions

This section considers the systematic literature review results (Table 3) and the case 
study analysis (twenty two contributors to IT deployment failure) to investigate a 
possible connection between poor IT governance and IT deployment failures.

The first step of the extended analysis of the case studies involved the establish-
ment of broader categories of factors/contributors to IT project failures (J. Creswell, 
2015). The establishment of more general themes/factors is expected to ease the 
establishment of high-level connections between IT failure and poor IT governance 
(J. Creswell, 2015). The grouping resulted in identifying eight broader categories 
that embodied the 22 factors which contributed to IT deployment failure: (1) 
Implementation and rollout factors, (2) resource management issues, (3) 
Accountability and role clarity matters, (4) IT and business alignment consider-
ations, (5) IT leadership factors, (6) Design and functionality issues, (7) Risk and 
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change management contributors, and (8) the existence and the utilisation of stan-
dardised frameworks and processes.

The eight categories of factors (contributors to failure) seemed consistent with 
the identified critical domains of IT governance or known key stages of project 
development and rollout (Allassani, 2013; Fahrenkrog et al., 2004; ITGI, 2007; Von 
Solms, 2005). For instance, the five ITG domains as considered by COBIT 4 (ITGI, 
2007) show connection/relevance with the eight broad categories of IT deployment 
failure contributors – Table 4.

Next, the connection between the identified categories of eight contributors to IT 
deployment failure (the results of case study analysis) and the theoretical model of 
influencers/indicators of effective ITG (the results of the systematic literature 
review – Table 3) are investigated and mapped. The method for indicating a connec-
tion between a category of failure contributors (case studies) and a specific group of 
influencers/indicators of effective IT government was as follows:

If any contributor to IT deployment failure (Table 5 – the middle column) is likely to 
be influenced by any indicator in Table 3 (either the first or the centre column), 
then the research establishes a connection between the broad theme (Table 4 – 
the left column) and the general (heading) category of indicators of Table 3.

Table 4 ITG Domains considered by COBIT aligned with the groups of contributors to IT 
deployment failure

ITG Domains (COBIT 
4 Manual) Categories of contributors to failure (Case Study Analysis)

Strategic alignment IT and business alignment considerations
The existence and the utilisation of standardised frameworks and 
processes.

Value delivery Accountability and role clarity matters
IT and business alignment considerations
IT leadership factors
Design and functionality issues

Risk management Implementation and rollout factors
Accountability and role clarity matters
IT and business alignment considerations
IT leadership factors
Risk and change management contributors, and the existence and the 
utilisation of standardised frameworks and processes

Performance 
management

Implementation and rollout factors
Resource management issues
Accountability and role clarity matters
IT leadership factors
Design and functionality issues
The existence and the utilisation of standardised frameworks and 
processes

Resource management Resource management issues
IT leadership factors
Risk and change management contributors
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Table 5 Mapping the outcome of the case study analysis to the results of the literature review

Identified categories of 
themes
(eight broad contexts for 
failure – from six analysed 
cases)

Relevant or connected 
contributors to failure (the 
original list of twenty-two 
factors)

Corresponding category of 
indicators/contributors to 
effective ITG (Table 3 – 
literature review)

Implementation and rollout 
factors

Lack of adequate implementation 
and rollout planning (resulting in 
implementation difficulties)

ITG – Organisational maturity

Inadequate test planning and poor 
testing processes
Lack of sufficient training for IT 
personnel (inadequate technical 
know-how)
Data migration failures (prior to 
implementation and rollout)
Unrealistic and unnecessary 
pressure on project teams
Inadequate change management

Resource management 
issues (including people)

Lack of sufficient training for IT 
personnel (inadequate technical 
know-how)

ITG – Organisational 
performance

Lack of sufficient technology and 
people resources
Unrealistic and unnecessary 
pressure on project teams
Poor or slow adoption of 
technology by the organisation 
(including the user community)

Accountability and role 
clarity matters

Lack of role clarity and confused 
roles accountability

ITG – Organisational maturity
ITG – Business alignment

Poor technology governance and 
executive oversight
Poor relationship management of 
parties involved (including 
external parties)

IT and business alignment 
considerations

Slow adoption of technology by 
the organisation (including the 
user community)

ITG – Business alignment
ITG – Organisational maturity

Poor technology governance and 
executive oversight
Lack of role clarity and confused 
roles accountability
Conflicting or dysfunctional 
leadership
Lack of stakeholder involvement
Poor risk and contingency 
assessment/planning

(continued)
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Identified categories of 
themes
(eight broad contexts for 
failure – from six analysed 
cases)

Relevant or connected 
contributors to failure (the 
original list of twenty-two 
factors)

Corresponding category of 
indicators/contributors to 
effective ITG (Table 3 – 
literature review)

Poor business processes and 
practices
Lack of flexibility of models or 
frameworks applied
Unrealistic and unnecessary 
pressure on project teams
Poor relationship management of 
parties involved (including 
external parties)

IT leadership factors Poor technology governance and 
executive oversight

ITG – Organisational maturity
ITG – Organisational 
performancePoor or slow adoption of 

technology by the organisation 
(including the user community)
Lack of sufficient technology and 
people resources
Lack of adequate implementation 
and rollout planning (resulting in 
implementation difficulties)
Poor IT and business alignment 
(business case) for the technology 
deployment concerned
Lack of flexibility of models or 
frameworks applied
Lack of role clarity and confused 
roles accountability
Poor business processes and 
practices
Conflicting or dysfunctional 
leadership
Poor day to day tactical and 
operational project management

Design and functionality 
issues

Data migration failures (prior to 
implementation and rollout)

ITG – Organisational maturity
ITG – Organisational 
performanceLack of stakeholder involvement

Poor or slow adoption of 
technology by the organisation 
(including the user community)
Unrealistic goals and expectations
Poor scope definition and scope 
creep
Ineffective communication
The complexity of design and 
functionality – Possibly ending 
with poor design of functionality 
& usability

(continued)
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Table 5 (continued)

Identified categories of 
themes
(eight broad contexts for 
failure – from six analysed 
cases)

Relevant or connected 
contributors to failure (the 
original list of twenty-two 
factors)

Corresponding category of 
indicators/contributors to 
effective ITG (Table 3 – 
literature review)

Risk and change 
management contributors

Lack of adequate implementation 
and rollout planning (resulting in 
implementation difficulties)

ITG – Organisational maturity
ITG – IT and business 
alignment
ITG – Organisational 
performance

Inadequate test planning and poor 
testing processes
Ineffective communication
Poor scope definition and scope 
creep
Unrealistic goals and expectations
The complexity of design and 
functionality – Possibly ending 
with poor design of functionality 
& usability
Lack of stakeholder involvement
Poor IT and business alignment 
(business case) for the technology 
deployment concerned
Poor day to day tactical and 
operational project management

The existence and the 
utilisation of standardised 
frameworks and processes

Inadequate test planning and poor 
testing processes

ITG – Organisational maturity
ITG – Organisational 
performanceSlow adoption of technology by 

the organisation (including the 
user community)
Data migration failures (prior to 
implementation and rollout)
Poor technology governance and 
executive oversight
Lack of flexibility of models or 
frameworks applied
Inadequate change management
Poor risk and contingency 
assessment/planning
Poor day to day tactical and 
operational project management

For instance, one of the contributors in the category of resources management 
issues is the lack of sufficient training for IT personnel (inadequate technical know- 
how) – Table 5. This factor could be influenced by the lack of formalised informa-
tion strategy planning (including resources) and a formalised IT deployment project 

M. Asgarkhani



351

governance (Table 3). Therefore, the category of resource management issues from 
case studies could be influenced by ITG organisational maturity (Table 3 – literature 
review).

The finalised investigation of possible connections between case study analysis 
and literature review is mapped out in Table 5.

Table 5 indicates that the sample of the projects analysed shows a connection 
between contributors to failure and the indicators of ITG effectiveness. Therefore, 
this sample of six projects suggests that the failure of IT deployment had relation-
ships with ineffective or poor governance.

The factors and themes identified to have impacted project failures include stra-
tegic and governance issues and operational and management matters. However, 
even operational problems seem to indicate a connection to poor governance. For 
instance, poor governance policies related to risk management could influence 
implementation errors (such as data migration problems). Moreover, poor imple-
mentation management (the first main theme of contributors to failure) is mapped to 
organisational maturity – suggesting that organisational maturity in practising effec-
tive ITG (experience in previous deployments of IT) impacts project 
implementations.

Finally, the research investigated the most crucial contributors to failure related 
to the sample of case studies studied. The applied approach considered the theme 
or code presence (related to the eight categories of contributors to failure). For 
instance, NovoPay had experienced problems related to all eight types of contribu-
tors to project failures. Table 6 presents the summary of the analysis of theme/code 
presence.

The analysis presented in Table 6 suggests that problems associated with four 
themes were present in all six case studies: (the list). Therefore, this sample indi-
cates that these four groups of contributors played a significant role in IT deploy-
ment failures. In addition, at least three of the four groups are concerned with 
high-level governance matters: (1) IT-Business alignment, (2) risk and change 
management, and (3) use of standardised processes and practices (Asgarkhani, 
2011; Asgarkhani & Sitnikova, 2014; Wu et al., 2015). Consequently, the analysis 
suggests that ineffective or poor governance played a role in the failure of IT 
deployment.

To summarise, the analysis presented in Table 5 suggested that the case study 
analysis results verify the theoretical model of Table 3. Moreover, Table 5 indicates 
a connection between project failures and ineffective ITG. Furthermore, the analy-
sis presented in Table 6 used a different approach to triangulate the results from 
Table 5. It looked at the dominant contributors to failure. The dominant contributors 
were connected to high level strategic and governance practices. Therefore, Table 6 
also indicated IT deployment failure due to poor governance.
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7  Conclusions

Governance is defined as establishing policies and continuous monitoring of their 
implementation. Governance determines who has power, who makes decisions, 
how various business units make their voice heard and how accountability is estab-
lished. ITG consists of leadership, organisational structures, and processes that 
ensure that the enterprise’s IT sustains and extends the organisation’s strategies and 
objectives. In contrast, management is responsible for the implementation of deci-
sions around strategy. In addition, management establishes operating processes and 
ensures proper implementation of policies that governance bodies approve. An ini-
tial review of the resources indicated that despite previous studies on ITG recom-
mending options and approaches for improved deployment of IT, there is a lack of 
research on ITG effectiveness. In addition, there seems to be fragmentation in stud-
ies focusing on relevant but isolated issues (mechanisms, relationships, and system 
performance).

A systematic literature review was conducted to determine critical influencers 
(or indicators) of effective ITG. In general, the analysis of the selected publications 
indicated a consensus amongst both practitioners and strategists that effective ITG 
is more likely to secure value from IT deployment. However, the reasons and inter-
pretation of value delivery and effectiveness varied. Further analysis determined 
that there are two schools of thought concerning the effectiveness of ITG. Information 
Systems (IS) academics and practitioners argued that successfully deployed infor-
mation systems and applications could indicate effective strategic management of 
technology deployment. They focus on operational and tactical matters and recom-
mend models for measuring the success of information systems to reflect effec-
tive ITG.

On the other hand, strategists suggest that the effectiveness of ITG can be 
assessed via strategic approaches, relational mechanisms, and the use of standards 
and frameworks. Therefore, all the various views of researchers were taken into 
consideration to develop a theoretical model of ITG effectiveness – Table 3.

The model outlined three broad groups of indicators or influencers – ITG organ-
isational maturity, strategic alignment of IT and business, and organisational per-
formance influenced by technology deployment.

Next, secondary data from six case studies of IT deployment were analysed. The 
analysis aimed at identifying the factors/contributors that led to IT deployment fail-
ure. The thematic analysis of the project case studies determined eight main factors 
contributing to the failure of the investigated IT deployment projects. The last stage 
of the study mapped the theoretical model of Table 3 to the identified groups of 
contributors to project failures. The mapping suggested a connection between IT 
deployment failure and poor governance (Tables 5 and 6).

This study was initially motivated by the significant failures of IT deployment 
initiatives. However, the emergence of the COVID pandemic in late 2019 further 
encouraged the study. The pandemic pushed less tech-savvy and small organisa-
tions to use technology to address the limitations caused by the pandemic  – for 
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Table 6 Summary of Case Study Analysis by theme/code presence

Identified categories of 
themes
(Areas of Failure) NovoPay

JetSmart 
Project 
(Qantas)

ERP 
at HP HealthSMART

IT in 
NHS Phoenix

Implementation 
management

√ √ √ √ √ √

Resources management 
(including people)

√ – √ – √ √

Accountability and 
clarity of roles

√ √ – √ √ –

IT-business alignment √ √ √ √ √ √
Information technology 
leadership

√ √ – – √ √

Design and functionality √ √ √ – √ √
Risk and change 
management

√ √ √ √ √ √

Use of standardised 
processes and practices

√ √ √ √ √ √

instance, lockdowns. In addition, the adoption of IT and tech solutions in some 
cases seemed problematic lacking governance oversight.

This study contributes to the theory of ITG by identifying the influences of ITG 
effectiveness – as outlined in Table 3.

The proposed models of Tables 3 and 5 can benefit future studies to fine-tune and 
enhance indicators and influences of effective ITG. Moreover, the model in Table 5 
can help practitioners in organisations when assessing ITG practices to determine 
the role and value of ITG within organisations.

It is recommended that the research be extended to consider the corporate gover-
nance and the assessment of IT-based risks alongside the influence of ITG on IT 
deployment. Moreover, a comprehensive study to use primary data (for instance, 
interviews) can strengthen the findings of this study. The case study analysis results 
discussed in this chapter can benefit from including additional case studies in the 
analysis of deployed IT initiatives – before they can be generalised to apply to all IT 
deployment scenarios. Future research involving the analysis of a larger number of 
cases can be beneficial to strengthen the theory and the correlation between poor 
ITG and technology deployment challenges.
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Adapting IT Governance Policies 
and Technology to Cope with COVID-19 
at Ahlia University

Subhashini Bhaskaran Sailesh

1  Introduction

IT governance seeks to align business objectives with IT strategy to deliver busi-
ness value. Higher education institutions are a special type of organization that 
requires a variety of information technology such as software, academic system, 
cloud applications, wireless network, e-learning platforms, i.e., for supporting the 
activities of teaching, learning and research (Coen and Kelly, 2007). To control 
this heterogeneous set of technologies, effective IT governance is necessary mak-
ing use of structures, processes and relational mechanisms. Each one of these 
mechanisms has a function and when implemented, should impact the organiza-
tion positively. As evidenced in studies of Weill and Ross (2004) and Lunardi et al. 
(2014), the organizations have adopted formal mechanisms of IT governance to 
improve their performance and profit. Furthermore, as stated by Grama (2015), an 
effective IT governance helps an institution in achieving its goals by applying IT 
resources in optimal ways. It is quite notorious that every type of organization 
needs to have formal IT governance to get good results in the organizational 
performance.

In today’s leading and profitable organizations, effective ITG structure is a top 
business priority (Gartner, 2013). Organizations that have effective ITG structures 
could have got more return from their assets in comparison with other without ITG 
practices (Weill, 2004). Effective ITG enables such superior business performance 
as they promote effective and efficient resource allocations (Weill, 2004). ITG per-
mits an IT manager to focus on three essential requirements: reducing risks, control-
ling costs and extending the value of the information system (Tsai et al., 2015).
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In university settings, studies like (Creasey, 2008) discovered a positive relation 
between effective ITG and organizational performance in universities. As a conse-
quence, ITG is key activity for universities (Khouja, et al., 2018). However, and in 
spite of the importance of the topic worldwide, with relevant actors like, for instance 
ISACA, the penetration of IT governance in universities is still scarce. Hence, it is 
important to consider IT Governance and the alignment with business strategy for 
HEI taking an HEI as case study to investigate how ITG helps in achieving business 
goals. In this case study integrated IT governance framework was adapted with the 
6 steps of business strategy(demand management), IT strategy (demand manage-
ment), IT plan execution (execution management), performance management (exe-
cution management), vendor management(execution management) and people 
development.

2  Case Study

Information Technology governance is an instrument to control and manage the IT 
resources such as infra-structure technology and people in any kind of organiza-
tions, including universities (Bajgoric, 2014; De Haes & Van Grembergen, 2009; 
Hicks et al., 2012). Besides, IT governance helps the corporate governance of the 
organization assisting the strategy and achieving objectives, goals and mission. In 
this case study we will see how the alignment of IT goals with the business goals 
help in the achievement of targets. In a private university in Strategic plan is made 
for every 4 years. The strategic plan, objectives, vision and mission of the university 
is translated to individual IT goals thereby attaining IT goals helps in attaining 
Business goals.

2.1  About the University in the Case Study

Ahlia University, the first private University licensed by Bahrain Government and 
enrolled its first students in February 2003. Ahlia University has grown in all 
aspects: more students, more courses, more international collaborations – while at 
the same time maintaining its reputation for the highest quality in higher education. 
Ahlia University has met the BQA and HEC requirements.

2.2  Overview of the Integrated IT Governance Framework 
at Ahlia University

Grounded in industry best practice research and required to plan, develop, deploy 
and sustain a cost-effective approach to IT Governance, the integrated IT gover-
nance framework consists of five (5) to six (6) critical IT Governance imperatives 
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(which leverage best practice models and are “must do’s”) and address the follow-
ing work areas: -

 1. Business strategy, plan and objectives (Demand Management) - This involves 
the development of the business strategy and plan which should drive the IT 
strategy and plan.

Ahlia University decided to continue its operations and attracting students by 
moving to online education and give continuous support to students. So during 
COVID time to streamline the operations a steering committee was formed. The 
steering committee proposed the formation of a Call Centre and a Centre for 
Learning to facilitate smooth teaching and learning.

As a part of efforts to ensure the sustainability of educational services the fol-
lowing actions were proposed by the steering committee

 (a) Activating the distance learning system, the technologies and platforms 
used, providing electronic learning resources, achieving information secu-
rity and protecting intellectual property rights

 (b) Activating remote work for academics and administrators, especially mothers
 (c) Providing technical support services, training and support services to mem-

bers of the academic and administrative bodies.
 (d) Providing technical support services, training and support services for 

students
 (e) Curriculum revision- In terms of content, objectives and learning outcomes
 (f) Conducting practical courses that require laboratories and field training
 (g) Evaluating the distance learning process and ensuring its quality measures 

to protect individuals and ensure social distancing
 (h) Procedures for admission of new students, registration and electronic payment
 (i) The institution’s procedures in activating academic advising services for 

students
 (j) The Corporation’s actions in its strategic plan that aims to confront future 

emergency situations
 (k) Scientific research activities that support the continuity of education in light 

of the pandemic

 2. IT strategy, plan and objectives (Demand Management)  – This should be 
based on the business plan and objectives and will provide the direction and 
priorities of the IT functions and resources.

At Ahlia University, Teaching and Learning is managed by Information sys-
tems and Learning Systems.

Learning System included Moodle which is course management system 
Moodle is a Learning Platform or course management system (CMS) - a free 
Open Source software package designed to help educators create effective online 
courses and to manage student assessments.

Student Information system is a proprietary system developed in-house in the 
University which automates the processes of student admission, registration. In 
addition, all planning for course, faculty, rooms, departments, colleges timeta-
bles and course information including fees.
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System helps the University in the following
• Increased efficiency of our operations and the management of student, faculty 

and of administration processes
• Improved decision making and better planning
• Improved resources efficiency and management including and time resources 

of students, faculty and administrators.
• Automation to reduce operation time
• Support the mission of The university by achieving KPIs, and its strategic 

objectives.
• Offer current technological services and remote access to students, faculty 

and administrators.
• Imbed business Intelligence to support critical decision making, planning and 

improved services.
• Services:
• The main aim is to improve the delivery of services to students and faculty by 

providing interactive services. Some examples of interactive services avail-
able in the system.

• For students:
• preregister to courses,
• add/drop to a course sections,
• Request of courses,
• Request to register in a sections of a course,
• Issue of exam cards,
• Request of withdrawal,
• Transcript retrieval
• Raise inquiry or a complaint,
• Check any outstanding amount and
• Online payment of fees.
• For faculty
• Advising – entry of meetings and complete access to advisee profile
• Automated Absence reminders to students based on faculty entry of attendance
• Supervision of Projects and Dissertations with automated reminders on 

supervision and meeting minutes entered in the system are sent by email to 
students and faculty.

• Curriculum plans and curriculum sheets
• Reports for course or programme management and for decision making

For administration

• Processes in the system helps in increasing efficiency and streamline 
operations.

• Effective service delivery
• Reports for decision making

At Ahlia University the governance of the system is managed as below (Fig. 1).
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Student Informa�on System and Learning Systems

Ahlia Steering Commi�ee

University Council

University President

Board of Trustees

New Policies and Procedures 
during COVID 

Amended Policies and 
Procedures during COVID

Fig. 1 Governance of the student information system

The Board of trustees along with University President make decisions along with 
University Council members who review the policies and procedures created by the 
Steering committee to run the operations smoothly during covid time. Some new 
policies and procedures were created during the COVID period. Some policies were 
amended to suit the COVID period. These new policies and amended policies were 
implemented in the systems.

During the COVID time there were amendments to policies and procedures 
catering to the needs of COVID time which were decided by the Management team 
which was discussed in the University Council and was given to the Student 
Information System team to be implemented.

Some of the policies and procedures that were amended during COVID time are:

• Choice of Pass/Fail/Grade option for Bachelor students
• Conducting online examinations

 3. IT plan execution (Execution Management) – This encompasses the processes 
of program and project management, IT service management (including ITIL – 
IT Infrastructure Library), risk and threat management, change management, 
security, contingency plans, outsourcing, data management and others.

Ahlia University Bahrain, the first private university of Bahrain, has effec-
tively moved to online: teaching, academic advising, career development ser-
vices, counselling services, digital library services, payment services, document 
management, internship, student activities and student complaint services. 
Choice of Open source and free Microsoft products were made and cheap 
licenses for some products. They can be easily downloadable and installed as 
well in the personal computers of students and faculties at home.

The university prepared itself by taking the following steps for a period of 
2–3 months

 1. Created Operating plans (Project plans, Capital plans and budgets)
 2. Created Management controls, guidelines and process
 3. Evaluated existing and required resources
 4. Business continuity plans
 5. Completed the infrastructure requirement for online education like internet 

speed, network upgrades and Microsoft open licenses for universities.
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 6. Many security policies were implemented to ensure the protection of infor-
mation and privacy.

The Student Information system was updated with the following features.

• Choice of Pass/Fail/Grade option for Bachelor students so they can opt for the 
choice from their student page of the system.

• Based on the choice of Pass/Fail/Grade option chosen by the student the grading 
screen was modified to allow them to enter ‘P’ or ‘F’ or Grade.

• Payment of online application fees for new applicant
• Online exam card option for students
• Integration between Student Information System and Moodle for conducting 

online examination which checks for student courses, instructor and payment of 
fees from the system so only students belonging to that course and has paid fees 
will be allowed for the exam during the specific examination time.

• Integration between Student Information System and Teams which checks for 
student courses and instructor credentials so only students registered in the 
course only can enter into the online class.

• Updation to the Graduation module to allow the student to do all processes of 
graduation from home.

• MS-Teams, a collaborative tool to meet, chat, call, and share, is used in Ahlia 
University to conduct online classes. The time table and class lists from the 
Student Information System, which stores and tracks all student information, 
including grades, attendance records, and more., is linked to MS-Teams by the 
university’s technical team using APIs to import the course section into MS- 
Teams which makes the faculty as administrator and students as members, giving 
a secured environment whereby no outsider is allowed to the teams. The classes 
are recorded for the students to review or recall the class. Furthermore, online 
advising, career development, and personalized counselling services to guide 
students on psychological issues are given to students on Teams.

• MS-Teams and Zoom have been utilized for online webinars and conferences 
with other industry specialists and other universities. Numerous online discus-
sions were conducted with universities worldwide without travel, making the 
world shrink to a global village at the luxury of homes/offices. With 9 Webinars, 
12 local conferences and 34 international debates and conferences (involving 
universities/industry specialists from Asia, UK, US and MiddleEast). As per the 
statistics, before virtual, international collaborations were only around 11/year 
which has almost tripled due to virtualization with reduction in laborious work, 
resources and expenses. Such online discussions contribute a lot to knowledge, 
reducing travel expenses, and facilitating knowledge exchange and academic 
contributions. These advantages have made the University to think of having 
future online conferences/forums.

• The course details and class list from Student Information System were linked 
with Moodle as it is open source, thereby creating mass enrollment and secured 

S. B. Sailesh



365

authentication. The university uses Quizzes, chats, forums, workshops, upload 
course materials, assessments and surveys are used to help in collaborating with 
students with tracking and reminder options.

• SharePoint, a web-based cloud collaboration tool as detailed in the section 
below the case study used in document management and storage. It was imple-
mented last year-end after parallel processing of online and hardcopy documents 
during the transition period of 6 months. It is used for maintaining and sharing 
up-to-date reliable information and to increase awareness to the students and 
faculty of the university‘s aims, plans, decisions, activities, events, rules, policies 
etc. building cohesion, harnessing collective knowledge and driving organiza-
tional efficiency by sharing common resources. It promotes liaison between the 
university internal units and external bodies.

• MS-OneDrive, personal cloud storage tool as detailed in the section below the 
case study, present on the web or mobile, links faculty and students to both their 
individual files and MS-Teams documents.

• Student Information System, was modified to accommodate the policy changes 
during COVID time to facilitate a lot of online operations and support to students 
like Pass/Fail grade option, linking with Ms-Teams, Moodle and Sharepoint. 
Also online application payment, course payments, exam card printing, exam 
schedule printing and class schedules. Based on the exam card conditions from 
the system Moodle was integrated to allow/disallow students from attending 
online exams (Fig. 2).

 4. Performance management, risk management and management controls 
(Execution Management) – This includes such areas as the Balanced Scorecard, 
key performance indicators, CoBiT, and regulatory compliance areas.

At Ahlia University, Risk Management and Mitigation plans were devised for 
all Directorates and Centres. Key Performance indicators were evaluated peri-
odically during the COVID time. Cloud based disaster recovery plans were 
devised. The following KPIs were achieved (Fig. 3).

Student
Information 

System

· StudentID
· Student Details

· Course Code
· Course Details
· Course Payment

· Class List 
· Faculty Details

Moodle

Teams Student
(or)
Faculty

Au
th

en
tic

Ac
ce

ss

Fig. 2 Student information system integration with Moodle and MS-Teams
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• IT Infrastructure for e-learningInfrastructure

• Online Teaching & Assessment Tools Choice & Impact

• HEC & BQA Legisla�onsLegislations

• Teaching & A�endance MonitoringMonitoring

• Impact on Strategy & ObjectivesAhlia Strategy

• Business Con�nuity & StabilityContinuity

Fig. 3 Changes implemented for business continuity

21 February 2020: 
The first COVID-19 

case in Bahrain

25 February 2020: 
Face-to-face teaching 

was suspended

26 February 2020: 
First online lecture

27 February 2020: 
Management 

mee�ng to propose 
solu�ons 

1st March 2020: 
All lectures shi�ed to 

online mode

11 March 2020: 
COVID-19 Webpage 

launched

16 March 2020: 
“Ahlia COVID-

Steering Commi�ee” 

22 March 2020: 
Ahlia Call Centre

22 March 2020:
Flexible work 

arrangements

24 March 2020: 
The first student 

survey

1 April 2020: 
Decision  (Pass/Fail 

or grade)

10 April 2020: 
The first faculty 

survey

19 April 2020: 
Second student 

survey

21 April 2020: 
Dona�on of $25,000 

towards “Feena
Khair” campaign

23 April 2020: 
50% discount on fees 
to Front Line workers

20 May 2020: 
President session 
with some of AU 

students

4 June 2020: 
First interna�onal 

online forum 
(Educa�on Excellence 

Sustainability)

Fig. 4 Milestones achieved due to alignment of ITG and business objectives

The above figure illustrates the KPIs of building infrastructure for e-learning, 
online teaching and assessment tools, achieving legislations of HEC and BQA, 
teaching and attendance monitoring, impact on strategy and objectives and business 
continuity.

Below are some of the milestones achieved using the framework.
The Figs. 4 and 5 illustrates the milestones and business objectives that were 

achieved applying the IT strategy. 275 courses were successfully delivered online, 
12,315 online class sessions were done, 93 online final exams, 24 online defenses, 
10,700 MS Teams group call and around 4361 meetings. This made the university 
cater to business continuity and student satisfaction. Student satisfaction was 
achieved in the following ways as illustrated in the Fig. 6 by creating commitment, 
communication, support, readiness, experience, equality, health and finance.

Ahlia University also maintained and retained its stakeholders’ satisfaction by 
ensuring the following.
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• courses were successfully delivered275

• online class/lab sessions were conducted12315

• final exams were conducted (Optional)93

• online dissertation defenses24

• Moodle logins per day8000

• MS Teams group calls10,700

• MS Teams meetings4,361

Fig. 5 Achieved business objectives

•Faculty experience & commitmentCommitment

•Communication with all stakeholdersCommunication

•Comprehensive Faculty & Student SupportSupport

• Faculty & Students acceptance of e-learningReadiness

•Students learning experience Experience

•Health & safety issuesHealth

•Gender and Special NeedsEquality
•Financial Support (50% front liners, 5% all, 10,000 
Donation)Finance

Fig. 6 Stakeholder satisfaction

 5. Vendor Management and Outsourcing Management (Execution 
Management)  – Since companies are increasing their outsourcing spending, 
selecting and managing the vendors and their deliverables has become critical.

Ahlia University selected the following vendors and outsourced its operations 
to facilitate online teaching and learning.
• Business Account Whatsapp – For students to contact and support
• Office 365 – All Office applications to be freely downloadable in all gadgets 

for students and faculty for online teaching and learning
• Teams-For online group calls to students in the course section
• Moodle – For online course assessments and course materials
• Zoom – For conferences
• Facebook – For Business posts

Adapting IT Governance Policies and Technology to Cope with COVID-19 at Ahlia…
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Fig. 7 Tuning to online change and technology

The above Fig. 7 illustrates the various online technology and changes that were 
made to cope with the Covid situation like Teams, office 365, whatsapp business, 
zoom and making the website more interactive.

 6. People Development, Continuous Process Improvement and Learning - It is 
critical to invest in people, knowledge management and sustain continuous 
 process improvement and innovation initiatives. For each IT governance impera-
tive, a description of the key components, select standards, guidelines and select 
references are identified.

At Ahlia University the following steps were taken to invest in people and 
upgrade faculty and students to online teaching and learning
• Continuous training of the educational body, to enhance the educational pro-

cess, to ensure its continuity in the event of an emergency and to strengthen 
the learning process as a key pillar of education since its inception.

• Short videos and manuals were prepared to help students, academic and 
administrative bodies on how to use techniques and e-learning platforms.

• Online training and support were provided through a hotline, WhatsApp, 
E-mail, website, Social media, YouTube videos, and conducting virtual train-
ing courses.

• The University provided all its members with a massive access to e-books, 
access to Office365 allowing use of free professional services of Microsoft.

Figure 8 illustrates a high level IT Governance framework and roadmap that 
identifies the major components (imperatives) of governance (e.g. strategic and 
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tactical planning – business and IT); demand management (e.g. portfolio and invest-
ment selection and prioritization); execution management (e.g. program/project 
management, process management, resource management, service management); 
performance management, metrics and controls, vendor and outsourcing manage-
ment, people development and continuous process improvements that must be 
addressed, resourced, steered, measured and, potentially changed in order for orga-
nizations to achieve improved alignment, satisfactory investment returns, and higher 
levels of customer satisfaction, performance accountability, compliance and matu-
rity. For each IT governance imperative, a description of select key components is 
provided as well as the actions taken by Ahlia University. It is the intent of this 
chapter to provide an integrated framework and roadmap, to be used in conjunction 
with more detailed best practice frameworks in each area, as a guide for organiza-
tions to tailor and adopt the approach that will lead to continuous improvements and 
higher levels of effectiveness and maturity in their respective IT environments 
(Wang & Wu, 2021; Papadopoulos et al., 2020; Herath & Herath, 2020; Selig, 2015; 
De Haes & Van Grembergen, 2009; Debreceny & Gray, 2009; ISACA, 2012;  Weill, 
2004; Prasad et al., 2009).

During the current pandemic situations, organizations cannot afford any laxity. 
They must strengthen their existing IT governance frameworks or adopt new ones, 
if they have not already done so. These frameworks enable organizations to manage 
their IT risk effectively and ensure that their IT processes are well aligned with the 
overall business objectives.

Organizations should see this as an opportunity and a reason to convince their 
boards and senior management to align their IT governance framework with risk 
management and compliance frameworks, within the overall governance frame-
work of the organization, before it is too late.

This paper investigated the use of IT governance in Ahlia University, Bahrain as 
a case study to see the effectiveness of ITG on HEI performance. This case study 
demonstrated how the HEIs can adapt to ITG during the time of crisis to prove busi-
ness continuity and stability.
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