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CHAPTER 6

The Encouragement of File Sharing 
Behaviours Through Technology and Social 

Media: Impacts on Student Cheating 
Behaviours and Academic Piracy

Ann M. Rogerson

Instances of student cheating can include the sharing and trading of assess-
ment and course content by current and former students. Through peer- 
to- peer file sharing some of this work can end up presented as the work or 
answers of others by downloading the material and ultimately being sub-
mitted for grading. These activities are just some that can be considered as 
contract cheating behaviours (Bretag et al., 2019). After identifying some 
materials and their file sharing sources during grading, I took the oppor-
tunity to highlight that instances of students uploading and downloading 
academic content were an area of concern at a plagiarism conference in 
2014 (Rogerson, 2014). During the conference I described the concept 
of file sharing as occurring when academic lecture materials, notes, 

A. M. Rogerson (*) 
Faculty of Business and Law, University of Wollongong,  
Wollongong, NSW, Australia
e-mail: annr@uow.edu.au

© The Author(s), under exclusive license to Springer Nature 
Switzerland AG 2022
S. E. Eaton et al. (eds.), Contract Cheating in Higher Education, 
https://doi.org/10.1007/978-3-031-12680-2_6

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-12680-2_6&domain=pdf
mailto:annr@uow.edu.au
https://doi.org/10.1007/978-3-031-12680-2_6#DOI


78

assessment tasks, answers, and responses are shared, swapped, and traded 
over internet-based sites in fee, free, or barter (credit/exchange) arrange-
ments (Rogerson, 2014; Rogerson & Bassanta, 2016). File sharing sites 
housing educational materials can also be known as “crowd sourcing sites, 
study aid sites and peer-to-peer platforms” (Lancaster & Cotarlan, 2021, 
p. 2) and have extended their range of materials to include e-books (Lee 
et al., 2019). 

This chapter continues the discussion of student file sharing behaviours 
and their relationships to contract cheating and academic piracy when file 
sharing is facilitated through technology. I expand the discussion about 
the confusion that continues to exist for students when file sharing or 
sharing of content and materials appears to be acceptable behaviour or the 
norm in society (e.g., via social media). However, the sharing and trading 
of materials, content and answers are not considered a norm or permissi-
ble in all educational contexts (Rogerson & Bassanta, 2016). Sharing of 
materials can facilitate collusion, contribute to contract cheating and other 
breaches of academic integrity, as well as undermine copyright and 
acknowledgement practice (Dixon & George, 2021; Lancaster & Cotarlan, 
2021; Rogerson & Bassanta, 2016). This chapter goes on to discuss the 
implications of file sharing behaviours beyond higher education, consider-
ing whether we as educators are sufficiently preparing students for organ-
isational life where the sharing of organisational knowledge is not 
acceptable for proprietary, commercial confidentiality, or privacy reasons.

File Sharing and academic integrity

Encouragement of file sharing behaviours can occur on several fronts. 
Some are legitimate such as educators setting collaborative assessment 
tasks and students using social media to facilitate group work (e.g., Khan 
et al., 2016) and where it is recognised as a supportive communication 
mechanism to facilitate interactions with fellow students and teachers 
(Bretag et al., 2019). Social media platforms can also be incorporated to 
form part of the assessment task (e.g., Hull & Dodd, 2017). However, 
there is a darker side to file sharing where students are encouraged to 
upload educational content for profit, credit, or benefit regardless of 
whether or not the student holds the copyright or intellectual property 
ownership in the materials being shared (Dixon & George, 2021; Lancaster 
& Cotarlan, 2021; Rogerson & Bassanta, 2016). Sharing sites operating 
in this manner are exploiting the ‘sharing economy’ (Richardson, 2015), 
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promoting themselves as providing help and assistance when in fact these 
sites are facilitating contract cheating (Lancaster & Cotarlan, 2021).

In examining the concept of student academic file sharing with Giselle 
Bassanta in a chapter titled ‘Peer-to-Peer File Sharing and Academic 
Integrity in the Internet Age’ in the Handbook of Academic Integrity 
(Bretag, 2016), we noted that the “lines are blurring between what is and 
is not appropriate to share, inform, re-use, trade, swap, or sell in an aca-
demic context” (Rogerson & Bassanta, 2016, p. 275). If anything, mea-
sures of appropriateness have become even blurrier with software providers 
such as Apple® and Microsoft® providing prompts in programs and appli-
cations that encourage users to ‘copy, paste, share’ when they hover over 
words and phrases. Although the software providers advertise that the 
functionality is designed to facilitate transferring of material between per-
sonal devices, this type of language tacitly legitimises sharing behaviour as 
something that is a normal practice. Further tacit endorsement is estab-
lished when institutions provide students with free user licences to pro-
grams provided by these companies and students use computers and 
handheld devices for study and assessment.

Social aSpectS oF Sharing

The global COVID-19 pandemic has increased and accelerated the use of 
technology in educational contexts and shifted educational activities from 
the campus and classroom to home and computer-mediated social spaces 
(Eaton, 2020). The social connectedness students usually achieve by com-
ing to campus also assists with engaging in institutional resources and 
services to support their learning (Won et al., 2021). When these interac-
tions are missing, however, students must rely on other methods to con-
nect. As students turn to social media to replace physical social 
connectedness, they may also reach out for help, or seek interactions that 
can facilitate collaborative learning, and the transfer of resources (Ansari & 
Khan, 2020). When coupled with social media platforms that promote 
content based on search word algorithms, the sites seeking to profit from 
hosting file sharing communities merely need to promote their services 
through a social media platform to reach new potential contributors and 
users, therefore extending their ethically questionable practices.

This is where the key difference is in the academic integrity space. 
Sharing sites masquerading as sharing centres are designed to profit own-
ers, who employ ‘aggressive marketing practices’ (White, 2020). Students 
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sharing information (and in many cases materials where they do not own 
the copyright) are doing so to gain profit or credit to spend, barter, or 
exchange to gain information, and in the end seeking an unfair advantage 
over fellow students. Students are not necessarily aware or educated in 
how to distinguish between for profit versus sanctioned sharing or genu-
ine support sites promoted by their educational institution. Using the lan-
guage of help and support adds a notion of legitimacy to the operation of 
sharing sites whilst they seek to undermine the very operations they are 
trying to imitate (Lancaster & Cotarlan, 2021; Rogerson & Bassanta, 2016).

Student help-Seeking BehaviourS and Social media

The help-seeking literature provides a useful insight into the motivations 
that underpin student help-seeking behaviours. Instrumental help-seeking 
behaviours indicate that a student is seeking help to reduce the subsequent 
need for assistance, for example not needing explanation or clarification. 
In comparison, executive help-seeking behaviours (also referred to as 
expedient help-seeking behaviours) refer to students seeking the answers 
to problems as a way of avoiding doing the work themselves (Bailey & 
Withers, 2018; Karabenick, 2004; Nelson-le Gall, 1985). Therefore, social 
media platforms provide a way to connect the help-seeking and help- 
giving through facilitating connections via technology. Some studies prior 
to the COVID-19 pandemic examined how students used social media for 
peer-to-peer knowledge sharing purposes (Asterhan & Bouton, 2017), 
how Twitter® was used to improve learning experiences (Hull & Dodd, 
2017), or how instant messaging assisted students to clarify ambiguities 
while establishing social bonding (Nkhoma et al., 2018). However, even 
prior to the pandemic other studies had already established the link 
between deviant social media behaviour and breaches of academic integ-
rity (Amigud & Lancaster, 2019) and collective cyber-cheating behaviours 
(Parks et al., 2018).

While the notion of ‘helping’ others may contribute to students partici-
pating in unauthorised or illegal file sharing activities, there is also the 
issue of helping as a potential neutralisation factor. Neutralisation tech-
niques are a form of deviant consumer behaviour where individuals excuse 
or justify their actions to alleviate their guilt associated with a specific 
action which would breach societal norms and the norms they usually 
espouse (Harris & Daunt, 2011). Deviant behaviours are neutralised 
through techniques such as denying responsibility by placing the blame 
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for the action on others, denying that there is victim associated with the 
action, and placing the demands of social groups and associations ahead of 
society at large (Sykes & Matza, 1957). In a study of e-book piracy, it was 
noted how individuals who use neutralisation techniques are “more 
inclined to blur their moral boundaries” to justify their actions to use the 
internet for “free download, uploading, creating or sharing of electronic 
books” (Lee et al., 2019, p. 302). Through the use of neutralisation tech-
niques “feelings of guilt or shame from participation in digital piracy” are 
removed (Lee et al., 2019, p. 302). It could be that students’ notions of 
helping others, or responding to requests for assistance over social media 
platforms, overcome their sense of judging whether sharing material that 
they do not own is wrong or has the potential to be misused to breach the 
policies and principles associated with academic integrity.

technology, Social media, and File Sharing

The internet and social media platforms have accelerated the access to and 
accessibility of content but educating students about what is and is not 
appropriate to share has not kept pace with the breadth, extent, and 
growth of sharing facilitated by technology. The COVID-19 pandemic 
has driven education to rely on technology to take the place of in-person, 
on campus delivery of lectures, workshops, practicums, labs, or tutorials 
limiting opportunities for students to interact in the same physical location 
(Eaton, 2020).

However, social media platforms continue to deliver mechanisms for 
students to connect and stay connected, while on the flip side providing 
greater reach for sharing and cheating platforms and behaviours. The 
rapid transition to remote learning took place without the time for plan-
ning or consideration of the potential impact on student sharing behav-
iours or intentions. As indicated by articles issued over 2020 and 2021, 
sharing behaviours have increased, leading to academic integrity breaches 
of cheating and collusion (e.g., Comas-Forgas et al., 2021; Eaton, 2020; 
Lancaster & Cotarlan, 2021).

The internet-based sites encouraging students to share are appealing to 
them directly, or through social media to ‘help’ others while helping 
themselves. The use of language and persuasive rhetoric designed to 
attract and encourage engagement (Rowland et al., 2018) does not high-
light the risks of participating in sharing behaviours of this nature, with the 
caveats and disclaimers hidden in fine print or terms and conditions (Dixon 
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& George, 2020). Inappropriate or unsanctioned file sharing undermines 
the principles of academic integrity and in some cases breaks the law in 
jurisdictions where copyright provisions and intellectual property rights 
are upheld (Rogerson & Bassanta, 2016). If we are encouraging students 
to collaborate in some classes while trying to promote that students do 
not inappropriately share content they may have written up as notes or 
submitted for assessment, students can be left confused or conflicted as to 
what they should and should not do.

File Sharing aS academic piracy

Piracy of media (e.g., music, movies, and images) has been identified as an 
issue with students (and others) with the inappropriate sharing or illegal 
use of intellectual property and sharing of content which has been 
described as ‘digital piracy’ (Jackman & Lorde, 2014). This type of shar-
ing and use ignores the copyright holders’ rights to income and royalties 
for creative content. The use of pirated content even for individual enter-
tainment purposes is for personal gain for the user in access to content 
without paying a fee, or via a greatly reduced rate compared to a commer-
cial and legal purchase (Tyrowicz et al., 2020). Although studies demon-
strate that the presence of legal means of entertainment downloads reduces 
the instances of pirated media usage through relatively affordable sub-
scription services such as Netflix® (Nhan et al., 2020), the question of cost 
was shown to influence the decision to access and use pirated content 
regardless of the legal implications of partaking in the activity (Jackman & 
Lorde, 2014; Lee et al., 2019). File sharing sites provide options to stu-
dents to barter for content thereby negating the cost issue through 
uploading content to earn credit to download other content, while pro-
viding mechanisms for payment by piece or subscription (Dixon & George, 
2021; Rogerson & Bassanta, 2016).

For those hosting the sites and sharing there is also the potential for 
further financial gain through revenue from advertising placed or pro-
moted through the internet-based sites. This is no different from the 
approach of paraphrasing tool sites, which promote free but not necessar-
ily quality services (Rogerson & McCarthy, 2017). Where file sharing sites 
are hosting, providing, bartering, or exchanging academic content not 
owned by an individual, it becomes another form of digital piracy, but 
more correctly academic piracy.
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The peer-to-peer sharing sites, and those using them, will argue for the 
right of a student to share notes and answers to assessment tasks as it is 
their own copyright. However, the fact is that much of the content shared 
over the file sharing sites is the original work of an individual academic or 
educational institution. In addition, much of the content being uploaded 
to earn credit is already available to students for free via their institutional 
repositories. Reuse or exploitation of this work without permission for 
personal gain equates to academic piracy. Students do not hold the copy-
right in materials such as assessment or examination questions, exemplars, 
sample papers, course outlines, and lecture slides, yet file sharing sites 
accept this content without question and hold it behind membership pay-
walls. In trying to attract students to use the sites, the materials can be 
identified through subject and institutional searches over the internet 
(Dixon & George, 2021). Then begins the task of lodging Digital 
Millennium Copyright Act (DMCA) take-down notices (DMCA, n.d.) to 
have content removed. Unfortunately, the time to identify and then enact 
these take-down requests means that the content is available for access 
during assessment periods, which can be used inappropriately by students.

implicationS For Future practice

From an educational perspective academia needs to determine better ways 
to ensure that intellectual property of academics and the institution are 
better protected. This will mean cultivating and educating individuals 
about ways to guard content delivered and accessible online to make it less 
attractive as a target for sharing (Petrescu et al., 2018). This may include 
taking additional steps to watermark, add logos, disclaimers, or other 
commentary to make it more difficult for students to share content down-
loaded from the institutional learning platforms or websites (Sheridan & 
Rogerson, 2020). From a student perspective, students need to be edu-
cated about appropriate sharing versus inappropriate sharing just as we 
seek to enlighten students to the consequences of breaching academic and 
educational integrity.

Leveraging the socialisation of sharing practices to undermine the 
frameworks of appropriate use and authorial acknowledgement of the 
reuse of materials have implications far beyond education. While students 
bring their societal and educational norms into their learning experiences, 
and have those norms shaped and sometimes reinforced throughout their 
studies, they can equally retain those norms when transitioning to work 
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and environments outside of education (Guerrero-Dib et  al., 2020). 
Herein lies the danger that students are not necessarily cognisant or 
remaining aware of what is and is not appropriate to share and this area 
warrants further investigation.

There is a lack of awareness of what happens when data, intellectual 
property, or even ideas are shared through habit (such as norms estab-
lished through social media usage) rather than acknowledging that organ-
isational related information is proprietary information and therefore not 
shared or disclosed at the whim of an individual. Specific non-disclosure 
agreements may highlight to individuals that certain sets of data will place 
an organisation at risk if shared. However, the general requirements of 
confidentiality provisions that form part of employment contracts (specify-
ing that information belongs to the organisation and is not to be shared 
without specific permission) are lesser known and more at risk of being 
breached. This risk is heightened where individuals rely on their previous 
experiences where they consider that sharing is considered a social and 
behavioural norm.

Therefore, what applies in a social setting does not necessarily translate 
to an educational or professional setting. Studies such as Guerrero-Dib 
et al.’s (2020) demonstrate that there is a link between breaches of aca-
demic integrity and future workplace ethical behaviour, although this 
study was confined to examining this phenomenon in relation to cheating, 
copying, falsification, the use of unauthorised support, and plagiarising or 
paraphrasing without the use of citations. The issue of inappropriate shar-
ing of materials or use of shared materials was not incorporated into the 
study but would be of interest and use to both educators and 
organisations.

There are increasing calls that higher education institutions should bet-
ter prepare individuals for their working lives beyond university (e.g., the 
2020 Australian legislation around the Jobs Ready Graduate Package 
[https://www.dese.gov.au/job- ready/improving- higher- education- 
students]). Seeking to uphold academic standards through education 
about appropriate sharing behaviours is an urgent situation to be addressed 
particularly through educative approaches to managing academic integrity 
issues. Institutions also need to ensure that file sharing contexts of aca-
demic integrity breaches are covered in policies and procedures. The mis-
appropriation of content that is not owned or authored by a student for 
sharing and/or personal gain is something that needs to be classified for 
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what it is—academic piracy and couched on those terms to emphasise the 
inappropriate and illegal aspects of the behaviour.

Future reSearch

What is not clear is the impact that social media platforms and technology 
providers that openly encourage sharing behaviours with aspects of per-
sonal life have on students’ intentions to share materials related to aca-
demic courses of study. This plays upon sharing as being a norm. 
Alarmingly, technology providers such as Apple® and social media plat-
forms such as WhatsApp, Instagram, and Snapchat encourage sharing 
behaviours between individuals. There are no caveats or warnings about 
the risks of sharing certain materials or prompting a question whether the 
individual sharing content has the legal right to do so.

Consequently, future research looking at peer-to-peer file sharing in the 
education sphere should consider the copyright question (where this 
applies in relevant jurisdictions) and as the socialisation of sharing, and 
more particularly how file sharing as a normal practice is misleading in 
educational and professional contexts. This may be more difficult for stu-
dents to understand where their country or jurisdiction does not have or 
uphold copyright provisions. Studies into the type and classification of file 
sharing as academic piracy may have a greater impact on developing an 
awareness and countering the practice. The success and reduction of piracy 
may provide some insight into how we can get students to understand and 
accept the inappropriateness of sharing and using content that they do not 
own. We also need a greater understanding of what materials are being 
shared, when decisions to share take place, and whether neutralisation 
notions such as ‘helping others’ contribute to an intention to participate 
in file sharing and academic piracy. Other studies could examine the effec-
tiveness of discussions and assessment tasks that consider and demonstrate 
what is or is not appropriate to share.

concluSion

The failure to properly educate students on appropriate and ethical shar-
ing behaviours in educational contexts contributes to instances of aca-
demic misconduct and breaches of academic integrity through contract 
cheating. While peer interactions can benefit educational outcomes, they 
can also contribute to cases of collusion when the boundaries of support 
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and assistance are not clear. The implications of unauthorised and inap-
propriate file sharing also carry broader risks to organisational knowledge 
management, privacy provisions, and the protection of intellectual prop-
erty as demonstrated in cases of media (digital) piracy. This is a societal risk 
beyond the confines of academic and educational environments. The risk 
to organisational information loss and competitive advantage is real, just 
as the risk of file sharing in an academic environment diminishes the value 
placed on knowledge, intellectual property, and originality of thought and 
academic achievement. As noted in 2016, the imperative remains that we 
need to openly discuss and confront the issue and implications of file shar-
ing with students while developing their capacity for discernment and 
judgement on what is and is not appropriate to share (Rogerson & 
Bassanta, 2016).
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