A Roadmap for SMEs to Adopt an Al )
Based Cyber Threat Intelligence L

Abhilash J. Varma, Nasser Taleb, Raed A. Said, Taher M. Ghazal ®,
Munir Ahmad, Haitham M. Alzoubi @, and Muhammad Alshurideh

Abstract Cybersecurity has started to become the most significant concern among
organizations as the number of threats and criminal activities in the past decade
has increased exponentially. Cybercriminals and their attacking techniques have
become increasingly sophisticated over the past couple of years. Conventional secu-
rity measures will no longer be able to detect and mitigate the propagation of such
advanced attacking trends. More and more hackers have started focusing on Small and
medium-sized enterprises (SMEs) taking advantage of their limited resources. There-
fore, SMEs will have to quickly adopt Artificial Intelligence (AI) based cybersecurity
system in their infrastructure to defend themselves effectively and efficiently. It is
currently forecasted that by 2021, 75% of all organizations will use Al and Machine
learning (ML) applications in their security architecture to protect against all cyber
threats. In this paper, the researchers identify the various challenges faced by SMEs in
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adopting an Al based cybersecurity due to their knowledge gap and lack of expertise.
The researcher intends to provide a good background on AI, Cyber Threat Intelli-
gence (CTI) and highlight some of the significant benefits provided by an Al based
CTI system. A simple roadmap is developed using a qualitative research method-
ology to help SMEs effectively implement an Al based Cyber Threat Intelligent
system in their infrastructure.

Keywords Cybersecurity + Artificial intelligence - Machine learning - Cyber
threat intelligence - Deep learning + Al - ML

1 Introduction

Cyberattacks have increased exponentially over the globe. The world-famous
investor Warren Buffet sees cyber risk as one of the gravest threats to humanity.
In the past decade, we have seen some of the largest data breaches, national level
hacking activities, political manipulations, and the use of botnets to bring down major
telecom industries (Alzoubi et al., 2021a, b). These are compromising our private,
professional, and national existence. No industry or organization is now completely
safe from a cyber threat and therefore, the security professionals are always expected
to stay current and up to date on the latest attack trends and vulnerabilities used by
hackers (Kashif et al., 2021). They must detect, analyze and protect the organization
in real-time (Alshurideh, 2022; Alshurideh et al., 2022a, b). Alkhalil et al. (2021)
mentioned that the global cost of cybercrimes is expected to reach USD 6 trillion by
2021;43% of the total cyberattacks target small businesses; $3.9 million is the average
cost of a data breach for small to medium size businesses; organizations usually take
nearly 6 months to detect a breach; the number of connected IoT devices will reach
75 billion by the year 2025 (Alnuaimi et al., 2021a, b).

Cyber threat intelligence is a process that proactively and iteratively searches
various systems, databases, networks (Farouk, 2021), and other resources to detect
and educate itself about the changing cybersecurity threats that can evade existing
security controls. It enables the cybersecurity professionals to quickly recognize indi-
cators of cyberattacks, analyze the attack methods and respond in a timely manner
(Ali Alzoubi, 2021a, b). The cyber threat intelligence helps organizations to isolate
and remedy these advanced threats before a cyber threat occurs. Even though various
cyber threats follow different methods of cyberattack, they have a similar life cycle
starting with the victim reconnaissance to performing malicious activities on the
victim’s network\devices (Mondol, 2021). The primary purpose of Cyber threat intel-
ligence is to detect all weak points in the existing security solution and thereby take
the necessary actions to safeguard the organization (Al Ali, 2021).

Over the years, Cyber Threat Intelligence has evolved from small ad-hoc tasks to
a much more powerful program with their own dedicated staff, tools and processes
that can support the entire organization (Radwan & Farouk, 2021). Most organiza-
tions nowadays not only consume cyber threat intelligence but also produce them.
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This shows the growing maturity, popularity and professionalization in this field
(Lee, 2020). Without the help of advanced data mining techniques, ML and Al it
is practically impossible for cyber analysts to stay on top of the latest attack trends,
analyzing the current attack logs, generating intelligent reports that can be used to
share and report on cyber security (Al Kurdi et al., 2021; Alhashmi et al., 2020;
Salloum et al., 2020). Al and ML systems can significantly support cyber analysts in
early detection as well as providing timely recommendations for mitigating various
threats (AlShamsi et al., 2021; Nuseir et al., 2021; Yousuf et al., 2021).

In this research, the researcher will be reviewing some of the existing literatures
on Al and CTI, discussing their core processes, functions and development lifecycle
(Akour et al., 2021; Almaazmi et al., 2020; Alshurideh et al., 2020a, b, ¢). One of
the key issues identified in the literature review is that SMEs are currently lagging
in adopting this technology in their infrastructure due to several challenges such as
limitations in budget, expertise, knowledge, etc. This problem can be overcome if
there is aroadmap that can help SMEs to plan and successfully implement an Al based
CTI system (Al Al Suwaidi et al., 2021; Alzoubi et al., 2021a, b; Shebli et al., 2021).
Thus, the aim of this research is to develop a simple, effective, customizable roadmap
for SMEs. The effectiveness of the roadmap was evaluated using a qualitative analysis
and based on this result, an updated, customized, and focused roadmap is finally
presented by the researcher (AlHamad et al., 2022). The main advantage of this
research would be that it will provide enough knowledge and the confidence for
SME:s to go ahead with their investments in Al based cybersecurity and how to use
intelligent Al based systems to protect the organization from the vast number of
cyber threats in the modern technological environment (Lee et al., 2022a, b). The
research also covers some of the main challenges and risks that are usually faced by
SMEs as part of their adoption of Al based CTI system (Miller, 2021).

2 Literature Review

In recent years, there has been a significant increase in the number of cyberattacks
faced by organizations. Traditional firewall and antivirus based cyber defense tools
is now primitive and are no longer able to effectively block cyber threats or keep
up with the rapidly developing threat vectors. Cyber attackers are developing new
sophisticated Al based smart malwares that can understand the target system, learn
their environment, evade detection, and make intelligent decisions making it more
and more complex and challenging for the organizations to detect and defend against
various cyber threats (Alzoubi, 2021a, b). It is practically impossible for cyber
analysts and forensic investigators to keep up with the advanced number of threats,
the amount of data to be analyzed and the speed of processes to actively respond to
all cyber threats in real-time (Alhamad et al., 2021). Existing literature shows that
even though there has been a significant increase in the number of organizations that
have started to adopt Al based Cyber (Alzoubi & Aziz,2021a, b). Threat Intelligence
for their cyber defense, a vast majority of cyber security professionals still lack a
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deep understanding of Cyber Threat Intelligence, how Al based algorithms work
and most importantly how to secure and harden an Al based CTI system (Ali et al.,
2021). This is mostly because Al based CTI systems are not mature yet and is still
an evolving technology (Alshurideh et al., 2020a, b, c). Large enterprises have the
luxury of higher budget to invest in the latest innovative solutions, infrastructure,
resources and for acquiring the required knowledge and expertise. Small and
Medium sized Enterprises (SMEs) do not have this luxury and often struggle to
invest and implement such new technologies in their infrastructure (Alshraideh
et al., 2017; AlShurideh et al., 2019; Ghannajeh et al., 2015). SMEs therefore
become most vulnerable to these advanced cyber threats as they are not kept up to
date with the emerging cyber defense mechanisms (Alzoubi et al., 2021a, b).

Lee (2020) based on their latest CTI Survey, the biggest challenges faced by most
organizations on the successful implementation of CTI are difficulties in integrating
CTI with existing systems, the overall cost of implementation and continual improve-
ments, lack of trained cyber security analysts and limited management support.
Lidestri (2018) surveyed about 603 IT and IT Security professionals working for
various US organizations who have already deployed or are planning to deploy
an Al based CTI program in their organization. In this survey, while 71% of Al
users voted that the Al technology will increase the speed of analyzing threats and
providing a deeper security, only 60% of the current non-Al users believed this to be
the primary benefit. 69% of the respondents believe that incorporating Al in Cyber-
security will increase the speed of analyzing threats while 64% believe it will help
to quickly contain the infected endpoint (Ghazal et al., 2021). Cyber threat intel-
ligence will increase the requirement for organizations to retain and employ more
talented cyber analysts with Al exposure. This will bring a positive cybersecurity
posture. Based on the survey, 68% of Al users said Al will improve the productivity
of the IT staff while only 60% of non-Al users agreed on this. In one hand, 69% of
Al users said that Al and ML technology will significantly improve the effective-
ness of various application security activities, while on the other hand, only 59% of
the non-Al users believed in this (Alzoubi & Yanamandra, 2020). The Al security
experts\users believe that Al adaptation will help reduce the complexities in various
security architecture. 56% of Al users responded that the adoption of Al based CTI
system will decrease the overall complexity of the organizations security architec-
ture while only 40% of non-Al users shared this view (Lee et al., 2022a, b). As
the Al maturity level increases in the organization, the cyber analysts become more
capable in understanding and identifying areas where Al implementation would be
most beneficial (Aasriya, 2021). The stability, knowledge and expertise of Al based
threat detection is drastically expected to improve as more and more organizations
start to incorporate it and invest in this technology (Alkalha et al., 2012; Alnuaimi
etal.,2021a, b; Altamony et al.,2012; Zu’bi et al., 2012). While non-Al users believe
that an Al based CTI system will help them detect 41% of the previously undetected
zero-day exploits, the Al users responded that they are able to detect 63% of these
exploits with the help of AI (Lidestri, 2018).

With the boom of the Internet of Things (IoT) and cloud computing, the SMEs
have become heavily dependent on the cyber world and therefore need to adopt the
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latest cyber forensic investigation techniques on exchanged and stored data (Singh &
Singh, 2021). The growing attack surface includes amateur threats, such as phishing,
sophisticated distributed denial of service attacks and skilled nation-state actors.
Prevention is nearly impossible. Advanced persistent threats show that hackers are
patient (Lee & Ahmed, 2021). Given enough time, attackers will be able to get in since
the cost of an attack is low and automated probing will eventually find a weakness.
ML, Data mining and Al can quickly and efficiently detect any network abnormali-
ties, including static and dynamic malware attacks. They can quickly analyze, learn
and act intelligently against advanced cyber threats (Hanaysha et al., 2021a, b).

3 Background Information

3.1 Artificial Intelligence (Al)

Al was explained as the science and development of intelligent systems and programs
that can understand human intelligence (McCarthy, 2007). Artificial intelligent
systems are technologies that can gather or read data from their various inputs, learn
from their environment and make autonomous decisions based on the intelligence
acquired through their experience and knowledge (Hanaysha et al., 2021a, b). They
can adapt to different situations and act independently without any human interven-
tion. Al should be able to automate most of your repeatable tasks and in the long run
make intelligent decisions on behalf of the cyber analysts (Ahmed et al., 2021; M.
Alshurideh et al., 2020a, b, c; Harahsheh et al., 2021; Nagqvi et al., 2021). This will
include functions like planning, reasoning, training, problem solving, etc. It’s a highly
effective tool that can continually learn from internal, as well as external data and
become a vital part of the cyber security infrastructure. According to Davies (2020),
Al systems can include capabilities like Cognitive computing, ML, DL, Natural
Language Processing (NLP), Computer Vision, Speech, RPA, etc. as depicted in
Fig. 1.

Fig. 1 Aurtificial intelligence Artificial Intelligence
Cognitive Computing

Machine Learning

Natural Language Processing

Computer vision
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Cognitive Computing works with multiple subsets of Al such as ML, DL, NLP,
Computer vision, etc. to simulate the human thought process and provide recom-
mendations to help humans make better decisions. Machine Learning is a subset
of Al and it enables machines to interact with data, learn from them and probably
make changes to the algorithm in response to the data received without the need to
follow explicitly programmed instructions (Alshurideh et al., 2022a, b). It includes
deep learning, supervised algorithms and unsupervised algorithms to support predic-
tions, analytics and data mining. These algorithms are used to recognize patterns and
anomalies in data. Deep learning is a subset of ML. Natural Language Processing
is a subset of Al that enables machines to work with text and languages, extracting
their meaning and generating texts that are natural and grammatically correct (Ali
etal., 2022).

3.2 Cyber Threat Intelligence (CTI)

Cyber threat intelligence is the final product that is disseminated after all cyber
information is collected, processed and analyzed through a rigorous procedure called
the intelligence cycle. It enables organizations to collect the correct threat intelligence
and create a secure plan to detect, respond, prevent and mitigate various types of cyber
threats and strengthen the organizations defense (Alzoubi et al., 2020a, b, c, d). The
data should provide accurate useable intelligence. Figure 2, shows the various phases
in the cycle.

According to Lee (2020), the Intelligence cycle starts with the Planning phase
where the requirements are identified. This includes the specific questions and
concerns that are to be addressed by the CTI program. Even though the require-
ments have a generic nature to all organizations, the specifications are unique to each

Planning/
Requirements

Dissemination J

Processing

Fig. 2 The intelligence cycle. Source 2020 SANS CTI Survey
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organization (Ahmad et al., 2021; AlMehrzi et al., 2020; Alzoubi et al., 2020a, b,
¢, d; Hayajneh et al., 2021). They are updated in an ad hoc manner based on the
past incidents or upcoming trends in the industry. Specify who will be consuming
the finished product—will it be used as an input to another system, will it be sent to
Cyber analysts with technical expertise or will it be sent to top executives for their
broad overview of the current cyber trends (Mehmood, 2021).

These requirements are then passed on to the Collection phase where they iden-
tify and evaluate the sources of intelligence that will help answer the requirements
in an efficient manner. In addition to the inhouse data that is collected from the
different departments\groups, information is also gathered from commercial threat
feeds coming from CTI-specific vendors, generic security vendors, open-source
threat feeds and forensics data (Alzoubi et al., 2020a, b, ¢, d). Information should also
be periodically evaluated to ensure that it is current, effective and usable (Aburayya
et al., 2020; AlShehhi et al., 2020; Svoboda et al., 2021). A data source that may
have been critical in the past might no longer be needed, and new data sources might
need to be identified as the organization and the threat landscape change (Alzoubi &
Aziz, 2021a, b).

This data is then processed in the Processing phase to a format that is usable
for the analysis phase (Alzoubi et al., 2022). Thousands of log events are generated
every day by each system, these need to be collected, filtered and processed by
automated systems to make any sense from the data. In the Analysis phase, the data
is synthesized to support the requirements that were defined in the first phase. It
searches for any potential security events and alerts the respective teams (Alzoubi &
Yanamandra, 2020).

The final step is the Dissemination phase where the intelligence gathered is
disseminated to the intended audience outlined in the planning phase. The data
should go to the right recipient in the right format so that they are able to use it
effectively. Timeliness and relevance are critical to the effectiveness of CTI dissem-
ination. Cyber Threat Intelligence is primarily presented in the form of reports or
brief summaries via emails, spreadsheets, power point presentations, etc. It is also
used as an input to various security tools to generate alerts in an automated fashion
(Alzoubi & Ahmed, 2019).

3.3 The Benefits of an AI Based CTI

Organizations generate and consume huge amounts of raw CTI data butit’s incredibly
time consuming and cumbersome to convert into intelligence. Most of these data is
used for analyzing the application and its security (Alzoubi et al., 2020a, b, c, d).
Al and ML programs can be the most beneficial for such tasks as they can analyze
thousands of records\events, learn their behavior and raise an alert to the cyber analyst
in case a vulnerability is detected (Alzoubi et al., 2020a, b, ¢, d). Semi-automation
of cyber security tasks and data processing will be the golden standard followed by
industries as the Al based CTI program maturity improves (Joghee et al., 2020).
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3.4 The Core Functions of an AI Based CTI System

Alnuaimi et al., (2021a, b) proposed the core functions of an Al based cyber threat
intelligence as shown in Figure 3. Identification of threats and the vulnerabilities is
key to understanding the risk a potential attack can have on the organization. Al and
ML algorithms can discover abnormalities in behavior patterns, flag it immediately
and alert the cyber security analyst of a potential breach or threat. Al can use its
data sets to defect cyber threats by identifying common threat characteristics. It is
important to investigate events to gather maximum amount of information about
the attack, the attack vector, its status, exploits and vulnerabilities (Aziz & Aftab,
2021). Analysis would enable the security analyst to identify the vulnerabilities, the
devices that were compromised, the elements that failed to prevent the attack and
how it happened (Alzoubi & Ahmed, 2019). Al would enable the security analysts
to respond in a timely manner and prevent any form of progression. Al would be
able to immediately respond to threats and isolate the infected equipment and stop
the threat from progressing any further. Deep learning and ML enable Al to learn the
behavior of attacks and thereby predict when, how and where the attack will begin.
This will enable the security analysts to take appropriate actions to better prevent or
mitigate an attack before it happens (Akhtar et al., 2021). Al enables the organization
to continuously monitor the cyberspace to discover new threats vectors as well as
defend against known and unknown threats.

tin
monitoring
Proce

m InvEStigate

Fig. 3 Core functions of an Al based cyber threat intelligence

Discover
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3.5 Designing an AI Based CTI system—The Al
Development Life Cycle

Darraj et al. (2019) married the traditional SDLC with Al specific design and tech-
nology. Figure 4 depicts the 9 phases in the Al development life cycle: Planning,
Analysis, Design, Implementation, Training, Optimization & Validation, Testing &
Integration, Deployment and Maintenance. In the Planning phase, we need to clearly
specify the Cyber threat intelligence requirements, its scope, security, access control,
privacy and data encryption along with governance, laws and compliance (Emerita,
2021). In the Analysis phase, various cybersecurity Al tools are analyzed to iden-
tify the right tools, algorithms and data sets that are optimal for the organization.
Here we will be able to decide which tasks can be automated and which needs a
human intervention. In the Design phase, the Al based CTI solution is designed for
the organization using the above identified Al tools covering ML, natural language
processing, deep neural nets and cognitive computing (Khan, 2021). You will specify
what will be the outcome and who will be using the system. In Phase four, the designed
AI-CTI solution is implemented. In the Training phase, the designated data sets are
used to train the AI-CTI algorithms for building its intelligence that will later be used
for automation and taking intelligent decisions (Guergov & Radwan, 2021). In phase
six, the cyber security analyst should optimize and validate the Al algorithm and data,
ensure the cybersecurity hardening and patching are met and the system is functioning
as intended. In phase seven, AI-CTI solution is integrated with the various systems
in the organization and tested. The cyber security analyst starts testing the system
ensuring all security and privacy requirements are completely met and confirm all
PII, PHI, PCI/SOX and FTI data are appropriately protected (Obaid, 2021). In phase
eight, the solution is deployed to production environment and becomes completely
active. Here the cybersecurity analyst will continue hardening the system, patching
and continuously monitor the AI-CTI solution. Phase nine is continual operation and
maintenance of the AI-CTI system. The system, as any other application, needs to be
continuously monitored and patched to ensure it meets expectations and requirements
of the organization. We must make sure the Al system is behaving and functioning as
planned. Threat forecasting and risk assessment should be performed at each phase
considering the indicators of attack, compromise and interest. All vulnerabilities
should be identified and remediated at each phase (Alnazer et al., 2017a, b).

3.6 Incorporating Al into Cyber Threat Intelligence

Learning can be defined as the process of acquiring knowledge or skill sets and
when this knowledge is applied in a decision-making process it is called intelli-
gence. An Al system must first learn before it can apply intelligence. To start off,
Al systems can be used to perform daily repetitive tasks such as scanning, auditing,
analyzing and reviewing huge volumes of data, logs and reports. It can perform
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AI-DLC (Development Life Cycle)

Al Planning
Al Requirements Planning

Al Maintenance

Al Analysis
1. Data Elements for Al Training
2. Determine Algorithm

Al Deployment

1 ML
Al Design ol

1. AlBuild Type cc
2. Determine Data Lake

Al Testing '§
& Integration

Al Optimization

& Validation Al Implementation

Al Training

Fig. 4 An Al development life cycle

event correlation and generate intelligent reports which can then be further analyzed
by the cyber analysts to strengthen the cyber defense system. Al allows to free up
security operators so that they can now focus on more advanced tasks that require
deeper thought processes (Alnazer et al., 2017a, b). There are several Al enabled
tools and applications such as Neural Networks for intrusion detection, JASK secu-
rity platform for detecting cyberthreats at its early stage, Cylance’s security solution
for predictive threat prevention, etc. to support cyber defense (Hamadneh et al.,
2021). Adopting an Al based CTI system would improve the cyber resilience of the
organization making its cyber defense strategy to be more proactive than reactive.
The most significant feature of an Al based CTI system is its ability to adapt and
learn. Overtime the system would be able to detect and respond to both known as
well as unknown threats. Truong et al. (2020) categorized the most common appli-
cations of Al based cybersecurity into: Malware detection, Network intrusion and
Phishing/Spam detection as illustrated in Fig. 5.

4 Research Design and Methodology

To address the research problem, the researcher has come up with a simple roadmap
for SMEs that can help them to easily and effectively incorporate an Al based CTI
system in their cyber security architecture. This roadmap was shared with some of
the subject matter experts who are currently working in the cyber security team for
various reputable organizations. This research is limited to the development of a
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PC Malware
e Sl
Mobile Malware

Intrusion detection

Al based CTI . . / .
. Network intrusion Anomaly detection

applications

Web phishing

Phishing/Spam Mail phi
. detection
detection -
Social network
spams

Spam emails

Fig. 5 Common Al based CTI applications

roadmap for SME:s for the successful adoption of an Al based CTI system as part of
their cyber defense.

A qualitative research primarily deals with data which is verbal in the partici-
pants own written or spoken words based on his beliefs and understanding of the
phenomenon (Bless et al., 2000). It tries to identify the problems that might be expe-
rienced by the participants with respect to the subject. The qualitative approach is
appropriate for this study because the data collected and used focuses on the partic-
ipants’ subjective experiences in the field of organizational cyber security and the
way they interpret them.

To evaluate the effectiveness of this roadmap we will be using a qualitative research
method where the newly developed framework, as shown in Fig. 6 will be shared with
various IT professionals. These participating IT professionals would be requested to
evaluate the effectiveness, efficiency and the simplicity of the roadmap. The feed-
backs from each of the participants are noted and used to develop our final roadmap
for SME:s for the successful adoption of an Al based CTI system.

. . Design & - Optimize &
e Trammg e
Continues Integration &
Governance Deployment .
Improvement Testing

Fig. 6 A roadmap for SMEs for adopting an Al based CTI
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1. Planning

a. Setting up the requirements, scope, goals, security, access control, privacy,
data protection, compliance.

b. List of systems to be integrated.

c. Create a team of experts with in-depth technical and process knowledge.
Include SMEs from third party partners.

2. Analysis

a. Identify the data platform.

b. Evaluate data quality.

c. Data collection (inhouse + external).

d. Analyze various Al tools, algorithms, data sets.

e. What tasks to automate.

f. Tasks that need human interaction.

g. Selecting the use cases that is easy to implement, provides a significant
benefit, high impact to the cyber defense, high quality, complete, up-to-date
data set that is readily available, has a with a very high impact.

h. Look at some of the common use cases like malware detection, network
intrusion detections and Spam\phishing detection.

3. Design and implement

a. Designing the AI solution using the selected Al tools, algms, data sets
identified from step 2.

b. Specify what will be the outcome, who will be using it.

c. Implement the solution in development environment.

4. Training

a. Use pre-defined data sets to train Al to build intelligence.

b. Exchanging and collaborating with other threat researchers and security
professionals through various open-source threat intelligence platforms like
Open threat exchange, Facebook threat exchange or IBM X-Force exchange
is very critical for improving the efficiency and effectiveness of the Al algo-
rithm in detecting new threats. Such collaborations help the Al solution to
keep up to speed with the latest attack trends and vulnerabilities.

c. Train cyber analyst for Al by upskilling their employees and improving their
knowledge in the logic underpinning the AI algorithms and its behavior.
Create proper interfaces that can enable them to interact with the Al tools
and incident alerts.

5. Optimize and validate

Fine tune the AI CTI for maximum efficiency and effectiveness.
Ensure the AI CTI is functioning as intended.

Continue patching and hardening.

Assess the performance wrt initial requirements.



A Roadmap for SMEs to Adopt an Al Based Cyber ... 1915

6. Integration and Testing

a.

oo o

Deploy Security orchestration, automation and response (SOAR) technolo-
gies to improve incident alert triage quality, defining a standardized incident
response workflow, improving the security and operations management as
well as reducing the onboarding time for a cyber analyst.

Use SIEM to integrate the silos.

Security and privacy requirements are met.

Data is properly protected.

Test the system thoroughly.

7. Deployment

oo

Deploy to production.

Continue patching and hardening.

Ensure the AI CTI is functioning as intended.
Begin continues monitoring.

8. Governance

a.

oo

c.

A clear, transparent governance process needs to be implemented and adhered
to monitor the performance of the AI-CTI solution. The controls should
include checks on the roles and responsibilities, Al algorithm behavior abnor-
malities, risk tolerance, output verification and key performance indicators
to measure the success of the program.

Control processes to monitor the performance of AI CTL

BCP if the AI CTI stops working or goes rogue.

It gives you the information you need to reduce Mean Time to Detect and
Mean Time to Respond (MTTD and MTTR)—with a quicker, more decisive
escalation process.

It enables SOCs to assess and refine their IR processes, continually.

9. Continues Improvement

a. Look at adding other tasks into the AI CTI.

The roadmap was sent via email to:

a. Senior Cyber Advisor working for a manufacturing company.

b. SIEM—Subject Matter Expert working for a reputed Information Technology
and Service provider.

c. Director of Network, Infrastructure and Security working in the hospitality
industry.
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5 Findings and Results

5.1 Comments Received from the Senior Cyber Advisor

The road plan looks fab. It is really very impressive and efficient from what I
understand. Great Job. I have some suggestions hoping they will be of some help.

Continual Improvement: I was expecting it from the planning phase itself. I was
happy to see a heading in the end. I would recommend that every phase should have
a clause of continual improvement. For instance, the processes defined need to be
changed and improved with changing time. Our design needs to continuously evolve
to better our product and its security. In the heading 9 itself we can say something
of this sort in a couple of lines maybe?

Reviews and Approvals: Can we add some reviews and approvals? For instance,
I would be more comfortable saying “reviewed and approved pre-defined data set”
than ‘pre-defined data set’.

One subheading, maybe a one liner somewhere about ‘Segregation of Duties’?

5.2 Comments Received from the SIEM—Subject Matter
Expert

Vulnerability assessment and Penetration testing should be used in the Planning phase
for a better understanding of the current security infrastructure. This can be used to
customize the solution for the customer. Getting to know the type of industry and
customizing the solution accordingly for EG: Bank (SWIFT, PCIDSS), Healthcare
(HIPPA etc.). Knowing the Number of users in an organization is important for the
right sizing of Tools and devices. Use cases have to be custom tailored as per industry
type of the organization. eg: create use cases for SWIFT application for banks etc.
Providing Analyst with a Database for them to input information based on customer
feedback after an incident is raised. Creating automated Templates in SOAR based on
the incident triggered and for low-risk incidents automating the action using SOAR.
For eg: IP is blacklisted, automatic action of blocking IP. Data should always be
encrypted and make sure the main hardware is not connected to internet. Testing
of the system should include PT or VA activity and detection of the threat. Tasks
based on customer requirements and required less analysis by the Engineer needs to
be automated. Further automation can be achieved but should have a final approval
from Analyst before performing the actions.
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5.3 Comments Received from the Director of Network,
Infrastructure and Security

In the Planning phase, the company’s mission, vision and executive management
directions has to be analyzed. Based on these directions, the current security infras-
tructure must be reviewed and their setbacks to be noted. The Al based enhancements
should be able to overcome these setbacks to gain the confidence and buy-in from
the executive management.

Future research on various Al based cyberattacks by nefarious actors, their preven-
tion and mitigation methods can further bridge the knowledge gap and secure the
defense against such cyberattacks. The application of Al is a relatively new trend in
combating cybercrimes and is still evolving. Further research should be conducted
to improve the maturity of Al based cyber threat intelligence, their design, archi-
tecture and implementation. International Government bodies should also research
and study how best they can legally cooperate and fight cybercrimes. The roadmap
was evaluated and developed specifically for an SME; therefore, larger organizations
might have added requirements to be addressed in the roadmap.

Considering the generic audience with backgrounds from different industries and
having their unique requirement, we have restricted ourselves from discussing any
vendor application or solution in detail. This gives us the opportunity to create a
general guideline for SMEs that want to develop their own Al based CTI application
as well as helping them negotiate with third-party service providers to make an
educated and detailed blueprint to support their strategic decision on how they want
to implement an Al based CTI system in their infrastructure.

6 Conclusion

Cybercrimes are increasing day by day and the attackers are using technologically
advanced, complex and sophisticated threat models to evade detection. Adaptation of
the various Al technologies have several benefits and can be used to detect and prevent
attacks before it takes place. It is imperative that cybersecurity analysts have a deep
and clear understanding of the Al algorithms, their functions and various possible
applications to make the most of the cyber threat intelligence. The cyber analysts
should ensure the Al systems are secured, hardened and continuously monitored
to check and confirm they are behaving as expected, meeting all security/privacy
requirements. More and more SMEs are acknowledging the need for an Al based
Cyber Threat Intelligence to provide a secure and reliable cyberspace. It is critical
that SMEs work together with larger organizations, Government, and other not-for-
profit organizations to improve the current overall maturity of Al programs so that
they become more dependable and less prone to going rogue.

The researcher believes that SMEs should start investing and adopting the latest Al
based cyber security systems in their infrastructure so that they are all well prepared
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and understand the nuances of future Al-powered exploitations and other attacking
trends. This will also help in the continued research, development and maturing of
the Al technology. With the help of this article, cyber security leaders would have
gained the knowledge and confidence required for the successful implementation of
an Al based cybersecurity system as part of its cyber defense and resilience program.
Organizations can start off with the basic automation of daily repetitive tasks such
as analyzing security logs, errors and reports for the Cyber analyst. Eventually, the
Al applications scope can be increased to a broader set of more complicated cases to
significantly increase the speed, efficiency, and effectiveness of their cyber defense.

7 Recommendation and Future Research

Even though there are several benefits in incorporating Al in CTI, very few SMEs
have successfully implemented this in their infrastructure. There are several factors
contributing to this, such as lack of expertise, lack of thorough knowledge about the
algorithm behavior, its stability, cost of implementation, lack of awareness about the
evolving cybercrimes, false positives, marketing hypes, etc. Due to these, SMEs often
struggle to come up with a strong roadmap that would enable them to implement
an efficient Al based CTI system. With the help of the qualitative analysis that
was completed in this research, the researcher proposes the final roadmap, Fig. 7,
for SMEs to develop their own customized Al based cybersecurity in their current
security infrastructure.

Planning—In the Planning phase, based on the company’s mission, vision and
executive management direction, analyze the security infrastructure of the company
using vulnerability assessment and penetration testing to understand the current risks.
The Al based CTI system should be an enabler for the SME to achieve their strategic
goals and should be able to mitigate the identified risks to gain the confidence and
buy-in from the executive management. create a team of subject matter experts that
include inhouse members with technical expertise, deep process knowledge as well
as third-party partners. The third-party partners should be well experienced working
with SMEs so that they can provide innovative solutions that are effective, optimized
for SME requirements and are budget friendly. Specify the list of requirements, objec-
tives and scope of the Al based CTI system. The specifications should also include
information regarding the security, access control, privacy, data protection, encryp-
tion and compliance requirements. You should also list out all existing applications

Integration &
[+ Assessment gL

Revi
e ‘ somn program < oo
Patching

Testing - BCP.
Data J kPl
protection

Fig. 7 Roadmap for Al implementation
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and systems in the organization so that we do not miss out any critical application
during rollout.

Analysis—In this phase, you need to analyze the data sets, data platform, Al
tools and algorithms available in the market to identify the best ones that meet your
organizations requirements. Al systems are heavily depended on the data that is fed
to the system and is popularly publicized to be Garbage in garbage out systems.
Identify the datasets that will be used by the Al based CTI system and evaluate them.
The data sets used should be of the highest quality, up-to-date and complete. Specify
which tasks should be automated by the Al based CTI system and which processes
require human intervention. By the end of this phase, you should have selected the
use cases that is easy to implement, provides significant benefits, has a high impact
in the organizations cyber defense strategy. Select use cases that already have a high
quality, complete, up-to-date data set that is readily available. The use cases have to
be custom tailored based on the industry type of the SME. Some of the popular use
cases are:

e Use of ML for analyzing huge amounts of data and identifying threats before it is
exploited. ML can observe anomalies much quicker and with lot more accuracy
than humans can and thereby enabling us to predict future threats.

e Al and ML can be used to track and detect any phishing attempts and remediate
much faster than humans can. AI-ML can scan through every email in its network
to detect phishing campaigns, block them or tag them immediately.

e AI-CTI systems can effectively combine threat intelligence received from various
external sources such as discussion boards in the dark web, hacking patterns used,
zero-day vulnerabilities, latest attacking trends, etc. This information can be used
by the system to proactively determine when and how a cyber-attack might make
its way to the organization. This will give the cyber advisors enough lead time to
close the vulnerability or mitigate the risk.

e Al can be used to automatically learn the network topology, the traffic pattern and
suggest security improvements. Al algorithms can be used to scour through large
volumes of data, analyze them and identify anomalies. The Al algorithm can be
trained to take some predefined steps in the event of an attack through inputs from
the subject matter experts and overtime it will learn these response pattern and
make its own decisions.

e ML can be used to learn and create a behavior pattern for your devices. Al can use
this pattern to detect any anomalies on the behavior from these devices such as
unusual amounts of downloads, uploads, financial transactions, shipments, data
access, sudden change in typing speed, etc. Such activities will then trigger the Al
algorithm to immediately flag those devices and block them. Al based antivirus
software’s can detect unusual behavior from programs rather than depending on
traditional methods such as matching signatures of known malwares.

Design & Implementation—Design the Al solution using the selected data sets,
platform, AI algorithms and tools. Specify what is the expected output from the
system and who will be using the system. The solution is then implemented in a
development environment.
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Al Training—Start building the Al intelligence using reviewed and approved
data sets that were pre-defined as per our algorithm requirements. Exchanging and
collaborating with other threat researchers and security professionals through various
open-source threat intelligence platforms like Open threat exchange, Facebook threat
exchange or IBM X-Force exchange is very critical for improving the efficiency and
effectiveness of the Al algorithm in detecting new threats. Such collaborations help
the Al solution to keep up to speed with the latest attack trends and vulnerabilities.
Train cyber analyst for Al by upskilling their employees and improving their knowl-
edge in the logic underpinning the AI algorithms and its behavior. Create proper
interfaces that can enable them to interact with the Al tools and incident alerts.
Provide the cyber analyst with a database for them to input information based on the
customer feedback after an incident is raised.

Optimize & Validate—Optimize the Al based CTI system through fine tuning,
patching and hardening to maximize the effectiveness and efficiency of the system.
Deploy Security orchestration, automation and response (SOAR) technologies to
improve incident alert triage quality, defining a standardized incident response work-
flow as well as improving the security and operations management. Create automated
templates in SOAR for low-risk incidents with the actions to be taken such black-
listing IP, blocking IP, etc. Access and validate the performance of the system with
respect to the initial requirements that were specified, ensuring they are functioning
as intended.

Integration & Testing—Start integrating the system with the various applications
that are part of the scope of this project. Applications such as SIEM can be used to
integrate various security systems in the organization working in silos and then SIEM
can be integrated to our Al based CTI to automate the tasks. The main hardware
should not be connected to the internet. Test the system thoroughly to ensure the
security and privacy requirements are met and data is appropriately protected with
encryption. Use penetration testing and vulnerability assessment to detect the threats.

Deployment—The Al based CTI solution is deployed in the production environ-
ment. Continuously monitor the performance of the system, patching and hardening
the system as and when required.

Governance—A clear, transparent governance process needs to be implemented
and adhered to monitor the performance of the AI-CTI solution. The controls should
include checks on the roles and responsibilities, segregation of duties (Mehmood
et al. 2019), Al algorithm behavior abnormalities, risk tolerance, output verification
and key performance indicators to measure the success of the program. It should
allow the cyber analysts to assess and refine their Incident Response processes, Mean
Time to Detect and Mean Time to Respond (MTTD and MTTR) matrix. The data
sets and the initial requirements specified in the planning phase must be periodically
re-evaluated to ensure the quality and effectiveness of implemented Al based CTI
system. We should also look at documenting a business continuity plan (BCP) in
case the algorithm goes rogue.

Continues Improvement—Once the organization and the cyber advisors are confi-
dent with the performance and the logic controlling the Al based CTI system, we
should start looking at expanding the scope of tasks to be automated and include
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more complex tasks to maximize the productivity of the program. Moreover, SMEs
should continuously monitor and review each process so that the products efficiently
and effectiveness improves over time.

Future research on various Al based cyberattacks by nefarious actors, their preven-
tion and mitigation methods can further bridge the knowledge gap and secure the
defense against such cyberattacks. The application of Al is a relatively new trend in
combating cybercrimes and is still evolving. Further research should be conducted
to improve the maturity of Al based cyber threat intelligence, their design, archi-
tecture and implementation. International Government bodies should also research
and study how best they can legally cooperate and fight cybercrimes. The roadmap
was evaluated and developed specifically for an SME; therefore larger organizations
might have added requirements to be addressed in the roadmap.

Considering the generic audience with backgrounds from different industries and
having their unique requirement, we have restricted ourselves from discussing any
vendor application or solution in detail. This gives us the opportunity to create a
general guideline for SMEs that want to develop their own Al based CTT application
as well as helping them negotiate with third-party service providers to make an
educated and detailed blueprint to support their strategic decision on how they want
to implement an Al based CTI system in their infrastructure.
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