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Abstract. The cybersecurity skills demand is a growing concern both globally
and in South Africa, creating what is known as the cybersecurity skills gap. This
means that there is a shortage of Information Technology (IT) and cybersecurity
professionals that have the required knowledge, skills and abilities, to effectively
fill this gap. This study aims to provide a better understanding of the cybersecurity
skills demand in South Africa having analysed job postings in South Africa over
a 4-month period from 15' October 2020 to 315 January 2021. This was done by
conducting a thematic content analysis of the 280 job postings identified during
this period. Results indicate a condensed set of knowledge, skills and abilities
(KSAs) categorised according to five main job categories, namely: Cybersecurity,
Operations and Support, Data and Artificial Intelligence, Strategy and Governance,
and Software and Application Development. These results can assist universities,
training institutions and organisations to address the cybersecurity skills gap in
South Africa.
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1 Introduction

The global Cyber Exposure Index ranks South Africa sixth on the list of most-targeted
countries for cyberattacks [1]. According to the Kaspersky laboratory, malware attacks
in South Africa increased by 22% in the first quarter of 2019 compared to the same time
in 2018. This equates to about 13842 attempted cyberattacks daily, or just over 9 attacks
per second [2]. Due to this growth in cyberattacks in South Africa, cybersecurity needs
to grow in response in order to mitigate such attacks.

Cybersecurity is seen as the practice of defending systems, networks and programs
from cyberattacks [3]. There are many threats to cybersecurity, such as phishing, mal-
ware, trojans, ransomware, worms and Denial of Service attacks (DoS), among others
[4]. In addition, the personal information stored on devices like computers and mobile
phones can be used for identity theft, financial gain, blackmail and for gaining access to
highly confidential information.
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Human error is the main cause of 95% of cybersecurity breaches [5]. Through
advances in the technological tools used in information and network security, a large
majority of threat detection and monitoring has been automated, However, some tasks
cannot be automated and require human intervention to successfully secure information
and networks [6].

In a global survey by Oltsik, 82% of respondents reported a shortage of cybersecurity
skills, and 61% of companies believed that cybersecurity-related job applicants are not
qualified for the job [7]. In a follow-up survey in 2020, 45% of the respondents believed
that the skills shortage, as well as its impact, has gotten worse over the last few years
[8].

The aim of this paper is to provide a better understanding of the cybersecurity skills
demand in South Africa, by analysing job postings in South Africa over a 4-month period
from 1%t October 2020 to 31% January 2021. This was done by conducting a thematic
content analysis of 280 relevant job postings identified during this period.

This paper is structured as follows. Section 2 provides related literature regarding
the cybersecurity skills gap both globally and in South Africa. In addition, it highlights
several skills frameworks that provide insight into various cybersecurity work roles and
their related knowledge, skills and abilities (KSAs). Section 3 discusses the thematic
content analysis conducted as a key research method of this study, and Sect. 4 presents the
results and findings from the thematic content analysis. Section 5 provides a discussion
before concluding the paper in Sect. 6.

2 Related Literature

In 2019, ISACA conducted a survey to better understand the current state of cyberse-
curity globally. 58% of their respondents indicated that they have unfilled cybersecurity
positions within their organisations. The study also indicated an annual 6% increase in
the waiting time of positions being filled, sometimes taking as long as six months to
fill such positions. Technically skilled cybersecurity professionals were considered the
hardest to find, further contributing to the struggle of filling open cybersecurity positions
[9].

According to Burning Glass Technologies, job postings for cybersecurity openings
have grown three times as fast as openings for IT jobs overall [10]. Although some IT
jobs can be filled easily without the need for extensive training, most cybersecurity jobs
require specific KSAs, some of which can only be gained through specialised training.

There are many accredited certifications that a cybersecurity professional can attain,
including: Certified Information Systems Security Professional (CISSP), CompTIA
Security+ and Certified Ethical Hacker (CEH), to name just a few. Each certification
targets a different need within industry and most of them are globally recognised. When
taking into consideration that in order to apply for CISSP certification, applicants require
at least 5 years of relevant experience, one can understand why there is such a huge need
for skilled and trained cybersecurity employees [9]. Due to the high qualification and
experience requirements for most cybersecurity-related jobs, the cybersecurity skills gap
will not be easily addressed in the near future.

South Africa has also been affected by the worldwide shortage of cybersecurity
skills. One of South Africa’s largest banks, Absa, has collaborated with the Maharishi
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Institute (MI) to set up the Absa Cybersecurity Academy in an attempt to address its skills
shortage [11]. Despite these kinds of targeted efforts, there is a lack of cost-effective local
cybersecurity training offered to South Africans. Most cybersecurity courses offered by
international organisations are often unaffordable for most South Africans due to them
being billed in US dollars [12]. This has resulted in several local universities, colleges
and training institutions providing various forms of cybersecurity training and education.
However, most of these would have been based on insight gained from international
cybersecurity skills frameworks. For example, the National Initiative for Cybersecurity
Education (NICE) framework developed by the National Institute of Standards and
Technology (NIST), a United States based institute.

The NICE framework attempts to create a better understanding of what cybersecurity
jobs entail and what knowledge, skills, and abilities (KSAs) are needed to complete
certain tasks based on job roles. This is a useful tool for organisations seeking guidance
on their cybersecurity workforce development. However, while the NICE framework is
good at defining job descriptions, there are over 1600 KSA’s and more than 50 job roles,
making it rather unmanageable. In addition, some of their KSAs are vague and not well
defined [13].

A further framework of particular interest to this study is the Skills Framework for
Infocomm Technology (SFw for ICT). This framework aims to provide information
on career paths, existing and emerging skills, as well as occupations and job roles and
their respective knowledge, skills, abilities and tasks (KSATS). It is therefore useful for
employers and educational facilities, as well as individuals who are job seeking or plan-
ning their careers. Although this framework does not focus specifically on cybersecurity,
it does include cybersecurity as one of the seven career pathway tracks [14].

A study by Parker and Brown provides some insight into various cybersecurity jobs
advertised in South Africa, together with the typical skills required by such cybersecurity
professionals. However, Parker and Brown consider their work as an initial exploratory
study providing a basis for future studies [6]. Further, it can be argued that cybersecurity
skills are required by IT professionals at all levels of the profession since they are all
personally responsible for the information they are entrusted with.

3 Thematic Content Analysis Using ATLAS.ti

Before starting the formal data collection process, it was decided to conduct a pilot study
to gain a better understanding of the data to be collected for this study. In September
2020, the pilot study began. Data was collected weekly on three job posting websites,
namely: LinkedIn, Careers24 and Career Junction. During the pilot study it was found
that the adverts on LinkedIn provided greater depth of information compared to other
job posting websites, and was therefore chosen for the rest of the study.

The official data collection for this study took place over a four-month period from
1%t October 2020 to 31% January 2021. The search results were filtered by relevant IT
and cybersecurity-related jobs each week and set to South African based job postings
only. A total of 280 job postings were collected. These job postings were then analysed
by conducting a thematic content analysis using ATLAS.ti, a popular software analysis
tool for analysing qualitative data.
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A three-phased approach was used for the thematic content analysis as proposed by
[15]. Using ATLAS.ti in combination with this three-phased approach is considered a
promising strategy for conducting a thematic content analysis [15]. Figure 1 presents the
three phases of the thematic content analysis and the associated steps taken in ATLAS..ti.

Phases of
thematic Steps in ATLAS.ti
content
analysis
Creating the project.
) i Adding documents.
First phase: Grouping documents into document groups.
Pre-analysis. ,

Writing first memos on the overall project aim
including research questions.

Reading the data, selecting data segments and
Second phase: | creating quotations.
Material Creating and applying codes.
exploration. | Writing memos and comments.
Grouping codes and memos

Exploring the coded data using various analysis tools.
Linking quotations, codes, and memos on the
Third phase: | conceptual level.
Interpretation. | Continuing memo writing.
Generating network views.
Extracting reports.

Fig. 1. Three-phased thematic content analysis [15]

These phases are discussed in more detail in the following sub-sections.

3.1 First Phase: Pre-analysis

Firstly, a new project was created in ATLAS.ti. All the data collected for the four months
from 1%t October 2020 to 31% January 2021 were added to this project by importing the
MS Word documents containing the job postings for each month into the project. Once
imported, these documents were grouped according to month, resulting in four groups
named “OCT”, “NOV”, “DEC” and “JAN”. Each monthly group contained four MS
Word documents, one for each week of the month.

3.2 Second Phase: Material Exploration

To start the second phase of the thematic content analysis, a document group was opened,
and a document was chosen. This started with the document group called “OCT”, and
the document for the first week of October was selected. This document was then read,
and important data segments were selected, and quotations created for these segments.
Each of the quotations were assigned a code. Thereafter the next document in the group
was selected which in this case was called “Week 2 Oct” after it had been completed
the same process was followed for the documents “Week 3 Oct” and “Week 4 Oct”.
Once document group “OCT” was completed, the next group was selected, that being
document group “NOV”, and the documents for each week in document group “NOV”
completed. The same process was followed for document groups “DEC” and “JAN”,
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as well as their respective documents. There was a total of 640 codes and 3580 quota-
tions after completing the coding for each of the document groups. Each quotation was
linked to only one data segment. Each quotation was assigned a single code, and a code
belonged to only one code group. For example, the quotation “Ideal candidate must have
a Security+ certification” would be assigned the code “Security+".

Once all job postings had been coded, these codes needed to be organised. To do
this, a similar process to that used for the document groups was followed, called code
groups. Each of the different types of codes were grouped according to their type. For
example, all certifications were grouped into a group called Certifications. The same
was done for all the other types of codes. A total of six code groups were identified,
namely: Certifications, Industries, Job Levels, Job Roles, Job Types and Regions.

Once all codes had been grouped, each group was inspected individually to find
possible duplications. For example, in the case of the Certifications group, it contained
multiple occurrences of the same certifications due to them often being referred to in
various ways by different employers. One such case was the certification Security+. It
was referred to as S+ in some cases and as Security+ in others. In this case the two codes
were merged into a single code, named Security+.

After the codes had been grouped and checked for duplicates, there was a total of
552 codes in the project, thus a reduction of 88 from the original 640 codes.

3.3 Third Phase: Interpretation

In the third phase, the primary focus was on the code group called “Job Roles” since
these could be further analysed according to their related knowledge, skills and abilities
(KSAs). A total of 223 job roles were identified in the “Job Roles” code group on starting
this third phase of the thematic content analysis. However, on further analysis, some of
these job roles were found to be similar, but were named differently due to employers
using different naming conventions. For example, a job role named “Software Developer”
and a job role named “Application Developer” were merged into a single job role named
“Software Developer” since they were considered to be similar job roles.

Each job role was individually assessed according to their associated knowledge,
skills and abilities (KSAs) and their required certifications were noted in a comment
associated with the job role. To further determine whether job roles were the same, their
KSAs were compared. If they had the same KSAs, the job roles were deemed similar
and were merged into one. After the completion of this phase, the initial 223 job roles
were substantially reduced to a total of 20 job roles, each having defined KSAs, as well
as various certifications associated with them.

The completed thematic content analysis process resulted in 353 codes spread over
five key job categories, down from the initial number of 640 codes at the beginning of
the Material Exploration Phase.

4 General Results and Findings

Of the 280 postings analysed, approximately 90% were full-time positions. From the
thematic content analysis conducted, the following key categories were deemed most
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relevant to this study, and were therefore defined and coded for further analysis. These
key categories were derived from the code groups described in Sect. 3.2 and included:

the industry (where five main industries were identified)
the job location (this was indicated by province)

the job level (ranging from entry-level to executive-level)
the minimum qualifications and certifications.

These key categories are further analysed in their respective sub-sections below,
while job roles and their related KSAs are discussed in Sect. 5.

4.1 Identified Industries

From the thematic content analysis conducted, it was found that most of the job postings
indicated the specific industry of the job advertised. In total, there were 43 industries
identified from the 280 job postings analysed. Of the identified industries Informa-
tion Technology and Services was mentioned 140 times (25%), Financial Services was
mentioned 122 times (21.7%) and Computer Software mentioned 84 times (15%).

4.2 Job Locations

South Africa has a total of nine provinces, eight of which had job listings during the
four-month data collection period from 1% October 2020 to 31%! January 2021. Gauteng
accounted for most of the job postings (178 postings, 63.6%), followed by the Western
Cape (67 postings, 23.9%). These two provinces, accounted for 87.5% of the total job
postings.

4.3 Job Levels

Most job postings collected over the four-month period had a job level assigned to it. Each
job posting was therefore classified according to whether it was entry-level, mid-level,
senior level or executive-level. Those that did not specify the job level were classified
under “Not Specified”. Entry-level jobs made up the majority of the job postings (101
postings, 36.1%), followed by mid-level (87 postings, 31.1%) and senior level (65 post-
ings, 23.2%). Executive-level only made up 3.5% of the total job postings, while 6.1%
did not specify a job level.

4.4 Qualifications and Certifications

The minimum required qualifications and most common certifications listed in the job
postings were analysed. Of the 280 job postings analysed, 231 job postings (82.5%)
listed a specific requirement in terms of formal tertiary education. This implies a strong
emphasis on meeting specific academic requirements to enter the IT industry. More
than half of the job postings (65.8%, 152 job postings) specified that they require a
degree in either Computer Science, Information Systems or Information Technology, as
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aminimum qualification. This indicates that there is ademand for academic qualifications
needed for most of the job postings and that in most cases a diploma would not suffice.
A diploma was specified as a requirement for 69 job postings (29.9%), with 10 job
postings (4.3%) requiring either a master’s degree or some form of relevant postgraduate
qualification.

In terms of certifications, Certified Information Systems Security Professional
(CISSP) was the most listed (55 times in the 280 job postings). This was followed
by Information Technology Infrastructure Library (ITIL) with 46 listings, and two of
the certifications provided by COMPTIA, namely, Network+ with 45 listings and A+
with 42 listings.

The following section discusses the identified job roles and their related KSAs.

S Job Roles Results and Findings

The job roles and knowledge areas identified during the thematic content analysis were
mapped against the following five job categories, namely:

Cybersecurity [CS]

Operations and Support [OS]

Data and Artificial Intelligence [DA]

Strategy and Governance [SG]

Software and Application Development [SA].

Furthermore, the skills and abilities identified during the thematic content analysis
were grouped according to whether they were technical or non-technical in nature.

5.1 Identified Job Roles, Knowledge, Skills and Abilities

Table 1 presents the 20 job roles categorised according to the five job categories listed
above. Cybersecurity had seven related job roles (CSJO1 to CSJ07), followed by Strategy
and Governance with six (SGJO1 to SGJ06) and Data and Artificial Intelligence with
three (DAJO1 to DAJ03). Operations and Support (OSJO1 and OSJ02) and Software and
Application Development (SAJO1 and SAJ02) each had two related job roles identified.

Table 1. Job roles identified per job category

Code Description Code | Description

Cybersecurity [CS] Strategy and Governance [SG]

CSJO1 | Cybersecurity Specialist SGJO1 | Information Technology Manager
CSJO2 | Digital Forensics Analyst SGJ02 | Information Technology Auditor
CSJO3 | Security Engineer SGJ03 | Compliance Specialist

(continued)
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Table 1. (continued)

Code Description Code | Description

CSJ04 | Data Privacy and Protection Specialist | SGJ04 | Project Manager

CSJO5 | Cybersecurity Manager SGJOS5 | Quality Assurance Analyst
CSJ06 | Application Security Specialist SGJ06 | Chief Information Officer
CSJO7 | Penetration Tester Data and Artificial Intelligence [DA]

Operations and Support [OS] DAJO1 | Systems Administrator
OSJO1 | Desktop Technician DAJ02 | Data Warehousing Engineer
0SJ02 | Network Engineer DAJO3 | Cloud Architect

Software and Application Development [SA]

SAJO1

Software Developer

SAJO2

DevOps Engineer

Table 2 presents the 54 knowledge areas identified and categorised according to
their relevant job category. The most knowledge areas fall within the Strategy and Gov-
ernance job category (SGKO1 to SGK15), followed by Operations and Support (OSKO1

to OSK13).
Table 2. Knowledge areas identified per job category
Code ‘ Description Code Description Code Description
Cybersecurity [CS] Strategy and Governance | Software and Application
[SG] Development [SA]
CSKO1 Security Proxies SGKO1 Project SAKO1 SDLC
Management
CSKO02 Security Frameworks | SGK02 IT Risk SAKO02 Secure Coding
CSKO03 Anti-Virus Software | SGKO03 NIST SAKO03 Application
Security
CSK04 Security Best SGK04 ISO SAKO04 SQL
Practices
CSKO05 Penetrating Testing SGKO5 COBIT SAKO5 Coding
Languages
CSKO06 Security SGKO06 Business SAKO06 Functions
Vulnerabilities and Operations
Exploits
CSKO07 Firewalls SGKO07 King IV SAKO07 Databases

(continued)
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Table 2. (continued)

Code Description Code Description Code Description
CSKO08 SSL SGKO08 Problem SAKO8 Stored
Management Procedures
CSK09 IPS/IDS SGKO09 Incident SAKO09 Database
Management Design
Operations and Support [OS] SGK10 Access SAK10 SAKI10
Management
SGK11 Compliance SAKI11 Version
Control
OSKO1 Operating Systems SGK12 Change
Management
OSKO02 PC Hardware and SGK13 IT Governance
Software
OSKO03 Backups SGK14 ITIL
OSKO04 VMWare SGK15 IT Security
Policies
OSKO05 Active Directory Data and Artificial
Intelligence [DA]
OSKO06 VPN
OSKO07 JIN DAKO1 Data
Warehousing
OSKO08 OWASP DAKO02 Data Analysis
OSK09 Routers DAKO3 Data Modelling
OSK10 Switches DAKO04 Machine
Learning
OSK11 IP/VOIP/TCP DAKO5 Cloud Services
OSK12 Network Security DAKO06 Automation
OSK13 Network Monitoring
Tools

Table 3 presents the 23 skills identified and categorised according to their technical
or non-technical nature. 17 skills were identified as non-technical (NTSO1 to NTS17)
and six were considered to be technical (TSO01 to TS06).
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Table 3. Non-technical and technical skills identified

Code Description Code Description
Non-technical skills Technical skills

NTSO01 Planning Skills TS01 Troubleshooting Skills
NTS02 Leadership Skills TS02 Technical writing Skills
NTSO03 Presentation Skills TS03 Diagnostic Skills
NTS04 Analytical thinking Skills TS04 General programming Skills
NTSO05 Communication Skills TS05 Administration Skills
NTS06 Adaptability Skills TS06 Problem solving Skills
NTSO07 Fast learner Skills

NTS08 Organisational Skills

NTS09 Time management Skills

NTS10 Attention to detail Skills

NTS11 Conflict management Skills

NTS12 Collaboration Skills

NTS13 Customer service Skills

NTS14 Strategic thinking Skills

NTS15 Negotiation Skills

NTS16 Decision making Skills

NTS17 Logical thinking Skills

Table 4 presents the 16 non-technical abilities (NTAO1 to NTA16) and 11 technical
abilities (TAO1 to TA11) that were identified.

Table 4. Non-technical and technical abilities identified

Code ‘ Description Code Description

Non-Technical Abilities Technical Abilities

NTAO1 Ability to manage human TAO1 Ability to solve technical
resources problems

NTAO02 Ability to lead teams TA02 Ability to write reports

NTAO03 Ability to work with leadership | TAO3 Ability to obtain forensic

evidence
NTAO04 Ability to work in teams TA04 Ability to provide technical

assistance

(continued)



34 M. Kruger et al.

Table 4. (continued)

Code Description Code Description
NTAO5 Ability to maintain TAOS Ability to troubleshoot
confidentiality
NTAO06 Ability to research TAO06 Ability to maintain hardware and
software
NTAO07 Ability to manage many TAO7 Ability to analyse data
priorities concurrently
NTAO08 Ability to engage and TAO8 Ability to investigate malware,
contribute intrusion attempts and
vulnerabilities
NTA09 Ability to execute instructions | TAO9 Ability to learn new technology
independently
NTA10 Ability to be proactive and TA10 Ability to create network
efficient diagrams and related
documentation
NTA11 Ability to work under pressure | TA11 Ability to write secure code
NTA12 Ability to adapt to changing
environments
NTA13 Ability to stay organised
NTA14 Ability to communicate
effectively and efficiently
NTA1S5 Ability to prioritise
NTA16 Ability to work independently

The skills depicted in Table 3 and the abilities shown in Table 4 were further analysed
and mapped against the five main job categories, as discussed in the next sub-section.

5.2 Mapping of Identified Skills and Abilities to Job Categories

Table 5 highlights the four most relevant non-technical skills, namely: NTS04 (Analytical
thinking skills), NTS05 (Communication skills), NTS10 (Attention to detail skills), as
well as NTS17 (Logical thinking skills). NTS04, NTS05, NTS10 and NTS 17 are required
by all job categories. Further, both Cybersecurity [CS] and Strategy and Governance [SG]
require 15 of the 17 identified non-technical skills.

Notable technical skills shown in Table 6 are TSO1 (Troubleshooting skills) and
TS06 (Problem solving skills). TSO1 is present in all job categories identified and TS06
had been identified in all but one category, Software and Application development [SA].
Cybersecurity [CS] has been shown to require all but one of the technical skills identified.
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Table 5. Non-technical skills mapped according to job categories

Non- Technical Skills

Job NTS [ NTS[NTS [ NTS [ NTS [ NTS [ NTS [ NTS [ NTS [ NTS [ NTS [ NTS [ NTS [ NTS | NTS [ NTS | NTS
Category | 01 | 02 | 03 | 04 | 05 | 06 | 07 | 08 | 09 | 10 | 11 | 12 ( 13 | 14 [ 15 | 16 | 17 | TOTAL
[ 15
0s 8
DA 8
SG 15
SA 9
TOTAL 2 |3 |2 5|54 ([(3|]4([3]|5([2]3 1 (2|2 |4]5

Table 6. Technical skills mapped according to job categories

Technical Skills
Job TSO1 | TSO02 | TSO3 | TSO4 | TSO5 | TS06 | TOTAL
CS 5

oS
DA
SG
SA
TOTAL 5 3 3 3 2 4

PlW|A|H

It can be seen in Table 7 that TAO1 (Ability to solve technical problems) and TAOS
(Ability to troubleshoot) have been identified as required for all the identified job cate-
gories. Cybersecurity [CS], Operations and Support [OS] as well as Data and Artificial
Intelligence [DA] mapped against 7 of the 11 technical abilities.

Table 7. Technical abilities mapped according to job categories

Technical Abilities
Job TAO1 | TAO2 | TAO3 | TAO4 | TAO5 | TAO6 | TAO7 | TAO8 | TAO9 | TA10 | TAl1ll | TOTAL
CS 7
0S
DA
SG
SA
TOTAL 5 2 1 4 5 2 4 1 3 2 2

Vv (NN

As seen in Table 8, both NTA(04 (Ability to work in teams) and NTA09 (Ability to
execute instructions) are required by all identified job categories. Further, Cybersecurity
[CS] and Strategy and Governance [SG] both required 13 of the 17 non-technical abilities
identified.

The mappings of the various skills and abilities to the five job categories identified
by this study provides valuable detail for companies offering positions relating to these
job categories and related job roles.
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Table 8. Non-technical abilities mapped according to job categories

Non-Technical Abilities

Job NTA |NTA|NTA [NTA|NTA|NTA[NTA|NTA|NTA|NTA[NTA|NTA|NTA |NTA [NTA [NTA
Category | 01 | 02 | 03 | 04 (05| 06 | 07 | 08 [ 09 | 10 | 11 | 12 [ 13 | 14 | 15 | 16 [ TOTAL
CS 13
0S 7
DA 10
SG 13
SA 6
TOTAL 1 3 2 5 3 3 4 3 5 3 3 4 2 4 1 3

6 Discussion and Implications

From this study it is evident that IT professionals with cybersecurity KSAs are required in
various industries in South Africa. Many job postings specified the job as an entry-level
position, despite there being a need for security knowledge, and in some cases, certi-
fications related to cybersecurity for these entry-level positions. CISSP was the most
mentioned certification, yet it requires a minimum of 5 years cybersecurity experience
to qualify for the certification. In 65.8% of the job postings, the employers expect the
ideal candidate to have a degree in either Computer Science, Information Systems or
Information Technology. In addition, cybersecurity-related certifications were consid-
ered an advantage, if not a requirement, for many of the 280 job postings analysed. It
was interesting to note that there were some cases where an entry-level job required
a CISSP certification, as well as a relevant degree, further indicating the high level of
experience and academic requirements for IT professionals with cybersecurity KSAs.
Skills and abilities relating to the Cybersecurity [CS] job category is by far the most in
demand based on the job postings analysed.

Several trends were identified from this study. Table 2 presents the knowledge areas
found in the 280 job postings analysed. However, many of the knowledge areas could
be considered as technical skills rather than knowledge areas. For example, Penetration
Testing (CSKO05) and Secure Coding (SAKO02) are often considered to be technical skills.
However, employers seem to focus more on knowledge requirements and non-technical
skills, with the technical skills mentioned being less specific and more generalised, for
example Problem-Solving skills (TS06). This is also evident in Table 3, when comparing
the number of technical (6) and non-technical (17) skills. It is interesting to note the
emphasis on non-technical skills and abilities especially in the Cybersecurity [CS] and
Strategy and Governance [SG] job categories.

Based on this study one can more clearly determine what is required in terms of KSAs
when employing IT professionals in the five identified job categories. This information
could be used towards a cybersecurity skills framework for South Africa, which may
contribute to improving the South African cybersecurity posture.

The KSAs identified in this study closely align with the Skills Framework for Info-
comm Technology (SFw for ICT), sharing many knowledge areas, skills and abilities.
Due to this study’s alignment with (SFw for ICT), it could provide a good baseline for
a cybersecurity skills framework for South Africa. This could be used to better inform
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employers and future employees, as well as to assist in the further development of
cybersecurity curricula in the education sector.

7 Conclusion

Despite the limitation of only analysing job postings over a four-month period from 1%
October 2020 to 31% January 2021, this study contributed further understanding of the
cybersecurity skills demand in South Africa. In addition, it demonstrated that ATLAS.ti
is a suitable tool to use for analysing such datasets using the three-phased approach as
proposed by [15].

Most countries are developing their own workforce and skills frameworks for IT
and cybersecurity professionals. Australia, Canada, the United Kingdom and Singapore
are among those who have developed, or are in the process of developing, their own
frameworks. South Africa has aneed for a similar framework that identifies cybersecurity
knowledge, skills and abilities for different IT and cybersecurity job roles in the South
African context. Future work will therefore use the results of this study to propose a
cybersecurity skills framework for the South African context.
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