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Abstract. Audio steganography is a rapidly growing aspect of broad
information protection. This paper presents an overview of stegano-
graphic methods using audio as a medium. As an additional aspect dur-
ing the review, an effort was made to focus on the transparency require-
ment of the considered methods used in the steganography process. Pre-
vious literature reviews have not focused on a single aspect of method
evaluation in sufficient depth. Data for the review were collected from
papers published between 2018 and 2022 and gathered from three source
databases, i.e. Web of Science, IEEE, and ACM, resulting in a total
of 32 entries. The obtained methods were classified according to one of
the approaches previously proposed in the literature. A systematic com-
parative analysis of the retrieved methods has been done, comparing
their capacity, robustness, and transparency, with particular emphasis
on transparency. In addition, a few of the most promising methods were
selected and thoroughly analyzed for transparency behavior.

Keywords: Audio steganography - Transparency - Literature review -
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1 Introduction

We refer to a steganographic system as three successive processes. The first
involves embedding confidential information in a carrier, the second is sending
this crafted message through a public channel, and the third is recovering the
previously embedded message. Each method of audio steganography includes a
way of inserting/extracting a secret message in/from an audio signal.

Along with cryptography, steganography is one of the most widely used ways
to protect information. Cryptography hides the meaning of information, while
steganography hides the very fact of its existence [6]. Such crafted media con-
taining confidential information can be sent to the recipient through a public
channel, as it does not present any value to a person not authorized to read it.
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We can evaluate each steganographic method in terms of three basic require-
ments: transparency, capacity, and robustness. These requirements can be rep-
resented as a triangle like in Fig. 1, where each requirement lies on one of the
vertices. Steganographic methods are characterized by the fact that a change in
one parameter does not leave the others unaffected. Thus, an increase in capacity
is associated with a change in transparency and robustness, and an improvement
in transparency will not remain without effect on the capacity [25].

Robustness
Watermarking

.........

Capacity A"IIII m==S000 Jadddaia Transparency
Naive steganography Safe steganography methods

Fig. 1. Audio steganography triangle of requirements

2 Transparency

This paper focuses on the concept of transparency in the context of stegano-
graphic methods. The use of audio raises many challenges and research issues;
however, it also represents a research gap. As a digital audio signal is a carrier
used, the knowledge of limitations and subtle features of the sense of hearing
as such allows creating more and more interesting methods using this particular
container. The human auditory sense (HAS) is an extremely complex mechanism
consisting of many anatomical structures and closely related processes [12].

2.1 Human Auditory System

Hearing perception can be described as a process that begins when sound waves
travel through the air to the auricle, then through the external auditory canal to
the tympanic membrane. Under the influence of the air vibrations, the eardrum
moves the malleus adjacent to it. Vibrations from the malleus are transmitted
to the incus and stapes and travel through the auditory tube to the inner ear,
where they are converted into nerve impulses that travel through the auditory
nerve to the hearing centers in the cerebral cortex [12].

As we can read in [36] and in [12], the “typical” human hearing range is 20 Hz
to 20 kHz, with the highest sensitivity in the 1 kHz to 3 kHz range, perfectly
matching the frequency range of human speech, which is 500 Hz to 3 kHz.

Chen, et al. write in their paper [16], that International Federation of the
Phonographic Industry (IFPI) has its own set of requirements with respect to
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method transparency. The method should be characterized by, inaudibility of the
embedded message, offer an SNR of more than 20 dB. Furthermore, it is neces-
sary that the capacity is at least 20 bps and that the embedded information is
protected against typical stegoanalytic attacks e.g. re-sampling, re-quantization,
compression attack etc.

2.2 Measures

As mentioned in the previous paragraph, transparency can be defined by a num-
ber of measures. We use two sets of measures to evaluate the transparency of
the methods: objective tests, and subjective tests. The most commonly used are
objective measures like MSE, PSNR, SNR and PRD, while less frequently used
are PESQ, SDG and ODG.

PSNR (Peak to Signal Noise Ratio) is used to evaluate the stego audio quality
compared to the cover audio and is expressed in decibels (dB). A higher PSNR
value means higher audio quality. The formula gives PSNR:
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where M, N are the width and height of the signal and ¢, s are the carrier and
stego audio, respectively [4].

In audio specifications, SNR tells us the difference in the maximum volume
we can get from the device’s own noise. At low SNR and higher volumes this
unwanted noise can be heard. A high SNR value is especially desirable for music
with high dynamics such as classical or electronic music. SNR is given by formula:
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where N are the number of signal samples and c,s are the carrier and stego
audio, respectively [4].

PRD is a measure that determines the Percentage mean square Root of the
Difference between two signals and takes values from 0 to 1 [39]. It is given by

the formula,

PRD = (W) (3)
=11

where N are the number of signal samples and ¢, s are the carrier and stego
audio, respectively [4].

An interesting measure of transparency is the Pearson and Kendal correlation
also called the normalized correlation (NC). This measure takes values from —1
to 1 with 1 indicating full cross-correlation of the signals and 0 indicating no
such correlation and —1 indicating full negative correlation [41]. We calculate
this correlation by the formula:
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Among other objective measures, the following PEAQ (Perceptual Evalua-
tion of Audio Quality) [1] and PESQ (Perceptual Evaluation of Speech Quality)
[2] standards developed by ITU are worth noting. These are standardized algo-
rithms for objective evaluation of sound quality. The result of the PEAQ algo-
rithm is an objective difference grade (ODG) measured on a 5-point scale from 0
(inaudible), —1 (audible but not annoying), —2 (mildly annoying), —3 (annoying)
and —4 (very annoying). The generally accepted standard is for steganographic
algorithms to achieve values in the range 0 a —1 [42].

(4)

2.3 Related Works

In the field of steganography using digital audio, at least a dozen valuable review
articles have been created over the years [6,13,17-19].

One of the most recent is an article [6] where the authors conducted a sys-
tematic review of the literature, along with a proposed categorization of the
methods, recognition of the key features of each method, and a detailed descrip-
tion of the measures and data sets used. Particularly valuable seems to be the
methodological description of the approach to the analysis performed, in which
the individual steps of the review are listed along with the keywords used.

In an interesting paper [19] authors gave an overview of the methods for
audio and speech. Proposals were offered to classify the methods based on the
type of embedding operation performed. Particularly interesting are methods
that are based on the principals of human auditory sense (HAS).

A paper [18] where the authors also performed a systematic literature review,
with an emphasis on grouping methods by information embedding domain, also
deserves mention. In addition, the authors revealed the advantages and disadvan-
tages of the described steganographic methods and made a classification based
on the robustness of the method. A performance evaluation has also been made.

Almost every review article tries to bring up how to categorize steganographic
methods. Some focus on the medium used, others try to assign methods by the
type of embedding operation performed, and others by the domain in which the
embedding operations are performed.

Compared to existing review articles, the classification proposed in the [6]
article allows an unambiguous distinction between the embedding methods used,
thus avoiding the problem of overlapping or low-level segregation of these meth-
ods. In particular, this approach allows to clearly distinguish classification of
codec-based methods for which an additional coded domain has been introduced
[18].

This paper uses during the analysis the categorization method proposed in
the article [6]. Based on [6] we can distinguish 8 classes of methods that are
applicable to audio steganography. Each of these classes is based on the key idea
of information embedding.
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In the following, the article is organized as follows. Section 3 describes the
motivations and basic information about the steganographic process. In turn,
Sect. 4 describes the methodology for conducting this review. Section 5 presents
the results of the literature review performed. The final Sect. 6 describes a sum-
mary with conclusions and an outline of future work.

3 Motivation

Typically, research in the field of steganography addresses one of three aspects,
viz: the domain of embedding, the type of carrier used, and the method of
embedding. The first aspect defines the signal domain in which the information is
embedded. The most commonly used domains are time, frequency, and wavelets.
It is worth mentioning that each domain has different properties regarding the
basic requirements of the method. The second aspect involves the type of media
used. In steganography involving audio signals, digital lossless audio formats
WAV, AAC, FLAC or the lossy compressed MP3 format are most commonly
used as a carrier. Rarely, formats beyond this set are used, but there are known
examples of VOIP being used as a carrier. The third aspect and, we believe, the
most important is the method of embedding information.

There are many ways to embed information in a signal. It usually comes
down to manipulating the signal at the bit level (LSB), or changing the values
of the coefficients of the different types of transforms. There are also embedding
methods that take advantage of changes in codewords used in the process of, for
example, audio compression. There have been at least a dozen review articles
trying to summarize and classify methods in audio steganography, but none of
them has focused on the key requirement of transparency of a given method.

This paper extends the previous reviews with an important aspect such as
transparency. During the literature overview, more attention was also paid to
codecs-based methods. Due to their practical suitability for real-time transmis-
sion of audio information, it was proposed to assign these methods to the coded
domain.

Due to this requirement, the data embedded in the audio signal can affect the
quality of the signal and can be captured by humans because of the sensitivity of
their HAS system. Hence, finding the trade-off between changes resulting from
data embedding and signal quality has significant practical importance and is
the main focus of the analysis presented later in this paper. For the purposes
of the analysis, we propose a systematic division of methods according to the
domain in which a given method works and the embedding method used. This
allows for a better understanding of the extremely subtle differences between the
proposed approaches.

4 Methodology

The methodology of the following literature review includes three steps: informa-
tion gathering, identification of basic method features, and comparative analy-
sis. On the basis of comparative analysis methods were objectively selected that
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have a set of characteristics, allowing them to be called the best and their tests
were carried out using a uniform set of data. Methods were taken from three
databases: Web of Science, IEEE Explore, ACM based on a unified query per-
formed through the advanced search tool.

The executed query included three parts. The first defined, the main idea of
the search, the second, defined the embedding domain and the third, where the
feature of the methods is described, which was emphasized in this review. The
study was based on articles published between 2018 and 2022. Figure 2 shows
the results of data collection and filtering process.

Query
~
(steganography OR data hiding OR data embedding)
AND audio AND (transparency OR imperceptible OR low distortion)
J
Query results L
~N —_—
Web of Science IEEE ACM 14
(57) (30) (59)
J I
Duplicate elimination l
~
Duplicate founded: 49 65
) -
Abstract and Title filtering l
~ —
Web of Science IEEE ACM 35
(@7) (6) )
J - /
Final elimination L
~N —_—
o The article is not in the English language
« The embedding process is unclear 33
o Low quality journal or conference

J

Fig. 2. Literature review methodology and filtering process

In the step where each method was analyzed, an effort was made to extract
the main idea behind each method and to determine details such as the domain
of embedding (DoE), the method of data injection (MODI) to be performed,
the type of carrier, the secret message type, supporting techniques, and evalua-
tion metrics. Finally, each method was classified into one of the categories that
describe in general terms how the method works.
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5 Review Results

The resulting literature search yielded 30 methods that were analyzed. The types
of methods, the domain of embedding (DoE), and the main mode of embedding
(MODI) were defined. In addition, parameters such as capacity, transparency,
and robustness are taken into account. The type of media used was verified and
the embedded message was characterized. Various supporting techniques and
metrics used for each method were characterized.

Method types are determined by their general characteristics related to how
the secret message is embedded in a cover file. The proposal of such types are
described in the paper [6]. In our analysis, however, we focus primarily on those
steganography methods that accord higher priority to transparency and capacity
compared to robustness. Hence, among the 9 groups of methods defined in the
paper [6] the first column of Table 1 presents only the 6 most prominent group
of methods of embedding secret messages, whose main objective is to improve
transparency followed by capacity, while keeping robustness at a desired level.

1. Linear or sequential embedding. The methods in this group are based
on sequential, or linear access to data and then performing embedding oper-
ations. Methods that just use sequential data access are among the most
commonly developed methods. Methods in this category have one significant
feature - they often have high embedding rates. Speaking about the con-
text of disadvantages, it is necessary to point out that this kind of methods
is characterized by almost complete lack of resistance to typical attacks in
which the signal is processed such as compression or filtering attack. Often
the embedded data can succumb to simple stegoanalytic attacks.

2. Selective embedding. Selective methods stand, so to speak, in opposition
to the linear methods described in the previous paragraph. In this type of
methods, a selection of an appropriate, usually the least carrier-altering frag-
ment is made in order to perform an embedding operation on it. The biggest
advantage of this category of methods is to increase the security of the method
by developing a nonlinear way to access the data during the embedding. This
allows the development of methods with higher resistance to stegoanalytic
attacks, but results in losses on the capacity side. Methods in this class also
have high PSNR and SNR, but this may be due to the lower frequency of
embedding.

3. Frequency Masking and Amplitude Thresholding. In this group of
methods, deposition most often occurs in connection with the use of different
acoustic properties of the carrier signal, moreover, different properties of the
human sense of hearing are used. The biggest difference between the methods
in this group and the selective methods is due to the fact that in the selective
methods, the criterion for site selection is not based on a purely acoustic
fact. The obvious advantage of these methods is that they have relatively
high safety, resulting from the selection of sites where human hearing is less
effective. However, as we can read in [6], it is necessary to test these methods
against statistical tests.
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4. Error minimization embedding. Minimization methods use techniques
to minimize interference between the stegoobject and the carrier signal. This
approach has the advantage of reducing the error, which directly improves the
security and robustness of the stegoanalytic tests. In the context of capacity,
we can talk about high variability and it depends on the method. Further
research is needed on the possibility of increasing resistance to transforma-
tional type attacks like filtering or compression.

5. Pattern - matching embedding. The way this group of methods works is
based on looking for patterns of the embedded message in the carrier signal.
The patterns are in binary form. Obvious advantage of the methods used
is relatively high security and transparency resulting not from the fact of
embedding itself but rather appropriate “description” of carrier. This category
of methods contains also a number of disadvantages, with computational and
time complexity at the top.

6. Phase coding. The methods in this group are based on modifying the phase
values of the frequency components. This is because the human sense of hear-
ing is not immune to changes occurring in the phase domain. The biggest
advantage of this type of methods is the resistance to various types of trans-
formation attacks. This type of methods has the best balance between the
three requirements to steganographic methods presented on Fig. 1.

7. Spread spectrum. Spectrum spreading methods, were originally developed
to improve transmission quality in wireless media. The biggest advantage of
this type of approach is the increased resistance to data loss during transmis-
sion, but these methods cause a lot of perceptual interference.

8. Tone insertion. This group of methods targets only music, as it uses spe-
cific musical elements such as drum sounds, or percussion sounds, tempo for
embedding. Methods are known that take advantage of these properties and
embed morse code into subtle changes in the tempo of a music track.

9. Others. This category includes methods that cannot be clearly assigned to
any of the above categories. Very often they are single methods with a specific
DoE. One such method is one that uses the encoder as its domain of operation
and modification of codewords (MODI) and is shown in Table 1.

The second column of the Table 1 shows the method reference, and the pub-
lication year of the article. The third, on the other hand, describes the domain of
embedding (DoE). We can distinguish between the time domain, labeled 7', the
frequency domain, F', and the wavelet domain, labeled W. Furthermore, some
method was found whose embedding domain is changing encoding parameters,
and this method is labeled as C.

The fourth column contains data about the embedding operation - MODI.
For the methods emerged in this review, we can distinguish 5 modification
methods:

1. LSB substitution (LSB)
2. coefficient modification (C M)
3. sample digit modification (SDM)
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4. spectrum addition (SA)
5. Code word modification (CW M).

The next three columns of the table contain information about the basic
parameters of each method - capacity, transparency, and robustness. Although
most methods have variable capacitance we tried to evaluate the relative capac-
itance by averaging the values and assigning them to one of 3 groups. The group
L (Low), has an average capacity between 0-250 bps, the group M (Medium) -
between 250 and 750 bps, while the group H (High) has more like 750 bps.

The transparency of a given method can be expressed by a number of mea-
sures, i.e. PSNR, SNR, PESQ and others. For the purpose of this review, we
defined 4 ranges of transparency values: UA (Unacceptable) when SNR is less
than 20 dB, L (Low) for SNR between 20 and 40 dB, M (Medium) for 40-60
dB, and H (High) for values greater than 60 dB. The other measures, also are
not without influence on the final evaluation.

The issue of method robustness is almost always problematic. Nearly 50%
of methods have not been tested for robustness to typical transformational or
statistical attacks. In the case of robustness, the rule of thumb is that if the
method contains a robustness rating and the meaning of the message is preserved
after the attack, it is assigned a rating of G (Good) and if the meaning of the
message is lost, it is assigned a rating of W (Weak)

The next two columns of Table 1 contain information about the medium and
the message being embedded. Within the media information, the format of the
audio file used is determined. Within the context of the embedded message, it is
determined whether the embedded message is audio, video or text. If the type of
message being embedded is not explicitly specified, it is assumed to be bitstream.

The last two columns provide information on the various techniques support-
ing the method such as cryptography, compression, or scrambling, and make
specifications of the methods used to evaluate the method.

According to Table1 it is worth noting that most methods operating in the
frequency domain have a high or medium level of transparency, with the time
domain being dominated by methods having a low to medium level.

Figure 3 shows the ratio between the different types of methods. The largest
percentage of methods are based on sequential or linear access to data, or on
selective selection based on a specific access scheme. To a lesser extent, methods
based on error minimization, phase coding and spectrum spreading are used. It
seems interesting that sequential and selective methods appear overly frequently.
Thus, we should suppose that minimization, phase coding, and spread spectrum
methods seem to be interesting research directions. It has been observed that
these methods have interesting properties in terms of transparency preservation
with a satisfactory level of robustness.

Figure4 presents the percentage of each embedding domain used. Signifi-
cantly, the frequency domain and wavelet domain dominate among the methods
found. This allows us to conclude that in methods that in their essence are sup-
posed to provide a high transparency factor, it is these two domains that provide
it.
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Table 1. Review results

Method type | Ref., Year | DoE | MODI | Capacity | Transparency | Robustness | Carrier type | Message type | Supportive Evaluation
techniques features
Linear or [8],2021 |T |SDM |L H N/A WAV Image Encryption PSNR SNR NC
sequential HC
embedding
[16], 2021 |W | CM L L G N/A Bitstream Scrambling SNR BER BPS
[3],2020 |W |CM L M G WAV Audio Chaotic maps | MSE SNR HC
scrambling BPS NC PSNR
SDG
[44], 2020 |T |SDM |L L N/A N/A Bitstream None ODG, SNR.
[29], 2019 |W |LSB |M H G N/A Image None SNR SDG ODG
BER, NC
[23], 2019 |W | CM H L G N/A Audio None SNR, SDG,
PSNR, HC
[4],2018 |T |LSB |H H N/A N/A Audio Chaotic maps | SNR SDG HC
fractal coding | PSNR
[11], 2018 |W |LSB |H L N/A WAV Bitstream None SNR
[37], 2018 | F CM M H N/A WAV Bitstream Noise MSE, SNR,
reduction PSNR, MOS
[30], 2018 |W | CM M M G WAV Image None MOS SNR NC
BER
[40], 2018 | T LSB |L M N/A N/A Bitstream Compression PSNR MSE
encryption
[26], 2018 |C | CWM |H H N/A WAV Bitstream | N/A PESQ
Selective [31], 2022 | C LSB |M H G WAV AMR SIAE PESQ, Test error
embedding rate
[24], 2021 |F CM M H G WAV Tmage Encryption PSNR SNR NC
HC
[34], 2021 |F CM M M G WAV Image Fuzzy logic, SNR BPS BER
SVD NC
[45], 2020 | F CM |H M N/A WAV Bitstream Scrambling ODG BPS
[33], 2020 | T SDM |L M G MP3 Bitstream None ODG NC
[35], 2019 | T SDM |M N/A WAV Text Encryption SNR
[32], 2019 |'W | CM M L G WAV Audio, WAV | None MSE, SNR, UACI
[22], 2019 | F CM N/A M N/A WAV, MP3 | Bitstream None PSNR, ODG,
PEAQ
[43], 2019 | C CWM H M N/A WAV, MP3 | Bitstream None ODG, HC
[27], 2018 | F CM H H G WAV Bitstream SVD SNR, SDG, BPS
[28], 2018 |F CM H H G N/A Image None SNR, BER, SDG
[9],2018 |T |LSB |M H N/A WAV Bitstream Chaotic maps, |SNR
Encryption
[21], 2018 | T LSB M H G WAV Image Chaotic maps | PSNR, MSE,
BER, SSIM
Error [15], 2020 | F SA L L N/A N/A Bitstream None BPS
minimizing {59 9019 ¢ [OM L N/A el AMR Bitstream | PDM-AFS PESQ, Test Error
pulse model Rate
Phase coding | [5], 2019 |F CM M M NA NA Image SVD BER, SNR, ODG
[7],2019 |F SDM |H L M WAV Bitstream Encryption BER, SNR,
SegSNR, Time
Spread [14], 2019 |F CM L L NA NA Image SVD BER SNR ODG
spectrum
[10], 2019 |W | CM L L G MP3, WAV | Bitstream None SNR, ODG, BPS
Frequency [42],2020 [F [sA  [L L w N/A Bitstream | None PEAQ, ODG,
masking and SNR time
. S::(‘J‘lifng (20,2019 |F |[SA |M M NA FLAC Bitstream | None BER

As shown in the Fig. 5, the most commonly used media type is WAV format.
However, there are methods that use a hybrid approach, i.e., applicable to several
media formats such as WAV, FLAC, MP3, AAC. Figure 6, on other hand, shows
that over 50% of methods do not have a clearly defined type of embedded message
narrowing down to simply specifying the message as a bitstream.

The metrics used to assess the quality of message embedding were also looked
at carefully during the literature analysis conducted. As has been shown in Fig. 7,
the most typical metric is the SNR metric, which was used in 21 articles analyzed.
Next, ODG, PSNR metrics were used about 10 times. The other measures SDG,
NC, MSE, MOS and PEAQ were not very popular.
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6 Conclusions and Further Works

Along with cryptography, audio steganography is one of the main methods of
hiding information. This paper presents an overview of steganographic methods
with special emphasis on the transparency parameter. The data for this review
was extracted from 3 large databases of scientific articles with unified query.
Previous literature reviews have ambiguously described the various parameters
of steganographic methods. In addition, this review systematically reviews met-
rics, for evaluating the transparency of given methods. Note the small number
of publications in the categories of non-sequential and non-selective methods
(compare Fig. 3). More attention to this category of methods is needed in fur-
ther research. As noted, most methods operating in the frequency domain, have
a higher degree of transparency than methods operating in the time domain. In
the context of robustness, it is worth noting that if a method has it tested, it
has good robustness.
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