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Preface

Blockchain is considered as distributed records or lists assigned to network nodes.
They store information in blocks where each block is linked to the previous one.
These blocks establish a chain (blockchain). Initially, blockchains were created
for cryptocurrency systems to sustain a secure and decentralized collection of
transactions. Soon after, many different applications of blockchains emerged.

Financial systems depend on key agencies and trustworthy intermediaries to
smoothen the progress of business transactions. Blockchain as a technology min-
imizes the need for such authorities. Blockchain assists in the authentication and
trackability of various transactions that need verification and traceability. It can
ensure secure transactions, minimize compliance costs, and accelerate data transfer
handling. The technology can assist in managing contracts and the auditing of the
source of an artifact.

Principles and Practice of Blockchains provides an essential compilation of
relevant and cutting-edge academic and industry work on key blockchain topics.
Further, it introduces blockchains to the public at large to develop their blockchain
knowledge and awareness. The book can be a valuable resource to blockchain
experts towards their professional development efforts and to students as a sup-
plement to their cybersecurity courses. It provides a glimpse of future directions
where blockchains are heading. The book is a rich collection of carefully selected
and reviewed manuscripts written by diverse blockchain experts in the listed fields
and edited by prominent blockchain researchers and specialists.

The first part of the book covers blockchain fundamentals. It starts by explan-
ing consensus protocols, smart contracts, and decentralized applications. It then
introduces a quantitative description of several experiments conducted with the
goal of investigating the elliptic dataset, and multidimensional blockchain and
its peculiarities including inner search and verification protocol for blocks and
transactions. The part concludes with an illustration of information workflow
mechanism for inter-organizational collaboration enforced via smart contract and
deployed on the blockchain network.

Part IT concentrates on Internet of Things (IoT) and mobile phones. The location
privacy preservation problem in the context of both permissionless and permis-
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sioned blockchain-based IoT systems is studied and quantified by considering the
scope of key distribution tasks, spatiotemporal correlation among location-based
transactions, and communication medium among the IoT devices. A blockchain-
based machine learning intrusion detection system for Internet of Things is later
introduced. This is then followed by a proof-of-concept prototype that is imple-
mented and evaluated on a physical network that uses Raspberry Pis to simulate [oT
devices. The last chapter in this part examines the relevancy of value dimensions and
the trustworthiness of blockchain-based mobile phone applications (BMPAs). Using
the dimension of customer value and customer behavior, the chapter recommends a
customer outcome framework for businesses that adopt the BMPAs.

Healthcare is a growing area for blockchains. Part III examines a blockchain
structure to develop a decentralized and secured healthcare system. The system
ensures that patients personalize and govern their healthcare data while others are
considered client with assigned liberty. Furthermore, a review on existing initiatives,
frameworks, theoretical research, and practical implementations of the blockchain
and smart contracts technologies in the healthcare industry’s facilities and activities
as well as a critical assessment of the security aspects of the various solutions related
to smart medicine of blockchain-based solutions are presented.

Part IV concentrates on the traditional use of blockchain. The first chapter in
this part presents a study of the main challenges associated with the design of a
quantum-resistant version of bitcoin that is based on any of the post-quantum digital
signatures selected as finalists and alternates of NIST third-round post-quantum
cryptography standardization process. The second chapter depicts an overview and
comparison of traditional and cyber money laundering methods and operationally
compares traditional and cyber money laundering. It also covers existing legal and
regulatory frameworks, identifies areas of necessary improvement, and proposes
potential technical and non-technical anti-cyber laundering remedies.

The last part of this book deals with blockchains in education, governance, supply
chain, and security. Education is covered via a blockchain-based homework grading
system to establish a transparent and fair platform for teacher-student interactions.
The goal is to ensure the fairness and transparency of the mutual interaction between
students and teachers to guarantee that all students are being treated equally in
grading. The next chapter focuses on the application of blockchain technology in
a supply chain to improve business performance and discusses the benefits and
challenges of blockchain technology in supply chain management. The corporate
governance chapter proposes a reflection on the relationship between blockchain
technology and corporate governance based on a review of the literature and
presents a review of the theoretical and empirical evidence of this relationship.
The book is concluded by the chapter on sociotechnical security of blockchain
technology that introduces the notion of “people security” to argue that blockchains
hold inherent limitations in offering accurate security guarantees to people as
participants in blockchain-based infrastructure due to the differing nature of the
threats to participants reliant on blockchain as secure digital infrastructure, as well
as the technical limitations between different types of blockchain architecture.
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The editors of Principles and Practice of Blockchains are humbled to provide
a book that covers the state, principles, practice, methods, algorithms, techniques,
and applications of blockchains to furnish an excellent professional development
resource for educators and practitioners on the state-of-the-art blockchain materials
and contribute towards the enhancement of the community outreach and engage-
ment component of blockchains.
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Blockchain Fundamentals
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Daniel Maldonado-Ruiz, Jenny Torres, and Nour El1 Madhoun

1 Introduction

When the Bitcoin white paper was published, the novel cryptocurrency offered not
only a transparent handling of transactions made with the new cryptocurrency but
also to solve the problem of double spending: the use or the spend of the same
digital asset by two different and independent transactions (the digital version of
money forgery). In order to do this, Bitcoin made use of the development of a ledger
that could store all transactions via peer-to-peer methods, making them public and
transparent to every user on the network. This was the best way to avoid having
a trusted third party (TTP) to review and validate transactions. In fact, this was
the first implementation of a fully functional blockchain as we understand it today.
Even though blockchain was not a new technology per se, it made blockchain a
trend in decentralisation and a tipping point for understanding modern peer-to-peer
interactions [1, 2].

Since then, there were two branches of blockchain developments: the first
is based on transactions represented by Bitcoin and other cryptocurrencies and
is known as Blockchain 1.0. The second is based on storing of multiple types
of information and programmable features, also known as the smart contract
paradigm or Blockchain 2.0, where Ethereum is the main representative blockchain
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distribution. Both developments are applications of the same principle: an inter-
connected succession of information-storing blocks related to the previous one by
cryptographic tools that make the chain an immutable ledger [3, 4].

In the last few years, blockchain technology has received an increasing attention
in several areas such as electronic voting, healthcare, insurance or data verification
for several types of information technology (IT) applications (explained in Sect. 5)
because of its features of tamper-resistant distributed storage system. With this
attention, it comes a ‘hype’ where blockchain is made to appear as the solution
to all the problems that may arise in the network. However, the use of blockchain
technology to implement in an IT application requires the consideration of several
conditions, the first of them is the capability of the network to decentralise their stor-
age infrastructure and the information to be accessible for every interested user [5].

In centralised environments, the communication between users and the exchange
of information need to be regulated by a TTP, acting like the handler of every
communication and enabling the verification of every exchange. Instead, every
distributed communication, specially blockchain, allows the exchange without
the mandatory validation by the TTPs or any of the centralised security layers
associated with them. With the same concepts of P2P interactions, blockchain
handles the communication only between the other users but implements several
security distributed layers to secure every communication, as well as smart contract
technology that allows the automation of agreements between users [6-8].

Blockchain is based on the ‘non-intervention of a central regulation entity in
every interaction between user’ concept, which represents that each transaction is
the responsibility, in creation and transmission, of each user, while validation and
acceptance are supported by network algorithms. That is, much of the system’s trust
is based on the network itself, implicitly, rather than on any explicit authority. Not
all the IT applications can be suitable to implement all the benefits of blockchain.
In this chapter, we present all the concept features that allow blockchain to
create decentralised, secure and transparent networks and in which application this
technology is suitable to create a new paradigm of information [9].

2 Blockchain Features and Architecture

A blockchain is a set of linked blocks where the creation of a block requires
data from the previous one, creating an immutable link between them. For that,
blockchain needs a process to create and link new blocks to the ledger safely.
Figure 1 shows how a block is created. This process is analogue in all known
blockchains, even when block types and capabilities of every block are different.
When a user A needs to transact with another user B, the transaction is created (1)
and then stored (2) in a temporary buffer with the other transactions from other
users. These transactions are validated and turned into a block, with a variable
number of transactions per block. The validation/block creation is accomplished
by a third independent user known as a miner (3). The miner is a type of user (or



Fundamentals of Blockchain Technology 5

| Jransactionis mined,
3 ) among othersina

=Y Other miners Block By G rhirer

2 validate the block

Miner
[vinc:.
Blockchain
Miners Network
- I,f;\ Miner broadcast
— \_,) block to network

(&) Blockis added ()
—/ to blockchain sz

A wants to

'Q) transact

with B

Transactionis
storedina
—’ temporary Buffer

‘-n

N Transaccion is made
\/J after the record

Block | Block | Block

Fig. 1 Blockchain block creation [10]

node) that inverts computational time to group several transactions together and turn
them into a block. After the creation, the new block is broadcast on the network (4)
and the other nodes in the network check the validity of this new block (5), and after
validation, this new block will be added to the blockchain (6). From the new block,
the user B can validate the transaction made by A and finally receive the currency
[4, 10].

In order to study how a blockchain is implemented besides the basic theory
shown in Figs. 1 and 2 shows the blockchain layer architecture, which explains how
every blockchain operational function is grouped and classified, layer by layer. This
layer division is important to understand how ‘physical’ structures, like Merkle trees
or hash functions (Layer 1), build the system that will be broadcast by the network
layer (Layer 2) and trusted by the consensus layer (Layer 3). The definitions of
Layers 1 and 2 are beyond the scope of this chapter, so the explanation of how
blockchain works will start with Layer 3. One of the main features of blockchain is
that it allows users to interact even if they do not trust each other (at the beginning
or during the transaction). This means that when users transact with each other,
the trust is based only on the network and the functions specified in the first three
layers [10].

The network internal trust allows each user, also known as a node, to read, write,
create, validate and interact with the network, without worrying about other users
or transactions. This internal trust is achieved in blockchain using an algorithm that
prevents malicious users/nodes from gaining access to the network and hijacking the
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internal trust. The process that makes the trust possible is based on the Byzantine
General problem and is called consensus. The consensus algorithms allow users to
create and validate new blocks with the confidence that all blocks are true by relying
only on the internal processes of the network. In addition, consensus prevents the
blockchain network from creating unwanted or fraudulent branches when adding
new blocks, maintaining the blockchain as a unique decentralised structure [11].

There are several types of consensus algorithms, and the most common imple-
mentations are proof of work (PoW) and proof of stake (PoS):

2.1 Proof of Work (PoW)

It is the first and most extensive consensus algorithm used in the blockchain world.
Deployed originally for Bitcoin, it is based on the work of untrustworthy nodes
and public networks. POW has the particularity of allowing only one ‘winner’ to
involve in the generation process of the block. This means that, even when all the
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nodes in the network can create the correct block to be stored on the blockchain,
only one block is considered valid. All other coincidences created by other nodes
are discarded. When a new block is about to be created, several nodes (or groups
of nodes) challenge the network to achieve the creation of the new block. This is
illustrated in Fig. 1, where nodes use some of the transactions stored in the temporal
data buffer and attempt to create a block using their computational power to guess
a unique number called nonce, which is part of the header of every block. In this
process, the nodes compete with each other to find the right nonce ahead of other
ones. This nonce, hashed with all the block, makes the entire block complex enough
to be equivalent to some predefined complexity threshold. The competition to find
the right nonce, and therefore a valid block, is known as mining. The first node to
achieve the mining ‘wins’ the creation of the block [1, 10, 12].

Several, if not all the miners in the network, can create the same block. All the
miners must compete to store their block in the blockchain, as shown in Fig. 3a,

Blockadi

(a)
(b)

(c)

Fig. 3 Longest chain creation. (a) Blockchain mining blocks creation. (b) Creation of following
blocks. (¢) Consolidation of the Longest Chain
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where different blocks (created by different miners) compete to be the block d. The
miner attempting to create the next block (e) must perform two tasks before creating
the new block: (a) create the next block following a specific branch, which means a
block that follows the chain of some previous block chosen as a landmark and (b)
check the network to see if the chosen branch selected by the miner is still part of
the canonical network. For example, Fig. 3b illustrates how the miner assumes that
Block d1 (chosen as landmark) is the valid block in the blockchain and so the Block
el must be the next block to be created. But this node must be sure that the chain that
it is creating is the valid chain for every node in the network. The problem is how the
miner knows which chain is valid. PoW defines the chain validation by the ‘longest
chain’ rule. Before creating a new block, miners must perform a double validation
on the network to know which block is a part of the longest chain. Figure 3¢ shows
how the longest chain consolidates. After the challenge, the nodes know which
blocks are part of the longest chain. The ‘winning’ miners finally add the new blocks
they created to the valid chain. With this method, the Bitcoin blockchain can avoid
any central validation of miners and trust the network to remain valid on its own.
Because the trustworthiness of the entire network is based within the network and
not in the nodes, every miner is considered as an anonymous party in the network.
In other words, besides their addresses to receive the mining fees, the miners do not
need to share any identification to engage in mining or in the validation of the new
created blocks. Most public blockchains use this consensus protocol to maintain full
decentralisation of the network and full anonymity in every transaction.

2.2 Proof of Stake (PoS)

It is currently implemented on Ethereum Casper and Ethereum 2.0 blockchains and
is designed to avoid the anonymity issues of PoW. Moreover, PoW has several
electricity consumption issues, which are solved with PoS to avoid the random
competition of the nodes. PoS allows blocks to be created only by nodes that can
be validated from the network. These nodes are called validators. Each validator
creates its chance to produce the new block by determining (a) how many coins or
tokens are in its wallet and (b) how many of those coins or tokens can be locked as
a stake for the creation of the new block. This means that the biggest stake has the
greatest chance of being the creator of the new block. As for the other validators
that can create the same block (as happens on PoW), and instead of competing to
be the longest chain, they combine their blocks as one and each creator receives a
reward based on each stack made for the block. This way, the mining actions in the
network are improved, as every effort has a reward and also avoids any unnecessary
branches in the blockchain [10, 12, 13].

One of the main issues of PoS lies precisely in the principle of creating
new blocks. A user with sufficient capacity to contribute tokens could effectively
‘purchase’ most of the chances for the creation of new blocks, which would defeat
the decentralisation principle of blockchain in the creation of new blocks, and
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Table 1 Comparison between PoW and PoS

Security

Decentralisation

Energy consumption
Participation costs

PoW

It is needed the 51% of
computational power to tamper
the network

Miners ‘win’ the creation chance
by executing mathematical
problems. Full decentralised
system

High

Every miner needs to invest in
energy and computational

PoS

It is needed the 51% of the total
stake to tamper the network

The user with the more stake in
the network can ‘purchase’ their
chances to create a block

Comparatively low

Every validator needs to invest
cryptocurrency to create a block

equipment to create a block

turning that user as the master of the network, which would defeat the principle
of equality among the validators.

Both PoW and PoS are the main consensus protocols used in many mainstream
implementations of blockchain because they are the fundamentals of Bitcoin and
Ethereum (Ethereum 2.0 implements PoS widely to replace PoW in the new fork).
Table 1 shows how these two protocols are related, focusing on the energy and secu-
rity features, which are the most important consideration in a new implementation.

There are other consensus algorithms slightly based on the PoS concept and
more scarcely implemented but are still part of the new research on blockchain
and consensus and which are classified by the resource that is used to increase the
probability of creating the block. The most important ones are:

2.3 Proof of Burn (PoB)

Instead of using a stake, validators on PoB ‘burn’ their cryptocurrency or tokens at
an unreachable but public and verifiable address, also known as eater address, to
have their chances to create the new block. Unlike PoS, the burned cryptocurrency
is not returned to the validator even if it created the valid block. The fund address
‘eats’ every token stored, making it unreachable for its previous owner. Instead, it
remains as a fund to create the trust needed to create more blocks. In a way, every
validator must invest in the blockchain in order to show the commitment with the
network and its growing [12, 14].

PoB was created to improve PoW, in order to avoid the limitations of acquisition
of the processing power needed to create new blocks in traditional blockchain.
Instead, the resource choses the cryptocurrency associated with the system that
is used to ensure the possibility of creating new blocks. The acquisition of the
aforementioned cryptocurrency is independent of the creation of the blocks. A user
could use real money to acquire the amount of tokens needed to secure their place in
the block creation. Every block creation is an investment performed by the validator.
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However, PoB has several disadvantages over its utilisation. The first is financial,
since like any investment, the validator may lose the tokens invested if he/she does
not reach sufficient tokens to ensure the creation of new blocks. And also, a validator
can ‘purchase’ their chance of creation every time, braking the decentralisation
concept of the entire network.

The most important cryptocurrency scheme using PoB is SlimCoin, an open-
source cryptocurrency that is currently in the development phase by its community.
Besides PoB, SlimCoin uses PoW and PoS as consensus protocols, being the first
cryptocurrency to use three native protocols in their block creation process[15].

2.4 Proof of Capacity (PoC)

It is also known as proof of space. Instead of using cryptocurrency to lock the
block creation chance, PoC uses node’s hard disc space or RAM-type memory (a
computational space where the consensus files/processes can be stored) to generate
their capacity and ability to create a block in a blockchain. When PoC is performed,
a list of possible solutions of the mining process are stored into the computational
space used to mining. The larger the computational space designed, the list of
possible solutions is bigger, and therefore, the chances to have the correct solution
of the mining process are larger [16, 17].

This list of possible solutions are nonces result of successive hashing processes of
user-related data. According to [17], each nonce contains 8192 hashes, every one of
them related to their adjacent (0-1, 2-3 and so on) into a tuple called ‘scoop’ (there
are 8192 hashes and 4096 scoops). The mining process consists of calculating one of
the scoops and with the scoop calculate what is called a ‘deadline value’. A deadline
is basically the amount of time (in seconds) between the creation of the last block
and the new one. The process to calculate the deadline is repeated until it found the
minimum deadline based on the nonces stored in the computational space. If, during
the calculated period of time, no other miner creates a block in the blockchain, the
miner wins the possibility and creates the new block.

This mining process has proven to be energy efficient compared to other mining
processes, as well as running on any system that runs on physical computing space,
including smartphones. Additionally, the computational space used to store the list
of nonces is not permanently compromised, allowing the device’s RAM or storage
space to be reused without inconvenience. Nevertheless, PoC as being stored on
hard discs or RAM slots, it is vulnerable to malware attacks or other attacks where
the storage is compromised. Additionally, its implementation is not so easy as PoW
or PoS, so not many developers have implemented this protocol. PoC is mostly
implemented in SpaceMint, a Bitcoin-related cryptocurrency which bases all the
implementation of their blockchain in PoC, establishing the condition to reward the
miners to maintain the blockchain [18].
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2.5 Proof of Elapsed Time (PoET)

Emulating a time-division multiplexing system, PoET is a theoretical consensus
protocol proposed by Intel and developed over Hyperledger in 2016, which gives
each node a randomly chosen time slot to create its block, while the other nodes are
registered as waiting nodes (waiting for their turn in validating the new block). If
the node spends the least amount of time when creating the block, it is considered
the winner for being attached to the chain. This time slot is assigned randomly to a
node, avoiding the competition between the nodes and obviously reducing the power
consumption of the whole network. In fact, POET must assure the true randomness
of the time slots (not only the assignment of a slot in a way that the users can choose
one suitable slot for the block creation) and that the user which creates the block
effectively uses all the time assigned to it (called waiting time) to create the block
[10, 19].

The only application known for PoET is Sawtooth, which currently is under
development, and no other blockchain or cryptocurrency uses this PoW variation
consensus protocol.

All current blockchains work with the first three layers as shown in Fig.2 and
implement, through miners or validators, several systems of rewards for the creation
of blocks, paid in Bitcoins for the miners or in gas for the validators, in order to keep
users incentivised in the maintenance and upkeep of the network. These processes
are grouped in Layer 4. Each block created and consolidated generates a reward
to encourage the creation of new blocks. The last two layers, the contract layer
(Layer 5) and the application layer (Layer 6) shown in Fig. 2, are the creations of
Ethereum blockchain and of its derivatives as well, where the chain evolves and
allows generating a new type of blockchain, known as Blockchain 3.0, where not
only information will tamper-proof but also the company involved in the blockchain
and its records [1, 3, 4, 13].

Figure 4 shows the main structure of a blockchain block, where the header
and the body are two different structures, not only in terms of size but also in
terms of hash execution. The body of the block contains all the transactions that
have been recorded and confirmed by the network. The number of transactions
on the block is variable, and every transaction needs to be tracked individually
inside the block, which makes it impossible to use a classical hash algorithm, such
as SHA-256. Consequently, the transactions use Merkle Hash Trees. The header,
on the other hand, always has the same size, containing the SHA-256 or similar
hash of itself, the hash of the previous block header, the nonce used for PoW, a
creation timestamp, and the final Merkle hash tree for the body. Every block in
every blockchain, regardless of its development, contains the same structure. This
provides an easy way to find information about transactions or smart contracts
across all blockchains [12].
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3 Smart Contracts

The term ‘smart contract’ was defined by the programmer and cryptographer Nick
Szabo in 1994 as ‘a set of promises, specified in digital form, including protocols
within which the parties perform on the other promises’. Basically, it is a program
that, using all decentralised and tamper-resistant features of blockchain, allows the
execution of several embedded codes over the blockchain. This code, designed
specifically to store or calculate several values like a regular coding program, keeps
immutable inside a block, where any modification requires the mandatory creation
of a new block in the blockchain, with the references to the modified smart contract
[21, 22].
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As a portion of code running over the blockchain, it is based on transactions made
by the users or other smart contracts stored in the blockchain. Figure 5 shows a basic
functional structure of a smart contract. As any other computational program, it
depends on some inputs that can come from some external registered users (as non-
node accounts) or from other smart contract information in the form of data/value
pair. That is the information that triggers the execution of the smart contract. In
general, every smart contract has four main components: (a) values, which update
the fields of the smart contract, (b) state, which is the final state of the execution
of the smart contract before its storage in the blockchain, (c) address, which is the
address of the smart contract inside the blockchain and the update chain for every
new smart contract based on the first-linked and (d) functions, which are the actual
code executed when the smart contract is invoked and fed with the data, value pair.
The output of the code execution inside the smart contract is also a data, value
pair. The difference is the output that generates the storage of data inside the smart
contract or the triggering of varied events defined in the smart contract functions.
After all the execution, the final output is stored inside the blockchain and its result
becomes immutable. These results can be modified in a new linked smart contract,
with the same functions but with different address, data and states [22].

Every smart contract, as a part of blockchain, has all the properties of the ledger
including the self-verification, tamper resistance and auditability over the whole
transaction. That means that even when the transaction is secure, all the data are
transparent for every user that utilises the specific blockchain. As blockchain itself,
is not designed by default for data privacy.

Figure 6 shows how the process explained in Fig. 5 allows two parties to interact
without a TTP. Both users A and B need to interact over some resources or assets,
which are validated over the source code of the smart contract (there is a specific
smart contract for every need of the network). This smart contract is designed to
check if the parameters established for every transaction must be fulfilled before
performing the transaction. Users A and B requirements are the input of the code and
the information to be validated before confirming the transaction. If the terms and
conditions of the smart contract and the input match, the transaction is considered
valid and the smart contract is stored in the blockchain with the validation on the
resources’ interaction. If the input does not match the terms, the smart contract
rejects the transaction and store the error message. As it is seen, there is no TTP
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or external entity validating the transaction. A and B trust directly in the smart
contract, implying that trust is placed in the algorithms and processes that conform
the network, and not in its components.

4 Security Features

There are two considerations to explain all the security features of blockchain:
infrastructure and transactions, regardless of the technology or type of blockchain
being implemented. The following sections explain every one of these considera-
tions and its features [10, 23].

4.1 Security on Infrastructure

The main security features of the blockchain infrastructure are as follows:

4.1.1 Decentralisation

The main characteristic of blockchain is to avoid by all means any centralised
system or certification authority (CA), such as banks or government entities.
Consensus protocols allow blockchain networks to achieve this main characteristic
without any trustworthiness between the participant nodes. This paradigm also
changes the network from the traditional client—server architecture and implements



Fundamentals of Blockchain Technology 15

a decentralised network where all nodes have the same amount of information to
provide to the network. All of this solves the very important security flaw of having
a single point of failure, one that could be compromised, hijacked or misused.

4.1.2 Transparency

One of the main characteristics of any blockchain is to allow transactions to be
carried out with any user without directly using their identity. All transactions
are performed using encrypted and hashed addresses, which means that every
identity remains private and anonymous. However, the transactions stored in the
ledger are not private. The blockchain designed for Bitcoin, and all branches
since it, were created to show all stored transactions, without any protection or
cloaking algorithms. All users can verify all transactions at any time, but when the
information stored is sensitive (such as identity information on a smart contract),
transparency may be a security issue for some users or implementations.

4.1.3 Immutability

The information already stored in the ledger cannot be modified or altered without
affecting all the following blocks. This is possible thanks to Merkle trees and hash
functions, in particular the ‘avalanche’ effect of hashing. As illustrated in Fig. 3a,
any change to a block, for example, Block b, after its confirmation and storage,
will modify the whole following chain, creating, consequently, an illegal and
unconfirmed branch. The ability of blockchain to store all data with an unbreakable
security at all times is one of the most important features, not only in the financial
field but also in all applications of Blockchain 3.0.

4.1.4 Consistency

This property refers to the ability of the network to have the same ledger in all
registered nodes at the same time. The total consistency property differs among
implementations due to the consensus algorithm used by each implementation. PoW
provides less consistency than PoS or PoB because it depends on all nodes to agree
on the longest chain. Small or back-to-back transactions are not a problem, but
large transactions require a general agreement. This could open up three specific
vulnerabilities (attacks), as described below:

DDoS Attack

This is a Distributed Denial of Service attack, where a large number of nodes
execute a distributed flooding attack on the network. This attack can compromise
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the availability of the network, or part of it, to execute the PoW and gain access
to the longest chain. The fully decentralised structure of the blockchain provides a
countermeasure to this attack, but if an attacker is able to gather enough computing
power on the network, he/she can effectively compromise larger portions of it,
creating illegal branches of the blockchain that could masquerade as a longer
chain [10].

Double-Spending Attacks

This refers to the ability of the entire network to make each transaction unique,
so that the same transaction cannot be performed twice or that two different
transactions will be performed with the same currency. Transaction inconsistencies
are solved by the consensus algorithm, which is added to each transaction and is
sent, signed by the creator. Consensus algorithms ensure that the consistency of the
ledger is resistant to any malicious double-spending attack [8, 10].

Majority (51%) Attack

This is perhaps the most dangerous attack on consistency on the blockchain. The
way blockchain is built makes it almost impossible to modify a branch or a specific
block when it was consolidated in the chain. However, if a group of malicious
attackers can impersonate or hijack at least 51% of the network computational
power, the attackers can effectively modify the information in the blockchain. In
fact, they will be able to create a fraudulent ‘longest’ chain or a new group of
validators. Consensus protocols help in maintaining a single ledger because the
majority of nodes confirm the longest chain or validators in the network. The success
of this attack is inversely proportional to the size of the network, as it is almost
impossible to control the 51% of a blockchain. Nevertheless, this is a security issue
for any blockchain implementation [8, 23].

4.2 Security on Transactions

Blockchain transactions extend the infrastructure security because the ledger can
also be considered as local network security between all nodes and entities that are
part of the entire blockchain network. This means that the availability and integrity
of each transaction can be maintained on any communication platform. This also
includes the consistency and immutability of the entire network, which prevents
double-spending and majority (51%) attacks. Transaction security relies on the
decentralisation of each node and the anonymity of each user, making it impossible
to track where or when transactions are generated or in which point the consensus
is implemented.
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The security of transactions can also be related to the anonymity and confidential-
ity of the transactions over the network, as it is explained in the following items [10]:

1. Every transaction in the blockchain, especially in Bitcoin, is anonymous (i.e.
there is no identity information exchange during the transaction, only the wallet
directions). However, as the transparency of the ledger grows, so does the ability
to track the origins and destinations of almost every transaction stored in the
ledger. The idea of unlinkability is to prevent the establishment of a relation
between two or more users/nodes that are interacting in some transaction. This
leads to understand that blockchain is based on a pseudo-anonymity to work. This
can be seen as a vulnerability over de-anonymisation interference attacks (where
attackers track the transactions to try obtaining the user’s identity) [1].

2. Blockchain, as we know it, was designed to be fully transparent. With the creation
of smart contracts over blockchain, we have also seen the appearance of several
concepts of data privacy and confidentiality. That is because smart contracts
can handle and implement more complex transactions than only-cryptocurrency
exchanges. Based on this, smart contracts implement several security features
that guarantee the privacy of not only the data but also the code of every smart
contract and of the miner/validator that executes the contract and stores it into the
blockchain.

5 Applications

The definitions of Blockchain 1.0 (only for cryptocurrencies) and 2.0 (limited smart
contracts) made blockchain technology a new curiosity with important but limited
applications. With the advent of Blockchain 3.0 (extended smart contracts), several
new implementations of blockchain have emerged and are aimed to diversify the
application of the decentralised ledger. The authors of [3] summarise six main
applications of blockchain as a part of the ‘hype’ of the technology and not related
to cryptocurrencies:

5.1 Electronic Voting

One of the ‘natural’ implementations of blockchain is the storage of voting ballots
in political elections. The study of the electronic voting as the replacement of
voting must be differentiated from polls or other informal voting systems. Based
primarily on Ethereum and BallotChain, the main idea of this application is to create
a decentralised system that stores ballots without the involvement of third parties for
validation and presentation of results. The main features of this implementation are
based on (a) the possibility of remote voting, where users can use their devices
to vote with a secure channel verifiable from end to end, where anonymity is well
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needed and (b) the auditability of the system, fo verify that the system is tamper-
proof in each node and maintain the anonymity of voters at each stage of the voting
system. All of this means that the blockchain can guarantee that no information will
be altered, leaked or lost during the election process.

In a way, electronic ballots and cryptocurrency have some similarities in their
concepts because both share the ‘double spending’ problem. A user can neither vote
twice in the same election nor can a user spend the same amount of cryptocurrency
twice. Also, both results must be public and auditable (the vote and the currency
transaction), but the identity of the owner of the transaction must remain private
and secure. To define better the idea of voting, the researchers have divided it into
three phases: the registration of the voters, the vote casting and the result of the vote
process. The registration is very important because define not only the addresses of
every user but the addresses of every candidate as well, so the voters can cast their
votes in specific addresses corresponding to every candidate in the process. The
voting process is performed with voting tokens stored by users at the addresses of
their chosen candidates, ensuring that users can spend that token only once for each
candidate’s address, and without exceeding the possible number of eligible voters
(invalid voting processes would occur when a user submits more voting tokens than
he/she is authorised to, if such a function is available in the system). The third
phase consists of counting how many tokens each candidate has. However, very
simple, this scheme helps to show the advantages and challenges of electronic voting
and how blockchain would help to implement a tamper-proof auditable system to
implement an efficient and secure electronic vote system.

5.2 Healthcare Services

The first implementation of the concepts of Blockchain 3.0, and the first one
designed to solve a problem of users’ personal information, in this case, healthcare
personal data. With every medical procedure, a user generate an important amount
of sensitive information which is currently ‘owned’ by healthcare services (doctors,
pharmacies, insurance services and so on), making it difficult to share between
services, and the user cannot know how much of their information is in fact held
by health schemes. Efforts are currently underway to create a single transferable
medical information scheme, called Electronic Health Record (EHR), where all user
information can be stored in a consolidated in a single exportable format. In that way
a patient, regardless of their country of origin or residence, can access to a reliable
health service. However, patients still do not own the information stored in the EHR.
With blockchain, the health information of every user can be stored in the networks
in a decentralised way, so that although doctors are able to access and modify patient
information, the ownership of the information remains with the smart contract, i.e.
it belongs directly to the user.

This concept, while decentralising information and keeping it with its owner,
presents two major problems in its implementation. First of all, and as it was seen
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in Sect. 3, all the information stored in a smart contract is public, meaning that
any user of the network can access the information, although without modification
permissions. Personal health information must remain private for every party,
except the patient and his/her medical doctor. So, the challenge is having all the
information of the user not only secure but also private. The amount of stored
information resulting from the medical records of a lifetime is another problem for
the implementation of a healthcare blockchain, not only in the amount of memory
needed to store all the data but also because of the processing time of this large
amount of information on the part of the medical provider.

This second problem nowadays has been solved by keeping information off-chain
(in the traditional way) and using blockchain only for hashes and references, which
is a temporary solution for the problem, but the transparency problem is still an
issue for the wide implementation of a universal blockchain (or set of blockchains)
for health data, according to the researchers.

5.3 Identity Management

Directly related to healthcare systems, identity management with blockchain aims
to create a user-centric system where everyone’s identity can be secure and cross-
functional for any entity. The main feature of this implementation is that the user
should have control of his identity, with full access to all its data. This eliminates
malicious claims of identities, and hence, identity theft can be minimised. Moreover,
decentralised systems must maintain the persistence and transparency of typical
blockchain implementations to secure the user identity information, as is shown
in [24, 25].

In order to keep the decentralisation scheme and the security needed by the user
identities managed by a blockchain, it is important to consider how it must be done
the management of the identity inside the network. To avoid any TTP, the users
must have full control and access to their identities, meaning that the modification
of stored information is the prerogative of the user, without any intermediary. Also,
the system must assure the existence of the stored identity (no one except the owner
can deregister its own identity), and also only the owner can provide the agreement
in the use of his/her identity. In the same idea, every identity must be portable
(interchangeable between analogue systems) and must be persistent (the storage of
the identity must be able to be preserved over time), and the rights of every identity
owner must be protected. Finally, the network itself must provide the algorithms to
keep the network transparent [26].

Even though these features must be implemented in the identity management
networks, it still remains the problem of healthcare systems: the amount of
information stored could compromise the storage systems of the network and all
this information is stored publicly. Additionally, the decentralisation of the identity
managers implies new and different ways to interact with the identity requesters,
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which could lead to security breaches, not because of the network itself but because
of the inexperience that users may have with it.

5.4 Access Control

The information security management theory explains how the assets must be stored
in secure facilities, where only the users with a specific clearance can access. The
main idea of using a smart contract to implement a new access control system
is to replace the traditional logs of people and devices with specific blockchain-
based ones when the interaction is with systems such as IoT recordings or corporate
access control logs. The policies about access control, like request of permissions,
authorisations or revocation of permissions, will be stored for each user interaction
with the respective smart contract, leaving a transparent log available for any kind
of audit. In addition, as the result of the smart contract execution cannot be forged
easily, the result of the access control transaction can also be used as a part of
the physical access control and not only as the enforcement of the access policy.
Blockchain technology offers to minimise the computational time to store and keep
immutable the access log that can be directly audited and controlled. Although this
system offers transparent logging, it can still be vulnerable by making too much
information available to all users, potentially creating a privacy problem within the
access control scheme.

5.5 Decentralised Notaries

The cryptographic suite of the blockchain (primarily the hash functions) allows
the ledger to be used as a decentralised trust witness that can verify and certify
agreements between mutually untrustworthy parties, using the blockchain as a
replacement of the trusted third party, which means achieving the same level of trust
without relying on a TTP. By keeping every agreement stored in the ledger, each
party has the security of any agreement that was made, and any non-compliance
issues can be probed without relying on a TTP.

The most important feature to consider is the validation of timestamps when the
information to be validated is stored on the blockchain. It means the decentralised
notary must be able to prove that in one point of time, the stored information existed.
Or, if the information stored is a hash or a digest of a document, that hash proves
that the information was untampered when the consensus finishes the creation of
the block. The proof of hashing is known as proof of ownership because it is based
on the concept that only the owner of the document could have generated the hash
that allows validation by making a positive comparison between the hash of the
document (physical or digital) and the hash stored in the blockchain.
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The main application of decentralised notaries is the validation of existence
and ownership of digital contents in the context of intellectual property claims.
The smart contracts could be programmed to analyse the timestamps in a chain
of contracts to validate that the owner effectively owns the digital asset. In the
same idea, the smart contract can allow other users to consume the digital asset
(for example, a portion of licenced code or a song) if those users have ‘purchased’
the rights to do it. All of that increasing the transparency of the intellectual property
claims while reducing the energy consumption and eliminating the intermediaries
between an owner and the costumer.

5.6 Supply Chain Management

The agreement on the creation of a product or service based on natural resources
uses blockchain as a tool that allows guaranteeing the auditability and transparency
of each process, without spending a lot of resources between mutually untrustworthy
parties. The resources can include human intellect, certifications, legal standards and
regulations, all of which can be stored on a specific smart contract, without the need
for an impartial witness (a notary) to validate the production and specification of a
particular product or service.

In Sect.5.5, it is presented a system that provides a timestamped proof of
ownership and the existence of a digital asset through smart contracts. With the same
idea, the record of creation of an asset, from the acquisition of its raw production
material through all the transport and product validation schemes to its arrival at
the final consumer, can be validated at each inspection point, verifying (through
the smart contract parameters) that all preestablished agreements for the given asset
have been fulfilled. In this case, the asset is a physical product and all its transport
process. In order to improve the traditional supply chains, the decentralised system
must increase the transparency over every asset, which is fulfilled by transparency
of the smart contract and the traceability of all changes made on the asset by the
producer or by those responsible for transport and handling. Both transparency and
traceability help to keep an easier auditability of every asset without the traditional
inspections. With that, the cost and speed of management and verification of every
product in the supply chain will be improved, by eliminating several middlemen
and other parties that helped to maintain the established parameters of production
but slowed down the creation and transport of products.

Figure 7 shows the full supply chain for a product and what is the information
that must need to be stored in every iteration of the smart contract, from the factory
to the costumer store. Every raw material producer (1) needs to certificate the
data of origin and processing of its materials before the correspondent packaging.
When the materials are packaged, every package must certificate the shipment
information, and the order over which those products are packaged (2). With all
this information, the materials are stored in a main storage facility, where the data
of origin, processing and transport are validated for the first time (3). The smart
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contracts of every raw material are validated and updated for the storage facility
system in order to check whether the raw material complies with the parameters
according to which it was created and/or requested for transport. After this first
validation, the materials are packaged again for shipping (4), grouping them already
according to their final destinations. For this first shipping (4), the system must
validate the dates and the order numbers, to validate the origin of the shipment,
and also all the features of the transported product, like temperature or packaging.
When the shipment is transported (5), every order number must be validated to
redirect all the shipments to their correct destinations, in such a way that there is no
confusion between the packages in transport (6 and 8). In the intermediate storage
facility (7), the information of order numbers, production and delivery dates and all
the packaging specifications are checked again before the shipment continues to the
final destination. For this example, the costumer store (9) is the final destination,
where the final seller needs to check again all the dates and order numbers, and
also if the conditions of the received product matches with the stored in the smart
contract, completing the whole process [27].

With this process based on decentralised supply chains, validation processes
that can currently take weeks are completed in a few days, and the end user has
the certainty that there were no errors or failures during the transportation of their
product, because given the security of blockchain, the validation information cannot
be modified or tampered by rogue parties during the shipment.

6 Conclusion and Future Works

The appearance of Bitcoin and its corresponding blockchain, opened up a new
perspective on information management in open environments, not because of the
new technology presented or the novelty of its possible applications, explained
in this chapter, in Sect.5, but because it changed the paradigm of application
management to a version where the user and the control of his or her data allowed
the network to exchange information. We moved from a network based on large data
managers (servers) to a network based entirely on the user and the relationships he or
she could establish between peers. It was the origin of the user-centric network [1].

Since then, this new paradigm leads to the creation of new ways to understand
decentralisation and also how complicated it is in front of a simpler but centralised
network, where all the services are concentrated. Blockchain is an emerging
technology which could lead to a revolution in the way of how we understand
the network and how we can improve our own interactions not only with the
network itself but also with other real-world applications, where blockchain is
actually an improver of every function and implementation. However, it is important
to understand not only the benefits of the technology but also their limitations
and improvements. In this way, blockchain can become a tool that allows the
development of secure interactions between users and that users feel comfortable
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interacting with a blockchain; without thinking that the technology is the solution
to all the problems of the Internet.

The future developments of blockchain include several perspectives over its
functioning and implementation. One of the big challenges of the decentralised
applications is to find efficient ways to handle the information from both perspec-
tives: (a) the security and privacy of the data, because as it was explained, blockchain
allows the store of information in such a way that it is almost impossible to modify it.
All of this information, however, is public and transparent, creating a privacy issue,
especially in applications where the information stored corresponds to the identities
of the users. (b) The energy consumption to keep the network working. Consensus
protocols as PoW achieving the full decentralisation and anonymity in the creation
of the new blocks, but with a high energy consumption, which is an environmental
issue nowadays. The consensus based on stakes, like PoS or PoC, are more energy
efficient but ignore the decentralisation in the creation of the new blocks, which
could lead to the hijacking of the network by resourceful rogue parties, like in
OpenPGP [28].

Another challenge in the evolution of blockchain relates not so much to technical
improvements to the system but to its use within a decentralised network. In Sect. 5,
it is explained how the current blockchains allow the improvement of systems
where the information storage and the chain of procedures are the main examples.
However, the storage of information, offline or online, can be part of new security
developments where the time immutability is critical. It means using the tamper-
proof of blockchain to store information that it not only remains unchanged from
present changes but also maintains its form and codification for future revisions,
especially on issues of encryption and encryption of information and the ability to
keep information encrypted and secure regardless of when cryptographic suites are
modified in the future. All of these features can lead to a secure-by-design network
where all the information can be decentralised and remain secure in a future where,
with quantum cryptography in the near horizon, we do not really know how much
of our current security can remain functional and with that how much of our now
secure information can retain that feature. The future improvements of blockchain
can lead us to a new way to understand network itself and all of our relation with it.
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Identification of Illicit Blockchain )
Transactions Using Hyperparameters et
Auto-tuning

Enrico Zanardo, Gian Pio Domiziani, Elias Iosif, and Klitos Christodoulou

1 Introduction

In a blockchain framework, individuals are able to exchange generic form of chunk
of data through a distributed peer-to-peer (P2P) network. Such distributed P2P
is established by the peers following the given protocol. The validity of each
transaction in terms of ownership and correctness is entrusted by the network itself,
in a distributed way without the necessity of a trusted third part. In a sense, the
trusted third part’s role is played by the distributed peers, following a particular
consensus protocol. However, even if the used consensus protocol assures reliability
for each transaction, it is unknown to users if the addresses with which they have
exchanged content deserve trust or not because the identity of such address may be
unknown.

For instance, in the Bitcoin ecosystem, each wallet has its own address (public
key), and other wallets (users) can exchange transactions, with it sending forward
that address, without the necessity to know who is behind that address. This
means that anyone can exchange bitcoin transactions without directly public reveal
his/her identity [7]. Such possibility has already opened serious legal problems, as
money laundering, ransomware demands, and the purchase of contraband goods and
services [18].

In particular, Bitcoin seems to be the most widely used cryptocurrency exploited
for criminal activity, where ransomware victims are pressed to exchange the ransom
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from fiat currency to Bitcoin and transfer this amount to a specific Bitcoin address
that is provided by the criminals. Again, on underground markets, large amounts of
goods and services—like drugs, weapons, and DDoS attacks—are bought and sold
using Bitcoin as method of payment [14].

Mixing services enable the “masking” of initial transactions by assigning new
addresses to the sender and receiver, such that to making the transaction tracing
difficult. Note that even if the address is not associated with a real identity, it
could be associated with an IP, allowing the detection of the respective identity.
The Spring of 2020, the Cryptocurrency Crime, and Anti-Money Laundering report
from blockchain intelligence and forensics company CipherTrace! revealed the
global amount of Bitcoin crime attributed to fraud and misappropriation as USD 4.5
billion in 2019. A high proportion of these illicit Bitcoin transactions (74%) moved
from exchange to exchange across jurisdictional borders. The report argues that the
nature of these “cross-border” transactions emphasizes the need for cryptocurrency
exchanges to adopt and ensure appropriate compliance. Also, the report underlines
how the global average of direct criminal funds received by exchanges dropped
60% from 2017 to 2019, most of which occurred in the last year with a 47% drop
from 2018 to 2019. This trend marks a three-year low for cryptocurrency exchanges
around the world, with an average of only 0.17% of funds received by exchanges in
2019 coming directly from criminal sources.

Luckily, the very nature of the blockchain implies that each transaction is hashed
in a distributed ledger, without the possibility to be changed. That feature assures
that data exchanged assume an immutable version. First of all, that characteristic
implies that in a blockchain system it is not possible to build adversarial attacks such
as those described in [2], since the architecture of the transactions graph cannot be
modified. Second, it could be possible to investigate the transaction graph in order
to underline illicit behavior associated with a given address [1, 9, 11, 17, 21].

The prevention of fraud transactions becomes of absolute importance for all the
financial related activities, which could be done through blockchain frameworks.
The entire credibility of potential fintech blockchain applications relies on the
robustness and resilience against cybercrimes. Furthermore, the proposed methods
must be precise, ensuring that the number of false positives is as low as possible, as
well as inclusive, allowing for a lower number of false negatives, preventing honest
addresses from being classified as illicit.

Motivated by the above considerations, this work proposes a new approach for
improving the robustness of machine learning algorithms for classifying Bitcoin
transactions as licit vs. illicit. Our approach relies on a well-established dataset,
while the proposed method improves the performance (precision, recall, F1, and
micro-F1). Furthermore, the respective source code is made publicly available.

! https://tinyurl.com/3xpcsb6w.
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2 Related Work

Several computational models have been used in the area of blockchain including
the estimation of blockchain-related business intelligence such as blockchain
readiness [4], utilizing techniques from other disciplines like unsupervised machine
learning on semantic similarity, e.g., [3], and web mining, e.g., [5]. A broad category
of those models deals with the dynamics of the network including the computation
of analytics both at the user and at the transaction level. Regarding the employment
of computational approaches for identity exploration, one of the first attempts was
presented in [13] focusing on the analysis of Bitcoin blockchain to reveal identities.
The heuristics applied in this work form the basis upon which today’s Bitcoin
analysis is performed. These heuristics make it possible to cluster activity around
a certain user and add context to this user for purposes of identification or grouping
similar services on the network. In addition, it introduces the concept of peeling,
where smaller amounts of Bitcoin are “peeled” off a larger amount and transferred
onto another address with the remainder transferred back to the one-off change
address.

In [9], a methodology was suggested for predicting the BTC price fluctuations
utilizing an inverse reinforcement learning (IRL) and an agent-based modelling
method (ABM). Rather than estimating relationships between price-related factors
and market pricing, the approach consisted of forecasting prices by reproducing
synthetic behavior of agents in simulated markets. The IRL model provided a
method for finding the behavior rules of agents from blockchain data in an orderly
manner by framing trading behavior as a barrier to rectifying the motivations
of known behavior and issuing guidelines that are consistent with the observed
motivations. Once the rules/guidelines are corrected, the agent-based model gen-
erates hypothetical relationships between observed behavior rules, resulting in an
equilibrium price as emergent characteristics by matching Bitcoin demand and
supply dynamics. ABM, on the other hand, demonstrated that manually created
individual rules/guidelines were the result of IRL-channeled ones. The experimental
results showed that the proposed method can forecast market prices in the short term
as well as outline overall market trends.

In [17], the authors investigated the question: “Given an address, is it possible
to classify it as belonging to a particular services or purpose?” In this framework,
seven different services were considered: exchange/wallet, faucet, gambling, HYIP,
marketplace, mining pool, and mixer. The authors adopted a multi-class problem,
that is, the classification of an address to one of those services. This was conducted
by exploring the transaction history, using a supervised machine learning approach.
The history of transactions was built by the following two schemes: (1) Address-
based and (2) Owner-based schemes In the address-based scheme, when a Bitcoin
address is given, any transactions where it is involved either in the inputs or in
the outputs are retrieved and the wanted features are extracted. In the owner-based
scheme, thanks to the help of address clustering, other addresses controlled by its
owner are also extracted. Using a dataset including 1360 owners and 26,313 Bitcoin
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address, this study reached 70 and 72% of accuracy for the owner-based scheme and
the author-based scheme, respectively. In [10], the same multi-class classification
task was studied, using a similar supervised learning scheme and starting by the
same dataset used in [17]. However, in [10], a richer set of features was utilized,
using extra statistics, with the objective of modelling temporal relations between
transactions. The obtained performance was reported to be 87 and 86% for Micro-
F1 and Macro-F2, respectively, using the LightGBM classifier.

In [21], the authors proposed a supervised learning model for classifying a given
transaction as licit or illicit, in order to have a level of risk of a given transaction
to/from cryptocurrency wallets. The dataset used maps Bitcoin transactions to real-
world entities that fall into the licit and illicit categories, for example, {exchanges,
wallet providers, miners, etc.} vs. {ransomware, Ponzi schemes, etc.}). A graph
is constructed from the raw data, with nodes representing Bitcoin transactions and
edges representing the flow of Bitcoin currency (BTC) from one transaction (node)
to the next. If the user initiating the transaction (i.e., the entity owner of the private
keys associated with the transaction’s input addresses) falls into the licit (illicit)
category, the transaction is labeled as “licit” (otherwise, “illicit”). In total, there is
a total of 203,769 node transactions. The top performing model, Random Forest,
was reported to achieve 0.796 F1 score. Further information about the dataset
constructed a part of the study presented in [21] is provided in the section that
follows.

3 Experimental Dataset

In the present work, we have used the dataset developed in [21], Elliptic dataset.
Also, we have extended the respective machine learning approach that exploits this
dataset. The Elliptic constitutes one of the largest publicly available labeled dataset,
in any cryptocurrency, dealing with the licit/illicit characterization of transactions.
In the next paragraphs, a summary of the dataset is provided.

The dataset consists of three documents:

— Class document: each transaction ID has one of the three possible classes (labels),
namely, licit, illicit, and unknown.

— Edges document: this document defines the edges of the graph. An edge exists
between transaction IDs.

— Features document: it defines a set of features for each transaction.

The distribution of the aforementioned classes in the dataset is as follows: 21% licit,
2% illicit, and 77% unknown.

Another observation is that the authors of the dataset do not determine how the
features were engineered. Also, a series of heuristics were followed. For instance, a
higher number of inputs with the reuse of same address were mapped to the same
entity in the Bitcoin blockchain. Also, users following a low number of addresses
were more likely to be characterized as illicit.
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Fig. 1 Licit and illicit labels as a function of time step

As depicted in Fig. 1, each transaction has a time step associated with it, which
indicates when the transaction was confirmed. A time step is made up of a single
linked component of transactions that were settled within 3 hours of each other
or less. In the Elliptic dataset, there are 49 time steps in total, evenly distributed
over about 2 weeks. Every transaction has 166 attributes that are divided into
two categories: local and aggregated features. Features such as transaction fee, the
number of outputs/inputs, and time step are among the first 94 attributes (local
features). The other 72 attributes include aggregated information extracted for local
features (e.g., transaction fee and inputs/outputs) from one hop backward/forward
from the central vertex, such as the standard deviation and correlation coefficients
of neighboring transactions [21].

4 Experimental Setup and Evaluation

This section presents the experimental setup followed by the evaluation of the
scenarios we have adopted, namely, offline and online learning. Four classifiers have
been employed: Linear Regression (LR), XGBoost(XGB), Random Forest(RF), and
LightGBM (LGB) [6].

The first scenario (offline learning) consists of a train/validation phase that
employs cross-validation with a varying number of folds and a final evaluation
phase in which the used model classifies a batch of previously unseen samples.
As illustrated in Table 1, the CV parameter defines the number of folds to be used
in the train. Class weight is a Boolean flag indicating the balancing of the
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Table 1 Parameters NAME VALUE
CLASS_WEIGHTS [False, True]
CLFs [Igbm, rf, Ir, xgboost]
CVs [5, 10, 15]
LAST_TIMESTEP 49
LAST_TRAIN_TIMESTEP | 34
SEED 456

labels. CLFs is the list of classifiers, where LAST TRAIN TIMESTEP is the range
defining the train window (from the O time step to LAST TRAIN TIMESTEP),
LAST TIMESTEP, LAST TRAIN TIMESTEP are representing the test window.
Finally, SEED is fixed for re-producibility. As a result, the initial dataset is divided
into train and test datasets, with the train being further divided into a second
train/validation dataset and the test being used for the evaluation phase.

In the second scenario (online learning), the classifier is given a fixed sample size
for training and is asked to predict a smaller sample size in real time, after which the
training dataset is expanded with the last prediction plus the starting samples. This
method enables the lookup of all the available samples in a uniform manner, based
on the prediction made for each time step.

Each offline experiment is composed of two distinct parts/phases. The first one,
where the parameters reported in Table 1, are executed in a loop cycle, and at each
iteration, the selected classifier, clf, is instantiated with the scikit-learn [15] default
parameters. Then, the best two classifiers, in terms of F1 score, are selected
and an auto-tuning phase is performed, by making use of the open-source library
FLAML [20].

The online experiment is executed using the two selected best classifiers, where
the optimal parameters, as obtained by the optimal search algorithm, are used.
For each experiment, given the unbalanced dataset, in addition to the F1 score,
the Micro F1 average score is also reported, along with the associated
precision and recall scores.

4.1 Offline Learning

In the offline experiment, the parameters reported in Table 1 are tuned, in a loop,
where for each iteration an instance of the selected classifier is created.

In Table 2, the best result of the first phase, with the above selected parameters,
is reported. In terms of F1 score and the Micro F1, the two best performing
classifiers are LightGBM and RF, with the default configurations as reported in the
scikit-learn package [15].

The evaluation results for all classifiers are depicted in Fig.2 for a specific
number of time steps. It is observed that LR reaches the worst results, while
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Table 2 Offline results LR XGB RF LGB
Precision | 0.327 | 0.813 |0.917 | 0.854
Recall 0.707 |0.723 |0.717 |0.729
Micro-F1 | 0.886 | 0.913 |0.977 | 0.974
F1 0.447 |0.765 |0.805 |0.786
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Fig. 2 Evaluation results for all classifiers

XGBOOST is not able to provide any valid results from the 43 to the final time step.
LGBM and RF follow more or less the same shape. Consequently, the XGBoost was

excluded from successive explorations.

4.2 Online Learning

Auto-tuning Phase From the offline experiment, the two best classifiers are RF
and LGB, reaching a F1 score of 0.805 and 0.786, respectively. The auto-tuning
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Table 3 Final values for parameters

LightGBM Random forest

n estimators: 100 n estimators: 13

Num leaves: 17 Max features: 0.8730950943488909
Min child samples: 33 Criterion: entropy

Learning rate: 0.09438604883209972
Subsample: 0.9336368694068224
Colsample bytree: 0.49899338695396656
Reg alpha: 0.037525442727811574

Reg lambda: 1.2037412273658785

was performed, for these two types of models. The FLAML open-source library has
been tested. It is an open-source project,” in which it is possible to perform an auto-
tuning based on some defined parameters (settings). In particular, FLAML makes
use of two recent optimal hyperparameter search algorithms BlendSearch and CFO
(Frugal Optimization for Cost-related Hyperparameters) [19, 22], both are based on
the same randomized direct search methods algorithm F L O W2, which, unlike the
Bayesian Optimization, it try to construct a conditional probability distribution of
the cost function. Given the configuration of the chosen hyperparameters (Bayes’s
rule)—we start with an initial configuration of the hyperparameters which returns
a low cost of the objective function xq s.t. g(xg) is small (the cost), and we define
a step (differential) &, and at each iteration k € K, we choose a vector of random
hyperparameters x, and we compare f(xx—1 + xg - §) with f(xx—1), selecting as
hyperparameters vector that which results in a smaller (or maximum depending on
the min/max problem) value of the objective function. The two best configurations
are reported in Table 3.

The online configuration experiment has been done, using the optimal parameters
obtained in the auto-ML tuning phase. The experiment consists in using 70:30 ratio
size for training and test/evaluation. The training/validation phase is performed
with time series split cross-validation, using a number of fivefolds, with a fixed
size of validation data of 10% of the initial 70% of training data. Using that method
allows to validate the model over all the time steps, except for the first 15 time steps,
used in the first fold. The evaluation is performed, as before, for the time steps in
the range [35, 49].

In Table 4, the average F1 and Micro F1 scores are reported, for the validation
phase, where the LightGBM model reaches 0.907 of average F1 scores over the
fivefolds.

In Table 6, the evaluation results are reported: the LightGBM, best model,
reaches an F1 score of 0.819, with an improvement of 2.1% with respect of the
default parameters, as well as with respect to the best results obtained in [21],

2 https://github.com/microsoft/FLAML.
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Table 4 Validation of RF LGB

average results over the -
fivefolds AVG Micro-F1 | 0.972 |0.978
AVG F1 0.885 |0.907
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Fig. 3 Feature importance averaged over fivefolds

Table 6 Evaluation results RF LGB

Precision | 0.841 |0.969
Recall 0.717 | 0.710
Micro-F1 | 0.974 | 0.980
Fl1 0.782 | 0.819

which is our main comparison target. The RF model does not reach an improvement
with respect to the default parameters.

Continuing with the comparison, the LGB model reaches a close to zero
number of False Negative, as shown in Table 5, therefore avoiding to classify
licit transactions as illicit ones, assuring an inclusive predictive behavior. Figure 3
displays the 30 most significant aspects of the LGB model.

The obtained results are shown in Table 6.
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Table 7 PCA: evaluation RF LGB

results when using reduced

number of features Precision | 0.869 | 0.947

Recall 0.128 | 0.426
Micro-F1 |0.942 | 0.961
F1 0.224 | 0.587

4.3 PCA Analysis

Furthermore, a Principal Component Analysis [16] was performed, aiming to
identify the minimum number of features needed for explaining at least 95% of
the data. In Fig. 4 shows the percentage of variance explained as a function of the
number of features. It is observed that 75 components can explain more than the
96% of data. Two experiments were performed, using a pipeline starting with the
application of a PCA with a number of 75 and 85 features, using two best selected
classifiers: RF and LGB. The results are presented in Table 7. The main observation
is that this approach does not reach comparable results when compared to the full
feature set, specifically, F1 score of 0.587 for LGB and 0.224 for RF.

5 Conclusions

In this work, we have investigated E11iptic Dataset [21], an anonymous
Bitcoin transactions dataset, composing of more than 170 features. The main
aim was about trying to improve the performance of the machine learning model
proposed by the creators of the dataset. This was conducted by employing an auto-
tuning library.

The main achievement deals with the improvement of the F1 score for the
LightGBM of 2%, making the model more robust against predicting false positive
and false negative. Furthermore, PCA was performed, reporting a number of 75
features as optimal number of features, and however, the obtained results were not
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sufficient, in comparison with the results obtained using all features. This finding
can be associated with the unbalanced character of the dataset. Indeed, less than the
2% of the transactions are labeled as illicit, meaning that the explained 96% of the
data, as reported by the PCA Analysis, do not imply to be able to explain the illicit
transactions.

As part of future work, it is needed to explore a statistical method for tackling the
unbalanced character of the dataset. A first approach could be the use of a classical
statistical method for that problem [8], as baseline, and then compare it with modern
approaches such as [2, 12].

Last but not least, our contribution also includes the release of the source code’
of this work, which has been made publicly available.
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