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1 Introduction

With the development of information and communication technologies, cybersecu-
rity problems in smart cities and networks are increasing rapidly. For this reason,
increasing population, construction and mega investments, increasing energy needs
in cities, and the need for smart grids come to the fore. However, this shows that the
smart grid concept needs to be invested in and developed. With the frequent use of
advanced network technologies used in smart cities, cyber risks and security vulner-
abilities have come to the fore. Smart grids cover the areas of use of electricity,
water, and natural gas networks, which are critical infrastructures of smart cities.

Anonymity and deniability are the facts that cyberattacks present an opportunity.
It is also very difficult to identify the states and individuals behind these attacks. In
such an environment, it is not possible to protect systems without mentioning abso-
lute cybersecurity. For this reason, it is aimed to keep cybersecurity risks at a man-
ageable and acceptable level. It is important to protect data in smart systems and to
use them continuously. Cyberattack incidents should be handled with a holistic
approach in smart grids and cities.
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Intelligent buildings are often part of a smart city project. Sensors can detect the
deterioration of the building and can notify the authorities if necessary. Sensors can
also be used to detect leaks in water mains and other piping systems, reduce costs,
and help increase network efficiency. Also, smart city technology, in addition to job
creation, energy efficiency, and sustainable use of space, increases the production
and productivity of urban agriculture, including more fresh food for urban
consumers.

While continuing to increase the population in cities, urban areas and infrastruc-
ture of these assets need to adapt to the increasing population by using them more
efficiently. Smart city applications can enable these improvements, and cities can
improve their operations and improve the quality of life of residents. From traffic
lights to bus stops and even roads, all the elements that make up smart cities are
interconnected, so they need to be protected from hackers. While cybersecurity
techniques are designed to make it harder for hackers to work, those who run smart
cities should always be on the alert. In this chapter, we will talk about what we need
to do to prevent smart city software from being hacked by data thieves.

The process starts with smart grid and city applications, improving existing grids
and making them smart. It enables to find and create new value from the existing
infrastructure of networks and cities. This study aims to give general information
about smart grids and cities and to explain the concept of systems. First of all, the
concepts of smart city, smart grid, Internet of Things (IoT), and cybersecurity
attacks in smart cities and networks are defined. The most common cyberattacks are
given in smart grids and cities.

2 Smart Cities

Smart cities are human and nature-oriented and redesigned to provide maximum
efficiency. In addition, smart cities have a framework that focuses on change, strat-
egy, development and change, humans, and the environment in the management
approach. For these reasons, smart cities are urban structures that have improved
living standards by raising the living standards of society. These structures aim to
use innovative and sustainable methods that reduce environmental problems.
Moreover, it is based on creating new living spaces where the resources used are
consumed efficiently and wisely. The smart city and grid, in other words, should
provide human and social capital, sustainable economic support, and high lifetime
value in classical and modern communication infrastructure. In addition, natural
resources must be reasonably managed through competent management [1] (Fig. 1).

With the development of technology in recent years, smart grids have gained
great importance by being widely adopted in many countries and cities. However,
these new technologies have security disadvantages. Systems such as open data,
education, IoT devices, smart agriculture, and smart energy form the basis of smart
grids. However, it is very important to control and manage the structures in these
smart grids (Fig. 2).
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Fig. 1 The main purpose of developing and popularizing smart cities [2]

Fig. 2 Smart city overview [3]

The development of smart grids and cities and the prevention of security vulner-
abilities that may arise in them is one of the most important issues. This study
details the cybersecurity vulnerabilities of applications in smart grids and cities and
the measures to be taken against them. These must necessarily require minimal
precautions to be taken. It will be inevitable that there will be material and data
losses in the face of measures not taken.

In addition to the emergence of new hardware and applications due to the changes
in cyberattack methods and the development of technologies, an increase in security
vulnerabilities is observed. In recent years, malware, distributed denial of service
(DDoS), and advanced persistent threats have increased, especially among cyberat-
tack methods. This study tried to determine the cyberattack methods that were
detected and frequently used.
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The continuity of all smart systems used in smart grids in terms of their operation
and the availability of data, confidentiality, and integrity are the main components
of information security. Furthermore, experienced personnel will be needed for the
best management of these systems. The main components of success in the field of
information security are people, technology, and the company. These are critical to
the successful management of smart grids.

3 Smart Grids

Smart grids are an energy system that integrates the supply and consumption behav-
ior of all market participants connected to them and aims to reduce loss and leakage,
continuity in use, economic efficiency, and continuous data flow. Infrastructure ser-
vices play an important role as an indispensable element of urban life. Control over
these utilities became vital as the urban population grew. Population increases make
it difficult to manage the use of information technology (IT) infrastructure, without
software applications and made it impossible to manage [5].

ISO (which deals with the best management of physical assets by the International
Organization for Standardization) argues that the management of infrastructure, as
a whole should be systematic, risk-based, optimal and sustainable. Organization of
systematic and interrelated movements manages assets and systems to achieve suc-
cess and performance through a structure that is needed to control the risk and cost
of organizational life cycle plans [4]. This requires intelligent networks for system-
atic monitoring.

The scope of the IEC 61850 (International Electrotechnical Commission) com-
munication standard is based on the intelligent network protocol transformer.
Otherwise, the same or different manufacturers use such non-parallel multiple pro-
tocols and interfaces [6]. The smart grid concept covers the use of information tech-
nology and communication systems, storage and consumption for the distribution
and transmission system, and efficient, reliable supply of energy and materials
through flexible management. In addition, the operating company has networks and
wastewater systems designed for processes similar to information technology and
electricity distribution in this sector, as well as processes for natural gas and water
distribution [7].

In the classical network systems used today, problems such as power cuts, meter
failures, low efficiency, and energy leaks can be detected by the subscribers by
sending them to certain centers or by the work of distribution companies. In smart
grids, on the other hand, these problems can be detected instantly and automatically
resolved remotely without any interruption in service. Thanks to its real-time com-
munication infrastructure, smart grids detect overloads, regulate energy flow direc-
tions, and contribute to preventing energy loss and leakage. At the same time, they
manage the energy supply—demand balance and energy distribution, providing a
fairer consumption price and more balanced resource use. Smart grids are more
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resilient to natural disasters and offer energy systems to distribution companies and
consumers, which are quickly reactivated in the case of any natural disaster.

The working principle of the smart grid is based on the principle of managing the
entire energy production and consumption infrastructure from a single center. Each
of the natural gas, electricity, water, and telecommunication systems is managed
from a single center within itself, and infrastructure management is carried out by
ensuring the efficient operation of the systems. From this point of view, smart grids
are the integration of computer and network technology into today’s networks
through geographic information systems. They process and interpret the data intel-
ligently and manage the needs according to the data analysis they receive [8].

Smart grids, an essential component for smart cities, play a major role in bring-
ing reliability, availability, and efficiency into the era. Testing, technology improve-
ments, consumer education, standards, legislation development, and information
sharing between projects will be critical in the transition from conventional grid
systems to smart grids (Fig. 3).

In particular, the electrical grid, natural gas distribution is also very critical in a
smart grid. The necessity to supply natural gas sustainably and efficiently requires
smart network systems. The gas distribution network is a system that supplies
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Fig. 3 Smart grid overview [7]
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low-pressure gas from city gates to industrial, commercial, and residential buildings
through pipelines of steel and polyethylene (PE) pipes at different pressure levels.
Natural gas distribution networks consist of (i) Regulation and Metering Stations
(RMS), (ii) mainline (steel) communication lines, (iii) regional stations and distri-
bution lines, and (iv) service boxes and service lines. Due to critical safety issues in
these systems, there can occur several cyberattacks. For instance, the set pressure
and temperature levels of heating units can be altered remotely in the case of a
cyberattack. This can damage the customer stations as well as the entire natural gas
network [8].

An important element that effectively recognizes the full value of the smart grid
process is its performance and capabilities to implement integrated, scalable, and
interoperable engineering activities. In this new and more intelligent world, the cus-
tomer’s energy consumption of mobile devices, which can be watched via the
Internet or a private home monitor, does the same things as meter data management
systems. The counter also detects power surges and power outages, and the service
will serve as a network sensor that can be used to connect or disconnect the remote
connection [9].

The smart grid provides the integration of two-way communication between
utilities and consumers through smart meters using Advanced Measurement
Infrastructure (AMI). Thus, AMI is designed to provide real-time information on
energy parameters such as prices, demand, capacity, and quality. If so, it would be
surprising if the service company is properly navigating in terms of return on invest-
ment in an already deployed technology. Like all technological advances in energy
efficiency, the smart grid has an important advantage to be noted and is highlighted
in Fig. 4 [10].

Cybersecurity attacks are at the forefront of the difficulties experienced in smart
grid deployment. Systems are protected against these attacks by using independent
interfaces. It also provides energy efficiency and significant cost savings as an
energy management tool called CISCO Energy Wise [11]. A smart grid system
should have the following features.

Digitization means having a secure and fast digital platform for smart systems.
Also, to be smart is to have good technology. Resilience, on the other hand, means
that the developed intelligent systems can provide continuity without being affected
by cyberattacks in the case of any abnormality. Personalization means tailoring cus-
tomers to their needs. Finally, flexibility means that the smart grid is extensible,
adaptable, and can work harmoniously within itself [12].

4 IoT in Smart Grids and Cities

In general, referring to the smart grid concept and the field of smart infrastructure,
IoT applications in cities, transportation, industry, health, and other sectors are
widely used. With the technologies that develop according to IoT application areas,
its use has gained importance and provides significant convenience to human life.
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Fig. 4 The fundamental building block of the smart grid [10]

With the use of IoT devices, the security risks that will occur in the communication
of data come to the fore. Studies in this area must be carried out and developments
in this direction must be followed. All sectors and fields are given in detail in Fig. 5.

Smart cities use a combination of applications developed and interfaces created
for the user to use devices, the IoT, and communication networks. The data col-
lected by the communication of these devices with each other is stored in the cloud
or on the server. With the development of these technologies, people’s lives are get-
ting easier. At the same time, the efficiency of both the public and private sectors is
at the highest level.

5 Cybersecurity in Smart Grids and Cities

With advancing information technologies, cybersecurity threats have been an ever-
increasing trend in recent years. From this point of view, it is clear that institutions
strengthen their internal information security dynamics and place their strategic tar-
gets in the first place in terms of cybersecurity. In the field of cybersecurity, coun-
tries aim to protect computer networks in public and private sectors by following
and adapting to international standards.
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Fig. 5 Fields of application of IoT [13]

In terms of cybersecurity, no software application can guarantee companies a
hundred percent security. For this reason, each institution should take its security
measures, namely, technological, managerial, and education. Significant measures
should be taken. For instance, employee information security awareness training
should be done every year, the institution must have competent and senior experts
in the field, and employment of cybersecurity experts to train the personnel, user,
and system access logs should be kept: Cyber Incidents Response Team (CIRT),
Cyber Security Center (CSC), Cyber Intelligence Center (CIC), and Software
Security Testing Laboratory (Pentest Lab.) In order to respond immediately to cyber
incidents, a Cyber Fusion Center (CFC) should be established, a corporate cyberse-
curity policy should be established, and the top management should support imple-
menting them.

There are many sectors covered by smart grids and cities in Fig. 6. The exposure
to cyberattacks against these sectors is shown as a percentage. Considering the
impact of these cyberattacks, it is seen that the sector that has the highest risk and
attacks with 26% is the energy sector [14].

5.1 Most Common Cyberattack Methods in Smart Grids
and Cities

First of all, it is possible to define the subject threat in smart grids and cities, espe-
cially electricity, water, and natural gas. Looking at the smart city concept in gen-
eral, it covers health, transportation, water supply, energy infrastructure, traffic
management, waste management, and other services. A smart city can interoperate
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Fig. 6 Cyberattacks by sectors worldwide between 2016 and 2017 [14]

systems by establishing a mutual interaction between service providers and citizens.
In this context, there are many concepts/methods such as cyber terrorism, cyber-
crime, cyber warfare, and cyber intelligence, each with different motivations, and
different types of attacks. In this study, cyberattacks will be used for all of these
methods. Cybersecurity violations intended to damage these structures are all func-
tionally considered cyberattacks. In particular, this study investigates cyberattacks
in smart grids and cities [15].

Cybersecurity aims to protect from external harmful applications, viruses infect-
ing personal computers, advertisements from e-mails, and antivirus programs that
need to be updated. In addition, when it comes to cybersecurity, one of the first
things that come to mind is smart cities and grids. Because in terms of national
security, loss of services in smart grids and cities can cause loss of life, large-scale
economic damage, or weakening of national security. In particular, these systems
are the most important assets to be protected in terms of cyberattacks. The main
cyberattack methods are listed against smart grids and cities ([15-24]) (Fig. 7).
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Fig. 7 The main cyberattack methods in smart cities and grids [2]

5.2 Measures Against Cyberattacks in Smart Grids and Cities

Some of the measures to be taken against cyberattacks in the smart networks and the
main group of actions are shown in Fig. 8. The main groups given here have been
determined based on the previous studies examined in the literature. In subsequent
academic studies, these articles can be further expanded, and this chapter can moti-
vate the studies to be carried out in this area.

The measures mentioned here must be given importance and attention in the
critical infrastructures of state institutions and private companies. In addition, the
mentioned cybersecurity measures motivated the creation of this article as a result
of the studies and academic studies examined.

When building smart cities, they must take responsibility for understanding the
systems they use and establish transparent relationships with the companies they
support, from system construction to maintenance. In addition, every smart city
should have trained cybersecurity emergency response teams to counter possible
cyberattacks and their negative effects. Not knowing how to react to attacks can
cause great confusion and stop normal city traffic. Therefore, serious cybersecurity
strategies should be developed. But just as bacteria become resistant to antibiotics,
threats can emerge with greater force to counter a change in strategy. Thus, each
heightened security strategy often faces a new security threat. Therefore, security
measures need to be constantly updated and monitored. For this reason, those who
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-

Fig. 8 Overview of measures against cyberattacks smart grids and cities

want to be protected from attacks should always be one step ahead of hackers
(Table 1).

Considering most of the identified attacks in general, they are among the most
important issues that every institution should pay attention to. Because institutions
and organizations do not want to be exposed to a cyber incident by experiencing a
cyberattack, smart grids and cities can become more resistant to cyberattacks with
technology.

Data that can be easily captured by taking advantage of vulnerabilities in smart
systems such as face recognition over security cameras are used to threaten society.
In particular, a system with a security vulnerability can be captured more easily than
other systems. But, it is difficult to add a new system because all systems in smart
cities work in an integrated manner. For this reason, the security strategy should be
considered as a whole and at the same time, all security vulnerabilities should be
minimized or even eliminated for each system. A security system is also required
for the protection, monitoring, and control of smart grid and systems network traffic
in cities. Firewalls aim to make systems more secure by preventing attackers from
accessing data without authorization.
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Table 1 Most common cyberattacks methods and measures [15-24]

Most common
cyberattacks methods

Most common measures

Distributed denial of
service
(DDoS-DoS) [14]

Determining cybersecurity performance targeted by top
management and keeping performance records of all individuals.

SYN flood

Determining the mode of action of the system to prevent
unintentional disclosure of sensitive information related to the
design, operations, and safety of the system.

UDP flood

For third-party applications, patch management should be followed
and a procedure or instruction should be prepared and followed up
periodically.

HTTP flood

The configuration controls and management of the software and
hardware should be fully performed and monitored.

DNS flood

It requires awareness to be resistant to cyber risks at all levels, from
employees to senior management levels.

Botnet (zombie) [15]

The institutions should always keep risk management regulations
against cyberattacks.

Zero-Day Exploits
[16]

The institutions should always keep their inventory lists of
information technologies against cyberattacks.

Advanced persistent
threats (APT) [16]

Organizations should conduct personal access management on
computers and servers.

Attack Kits [16]

Wired and wireless networks should be protected by strong
authentication systems.

Sending unwanted
bulk messages
(E-mail) [17]

Institutions should perform event and log management.

Spam The institutions should conduct 24/7 emergency incidents and
monitor management against cyberattacks.

Bulk Modem connections, local networks, connections with partners,
internet, wireless networks, and satellite connections should be
considered separately.

Junk mail To ensure a high level of cybersecurity, unnecessary network

connections and unnecessary ports must be closed.

Network sniffing
(monitoring) [18]

Institutions should use corporate networks and operational
networks separately.

Active sniffing

The security of SCADA systems used in smart grids and cities is
mostly provided by the protection levels of the protocols produced
specifically to communicate with the field vehicles and servers.

Passive sniffing

Organizations should apply multiple access controls for user access
to the internet and the applications in their network.

Address resolution
protocol poisoning
(ARP)

Institutions should clearly define policies and procedures for
cybersecurity and information security.

Malware [19]

Institutions should set up intervention teams against cyber
incidents.

Virus

The institutions should take the expert training of information
security personnel and this training should be repeated periodically.

(continued)
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Table 1 (continued)

Most common
cyberattacks methods | Most common measures

Worm Institutions should have penetration testing at regular intervals and
keep their reports regularly.

Trojan horse In smart networks, standards on cybersecurity should be prepared
and legally audited.

Ransomware Collaborative work should be done with universities, government,
and private institutions on cybersecurity in smart grids and cities.

Adware Native and national software on cybersecurity should be developed

Backdoor-trapdoor in smart grids and the government should encourage this process.

Spyware

Key logger

Exploits

9 | Rootkit [20]

10 | Cryptographic Attacks
[21]

11 | IP Spoofing [20]

12 | Wire Tapping [22]

13 | IPS Attacks [21]

14| SQL Injection [21]

15 | Logic Bomb [21]

16 | Phishing [21]

17 | Social Engineering
[21]

6 Conclusion

Cyber threats in smart grids and cities continue to grow day by day in an organized
manner. Especially in terms of cyber incidents, the rate of attacks against the energy
sector in the world is very high. Approximately 26% of cyberattacks worldwide are
against the energy sector. Cyber threats and attacks have been detected in the energy
sector, especially in natural gas, electricity, and water networks. Such attacks are
expected to increase further in the coming years. However, the increase in the num-
ber of devices used in the concept of smart cities causes an increase in big data and
wireless communication. The increase in the size of this data carries a high risk to
ensure data security in terms of cyberattacks. Necessary security measures should
be taken to reduce the risks of these cyberattacks, and cities should be made livable.
Precautions to be taken should be preferred in terms of cybersecurity and newly
developed hybrid prevention methods. Especially artificial intelligence and machine
learning applications developed against new attack dimensions should be preferred.

Smart city leaders should be alerted, stating that many cities are not planning
cyberattacks, although cities have plans for natural disasters such as floods and
earthquakes as a result of research done by security research companies. Since the
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target of cyberattacks is a human-centered system, it is necessary to consider that
they can lead to major events and to develop reasonable strategies against cyberat-
tacks. As technologies improve in smart grids and cities, cyberattacks and vulnera-
bilities are also increasing. Therefore, in this study, cyber threat methods and
solution suggestions are discussed in detail. It is shown that cybersecurity and infor-
mation security are in every aspect of our lives, and it is recommended that institu-
tions pay attention to the solutions given here. For this reason, the communication
of the systems must be secure, the use of secure models, the protection of data, etc.
In cases, the safety precautions given in this study should be taken into consider-
ation. Finally, 17 cyberattacks were detected in smart cities, grids, and IoT systems
used. However, measures that can be taken in these systems against cyberattacks
have been given. Along with these measures, all stakeholders should cooperate
among themselves and make suggestions for the measures to be taken against these
cyberattacks. All countries should develop secure maturity models against cyberat-
tacks for smart cities and grids. Moreover, investments should be made in this field,
and joint work should be carried out by leading the way on these issues.
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